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{£H Trident Protect {RzEfEFHIET\
T f# Trident Protect

NetApp Trident Protect e fiERSFE A E R EIEINEE » nIiG58H NetApp ONTAP fEFE &AL
# NetApp Trident CS| {#7F:R E 28 X IEBVEHKEE Kubernetes FERBITHREFN AT A

1 o Trident Protect f§{E T EEABEMAHIRIEN AR ETEEHNEIR - REMBR
EIEEBHE API A CLI 12 BESEINAE -

eI LUEIBEIIBHETER (CR) ZX{EH Trident Protect CLI ZR{$ /A Trident Protect {R:EERTELR ©

= FIR0E ?
#RE] LUTEZ2EE Trident Protect Z Ai4c 7 FEEABREESK ©

* "Trident Protect Z3Kk"

Z4E Trident Protect

Trident Protect &3k

B B EHNERERIE - EREAESE  ERAEANBRESTEEENLE - BEREN
IRIBRTAELLEER » LUEFEMHIT Trident Protect ©

Trident Protect Kubernetes 5 HA S

Trident Protect 1@ 2L E M B ZRHY Kubernetes EmMER » B1F :

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSE Rancher

* VVMware Tanzu Portfolio

* % Kubernetes

* Trident Protect {728 Linux EE&IE c Windows BRI AT B EHD(EE o

* HE{RZ L Trident Protect AR E BB IETEMITHAVIRIRIEHIZZFAERIR CRD - HERER
@ FRIZHIS © SRR "B

* B{RZE/V1ZE—1E VolumeSnapshotClass ° 1B EZE > 52
"VolumeSnapshotClass" ¢

* 228t Trident Protect BE Helm 4.x S ESHRE ©
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Trident Protect 32 1% A MM &
* Amazon FSx for NetApp ONTAP

e Cloud Volumes ONTAP

* ONTAP #1751
» Google Cloud NetApp Volumes
* Azure NetApp Files

R RICHREFRIRFT U TER !

* FEIREIEDEEM NetApp HFEEFEA Trident 24.02 ESHRAS (E:ZH(EA Trident 24.10) o

* FERERICHER NetApp ONTAP 77 1&iR o

* AR ERTERREFEEDIY RIS o

* Busta AR AR AR EN SR EENTAREARERHHZER o Trident Protect R & A TEIL
ELMATER  MREEBTERPIEE 7T AMEENGRRZER > BIRIERELK -

nas-economy Volume AYEXR

Trident Protect 2#&¥} nas-economy BAFREEITHENDFIRIRIEE © BRIAZIEE nas-economy M EETTIR
B8 « #88F0 SnapMirror 8 o KEEAEE Trident Protect $2HAC RIS @ nas-economy ik & B IRFR
BEE o

HERAREALERRRERNEIRETER - HNELERARER » FET ONTAP #ERR
LT T o < RIERIRIE B &

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

SR LUEEE B8 nas-economy HAIE@HMITIA T an L REUEIRBE &% » AiF <volume-UUID> B AL EEE
RYRARRE&AY UUID :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ &AL Trident 8 imAHRE3ETE snapshotDir 884 true ® ARG TEREEIRBELEE o
HEMEEARZHE o

FFE KubeVirt VM {REZR

Trident Protect TEERIREE(FEEHARIZS KubeVirt [EHHH SRR IR R URIEMARINGE - UIFRER—ZE -
FEH I 8RR A IR EREC & 5 /A I TRER1T 4 E Trident Protect ARASTI R » B3fThRZS3E® Helm Chart 281 T E
BEEREES T ©



@ EEFREXEE » A ZERAERESS (VM) BiI89Ef virtualMachineSnapshots ©

Trident Protect 25.10 & E TR

Trident Protect E1E ERMREEXEAR B REMAR KubeVirt B R4 » UFRER—BUE o 4 Trident
Protect 25.10 B8 > f&AILLTE Helm chart 228382 HEA "vm.freeze’ 28RS ILINEE o L2 #FERA
YR -

helm install ... —--set vm.freeze=false

Trident Protect 24.10.1 £ 25.06

i Trident Protect 24.10.1 HRZ<RBH44 > Trident Protect €1 MR EEXHAR B ENRASAR KubeVirt 12
R4 o RO LUEBFERAU TS EALLEE TS -

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 T B FHMREEX AR 2 BEMER KubeVirt VM 1E2Z R AR —EUEAREE o (IR EEEE
F8 Trident Protect 24.10 {73 KubeVirt VM Bl » BIEETEPITERMRE(FEZ A FERBERZRRA KR
4EIBRRINAE o Bk UBRIERRREN —BUIKEE o

O] LASRTE Trident Protect 24.10 2R EIRERHMRE(FXEEIRE VM ERZRARVRENER » HER I EEH
{E"RBFERATIIES :

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirror 85 YK
NetApp SnapMirror # 5 8] FK? Trident Protect » 1B ONTAP f2RAE :

* ZKihim NetApp FAS ~ AFF #1 ASA 4% o B Al ASA r2 24 M A 2B (FE A Trident protect B SnapMirror #8
o

* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP
* Amazon FSx for NetApp ONTAP
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* NetApp Trident : NetApp Trident 4ZBRIFFFTER £ ONTAP {EA R IRV B1E Kubernetes 5
L o Trident Protect #&{# M NetApp SnapMirror $:1if » EBU TR R T IENFEFEFETES ©

° ontap-nas . NFS

° ontap-san . iISCSI

° ontap-san . FC

° ontap-san : NVMe/TCP (EE&HK ONTAP hixZ 9.15.1)

* 1RHE L ATERIEF B RV ONTAP =& ERVBFERERMREEHLY ONTAP SnapMirror JERIFIRE - iNEE
HHAE > 55288 "SnapMirror FE1E42% (ONTAP) "o

¢ ONTAP 9.10.1 %A » FRE1RHEHLL NetApp EEIER (NLF) BIERiRE » B —ER BB 2 IEINEER
B—1E%E o NFEFME > 5528 "ONTAP One FEMIBYIEIE" o

@ {£5%#8 SnapMirror JEE L 1R -

SnapMirror EENHEEE
MR B ERRFERREELE  FRAECNIRIITEUTERX

* * HREM SVM* | ONTAP f#F R IR AR BN FER - NFFHMAE 5528 "H5EM SVM HF =R
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¢ NetApp % Trident Protect
1. ¥71% Trident Helm {72 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. /A Helm 224 Trident Protect o #& “<name-of-cluster>"Z#a A2 E418 > ZLBREOMMBEEL AR
HpEENEOAIRE !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect

3. (ER) HERMEEHNRE (ZEANEEE - FEM !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect

RS AEAI NetApp XEASREFTENHASRNEREENER THERE -

RFANEEMERZLEE Trident Protect

UNRETEY Kubernetes S B ATFENAEMRAEER » (SR LAIEFA ARG E 2% Z2EE Trident Protect o 1E3E LE&04H
) uaH%T:T?EEFEPE’Jfﬁﬁiﬁj%uiaiﬂqﬂﬂﬁﬁuﬂ

TR
1. RWLATBRGHIEREI A « MRS « REREERDEHNLBEES

docker.io/netapp/controller:25.10.0
docker.io/netapp/restic:25.10.0
docker.io/netapp/kopia:25.10.0
docker.io/netapp/kopiablockrestore:25.10.0
docker.io/netapp/trident-autosupport:25.10.0
docker.io/netapp/exechook:25.10.0
docker.io/netapp/resourcebackup:25.10.0
docker.io/netapp/resourcerestore:25.10.0
docker.io/netapp/resourcedelete:25.10.0
docker.io/netapp/trident-protect-utils:v1.0.0

fgn -



docker pull docker.io/netapp/controller:25.10.0

docker tag docker.io/netapp/controller:25.10.0 <private-registry-
url>/controller:25.10.0

docker push <private-registry-url>/controller:25.10.0

B EES Helm chart > 555 E Rl ZEXE Bt A8REL 25 _E A “helm pull trident-protect
--version 100.2510.0 --repo https://netapp.github.io/trident-protect-helm-chart” T &

(i) Helm chart » 22 “trident-protect-100.2510.0.gz #E MM T BEASIR 5o
» WIEER%B—PHEA helm install trident-protect ./trident-protect-100.2510.0.tgz' A
EEFES TR -

. ¥817 Trident Protect 24t 2ER ©

kubectl create ns trident-protect

- BABR

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- B AR AEEEEREER pull secret -

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. ¥f1% Trident Helm {72 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

. I —{E%% "protectValues.yaml BITEZE o FE{REZIEZRELZ LT Trident Protect 527 -


https://netapp.github.io/trident-protect-helm-chart`​下​載
https://netapp.github.io/trident-protect-helm-chart`​下​載
https://netapp.github.io/trident-protect-helm-chart`​下​載
https://netapp.github.io/trident-protect-helm-chart`​下​載

imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

imageRegistry #l imagePullSecrets [BEAMRMAEHRHGEHEE » 81F

@ resourcebackup # resourcerestore o MR IRGHX DN EFHIEFEHRERE
BRI (U0 > example.com:443/my-repo) ’ AESFBAUPESTERE - &5
HERPABIRGEN <private-registry-url>/<image-name>:<tag> HIEY °

7. {8 Helm %4 Trident Protect ° #& “<name_of cluster>"Z{a A% E 218 » BB OACAEET R
TR A ERB D FIIRER

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (ER) HERMEIEAGE: (REANRENR) - FER !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

RS AR NetApp XEASREEFTENHASRNERMENE R THERE -

@ ARA Helm chart Bt BRI E(thi5EIE > £13F AutoSupport 32 EFsp R ZERIBIE > FFRE "H:T Trident
Protect 228" o

24 Trident Protect CLI S M ER,

e LUER Trldent Protect a5 < 59MIFETX (Trldent tridentctl BREINNIETINGE
) REEILHEL Trident Protect B:TEJE (CR) #E{THS) o

Z24E Trident Protect CLI SMHTER

TEEAGLIERRENZA > RERHZRIANREFINEENE L - SAIRFEHNERERNZE x64 EZ ARM
CPU » KERLUT D ERIRME o



TEERAR Linux AMD64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-armé64

TEZEAR Mac AMD64 CPU HISMIFE(
SER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-amdé64

TEIBEAR Mac ARM64 CPU HISMIMETD
B ER
1. "F# Trident Protect CLI §MiMER :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-armé64

1. BUARSMEE R TSRV TIER

chmod +x tridentctl-protect

2. R TEMIERE T PATH IRIBS A ERNTEEMUE  HI > /usr/bin 8 /usr/local/bin (&
AEREEESHER)

cp ./tridentctl-protect /usr/local/bin/



3. S E] LUSZRS R M U RE NI CE BHR THRENMNE - TEEBER T » BERFRZE SR

B9 PATH IRIGEEL -

cp ./tridentctl-protect ~/bin/

@ RIMIE B R PATH S EEME BN FEEHEA tridentctl-protect %

tridentctl protect {MMEAMUEFERZIMIMER ©

&E Trident CLI SMIEREREA
fEa A fE A R aYSMEMETUERBATNAE » UABUSIMIMETNTNBERVEEARERER

iu E]%
1. (EFREAThAEIG AR fEFYER

tridentctl-protect help

=

A< BE5T
224 Trident Protect CLI SMiMER 1 ~ [KRIAAR L < BB BEITTRINEE ©
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% Bash shell BxF BEI5ERINAE
1. BRI ¢
tridentctl-protect completion bash > tridentctl-completion.bash
2. FENFEREBR TEI—EMBE  ARERREA
mkdir -p ~/.bash/completions

3. BTEHMMWZATEE ~/ .bash/completions BEE :

mv tridentctl-completion.bash ~/.bash/completions/

4. BUMTHIEECEBEFRY ~/ . bashrc EE !

source ~/.bash/completions/tridentctl-completion.bash

# Z shell EXFABEITEAL
B
1. BT ¢
tridentctl-protect completion zsh > tridentctl-completion.zsh
2. ZENFEREER TEI—EMBE  AREREA
mkdir -p ~/.zsh/completions
3. B TEHMMWAIEE ~/.zsh/completions B :
mv tridentctl-completion.zsh ~/.zsh/completions/

4 BUMTHIEEEEBEFRY ~/ . zprofile BE !

source ~/.zsh/completions/tridentctl-completion.zsh

11



HR
TRE A shell B « &8 LAfE R tridentctl-protect IMHFERETEH S BENTERK ©
B] Trident Protect &4

f&BILLBE] Trident Protect BYTEEAERE » UM S TIRIEAMFETEK ©

}57E Trident Protect 23 & ERE

% Trident Protect 18 > B[ LU{EFA4ERERE 2 Trident Protect BEMEEEEIRE o BB E B IRIR S BTG4
Trident Protect {EEFTHENREERE ©

TER
1. B —{E%7%A resourcelimits.yaml BIREZE

2. IRBEHIIRIRE R » TEHEZEFIEA Trident Protect B3RV E JRIRFIEEIA o
U SEHERERERIANRE » T8 SSEERRHINTERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""

nmn

memory:

nmn

ephemeralStorage:

requests:

mn

cpu:

nmn

memory:
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""

nmn

memory:

mwn

ephemeralStorage:

requests:
mn

cpu:

mwn

memory:

12



ephemeralStorage: ""

kopiaVolumeBackup:

limits:
cpu: ""
memory: ""

ephemeralStorage: ""
requests:

cpu: ""

memory: ""

ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

nmn

memory:

mn

ephemeralStorage:

3. FEFd resourcelimits .yaml {EEHHE :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

Bl ZERA RS

Z4E Trident Protect % > (& B LA FAARBEREEER Trident Protect 289 OpenShift Z2 MR RMES] (SCC) o
JELER4IE S T Red Hat OpenShift #&H Pod FyZ2 2 M R4 o

1. Bi—E%% sccconfig.yaml BIKEZEE o

2. ERERDIIE SCC #IE » WREEHNIRIEERIENSH -
LUTFE365I88 SCC #EIBM S HTERME -
scc:
create: true

name: trident-protect-job
priority: 1

TR T SCC EENZ2# -



W
st

i
Sy

e
BEIER

=R EH
BEER I MUE SCCER - 2

=il NEYa—] N N
& scc.create ;&/E% true

B Helm ZERERFHT
Openshift IRIREF, A GEIL
scc &R o NRKE
Openshift H#IT, T
‘scc.create BRES false,

AIFREEI SCCEIR °
15 SCC M HE o

EF SCC WBLIER - BELIER
BEEM SCC BEELIEFEER
{EBY SCC Z AT ©

3. FEF sccconfig.yaml tEZEHRE :

6

true

Trident {RET{E
1

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

ERiNTERERRA sccconfig.yaml EZEPISENE °

FHEEM Trident Protect Helm Chart :27E

&AL E5T AutoSupport 58

W

S
autoSupport.proxy

autoSupport.insecure

autoSupport.enabled

EMH =R

a5
T

mikE

mirE

restoreSkipNamespaceAnnotations =&

14

# > LU IEHNREEXR o TRRPAIAIERSEH -

55

7€ NetApp AutoSupport ZARRI(L
IE URL ° fEALEIhEE R IR B b
BERHAERIERRS © F :
http://my.proxy.url °

BREA true B FHEA
AutoSupport Proxy AR
TLS E3EE o (ERANRALZEN

froxy iR o (FERE: “false

B2 E& A Trident Protect
AutoSupport A6 L1 - RTES
false B> BHER LERWHER
» (BIRDSARIA F B E 4 T IR IRAD
B (FARE: “true)

LX?E?JE%K%E’J@%”‘:“F&%I&E%% ’
RRRENFZEREEPIERR o
IR MRER e R 22/ o


http://my.proxy.url

2% Gl BH

restoreSkipNamespaceLabels =2f=c) LEESE A PR R ERIE R A E »
BRItENTRIEEETHR - 2
IR R R A E LA o

CRILUER YAML ABREAE S An < 5 AR SRR E IS L8R ¢

{#EH YAML 182
HER
1. B —(EREEIAREEGHS values. yaml ©

2. {EMCER TSR » FHS AR B TRVARAR B o

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. £ values.yaml IERAIEAILERNER » ERRTE

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

{#/ CLI &%
FER
1. FAUTHSLEMLE --set EFFATTRIEERESEL :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \

--set-string restoreSkipNamespaceLabels="{labell, label2}" \

—-—reuse-values

#& Trident Protect Pod [B&|1E45 EEREE
] LAfERE Kubernetes nodeSelector BIEHEIZAIR » IRIEEIEAIZE 24T L BT 2L BT LUBTT Trident Protect

15



Pod ° FEXIBEM T » Trident Protect {ZRRAETT Linux BYEREL o (KATLIRIEEEE—P BETELELR o
1. Bi— %% nodeSelectorConfig.yaml RUKEZE

2. #& nodeSelector FEIRFTIE EHEREH > WEKZAER LML RS BERRE - EMRBCAIRIEFRETR
o BIGN - U TFERESTERNEERRRS > EHitHEERIMBRIENSTE

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. FEF nodeSelectorConfig.yaml t&ZEFHIE :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

ETER R IR AT nodeSelectorConfig.yaml X4EHISTERIPRS] o

=12 Trident Protect

=12 Trident Protect 2 7ZENIE &

Trident Protect £ Kubernetes B9 &R FEUZES] (RBAC) 1EE o FERIER T » Trident
Protect et E— R AT H T E R EERRNTERRFFIRE o INRECABBEFZSFEREI L
EMZE2EK 1’3_11«/(@}55 Trident Protect B RBAC IhiE » EigalithizsH &R ap 2

EIRYFEEN ©

=EEHERRERHTER trident-protect SRRAEMPERNGFEHER - It BB UEFEFIE Htsr %%
FHNER - ZEEFIHERNERAEXNGED  EFEERUHMGRLZEM » UHBERNEREXMEEEEnS
ZEfE ©

HAR  EAEAEEEATETAR trident-protect Sp R ZEH PRI AR B EIE CR - CRETRMARENSD

LZEFPRIEAERAENEE CR (REEBREFEAEXENERE CR B THEHREMEREXNERNG4
) o

DEEIEE A EEINEAISHEM Trident Protect B &R » HhEE .

* AppVault . FERFER/REER
(D - AutoSupportBundle : 5% - FEHIEALEELA Trident Protect Bk
* AutoSupportBundleSchedule : &2 HHUREHHE

RIEBERE{ER RBAC RGN ERIRFITEESHER -

16



WIFA R RBAC WA EIRS &M o2 ZTRINZEMF AN » 3528 "Kubernetes RBAC X" o
INRARTSIR A AIERAE N » 55288 "Kubernetes ARFSIR B ST o

Ef - EEMAERENFIER

fign » —EB4E —% cluster E328 « —ATRRRARM—4BITIHAR o cluster BEIEERF BN TER > UEZ
T—EIRIE - ETIRERERENITHEREHES B REFNDEHAEZ B namespace FIER ©

TR BustEEUESSEEENER
BisaZ=ErRELUBES N RER - WEARIEGHAIUEFIELEER

1. RITIRBHAE IR TR -

kubectl create ns engineering-ns

2. B(TIHARR I AR ZER

kubectl create ns marketing-ns

TR 2 | BICMBARTSIRE « UERSEm % ERTHNEREE

2T RS ER % E RS —EERRBIRE - ELERZASEEREFERII—ERTIRS » UER RN
BRI E—SERHEZ B DR o

1. B IEBHERIRBIRS

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. RITHHEHAERIARTSIRE

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

17
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

TR 3 | BEEMRFIRAZL—EZE
ARFSIR P ZRS AN HRBIRAETE D8RS - MREEIRE > KRR EREIL o

1. ATIRAREIRAZIIHR

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHRFBIRAZIIZRR

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

W EE 4 : E37—E RoleBinding H& > Wi#&:% ClusterRole ¥ 541 EISEFHIIRTSIR S

B 1RZ4E Trident Protect B » & BENE I —ETERAY ClusterRole #)15 o &R LUE @RI EA RoleBinding ¥
% > #&IE ClusterRole #IE EARFEIRS ©

TER
1. # ClusterRole £ EEI TIZARFEIRE -

18



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥ ClusterRole #E 1 THHARTEIRE

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

p
A ERESIER -

TR
1. BRI REREATUFNRIREER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2 BB TREREMATERITHAR

19



kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

HER 6 [ #%F AppVault ¥ {4HFEVER
ENTHONRBEFENEETT > EEEEESFEZRTEREREH AppVault ¥HEIFEHER -

1. B EMA AppVault F1ZBEE4E S YAML 122 » B FEAEZE AppVault BIRERR o B8N » LU CR IZ2FEH
E1ZE AppVault B9#EFR eng-user :

20



apiVersion: vl

data:

accessKeyID: <ID value>

secretAccessKey: <key value>

kind: Secret

metadata:

name: appvault-for-eng-user-only-secret

namespace:

type: Opaque

trident-protect

apiVersion: protect.trident.netapp.io/vl
kind: AppVault

metadata:

name: appvault-for-eng-user-only

namespace:

spec:

trident-protect # Trident Protect system namespace

providerConfig:

azure:

accountName: ""
bucketName: ""

endpoint: ""

gcp:

bucketName: ""

projectID: ""

s3:

bucketName: testbucket
endpoint: 192.168.0.1:30000

secure:

"false"

skipCertValidation: "true"

providerCredentials:

accessKeyID:

valueFromSecret:

key:

name:

accessKeyID
appvault-for-eng-user-only-secret

secretAccessKey:

valueFromSecret:

key:

name:

secretAccessKey

appvault-for-eng-user-only-secret

providerType: GenericS3

2. #UMEM Role CR

» LUEREEE SR T H R ER PR EERIFEVE - F110
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B EM RoleBinding CR » #ERGIEEIFEAE eng-user © FI40 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. FEDEIRE DI o

22

a.

ESERFIA s MR AppVault ¥4 E

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEFZHLUTRABHEL :



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. B A B BT AT AESMPIREE #A R AppVault Eifl -

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

CREZEEIELUATAENES -

yes

mR

15525 AppVault #EFRAY (B FEZAESE R IRME AppVault ¥ EITRRARENEN SR » I B RREZAEHF
EiEkpvan R ERLSMNIEMEIR - SEILPISEETIERER -

ELPT Trident Protect &7

&RI LUEF kube-state-metrics « Prometheus #1 Alertmanager E4E58 7R T B3R EZIZEH
Trident Protect {REERVE RN ©

kube-state-metrics IRFEE ¢ Kubernetes API @& ZEFS1Z o i EHEL Trident Protect &5 » A ARBRIR
IBHRERRENEREHN °

Prometheus E—{E T A > alLIEUHE kube-state-metrics EEXNEE » MIEHEZIRAZREEHNELEYHESE
&1l o kube-state-metrics #1 Prometheus & &R » AR —ES KR EEIT(REER Trident Protect EIEHE IR
B EEARREFIARRE ©

Alertmanager @ —IEARTS > ©ERILIEUL Prometheus ¥ T A XM ELRR » WRTMRBICEENBIZNUE °

BES R S MARTHSEEAE ; CERREECHNBIBETE - BHARRPILE
 EBRNTES XM

@ * "kube-state-metrics ERBESZ{4"
* "Prometheus zRBASC 4"
* "Alertmanager XX {4"

TR ZREETH

E 1T Trident Protect PFRAABIRERIE » EREELEMNRTE kube-state-metrics ~ Prometheus # Alertmanager ©
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224t kube-state-metrics
A LUER Helm &2E kube-state-metrics ©

SER
1. #1% kube-state-metrics Helm chart o %0 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. ¥ Prometheus ServiceMonitor CRD FER#EE -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. % Helm chart B —ERERE (B8 > metrics-config.yaml) o EREIABFTATEEIREUR
IRIE -

24
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metrics-config.yaml : kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. BB EPE Helm chart IREEE kube-state-metrics ° 140 :

25



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. FAHKER "kube-state-metrics B &R 4" HRYERABECE kube-state-metrics » LAE4 Trident Protect fEFRY

nn

E SJEIRAVIEIR o

4t Prometheus

R LAIZER "Prometheus 5783 4" HRYEREEZEE Prometheus ©

4t Alertmanager

EAI LR ER "Alertmanager X4 HBIERBAZ 8L Alertmanager ©

nR

T 2 RKEGET AUGEEFE
LZREEETAR  CRERECMIUEERREIE -

TER
1. # kube-state-metrics £2 Prometheus 2 & ° 45%8 Prometheus ECE X4 (prometheus.yaml) MiFEFig
kube-state-metrics ARFEE M o HI40 :

prometheus.yaml : kube-state-metrics fR#5£2 Prometheus HY% &

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'

static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. 3} Prometheus FFZRESHZE Alertmanager © #&&8 Prometheus 4A851E (prometheus. yaml » AFFHELL
TEE :
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prometheus.yaml : FE#HREIXE Alertmanager

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

nlj:l:%

Prometheus IRTERI LA kube-state-metrics USEEISHE » Ai[E) Alertmanager S¥XE%R  IRTEE IR EAE LR
BUE AR EIRAV BRI E ©

TR 3 REETMERERM

REFTAGEIFR  CREREMLELHUNENFRELT - URETEZEXTIME -

ZoREA) - EIRR

MUTEREERT —(ERRRER - EFMETERNRERES Error BIFERBIESD 5 WHERE » 8%z
4R o WA LURIEE CHIRIE B ETILEEH) » WAEIE YAML 2R A8 R ER3E = 8H “prometheus.yaml 4HEEHE :

rules.yaml : E&HDKHAY Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

BCE Alertmanager LG EREEZHMEE

EAILAERE Alertmanager » FEEEEMEE (FIMIEFEBH ~ PagerDuty  Microsoft Teams ¢ H @1 ARTS
) E3X3BA0 0 REETE alertmanager. yaml XEFISEHEEMBCERNR] o

MU T EHIECE Alertmanager [A Slack $E3E X EHN - BERBENIRIEBTILED » 551 api_url REER
AIRIEEREAM Slack webhook URL

27
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alertmanager.yaml : [6] Slack $BiE 28X LR
data:

alertmanager.yaml: |
global:

resolve timeout: 5m
route:

receiver: 'slack-notifications'
receivers:
- name:

'slack-notifications'
slack configs:

- api url:

'<your-slack-webho
channel:

ok-url>"

'#failed-backups—-channel'
send resolved:

false

4 Trident Protect ZIEEH

Trident Protect 28
=EMNEAEZEXWEES

NN

EESETESH NetApp XEEGAEBNEMEER > fINRER
s IEIEMRES - R

/R
(CR) 1EZERIZIEHREE F{EZE NetApp Z1BAHLL (NSS) o

RE
BERE B - AR UERBERIER



£ CR BIEEMN
HER

1. B B5]ER (CR) EREIGHES®A (B~ trident-protect-support-bundle.yaml) ©
2. /RETYIBM -

° metadata.name : (WMEH) LWEFTERNETE ; FATHNIRIREE—([AR—BAERRNELTE -
* spec.triggerType : (WE) BESZROBRINESESERESE - TREL T UTC KEER
12 BEIEAT o AIEE(E !
- BHHE
" FH

° spec.uploadEnabled : (GEH) ZHEASERGEEISTERE LEZE NetApp ML o 1
RKISTE - BIFEES false © AIREMIME ¢

= true
" false (F8z%

° spec.dataWindowStart : (#F) RFC 3339 XM HEFSE » AEEZEEGTESIER
RERVEEIS B AARESM - MRARISTE > QTR 24 /KAl » WRILUEENRFEREBHER 7 X
Ay °

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. £ trident-protect-support-bundle.yaml fEZEFIEAFENER > EFCR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fEF CLI B REN

1. L_sz?ﬁ@ H-JTEEJJ@EPE'J{EE#U% iEiREPE']ﬁuﬂ" trlgger type’ /JJEIE_LEDL_LS'Z%@EIE*EF
BERZR8I » HERIUE "Manual '8 “Scheduled ° AR E 4 Manual ©

fBlgn -
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tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

BN RRCTRARTS &
FERE-FERUZEENE  CUGEEHESEETRERBNIRE RS o

HER
1. %% status.generationState #ZF| Completed AREE o ERILUERU T S EITESE

M

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BEREMHESHINERKAR o LE 7MY AutoSupport EfFEEEUSHERSM S :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

e PE] "kubect! cp SRR IIEITE » WERSHBRATEENSKEBEE -

4R Trident Protect
RBI LU Trident Protect A4k E R FTARZS » WK BBEIIHEES E5sR(1E1E ©

* 1€ 24.10 hRASFHRES > FHRERFEIAITRVRIRPIBE G R o IERBMASEIEARIRBIRIR (R
EFHEEHE) KR - IRRBEARPEKRK > ERIUFENZ IR IRIBUERE R

R ERE o
@ HBRBENE  CRILTEABRRIERPIAIRIRHHE - WEARERENRRA - B2 » B8
GERFARAAEFIA B HHZRVIRRESRK -

* BRI AREEERE > AEERBRIRAFIERN Helm chart MISREEFEREHNMLEREGR
> WA ERIBET Helm B3 chart fRAABR - MBEEZEM > F2R WAL=

Z4E Trident Protect" o

EEF4K Trident Protect ~ 35817 F3IHEF o

TR
1. S8 Trident Helm {72 -

helm repo update
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2. 4% Trident Protect CRD

@ WRIEENE 25.06 ZFIHIRRAF 4R » AIEERITIEHER > F%A CRD IREEEFTE Trident
Protect Helm E&R &

a. PITIEE < CRD HEIEREIRY trident-protect-crds YJ#%E] “trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":

{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. #MITIUTI5LMIBR trident-protect-crds chart BY Helm secret :

@ A7N1ERE Helm ENE “trident-protect-crds’ B3k » EA%E AT SEEMIPRIEHY CRD FM{E{AIHER
B o

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. ##4k Trident Protect :

helm upgrade trident-protect netapp-trident-protect/trident-protect

--version 100.2510.0 --namespace trident-protect

EIUBBIEF RS ST ——set loglevel-debug REEFREIRIN B SR - i
() B%Z®EA varn - REEMEEDELOETHIEHE  BATHMN NetApp ZEASR
B3 > M T B S R E R -

EEMNFRERAREN

£ Trident Protect AppVault {4 R E IR H1FIF

Trident Protect MR BETEJR (CR) #8874 AppVault © AppVault ¥4 2 H#FEERE
T, Kubernetes TET2ZR T ° AppVault CR B SEFRITREEE (HINEH ~ REB - 1E8
[RYEZF SnapMirror #88Y) HFFERRE - REBIESZSEEIL AppVaults ©

EHEARAPITERMRERIER - LREFFHIIEEHSTIEIL AppVault CR ° AppVault CR Eit B TAIRIR
MsRERN > EAIUSZ LR E ERYEHIZREIL AppVault CR °

@ sAFE{R AppVault CR (A %4 T Trident Protect BYZEEE E o U1 AppVault CR RIFFESEARAR
» IR EETRERER ©
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R 7E AppVault E&ZEFZRHE

£33 AppVault CR Z A1 > 555 R AppVault MTIEZFNE RIS EIE N SENEBIRHENTABEERETSH

Data mover {#FEZIE

BT CR T Trident Protect CLI SMIMETNEEIL AppVault ¥148F » EEILFSE Kubernetes Secret » HPE S
FA1? Restic #1 Kopia INZRIEFTZHE © MNREKRISTE Secret » Trident Protect i B FERZRHE ©

* FHEIL AppVault CR B > ;515 spec.dataMoverPasswordSecretRef H {15 E £8& o
* {£A Trident Protect CLI 23 AppVault #{4+EF > 55{£ M "--data-mover-password-secret-ref 28I5E £ ©

BUBNBESRHETFEERERR

4B AL T ROBIER B EIE © EIT AppVault YIRS » fEATLEET Trident Protect (ML E A EI S BS54
T TR -

* REBGCEANERNEBRIA KRR SZENBER T ANEZEEIT o G140 » MNREE
FHIZE Restic > 1 BiF2RRAFTEFEH Kopia @ BITEIEIL secret BFREE S Restic FIZRHEEN
] o

* ARERER - UREEALEBER -SSR Hth=E LEREN - MRFEWK trident-
protect & ZEFEIRMIER - RA BB ERELZBRBHEIRE -

f£MA CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
-—from-literal=KOPIA PASSWORD=<plain-text-password> \
-—from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect
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S3 HHERETE IAM R

E 1T Trident Protect 17X S3 #8Af#7E (fl%0 Amazon S3 ~ Generic S3 "StorageGrid S3"3 "ONTAP S3")
B MEERFRFIRENERAENEASFIHFITRNNERER - UTEE TR Trident Protect AR &
RHEPRAVIR R EEHE o e LGKLERANIEREEIE S3 AR FITRRRANERSE

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeletelObject”

1,

"Resource": "x"

AR Amazon S3 REEHEZE » 552/ "Amazon S3 XX 4" HEYEEH] o

FA5t Amazon S3 (AWS) B:&H) EKS Pod Identity

Trident Protect 321& EKS Pod Identity #£1T Kopia BiHBTS1R(E o LEIHEER] 2217 S3 fE17ATHS » MEHEE
Kubernetes Secret {#7E AWS 5358 ©

M Trident Protect £ EKS Pod Identity &3
7E#% EKS Pod Identity 52 Trident Protect & & B2 A » SRR THIE :

* %89 EKS ZREE R Pod Identity ©
* KERUAAKE S3 HEFHERN IAM A& o MFRARERRR > 552K "S3 IHEFTF IAM #ZR" o
* 1AM A EEL T Trident Protect ARFS IR A 1ERAEH |

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

BRARSA Pod Identity i IAM A & ERRFSIR P RARRVEEAHERBA > 552/ "AWS EKS Pod Identity 324" o

AppVault 527 1 EKS Pod Identity B > 55 "uselAM: true 1Z55:% E AppVault CR » M EEH/&R:E -
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

AppVault BimfRF5RHEENSIBELHEM
TEF: AppVault CR F; » BRIEFER IAM &% » DRICHEZE S FIRMESETRIVESR - BESRNEES
EiRMEMR - U TEREERMEENG I ERELRG - CRAIUMERAUTEAASEZKREENRERILE

i=
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

jBH s3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault #3754

MUTRERHEER AppVault EZEH

AppVault CR &3

CRIUERMUT CR #AASEZIHIREERIL AppVault ¥+ -
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®

* AT LUEEISE —(E Kubernetes Secret » HF S Restic # Kopia fAZEMNZNEE]E

B o NFEEZEH > F52R) Data mover H1FEZRHE o

* ¥47% Amazon S3 (AWS) AppVault ¥4 » el U4 IS TE sessionToken » N RIE(ERE

—EA (SS0) EfTEMREE > ERIFEER - KL HELARIEELSRREIL
AppVault BinfRF R EENTIBELESLR

* ¥#5° S3 AppVault HR > {ERJLAHEH spec.providerConfig.S3.proxyURL SEEEIE M

BAE Hih S3 REMHOMNE URL »



Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



38

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect

spec:

dataMoverPasswordSecretRef: my-optional-data-mover-secret

providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ HHERA Pod Identity £2 Kopia data mover B9 EKS 1815 » &a] U5 F4
“providerCredentials’ B E% » MiH& “uselAM: true FTiEE "s3 8RE N A ©

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:

key: accountKey

name: azure-trident-protect-src-bucket-secret

B S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

& Trident Protect CLI 717 AppVault &3]

EAIAER LT CLI fn < &6 A SETR (& 21 AppVault CR °

* O] LUEIEISE—E Kubernetes Secret » EF 15 Restic # Kopia #FEMZNBETER

CD 15 o NTEELEH > 552/ Data mover #1FEZHE o
¥T73’\ S3 AppVault #5 » A LUER --proxy-url <ip_address:port>" 21214 5 E H ik
I MEMHOMNIE URL ©
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

#EF s3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3



tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret

<secret—name>

\

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \
—-—secret

<secret—-name>

\

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

F1EH providerConfig.s3 ECEEIE

2R TRUT A S3 IRIHEEHERRER !

2

providerCo
nfig.s3.sk
ipCertvali
dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
elAM

s AA

{2 SSL/TLS &z

EXFREL S3 iREEAYE S HTTPS @3 ©

FeE FNEEE S3 B Proxy fAAR2Y URL

RN SSL/TLS BesERYBEETIR CA &R ©

EXAR IAM B&BLA7ZEY S3 #124@ o WA EKS

Pod Identity ©

#&E AppVault E:fl

SR LAER Trident Protect CLI SMMEX BB BRAKTTERE LI AppVault YIFRIEH ©

1. & AppVault WIHFHIAR :

SEpg o

S
K

>
mH
ik
[u]

true

328

il

"true" ~ "false"

"true" ~ "false"

http://proxy.ex
ample.com:80
80

"CN=MyCusto
mCA"

true ~ false
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http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

EBHEH
e to—— - fomm - it et T
o +
| CLUSTER | APP | TYPE | NAME
TIMESTAMP |
pom - o pom - e
o +

| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o +————— - T e T e
e +

2. (r[iE) EEETESEEIRM AppVaultPath > sAFEAZEE --show-paths ©

R B7E Trident Protect Helm ZEBIZRIETE 7 =E0MEHR » REE—FPHNREREZA A - fld

--set clusterName=productionl °

#%B& AppVault

1 B] LABBRF 5 PR AppVault 4714 o

@ 7EMIBR AppVault #3452 B > 550%88& AppVault CR H#Y “finalizers' £§%& o 5 > BIREEER
AppVault fEEEPERBER > WHEREFEENILER °
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ez Al
e RIS EMBREMIBREY AppVault FRfEFRBIFR A REBMED CR o

£/ Kubernetes CLI fiif& AppVault
1. MIBR AppVault ¥4 » # “appvault-name 2 EMIFRAY AppVault ¥I14E54758 :

kubectl delete appvault <appvault-name> \

-n trident-protect

&8 Trident Protect CLI filf% AppVault
1. MIER AppVault ¥4 » #& “appvault-name A Z2MIFRAY AppVault ¥1145758 :

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{# M Trident Protect E&EEIEFERIZ

eI LUEBRET EATER CR FREEIAY AppVault CR ZREZEEA Trident Protect BEIEHY
FEREL o

#2317 AppVault CR
IREEEI—E AppVault CR > #% CR #FEHEARENHITERMREFERER » Bi% AppVault CR 4ZER

Z4ET Trident Protect B9#E & L o AppVault CR 83 EREHIIRIE ; AR AppVault CR BIEEf] » s52B8"AppVault
EHEY:EN

EHERAEN

TEEEEEMFHA Trident Protect IR EEEBER o ErILIEEFEREIERTER CR I fEA Trident
Protect CLI REZEEEMNERELR -
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

M CR I EMAER

TR

1. I BAEMRER CRIEE :

a. BiUHFTER (CR) BREIKES®EE (HU » maria-app.yaml) ©
b. :RE T :
* metadata.name : (1) FERRERBIERNGE o A EUEENSTE » AAREEERR

FRHVEfh CR IERG 2 MRIL(E -

* spec.includedNamespaces : (XE) FRGAERNEREERRIEEERAEXFERNG

LEFEMNER - BFARAGREBCAGSEILEES - REFIEREIEN » FTARGES
BisE R ERPHNER

* spec.includedClusterScopedResources : (GER) FRILBMISEEEIEEARIES

FRNEEHELR o BN A ECRIEERNEE « s « 8RR IEIEELEER o
* groupVersionKind : (%) 1EEZSHEEIR API B¥4H « IRASFIEE! o
* labelSelector : (7]%#E) KIBRIZEREFEZEHBENEIR o

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze : (7]3%) LItsHEBERR

HERIRTHENERRER > AIUE KubeVirt IBIEH » REBZATERERERMFLE - IEFLE
FERRATERBINETIUBEAEBERL c MRRES true » QIEAREXZRREIYRTE »
WA FIRBHIR B AERRY - MRBRTES false » HEARRGZBRRIRTE » BIEZRAT
TEIREREARRAS - MR BISEEEAREREETREERMES > SRR - MRKIEE
> BIFEATE N EEE 21K Trident Protect HASEE" ©

MRFETEAENEZIBRERIER » IUERNTHS !
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kubectl annotate application -n <application CR namespace> <application CR

name> protect.trident.netapp.io/skip-vm-freeze="true"


trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

+
YAML &34 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. GER) MMEMHERGS > ESHFRLARERENER

> resourceFilter.resourceSelectionCriteria : (EfiE%EE) £/ "Include 8§ "Exclude R S HE
FRTE resourceMatchers FREZRAIE IR o FIZLLT resourceMatchers 2EUUE HZE G SoHHRAVE

i

* resourceFilter.resourceMatchers : resourceMatcher ¥J{FBIFES o {1 R1ELLIET P EHZE
0% » BlEMZE% OR ERLE » SE;THEAAIREAL (group ~ kind ~ version) Z ¥ AND
BHEULHL o

* resourceMatchers[].group : (FJ#) EEFEMEIREHE o
* resourceMatchers[l.kind : (F]#E) EEHEREZRER o
* resourceMatchers[].version : (AJ3#) EEFHENEIRIRZA o

* resourceMatchers[].names : (F]$) ERENEIRRY Kubernetes metadata.name i
TS o
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* resourceMatchers[].namespaces : (F]#%) EEFEAZEIRR Kubernetes
metadata.name PRV ZEM ©

* resourceMatchers[].labelSelectors : (AJ3%) BT Kubernetes metadata.name il
PERMZEEIZR TR "Kubernetes sREASZH" o Fla0

"trident.netapp.io/os=linux" °

EM®& resourceFilter fl labelSelector [EIRHERE
(D) resourcerilter BT » 241 Labelselector MMM RIS
7 o

fugn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. By RETAIRIGAENNEREN CR%& - EFZ CR - iy :

kubectl apply -f maria-app.yaml

1 ERAUTEAIZ BT ERARARIESR » TRHERPREREIRACIRIEHRHER o SR UERES)
PRS2 E > RS RN AEERARAERETEInRE[NER

B EAEINER « SR LUEEERZRREERARATREHEE S T AR AERR R - BEEAN
RERSRERAEAE « FIUN7E KubeVirt IRIFH « REBZATERHEEZRFRE - MRFEER
7 true ~ QIEARENEBREERE « WA ERBPEAR AERZERMR - WRRHKS false ~ RIFEA
RAGRREERE - BEZRAREERBHARBRE - MREEAERE - BERARINERTLE ERK
2 AIB BB ZEERE - MRENERER - RIRAREATEE 2K Trident Protect HRAERTE" ©

£/ CLI B EAENR » BEIEEEM > AJUEMA --annotation 258 o
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© BUERARENNERERARGETHNRERE

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

° BUEAERNNREAKERENREUEFIERRFRETS -

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

SR LUfER -—resource-filter—-include fll ——resource-filter-exclude {Z5ERKIEE
resourceSelectionCriteria B¥4H ~ #&48 - HREK ~ 128 - LG R TEBEFRESCSHHRE
B WRBIFRT

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]1}]"'

{#M Trident Protect {F:EfERTZE

& el LUE B B ERER SR /5 TR IR IR B 10 » LUREE Trident Protect EI2MIFRA
FEREL -

@ JERILAERTE Trident Protect TR B AHRE(FRIARNIRIG RMRIRRISIERAM o "R A BRI A
Trident Protect ;8 EIEZE R AT HRLE" ©

BIIFERRR
oA ABER 2 AT R RR IRIR o

@ MRBEHENEREEARENERTKARES A > 5B TERERRENsRER > IEES
RRESERD © RIBEERF -
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f#F3 CR E1II{RR
B ER
1. B B5]ER (CR) #EREIZHEMHAA trident-protect-snapshot-cr.yaml °
2. EEERIUAMERED - REUATEM
° metadata.name : (#1H) ILEHFTERNGHE | AACHNREEE—(AE—BAERNLTE -
° spec.applicationRef : 1/ IREEIFERTZILH Kubernetes %478 ©
° spec.appVaultRef : (IH) EREREBAR GTER) B AppVault %58 o
° spec.reclaimPolicy : (G#£M) THRERE CR MIFREF » REEAY AppArchive BEEMHEIENR o &
BIRZERMER A Retain » REBH MR - BRUEE !
* Retain (FBER)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. 7 trident-protect-snapshot-cr.yaml HEZEFIEAERENER > EACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

£/ CLI EI1RER
1. BIHRER » WRHESRPHEBRATIRIEPENR - fIin :

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIuMERAEND
TR A RER (R FEFRAE R ©
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®

MRBEBENEREEAENEEZDKAES A > 5B T EAEARENGRZER > AIELEE
RRESERD © RIBERF -

ez Al
AR AWS B35 ERVE MHEAFR B UEHERRFFEEITH 3 BIN1FE - MRLIEEBMIEERIIRER > B
RIFPIBEE R -

* BRREERN SR RBHNENESEN  552H "AWS API X" o

* YN%E AWS

BRERRVFAEN » 55260 "AWS IAM X"
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£ CR EirfEn
HER
1. B B5]ER (CR) EEIGHEMAS trident-protect-backup-cr.yaml ©

2. EITEIAMERF REUTEM

° metadata.name : (#1H) LWEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.applicationRef : (#F) EHHIIERTEINH Kubernetes 5478 ©
° spec.appVaultRef : (WIH) FEREEHDAEH AppVault &8 o

° spec.dataMover : (EMR) —EF& > IEmZARGEMREENEND IR - AIENE (EOKNE
)

* Restic
* Kopia (TB:R)
° spec.reclaimPolicy : (M) EHRHMNEHBAPEREGEEME - AIFENE !
* Delete
* Retain (FE&R)

° spec.snapshotRef : (FJ3&) @ ZR{FHEMHRIRIVREELHE - MRKREM > AGEILFHH—E
BREFIRER o

YAML E4 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. £ trident-protect-backup-cr.yaml {EZFIEA E#NER > EFCR:

kubectl apply -f trident-protect-backup-cr.yaml

£ CLI Zi D
WER
1. B ) > URIEEPNERSRACIRIERAIE - Fla0 :



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

AT LUEERER --full-backup FebRIEERBN S RIEEERD - BRIERT » FREHHDI9AE
EfH7 - FRIRR > BIORERIBEERD - REEREEHNTERD » LEMRTERFNZ
BT ERD » URARZEMFEERER -

LIBIEREE
TERREAR I CR FFRIEAREERE

EEa:i R an e e
protect.trident.netapp.io/full- =R IEEHNEEAILERD c _ES true'n]  "false”
backup B IREERD - REERETHIITTER

7> LEMRTEHD ZEIITIEERD > U
RATZEMEEERERMER

protect.trident.netapp.io/snaps =& AT ERBIERENRREMH o "60 73"
hot-completion-timeout

protect.trident.netapp.io/volum =& AR @ IRIRER A FIRREF RS R RS o "30 H§E"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum =& BIHR R IREBFT AT RRER o "5 DiE"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc- & EREFTEMEILAY PersistentVolumeClaims ~ "1200" (20 9
bind-timeout-sec (PVC) % Bound lEEEMRRERE (U %)

AHEAD) - BBIRIRER T RK o

BIUBERREHZ

RERBBEIRERNHERIUIRR « BHOIMERFERBRERN - CILEEE/)\E - 8X - BBENESARIL
REBHNEL » LRIEE BERENEIAEE o RIS full-backup-rule sEAZREHZIEIG E R EED - FHRIER
T FRERMHEEIEERD - EFRITRERBMUKRAERNEEED - AR ELEEFRBANERE

* {RAILAIEBEFE backupRetention 52 A Z & “snapshotRetention 58 A KN ERIERIEIEA
FIREBEIHERR © 1 “snapshotRetention s AZ R NMEAHHZEMD N ERILIRE > BELR

@ RETREY > WEERNDTTARERILEMIER
* MREBEHENEREFARENEETRES A > A5 TEAEARERNSRZER > AlE
EERBESERD « RIREERF -
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f£F8 CR BirHE
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-schedule-cr.yaml °

2. EITEIAMERF REUTEM

° metadata.name : (WAH) IEEFTERNETRE ; AATHNIRIERE—(EH—BEEENEE -

° spec.dataMover : (EMR) —EF& > IEnZARGEMEENEND IR - AIERNE (E@2KNE
)

* Restic
* Kopia (TB:R)
° spec.applicationRef | S HIFEATENAY Kubernetes 5478 ©
° spec.appVaultRef : (#3H) FEREHENDAEH AppVault %78 o
° spec.backupRetention : (WiE) ERGWEHREHE - SRNFERILEMAED (ERER) o

° spec.backupReclaimPolicy : (M) REMNREFRDIHAEARRE?D CR B » HBIDEEEMFE
155 o (REHARBE - #HIP—EZWMER - AIENE (BHKNE)

* Retain (FEER)
" Delete
° spec.snapshotRetention : (WH) ERBHRBHE - TRIAFEILEMIRE o

° spec.snapshotReclaimPolicy : (%) REEREHABAMERRER CR B > REBGHEMHEF
o REBHIREB®E - RIB—RITHMER - AIEENE (EDKRNE)
" Retain
* Delete (FEER)
° spec.granularity : BFZEHITRISER o AJRERVELURABRARY AR (L :
* Hourly (BELISTE spec.minute)
* Daily (FEEIEFE spec.minute F spec.hour)
" Weekly (BELIEE spec.minute, spec.hour * spec.dayOfWeek)
EREE (R

* Monthly (EEMRIEE spec.minute, spec.hour ° spec.dayOfMonth)

®" Custom

° spec.dayOfMonth : (EM) HHEEHNITHIAMAR (1-31)  MIRBMAERES Monthly
AR AR o IHESANFBRIURM -

° spec.dayOfWeek : (EFM) BHEREHITHIERZ (0-7) - ER 07 XREHA - MREEE
A Weekly > UL AAATE o ZEHBUF B URME

° spec.hour : (EF) BIEEHITH—XRPBVNE (0-23) - MRKERES Daily © Weekly’
8 ‘Monthly > BULELHE(IZAMEIR o EXMAUFREAIRM o

° spec.minute : (M) BHZEIITRVNEFDIEE (0-59) ° MMRKERTES Hourly
Daily > Weekly" =17 "Monthly 2 BRI AN ETE o ZENBUFHRFEIRMG °



IR HFAZRIEE S YAML :

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-hamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

ZIRIBHAZAVERH) YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. 7 trident-protect-schedule-cr.yaml HEZEFHIEAERENER > EACR:

kubectl apply -f trident-protect-schedule-cr.yaml

B/ CLI B 82
WER
1. B (REHHE » URERPHESRACIRIEPRIEN ° Fia :



@ &AL “tridentctl-protect create schedule --help R E & I < FIFAHEREAE A o

tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
—-—full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

MR R C PR ETE S

o SEEB(DPERE | A --full-backup-rule ZEREHZIEIL ETEMEMD o IS EBRAR
--granularity Daily ° AJHEAY(E :

* Always | SREEEILTEMBMD ©

* BELER | BE—EXZELUERARIEE (FIY > "Monday, Thursday") ° BXE
: Monday ~ Tuesday » Wednesday * Thursday ~ Friday ~ Saturday -~ Sunday °

(D) --rull-vackup-rule MEFEMNEIE « SERSHE -

o (ZRIRHIE | RTE --backup-retention O i=} --snapshot-retention IBEARNREWIE °

ZIREIBHREERE
TR T I HFE CR BRFR] LUEFERYEERE !
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SR SR $8A FskiE

protect.trident.netapp.io/full- === IEESREBEMOIEESER - el LBESES *BFE (Frg
backup-rule Always FHESTEMED » FRBENERET BHIEOREE
BT o g0 - REEBEHNE > BleTlis  E7)
EHITREEHHNERRL (I -
*"Monday, Thursday") ° BXRHEHI%E
f_" . BHf— - EH” ~ EHj= ~ EHAIM ~ EHH
EHH/\ N EHHE uEJ/IE 4 Jﬂ:&ﬁ@,\
E',H%’r ‘granularity 5 € 43 "Daily BEt & — ﬁ_ﬁ

}Eﬁ o
protect.trident.netapp.io/snaps =& REFFEMBARBIEENRERERM o "60 S E"
hot-completion-timeout
protect.trident.netapp.io/volum = g5 MR & IRERE R P FIARREFR A ST R RIS o "30 D&
e-snapshots-ready-to-use-
timeout
protect.trident.netapp.io/volum = g5 B HR R IREBFT AT RREA o "5 S iE"
e-snapshots-created-timeout
protect.trident.netapp.io/pvc-  F & LEFRA IR PersistentVolumeClaims ~ "1200" (20 &
bind-timeout-sec (PVC) #%| ‘Bound fEERMIRKRERE (U0 §8)

#SEEAI) ’#2 BILRF IR FIS E R o

B IRER
MFFTBEEZNESFZFETIRE

i%ﬂi
1. MUBRELIRERAERARAVIRER CR ¢

kubectl delete snapshot <snapshot name> -n my-app-namespace

RV
MFFF B RENIHEHRDBERRED -

SRR IRIGEIR RS RTES Delete » LULMIERTERRIRATA AT - ILEBRMTRRRTS
(D retain LBRBSNERES - IRFBERLER velote » AIEHERSRIIENIHHES
» BEFHWI -

1. MUBREE (R HERARRAYAE CR !

kubectl delete backup <backup name> -n my-app-namespace
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BEFIDFERRRS
TCRAILME RS L IR EIEEETT « ESTHHERMBIBD RIS

1. RN T LBREG ERORE  BIERFRESRATIRRFHEN

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXF azure-netapp-files (ANF) {EEHHHFER

WNREE L4 Trident Protect > BRI AR azure-netapp-files 77485 EL7E Trident 24.06 Z A2 FIGETFE
Um B AR BN TR ED B RINAE o IEIHAEE A NFSv4 IR E » Y B RS (LAB = MFAIZEINER] o

FIsEZ Al
SRIERU TR !

s RB %4t Trident Protect ©
* f&RE1E Trident Protect FEER T —EEARER - ERTMIIEFZA] » ZEBRRRERNAREDNFEZZ RIPRS o
* IRBEEE “azure-netapp-files {EA#F R IRAVTERHFLER o
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RFEMISIERE DB

1. YN ANF B & Z2EFAARE Trident 24.10 ZHTERILHY » 357 Trident REITIA TR E ©

a. A8{EEN azure-netapp-files B EFEFRTZNABRANAY PV XA Snapshot B## :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. I EASEREIAY PV EXA Snapshot Bt :

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
YNRARERARERB &R > Trident Protect iREEZEERENINEE - ZINEEERMEEPERLAEEMF
MZER - EEREIER T » FEEASEDA ESRZERERE L — AL RO IR E X/ MR R ERR R

&a ©
=+
MR

%Fﬁéﬁﬁ%iﬁai@’@{ﬁ#ﬂ%ﬁ% Trident Protect E{THMNFIER - & PVC tha]HEMERREIANEHIIE

ERERAEL
{£F Trident Protect M{EEATER

e LUE A Trident Protect IEIREBHFE D ZREAREN - IRERKERARERNERDIE—E
=5 NHEARBRERREZER o

- BREAREINE > frARZERAEARENIITH FRERRAREN—EER - IRFTE
RERTHTF > CERERRFEETEINIT

@ * qtree HEFEE ZIRNHENIREI ARG TR HRERFHRZER © B2 0 qtree HEE AR
RRBIEBERI AR A EER/RIAT R ZER o

© CRILUERERRE R B TEFIRE - EERABRR « FF2B "(EAEP Trident Protect J&R
=A—1T}

X RE °

RN BRI R R ZERE

& &£ BackupRestore CR #EH{2ERZIR B dn % 2= » Trident Protect E1EFR S A =M HIERERTE
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® > ABEENEREREYT —ERARR CR - EEREERENERRS  CALIETRBENTRE
) R R o

* REMERIEFRAFERNARGLEHAAGEEABENTERARNENER - 52&
REGTHFREER @ SR ENRZIBRnRER » GREBHEREFNmRZER -

@ * {£F CR BRI TR » X BLEFEEILBIZHRER > /ABBEHMA CR ° Trident
Protect {£72{FH CLI A S BB B M °

ez Al
FRFE(R AWS TERS R 19A RHEAMR B U HMEFIREFEBITH s3 BIRIEXE - MIRENTERIFEIRRB
HA ~ EEPIREE R -
* BRREEN SR HBHRENESEN  552H "AWS API X" o
* W% AWS BEIRRERFEE > 552H "AWS IAM X" o
E1C{ER Kopia (ERABERBEI TRERERE » ISR LISEER CR REER CLI I5E 2 » LUE

il Kopia EFANEE/NTTA - BRI ERENELEN » 5528 "Kopia RIASH" o (£
“tridentctl-protect create --help 85 < ABVS B RAER Trident Protect CLI 18 E RN E S EH ©

60


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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fEFA CR
HER
1. B B5]ER (CR) EEIGHEMAS trident-protect-backup-restore-cr.yaml ©

2. EIEEBIRMERT - REUTEME -
° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault RfEEHED AT o el UERU T i< RS HUERRE -

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFEHDAZRH AppVault 5478 o

° spec.namespaceMapping : ERIEENKEMAEME EIZHL TRV o 518 "my-source-
namespace ] “my-destination-namespace i A TIBIE HHIE o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFRBEEFMARNPNELEERETER & FMEEHEFRG > UESTHHFEERE
RBENER

Trident Protect € BEIEE—LER » AATMREEZNERA R o 530 > INRE
HEETRHRAEEBRER » WHTER¥ T —@ pod » Trident Protect th & 18 %R
pod °

° resourceFilter.resourceSelectionCriteria : (EFEME) fEH “Include 5§ "Exclude R 55 HE
FRTE resourceMatchers FREZEMIE IR o FIZLLT resourceMatchers 28U E HZE G SRV E
p

* resourceFilter.resourceMatchers : resourceMatcher ¥){4HIFES o YNRTE L FES  E ZHZ1E
7tE& » ez OR ERE » SETEARIMAL (group ~ kind ~ version) Z[E#% AND
BHEULHL o

* resourceMatchers[].group : (FJ) EEFEAEIRELAE o
* resourceMatchers[].kind : (F[#) EEFEMERIER -



* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]#E) EiEEREIRR Kubernetes metadata.name il
FRETE o

* resourceMatchers[].namespaces : (F]#E) EEHEMERR Kubernetes
metadata.name E{IFRYEF B ZER o

* resourceMatchers|[].labelSelectors : (F]J#E) HIRTE Kubernetes metadata.name ##1iL
PESIEREIZRFTH "Kubernetes sREASIE" o 4N :

"trident.netapp.io/os=linux" °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. fF trident-protect-backup-restore-cr.yaml {EZEFIEAIFHENERE > EFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

A CLI
1. BEHERIARNGRZER » Mg S ERPHEBRIRATIRIEPMNE © namespace-mapping 5l
HERE MRV R TR » BRRR R T EHER I ERNEEmA TR > 85

‘sourcel:destl, source2:dest2 o fild :

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>
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REHERIRAHRZER
TR AR R ERERRGRZER °
FsEZ Al

satEfR AWS T {EREERIEMRL AV EAFR B MU HEM REFEHITE s3 BRIEE - MRENTERIEEAME
HA ~ EEFIREE R -

* FRREER SR RBINENESEN  52H "AWS API X" o
* W0%E AWS ERRERFAE > 552R "AWS IAM X" o

E(EMA Kopia FABRBEI T RIZFEMAHME » Ko LUEIERE CR PR CLI I8 HE » WUE
#l Kopia SEFEVE ZH1T4 - BRATIECERENE S E » 552/ "Kopia sREASH" © £
“tridentctl-protect create --help 85 < ABVS B RAER Trident Protect CLI 15 EsHENE S EH ©

63


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/

fEFA CR
HER
1. B B5]ER (CR) HEREIGHEMAS trident-protect-backup-ipr-cr.yaml ©

2. EITEIAMERF REUTEM

° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault RfEZEHED AT o el UERU T i< RS HUERRE -

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFEHDAZRH AppVault 5478 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (AI#) MRCRAFEEFEARATNELEERETER - FMEEHEIRMT > UBSTHRHERE
TEHER

Trident Protect & BENEIE—LE R » AATMESEZENERGRN o flt » NREK
BETHASLSEHER > WHTERE T —1@ pod » Trident Protect t1 & 118 xR
pod °

> resourceFilter.resourceSelectionCriteria : (EfEME) FH Include I "Exclude 3R & 5 HE
B&RTE resourceMatchers FEZENEIR o FZ LT resourceMatchers 2B EHZE B S HIGINE

i

* resourceFilter.resourceMatchers : resourceMatcher #){4BIFES o YNR7E L [ES P EHZE
71:? » BlefzZE% OR EHILAD » SEcHEMBIEAL (group ~ kind ~ version) Z ¥ AND
BEUTHL o

* resourceMatchers[].group : (FJ#E) EEFEMEIREHE o

* resourceMatchers[l.kind : (F]#E) EBERERVEREER o

* resourceMatchers[].version : (AJ3%) EEFHENEIRIRZA o

* resourceMatchers[].names : (F]#E) EiEERVEIRR Kubernetes metadata.name il

64



FREYRTE o

* resourceMatchers[].namespaces : (F]i¥) EEFEAEJRH Kubernetes
metadata.name I FRAYER L ZER ©

* resourceMatchers[].labelSelectors : (AJ3%) EJR1E Kubernetes metadata.name il
FRERAZEEIEIIFH "Kubernetes sREASCAE" o FIgN :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7 trident-protect-backup-ipr-cr.yaml FERPIEAERNERE > EFACR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
SER

1. BEMERIIFRBEGRZER » TRAERHNEBRAGIRIEDIE o backup BEERMAER
MEDBTE > BILA <namespace>/<name> © 0 :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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RENERITENESE
MRRGFEELIREE « EAIUREREREREREE

* B8 Kopia (fEABRBB TRRRENDR > A LUEET CR FZER CLI 5=
AR Kopia EAENEFNTTA - BRITIECEEENESE » 552/ "Kopia 574"
f5F “tridentctl-protect create --help 83 < AENF B B Trident Protect CLI 3§ EFENES

® &
+ 78 CRBREIHBERE » AAETIILT BRHHEM  AEHER CR - Trident
Protect (EE(EF3 CLI B @ ENBY YT 6 221 -

Az Al
FRPETRIT G T USRI -

* BIZEEE L Trident Protect ©
s BiEEE T UFEERREEERRR AppVault HEERERE » HIOEREMEEFEZRES o

* 117 “tridentctl-protect get appvaultcontent’ a5 LK » sEFE{RANEIRIE °] LA E! AppVault CR REZEIYIMHGF
ETFR o MR IRTI SRR EZFE » ANATEZEREN Pod WHT Trident Protect CLI ©

* SRFEfR AWS TIFREEREM VA AR EUEMMEMREERITHEREE - MREREERIFERRS
HA ~ EERIREE R -

- ARAGEEREESHIAHARRIMNEZEN » 55280 "AWS AP| X" o
° YNEE AWS BIRRERIEMET > 2R "AWS X" o
1. &8 Trident Protect CLI 4MH2TE&:E AppVault CR @& FEN BEEE L .

tridentctl-protect get appvault --context <destination cluster name>

@ MR BERE EATFTE AppVault CR » 553788 "#F Trident Protect AppVault ¥4 2K E 12
FiE" PP EREILTE ©

2. EEEEEE LA AppVault BIER RS » MEC T "appArchivePath B2 REVHEHD -

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

HITIL AR < REER AppVault FREVRI B » BIEHKIRRSE « HERNEARNLE - REEECNREER

o

FEHEL -

66


https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

Fommmmmcrmcrrorrrrcresmeses Fommmmemeseoes +

| CLUSTER | APP | TYPE | NAME

| PATH |

fomm e fomm - fomm - Fom e
o mssessses === e i +

| productionl | wordpress | backup | wordpress-bkup-1|
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2|
08:37:40 (UTC)| backuppath2 |

fomm e fomm - fomm - fom e
Fommmmmcccsseseses e P +

3. f&F3 AppVault HIBEFFERTREAENERE BREE !

®

{#B CR I »

mERARERARAERN L EHEEN BrtEEL -

TIMESTAMP

2024-10-30

2024-10-30
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fEFA CR
1. B B5]ER (CR) BEREIGES®RE trident-protect-backup-restore-cr.yaml °
2. EITEITAIEEF  REUTBMY

° metadata.name : (XH) LWEITERNSE ; AATHNRIEEE—(AH—BERENEE o
° spec.appVaultRef . (IE) EFEHDAZRH AppVault 5478 o

° spec.appArchivePath . (#1H) AppVault REFHEHTASHERR - FETR 2 PIESEES
ANA > W E appArchivePath B2 ERMIED o

° spec.namespaceMapping : ER{EENKIFEMAEME B % TRV o 3518 "my-source-
namespace ] “my-destination-namespace & A IBIE PRI E T o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

3. 71 trident-protect-backup-restore-cr.yaml IEEFHIEAEENER > EFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. FRAUTHLMERBRER » TRAEFHNEBBRATIRIEDTIEN - R THMS2H8ERE RS
PREVEN 2R » iR Ra R e FE R B B2 B 22 » 8804 source1:dest1,source2:dest2 ©
fan -

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>



WRREBEREI R REBYEr R 2R

TRIUERBIER (CR) 1"5‘3%‘%1@ REBIZBRER » BRIAENGREBRRBRREDRER o ZEEH
SnapshotRestore CR #RIBIERZIR R sp 2 ZERIRF » Trident Protect §1EFMS R TR ERERRER > I
%Eﬁﬁgﬁﬁﬁﬁiﬁﬁﬁ—@ﬁ%ﬁﬁﬁiﬁ CR BEEREZERMNEARELR » oI UEBBEERHDNIRE » EILIRE
BERE o

* SnapshotRestore S2#& spec.storageClassMapping B4 @ BEEREHFLERNMBEEZE
HEENEAERNFEFRIRRA XIE - MIREAEBRIEAFRFFRIRN
@ StorageClass * BIiRRIREF R o

* [ CR BEREIFr AR » MALFHEIBIZHRAZTR > /ABBEHR CR ° Trident
Protect {272/ CLI A G BHEILHRZTR

FsEZ Al

satEfR AWS T {EREERIEMRL AV REAFR B MU HER REFEHITE s3 BRIEE - MRENTERIEEAME
HH EEFIBEE R ©

* FRREER SR RBIRENESEN  552F "AWS API X" o
* W% AWS BERRERFMAE > 552H "AWS IAM X" o
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fEFA CR
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-snapshot-restore-cr.yaml °

2. TEEERIIEERER  REUT B -
° metadata.name : (#H) ILEHFTERNGHE | AACHNREEE—(AE—BAERNLE -
° spec.appVaultRef . (41E) EFIRBAZRH AppVault $478 o
° spec.appArchivePath : AppVault Rf#EFRIBARABTHIERE o EaJUERMU T i RS !

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping : ER{EENKEMAEEE EIEH L TRV o 5518 "my-source-
namespace ] my-destination-namespace i A TIRIE PRI E T o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFRBEEFMARNPNELEERETER & FMEEHEFRG > UESTHHFEERE
RBENER

Trident Protect € BEIEE—LER » AATMREEZNERA R o 530 > INRE
HEETRHRAEEBRER » WHTER¥ T —@ pod » Trident Protect th & 18 %R
pod °

° resourceFilter.resourceSelectionCriteria : (EFEME) fEH “Include 5§ "Exclude R 55 HE
FRTE resourceMatchers FREZEMIE IR o FIZLLT resourceMatchers 28U E HZE G SRV E
p

* resourceFilter.resourceMatchers : resourceMatcher ¥){4HIFES o YNRTE L FES  E ZHZ1E
7tE& » ez OR ERE » SETEARIMAL (group ~ kind ~ version) Z[E#% AND
BHEULHL o

* resourceMatchers[].group : (FJ) EEFEAEIRELAE o
* resourceMatchers[].kind : (F[#) EEFEMERIER -



* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]#E) EiEEREIRR Kubernetes metadata.name il
FRETE o

* resourceMatchers[].namespaces : (F]#E) EEHEMERR Kubernetes
metadata.name E{IFRYEF B ZER o

* resourceMatchers|[].labelSelectors : (F]J#E) HIRTE Kubernetes metadata.name ##1iL
PESIEREIZRFTH "Kubernetes sREASIE" o 4N :

"trident.netapp.io/os=linux" °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7f trident-protect-snapshot-restore-cr.yaml {EZEFIEAFENER > EFCR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

5/ cLl
FTER
1. BRBEZERZARNGRZER » TiERPNESRAIRIBERNE o
° snapshot " 5|BERAMBEMIIRELTE » BXA <namespace>/<name> °
° namespace-mapping 28 FERAERIIRNGRZER > BRE R EHHED ERNEEGRZE

RS-, sourcel:destl, source2:dest2 °

fgn
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

RERIER R R R 2=
TR BRI RIR B R ERIamn R ZEM ©
WREHNERENERAZEnHER » BELERHEMTEERBN PVC > AIREBEREE (B
C) e mithiEREEREIFGRER) BREEEREF - FRAERNEHRERESHENER -

MmA TS En2EEHREIEESR - FEAFHERABRRER » JFARE 26.02 HLESHR
RLUEEILRRE -

e Al

SRREIR AWS TEPSESHER BYA R HAPR B A FEHMERIRFFEITHY s3 BIRIEE - MRENETEFRIEEIRRES
HA ~ EEPIREE R -

* BRMEER AT EBIRMNESEN > 5528 "AWS API XXfF" o
* W% AWS EIRRERFEE > 552H "AWS IAM X" o
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fEFA CR
HER
1. B B5]ER (CR) EREIGHEMAS trident-protect-snapshot-ipr-cr.yaml ©

2. TEEERIIEERER  REUT B -
° metadata.name : (¥IH) WWEFTHRNGHE ; FAENRIFEE—(AH—BHERRZNELME -
° spec.appVaultRef . (41E) EFIRBAZRH AppVault $478 o
° spec.appArchivePath : AppVault AfEFREBABRIERE o el UERAMU TSRS HRULEE ¢

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (FIE) MREAFRBEEFMARNPNELERETER & FMEEEFRG > UESTHHFEERE
RBENER

Trident Protect @ BEERE—LER ' AATMRCEZENERARE o 50 > MNRE
BETRHASERER » WHTERH T —1@ pod > Trident Protect th & {18 % Bk
pod °

° resourceFilter.resourceSelectionCriteria : (EfENE) FH Include I "Exclude R B = o HF
FRTE resourceMatchers FEZRAIE R o FELLT resourceMatchers 28 UE R EE S EHRHE

g

* resourceFilter.resourceMatchers : resourceMatcher YIRS o ANRIELEFEYHE &R ZE
71:? » AEMIZ % OR EHUTE > B{ETEAAIMENAL (group ~ kind ~ version) ZfE#& AND
BHEULHL o

* resourceMatchers[].group : (FJi%) EEFEAEIRELAE o
* resourceMatchers[].kind : (F[#) EEFEMNERIER -
* resourceMatchers[].version : (F]J#) EEFEMEIRIRZA o

* resourceMatchers[].names : (F]#) EiEBEEIRR Kubernetes metadata.name ##fiL
Y5 HE o

* resourceMatchers[].namespaces : (AJ#) EEFEAERHY Kubernetes
metadata.name 1R RS ZER o
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* resourceMatchers|[].labelSelectors : (F]J#E) HIRTE Kubernetes metadata.name &1L
PESEEEIZRTE "Kubernetes sREASZE" o HI4N :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7f trident-protect-snapshot-ipr-cr.yaml {2ZFIEAIFHENERE » EACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
il\%
1. BRBIEREIFRESRZER » Wi A ERPNESRAKIRBERNER - FIa

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
-n <application namespace>

BEIERIFERARRR
TR ARG LIIRIEEIERTET - BTAEERBBVERIERMARE o

1. RN TEHLBRERERIRE  BRAERPNEBRATIRIERNEN
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EFAIERE Trident Protect BRRTE

TAIAF R s R ERRENRFFRBEFERRTERBTERIESE - LUnBERNSE

BRMAHZEEERBN R ERTRENRE

FERMAEBEFEME - BRvtas A EMPERN R G ERRe A EMPIERMZREERNT - KRe4
ERPEFEEB MR EMPAFENRRNGEERNE » MEMEFEENRRIGRASREBERUNEGR
Ren R ERPHE  EFER BRthe R EEPRBSERERIRT A E -

WRE(EF Red Hat OpenShift > 5575240 B ot = RIFFARTE OpenShift IRIZEHFRIBASRIER - &
() mEmsmeIREERRN Pod M1E Openshift €2 F TR (SCC) EHEVEMMBAZ M
FOE - 1 ALSRIRRI M VAR E - (IBESEH - 809 Openshit 22 L XA -

TR LUEBTE P TIE RS IEERIREZATERE Kubernetes IRIFEAEL
RESTORE SKIP NAMESPACE ANNOTATIONS ’ 2RBhlEBiEamaZEMP IS EFERER o Fu

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_k
ey to skip 2>}" \

-—-reuse-values

HITIRR S R e EER restoreSkipNamespaceAnnotations #

@ restoreSkipNamespaceLabels FIEEHNEMr % ERFRENEHDB TR RN S ERE(F
F bR o SAMERTENIIA Helm ZEEHAMECE B LR - EEFAAERE « 52 "SwEEM
Trident Protect Helm Chart 32" ©

WRIEER Helm WA --create-namespace {Zm 28 7T HRKFERAREN > BIEH name EHBEITIFIRE
12 - EEEHAHEZEZBIZP > Trident Protect FHF LR BERE BRI H R » BURKIFENEEKRIFER %
ZEEER > AERETHABNMMRTREE - NRILEEKRRREBAER » AEREERE BtarRZE
I AT E o

Ll

LT sfIRER T RiRan R EEME R ZzER » efSBAATREERNRE - HAUEERFIRBES%
ZEFEIBIARRE » IR BT B R P2 NESHEER

HERNBHEBEIEEZA
TERAAT BRI BEZE IR Z A G 3R % =M B 1R en % AR -
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CEEZES B2 EE

maEM ns-1 (3R * annotation.one/key: lupdatedvalue * environment=production
) * annotation.two/key: true] * BRE=hipaa

* %fE=ns-1
maEEns-2 (B * annotation.one/key: Ttrue] * AB-ENE
=)

* annotation.three/key: false]

BRIFER

TRER T ERNHEEBEEREN B RH AR - —LERERHN > —LEREWEE > W H name 17
BEEMUCLE B RanRZzER -

GEEZRS T EEa:i T
A ZER ns-2 (B * annotation.one/key: Tupdatedvalue] * %fB=ns-2
) * annotation.two/key: ltruel * &M% =hipaa
* annotation.three/key: [false] * environment=production
* AB=ERE
LB

AENRAAR] AR B R EE R E RIL -

(EgezhlEalS

It “spec.storageClassMapping’ B4 E#& T RIFEAREXPIFEFEN DI B SRS LR FHEENAEEE - 1/
FERRENER I EE FRIHEFHERNEE 2B » B E BackupRestore IR{EIIETZEIRET » Al AERLLEBM o

i hTI I
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"

- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

IRV
FEFHRGTFAREESBITABIIREER - WREAERPAERTEER » AR ERERE -
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SR ER L HRME

protect.trident.ne & BERBESREATELENRRERE UFAEA) o "300
tapp.io/data-

mover-timeout-

sec

protect.trident.ne g Kopia PIZSRERAIA/NEFR (I MB B Efi) o "1000"
tapp.io/kopia-
content-cache-

size-limit-mb

protect.trident.ne & LALLM PersistentVolumeClaims (PVC) "1200" (20 iE
tapp.io/pvc-bind- % Bound BB R (UFAEND) - BBIt )

timeout-sec BRI 2R - BEMNFTAER CR 53

(BackupRestore * BackuplnplaceRestore » Snapsho
tRestore + SnapshotinplaceRestore) o MREAIFETF
BhNEEERREESHRA  AEAESE

&3 NetApp SnapMirror #1 Trident Protect {8 fEFATZ

&/ Trident Protect > f&BILLFIFE NetApp SnapMirror $ziiFIIEREIS ERIIHAE > #§ BRI
FEREEEN—(ERFRIHENI S —ARHERE  BEReER—S=ERNERETAEE
-l

B ENBEBEEEIRE a2 EREEREMRE

TERNBEZEEEME - Bt EEPRBAE S AR % ERPORBAEREARR © KR4
EfEPEFEEE Rt R ER RN FENRR IR SR - MEMEFENRRIEHER EREBERUNER
RepRZERRE o EEFER Bt A ERPIRRIGERERIRITAE -

WREFE A Red Hat OpenShift » 5575w R a4 ZEBIFEAETE OpenShift IRIZPRIBITRIER o n
() meRasmRImEERR Pod {18 Openshift £2 F TR (SCC) EHIVIERMEIRAZ M
FoE - MAEREMRMEEMFEHIRE - IREZHEM » A2 R"OpensShift 2% £ T XAIRIE"

ERILUSBEHITE RN EEBIREZATRE Kubernetes IRIFEE
RESTORE SKIP NAMESPACE ANNOTATIONS ’ 3RF5LEB 1R e & ZERPRITERBRER o flM :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_ k
ey to skip 2>}" \

-—-reuse-values

HITERN R IERE{EER > restoreSkipNamespaceAnnotations
@ restoreSkipNamespaceLabels FISEMEMMmAEBEFENERATNEERNSEREE
FEFHERR o FBMRRTEVIE Helm ZEHIMRCEELRTE - EERAER « 5520 "SwEH M

=Ly

Trident Protect Helm Chart 523" ©
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WRIEER Helm WA --create-namespace {Zm 28 T HRKFERAREN » BIEH name EHBEITIFIRE
12 o EERNAEREBIZT > Trident Protect S ILIZEE R Byt a2 2R > BMNRKRIVEEIRM S
TRIER > AIEREEHABNSZTRE - MRILERARRHBEBMAER - A EERE Bt REE
R AMIERIEE o

g5l

LT EfIRER 7 RRa R ZEEM B R ZER > EfRBAATRNERNRE - HAIUEERFIRBRS%
EFRIIARE » DU EMIREE B R ZHP U EEGREE -

TR AR 2 A
TR T RS B2 A AU 2 22RO SR 2 ZERROHRAS -

A ZEfE S EE
mfZEf ns-1 (3K * annotation.one/key: lupdatedvalue] * environment=production
) * annotation.two/key: [true] * BRE=hipaa

* %ME=ns-1
maZEfns2 (B * annotation.one/key: [truel * AB=ERNE
%)

* annotation.three/key: [false]

BRIFER

TRER T ERNKEEZEER L B RnRERBGAR - —LEREWRFN > —LEREREE > I H nane 2
BEEMUTE BRIz -

GEEERA SR RE
TR ns-2 (B * annotation.one/key: lupdatedvalue] © %iB=ns-2
®) * annotation.two/key: [true] * 5% =hipaa
* annotation.three/key: [false] « environment=production
* AB=ENE
@ @_E_TLX?&E Trident Protect Eﬁﬂf%%%f’ﬁﬁ,ﬁﬂFa'iﬁ%ﬁ&ﬁ@[‘%ﬁ%ﬁ*ﬁ%%ﬁﬁ o “ZRABRRINFIEF
Trident Protect SR EE R RARAG" ©

IR R PR FRARE BV THN G
5 AppMirror BIAIREFE AR > 7EREEBN R EIRERRE » CRZCIREPITHFERNEETS

* WIEEBHRE > JITHFEEICRREREEREIBIEERE - CEFFHENEL - WESBR > AiTHF
RAFER AR » RN TEEERMRIEREET -

* EREABZHRAERTBERET - BRAREN LFAARANRITHFHRERENR - EXRREAENEDBRE
FAREIR » BEERITHFiS SRR MIER AR LEE#AT ©
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EERABEHITE > 5520 "E1F Trident Protect #17#15" o

BIERR%
BIUEREFRIKRTIIER !

* 3E1E Trident Protect IRIREARENIRRAVIER (BIEEBERM Kubernetes BRIUKFERARE N SEMEE
AIRE R IRER)
« EEIEEEHEE (83F Kubernetes BRI RIFE M EER)
* 3% EAIR Snapshot FIRFRS
TR

1. ERREE L RARRERAREINEIL—E AppVault © IREZEAVHZFMHRER > 182k "AppVault BETEIR" 89
EHILUBRISRIRIR
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80

£/ CR &1L AppVault
a. BiHFTER (CR) EREIUKHGB®A (B~ trident-protect-appvault-primary-

source. yaml) °
b. FRETFIEBM
. metadata.name . (WMEH) AppVault BFTEIRI%HE © 5850 NMEEZENSTE » RAERERERRR
THVE M CR B g 5| FALLE -

* spec.providerConfig : (KE) fEFERIEERM %THYAppVault FraEfuARRE - 1Ei2
bucketName Ui HEFTEAVTMEMFMAEN o A TIREIENE » AAEREREN
Hith CR ERZ2REL(E - FEMBHEER AppVault CR &4l » 5H2R "AppVault B5TE
IR o

* spec.providerCredentials : (Required) {#7ZEAIEEIRMEZFE AppVault FrEEIEIREE
B8Eo

* spec.providerCredentials.valueFromSecret : (Required) RT/EEEEKEEHE o
* key: (IE) ERPERNARER
* name . (WE) BFULBNAIER secret & o MBI E—E namespace H °

* spec.providerCredentials.secretAccessKey : (WE) ANEEIRHENFERE
& o name fEEL spec.providerCredentials.valueFromSecret.name 87 ©

* spec.providerType : (#WEH) HEEBKDARTFSE ; 140 > NetApp ONTAP S3 ~ B S3
+ Google Cloud ¥ Microsoft Azure ° AJ3%E(H :

= aws
= azure
" gcp
= generic-s3
= ontap-s3
= storagegrid-s3
C. Tf trident-protect-appvault-primary-source.yaml F8ZHIEAEERNE%E > EF CR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

M CLI #1L AppVault
a. J2137 AppVault » TRHESFEHHEBIRATIRIEPHEN !

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect



2. ERREE L - BURFEARLCR:

3.

£ CR ZiZKREEAER
a. BV BFTER (CR) BELZHHEG®HA (FIU0 v trident-protect-app-source.yaml) ©

b. :RE T :
* metadata.name : (1) FERRERBIERNGE o A FEEENSTE » AAESREFT

H|HVHEM CR EFRZ5IAILE -

* spec.includedNamespaces .| (WE) @M RERABERNES o FRGREMRE

b AT B M (5 FRAR R ARV er R ZERVERE 0 LUSE RS S R R FEENER © &
RRnRERHAABESTEIETF -

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. £ trident-protect-app-source.yaml {&ZFIEAFHENER > EFACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B ZKREATER
a. B ARFERRED o Fin ¢

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

(A1) 7ERRmE L > WRFRAENETIRE - ILRBIAEERRE LIERARERER - IRBUAIE

o

4. ERFEHREL BUERHHECR:

T AIREEH T —RIHRIET > UENISRMIVIRIE - SRZIRFERIR > F2R "EIETRE
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BEHE ONTAP &7 R —EEAIIRE - ERAIURFRREBEZAA 7 X BFRE
AR LURIRERERNRETER] °

YNRBEMRER - RIFAIUIERBERRETRS 7 ROVEEIRIE o B ARILUNIRE
BT IRENE » ARSI GEHE ERRBLIRFMINEE - MAZFIEER o

MREAEANRAHEENAMRNEREER » AIFREZEMIHE -



M CR BiLEFHHZ
a. BRFRAREARIUERHRE

.. B BETER (CR) #ERIKHEMBE (FI% - trident-protect-schedule.yaml) ©
i. 3BE 5N :

* metadata.name : (H) BIEEFTERRLTE o

* spec.appVaultRef . (18) IL{EXEHRIRERIZEIH AppVault metadata.name i

AR o
* spec.applicationRef . (#1H) IL{EXBHZFEEATEIN CR BY metadata.name H#1i4H
o

* spec.backupRetention : (#38) IHiE{IAWXEE » HEXKERA O
* spec.enabled : HERTES true °

* spec.granularity : %ZERES Custom ©

* spec.recurrenceRule : £#& UTC BRI HEBFIEERIR o

* spec.snapshotRetention : /B R ES 2 ©

YAML &3

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. 7 trident-protect-schedule.yaml {EZEFIEAIFENER > EFACR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace



fEF CLI BB RHHE
a. BUERHE » UARHERFRERRACIRIEFNENR -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\NnRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app nhamespace>

S. EERERE L » Ei—(EEERIFESE LM AppVault CR {BREIHIZKIEERTZEIN AppVault CR » MG H an

%% (B9 > trident-protect-appvault-primary-destination.yaml) ©

6. EACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. ZERRE LA BRERAENEIBR AppVault CR o RIREMEFMARER - 1802 "AppVault BETER" H

84

BYEE B LB ISAVIRIR ©
. BIB:TER (CR) EEIRKESSEZA (HU0 - trident-protect-appvault-secondary-

destination.yaml) °
RETIIBME :
* metadata.name : (W1H) AppVault BFTERETE © 50 FMEEEZENSTE » AAESEMEN

Hth CR 185 G5/ AILE -

* spec.providerConfig : (KE) EFERIEEIRMEZE AppVault FTEERI4AERS © EE1E—(E

‘bucketName" LA Fz 12 it %Fﬁ SRR E s AR E AR - 3AeC MSEBEIENE o l*—i’:?ﬁ%%ﬁ@ﬁﬁ =Ry ELAth
CR IERGZRIELEE - sA2E" AppVault BT & R"UESE IR HER AppVault CR &3 °

* spec.providerCredentials . (Required) #FEERIETEIRMHEZE AppVault FTERNEA/RES

* spec.providerCredentials.valueFromSecret : (Required) RT/&EEEKEEHE o
* key: (IE) ERPENNERER
* name | (H) SIS ULENALER secret 258 o MBI E—1E namespace A ©

* spec.providerCredentials.secretAccessKey : (WME) HAREFEEUREENZEEE - name
FEEd spec.providerCredentials.valueFromSecret.name 77 ©


trident-protect-appvault-custom-resources.html
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

* spec.providerType : (#WE) HEEBHIRTSH 5 B0 > NetApp ONTAP S3 ~ #&F S3 ~ Google
Cloud B{ Microsoft Azure o F]#5E(H :

aws
azure

gcp
generic-s3
ontap-s3

storagegrid-s3

C. £ trident-protect-appvault-secondary-destination.yaml f2ZFIEAEENER > EF

CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. 1T B1Z%E I  #1I AppMirrorRelationship CR f&2E o

fEF CR B > 57T ER CR ZAIFEZE L BRIMan R ZER o Trident Protect {£7£{EMA CLI KA
EBEFRIUMBER -
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£/ CR ##1I AppMirrorRelationship
a. L.Lﬁﬂﬁﬁ (CR) HEZEUKHG®HA (HIU0 -~ trident-protect-relationship.yaml
)

b. RETHIEM :

* metadata.name: (#41E) AppMirrorRelationship Bi]&ERAIETE ©

* spec.destinationAppVaultRef : (WE) IHEXEHEBEERE FEHIZRABERA AppVault &
TBARRT o

* spec.namespaceMapping : (#F) BEdHEEAKREGRLTESEHEEEERRBRER CR
hEZNERERHRZTEREAER o

* spec.sourceAppVaultRef : (Required) IHEXBEIRERTZERA AppVault ZIBFERT
* spec.sourceApplicationName : (%) ILEXBELEEERFEEAEZER CR hEEMNAIRME

BN BBATT -
* spec.sourceApplicationUID : (HE) IHEXEREERFEEAER CR AEERNKIEER
2R UID 4875

* spec.storageClassName : (Ef) FEERE LB HFENNRE o FENNBEEEH
?ﬁfﬁfﬁiﬁﬁ%m ONTAP f#7F VM ° MR KITEFEFLER - AITER S FREE LNTERHEFE
Il o

* spec.recurrenceRule : % UTC BFEAIBHLE HEBFEERIR o

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



C. £ trident-protect-relationship.yaml HEZHIEAERENER > EFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI Z1I AppMirrorRelationship
a. #IMEF AppMirrorRelationship ¥4 » #1ESRPREBHRATIRIEPIER :

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
——source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (FIE) EEREEL - BEERMFRIIARAENAAAS :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

HEEREERMEE

f£F3 Trident Protect > {ERAILIHFERNERRA S HBEEEIMEE - ILIZFEFILERAG - LEFEHAER
EEMEE ER E - MRRREE LHEARENIETEF > Trident Protect R E{FIEZEAE ©

1. EBZEEE L > 4588 AppMirrorRelationship CR 1228 (fI#0 > trident-protect-relationship.yaml
) » 4% spec.desiredState BI{EEE S Promoted ©

2. 77 CR 1 -
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3. EMCR:
kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (%) EREEBRAEIN_ LRIMEBNEMREDRE
o (FIE) BERRRARRAEMARE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

BRI HEEBHERRR

ENMAZ XS EMBUERMG - MITENETFER - RIGRFEBEXNERSRITHHERER - MEXN
EE FRITHRARAMMMNEMNEEHEWEE -

SRR QT BRI 2 A1 1L B MM L RS -
()  sresmsmrsA B ERARROEMENNEES -

55
1. B IR L R AR AR o EATRRIERE SRR o

2. (£B1EEE L > 4788 AppMirrorRelationship CR 82 (ffl#l > trident-protect-relationship.yaml
) Wi spec.desiredState FIEEEA Established ©

3. {#7FZ CRIEZ o
4 EACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MR BRMEE FEYT T EMREFZRFENFEZHNEMAERN » FFEBER - ERRERBIEES
EHIR&RIREM -

RAZEHES EAHEBENERRE

ECHBEERNERBRETRORDE  BREAREARERKFRARER » MEKREARENRERBRR
FARER - MIEEB IR Y B RE AR RS B R RS o

1. ERBBIZEE L > MR AppMirrorRelationship CR ° EiEEIZEEEAIRELE « NRIFEZEE L
BEMIfREHER » B EMIBR o

- BEREVANREIREN CR EXERZIERIESE - UBIERRHE -
- BRIER (RiaZRRESE) BB T mfE AppVault CR °
- FERNEE LEIEREG > TRERMOE -

A W DN
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REERERERS M

EEREERGEE - Trident Protect Si$ AN EBMHEE R « AREBEEREIRBRRHTE
If; o Trident Protect E{FIERIFEAIET « LERHBBEENMEARENZA - REHEREB/M o

FEEREBERT @ CEEBICRN B M

1. ERIERE L - BIURIEIRE :
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3 CR ZILRAEIRR
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :
I BIB;TER (CR) HERLEHSGHRE (B0~ trident-protect-

shutdownsnapshot.yaml) ©
ii. 3BETFIEBMY :
* metadata.name : () BETERINATE o
* spec.AppVaultRef : (Required) IL{EX/BEIZKIERERATZINAY AppVault metadata.name

TROAIAETRT o

* spec.ApplicationRef . (WEH) IL{EXEEIEERAIZER CR 1B/ metadata.name 1
AR ©
YAML #4 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. £ trident-protect-shutdownsnapshot.yaml t§ZHIEAEHENER > EFACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI ZIIRAtRIRIR
a. BIURAIRER > WRERPREZRACIRIEFRINER - HIi0

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app_ to snapshot> -n
<application namespace>



2. EFREE L > BAt¥ Snapshot SeAkE » EXSRAE Snapshot FUARES :

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. EHFHEE L > FRLUTHSEH shutdownsnapshot.status.appArchivePath f{E > T 0 ERHEZRIRISHY
RE—In (MWBAELALE ; SRRE—ERBEZENAERS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
jsonpath="'{.status.appArchivePath}"'

4. M EREEIMIRERERTRERHE > WETUTEE -

@ EHEERBIENT R 2 P > & spec.promotedSnapshot BB STE
AppMirrorRelationship CR 1§27 » W HEREATELENTER 3 PciriIERLHE o

S. £ [RAEMEBEL ERERENERMFR PRITRAEMNRT TER

6. EFRIREE BB REDHE o

R
MR REER » FEEUTHE:

* HFEAIEREAEINA Kubernetes BEIFEITIRE o

* FIBMIBRFERZR Kubernetes iR (RS PVC # PV) » Bt (Z 1 RIAKFEERIZRM Pod o
* 7£ pod FARAE - EHEAEH Volume EITIREBIEITIRE ©

* SnapMirror BfREHRER » 55 B BB & ZEEIFEITER / BA ©

* ZMEFAREIR Kubernetes BIREWERIFAIBVRIBRIER » EANEERIGRIREREZ AR ERAIHER

* ERELUMERI A REWRRILL -
RERREAEREERARIFESE
&R Trident Protect » #ERILUEBU T REKFERFERER MMEER) - ALIERRESR > B TIRER
gét@%ﬁr'u] » Trident Protect B REER L AZAI » KAABRARINEEERR (ENEY) RRERRERE
T o
IR REE e AR E B It BIRARRL) » MK THITER -

* EHPEETBARRERALA

* RAEMEDERRIE

@ FEHTEBNEMRT(FE > ARESRRETEREEFHESABMEENER
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* REERAR o
il‘%

1. ITREEREAY EFHEBERERARIDR
2. JITRAEAERERTHRPER
MFFE R RA%

é’gfﬂx%ﬁ%ﬂﬂu{‘%@%%ﬁ% o MFREARENEREFRR - REEMERILBELINERRER > EfZEREEMH

IR
1. 7ZBRIBfZE#£%E L « MR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{5 Trident Protect B EATET

%L“jﬂl,( BERBHER  TREZEBRRARINRERRENBR I FNERHEES
|

@ BREAENR > IAAZERARIEENNTH FERSRRAREN LSS - MRETERE
T F > EERERREEETEENT

D EBIRIFE
AEHETNINENNTHRMREBREE » EAIUBBAITRENRDEERIE -

BREIE—EE
EBREAEENEIA—EEE  BRIRERED « ARREE R B -
. SET TR TR
o BIRE

b. "I E1R".

2. ZR—#F& L RBECEINERBERHD > {ITFIEP—IA:
a. "fEIRRERER".
b. "R FIRIEER}".

EBRETENRE

EEREARENENIS—EEE MITEREER) » BAEREEELEIUEDR  ABRBEHENERIS—EZE
£ - BRBZEEE LB XL Trident Protect ©
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() AILUER "SnapMirror H4" TE RIS > R MAE RS -

1. "R
2. BREREE LERECHHNYHHEFRA AppVault CR o
3. ZEEEE L » "EHFIMEER"

i ERREIE —BRFER BB RIS —Ef#FER
TRILEER BHIERE B RFHEEN  REAENL —ERFERBBE S —E#EFER
N (FEEEZER CR FRIKER)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S$S{sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR Z[RIRER
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-snapshot-restore-cr.yaml °

2. EIEEBIRMERT - REUTEME -
° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault AfEFRIBABHIRRE o a]LUEAMU Fir < RS HRULEEE ¢

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFIREBAZRH AppVault %478 o

° spec.namespaceMapping : BR{EENRFinHZERE B 1R = RAVERE o 554 "my-source-
namespace ] “my-destination-namespace i A TIBIE HHIE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (ER) MRECEEEEEZEFNEABANELER » FHMEHERT - eI THRELAERE
RBENER

frsem

> resourceFilter.resourceSelectionCriteria : (EfiEEE) £ include or exclude B & S HRTE
resourceMatchers PEZRIIE IR o FIELL T resourceMatchers 2EUUERE O S BHENER -

* resourceFilter.resourceMatchers : resourceMatcher ¥J{4B9PES| o YNRIELLFES P EHZE
Tl:? » BjEMZ E% OR ERIE » SETHEABIFEAL (group ~ kind ~ version) Z ¥ AND
EHUE o

* resourceMatchers[].group : (FJ#E) EEFEMEREA
* resourceMatchers[l.kind : (FA]%E) EEFENERLEDR o
* resourceMatchers[].version : (A]3%) EENEMNZIRIRZS o

* resourceMatchers[].names : (F]iE) E@EAEIRRY Kubernetes metadata.name &1l
TS o

* resourceMatchers[].namespaces : (F]#%) EEFEAZEIRRN Kubernetes
metadata.name I FAIER 2R o

O]
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* resourceMatchers[].labelSelectors : (FJ#E) HJRIE Kubernetes metadata.name ##1iL

hEZMIEEEEIZEIRRFEH "Kubernetes sREASZE" o i :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. f trident-protect-snapshot-restore-cr.yaml HEZEHIEAFENER > EFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£ CLI 2R IRE
&u B
1. BRBEZERZIARNGRZER » YRR ESRATIRIBERNE o

° snapshot " 5|B{EA B EEMIRELTE > XA <namespace>/<name> ©

° namespace-mapping 28EHERDIRIMRER » R EmAEMEHEEDERNBEIERHZT
> #% sourcel :destl, source2:dest2°

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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E12 Trident Protect H1171#80

T FR—EBTRE  ERI R HEEA LS ERAREINERMREIR(E—EET -
g0 > MREE—EERERAREL - IR UERIITH FERIIRIBZ A EEREER
BET > WEIRRTARINEST - ErRIURFARAREIVREN 2L -

HITH RVEERY
Trident Protect SZiR A T EBRITH FIRE » BURAIR EFIRVHITRIE
* [RERAD
* REER
* BinE
* win’
* BRE
* MEERR
HITIER
PITERHREIRER > ITHOSHERBUTIEFZE

—_

- AEEPEAN BT RIBFNITH FE G 7EAERMN A S LET - MBI ETERRENBITRIR N F
BB FEIRIEZ ARV AITIEF BE B A fReE th A RCE -

- WREA - EEREERE o "RABRENEIER Trident Protect sRENERRMRE" ©
- HUTERMREIEE -
- WNREA > IRRERERERERE o

- EEFERNBTRIRFRITH FE SEAERMN A 8 LET - CRMUEILETERRENBTRIRENTF
BELEHFERERIAITIER A RE L EALE -

a A W DN

MRERIZERERENNITHF (B - REBFHF) - MBS FHRTIEFEERS - B2 0 FRER
HFIRITIEFZE RED o A0 > TR ESPIEARLERH FEVERRBHITIER

1. BHITIRERATSF

2. JUTIRER B N

3. MITHRDATHN

4. HITHEND B

()  stEsREEERR T RERRA RN AR o

EEERSPRARNITHFRIANZA > SFHEO R EETAR o R MUERA kubectl exec' 15§<
@ EHAREENA - FEERIFTRANITHFR > SFAEEERNRBNER » UBERCMN—
% o SEIRERRENENEERR SR  BRIRBESED - ARAEHERERN -
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@ NRIREBRIMITEFHIE « EEXMIPR Kubernetes BIR > BIEEEE R B SERBHERD UK
EAREERIFES o

ENEHERRE L EE
ERBIERRERAITHFE, FEZ A TR -

* BITHIA A RIS SIERMITENE o SF2MITHISIRI U2 RE—EIE <

* Trident Protect EKH#1T# FEARMZASLARTHAT shell IARIEARER

* 5L HER/NIREIZA 96KB ©

* Trident Protect {853 1 THM 95 E FMEAIMBRHME SR A ERPLE EM B AR IRER ~ BB RIEE o
HRHITH RS EREEER2EREMHHERREINNINGE > RtTEZAREEMERET

@ MITHFROBAITRRE - NRIGENEN T —EHA RN TI FREMSIRERIZ(E - BREEREUH T Z

1R1F > RABHEMVIRRIRFEERG - BEHFIHATURT - EEREBFHNHRATHFHER
HYBE T SERE BN BT

HITH ETEEER

B SRERARENNTHFR » SO UAZRITHFRINBIESS - UEEHFRECARILERES - BiEss
BRIRFIAERSEERERRRMREG - ESERKAISERNAERENEMAER (FIM Elasticsearch) B
BAECRUATHFERD (EF—E2H) HREHRLETHNSER - IRSE—THFRIUSERIES
EfifEaEE AND EE FETHES - BEPTHFRSZAUE 10 EESHBIES

BT FRSERESBEAERRTIVREERETHAES - BEfFLARREER » CREZSELE
ITHRABRIAZ o BIERNERKTNEAERRTR 2 (RE2) 5% e s A BRI S BERHR

AEIRVIEIEES © BRA Trident Protect IRV T Fi@iE2s ERRR T sa/ 2B S E » 552/ "Regular
Expression 2 (RE2) sB/&Z 8" o

@ R EBRIEREREZ BRAITHOITH F g e EREERESS » BIERSEIIRIRMN Bt
URAENSRERT > AlsLERHnEREERR BRIt R R -
HAITH SR

#&2h "NetApp Verda GitHub EZ" T #E AR Apache Cassandra # Elasticsearch SHAFIEREXNEETHIT
#HF o M AIUETFES - WEPESEE BT T FaAE% o

B TH

&R] LUE R Trident Protect AEBRENEI BETHITHF o EEEHEE Owner ~ Admin 3¢ Member #ER A SEE
THITHF o

97


https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda

fEFA CR
HER
1. BiB:TERE (CR) ERUFZHEMBHS trident-protect-hook.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB M 4RRS .

° metadata.name : (IH) WWEFTHERNGHE ; HAENRIFEE—(AH—BEERRENELHE -
° spec.applicationRef : (#18) E#ITHITHFRIEATEILH Kubernetes 5478 ©
° spec.stage : (&) —EFH > IETRHITH FRTRENIHMERSESETT o RIREME :

- B

° spec.action : (ZE) —EFH > IFTRATHFRPITORIE - BRTSEMIEENRITHFE
a3 o FIAERYME !

- RER

- &5

* B
° spec.enabled : (FJiE) EMRUILMITHFEDRATER - MRKIETE » BITERES true ©
° spec.hookSource : (#IH) B base64 ARFEHY hook MIZASHIF &R o

° spec.timeout : (FJ%) —EHF > ERNTHFAFETHNRRER (UDEHEMN) - &/IVE
#1088 MRKIETE > AITERES 25 DiE -

° spec.arguments : (F[3%) KREIUABITEMIIEERN YAML 51805 ©

° spec.matchingCriteria . (FJ3%) FHREHNESE » SERESER—ERITHTFRIE
23 o BERITHFRZAILGIE 10 EREES °

° spec.matchingCriteria.type : (F]#E) FAR#ERHITIFBIEREIMFE - AJFERNE !
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName
° spec.matchingCriteria.value : (B]) BT FRIERENFHRFERKTT ©

YAML #5451 :



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. ZFIEFERIEIEA CR1EER > EFCR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI
WER

1. BYBITHTF > WAHERPAEBRRATIRIERAEN - G
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEFITHITH

BT LAFE#IT execution hook MAETTRIE » B EERMBEEFHEIHIT hook o EFEEHSA Owner
~ Admin 3 Member #[E A SEFF#1T execution hook ©

FEHTHTHHLIMEERTE

1. BUBRER > ZBEMEREERLEZIICFNGER » RMEEH FRENVEFLE
2. HEFHORITRITEE
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TERA  BUERER
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fEFA CR
HER
1. B B5]ER (CR) HEREIGHEMAS trident-protect-resource-backup.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB & 4RRS .

° irfnetadata.name D (WE) IEBTERENATE ; AALNRIEEE—([EA—HEERNA
g o

° spec.applicationRef . (W1H) BEAHEIEREHEHIERIEIH Kubernetes %478 ©
° spec.appVaultRef . (1E) EFHEDARH AppVault $4FE o
° spec.appArchivePath : AppVault RfEEHED AT o el UERU T i< 2RFS IR

@

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. FEFIEHERYEIAA CRIEE®% > EA CR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
B
1. BB RPN ESRAKIREPNER - fl1 .

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> —--app-archive-path <app archive path>



2. IREBNARE - EEIUEHEERLLERGS » BEIFETR

tridentctl protect get resourcebackup -n <my app namespace>
<my backup name>

3. HERBINEEMI -

kubectl describe resourcebackup <my backup name>
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WER 2 . #1T execution hook
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fEFA CR
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-hook-run.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB & 4RRS .

° metadata.name : (1) IEBEFTERNSE ; AACHNIRIZEE—(A—BEREZNS

7 o
° spec.applicationRef : (A1f) HERILEIRTED B 1 ERIIAI ResourceBackup CR HIEY
PR A TEIER o

° spec.appVaultRef . (4E) FAREMRILESRGTEDSER 1 PEILR ResourceBackup CR HY
appVaultRef 185 o

° spec.appArchivePath : FBERILESETELER 1 PEILAY ResourceBackup CR AHY
appArchivePath 87 o

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action ! (WE) —EAFH > ERPUTHFRAITHRE - BRRAFSEAEENRTH
FERERS o AIAERYME !

" RER
* fwin
T RiERE

° spec.stage . (WF) —EF&H > FERHITHFIRERIEOIMEMRRETT - It FETAE
EEMEMPEERETHF o AIAERYE !

- i

YAML 34 :
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. TAIEMREIEA CR1E%%E » EFCR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
WER
1. B FEATHERITEANRK ¢

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. IBEHITHMIRITHIRES o WA UAERAITI S S » BEHRIETA ¢

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. fmitt exechooksrun ¥4I E B R FHAE ARG :

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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fRBFZEE Trident Protect
NRICRER T BRRA R ETERRE MR » AR EBRR Trident Protect Joff ©
EEHEP% Trident Protect » SEHIT THIFER o

$ER
1. MIFR Trident Protect CR F£2€ :

() tds 25.06 REBRATEELSH -
helm uninstall -n trident-protect trident-protect-crds

2. 8% Trident Protect :

helm uninstall -n trident-protect trident-protect

3. #B% Trident Protect #p54 2R -

kubectl delete ns trident-protect
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