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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret-name: luks-

csi.storage.k8s.io/node-stage-secret-namespace:
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S{pvc.name}
S{pvc.namespace}



kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: A
luks-passphrase: secretA
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svim: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

AR EA LUKS FEEERY PVC 4BRE

EEFHEEA LUKS & > :515 5142 trident.netapp.io/luksEncryption' 582

#FE > WA

‘true’i7E PVC FEEZEYE LUKS By



kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]
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tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
MR
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2. #1¥% node-expand-secret-name # “node-expand-secret-namespace StorageClass 2 o fi0

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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EELid) SBFEE SEEY | B AFEUE B ER&ETFEY
Kerberos Sp =)0 EEA EEA
BRAUNMEIEI ONTAP EEH/RRIFELREFREVEDN » B2 TIXHE :

s "N EEHRA"

* "HEFRBIFr1% Z= 68 R A"
B #FERIR
eI LU B S Kerberos INZEIIAERY Trident TF B ImARRE o

RN IEAETS

JBIIFCE Kerberos MNZEMREFRIGREMRER » TJAFEA spec.nfsMountOptions B#IEE =R EIRZAHY
Kerberos &2 — :

* spec.nfsMountOptions: sec=krb5 (B2 EEN=R)
* spec.nfsMountOptions: sec=krb5i (EE:BFENNZEKE D RE)
* spec.nfsMountOptions: sec=krbS5p (BE:HENNZ » BE S D HREFARE)
RBEIETE —1E Kerberos E4k - MNREDEBFEISEZ1E Kerberos MEZEAR > BMEFRE—EER -

1. EEERE L FRAUTHARILBFRIRERE - B5ER < FHEBRATIRREFHEN
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. fEA E—PRUMNBERRIERIIER

tridentctl create backend -f <backend-configuration-file>

MRBIHEILKY > IRTRIGHEARE o ST IT T8 < RIEFEEERUFETREA

tridentctl logs

TR MAS IEAAREAERI IR « ISR IABRIAT create a3 < ©

BIf#EFSER
AT LRI #FEERRECE B A Kerberos MNZRIHIRE o

RN HEAETS
BT RS o BIMAEA mountOptions 2¥IEE =R ERRAH Kerberos &z — :
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-

* mountOptions: sec=krb5 (BREEENNE)
* mountOptions: sec=krb5i (BREFENE KRBT D 1R:E)

* mountOptions: sec=krbS5p (BREEEENNE > BHE D EEFARE)

2

HEEISE —1@ Kerberos MNZEELR - MMREDHUFEFIEE 7 2@ Kerberos MNEELR » BEFERFE—(EEEIE o
MR EHFERIRAEPISENINEEREAEFFENEFPISENMEBERRR » I RHFENESZE o

o0

SR
1. #3—1@ StorageClass Kubernetes ¥ » s52E T &4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true
2. EIfEEFLER

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. AMEfRE EIL#ETFLER :

kubectl get sc ontap—-nas-sc

TREZEEIRLLATRBHEL

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
FCEIR&

R ERAEENE - DIREURE o AR HEH EERRE" -
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f£F3 Azure NetApp Files H4iR &% E1FE#HF Kerberos 1%

oI AT E R EEE — Azure NetApp Files f#1Z&ixaE Azure NetApp Files 7R IRERNZ MNHERE
B Kerberos M%7 o

FtaZ Bl
* BAEREEZEIEM Red Hat OpenShift #&& B Trident ©
s SAMERERILUER tridentctl AHER

* SHEIRIGEA Kerberos MR EYF Azure NetApp Files #1F#&if > 52 = ERIIBIE "Azure NetApp Files
S HRBYERER o

* SRFEIRFIAE Kerberos MNZE—FEREARY NFSv4 HIREE B IEHRE © 552 F NetApp NFSv4 EECEE 7
(55 13 H) "NetApp NFSv4 1E8ThAE B RATEFFIEm" o

B HEFERIR
SR I B S Kerberos MIEINEER Azure NetApp Files f#1F & IR4RRE o

RARSLLIERS
BIIFCE Kerberos AN EFRIGHRRER > KA LIREERAERN TIIMERER 22— !

* f£/ “spec.kerberos ' f#{iI#Y storage backend level
* {8 “spec.storage.kerberos i FY* & i & IRt E 4R *

TEERERMNERTERARE » §FERRHFENPISEIGERE R o
EERTEIMEARS] ~ EEB RIS E = EARRRAH Kerberos MNZHZ— :

* kerberos: sec=krb5 (BR:EEANNZE)

* kerberos: sec=krb5i (BRFEMBKRZDRE)

* kerberos: sec=krb5p (BRFEENZE > AES 7 HERNRE)

1. ERERE LD RELCTEETEZFAERENUE (RERRSRUERBERMER)  EATIHP—EE
PRI REFRIFERE - iS5 <> PREBRALCIRIEFHEN
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RFRIRE RS

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

ERERNEREES

krb5i,

or krbbp

13



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. fER E—SREUMBRRIERIIER

tridentctl create backend -f <backend-configuration-file>

MRBIHEILKY > IRTRIGHEBRE o ST IT T8 < RIEHEZ SR UFETREA
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tridentctl logs

TR RIS IE AR RERE IR RETR ~ IS eI LABXR#NIT create 3% ©

BII#FLER
TR AR #FLERZRECE B A Kerberos MIZRYHRE o

TR
1. #1—1@ StorageClass Kubernetes #ff » :52E L T4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. @IfEELER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. FHEMRERIFFER

kubectl get sc -sc-nfs

TREZEEIHRLATAENES -

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
FCEHIEE

B FERTIREERE - WAREUNE - AWNE > HSH RENRE" -
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