RIEERMAHEEZ
Trident

NetApp
April 08, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/trident-2510/trident-reco/deploy-reco.html
on April 08, 2026. Always check docs.netapp.com for the latest.



Sk

BERHHARRE
5E
HENHAH BN
(A E R IAR I 7 (L
FIFAARE
FoBE

ONTAP #1 Cloud Volumes ONTAP R{EEFSME
SolidFire RIEEEE
MR EIE L E ?
4 Trident
BN EEIE M E
EFERREt
ERERARE
MM (2
FEIZARTS
Bl R K e
Trident 8% B13E[R
SVM EREAER
Volume £ 5 BIE[R
REBE R RE
£ Trident BEMCEREEAREANSIERE
SR H D EERVEF A E R
B EH A HERENFAER
T2
Z2%
Linux Unified Key Setup (LUKS)
Kerberos 1E&5H/NZ

N N N N D mam m m m m a =
© b W W OO NNNYNYNO OOk~ ~ O



RIEBEHHENER

=iES
Z8%& Trident B ~ 55fEALLERY LAV ©

HMERERRER

"enta =" REFERAER 2 BN SRR - BN ERLZAIMER o G110 > —(EsnR =[P PVC AR
S—{EanRZERER o Trident 23 Kubernetes &8RP A an R EREIRMA PV BIR » RILFI A ABRAERIAR
FIRA o

Ltk » 72EX Trident pod AIAE(FE R B AESEERFE AGURSEMEMSREN - ARV REEAEXEHEENEE
FERTEEATFEY Trident ¥4 EHEX pod A5

ERRENEERAE
Kubernetes EAMEYE - —H A GEMAARMHBANKSIRIRGIEARENNE RN o HFECERMT] AR
EEEUSEMLEZEAER  BEEUKFEFENENS SN BENFERS] o L5 > €8 "SEERSG"
RIS R REAGICESR AT » PVC SERNESER/MENRAEHEER -

BEERENMATZHEERN @ ERERESEMLEMERZERLAEERFRBRHNIE - F2RILLEURIGHE
FRE R "R AACER" -

(EEZENG

NetApp ZRAAATISERET S MABBRNINE  FRERRXREESL Bl
i -

FaEE

Trident A]E2 ONTAP # Element 12E2(F M o SAREWMEFALLEMTF A EESFIERERARERNGES » B1EE
EFY 5K EEREAREINERULEERENBEKAERK o

CREZS R RSN TR ARNOREES - b5 > MBI EEERS « BEERIN PVC REHH
AEFRERSESEE (5) o MBS ERBE S -

ONTAP #11 Cloud Volumes ONTAP REEEMUE

T R4 Trident BEZE ONTAP #1 Cloud Volumes ONTAP BIR{EEFEMUE ©

UTEZRABHFCIFEHEE ONTAP NIEERA) » EBETFEHEEAH Trident IR ENMIRE - &
IREZREERIRICAIRIRETE BTG - UREHERM -

FREAR Trident B SVM

HFEEISE (SVM) % ONTAP R4t EAASRIHIAEENE -  SVM SRR ERERTERERE
K % R R RS R R B -


https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/concepts/policy/resource-quotas/#storage-resource-quota
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://kubernetes.io/docs/tasks/administer-cluster/limit-storage-consumption/#limitrange-to-limit-requests-for-storage
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry
https://netapp.io/2017/06/09/self-provisioning-storage-kubernetes-without-worry

SVM WEIRH LIS
* ERIHAERPIREEEEENTE - BENEER  IEE SVM %18 o
* {EF ONTAP System Manager 5 CLI & SVM Z1 ZERAEENmE °
* BINFS BRI TEHAEEASR -

mmWEE R - N EHBETE DNS HECE » WHEEE Trident RrFEEF DNS %78  EABNEA{CEL X BER
mae  BISNEF AR S 2 RER SVM-DR °

I SVM S > IFAEAEE LIF IHEZEIE LIF U EEL 2D » BEERFRAR L2 RIREFMES AR o
Rl - BIE LIF BBFERIE® DNS 55/ » LUETE "SVM-DR"E Trident 3ECERAREREANEEME o

IREEREHE LR

ONTAP #FRMFERAHIRE RS - LEIRERZRESIRAFEERE T SR ° 5526 "NetApp Hardware
Universe"BA T BRIEHSE T & 0 ONTAP iR ASBYRELIIR! o EHARE #UEE] _EREF > AMZE Trident BVERECEESR
SR FREREEARTERMR -

Trident B9 “ontap-nas'#1 “ontap-san' SEENT2 X & A EERILH Kubernetes A MHREE (PV) BEcE—(E
FlexVolume ° ‘ontap-nas-economy'EBENFE T A49% 200 & PV E3Z—1@ FlexVolume (FJ7E 50 Z 300 Z RSEC
&) ° ‘ontap-san-economy SRENTETNAAIE 100 M@ PV EIiL—1E FlexVolume (RJ7E 50 % 200 Z[EEcE) °
ABALE Trident (LR ERA LB R BEIRE » EEZERTE SVM HIIRE o o] LU B e < FEITILIRME

vserver modify -vserver <svm name> -max-volumes <num of volumes>

‘max-volumes' HEERELRENEEISERGMBERRRE :
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X o LUTFEERIFRIL T —1E QoS K& - 1§ SVM R FAAY4E IOPS BRHIZ 5000 ©

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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* WREZERIRREN defaults’ BIRFERTE "qosPolicy' # < 552 R TR iR EH :

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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BN EESRERIEEE (FU0 OpenShift) siEME LAEFAERARENNEZNIE » FEFEHERAE

HERBSIRE — D [REIE R EFERNEFE - EEEAMERNEEERIBERAIRTS (B0 OpenShift Metrics 71
Logging AR¥S) LUREREEIIFERIMBEIRBVRER AR I EH REL o

EREANELRA

TR EER nEFEE LR » 2 RIEERFFFE Kubernetes S RIENRS o Trident I BRI EIR
BEHHSRBK o B4% » Trident REE HECEBIHARE R EXRHITE Kubernetes SREEFRRIENRE L » 0 RGCEIRERVFTIE/
MHIFRRIE ©

HE ~ CHAIUFEREILELFRR « WEEFEA-—NZSEELRR - DEESEMNRFIREXK !

* fH vserver export-policy create ONTAP CLI {59 &I EHERE] o
* {#H vserver export-policy rule create ONTAP CLI e S RBIFIEEEHRE) o

PWITE L T AT LAPRFIMPLE Kubernetes ERERIIATFERERY o

=RERRE SVM Y showmount

‘showmount ® ILJHERIZE Nrs FFURME svM BRI Nrs EHAYEE o ZPEZE Kubernetes
=EM pod AILAEE svM #H  showmount -e

AT~ MIZRWE] BRI EEE - GIEEEEGEEE c AEEABUAEREZE4HEE - BEEHEE
IRIETARENEN ~ AJSEEBNRERENGEREESRE nrs B o

RAEEZ(EE SVM 4R ONTAP CLI 3% 3R{2M showmount :

vserver nfs modify -vserver <svm name> -showmount disabled
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37 QoS RA|
MR ER W HEFIERN SEREEMIZECRFSRERTE » 55 SolidFire IRFSME (QoS) [RE] o

AT LURHERE E R € QoS B « BRRTETEE QoS =ArIZEZ2E (Min IOPS ~ Max IOPS #0 Burst IOPS
) > AU RS AR ERIEE o

B2 4Kb BIRA/NBIRTBER/)N ~ BRAMIZEE IOPS B ©

IOPS 28 EE R/ME FER{E B A& (4Kb)
5/)V IOPS HHEERRENEERE 50 50 15000
4R o
BX IOPS MEEARTBBEIR 50 15000 200,000
i o
723 |0PS mEEEETAR 50 15000 200,000

HE& K IOPS °

@ &8 Max IOPS 0 Burst IOPS BRI EASEE 200,000 » BHHEENERR AN S EEGSRB
RSB BERIPR S o

EHRANSERE IOPS HEAEEZEFE - BEREA/MEN » RARTRIERES ZEERABRA/NFIENE
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BIBIT Trident MIFp 4 BRI E EWMEEZERY TridentNodeRemediation CR 2Rf&3E Trident 125K (TNR
) M B ENFITIRRI D EE o TNR {E1EENEESE A MRS EN « MIEENELINIE AR SR ENZAMEMIBRE B NHC #8645

PEEREE Pod FSM8T2E

BEMIEER GEESNHISMABIRA TIFE S o 1L TNR B » TNR ZHI28 S ERiiRC A B ENEs ~ [HLE
EAATFTRIRAIR & 3 ~ MFRIATSPRSIRIAH] D BERY Pod R ELHAIR & M o

PA 58 2R IRMEIRE / PVC M2 BEINEERBRIE |

* NAS FlfER BEELFRIR NAS £BBHEE (MARZE SMB) °
* SAN #1 SAN-economy BREI&E o

R2R REIDBEREFEE]
FaRITA

* {FFsaHIDBE (force-detach) ZIBHVHAIRERY Pod BEEHPEEI2ETEER o Kubernetes BH%ELE Pod E#:A
EREENEHE -

s FERARLIBRE|DEINHEE (B35IE Trident HAFEE) B9 Pod RENHPEERREHISIE o

. fmUREE & Pod (JEPVC) AENKFEEBEHIEER > FRIERE T pod 1R

trident.netapp.io/podRemediationPolicy: delete ©

EE pod BR1TA -

AIfEF Pod 532 B5] Pod #F#174 | trident.netapp.io/podRemediationPolicy[retain,
delete] o A WIEEHRE » AN T MBI FRELERE o BN Kubernetes ZF3E / 45 Pod #ifg »
LARA L sH TRt PR iR & H 5k

* retain - EEEHEEBHRE > Pod NEIEHIEERPELR
* delete - £ HENMIEEBHARE > Pod REEHKIEEIREPIERR
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B LR R LU R RER pod o

@ * RAEEXEARIDBNEIRE L o SERIFRVEIREA EHZE 1/0 #21F -
© WRARSIRSRHI D RER IR E - ZEBEFHERMZ EMMNEERER o

TridentNodeRemediation CR
TridentNodeRemediation (TNR) CR E# 7 —{EHEEIEL - TNR B EBIEEELAIETE o

TNR 4 :

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediation
metadata:

name: <K8s-node-name>
spec: {}

TNR AREE : ERLA T <1518 TNR BYAREE ©

kubectl get tnr <name> -n <trident-namespace>
TNR FISEEER FHIMBEAREZ — !

L

o (Z LE¥TaaTH] o BN L B S ERBE PR ST IR MABR & RY 18R 1/O 17EX ©

° Trident EiREIFHRIREC A (RESHEM) o

° RENELIBER Pod FIMAHEEE B4
* NodeRecoveryPending :

° PEHISRIETEETEIREE R AR

o —BEIEE 4R o publish-enforcement i HE(RENEAEZ S B B BT B MMEUIEE o
* MNREHRLUE K8s PR » TNR #ZHI23#5 8% TNR M= 1E17EA ©
* mBKIN :

° FRAEEMERIMEDS FIOEMINSTH © MR /EIREE » PIUBMMIVHIRE -
* Failed :

o HERINIEREER o $8ERIRATE CR B status.message IR TE ©

BBBEEgRHERE
FRIFM

 SBERIEE BEMIEER 2 s BRI O - BREZEN > 55208 8% 0 REAUsHAAE ) -
* TF Kubernetes &SP ZEEEIRARREIRE (NHC) o

o "Z2#E operator-sdk”.
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o YNERFEE N KL Operator Lifecycle Manager (OLM) > FBRE#TE © operator-sdk olm
install

> Z#E Node Health check Operator : kubectl create -f https://operatorhub.io/install/
node-healthcheck-operator.yaml ©

@ Tt A LUER L F[Integrating Custom Node Health Check Solutions|E &35 E FIEfth 75 5551
RIERREHPE o

MBFAE > F2H "EIRLEZEERE Operator” o

TR
1. 7£ Trident 85 2ER #3237 —1E NodeHealthCheck (NHC) CR » FAREsiE# by T EENZL 264 ¢

apiVersion: remediation.medik8s.io/vlalphal
kind: NodeHealthCheck
metadata:
name: <CR name>
spec:
selector:
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: DoesNotExist
- key: node-role.kubernetes.io/master
operator: DoesNotExist
remediationTemplate:
apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
namespace: <Trident installation namespace>
name: trident-node-remediation-template
minHealthy: 0 # Trigger force-detach upon one or more node failures
unhealthyConditions:
- type: Ready
status: "False"
duration: Os
- type: Ready
status: Unknown
duration: Os

2. 7f trident SRZEMPEASREERE CRo

kubectl apply -f <nhc-cr-file>.yaml -n <trident-namespace>

Litt CR s|REAMNEE K8s TIEENZARVENEAAR T Ready: false #1 Unknown o EEiZE# A Ready: false 5§
Ready: Unknown ARR&R » #i%2% Automated-Failover ©
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‘unhealthyConditions® fE CR HMER 0 #EIRHA - S EENEEFBHBEEE Kss
REMMIFY Ready: false RFIZBEMARES > ZURMHEE k8s KREMMAVEBFIRERTE ° K8s
TAREREB—REEFANRBER 40 ¥ AMEARE Ready: false o IERREARITE K8s
HEBEEP BT ©

UNSE H{h4RREIEIE > 552 "Node-Healthcheck-Operator sRBASZ 4" o

HthREEM

& Trident Z4ERFRNA 7 583 BETNAE » Trident Sn A =M P E BENRZILMEZRINIEIR » U5 EE NHC BS
: TridentNodeRemediationTemplate (TNRT) #0 ClusterRole °

TridentNodeRemediationTemplate (TNRT) :

TNRT AJ1E#4 NHC #EHI8389E8 7% » NHC 1ZHIZZ AR RER TNRT ZE TNR BEIR ©

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
metadata:
name: trident-node-remediation-template
namespace: trident
spec:
template:
spec: {}

ClusterRole :

S ENF force-detach Ky » ZEBIEFHEHIE—EZEAE c EGEF NHC 7£ Trident S ZERIHE TNRs 9
TR o
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

labels:

rbac.ext-remediation/aggregate-to-ext-remediation: "true"

name: tridentnoderemediation-access
rules:
- apiGroups:

- trident.netapp.io

resources:

- tridentnoderemediationtemplates

- tridentnoderemediations

verbs:

- get

- list

- watch

— Create

- update

- patch

- delete

K8s s AR BAMEE

ORISR IEERS - 557E K8s MRS AH RIS E B BIEETRS - AR TERNENME - £
FEBERE NHC CR (Y1 LFfFt) REFH CR:

kubectl patch NodeHealthCheck <cr-name> --patch
'{"spec":{"pauseRequests": ["<description-for-reason-of-pause>"]}}' --type=merge

EREFEESKEER - SEBMAABBHIEES « SAEEETR RN RZER pauseRequests °

PRI

* EHZEG OB IENOMIRE - FREKENVER EA GEL /0 #2(F - RAEEAR A DB IENEIRE
/ PVC Y Pod 7 & B E1#5F% ©

* BENRFEEBFIEE]D BEESETE trident-controller pod RIERETE o MNREFEE trident-controller AYENEL3E 44K
fE > BEIMEERE SR » HF K8s i pod B EIEERIENS, o

OB ARENRRERRLG SR

& A LU (E R E BN BE RS 558 T B HV Node Healthcheck Operator » LUfE 3% B EhH[EE45 - AFE{RE B BE
ERMHEIES  CHNBIRSEE .

s BERIEIEEAEPERF 0 3 TNR > ERBPEEIREAIATEIES TNR CR &8 o
s EENELIRIE H TNR EEFY Succeeded ARBERE » PR TNR ©

22



22
el
SRR IS AR  FEMRITH Trident RER 2 o

TEHB SR ZEMFNIT Trident

pibERARE  RAREAEES « fAENEERAREIEE Trdent ¥ E&HREL Pod IFEEZE - UHEMRA 5
REFLHHEENEEEE

AT HEMERREXMEREN Trident D6 > 5B Trident ZEEEHHER Kubernetes anfa ZEREH
(trident ° % Trident BN EZ B AR A HERR A Kubernetes EIEAE A SEFEX Trident Pod MUK f#7F
Em%ZEM CRD MBI G (FlaN&iHF CHAP &85 » tNREH) - EEZEREATFEESFE Trident
R ZEf 0 MTEE tridentcetl FEATER o

£ CHAP E&:5E2 ONTAP SAN &1

Trident ZIREHL CHAP Y ONTAP SAN T{E&#ER:E (£ ontap-san'#l "ontap-san-economy EEEIFZ T
) © NetApp £ Trident TE F M HEFR IR BFEREM CHAP EITBH RS o

HH3ER SAN FETEEESNFZETLAY ONTAP &l > Trident AJLAEEIR tridentctl 2 E M CHAP &8 CHAP {£/4
BRTBIEIE o B2 EFEER ONTAP SAN EEENFELACE & Un" LA T ## Trident £ ONTAP &1k EAY CHAP 5%
EHI °

7€ NetApp HCI #1 SolidFire & {EFH CHAP Eiss

NetApp Z:HEFE &M@ CHAP > LIFEREH#4EL NetApp HCI K SolidFire &2 RAVESEE o Trident E{ERA—EE
SEEEFRMAE CHAP M) secret ¥t o 4 Trident B » ©EEIE CHAP RIS H#FELHE PV K
tridentvolume CR ¥ o E{REIL PV BF > Trident EE/A CHAP #2323k ERSN iISCSI E4R » W3EIB CHAP
£ NetApp HCI &% SolidFire Z4t#1T3E o

(D e Trident 23 RIS E T & ST (TRIR G/ IBHAERAN o

1 Trident 2 NVE #1 NAE &5 1EA
NetApp ONTAP {RIEFFEERHINE » LUREMIRKE « REISEMA ARAIERER - MFFAEN > F2H "

o

5% 7€ NetApp Volume Encryption 42E" o
* MNRBIHERA T NAE » BU7E Trident HECE FEfIREREE AR RS NAE o
o SR LAERTE NVE NMNZEAZEELL v BRI EUE NAE BEIEE o

* WNRBUEAREAE NAE > BI7E Trident ECEAEIHEFREE R NVE » FRIFTERIRAERE P NVE MNZETE
1R AS false (FERME) ©
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1B NAE B9 % LA Trident B AVHEEE 4B A NVE 2 NAE fNZ o

* IEEILUTE Trident BIRERE FHE NVE INZABHRES true » UUEBE NAE NB L IRHIEE E
@ AREENMZESE o

* 7ZEXA NAE B985 _Ei8 NVE MNZ1E:58 5 false B —EARNA NAE MR o [REEHE
NVE N8558 4 false 215 NAE 023 o

* IEPTLUEBERRE MG NVE NI ARGERR A true 2KIE Trident RFENEEIL NVE MR & o

MBRIFERSEENFEEN > 552H ¢

)

* "ONTAP SAN #H]
* "ONTAP NAS #H?

IR

4

ap

IR

G

Linux Unified Key Setup (LUKS)

&R LAERA Linux Unified Key Setup (LUKS) ZRfNZ% Trident LAY ONTAP SAN #
ONTAP SAN ECONOMY HiFEE o Trident S24E % LUKS INZ AR & &1 TR IS 18R IRA]
HEIRE YRR o

7E Trident &1 » LUKS NI & aes-xts-plain64 ZHEFIER, > #0 "NIST" Frgss o
() ASAr2 RGIRHE LUKS I - BB ASA 12 R - S5SBE' T A2 ASA 12 (7R 4" o

ez Al

* TRENBEAZAZRE cryptsetup 2.1 BUERARZAS (BIERL 3.0) - MIFEZEH > 551E5h "Gitlab !
cryptsetup" °

* HIBAEETE > Netpp RETIFIML ESMANEEEHIESE AESN) © BEEHBREXE AESN
BT FHIHS :

grep "aes" /proc/cpuinfo

MRREEFEAAR » AIRTRICHEIESRAZIR AES-NI - BRI AES-NI WEZEH » 555555 - "Intel
: Advanced Encryption Standard Instructions (AES-NI) "o
EXF LUKS mnZ

{EETLUER Linux Unified Key Setup (LUKS) 25 ONTAP SAN #1 ONTAP SAN ECONOMY Hif® Rk B &
FHEIHINZE ©

1. EBBFREDTSE LUKS INZEM - B ONTAP SAN ZisFl BRIEME L E 5208 "ONTAP SAN 4H%E
%Iﬁu °
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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. {8 parameters.selector REZEMA LUKS MMZREETE o Fla0

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret-name: luks-

csi.storage.k8s.io/node-stage-secret-namespace:

3. BiI—ES S LUKS BHEEE o flu :

S{pvc.name}
S{pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl
kind: Secret
metadata:

name: luks-pvcl
stringData:

luks-passphrase-name:

luks-passphrase: secretA

PR

LUKS M2 E AR ONTAP EEERHMIRFIBERAEINAE o

EEA LUKS WRE R inE RS

EEEA LUKS HIREE ~ (S BER IR luksEncryption 84 (" true © luksEncryption EIBEEEX
Trident MIREEERNE LUKS #RE (“true WARNE LUKS FR#l (" false ~ M FFIEHIFFT o

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm
username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

FARCEEA LUKS BFR&RY PVC 4B

EEHREEA LUKS % > s5155E#2 “trident.netapp.io/luksEncryption 58 2%

(#7748 > MAEHIFRT o
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

i LUKS ZHE
n'_'R__U'/(iA# LUKS M‘ﬁ%:ﬂ:ﬁwu?*ﬁ °

@ AT FTAHIRE « RIS EIHI9 A B5| B BINEERBTRE - MRS BREISEE
BR > PR EI AR SRR E - BERRRITINEMRE B EEFE

RARS TS

EI5THEY LUKS SR EHIEHEER Pod BF » FLE 4L LUKS ZEEERE o E17#1 Pod B » Trident &%
MR & ERY LUKS ZHEE S8y /S8 B iEE1THEE o

* NRHEEE FWEBEBERNIERPEEAR - MBEEHE -
* NREEE FRZIBRZIEPNERPEBER « g2 previous-luks-passphrase Z B2 o

SR
1. #1¥ node-publish-secret-name # ‘node-publish-secret-namespace StorageClass 2 o

fBgn -

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

27



3.

4

5.

28

- S BIMAERE B IRIR LIRA RIETEEES o

HiiR &

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

EHHIRER LUKS &8 » LUSERBIFLHIRYZREZEE © FE(R "previous-luke-passphrase-name’ #l
‘previous-luks-passphrase B AL B R REEE— 2K ©

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

EITHTRY pod M EMIRE - SERBNREFTLHRM
D EIEE R o
AL

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]



tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

+
A5

EHRE MR HEEOFE TR - SHEEMERE o

@ MR ERIMEZIEREEE » Fl40 luksPassphraseNames: ["B", "A"] » B#gHARKRTERE o &
] AR SE—{EIFTEY pod ZRE R ST ERIA ©

R RHIREETE
TR A LUKS NIEHIRE & BRI &R

1. B{F cSINodeExpandSecret HAERIE (beta 1.25+) o 5¥1E:AZ/ "Kubernetes 1.25 © {#f Secrets &

E CS| HAER & RYERRABREN R /R"

2. ¥1¥% node-expand-secret-name " # node-expand-secret-namespace StorageClass 2 o §il

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

+
i

RSEh4R _ERETFIRTTINEERT > kubelet S HER/RSEFIRMGRENE o

Kerberos B#i$N%

A Kerberos EEHIFFNNE » A UHAERENFFREZEAWRERAME > MRS

BRENEEE -
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* NEFERZE ONTAP - Trident X183E3 NFSv3 1 NFSv4 4R » £ Red Hat OpenShift #1_L % Kubernetes #
E 3| AEFEPE ONTAP HEFEERY Kerberos HNZR ©

ICRILGEIL ~ MIFR ~ AR/ ~ BILRER « BH - MEBEERMEA R NFS MERHERE o

EFARERERE ONTAP HAIRE R EFH T Kerberos 1%
TAI AR L EREN A ONTAP R R iR 2 BRETF R ERUA Kerberos E e

@ HMEAERE ONTAP R IRE NFS RE » EX#E# M ontap-nas #FEENTEETT
Kerberos 1% o
FHsGZ Al
c ERFRETLUER tridentctl AR
* AERICYER ONTAP #ERIHNEIESEFZEER
BREETIEEN ONTAP #ER IR AR LTS o

s FERRITERT ONTAP #1ZE %23 1B NFS B &R Kerberos N2 o :B2M "w&4 LIF LR
Kerberos" L ER{SABREERER o

HE{RFIAE Kerberos INZE—EEAR NFSv4 MR EE O IEFESRTE o 552260 NetApp NFSv4 1HEC & 2F 9
(32 13 H) "NetApp NFSv4 1E38ThEEEAR (T EIEIEmE" o

B2 ONTAP BE L /R

CEEAIREH ONTAP [EH SRESHIZRA » SR IIFHAVEHSREE » LISZIEE ONTAP 77 VM RHARRE LA Bz 2
35 Kubernetes 25 FIRY{E{a] ONTAP HEFE@ (T Kerberos NIZR o {RETIY A GE L SRR FRBI S 2T AT E L
RIREESTIE LT EEGEMFZEER :

ﬁ n:H.T?JIJ/E
fEF3 NFS ~ NFSv3 #1 NFSv4 UG E R EE L EA o

FEGHEER
EAI IRIBHAER @ RV EESK ~ BLE =R R Kerberos IIFZZ— :

* Kerberos 5- (ER:5F1I0%)
* Kerberos 5i - (58:8f0% » EEH D {RE
* Kerberos 5p - (B&:EFINNE » IREE D FEFARE)

EREE E’J?‘EXMEBE = ONTAP EEHEBILRE] o FI0 » MBS Kerberos 5i ] Kerberos 5p MENRES
HE NFS HiRE - ﬁﬁﬁ'FﬁlJ?;zEy—n* :

E=pid] EFE SEEY | EAFEUE B FEREFR
UNIX B ERUB ERUB
Kerberos 5i S EE 2 E B ERA
Kerberos 5p BERA BERA BERA
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BRI ONTAP ELH/RAIMELRARANEN > F2RTIIXH !

* "I EHRA
* "IEFRARTE EE L RA"

fERVAE eI
e UL B S Kerberos TNZINAERY Trident TF B ImARRE o
RATSEAEFS

EIIACE Kerberos MZRIEFRIHRZEIERF > AIUEMA spec.nfsMountOptions 2BIEE =BARREMRAH

Kerberos &2 — :
* spec.nfsMountOptions: sec=krb5 (Eg:HFENNZ)

* spec.nfsMountOptions: sec=krb5i (EEFBENNZEKE D IRE)

* spec.nfsMountOptions: sec=krb5p (EE:BENNZ » BE S D HEFARE)

HAEEE—1E Kerberos F4k o MIRERHBETIEEZE Kerberos INEE4LR > AIMEFERE—EZEIE o

1. EtERE L ERANUTHABRILFFERHERE - 851ER < PNESRALIRIEFIENR
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. fEA E—PRUMNBERRIERIIER

tridentctl create backend -f <backend-configuration-file>

MRBIHEILKY > IRTRIGHEARE o ST IT T8 < RIEFEEERUFETREA

tridentctl logs

TR MAS IEAAREAERI IR « ISR IABRIAT create a3 < ©

BILfEFRR
TR AR #FLERZRECE B A Kerberos MIEZRYHRE o

BRI AETS
B HEF AR RS > BILAER mountOptions B2#IEE =EARFIRAR Kerberos N Z— :
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]

* mountOptions: sec=krb5 (BREEEENNE)
* mountOptions: sec=krb5i (BREFENE KRBT D 1R:E)

* mountOptions: sec=krbS5p (BREEEENNE > BHE D EEFARE)

-

2

HEEISE —1@ Kerberos MNZEELR - MMREDHUFEFIEE 7 2@ Kerberos MNEELR » BEFERFE—(EEEIE o
MR EHFERIRAEPISENINEEREAEFFENEFPISENMEBERRR » I RHFENESZE o

o0

SR
1. #3—1@ StorageClass Kubernetes ¥ » s52E T &4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true
2. EIfEEFLER

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. AMEfRE EIL#ETFLER :

kubectl get sc ontap—-nas-sc

TREZEEIRLLATRBHEL

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
ACE MR &

B fRFRInNHEFERE - BIEEMIRE - BRIRA > F2R "ICEMIRE" -
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53 Azure NetApp Files HiiR &% EF#H Kerberos &

EA AT E R E B E — Azure NetApp Files 17 &Imal Azure NetApp Files 17 & imE Kt 2 B EHERE
EXF Kerberos /% o

FtEZ Al
* AEREEZEIEM Red Hat OpenShift #&% B Trident ©
* SAMERETILUER tridentctl AHER o

* SARRRIEEA Kerberos NN EEMEYF Azure NetApp Files #7Z#& 1R » 5B E R ERIENE "Azure NetApp Files
S HRRYERER o

* SRFEIRFTAE Kerberos MNEZ—EREMARY NFSv4 MR EE B IEHRE © 552 F NetApp NFSv4 EECEE 7
(55 13 H) "NetApp NFSv4 1E8ThAE A R{T B FFIEm" o

BT RG
S LRI B Kerberos MZIHAERY Azure NetApp Files T & IRARRE o

BARSUEIERS
BIIFCE Kerberos IIEBHEFRIRERER » LRIUREEZRAEAR TIIMERHRZ— !

* {#H “spec.kerberos 1#{iIHY storage backend level
* {EF8 “spec.storage.kerberos i AY* EE i & R B 4R

TEERE RS R E RAERE - SERMEENPRRERERE R °
FEHRTTMERE ~ CE T LIS E =FEARABRRZH Kerberos IRz — :

* kerberos: sec=krb5 (BR:EELNNER)

* kerberos: sec=krb5i (RFHEMEREDRE)

* kerberos: sec=krb5p (BRFFEMNE > AES D HEEMIRE)

1. ERERE L RECREEERFHAFRENUE (HERGIRUEREFNER) » EATIHF—(EE
PRI REFRIRERRAE - i§751E5 <> PREBRAEIRIEHIEN
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HFRIREREEH

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

ERERNE RS

krb5i,

or krbbp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. fER E—SREUMBRRIERIIER

tridentctl create backend -f <backend-configuration-file>

MRBIHEILKY > IRTRIGHEBRE o ST IT T8 < RIEHEZ SR UFETREA
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tridentctl logs

RGBS IEABREAE RV RETR « (ERILABR#AT create 835 ©

B EIFLERY
e AR TFEE R RECE BB Kerberos NNZEBIHLIRE o

HER
1. #3—1@ StorageClass Kubernetes ¥ » s52E T &4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs

selector: type=encryption

2. BIREFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. FRRERILFFER

kubectl get sc -sc-nfs

TRZEEIHRLATRENES :

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
BCEHIEE

Bif#EFRinN#EFERNE - BEEMIRE - BRIRA > F2R "ICENRE" -
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