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=12 Trident Protect
E1IE Trident Protect 1A ZEUZH

Trident Protect f£F Kubernetes A BRFEUES] (RBAC) 1EE! o TERXIBR T » Trident
Protect 12 E— R Ao BT M R EBRNTERARFSIRE o MNREHNABEFZEREN S
ENZRES L‘TJM@FH Trident Protect BY RBAC Ih5E » EisaMthiZH S B R dr a2
FEEE/‘JT?HY °

HEEIESRREREETER trident-protect MAEMPERFEHER » I BiEAIUF EXF A B A GEEZRS
FPNER - ZEZXFIHBRNEAREANGFE  CRERLHMaRZER > TRAERNEAEINEEEEam4
ZEfE o

AR (EAEREERIATETAS trident-protect i L =M EZEAEXNENERE CR - KHREEXEAEN D

LEFAPRIBAEAENEIE CR (REBREFEAENENEIE CR B THEHRAMERAENEENGS
ZEfEF) o

REEEB A AEFIEAEN Trident Protect BT H IR » HAREE :

* AppVault . EERERRTER
@ * AutoSupportBundle : YtEE$51ZE ~ HESFEMEURAY Trident Protect 2(1%
* AutoSupportBundleSchedule : &2 HzEUREHER

REBERZMER RBAC RERHEMHHNEFIRFITEESHER -

WNEER RBAC WA EIEHE RN G2 EEFIREEEEN » 5528 "Kubernetes RBAC X {4" o
WMERFSIREAIABARAIE N > 55288 "Kubernetes IRFSIRE ST o

6 | EXEMAEERENFEER

BN » —E4EMBE —% cluster BI28 « —4HTIRABM—4E1TIHEE o cluster BEIEEEE TR TER » LUE
T —EIRIE > FTIREREEANTIHEREEES B REEND B4 E R B namespace IER ©

T BusmdEHUESSERENER
BiusaZ=ERELBES N RER - W EAYIEG#H I UEFIELEER

1. B IEBHERTRRZER !

kubectl create ns engineering-ns

2. ZITIHARR I AR ZER
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kubectl create ns marketing-ns

TR 2 | BIURBARFIRS - UWEASESLERTNEREH

2T RS ER % E RS —EERRFIRE - ELERZASEERERERII—ERTIRS » UER RN
;v:ﬂ#_.rl,(z’& SEBHEZEBI DR -

B
1. BITIRBHERIIRTIRS :

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. RITHHEFAERILARTSIRE

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

TR 3 | HEEMRTIRP B —EEE
ARFStR A ZIS AN R ARFIRP EITE 285 - MREBEIRE > AJUERMRLEREL -

ﬁl‘%
1. B IERBIRPRILER

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHIRFIRA R IR ¢



apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

F 8% 4 | 1 —{8 RoleBinding ¥{% » 5% ClusterRole ¥ RHITE ZIS{EFTHIARFS IR A

B 1K Z24E Trident Protect B » & BEIEII—(ETERHAY ClusterRole ¥4 o EaILAE@EINE A RoleBinding ¥
£ > ¥ 1t ClusterRole #E EARTEIRS ©

TR
1. # ClusterRole 487 Z| TI2RRFSIRE

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥ ClusterRole #3E 1 TIHARTENRE -



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

SRR 5 1 RIERER
A ERE S IER -

TR
1. BRI RERETUFNIREZEER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. R I RERAERAFITHER

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

+ % 6 . 5% AppVault ¥4 1ZE0E R
BHITHMNRBEENTIERT SETEEEERFERNERZEE AppVault YR TZEER o

TR

1. B WEA AppVault FIZBEEAHES YAML 1222 > 2T ERETEE AppVault BIHERR o #1140 » AT CR EFEH
E71FH AppVault BIHEPR eng-user :



apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. U EH Role CR > UEREEESAENKT T HHLEMPRHEERIFIVE - g0



apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B EM RoleBinding CR » #ERGIEEIFEAE eng-user © FI40 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. FEDEIRE DI o

a. EFERFIA s =R AppVault ¥ &

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEFZHLUTRABHEL :



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

A AR RS ESMPIRTEA SRR AppVault B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

CREZEEIELUATAENES -

yes

mR

15525 AppVault #EFRAY (B FEZAESE R IRME AppVault ¥ EITRRARENEN SR » I B RREZAEHF
EiEkpvan R ERLSMNIEMEIR - SEILPISEETIERER -
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&RILUEF kube-state-metrics « Prometheus #1 Alertmanager 458 T B3R E1ZEH
Trident Protect {REEBVE RERFEART ©

kube-state-metrics ARFZEZ 1 Kubernetes API i@ ES 1512 o #FH L Trident Protect &5 & 1EMH » Al ARBRIR
B ERERENEREHN ©

Prometheus E—ETEE » AJLUIZEWE kube-state-metrics EANEIE » MR EEIRASNEENEEYHE
&M o kube-state-metrics 1 Prometheus & &1#H » AR HE—TES X IREIZ(REEA Trident Protect BIENE IR
B EEARREFIARRE ©

Alertmanager @—IBARTS » ©RILIZEUL Prometheus ¥ T AR ER » WREMERBIITCEENBEZNE -

BESHHEIHERNEREERLS ; CREREE CHIRIZETE] - ARARSRPBNIE
» R2RUTEAXMG

@ * "kube-state-metrics sRBESC4"
* "Prometheus 3 BESC 4"
* "Alertmanager XX 14"

TER1 ZREETH

E1E Trident Protect FERYAEIREEIE » GHEELEMNRE kube-state-metrics ~ Prometheus # Alertmanager ©
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224t kube-state-metrics
AT LUERS Helm Z28E kube-state-metrics ©

HER
1. #f1% kube-state-metrics Helm chart © 40 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts
helm repo update

2. ¥ Prometheus ServiceMonitor CRD FEFIREEEE -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. & Helm chart BII—E:REMRE (B8 > metrics-config.yaml) o EEILBETUTEAIREURFTEERN
RIE .



metrics-config.yaml : kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. BB EPE Helm chart IREEE kube-state-metrics ° 140 :



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. FAHKER "kube-state-metrics B &R 4" HRYERABECE kube-state-metrics » LAE4 Trident Protect fEFRY
E.Jﬁﬁﬂ’]? 1z o

4t Prometheus

RATLUIRER "Prometheus sRBESC " HRVERBAZEE Prometheus ©

%4 Alertmanager

IREILUZER "Alertmanager X "HHIERBAZ 4L Alertmanager ©

T2 REBETRLUGEEE
ZRERTAR > CRERTCANEERRIRE -

im 354

1. # kube-state-metrics £2 Prometheus ¥4 © 458 Prometheus ECE X1 (prometheus.yaml) MiETig
kube-state-metrics BRFEE M o H40 :

prometheus.yaml : kube-state-metrics fR#5£2 Prometheus F9% &

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- Jjob name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. %7 Prometheus BFEREEHEZE Alertmanager © #R%8 Prometheus 4BREHE (prometheus. yaml > WFTFHELL
—FEER :

10
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prometheus.yaml : FE#HREIXE Alertmanager

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

nlj:l:%

Prometheus IRTERI LA kube-state-metrics USEEISHE » Ai[E) Alertmanager S¥XE%R  IRTEE IR EAE LR
BUE AR EIRAV BRI E ©

ﬁ%ﬁ% 3. i"—g/ \*D TEE’Ji{ﬂ
BEFTIAGR IR » CEEREWLEENNENZEEER » UNREREZZXTHIE o

ZrEf | FHINKRK

WUTEHER T —ERFRER » EH0 BB RIVIKERES Error BFFEREZEER 5 WERE > 52
L3R o MAEILURIEE CHIRIE B ETULE G » WAt YAML #230h5 R BRI =889 “prometheus.yaml 4BRE4E :

rules.yaml : E&H7HKHAY Prometheus £k

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}

for: 5s
labels:

severity: critical
annotations:

summary: "Backup failed"

description: "A backup has failed."

AcE Alertmanager U ERMEXEHMEE

GO LR TE Alertmanager » FEEZmEMEE (HIUNEFEH ~ PagerDuty ~ Microsoft Teams 3 E M@K ARTS
) KB 0 HETE alertmanager. yaml XEFIEEEENECEENA o

T ERIBCE Alertmanager [A Slack 838 35X58%] - EERIFCHIRIZEBTILER] > 551 api url BEBIR
AITIRIERE AR Slack webhook URL :

11
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alertmanager.yaml : [6] Slack $BiE 28X LR
data:

alertmanager.yaml: |
global:

resolve timeout:

5m
route:
receiver: 'slack-notifications'
receivers:
- name:

'slack-notifications'
slack configs:

- api url:

'<your-slack-webhook-url>"
channel:

'#failed-backups—-channel'
send resolved: false

E4 Trident Protect ZEEH
Trident Protect ;:EEIEEES B2 NetApp ZIEEIRAE ANEHNEREE » fINZEIE
=E=MEREXNE « 15 ZMNEEER - MR
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£ CR BIEEMN
HER

1. B BE5]ER (CR) EEREIGHES®A (B~ trident-protect-support-bundle.yaml) ©
2. /RETYIBM -

° metadata.name : (WMEH) LWEFTERNETE ; FATHNIRIREE—([AR—BAERRNELTE -
* spec.triggerType : (WE) BESZROBRINESESERESE - TREL T UTC KEER
12 BEIEAT o AIEE(E !
- BHHE
" FH

° spec.uploadEnabled : (GEH) ZHEASERGEEISTERE LEZE NetApp ML o 1
RKISTE - BIFEES false © AIREMIME ¢

= true
" false (F8z%

° spec.dataWindowStart : (#F) RFC 3339 XM HEIFSE » AEEZEEGTESIER
RE VIS B AARESME - MRARISTE > QTR 24 /KAl » WRILUEENRFEREBHER 7 X
Ay °

YAML &3 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. £ trident-protect-support-bundle.yaml fEZEFIEAFENER > EFCR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fEF CLI B REN

1. L_sz?ﬁ@ H-JTEEJJ@EPE'J{EE#U% iEiREPE']ﬁuﬂ" trlgger type’ /JJEIE_LEDL_LS'Z%@EIE*EF
BERZR8I » HERIUE "Manual '8 “Scheduled ° AR E 4 Manual ©

fBlgn -

13



tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

BRI BREN S BR AR TS B
ERE—ERUXEENE - CONSETHESEET G EEREIAERM o

HER
1. %%F status.generationState ZEZF| Completed kA& o ERIUFERAU TS EIEELE

M

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BZREMHESHINERKAR o LEFTMBY AutoSupport EfFEEEUSHERM S :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

st IR E] "kubectl cp R R AEITE » IFERSHE RS LT EENSKBEER -

4K Trident Protect
RBI LU Trident Protect A4k ERFTARZS » LUK BB IHEES F85R(1E1E ©

* 1 24.10 RRAFHRET » FHREAEAITRVRIRAIAE G R o IERMAEHIERRBIREE (HEim
EFHEEHE) WL - IRRREARPERK > ERIUF BRI IRIBURFRE R
AR ERE o

@ HBRBEEHE - SRAILTEABREIERPIEIRIRHHE - TEARRENRRA - B2 » B8
SERFHRHABFIA B HHZRVIRRESK -

* BRAREEERE > AHRERIRAPIERN Helm chart MIEEGEFEREHNMLERGR

Er > WEREEERIBEET Helm EEHT chart lREHER - MIEEZE » BB AGEHE
Z4E Trident Protect" ©

EEF4R Trident Protect ~ s5H#1T FFILER o

1. ¥ Trident Helm {#77E -

helm repo update

14
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2. 4% Trident Protect CRD

@ WRIEENE 25.06 ZFIHIRRAF 4R » AIEERITIEHER > F%A CRD IREEEFTE Trident
Protect Helm E&R &

a. PITIEE < CRD HEIEREIRY trident-protect-crds YJ#%E] “trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}'
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":

{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. #MITIUTI5LMIBR trident-protect-crds chart BY Helm secret :

@ A7N1ERE Helm ENE “trident-protect-crds’ B3k » EA%E AT SEEMIPRIEHY CRD FM{E{AIHER

ki o

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. ##4k Trident Protect :

helm upgrade trident-protect netapp-trident-protect/trident-protect
--version 100.2510.0 --namespace trident-protect

BRI LUBIBTEA ARG TG —-set logLevel=debug RECEHRIARNBEZEER - 18

() BEZ®EA varn o EEEANIEEEWETHRIEHR - EATHYR NetApp LEAS
B3 > M T B S R E R -
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