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BEMFRERAREL

{&£F3 Trident Protect AppVault ¥4 K SR HTZIF

Trident Protect FY{EFEBEIEE (CR) 87 AppVault ° AppVault ¥4 2 HEF N E
T\ Kubernetes TETZZRT © AppVault CR B REFMEREFE (HlulER ~ RE 18
JRVEZH SnapMirror #85Y) FRFAEERIERE - REEIE S SEE 1L AppVaults ©

EHEARARITERMRERIER - LREFEHTIEEH<TIEIL AppVault CR ° AppVault CR Eit B ITHIRIR
MRER » EAIUSZ ILEE ERYFEHIZREI AppVault CR ©

(D) PR AppVault CR iR ST Trident Protect #988.L - MR AppVault OR T (st i bs
s S FIGRETIER o

5 AppVault E&sEF =S
7E&IL AppVault CR Z Al > s5FEfR AppVault FIGEZNE R B HIE BB IREEN T ERERETEHR

BasE o

Data mover F#ZEZE

ST CR & Trident Protect CLI SM#MEZNERIL AppVault ¥148F » EAILISE Kubernetes Secret » HFE S
FB1? Restic #1 Kopia INZHIEFTZEHE © MNREKRISTE Secret » Trident Protect i B FERZRHE ©

* FE1#EIL AppVault CR K > :51#H spec.dataMoverPasswordSecretRef {15 E &8 ©

* f£/ Trident Protect CLI 23 AppVault #{4+EF > 55/ "--data-mover-password-secret-ref 28I5E &8 ©

BUBHBBRETERRRR

AR U TEFIEII GRS o 17 AppVault Y14 » ERILFETR Trident Protect fEA L Z iR M B KIS ENasH
GEEEITRE °

* REBECERANERBER IR  BRECSZENER T AHNENZEAT o fi0 » REE
BRI Restic > M BAGRAFTE(ER Kopia » BITEIERIL secret RFRE® S Restic FIZRHEAD
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f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

A CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 AT IAM IR

EITMEF Trident Protect 77EY S3 #8A#72 (11 Amazon S3 * Generic S3 "StorageGrid S3"8, "ONTAP S3")
B > CMEERARFMIRENEAEREEEEIHEFIENNERER - UTEE T Trident Protect ZEXFIER
{EREPRAY R B EEH o el LGEILRBERE SR S3 HAMFIFRBRAINERS

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

B8 Amazon S3 REEHIE L EH » sA2R "Amazon S3 X" FRRYEEH o


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

FA5? Amazon S3 (AWS) E&:ERY EKS Pod Identity

Trident Protect 323& EKS Pod Identlty 17 Kopia BRUBRRIR(E o IEIHRERI 2 7EE S3 AT » MEEE
Kubernetes Secret Fif:£7Z AWS 5358

&£/ Trident Protect Y EKS Pod Identity 55>
4% EKS Pod Identity £2 Trident Protect &£ & Z Al » SRR TEIE :

* %8 EKS =RE BRI Pod Identity ©
* KERIEAKE S3 HEFRERRN IAM A& o IFTRARME > 552/ "S3 AT IAM R o
* IAM B &ELTRF) Trident Protect BRI A AERRHH :

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BEFRARKA Pod Identity I A% IAM £ B ELARFSHR P RBAKRYSFAEERER » 5528 "AWS EKS Pod Identity X" o

AppVault 527 1FF EKS Pod Identity BF » 55{FEF "uselAM: true 1Z55:% % AppVault CR » AR RS

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

AppVault EinfRF R HE T BELE G

TEF AppVault CR B » FRIEER IAM BgsE » BDRICHEZ QS FIRMHEXTEERNESR - BRSRIELESR
?Eﬁ’—(%ﬁ'ﬁﬁ o UTREERMENGLIIERELRS - CKRAIUEAUTEARESEZRIRREENRERILIE
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

jBH s3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ HHERA Pod Identity £2 Kopia data mover B9 EKS 1815 » &a] U5 F4
“providerCredentials’ B E% » MiH& “uselAM: true FiEE "s3 8RE FF ©

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:

key: accountKey

name: azure-trident-protect-src-bucket-secret

B S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

R Trident Protect CLI 717 AppVault A9&E 5

TAIAERLUT CLI ss 2 e A3 B ERME T AppVault CR °

* {ER]LUEEIEIS E—1E Kubernetes Secret » EFE S Restic #1 Kopia #FEIMNZMNBE]E
(D B o MNEELE > s52E Data mover HEZEZHE o

* ¥5? S3 AppVault B8R > &R LUER “--proxy-url <ip_address:port>" 2 BUEE 45 E Hih
S3 RERVHOIE URL ©
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

#EF s3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

11



tridentctl-protect create vault OntapS3 <vault-name> \

—--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

F1EM providerConfig.s3 BCESEIE
AZ2RTRUTHE S3 RIHEHARER

2¥ st FA Tas% il
providerCo {£F3 SSL/TLS /&:E58:5 THER "true" ~ "false"
nfig.s3.sk

ipCertvali

dation

providerCo EYFRER S3 iRELAIZE HTTPS @& © true "true" ~ "false"
nfig.s3.se

cure

providerCo I5EHINEREE S3 BY Proxy fAlARE8 URL ° = http://proxy.ex
nfig.s3.pr ample.com:80
oxyURL 80
providerCo IRfHAN SSL/TLS E&sERIETIR CA &R:E e "CN=MyCusto
nfig.s3.ro mCA"

otCA

providerCo ENFE IAM B&s8LATFEY S3 (#7F4E o RN EKS f5:ER true - false
nfig.s3.us Pod Identity °

eIAM

& & AppVault &

fE&AI LAfEA Trident Protect CLI MEME N BB B RAETERE LB AppVault ¥RV E ©
IR
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http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

1. &F& AppVault HFHIAR :

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

HhHlEm
fom - o pomm - e
o +
| CLUSTER | APP | TYPE | NAME
TIMESTAMP |
fomm - to—— = fomm - et ettt
o +

| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o - o o
o +

2. (A1) EEEESEEIRM AppVaultPath » 551 —-show-paths ©
R B7E Trident Protect Helm ZIBIRZRIETE 7 R ERMER » RIKE—FIPHNREREA A - flg

--set clusterName=productionl °

#B& AppVault
1ol LA BERF R bR AppVault ¥4 o



@ 7EMIBR AppVault #3152 B > 5570%88& AppVault CR H#Y “finalizers' £§% o K » BIREGER
AppVault FEEFHPIREER > WEREFELMIER ©

ez Al
AFERIGEMBREMIPREY AppVault FRERBIFR A REBME®R CR o

£ Kubernetes CLI filf& AppVault
1. W& AppVault 115 > #& “appvault-name A ZMIFRHY AppVault Y1527 :

kubectl delete appvault <appvault-name> \

-n trident-protect

&£/ Trident Protect CLI filf& AppVault
1. MIBR AppVault ¥4 » #% “appvault-name 12 ZMIBRAY AppVault ¥)145475E :

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{8/ Trident Protect EEEIEEREDR

EaI LA AR FEATET CR MRHEIR AppVault CR REZEEA Trident Protect BEIERY
FEREI -

#2137 AppVault CR
REEEIL—E AppVault CR > % CR BEHERREXNHITERREEERER » BHi% AppVault CR &ZEAIF

ZHET Trident Protect BIZR 5 I © AppVault CR £ EREHVIRIE ; BRA AppVault CR BYEEf] » s "AppVault
EHEVEN

EERAEN

CEETHEMFA Trident Protect BEIEMEEERER o LAILIEAFENEIEATEIL CR FEH Trident
Protect CLI REZEEIENEARER o
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£/ CR #igrEMARER
HER
1. By BRMERER CR 8% -
a. BT8R (CR) BRULKHESEA (B maria-app.yaml) ©
b. RETHIBM :
* metadata.name : (H) BABRHBITERNGTE - FHLEEEENSE > ARREEER
BHVEM CR IERE2MRILE -

* spec.includedNamespaces : (XE) FRGAERNEREERRIEEERAEXFERNG
LZEMMER - EREXGATENEGSELILEED o ZREZRIEN » ARG ES
EsEmBZEEPHNER

* spec.includedClusterScopedResources : (GER) FRILBMISEEESEEARIES
PR EHEER o B4 ETIRFERIVEAE « iids « SERAIEHRKEEELEER o
* groupVersionKind : (%) IEEREHEZIRI API B¥4H « RRAFNEER o
* labelSelector : (FI3%) KEBRIEHEFEZEHENEIR
* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze : (7F]3%) LItsHEBERR
RERILSTEENERIER > HIMNTE KubeVirt IB1EH » REBZ TS B EREANRL c IETIE
FERRXTREBHAMEEUUBAEBRRLAR c MRRTES true > BIFEAEXTRIERIHKTE
W AITEIREBEARI B AER AL o RBRTES false > BIEABRXN T RREINRTE » BERERAT
EIREBHAERAE - MREIEEERARATETRE EEELS > IS RIEZEE - MRFKIEE
> BIFEFARRNE B 2K Trident Protect HALRE" ©

MRFETEAENEZIBRERIER » IUERNTHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"


trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

+
YAML &34 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. GER) MMEMHERGS > ESHFRLARERENER

> resourceFilter.resourceSelectionCriteria : (EfiE%EE) £/ "Include 8§ "Exclude R S HE
FRTE resourceMatchers FREZRAIE IR o FIZLLT resourceMatchers 2EUUE HZE G SoHHRAVE

i

* resourceFilter.resourceMatchers : resourceMatcher ¥J{FBIFES o {1 R1ELLIET P EHZE
0% » BlEMZE% OR ERLE » SE;THEAAIREAL (group ~ kind ~ version) Z ¥ AND
BHEULHL o

* resourceMatchers[].group : (FJ#) EEFEMEIREHE o
* resourceMatchers[l.kind : (F]#E) EEHEREZRER o
* resourceMatchers[].version : (AJ3#) EEFHENEIRIRZA o

* resourceMatchers[].names : (F]$) ERENEIRRY Kubernetes metadata.name i
TS o

16



* resourceMatchers[].namespaces : (F]#%) EEFEAZEIRR Kubernetes
metadata.name PRV ZEM ©

* resourceMatchers[].labelSelectors : (AJ3%) BT Kubernetes metadata.name il
PERMZEEIZR TR "Kubernetes sREASZH" o Fla0

"trident.netapp.io/os=linux" °

EM®& resourceFilter fl labelSelector [EIRHERE
(D) resourcerilter BT » 241 Labelselector MMM RIS
7 o

fugn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. By RETAIRIGAENNEREN CR%& - EFZ CR - iy :

kubectl apply -f maria-app.yaml

1 ERAUTEAIZ BT ERARARIESR » TRHERPREREIRACIRIEHRHER o SR UERES)
PRS2 E > RS RN AEERARAERETEInRE[NER

B EAEINE « G LUESEERZAREERARATREHEES I URAERRR - BEEAN
REHKSRERAEAE « FIUN7E KubeVirt IRIFH « REBZATEREEZRFRE - MRFHER
7 true ~ RIEMARENEBREERE « WA ERBPEARSAERZERSR - WRRHKS false ~ RIFEA
RAGRREERE - BEZRAREERBHARBRE - MREEAERE - BERARINERTLE ERK
2 AIB BB ZEERE - MRENERER - RIRAREATEE 2K Trident Protect HRAERTE" ©

£/ CLI B EAENR » BEIEEEM > AJUEMA --annotation 258 o
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© BUERARENNERERARGETHNRERE

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

° BUEAERNNREAKERENREUEFIERRFRETS -

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

S LUfER --resource-filter—-include fll ——resource-filter-exclude {Z5ERKIEE
resourceSelectionCriteria B¥4H ~ #&48 - HREK ~ 128 - LG R TEBEFRESCSHHRE
B WRBIFRT

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]1}]"'

{5/ Trident Protect {R:EEFHIET

&e] LUE B B ERER B Eaid /5 TR IR B 10 » LUMREE Trident Protect EI2MIFRA
FEREL -

@ GO LA TE Trident Protect T B FHREFEHARIRA MR RGIERRAMR o A A B REUNE{ER
Trident Protect s2 EE R R4 REE" ©

BIIBERIRR
A ABERT 2 AT R RR IRIR o
@ MRBEBENEREEAENEEZDRAES B > S5 AT EAEARENGRZER > AIELEE
RRESERD © RIBERF -
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f#F3 CR E1II{RR
B ER
1. B B5]ER (CR) #EREIZHEMHAA trident-protect-snapshot-cr.yaml °
2. EEERIUAMERED - REUATEM
° metadata.name : (#1H) ILEHFTERNGHE | AACHNREEE—(AE—BAERNLTE -
° spec.applicationRef : 1/ IREEIFERTZILH Kubernetes %478 ©
° spec.appVaultRef : (IH) EREREBAR GTER) B AppVault %58 o
° spec.reclaimPolicy : (G#£M) THRERE CR MIFREF » REEAY AppArchive BEEMHEIENR o &
BIRZERMER A Retain » REBH MR - BRUEE !
* Retain (FBER)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. 7 trident-protect-snapshot-cr.yaml HEZEFIEAERENER > EACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

£/ CLI EI1RER
1. BIHRER » WRHESRPHEBRATIRIEPENR - fIin :

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIMEEAEN
(EEIA VAR Y R TR o



@ MRBEBENEREEAENEEZDKAES A > 5B T EAEARENGRZER > AIELEE
RRESERD © RIBERF -

ez Al

AR AWS B35 ERVE MHEAFR B UEHERRFFEEITH 3 BIN1FE - MRLIEEBMIEERIIRER > B
RIFPIBEE R -

* ERREER GELRBHRENESEN » A2/ "AWS API XXfF" o
* T AWS BIREERIHAEEN - 5526 "AWS IAM X" o
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£ CR EirfEn
HER
1. B B5]ER (CR) EEIGHEMAS trident-protect-backup-cr.yaml ©

2. EITEIAMERF REUTEM

° metadata.name : (#1H) LWEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.applicationRef : (#F) EHHIIERTEINH Kubernetes 5478 ©
° spec.appVaultRef : (WIH) FEREEHDAEH AppVault &8 o

° spec.dataMover : (EMR) —EF& > IEmZARGEMREENEND IR - AIENE (EOKNE
)

* Restic
* Kopia (TB:R)
° spec.reclaimPolicy : (M) EHRHMNEHBAPEREGEEME - AIFENE !
* Delete
* Retain (FE&R)

° spec.snapshotRef : (FJ3&) @ ZR{FHEMHRIRIVREELHE - MRKREM > AGEILFHH—E
BREFIRER o

YAML E4 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. £ trident-protect-backup-cr.yaml {EZFIEA E#NER > EFCR:

kubectl apply -f trident-protect-backup-cr.yaml

£ CLI Zi D
WER
1. B ) > URIEEPNERSRACIRIERAIE - Fla0 :

21



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

AT LUEERER --full-backup FebRIEERBN S RIEEERD - BRIERT » FREHHDI9AE
EfH7 - FRIRR > BIORERIBEERD - REEREEHNTERD » LEMRTERFNZ
BT ERD » URARZEMFEERER -

SENEDEERE
TERMRBEILHD CR BRI ERRTEER

R L 258A $ELME
protect.trident.netapp.io/full- =&k IEERNEEAIELEHED - /HEA ‘true’n] "false”
backup RISHEBHER - BERREENRTRER

7> LEMRTEHRD ZERITIEEMED > U
AR E MR RAAR R

protect.trident.netapp.io/snaps =& ARFFTEHRBERBIEENRRERM o "60 73 HE"
hot-completion-timeout

protect.trident.netapp.io/volum =& MR & IRERER A] FIARREFR A ST R RIRF [ o "30 3"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum = TR B REBAT A SRR o "5 S3E"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc- =& ERFFRB IR PersistentVolumeClaims ~ "1200" (20 &
bind-timeout-sec (PVC) ##Zl Bound PEEIHERERRE (UF) )

RE) o EBILRERERERM -

BB FHREZ

RERBBEIRERMHERUIRR « BHIMERFERARERN - EALUEES/)\E - BX - SBNESAREIL
REBANE > LRIEE BERENRIETEE o ERILUEAA full-backup-rule sHEZRHHZIFIG B EEN - FBRER
T FRERMHEEIEERN - EFRITEERMUKRERIEER? - AR ERLEERBRNER -

* AT LAEBHE “backupRetention s A # “snapshotRetention’ 38 2 KX EHEREILER
FIREBHIHEAR © #& “snapshotRetention' & A RNMEMHHENE R GRILIRE » (EELR
@ BREYRN » WEEENDTEMEILAMIR o

* MREFEHENEREFARAEEPREARES A > 5B TEAEARENSRZER > AliE
EERRBESERD © RIESERF -
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f£F8 CR BirHE
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-schedule-cr.yaml °

2. EITEIAMERF REUTEM

° metadata.name : (WAH) IEEFTERNETRE ; AATHNIRIERE—(EH—BEEENEE -

° spec.dataMover : (EMR) —EF& > IEnZARGEMEENEND IR - AIERNE (E@2KNE
)

* Restic
* Kopia (TB:R)
° spec.applicationRef | S HIFEATENAY Kubernetes 5478 ©
° spec.appVaultRef : (#3H) FEREHENDAEH AppVault %78 o
° spec.backupRetention : (WiE) ERGWEHREHE - SRNFERILEMAED (ERER) o

° spec.backupReclaimPolicy : (M) REMNREFRDIHAEARRE?D CR B » HBIDEEEMFE
155 o (REHARBE - #HIP—EZWMER - AIENE (BHKNE)

* Retain (FEER)
" Delete
° spec.snapshotRetention : (WH) ERBHRBHE - TRIAFEILEMIRE o

° spec.snapshotReclaimPolicy : (%) REEREHABAMERRER CR B > REBGHEMHEF
o REBHIREB®E - RIB—RIHMER - AIEENE (EDKRNE)
" Retain
* Delete (FEER)
° spec.granularity : BFZEHITRISER o AJRERVELURABRARY AR (L :
* Hourly (BELISTE spec.minute)
* Daily (FEEIEFE spec.minute F spec.hour)
" Weekly (BELIEE spec.minute, spec.hour * spec.dayOfWeek)
EREE (R

* Monthly (EEMRIEE spec.minute, spec.hour ° spec.dayOfMonth)

®" Custom

° spec.dayOfMonth : (EM) HHEEHNITHIAMAR (1-31)  MIRBMAERES Monthly
AR AR o IHESANFBRIURM -

° spec.dayOfWeek : (EFM) BHEREHITHIERZ (0-7) - ER 07 XREHA - MREEE
A Weekly > UL AAATE o ZEHBUF B URME

° spec.hour : (EF) BIEEHITH—XRPBVNE (0-23) - MRKERES Daily © Weekly’
8 ‘Monthly > BULELHE(IZAMEIR o EXMAUFREAIRM o

° spec.minute : (M) BHZEIITRVNEFDIEE (0-59) ° MMRKERTES Hourly
Daily > Weekly" =17 "Monthly 2 BRI AN ETE o ZENBUFHRFEIRMG °



IR HFAZRIEE S YAML :

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-hamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

ZIRIBHAZAVERH) YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. 7 trident-protect-schedule-cr.yaml HEZEFHIEAERENER > EACR:

kubectl apply -f trident-protect-schedule-cr.yaml

B/ CLI B 82
WER
1. B (REHHE » URERPHESRACIRIEPRIEN ° Fia :



@ &AL “tridentctl-protect create schedule --help R E & I < FIFAHEREAE A o

tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
—-—full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

MR R C PR ETE S

o SEEB(DPERE | A --full-backup-rule ZEREHZIEIL ETEMEMD o IS EBRAR
--granularity Daily ° AJHEAY(E :

* Always | SREEEILTEMBMD ©

* BELER | BE—EXZELUERARIEE (FIY > "Monday, Thursday") ° BXE
: Monday ~ Tuesday » Wednesday * Thursday ~ Friday ~ Saturday -~ Sunday °

(D) --rull-vackup-rule MEFEMNEIE « SERSHE -

o (ZRIRHIE | RTE --backup-retention O i=} --snapshot-retention IBEARNREWIE °

SERHIEEERE
TR T EIIHHE CR RrRI AR FAAEERE

25



SR SR $8A FskiE

protect.trident.netapp.io/full- =& IEETEEHEDIAERR - BAIUBEHRTES XK€ FrE
backup-rule Always IFEBTEEHD » RBEWERET HHOAEE

B&T o filyn > INREEREENE > AIE HH)
EHITERAECNERS (Fit -

*"Monday, Thursday") ° BXRHEHI%E

% Bifi— 28— -« 28= - EHM - 251

F -~ BHN~ BHAE - 53R 0 ISR RAEE

2% “granularity’ 2 €43 “Daily’ Y5t 8 —iE(E

}Eﬁ o
protect.trident.netapp.io/snaps & AR EERRIEENRRER o "60 3EE"
hot-completion-timeout
protect.trident.netapp.io/volum = g5 MR & IRERE R P FIARREFR A ST R RIS o "30 D&
e-snapshots-ready-to-use-
timeout
protect.trident.netapp.io/volum = g5 B HR R IREBFT AT RREA o "5 S iE"
e-snapshots-created-timeout
protect.trident.netapp.io/pvc-  F & LEFRA IR PersistentVolumeClaims ~ "1200" (20 &
bind-timeout-sec (PVC) %%l Bound PEEIHERERRE (UF) )

AHEAD) - BBUIRRER TR o

fil B R B
RS TBRENE HZRFEFRE o

1. MUBRELIRERAERARKAVIRER CR ¢

kubectl delete snapshot <snapshot name> -n my-app-namespace

il B 10
M B REOHHR B BRI o

ETRISEIEIRRES Delete » LULMAHERRIRFIEHHER - LLEROTERRTS
(D) rRetain MBRESNERIER - MERKEBETS velete » HIRNERIRREENIEREES
) BEFBIMIS -

1. MUERE R HERAERAYAE CR !

kubectl delete backup <backup name> -n my-app-namespace

26



BERDERBIARS
CRAILME RS L IR EIEEETT « ESTHEERMBVBD RIS

1. RN T BREGERRE » RIERFRESRATIRREFHEN

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXF azure-netapp-files (ANF) {EEHHEDIER

WNRIEE LS Trident Protect » BRI LA azure-netapp-files (#7485 B7E Trident 24.06 Z AR IIHI#IFE
UmE AR BN =B ED B RINAE o IETHAEE A NFSv4 BEIRE » Y B RS (hAB = MhAIZEINER] o

FAtAZ Al

AR TEIE .
s BB &4 Trident Protect ©
* 8B 7E Trident Protect RERE 7 —EEARR - ELETEHRILIERF 2 > ZEBREXNFREDFESZEIPRS] o
* f{RBE1E "azure-netapp-files’ {EAEF R IR TAR EFLER ©
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LSRR E L
1. Y05 ANF HEE &2 7EF4RE! Trident 24.10 ZHIERIIAY » :B7E Trident REITLLTIRIE ¢
a. A8{EEN azure-netapp-files B EFEFRTZNABRANAY PV XA Snapshot B## :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. I EASEREIAY PV EXA Snapshot Bt :

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
YNRARERARERB &R > Trident Protect iREEZEERENINEE - ZINEEERMEEPERLAEEMF
MZER - EEREIER T » FEEASEDA ESRZERERE L — AL RO IR E X/ MR R ERR R

[=]
oo ©

RS

%F&Eﬁﬁ%iﬁai@@{ﬁﬁﬂiﬁ% Trident Protect E{THMNFIER - & PVC tha]HEMERREIANEHIIE

{# M Trident Protect 1EFEAIE

&R LAfERE Trident Protect {EREBE#H(DZRERRER - IRERZEARERNERIIE—E
=5 NIRARRERREZEIR

- BREARENE > FrASZERARARENIITH FRERRAREN—EER - IRFEE

FEBITHF > cEEERIREBEREEHIT -

@ * qtree IR ESTIRIEHNIERE ARV R ERFERIGaHZER o B2 © gtree HIERERZIE
RRRIZREI TR R EBHRGRRZER

. {@EJLX@FHﬁﬁE?&EHEEETEE?%T’E o BERABAR « 52E] FFERE Trident Protect 2[R

B AE" ©
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RENEREITREN SR EM

2 &8 BackupRestore CR {7 EREIAREBIdr % 2K » Trident Protect B1E#TEAR R B PIERERTE
N WAEFRRNWERAREIEIL—ERERARER CR - EEREEREZNERRER » ErIUBIIZEHDIIRE -
R ERESTE ©

* BESERIEEHAEERNAEGREBATEELEHENIERRAMNENER - EEE
@ FEHEOFHNFREER > ARG EHET BEHR TR SREDERIIFNG R/ -
* £/ CR ERFIF T EMEF » M BAFENRTBIZEHEZM » AR BEHR CR ° Trident
Protect {7E{F R CLI B A G BB LM/ ©
FIYAZ Al
(R AWS T {ERS ERHERL YA SUHARR B MU FEHMEAI REFRIBITH s3 BIREX - NRENTEREXLIRNBE
HA ~ (EETTREG LM o
c AR EEREESTHAHARRNEZE » 5528 "AWS AP| X" o
* WNEE AWS BIR/EERGEME » sA2R0 "AWS IAM ST o
E1TfE Kopia (EABRBE T AERBHE - EAJLUEIEE CR I CLI 15EHE » LUE

#l Kopia EFENEFITA - BRIRECERIBMEZE » sA2FE "Kopia sRBE 4" o £
“tridentctl-protect create --help 85 < ABF B RAER Trident Protect CLI 15 E s ENE S EH ©
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fEFA CR
HER
1. B B5]ER (CR) EEIGHEMAS trident-protect-backup-restore-cr.yaml ©

2. EIEEBIRMERT - REUTEME -
° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault RfEEHED AT o el UERU T i< RS HUERRE -

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFEHDAZRH AppVault 5478 o

° spec.namespaceMapping : ERIEENKEMAEME EIZHL TRV o 518 "my-source-
namespace ] “my-destination-namespace i A TIBIE HHIE o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFRBEEFMARNPNELEERETER & FMEEHEFRG > UESTHHFEERE
RBENER

Trident Protect € BEIEE—LER » AATMREEZNERA R o 530 > INRE
HEETRHRAEEBRER » WHTER¥ T —@ pod » Trident Protect th & 18 %R
pod °

° resourceFilter.resourceSelectionCriteria : (EFEME) fEH “Include 5§ "Exclude R 55 HE
FRTE resourceMatchers FREZEMIE IR o FIZLLT resourceMatchers 28U E HZE G SRV E
p

* resourceFilter.resourceMatchers : resourceMatcher ¥){4HIFES o YNRTE L FES  E ZHZ1E
7tE& » ez OR ERE » SETEARIMAL (group ~ kind ~ version) Z[E#% AND
BHEULHL o

* resourceMatchers[].group : (FJ) EEFEAEIRELAE o
* resourceMatchers[].kind : (F[#) EEFEMERIER -

30



* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]%E) EiEEREIRR Kubernetes metadata.name il
FRETE o

* resourceMatchers[].namespaces : (F]#E) EEHEMERR Kubernetes
metadata.name E{IFRYEF B ZER o

* resourceMatchers|[].labelSelectors : (F]J#E) HIRTE Kubernetes metadata.name ##1iL
PESIEREIZRFTH "Kubernetes sREASIE" o 4N :

"trident.netapp.io/os=linux" °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. fF trident-protect-backup-restore-cr.yaml {EZEFIEAIFHENERE > EFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

A CLI
1. BEHERIARNGRZER » Mg S ERPHEBRIRATIRIEPMNE © namespace-mapping 5l
HERE MRV R TR » BRRR R T EHER I ERNEEmA TR > 85

‘sourcel:destl, source2:dest2 o fild :

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>
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EnERRIRea R ZERE
TR BRI B ERER A R ZER o
FtaZ Al

sARETR AWS TERSERHEN B9A MHAPR B U EHERIRFFEHITH s3 BIRIEXE - MRENTERIEEIRES
HA ~ EEPIBEE R -

* FRREERN SR RBHRENESEN  552H "AWS API X" o

* W% AWS EIRRERFEE > 552H "AWS IAM X" o

E{T{EMH Kopia FABRBE T EERHMDR » EoLUEIETE CR RO CLI 5T » LUE
#l Kopia SEFVE ZH1T4 - BRATIECERENE S E » 552/ "Kopia SREASH" © £
“tridentctl-protect create --help 85 < AEVS B RAER Trident Protect CLI 18 EsFENE L EHH ©
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fEFA CR
HER
1. B B5]ER (CR) HEREIGHEMAS trident-protect-backup-ipr-cr.yaml ©

2. EITEIAMERF REUTEM

° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault RfEZEHED AT o el UERU T i< RS HUERRE -

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFEHDAZRH AppVault 5478 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (AI#) MRCRAFEEFEARATNELEERETER - FMEEHEIRMT > UBSTHRHERE
TEHER

Trident Protect & BENEIE—LE R » AATMESEZENERGRN o flt » NREK
BETHASLSEHER > WHTERE T —1@ pod » Trident Protect t1 & 118 xR
pod °

> resourceFilter.resourceSelectionCriteria : (EfEME) FH Include I "Exclude 3R & 5 HE
B&RTE resourceMatchers FEZENEIR o FZ LT resourceMatchers 2B EHZE B S HIGINE

i

* resourceFilter.resourceMatchers : resourceMatcher #){4BIFES o YNR7E L [ES P EHZE
71:? » BlefzZE% OR EHILAD » SEcHEMBIEAL (group ~ kind ~ version) Z ¥ AND
BEUTHL o

* resourceMatchers[].group : (FJ#E) EEFEMEIREHE o

* resourceMatchers[l.kind : (F]#E) EBERERVEREER o

* resourceMatchers[].version : (AJ3%) EEFHENEIRIRZA o

* resourceMatchers[].names : (F]#E) EiEEREIRR Kubernetes metadata.name i

33
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FREYRTE o

* resourceMatchers[].namespaces : (F]i¥) EEFEAEJRH Kubernetes
metadata.name I FRAYER L ZER ©

* resourceMatchers[].labelSelectors : (AJ3%) EJR1E Kubernetes metadata.name il
FRERAZEEIEIIFH "Kubernetes sREASCAE" o FIgN :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7 trident-protect-backup-ipr-cr.yaml FERPIEAERNERE > EFACR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
SER

1. BEMERIIFRBEGRZER » TRAERHNEBRAGIRIEDIE o backup BEERMAER
MEDBTE > BILA <namespace>/<name> © 0 :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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RHENEBERIITENZE
NRRIETEHIRERE « TAURBHERERNENRE -

* B0 Kopia fEABRBE TRRRENE > A LUEET CR FIER CLI 5E=HE >
AP Kopia EENEFH1TA - BRI EEENESEN » 552/ "Kopia SR 4"
@ £/ “tridentctl-protect create --help'an < UEVIS B FAEF Trident Protect CLI {5 EFHENE S
Bl -
* £/ CR ERFer LMK » M BERXFEEILBRGRERM > ABBEEHR CR ° Trident
Protect {27E{FF CLI A @ BENERIIAFRZERM o

a2 Al
sRPERIT G TYFTRIRME

* BfRZEE DL Trident Protect ©
* BIZRET MIFENE R REEMER AppVault FEERERE » BN IEEMEEEZREH -

* #1T “tridentctl-protect get appvaultcontent' SR LB > FEFERASHRIRIZ o] I E 15! AppVault CR HE &4

#FH o MR IRBERE AT BAEBRREER Pod AT Trident Protect CLI ©

* FAREMR AWS TEREERIEN BB AR UM EMRBEBNTHERER - IRENTERFENRSG
HA ~ EEFIREE R -

c BB ERN SR RBIRENESEN  552H "AWS API X" o
° YN%E AWS ER/RERFEE > 552H "AWS XX o

1. {# 3 Trident Protect CLI ¥M#FET0ESEE AppVault CR BB EHENBIEEE L ©

tridentctl-protect get appvault --context <destination cluster name>

@ R BIEEE ERTFE AppVault CR » s5#2ER "(EF Trident Protect AppVault #1438 E 125
FiE" PP ERERILE ©

2. EEBZEE F]H AppVault IEHRRZA » W2 T "appArchivePath B2 RAVHER -

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

--context <destination cluster name>

HUTULE LSRR AppVault YA B RER > BEHERRES « HRNERARENLE « REBECHRER

o

FHEL -
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Fommmmmcrmcrrorrrrcresmeses Fommmmemeseoes +

| CLUSTER | APP | TYPE | NAME

| PATH |

fomm e fomm - fomm - Fom e
o mssessses === e i +

| productionl | wordpress | backup | wordpress-bkup-1|
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2|
08:37:40 (UTC)| backuppath2 |

fomm e fomm - fomm - fom e
Fommmmmcccsseseses e P +

3. f&F3 AppVault HIBEFFERTREAENERE BREE !
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fEFA CR
1. B B5]ER (CR) BEREIGES®RE trident-protect-backup-restore-cr.yaml °
2. EITEITAIEEF  REUTBMY

° metadata.name : (XH) LWEITERNSE ; AATHNRIEEE—(AH—BERENEE o
° spec.appVaultRef . (IE) EFEHDAZRH AppVault 5478 o

° spec.appArchivePath . (#1H) AppVault REFHEHTASHERR - FETR 2 PIESEES
ANA > W E appArchivePath B2 ERMIED o

° spec.namespaceMapping : ER{EENKIFEMAEME B % TRV o 3518 "my-source-
namespace ] “my-destination-namespace & A IBIE PRI E T o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

3. 71 trident-protect-backup-restore-cr.yaml IEEFHIEAEENER > EFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. FRAUTHLMERBRER » TRAEFHNEBBRATIRIEDTIEN - R THMS2H8ERE RS
PREVEN 2R » iR Ra R e FE R B B2 B 22 » 8804 source1:dest1,source2:dest2 ©
fan -

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>



WRIRIEREI R R e % =M

oI UEABIER (CR) #ERUERBEREN  BRIFEMNGATEFRBRERRZTME o BE6ER
SnapshotRestore CR #&RIRIZREIRFAYEn & ZE R » Trident Protect BEF MG Z TR EREREN > I
AEFENEAREARI—ERBRER CR - AEFREZENERRER > EAILURIERHEMD IR » HEILRE
HEAZ o

* SnapshotRestore S5 spec.storageClassMapping B4 > (BEEREHEFIERNFMBEEZE
EEEERERNEERIERA 21 - IREABRIFERARRFERIEN
@ StorageClass ’ BIRRIREF R -
* B/ CR ZREFdn B ZTERR » MBLFHEIBEnHZER » ABRBEHR CR © Trident
Protect {27216/ CLI A @ EENREIIf B ZERM °

ez Al

sAREIR AWS TEFSERAEN B9 MHAPR B A EHERIRFFEHITH s3 BIRIEE - MRENTERIEEIRB
HA ~ EEPIBEE R -

* BB ERN SR RBHRENESEN » 552F "AWS API X" o
* W% AWS EIRRERFEE > 552H "AWS IAM X" o
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fEFA CR
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-snapshot-restore-cr.yaml °

2. TEEERIIEERER  REUT B -
° metadata.name : (#H) ILEHFTERNGHE | AACHNREEE—(AE—BAERNLE -
° spec.appVaultRef . (41E) EFIRBAZRH AppVault $478 o
° spec.appArchivePath : AppVault Rf#EFRIBARABTHIERE o EaJUERMU T i RS !

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping : ER{EENKEMAEEE EIEH L TRV o 5518 "my-source-
namespace ] my-destination-namespace i A TIRIE PRI E T o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FIE) MREAFRBEEFMARNPNELEERETER & FMEEHEFRG > UESTHHFEERE
RBENER

Trident Protect € BEIEE—LER » AATMREEZNERA R o 530 > INRE
HEETRHRAEEBRER » WHTER¥ T —@ pod » Trident Protect th & 18 %R
pod °

° resourceFilter.resourceSelectionCriteria : (EFEME) fEH “Include 5§ "Exclude R 55 HE
FRTE resourceMatchers FREZEMIE IR o FIZLLT resourceMatchers 28U E HZE G SRV E
p

* resourceFilter.resourceMatchers : resourceMatcher ¥){4HIFES o YNRTE L FES  E ZHZ1E
7tE& » ez OR ERE » SETEARIMAL (group ~ kind ~ version) Z[E#% AND
BHEULHL o

* resourceMatchers[].group : (FJ) EEFEAEIRELAE o
* resourceMatchers[].kind : (F[#) EEFEMERIER -



* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]%E) EiEEREIRR Kubernetes metadata.name il
FRETE o

* resourceMatchers[].namespaces : (F]#E) EEHEMERR Kubernetes
metadata.name E{IFRYEF B ZER o

* resourceMatchers|[].labelSelectors : (F]J#E) HIRTE Kubernetes metadata.name ##1iL
PESIEREIZRFTH "Kubernetes sREASIE" o 4N :

"trident.netapp.io/os=linux" °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7f trident-protect-snapshot-restore-cr.yaml {EZEFIEAFENER > EFCR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

A CLI
1. BRBEZERZARNGRZER » TiERPNESRAIRIBERNE o

° snapshot " 5|BERAMBEMIIRELTE » BXA <namespace>/<name> °

° namespace-mapping 28EHERDIRIMRER > R RmAEMEHEDERNBEIEREZT
RS-, sourcel:destl, source2:dest2 °

fgn
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

WRIRIERERadr R 2=
R LABBR A IRIRE IR E IR taen 2 2= o
MREHEAENEAZSERLER > BELa TP EFERSN PVC » AIRIBEREE (B
@ e mthiEREERIIFGRRER) BREEEBEF - FIAERNERERE S HENER

MmA S @ EREEEESK - FERFHERABRRER » FARE 26.02 HESHR
ARLUEEILLRRE o

FIsEZ Al

FRREIR AWS TEPSESHER YA RHAPR B A FEHERIRFFEHITH s3 BIRIEE - MRENTERIEEIRRES
HA ~ 1RERIBEG R

c BRI EER S HBRRNELEN » B2/ "AWS API (& o
* YN%E AWS EIR/EBEFEAER > 5528 "AWS IAM X" o
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fEFA CR
HER
1. B B5]ER (CR) EREIGHEMAS trident-protect-snapshot-ipr-cr.yaml ©

2. TEEERIIEERER  REUT B -
° metadata.name : (¥IH) WWEFTHRNGHE ; FAENRIFEE—(AH—BHERRZNELME -
° spec.appVaultRef . (41E) EFIRBAZRH AppVault $478 o
° spec.appArchivePath : AppVault AfEFREBABRIERE o el UERAMU TSRS HRULEE ¢

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (FIE) MREAFRBEEFMARNPNELERETER & FMEEEFRG > UESTHHFEERE
RBENER

Trident Protect @ BEERE—LER ' AATMRCEZENERARE o 50 > MNRE
BETRHASERER » WHTERH T —1@ pod > Trident Protect th & {18 % Bk
pod °

° resourceFilter.resourceSelectionCriteria : (EfENE) FH Include I "Exclude R B = o HF
FRTE resourceMatchers FEZRAIE R o FELLT resourceMatchers 28 UE R EE S EHRHE

g

* resourceFilter.resourceMatchers : resourceMatcher YIRS o ANRIELEFEYHE &R ZE
71:? » AEMIZ % OR EHUTE > B{ETEAAIMENAL (group ~ kind ~ version) ZfE#& AND
BHEULHL o

* resourceMatchers[].group : (FJi%) EEFEAEIRELAE o
* resourceMatchers[].kind : (F[#) EEFEMNERIER -
* resourceMatchers[].version : (F]J#) EEFEMEIRIRZA o

* resourceMatchers[].names : (F]#) EiEBEEIRR Kubernetes metadata.name ##fiL
Y5 HE o

* resourceMatchers[].namespaces : (AJ#) EEFEAERHY Kubernetes
metadata.name 1R RS ZER o
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* resourceMatchers|[].labelSelectors : (F]J#E) HIRTE Kubernetes metadata.name &1L
PESEEEIZRTE "Kubernetes sREASZE" o HI4N :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7f trident-protect-snapshot-ipr-cr.yaml {2ZFIEAIFHENERE » EACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
il\%
1. BRBIEREIFRESRZER » Wi A ERPNESRAKIRBERNER - FIa

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
-n <application namespace>

BEZREEIIRE
TCRILME RS L IIRIBEIEEETT « ETHHBERMBVERIFEINRRE

1. RN T LBRERERIRE » RAERPONEBRATIRIERNEN
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EFEM Trident Protect J2[E5E
eI F AR « R TR ENGREEIESEMERTERETEREE » LUREEIEE

BREMBHEBEEEIARE % EEERMNRE

TERNAEZEEELRE - Bt EEPRERNZES ERRn % E P REMTREAERN KR
EREPEFAEEB ML EMPAFENRRIGGEESRNE - MEMEFENRRIERIEREBERUNEGR
Ren R ERPE  EFER BRte % ER PR SEERERIRIT R E -

WMRE(FER Red Hat OpenShift > 5EF52F R ZERIFFEARTE OpenShift IRIZHRIEASRIER - &
()  sZrEm@ERREERN Pod 18 OpensShitt £2 F TR (SCC) ERMABREMRMZ M
OB - WATRIRRISIZIILE - MBESHEH - BB Openshitt 22 b F ARSI ©

TRILUEBERITERSBIEEBIZEZAIRE Kubernetes IRIFEH
RESTORE SKIP NAMESPACE ANNOTATIONS > ZRBiLE BiRapa =M ERRER o il :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

HITERNBIEBE(EER > restoreSkipNamespaceAnnotations

@ restoreSkipNamespaceLabels HFISEMN e EEZREMIRHRA SRS EBEF
FEPHERR o FBRRTEVIIE Helm ZEHAMACEELERTE - EERAER « 552H "wEH M
Trident Protect Helm Chart 587" °

yﬂ%@ﬁﬁﬁ Helm #HA —-—-Ccreate—-namespace *%%ﬁﬁ%?%fﬁ%ﬁ*iﬁ > BE ¥ name E%ﬁ?ﬁﬁﬁ%ﬁ
I o TER AR EIBTZP > Trident Protect EAFLLIREAER T B It anB 2= > BUNRKIRHVEEKIRGRS
ZEREETT > MEREENA BNt AZERE - MRILERRRGLEEAER > EREENI BrtamnszE
RAT AR o

L]

UTEMRR T KRR EBMEReRER » EfZBEEATERGEENIRE - KBS RFNEBEGS
ZEFEIBIARRE » U EE B R P2 NESHEER

HERNBHEREIEEZA
TERART BRI BIEZE IR Z A G 3R % =M B 1R en % AR -
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CEEZES B2 EE

maEM ns-1 (3R * annotation.one/key: lupdatedvalue * environment=production
) * annotation.two/key: true] * BRE=hipaa

* %fE=ns-1
maEEns-2 (B * annotation.one/key: Ttrue] * AB-ENE
=)

* annotation.three/key: false]

BRIFER

TRER T ERNHEEBEEREN B RH AR - —LERERHN > —LEREWEE > W H name 17
BEEMUCLE B RanRZzER -

GEEZRS T EEa:i T
A ZER ns-2 (B * annotation.one/key: Tupdatedvalue] * %fB=ns-2
) * annotation.two/key: ltruel * &M% =hipaa
* annotation.three/key: [false] * environment=production
* AB=ERE
SRR

A ENERAA ] AR B R FEE RV ELthRIL -

EF RS

It “spec.storageClassMapping’ B4 E#& T RFEAREXPIFHEFEN DI B ERE LR HEENREEE - 1/
FERRENER I AE FRIHEFHERNEE 2B » B E BackupRestore IR{EIIETZEIRET » Al AERLLEM o

i hTI I
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"

- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

XIRBIEERE
EFH RGP ARKERBITABSHRTMR - IREAERPERTEER > RAARERTERE -
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52 Lt 09 HREE
protect.trident.ne &5 BRBEBRMEATFLENEREE (UMREM) - "300"
tapp.io/data-

mover-timeout-
sec

protect.trident.ne g Kopia PIZSRERAIA/NEFR (I MB B Efi) o "1000"
tapp.io/kopia-
content-cache-

size-limit-mb

protect.trident.ne & LALLM PersistentVolumeClaims (PVC) "1200" (20 iE
tapp.io/pvc-bind- % Bound BB R (UFAEND) - BBIt )

timeout-sec BRI 2R - BEMNFTAER CR 53

(BackupRestore * BackuplnplaceRestore » Snapsho
tRestore + SnapshotinplaceRestore) o MREAIFETF
BhNEEERREESHRA  AEAESE

{5 NetApp SnapMirror #1 Trident Protect £ & fE HFE(

&M Trident Protect > {&AILAFIF NetApp SnapMirror $TAYIERI S HE RINEE » G ERIF
FEAEREAEER—AFERHEENIS—(EHEFRR  BERedR—E=ERNEEEARE
=l

RN A EBEFRAREN A EMERNTRER

TEBRAIZ SRR > B iR SRR BRI R S S Rm 2 SR PRI RART © SRR
2R (E B Ayt 2 =R R R MBS IR R Y » MO AE e B IR SR B LT A 7R
R 2RO o fEAFER B Hte 2 R B S BRI R o

WRE(FEF Red Hat OpenShift > 557524 B ot ZERIFFAETE OpenShift IRIZAHFRIEASRIER o &
() mEmsmAIREERR Pod M1E Openshift €2 F TR (SCC) EHMVEMMBAZ M
EOE - 1 AESIRIRRI M VAR E - (BB SEH - 809 Openshift 22 L XA -

TR LUEBTE P TIE RS IEERIREZATRE Kubernetes IRIFEAEL
RESTORE SKIP NAMESPACE ANNOTATIONS ’ 2RBplEBiEamaZEMP IS EFERER o Fu

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_k
ey to skip 2>}" \

-—-reuse-values

HITER R EBE(EER > restoreSkipNamespaceAnnotations

@ restoreSkipNamespaceLabels FIEEMN I % ERFRENEHDBENE RN SR E(E
FEPBERR o FBMERTEVIA Helm ZEAERCEELRTE - BRRAARRE 520 "SEHit
Trident Protect Helm Chart 327" °
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WRIEER Helm WA --create-namespace {Zm 28 T HRKFERAREN » BIEH name EHBEITIFIRE
12 o EERNAEREBIZT > Trident Protect S ILIZEE R Byt a2 2R > BMNRKRIVEEIRM S
TRIER > AIEREEHABNSZTRE - MRILERARRHBEBMAER - A EERE Bt REE
R AMIERIEE o

gl

LT sfIRER T KRR R ZEME R ZzER > ©fSBAATREERNRE - HAIUEERFIRBES%
ZEFEIBIARRE » URsERNR BT B R R P2 NESHEER

EERNBHBEIEEZA
TRAAT ERNBEBE IR Z A G 3Rer % ZE M B 1R en % ZERERTAARS -

A ZEfE S EE
mfZEf ns-1 (3K * annotation.one/key: lupdatedvalue] * environment=production
) * annotation.two/key: [true] * BRE=hipaa

* %ME=ns-1
maZEfns2 (B * annotation.one/key: [truel * AB=ERNE
%)

* annotation.three/key: [false]

BIRIEER

TRER T ERNHFEBERREN B IR AR - —LERERHNN > —EREWEE > X H name 17
BEEMAUTCE ERan =R -

CEEZRAE E2a: L
maEB ns-2 (B * annotation.one/key: lupdatedvalue] * %fE=ns-2
Gisl
) * annotation.two/key: [true] * &M% =hipaa
* annotation.three/key: falsel * environment=production
* BE=EHE
@ ISR LAERRE Trident Protect 7E BRMREFE AR RIRIRRASIER R o "R ABRBIFI(ER
Trident Protect SR EIERRHRAE" ©

BRI & R FRARI RV TG
578 AppMirror RIRREMEFIZEES > EiEEBHR AR CRZEBANTHTAMNERETS o

© WSS > JITHFEEIRRREEREIBIRERE - CERFHENEL - WESBR > JiTHF
R EREARERS » WERITEFERHRIERET o

* EkERPHRAERTBET 0 BRAEN LAAARANNTHFHSIWBZE - ERREAENERBRE
FAREIRT » BEERITHFiS R ARMIERIATG LEE#AT o
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EERABEHITE > 5520 "E1F Trident Protect #17#15" o

BRIUERRRR
EIERRRS R THIER :

* 3%$Z Trident Protect IHIZFERRERNRRIIER (SIEEBEILH Kubernetes BRUKEBREXSEHIEE
AR RE & IRER)
« BHERTEHHE (815 Kubernetes BIEM RIFE M HMIEEEE)

* R EHIR Snapshot FIRFRS

1. ERREE L BRRRAREINEIL—E AppVault © IRIZIEAVHZFMHER > 182k "AppVault BETEIR" 89
EHILUBRISRIRIR
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£/ CR &1L AppVault
a. BiHFTER (CR) EREIUKHGB®A (B~ trident-protect-appvault-primary-

source. yaml) °
b. FRETFIEBM
. metadata.name . (WMEH) AppVault BFTEIRI%HE © 5850 NMEEZENSTE » RAERERERRR
THVE M CR B g 5| FALLE -

* spec.providerConfig : (KE) fEFERIEERM %THYAppVault FraEfuARRE - 1Ei2
bucketName Ui HEFTEAVTMEMFMAEN o A TIREIENE » AAEREREN
Hith CR ERZ2REL(E - FEMBHEER AppVault CR &4l » 5H2R "AppVault B5TE
IR o

* spec.providerCredentials : (Required) {#7ZEAIEEIRMEZFE AppVault FrEEIEIREE
8Eo

* spec.providerCredentials.valueFromSecret : (Required) R /EEEEKEEHE o
* key: (IE) ERPERNARER
* name . (WE) BFULBNAIER secret & o MBI E—E namespace H °

* spec.providerCredentials.secretAccessKey : (WE) ANEEIRHENFERE
& o name fEEL spec.providerCredentials.valueFromSecret.name 87 ©

* spec.providerType : (#WEH) HEEBKDARTFSE ; 140 > NetApp ONTAP S3 ~ B S3
+ Google Cloud ¥ Microsoft Azure ° AJ3%E(H :

= aws
= azure
" gcp
= generic-s3
= ontap-s3
= storagegrid-s3
C. Tf trident-protect-appvault-primary-source.yaml F8ZHIEAEERNE%E > EF CR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

M CLI #1L AppVault
a. J2137 AppVault » TRHESFEHHEBIRATIRIEPHEN !

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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2. ERREE L - BURFEARLCR:

£ CR ZiZKREEAER
a. BV BFTER (CR) BELZHHEG®HA (FIU0 v trident-protect-app-source.yaml) ©

b. RETIELE :

* metadata.name : (1) FERRERBIERNGE o A FEEENSTE » AAESREFT
EHEM CR EZEZ5|AHLILE -

* spec.includedNamespaces .| (WE) @M RERABERNES o FRGREMRE

b AT B M (5 FRAR R ARV er R ZERVERE 0 LUSE RS S R R FEENER © &
RRnRERHAABESTEIETF -

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. £ trident-protect-app-source.yaml {&ZFIEAFHENER > EFACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B ZKREATER
a. B ARFERRED o Fin ¢

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

3. (FIE) ERREEL > WRFRARINETRE - WREBRRAFEREE L RBAENER - MRBUAL
T AIREEH T —RIHRIET > UENISRMIVIRIE - SRZIRFERIR > F2R "EIETRE

o

4. ERFEHREL BUERHHECR:
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BRT THRMEVEHEZ SN - BRI —(EER/NE A RRIHE » TR FREHRER 7R U
BEHE ONTAP &7 R —EEAIIRE - ERAIURFRREBEZAA 7 X BFRE
AR LURIRERERNRETER] °

YNRBEMRER - RIFAIUIERBERRETRS 7 ROVEEIRIE o B ARILUNIRE
BT IRENE » ARSI GEHE ERRBLIRFMINEE - MAZFIEER o

MREAEANRAHEENAMRNEREER » AIFREZEMIHE -
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M CR BiI#EFHHZ
a. BRFRAREARIUERHRE

.. B BETER (CR) #ERIKHEMBE (FI% - trident-protect-schedule.yaml) ©
i. 3BE 5N :

* metadata.name : (H) BIEEFTERRLTE o

* spec.appVaultRef . (18) IL{EXEHRIRERIZEIH AppVault metadata.name i

AR o
* spec.applicationRef . (#1H) IL{EXBHZFEEATEIN CR BY metadata.name H#1i4H
o

* spec.backupRetention : (#38) I AWMEE » HEXKERA O
* spec.enabled : HERTES true °

* spec.granularity : %ZERES Custom ©

* spec.recurrenceRule : £#& UTC BRI HEBFIEERIR o

* spec.snapshotRetention : /B R ES 2 ©

YAML &3

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. 7 trident-protect-schedule.yaml {EZEFIEAIFENER > EFACR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace



fEF CLI BB RHHE
a. BUERHE » URHERFRERRACIRIEFNENR -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\NnRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app nhamespace>

S EEfZEE L » B —ESRERIRESE LERM AppVault CR HHRIFIAREATZ AppVault CR » G H e
%% (B9 > trident-protect-appvault-primary-destination.yaml) ©

6. EACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. ZERRE LA BRERAENEIBR AppVault CR o RIREMEFMARER - 1802 "AppVault BETER" H
AYEEHILUERRIGRIRIR

a. BV BFIER (CR) BEILZFHEG®HA (FIU v trident-protect-appvault-secondary-

destination.yaml) °
b. SR THIBN :

* metadata.name : (W1H) AppVault BFTERETE © 50 FMEEEZENSTE » AAESEMEN
Hfth CR g 5| HILE -

* spec.providerConfig : (KE) EFERIEEIRMEZE AppVault FTEERI4AERS © EE1E—(E
‘bucketName' W12 1t %Fﬁ SRR E EEARE R o sAs0 MIGEEENE > l*—i’:?ﬁ%%ﬁ@ﬁﬁ =Ry E Ath
CR IERGZRIELEE - sA2E" AppVault BT & R"UESE IR HER AppVault CR &3 °

* spec.providerCredentials : (Required) #FEERIETEIRHEZE AppVault FTENEARES

* spec.providerCredentials.valueFromSecret : (Required) R /&S EEKEEHE o
* key: (IE) ERPENNERER
* name | (H) SIS ULENALER secret 258 o MBI E—1E namespace A ©

* spec.providerCredentials.secretAccessKey : (WME) HAREFEEUREENZEEE - name
FEEd spec.providerCredentials.valueFromSecret.name 77 ©
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* spec.providerType : (#WE) HEEBHIRTSH 5 B0 > NetApp ONTAP S3 ~ #&F S3 ~ Google
Cloud B{ Microsoft Azure o F]#5E(H :

= aws

= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. £ trident-protect-appvault-secondary-destination.yaml f2ZFIEAEENER > EF
CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. 1T B1Z%E I  #1I AppMirrorRelationship CR f&2E o

fEF CR B > 57T ER CR ZAIFEZE L BRIMan R ZER o Trident Protect {£7£{EMA CLI KA
EBEFRIUMBER -
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£/ CR ##1I AppMirrorRelationship
a. L.Lﬁﬂﬁﬁ (CR) HEZEUKHG®HA (HIU0 -~ trident-protect-relationship.yaml
)

b. RETHIEM :

* metadata.name: (#41E) AppMirrorRelationship Bi]&ERAIETE ©

* spec.destinationAppVaultRef : (WE) IHEXEEBEERE FEHIZREBERA AppVault &
TARRT o

* spec.namespaceMapping : (#F) BiEdmEEAKREGRLTENEEEEERRBRER CR
hEZNERER G RZEREAER o

* spec.sourceAppVaultRef : (Required) IHEXBEIRERTZERA AppVault ZIBFERT
* spec.sourceApplicationName : (%) ILEXBELEEERFEEAER CR hEEMNAIRME

B BBATT -
* spec.sourceApplicationUID : (#E) IHEXEREERFEEAER CR PEENKIEER
29 UID 4875

* spec.storageClassName : (Ef) FEERE LB HFENNRE o FENNBEEEH
;ﬁﬁfﬁiﬁﬁ%m ONTAP f#7F VM ° MR KIREFEFEER - AITER S FREE LNTERHEFE
Il o

* spec.recurrenceRule : % UTC BFEAIBHLE HEBFIEERIR o
YAML %5l

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2
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C. £ trident-protect-relationship.yaml HEZHIEAERENER > EFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI Z1I AppMirrorRelationship
a. #IMEF AppMirrorRelationship ¥4 » #1ESRPREBHRATIRIEPIER :

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
——source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (FIE) EEREEL - BEERMFRIIARAENAAAS :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

WEERERMESE

A3 Trident Protect > SR LISHERNERREASHBEEAMEE - KLEFEFLERRGF > LEEARER
EEMEE R E o NRRFHE LAEARENNIETEE > Trident Protect FE{ZLEZERRE o

1. EBEFEE L > 458 AppMirrorRelationship CR 1% (fI#1 > trident-protect-relationship.yaml
) > Wi spec.desiredState FIEE T4 Promoted ©

2. f#FZ CRIEE °
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3. EMCR:
kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (%) EREEBRAEIN_ LRIMEBNEMREDRE
o (FIE) BERRRARRAEMARE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

BRI REEEINER R

ENMRZFESEMBUERRG - MITENRTFER - RIEKRFEBREXNEHSRITHHERER - MEXN
i FRITHRAEIFMAERNSERERISE

SRR AT BRI 2 A1 1L B SR L R FTER o
()  wememrsA B ERRRROEMENEES -

18/ ERRRE L > BURREARNRE - ERABICRFERENRMEE

2. (£B1EEE > #REE AppMirrorRelationship CR 82 (f54 > trident-protect-relationship.yaml
) A% spec.desiredState FIEEIE A Established ©

3. 7 CRIEZE -
4. EFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MR BRMERSE FEY T EMREFERFERFEZNEAERN » FREBER - ERARENEHEES
SHHIRERIRRMK -

REEHEY BB HEBENERRE

ECHREERNENEARETRAEDE  BREARARSERKFEAREN » MRREAEARELBERE
R - MIEES AR Y B R AE MRS ER R RS o

1. TR B1REE L > MIkk AppMirrorRelationship CR ° S EIREREERRRRE - MIRMBEFRE LD
BEfAIFRZELNZ - SHREMIFR

2. BRR R AINEIRAFN CR EXRERIIMERESE » LUZIERRRRE
3. HEMRHMBR (RiaKRRSE) ECE 7 MfE AppVault CR °
4. EHERIEE LRIERRG > TRERMME -
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REERAEAERAE

EREERGEE - Trident Protect Ei$EARZNZ EBMHEE R « AREEEREIFRGRRHETE
I o Trident Protect E{FIERIFEAIED « LERHBEEENMEARENZA - RERHEREB/M o

EERER T @ CEESSASRRI BRI

g
1. fERIERE L - BIURIEIRE :
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3 CR ZILRAEIRR
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :
I BIB;TER (CR) HERLEHSGHRE (B0~ trident-protect-

shutdownsnapshot.yaml) ©
ii. 3BETFIEBMY :
* metadata.name : () BETERINATE o
* spec.AppVaultRef : (Required) IL{EX/BEIZKIERERATZINAY AppVault metadata.name

TROAIAETRT o

* spec.ApplicationRef . (WEH) IL{EXEEIEERAIZER CR 1B/ metadata.name 1
AR ©
YAML #4 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. £ trident-protect-shutdownsnapshot.yaml t§ZHIEAEHENER > EFACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI ZIIRAtRIRIR
a. BIURAIRER > WRERPREZRACIRIEFRINER - HIi0

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app_ to snapshot> -n
<application namespace>
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N

- ERFEEE E o B Snapshot 5ER % » EXISFREAE Snapshot BYAKRE :

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

w

- ERREE E > FEAUTHL S shutdownsnapshot.status.appArchivePath FI1E » MECERHEZEEREH
RE—In (MWBAELALE ; SRRE—ERBEZENAERS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

jsonpath="'{.status.appArchivePath}"'

N

- B BRI RREENTAIERE - WETUTEE !

@ EHEERBIENT R 2 P > & spec.promotedSnapshot BB STE
AppMirrorRelationship CR 1§27 » W HEREATELENTER 3 PciriIERLHE o

)]

- & [RAEMFY BRHERENERRER PRATRAENRT T o
- TEA R IREE LR AR REERHE

»

SR
HRREER » FEELTENE :
* HEBIRERIZIA Kubernetes EiREITIRE o
* FEIEMRERIZRA Kubernetes BIE (1R5 PVC f PV) » B IERIARKEREBIZRM Pod ©
* 7£ pod FAFAE » EHEHATEI Volume EITIRIBIIEITIES ©
* SnapMirror BE{Z B HEf > £ B R EEREZEEFIFEITER/ BA ©

* ZMEARRIIA Kubernetes BIRZEERARARTARERFIZR » EANEERAKREAEX AR E SR

* ERELUBRIISREMNEIL
REERENRHBEIEERIARRESE
fiEF3 Trident Protect > {ERATLIEBU T I BREREERFEERBR HEER) - FLLITIERAES B TIRER
gﬁgﬁ%ﬁr’:ﬂ » Trident Protect BEREER A RZA] > RFAERAREAEEER (ENRY) LRGERFREMARE
T o
IR FIE B e A S EE B pMBIBIARYS - MH KR T

* EEPEEIBARRERLA o

* RMEMETERRE

(D)  FEREESnERRSEE  RAESRRESHENRFIIEAD KRN -
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* REERAR o
il‘%
1. ITREEREAY EFHEBERERARIDR
2. Y kEERRENER AP
MRS R R (A
WRTLABER MU PR E R R % - MIFRERRENERRGRE » REEMERILBINERRER - efZEREEFAH

Bk

TR
1. EERTBZEEE L - MR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

£ Trident Protect BIEEATED,

gﬂu‘@i@iﬁ)ﬁﬁﬁﬁﬂ » e BB RAENSREAEABR AT ENGEEFE
I| o

@ BREARENE > FIEAZERARENLKENNTH FHSHERAEN LR - MREFEERR
HITHF > EERERIRFRETEFNT -

i B RIEE

HEHETIEMNTHEMREREE - LIUBBIITIRENRNDEEBRIFE -

R E—
EEREARNELIA—EEE « BRURBREG - ARBEREENR—ERE o
1. ST AR A — TR E :

a. "ERITIRER".

b. "I,
2 A& RBCEINERBESEN  SUTTFIEH—E :

a. "{EARRIEEEAY.

b. "B RIE R

BRI TERIRE

EEREARENENIS—EZEE BITEREER) » FAEREEELEIUEDR  ABRBEHENERIS—EZE
£ - BRBZEEE LB L Trident Protect ©
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() AILUER "SnapMirror H4" TE RIS > R MAE RS -

T

1. "R

2. BREREE LERECHHNYHHEFRA AppVault CR o
3. ZEEEE L » "EHFIMEER"

e ARV —E# TR BB 5 —EfEEF SR
TRILEER BHIERE B RFEEE  REAENE —ERFERBBE S —Ef#EFER
N (FEEER CR FRIKER)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S$S{sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR Z[RIRER
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-snapshot-restore-cr.yaml °

2. EIEEBIRMERT - REUTEME -
° metadata.name : (#1H) LLEHFTERNGHE ;| FACHNIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault AfEFRIBABHIRRE o a]LUEAMU Fir < RS HRULEEE ¢

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFIREBAZRH AppVault %478 o

° spec.namespaceMapping : BR{EENRFinHZERE B 1R = RAVERE o 554 "my-source-
namespace ] “my-destination-namespace i A TIBIE HHIE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (ER) MRECEEEEEZEFNEABANELER » FHMEHERT - eI THRELAERE
RBENER

frsem

> resourceFilter.resourceSelectionCriteria : (EfiEEE) £ include or exclude B & S HRTE
resourceMatchers PEZRIIE IR o FIELL T resourceMatchers 2EUUERE O S BHENER -

* resourceFilter.resourceMatchers : resourceMatcher ¥J{4B9PES| o YNRIELLFES P EHZE
Tl:? » BjEMZ E% OR ERIE » SETHEABIFEAL (group ~ kind ~ version) Z ¥ AND
EHUE o

* resourceMatchers[].group : (FJ#E) EEFEMEREA
* resourceMatchers[l.kind : (FA]%E) EEFENERLEDR o
* resourceMatchers[].version : (A]3%) EENEMNZIRIRZS o

* resourceMatchers[].names : (F]iE) Ei@EAEIRRY Kubernetes metadata.name ##1iL
TS o

* resourceMatchers[].namespaces : (F]#%) EEFEAZEIRRN Kubernetes
metadata.name I FAIER 2R o

O]
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* resourceMatchers[].labelSelectors : (FJ#E) HJRIE Kubernetes metadata.name ##1iL

hEZMIEEEEIZEIRRFEH "Kubernetes sREASZE" o i :

"trident.netapp.io/os=linux" °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. f trident-protect-snapshot-restore-cr.yaml HEZEHIEAFENER > EFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£ CLI 2R IRE
&u B
1. BRBEZERZIARNGRZER » YRR ESRATIRIBERNE o

° snapshot " 5|B{EA B EEMIRELTE > XA <namespace>/<name> ©

° namespace-mapping 28EHERDIRIMRER » R EmAEMEHEEDERNBEIERHZT
> #% sourcel :destl, source2:dest2°

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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E1E Trident Protect #1715

JITHFE—REBTIRE  EIURHEEEAETERAREANEREZEIR(F—EET -
HIgn > MREE—EENERAREL » BIATUERRITH FERIIRIBZAEEREER
BEE > WERRBTABNEST - EURARARIREN—2IE -

HITHMAYEREY
Trident Protect 1B FATERTH TR > BUAREMEHITRIE |

* [REERD
* RERER
* finE
* BNk
* BRE
* WEEBR

HMATIER
PITERHREERR > AITHIOSHEIRIBUTIEFZE !
1. (RSB RN BTRIRFRITH FE STEAERMN A R LET - MRMEI T ETERRENBTTRIR N F
BEEHFEREZRNATIEFEE AR EARE
2. WNSRIER > ERRRGRE o "RABMUNFEIGEA Trident Protect SREIERERMRAE" ©
3. BUTERHREIEE o
4. MRERA > ARRERENIERRS
S EEEAR BT RIRFHITH FH SRS R LET - EUMBINETEERHENBIRIFENT
BELENFERFRIAITIER A RENEAEE -

WMRCEIIZEMEEHRENRNITIF (FI5 > RREEF) - AEENFIRITIEFEARSE - B2 - FREE
HWFRNTIEFZ B RER © A0 - UTRESFIAREEE N FRERRRAITIER

1. BRTIRIRRI#F

2. YITIRIR R H

3. BUTHDATH

4. PITHM R

()  tEFEAEERR T REREE RBHERE o

FEEREPRAR T FNAZA > SFHO B EETRR o MR LUER kubectl exec' 5<%
@ EMRAFELERN A - FEERIBEPRANTHFE » SFASEERRBNGED - LEREFIN—
M - MAILGRERRENEREIERR R ZER - BRRIRHER - ARASEARE -
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@ NRIREBRIMITEFHIE « EEHMIPR Kubernetes BIR > BIEEEE R B SERBHERD UK
HAREEREET ©

B BE T iTHNI E 2R A
EREIE AR NI TH FR EE BT %R o

* MITH AR RISCHERMITENE o SF2RITHSIRI U2 RBE—EE<HS

* Trident Protect ERM1TH#FER I LART T shell AR IUARR ©

* FESHBEANREIA 96KB ©

* Trident Protect £ FAF1 THMNA M RIABRHME 4R F ER P LE B B AR IRER ~ RN SURIRIEE o
BRI FREEREEET2EAEMMHERERNINGE - ALItERZIGRESAERBET

@ BATSFROFITIRRE o WIRICRREN T — (BB RN I TH FRVEDSUIRIRIRIE » BREREUN T

1R1F » RABHEMVIRRIZFEERG - BEHFIHATURT - EEREBFHNRATHFHER
BB AERE 1D BT o

HITHER SR

B SR ER AT FR » SR USZRITHFRINBIESS - LSRN FRETCEILERES B8
BRARFIB AR EAERASSERE - ESEMRGRISEARTERENEREN (4 Elasticsearch) ° &
AR CEIAITHFAERNRD (BEFR—E2E) EREHELETHNSR - RSB —RITHFEISERIEES
EfREEEE AND BEFETHES - SENTHFRZAUE 10 E/ENEERS -
HHERIHITHFHSEBESRBERERRTIVRLERETHNA RS - ENFIAIARR » EREXSHLE
ITHRABAINA - BIERNERKRTINEAERRTN 2 (RE2) 3B% @ & i A BRI S EEDHHR

AEIRVIEIESES © BRA Trident Protect SZIRMVHI T Fi@iE2s ERR T ea/ 2V E S E » 552/ "Regular
Expression 2 (RE2) s85% 18" o

@ RAEFERNEREREZRAITHIRITH F g e R ERES » BIERSESIIRMN Bt
R AERERZERT - Ales =R EREERR Bt R ER -

HITHI D EB G

#&3h "NetApp Verda GitHub 22" F&EZEAR Apache Cassandra # Elasticsearch HZAPFIFEARRNEETHIT
tF o M AIUEEEG > WRFPEFEEEIRITIFUEBE

BILITHN

RB]LAER Trident Protect ZFERAENEIBETHITHF o MEEHS Owner ~ Admin 5 Member #7552
T HITHF o
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fEFA CR
HER
1. BiB:TERE (CR) ERUFZHEMBHS trident-protect-hook.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB M 4RRS .

° metadata.name : (IH) WWEFTHERNGHE ; HAENRIFEE—(AH—BEERRENELHE -
° spec.applicationRef : (#38) E#ITHITHFRIEATEILH Kubernetes 5478 ©
° spec.stage : (&) —EFH > IETRHITH FRTRENIHMERSESETT o RIREME :

- B

° spec.action : (ZE) —EFH > IFTRATHFRPITORIE - BRTSEMIEENRITHFE
a3 o FIAERYME !

- RER

- &5

* B
° spec.enabled : (FJiE) EMRUILMITHFEDRATER - MRKIETE » BITERES true ©
° spec.hookSource : (#IH) B base64 ARFEHY hook MIZASHIF &R o

° spec.timeout : (FJ%) —EHF > ERNTHFAFETHNRRER (UDEHEMN) - &/IVE
#1088 MRKIETE > AITERES 25 DiE -

° spec.arguments : (F[3%) KREIUABITEMIIEERN YAML 51805 ©

° spec.matchingCriteria . (FJ3%) FHREHNESE » SERESER—ERITHTFRIE
23 o BERITHFRZAILGIE 10 EREES °

° spec.matchingCriteria.type : (F]#E) FAR#ERHITIFBIEREIMFE - AJFERNE !
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName
° spec.matchingCriteria.value : (B]) BT FRIERENFHRFERKTT ©

YAML #5451 :
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. ZFIEFERIEIEA CR1EER > EFCR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI
WER

1. BYBITHTF > WAHERPAEBRRATIRIERAEN - G



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIRITAITHENS

B LAF BT execution hook LUETTRIE » SiBERBEZEFENFEFHHIT hook  IFEERES Owner
~ Admin 3 Member #[E A SEFF#1T execution hook ©

FEHTHTHHEIMEERTE

1. BUBRER > ZBEMEREERLEIICFNER » RMEEH FREOEFIE
2. HEFHHRITRITEE
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TERA  BUERER
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fEFA CR
HER
1. B B5]ER (CR) HEREIGHEMAS trident-protect-resource-backup.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB & 4RRS .

° irfnetadata.name D (WE) IEBTERENATE ; AALNRIEEE—([EA—HEERNA
g o

° spec.applicationRef . (W1H) BEAHEIEREHEHIERIEIH Kubernetes %478 ©
° spec.appVaultRef . (1E) EFHEDARH AppVault $4FE o
° spec.appArchivePath : AppVault RfEEHED AT o el UERU T i< 2RFS IR

@

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. FEFIEHERYEIAA CRIEE®% > EA CR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
B
1. BB RPN ESRAKIREPNER - fl1 .

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> —--app-archive-path <app archive path>
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2. IREBNARE - EEIUEHEERLLERGS » BEIFETR

tridentctl protect get resourcebackup -n <my app namespace>
<my backup name>

3. HERBINEEMI -

kubectl describe resourcebackup <my backup name>



WER 2 . #1T execution hook
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fEFA CR
HER
1. B B5]ER (CR) #EREIGHEMAA trident-protect-hook-run.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB & 4RRS .

° metadata.name : (1) IEBEFTERNSE ; AACHNIRIZEE—(A—BEREZNS

7 o
° spec.applicationRef : (A1f) HERILEIRTED B 1 ERIIAI ResourceBackup CR HIEY
PR A TEIER o

° spec.appVaultRef . (4E) FAREMRILESRGTEDSER 1 PEILR ResourceBackup CR HY
appVaultRef 185 o

° spec.appArchivePath : FBERILESETELER 1 PEILAY ResourceBackup CR AHY
appArchivePath 87 o

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action ! (WE) —EAFH > ERPUTHFRAITHRE - BRRAFSEAEENRTH
FERERS o AIAERYME !

" RER
* fwin
T RiERE

° spec.stage . (WF) —EF&H > FERHITHFIRERIEOIMEMRRETT - It FETAE
EEMEMPEERETHF o AIAERYE !

- i

YAML 34 :



apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. TAIEMREIEA CR1E%%E » EFCR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
WER
1. B FEATHERITEANRK ¢

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. IBEHITHMIRITHIRES o WA UAERAITI S S » BEHRIETA ¢

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. fmitt exechooksrun ¥4I E B R FHAE ARG :

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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