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* "B2E Azure NetApp Files &im"

* "B2E Google Cloud NetApp Volumes & ix"

* "8 7€ NetApp HCI & SolidFire #im"

* & ONTAP & Cloud Volumes ONTAP NAS EEE/F2 38 E & I"
* "f§F ONTAP Z Cloud Volumes ONTAP SAN EEEf2 = 58 E & In"
* "#& Trident B Amazon FSx for NetApp ONTAP &2 {E 8"

Azure NetApp Files

BCE Azure NetApp Files &1

1EAI LU Azure NetApp Files 32E % Trident B o BT LA Azure NetApp Files %
iHMTA0 NFS 1 SMB W4E& o Trident th32 3R AL E A% Azure Kubernetes
Services (AKS) BREEIT/REEIE °

Azure NetApp Files SEEI2 T sF4HE K

Trident 32 LA Azure NetApp Files f#7ZERENITZ VNI ZEE B - STIEMEFEUENE | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) o

BeENZ TV E&tpE  volumeMod ZiZRI7FEURT SERIERRMR
e

azure-netapp-files NFS SMB BERGR RWO ~ ROX »~ RWX ~ nfs, smb
RWOP

* Azure NetApp Files BRFEFZ /B 50 GiB HIRHLIRE o UIRFARBVHFREE/)\ > Trident @ BE)#EIL 50 GiB
HIBAREE o

* Trident {232 1EH#MEFI7E Windows B2 E#1TRY Pod B9 SMB IR E
AKS N2 EIEG A #A

Trident 18 "5t & 597" Azure Kubernetes Services S o HEF B EH P EREMNELRBEIEINEE »
A BEBEUTIRGE
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* {#F AKS ZFZEH Kubernetes #5
* 7£ AKS Kubernetes 5 FREHEE S D

#EMY Trident €135 cloudProvider LUIEE “"Azure" o

Trident 121ERI2TX

HEEA Trident EH F L4 Trident > 5548%8 tridentorchestrator cr.yaml WA
‘cloudProvider 5REA " "Azure" o i :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm
LT EEfEERIRES S "$CP #Z Trident sets “cloudProvider Z4£%l| Azure :

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LUT 24 Trident Mi#$ cloudProvider 1E565%4 Azure -

tridentctl install --cloud-provider="Azure" -n trident

AKS HEiHE 5
Eix B 72MF Kubernetes Pod BEFIFEBFA TFEH B DEITRERFE Azure BIR > MEFIRHEERER Azure

Ly1aa%
aoag ©

EHETE Azure PRIAZIFF D INEE » EABEBLUUTES

* f£F8 AKS EFERY Kubernetes BR5
* £ AKS Kubernetes g5 _E5&E Workload identity #1 oidc-issuer
* BLEER Trident 823F “cloudProvider LU3SE “"Azure™ 1 “cloudlidentity 3§ € TF& &7



Trident 1212

L EFEA Trident #R1EEZEE Trident > 5548%8 tridentorchestrator cr.yaml U#&
‘cloudProvider &EZA “"Azure" » Wi cloudIdentity sRIEAS
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXXKXXXXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

Helm
EATHIRIBEEEERTE cloud-provider (CP) # cloud-identity (CI) #1Z:5H91E :

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXX """

LU T &6 & 248 Trident » M{ERIRIFEE cloudProvider ' # “$CP %A Azure ’ FARERIRIE
BB "cloudIdentity BRE “S$CI:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="$CI"

<code>tridentcti</code>
HERLUTIRIBEEERE cloud provider ] cloud identity 1Z:5891E :
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXKX-XXXX—

XKXXXXXXXXKK"

LU &665%8E Trident M cloud-provider 1Rk 4s $CP 2 i cloud-identity BRAEA $CI -

tridentctl install --cloud-provider=S$CP --cloud-identity="S$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* BZELD—E location By Azure "FZKFHHI" o B Trident 22.01 > ‘location 2 ERIH
AHREAETEIE RYRMER(L - EERE IR PIsER(LE B ARE o

* BEEMA Ccloud Identity’ @Bt "EREIERNZZES Z"BIE client 1D WTE
*azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX FFE§EZ ID ©

SMB i@ EMER
HEEIL SMB Volume » K BEBUTEY -

* Active Directory B & E W E4RZE Azure NetApp Files ° ;52 "Microsoft : A EIE Azure NetApp Files
89 Active Directory 48" ©

* Kubernetes &= 5 81 & —1@ Linux #ZEHI23EEEF =/ D—{E#1T Windows Server 2022 89 Windows T {E&f
Bt o Trident {232 2#E27E Windows HiZ_E#11THY pod B9 SMB HAREE o

* E/VEE—EEF Active Directory &:8HY Trident &% > L& Azure NetApp Files FJ LA Active Directory
HEITEREE - BEE4 EH8 snbereds ¢

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* CSI Proxy s2E#% Windows BRFS c BERE csi-proxy * s82B"GitHub : CSI Proxy"8{"GitHub : AR
Windows B9 CSI Proxy"MABEf27E Windows _E#177HY Kubernetes &% o

Azure NetApp Files & in4H A5 SEIEF £/
T f# Azure NetApp Files B9 NFS #1 SMB & IR=% EEIE » MEFHRTHH)
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Trident FRTHNRBIRERTE (FAER « EEAEK  IRESRMNMUE) > EERNUEFIANSEM LT
Azure NetApp Files W& » I LB SKRAARFS S ARFN FAIRRAETRT o

Azure NetApp Files B IRIR A TR EEIE o

2% =R EH FER
version YRERE 1
storageDriverName HIZEREFIENLTE "azure-netapp-files"
backendName ERHEZY AR TR EEBpiZNatE + " + BEF T
subscriptionID Azure 5JREIRVETRE ID (T AKS =&
TRABFEER R AER) o
tenantID £ AKS RE LFERFEES DR EiR
BoE > REEAREMAVER
B ID ZFERIEE °
clientID £ AKS & LFERFEES DR EiR
5496 > 2B App Registration B
BRiR ID AERIER -
clientSecret £ AKS 2E HFEREE SN ER
B REEAREGEMIAR
In RIS AEEAIEE o
servicelevel Hh”— standard s Premium 3§ " (FEt)
Ultra
location BTEE P IR &R Azure {1
BB AKS 25 LRVBEES D
AR BRF A EE o
resourceGroups Eﬁ’:\ﬁﬁ%Eﬁéfﬁzﬁﬁﬂ"]ﬁﬁﬁ%ﬁ% "I (EIEER)
B
netappAccounts BREREE BIRERA NetApp RE "' (EIEH)
2B
capacityPools AREECBIRERNEEEEE " (BEE  ME)
B
virtualNetwork BEEZRIRFHERNERARSTE
subnet FkER "
Microsoft.Netapp/volumes HY
TR TE
networkFeatures HAERERY VNet IHEEEE » AILLE "

Basic B “Standard ° #PERINBE
WIEERFRE&IHE AT » RERE
EFTREAENA - 8%
‘networkFeatures B » YR FKEA
IEINAE » SEIEEHRELW o



W

#

nfsMountOptions

limitVolumeSize

debugTraceFlags

nasType

supportedTopologies

gosType

maxThroughput

()  mBmEBsUIAEsREREN » BB HE Azure NetApp Files HRLERIMRATAAE" o

PRBERMER

YARTEEIL PVC FURE] TRILEIRE M)
ERAERS ~ BEM) o MR TEEEE > Trident ER I BIRFECIREIRNG Azure BIR o 35

THEENAER -

‘resourceGroups

‘subnet’

=R EH BER

¥ NFS B SR E TR "nfsvers=3"
#l © SMB R RBRILEETE o BE(F

A NFS fR7s 4.1 885 » SBEUE

SR PRV S EIR B B AR ALY

nfsvers=4 LUEE NFSv4.1 o £
HEENEEPRENE SERT
BERIGAREPRTHREEES o

NRBROBBREANARUEE > " (FERFREIHNIT)

AIECE R
SEEEBHARRHE PR EEEIEAR o HUn  null

\{"api": false, "method":
true, "discovery": true} °
PRIEICIEEEI TR B HHR T R E
ABRYECERIEED » BEIFEDERLETN

At °

BCE NFS 3¢ SMB BIR&RIEEIL ©  nfs
BEIEA nfs ~ “smb'EX null ° F2EA

null BYFEERIEIL NFS HRE o

RTUEBIRENE SN &S
B o IIEFMEN » 52H A8

CSI #aik" -

T QoS #HE! | BEIEHFH - BE
REAANRAREE (B 4 MiB/sec
- MiB/#) o {£52#RF 8 QoS FE

£& o

Bul=]
POAE

fhaR > BRI AE R CRIME A2 NS MR DR R AR BIR  (F48EK -

fEF

‘netappAccounts’ v ‘capacityPools' > ‘virtualNetwork' I

HIERIUERNER MBS R RELERIEE - RZHBERTERERTERELTE » AAEREAERE

ENEZERRER

@ gnR vNet 1t E2 Azure NetApp Files (ANF) {#7FIRP ARINEREHAES > BITERE BIRAY
resourceGroups ;EE K > sHAERERISEEREFAE ©
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‘resourceGroups

‘netappAccounts’ H

‘capacityPools®

BRBIELR > ARNRERENERERGDILHEREIANER > LEAIUNERSHESIETE - 2R

ELBEEUTEIN

it
EIREHE
NetApp tRE
AEM

R BRI
FHEE

Volume B RECE

52

<resource group>

<resource group>/<netapp account>

<resource group>/<netapp account>/<capacity pool>
<resource group>/<virtual network>

<resource group>/<virtual network>/<subnet>

RSB BERERBIFER D PIEE N MERRIEFITERMIRRACE - 5¥15552 M/ [FHIAERS] -

W

#

exportRule

snapshotDir

size

unixPermissions

RS

Btz A

iR E R ELHFRA o "0.0.0.0/0"
exportRule HEEBMUERS IR

IPv4 {i13k8% CIDR FREH IPv4 F
PERPMIEEMEEIEE - SMB HIEE
GZBRULFRA o

=%l .snapshot BERAYR] B4 NFSv4 72 "true" > NFSv3 &

"false"

iR &RYFER AN "100G"

HERERY Unix IR (4 iI/\¥Eu " (FREINEE > BESIRTIMABLS
#F) o SMB HIRERBILRE o )

UTHHRTTBARE » HPAZSHSHHREERE - ERERRRREENSGIE -
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BREEANRBIKKE o EALAE > Trident ERIRITFAER NetApp tRP - SBEEMFHER (BEZIK
MM EREMEDR Azure NetApp Files ) > BRI RERETHF—EEEMFHERKL - B
‘nasType BB > At ‘nfs TRRERER > BiniF 75 NFS HEREETHE -

AR IEMIFASAEER Azure NetApp Files M3EITER » ERERERIEEN » BEERP > KEEATERCH
IRERHERIMNVEEE o

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus



AKS S EES D5

I BIRAEEIET subscriptionID ™ tenantID clientID ' #] “clientSecret ® BELEEFEHEE
EBDREREN

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet



AKS HEIxRS 5D

HEBIRACE AR Y tenantID ™ clientID M “clientSecret ’ EFERAERSDREMIERIERN o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

A EAROFESNE TR S RANE

LB IR SRR E N ETE Azure BY eastus (UEFH "Ultra BREE(& © Trident  BEIFRZUEFE
JIKk4A Azure NetApp Files FYFRA F48RE » PSS It E B EEP—EF4EE L o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

12



‘imgf 0 BSFE QoS FEEE

LB IR B S E B 1T Azure Y “eastus i B » WEBFE) QoS BEER o

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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#ERS

IERIRERE— DR R E N E R E R N EE—FRL - ARt S EE MR EE RECETRRE °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"



FEHRERAR AR

IR EEE—EETERT ZEHEN - ECEZERSNIERRNRIERS > L EFEE
Kubernetes IR ARELERSMAVETFLERR » ILEEIEEER o EHEUNZEANIEEE performance’
REDELEM o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2
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Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRREEHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EERIINZEH
P& AEEER o ELEEIFHM T AERREFEN DI LIREN AT ESE - HNEs%inRH
&SI A& FEREZLE > Trident @RS EMNEIEMN A BEPEIIMEE o NEFMAB > HRE"
{5 CSI 1" o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

HEFEESR
BAF “StorageClass' E& s Lilf#EEEIRM o
{§£F3 “parameter.selector {E M EHIE S

£ “parameter.selector {1 LA 2 &{E "StorageClass 15 € AN s E AR & ERNT o ZHE& G EBRmE
PEZRNBM o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB FR &S5 E &

ﬁﬁﬁgnasTypenode—stage—secret—name*ﬂnode—stage—secret—namespace’
&R HFREERY Active Directory #&s% ©

7R
o0

BILUERE SMB HbR
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Tasran Rz _ERVEACARRE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENKEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMRE ERRREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ nasT;L/peE smb EfiEZ & SMB HEREERIH#TFM © nasType: nfs B{ nasType: null BfisE
NFS f##Fith o
BiRinHERRER > MITU T2 -
tridentctl create backend -f <backend-file>
NRBIHEI R » BIRTBIFERBRE o S UHIT 768 < RIERCEAFIERREA
tridentctl logs

FEHA S TEAR RS RIER « (R LIBRHUT create % o
Google Cloud NetApp Volumes

AicE Google Cloud NetApp Volumes &1#

BRI LLE Google Cloud NetApp Volumes &2 Trident AY1& 1% o &I LIEA Google
Cloud NetApp Volumes &ixMiI0 NFS A1 SMB HiHRE o
Google Cloud NetApp Volumes EBENTZ T :E15

Trident $2f "google-cloud-netapp-volumes' SBENTE 2R EIE &R 4B 5T o STIRMVFEUE N B4 - ReadWriteOnce
(RWO) -~ ReadOnlyMany (ROX) - ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) o

BEIEL BHitpE  volumeMod ZIERIFEURT SENIEZERR
e

google-cloud- NFS SMB ERRLG RWO ~ ROX ~ RWX ~ nfs, smb

netapp-volumes RWOP

GKE HNEixE 5

Eix B9 0I:E Kubernetes Pod FEBIUA T EE # 5 2 1TER:E2K7FEX Google Cloud B > MiEHIe AR
Google Cloud 5%:% °

AE7E Google Cloud FF|AEIRE DINEE > AR BLUTRM

* ] GKE ZPEM Kubernetes £ o

* £ GKE & LERRETFEH 55 » WEEiRM FAicE GKE MetaData Server ©

* BA Google Cloud NetApp Volumes BI2E& (roles/netapp.admin) A®EB:TATEK GCP IRFEIRE

* Trident B %% » EFEHE cloudProvider 5 GCPJ it cloudldentity FSEHTHEY GCP ARFEIRE o LA T
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Trident 1212

L EFEA Trident #R1EEZEE Trident > 5548%8 tridentorchestrator cr.yaml U#&
‘cloudProvider EREA “"GCP" > Wi cloudIdentity REA “iam.gke.io/gcp-
service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com?®

fugn

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sa@mygcpproject.iam.gserviceaccount.com'

Helm
ERTYIRIBEEEERTE cloud-provider (CP) #1 cloud-identity (Cl) 1Z35H91E :

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

LUT &5 Z24E Trident Wi fERIRIEEE scP #& “cloudProvider 584 GCP» WM{FRIRIEEE
*SANNOTATION #&E “cloudIdentity :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$SANNOTATION"

<code>tridentcti</code>
EEAUTIREEEEETE cloud provider 1 cloud identity 1Z55R91E :

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

LA E66%8E Trident M cloud-provider 1E5sek4y SCP » M cloud-identity BRES
SANNOTATION -
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tridentctl install --cloud-provider=$CP --cloud
-identity="SANNOTATION" -n trident

#EERTE Google Cloud NetApp Volumes i

7EECE Google Cloud NetApp Volumes BinZ Al * (EEERFHREUTENR o

NFS HRRE RIS RIG M

MREEERIER Google Cloud NetApp Volumes STEMRVIEER > B EEI T —EVIRALE R E Google
Cloud NetApp Volumes Mi#17 NFS HiHEE o 35200 "BIIE A" ©

Y

7E5%7E Google Cloud NetApp Volumes & ix 2 7 » :BEFREEEEHEUTRG

* B3R Google Cloud NetApp Volumes BRF5HI Google Cloud 1RF ° 552B8 "Google Cloud NetApp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws82zX507)Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
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auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

GKE MEixS 9D

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml
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Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRREEHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EERIINZEH

FH&EHM A AEERTT - EEEEMATAEAREFERN PRI LURMERNATHEEE - HNE S RIRRM
M@ A A& FERHTFLE > Trident EEIEENBEME]BEPRIMIKE - MFFESH > F2R"
M CSI #hig" o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

B RIE ?
BiuRinHERER » JUTU T2

kubectl create -f <backend-file>

+

+
i
=
Fit
PO
\=I—
FII]]

BEMINRIL - HFHIT Me<

kubectl get tridentbackendconfig
NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1£f£f9-b234-477e-88£d-713913294£65
Bound Success

WRBIHEI K » AIRTBIFECEFEME o oI LUFERA kubectl get tridentbackendconfig
<backend-name> LR > HATUTHRSEEHFUREREA :

tridentctl logs
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RGB! MAZ IEABREAERVRRETR « (R LAMIBR B IRIE B 1T create A5 % ©

EEFENEER
UT 2R LiginIEZA "StorageClass B ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

{£F3 parameter.selector HHIBIEEFIESR :

{8 parameter.selector A LUAEE StorageClass e ANEEEHIEER "EHEFEM" o ILHERER

BAFMEMFEFIPERNRER o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

NEHFERNFAEN - 2R "B HTER -

SMB R &SRB E &
£ nasType node—stage—secret—name\ﬁl ‘node-stage-secret-namespace ’ GO L3SE SMB i

PR&E W IR HFTEERY Active Directory /&:E o EI A BT ERERIEEFRAY Active Directory f# & 18/ H559 1]
FR{EENEEPEER 18 o
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Tasran Rz _ERVEACARRE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SE st = E AR ERHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

SEMRE ERRREE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}

35



(D nasType: smb EniEz$% SMB HAREEREETFEM © nasType: nfs B nasType: null EhiE
NFS fEfEA o

PVC E&&if

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

4t

7|

B84 FRIT MM

-

EEETE PVC 2

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY

ACCESS MODES STORAGECLASS AGE

genv-nfs-pvec Bound pvc-b00f2414-e229-40e6-9b16-ee03eb79a213 100Gi

RWX gcnv-nfs-sc 1m

2 7€ NetApp HCI T SolidFire &
T BEYNMRITE Trident Z28EFPEILF{ER Element &l ©

Element SEE 2 T0sFAHE K

Trident &t solidfire-san EFRENTENAEIRERT o ZIEMEFIIENXE | ReadWriteOnce (RWO)
~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) °

‘solidfire-san’ REFERESENAZIE EBE 1 BIR HMEEERN c #H® "Filesystem®
volumeMode ’ Trident EEIMEEWEIIERRLGR - BREAFAIERH StorageClass 18R °

HEE e FEatnE VolumeMode THEOFEET TRRIERRR
solidfire-san iISCSI &1 RWO - ROX - 2 %rt i o [RIRE

RWX » RWOP 1REE
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solidfire-san

BEE
iSCSI

F4RZ Al

1£3237 Element BiF 2 Al ~ (REE

VolumeMode SHENEFERELR SIERINERARR
CEEN RWO ~» RWOP xfs, ext3, ext4d

THEE -

* #1T Element BEREBMIZ ZIRREEFRA ©
* NetApp HCl/SolidFire &£ EESHAAAFERAENES » FTEEHMEE o
* FfA Kubernetes T{FEIELERFEZEEEIFERY ISCSI T A o 52" TIFERLEHE" o

Bim4HRSIEIR

B2 TRUT BB IRMERREER
2¥

version

storageDriverName

backendName
Endpoint

SVIP

labels
TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

O

R EH

RIFEESIEXARTE
EREAERETEXE Y
BEATHFPEERRM SolidFire 5
B MVIP

#FRME (iSCSI) IP (itFlEEE

ZERANHRERER JSON 8
REE -

EEANERRE (REAER
B1r)

i iISCSI RERFIZFEEH E

£ CHAP t#E %t iSCSI #1751
E&z8 o Trident FA{#EH CHAP %€

E{FRM7ZEE4E ID JBE
QoS #R&E

NRBKRAVHEIRE A/ BB E
AECE KA

REEHFARRRE ARV R EEIEAR - f)

a0 ~ {"api":false, "method":true}

an
HioxX
YRER A 1
$44R 2 "solidfire-san”

"solidfire_" + f#1Fs%fs (iSCSI)
|P {ar3k

"default"

true

SH%A Trident) FITZEEEAE ID

" (FERAEHIB;T)

null

BRIEMCIETEEITRR B HERR N B AHRVSCEREED > BRIGE/EA debugTraceFlags ©
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A1 solidfire-san BRENMENAR = BHIREHAENRIRER

& BB T —EER CHAP ERsEBIEX 4 » TH=BEAHTE QoS REMHIEEARET T EE - (GREA
FEEEER IOPS RFE S BIRE R HEFEN - UEERASEREFER -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

#iffll 2 . solidfire-san EEEIFEN A EREFANR IR EFIERHERE
LEEFIRETR TR E T BRI RIRE REU R E S L ERMNEY StorageClasses ©

Trident FTEECE R HF 2R ERIRREREI R LUN - BT HEER » EEESFAUASEERSE
RMNERRE » WIIREASHERE DA o

T TAFrmBEHRIFERIET - PIARENERE THENTERE » BLEER type sE Silver o [EHHNTE
“storage @EZFFES o TEULEHIT » SO RFMRE T H OB » MaloREFHAIER 7 LMERE -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
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SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true
Types:
- Type: Bronze
Qos:

minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000

- Type: Silver
Qos:

minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000

- Type: Gold

Qos:

minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

type: Silver
labels:

store: solidfire

k8scluster: dev-

region: us-east-1

storage:
- labels:
performance:
cost: "4"
zone: us-—-east-
type: Gold
- labels:
performance:
cost: "3"

zZone: us-east-

type: Silver

- labels:
performance:
cost: "2"

zone: us-east-

type: Bronze

- labels:
performance:
cost: "1"

zone: us-east-

LUF StorageClass EF98 _Fil EHEMAERA o £ parameters.selector i > & StorageClass #& 15

l-cluster

gold

la

silver

1b

bronze

1lc

silver

1d
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ER AR EHRERERT - MIRERERFMEER NP ERNENL

% —1@ StorageClass (solidfire-gold-four #HHEIE—(AERHETN - EERM—IRHESRIGE
Volume Type QoS 2 Gold BIf&TFE M o 2% —1@ StorageClass (solidfire-silver BiEEEMIRHA R
BERVRETEA © Trident A EEZEMMEERHEEN » WEFRHEMERK o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:

name: solidfire-silver

provisioner: csi.trident.netapp.io

parameters:

selector: performance=silver

fsType: ext4

SHEZEN

* "Volume TZEXE$4H"

ONTAP SAN EEENFEZ(

ONTAP SAN EeENFE T HE At

T fRYN{A{ER ONTAP # Cloud Volumes ONTAP SAN EBEF2 02 E ONTAP &l o

ONTAP SAN EEE1fZ s 40 E K

Trident 12T SAN REFEEENTER « A ONTAP FEEH o TEMNEFEUENEIE | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) o

EeEnZ Tl (CLaion

ontap-san iISCSI SCSI
over FC

ontap-san iSCSI SCsI
over FC

ontap-san NVMe/TCP

RS
NVMe/TCP
HEMEE
=R

volumeMod % iZAI7FENRT

e

&1

NEES

&1

EN

i

e

RWO » ROX ~ RWX -
RWOP

RWO ~ RWOP

ROX #1 RWX 7£
Filesystem HiFREHEN T
RATH o

RWO + ROX ~ RWX -
RWOP

SRR RE
BERRAT , RIoEREK
B

xfs, ext3, ext4

)

BIERAN  RIoERE

I
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EEE {#ipE  volumeMod LIEM7ZERIET SEMIERAS

e

ontap-san NVMe/TCP {EZERER RWO * RWOP xfs, ext3, ext4

A2E ROX 1 RWX 1£

NVMe/TCP Filesystem iR @R T

EfthE B AT o

EIF o
ontap-san-economy  ISCSI &1 RWO * ROX » RWX + EIEZZAL ; FLERE

RWOP =1

ontap-san-economy iISCSI ERAR RWO + RWOP xfs, ext3, ext4

ROX #1 RWX 7£
Filesystem FAER@EE LT
RETHA ©

* EETRER AR & ER RSS2 HY ONTAP Volume [RHI"FF » Z £ ontap-san-

economy °

c EETERRAMEEEFERXESISZERN ONTAP Volume R BE%4 R ontap-san-
@ economy EBENFETNEF » A{FEM ontap-nas-economy ©

* MRETRFREERMRE « KBERIITENM > 570 ontap-nas-economy ©

* NetApp F& ontap-san b » RiEEHTEFTA ONTAP EEEIF2 R PR Flexvol BENIERINAE - 1F
AEERHE > Trident ZIRFRARIBTAR » WABFEMIERE Flexvol HARE o

EREER
Trident HZE LA ONTAP 5 SVM EEE S 2¥1T » BEMEA "admin' BEFEAED 'vsadmin'SVM fEAE > SifE
FEAHERAREBLERRNERE o 1 Amazon FSx for NetApp ONTAP 282 « Trident S22 L4 ONTAP &,

SVM BB B DT » FAEE fsxadmin EHE D vsadmin'SVM FHE > FEAEEHERAGELERR
HERE ° fsxadmin FREESERSEERFERENBRELLE -

ANRMERA limitAggregateUsage 28 » AIEERETIES R o & Amazon FSx for NetApp
@ ONTAP £ Trident 2R > “limitAggregateUsage' 282 vsadmin' 1 ‘fsxadmin {ERE IR
BEARER - RIEE L2 - ARRIEERFRE -

HEPARTLATE ONTAP FREIT B BARHIA B Trident BRENRZIVER » BIFITEREIRE - RS HEHhRAHY
Trident #REPLAUZAIMNGY API > B API BEE S > SERARBERBESH HEE -

NVMe/TCP FYEfhE ER1R
Trident STIRFFIBRMRIRAERENE (NVMe) 1HE » M ontap-san BBENER > BIF !

. IPv6
* NVMe HifEEAYIRBAIE AR
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* 3% NVMe Volume BIK/)N
* B ATE Trident JMEREEILAY NVMe BEFEE > LUE Trident B H A fiBHA
* NVMe [REZ K
* K8s EELAVIEFHRARA SN IFBHERARA (24.06)
Trident 737 $% :

* NVMe [R4EZ#ER DH-HMAC-CHAP
- HEHERRX (DM) ZERRK
* LUKS hnz

@ NVMe {235 4& ONTAP REST AP| » R3Z3E ONTAPI (ZAPI) o

#£ (%5 F ONTAP SAN EREH2 A B 1% i

T HZfER ONTAP SAN ERENTZTVACE ONTAP BiRHYE RN EREEEIE o

ﬂ?;a

HHLFRA ONTAP f&if ~ Trident E3RZE/E—1E Aggregate $5/k45 SVM o

"ASA 12 345" BLELft ONTAP 34 (ASA ~ AFF il FAS) TEf#izBIE(EA 5 LARIRR - 7
(D) AsAr2 a#ih > EREEAIRETIE Aggregate o S5 5" AIHESCES - BRARYITIE ASA 2
RAEHHE Aggregate $5iKEE SVM ©

AT METURITZERSER » MEIIIEmEP—(ExS —EESTZ XAV EEEER o It > SRR E—
& “san-dev'487!] > £ "ontap-san SBEIFEIL > LAK—1E "san-default' ¥87!) » £ "ontap-san-economy BEEIFE
o

FRB Kubernetes T{EENBLESABZEEFEER iISCSI TA - s¥1BA2[ "#EF TIEEEL" ©
E%:5 ONTAP &l
Trident 2 {HF7E ONTAP #&imEREE o

* EVUERE | AAFEHEIRN ONTAP FRENFERERBIED - EREHABEXEENZEEAAR® » flM
admin'8{ ‘vsadmin » LUFE{REL ONTAP hRAEBRAEEM ©

© BVREE | Trident AT UL R R IHAVERE ONTAP BRERH - TEEBRT » BIHEBRLACLSH
P& « IMUKRRIEE CARE (WRERA > #i&) B9 Base64 MRHSME o

TR AEFIRA B - UERRSERMENERNGAZERE - BR » —RAXEERRTSE - B2RE
FRENEERERZE - B ARBIRERPRIFRES X -

@ %ég%;% ; = S EFRHE USRS - MIREEILLR R > WHIRIER - IR AERRERRM T 2@
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YRR IR AR

Trident BE SVM £E / EEHENEIES KT EE ONTAP BindE: o ERFEREETELEENAE > flin
admin 3 ‘vsadmin ° 35 AJFEMRELIRIE ONTAP FRASEFIHEE, AIARKIRASATSEE AFME Trident ARZAEARY
INAE APl o MSATI RN BT R 2B AA BN EE Trident IBEER, BREREHRM

& imE ZEHII0 TFA

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

iR BmEEEM —LMNFRR HEENEERNG - BURiE2% » FHERE / BIEZEA Basebs
4REE > W77 Kubernetes #%% o B S BHRIR M —EEEMATRERNMNTER - AL - E2EREIESH
1TB91E% > A Kubernetes/ HZEIEE#{T o

R RERNSER AR
WEFIRARIRE AU FERREE ONTAP BinEi - BIREREE=—(E2H -

* clientCertificate : F P im/&R58H) Base64 #RiSHE °
* clientPrivateKey: EiBtFA% &80 Base64 ARIHIHE ©

* trustedCACertificate : Z{51E CA /&:EH Base64 4RE1E o MNRFEASZS1ER CA » BIABEIRMHEILZRE - 1
REREHEZE(EN CA > BIEIUZBRIE2 8 -

HANTERIZEEUATIR
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1. BEERRIH/REBEMNEE o B4R # Common Name (CN) REAZHEITIRER ONTAP EHE ©

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. EEEE’\J CARFEHILE ONTAP R - RFEIESFIAEEAREIEILIFR - MRKREREEN CA > FR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 2 ONTAP =& L ZEAFIR/EEMEHE GREFE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>

security ssl modify -vserver <vserver-name> -client-enabled true

@ PATUEER 218 > ONTAP ERTEIARGE ° M EPER 1 PELER "k8senv.pem 1EEAR > 2
BHA END MUSERREE o

4. FEEY ONTAP Z2 B AABXIIE cert BEHE ©

security login create -user-or-group-name admin -application ontapi
—-authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEEMRERIEEREE o #§ <ONTAP Management LIF> 1 <vserver name> 122 Management LIF IP

1 SVM 478 -

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. {3 Base64 ¥/R:E « IMMNZISERT CA RFTEITHRS ©
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64

base64 -w 0 trustedca.pem >> trustedca base6t4

7. ER E—PESHERILIR

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

Fommmmmmmmm== e o esseseses s s s s e eses
o= o= +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmmm== e ee== Bt et
Fomomomoe Froccomomo= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

e S e e Fommmmmmrososorrrrrrrerere e me s e e e
Fommmmm== o= +

EAERRE 7 AR IET R E

TRIUEMIRA BRI UEAARNS (DEE 5 ZSRIAERE © ILIRFERAN : RAKRAE LS  BHENRIR
RIEAERESE ; ERAGENRIEFIUERSEINERERSE / BB NERE - At - CUABRERARN
B ERsR AN TGS DB 770k - ARERAEIFESHBIENERY backend. json 1EERMIT

tridentctl backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

SHINEIRE - fA7F EIRRAASREN ONTAP LIEREMEE - 2% - RHBEETEN - hik
() Bz LUARERETESERE - REMESBRLUSHIEE » BT ONTAP #
SRR EEE -

MBIHEAGREHERIHRENEFN WA ERXEZRRTHIRRER - RigEMAINRT Trident ATLL

ONTAP & i3 a1l BR 3R AR SR AV HERR & (F 5% o

Trident 3237 H:] ONTAP &

AT —(EEARBEERR ONTAP £2EAT » EREMALER ONTAP BEESAMBIE Trident FEHITIR

o BITTE Trident BIRAHAERE S FEHEBMBEF > Trident SEAMNEILAY ONTAP REABRHITIRIE o
I Trident BETABATEEEN » 5526 "Trident HF]BEBELES" -
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EERABRAI > ABESE Save
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEELEN - FERTIER -
* "EREE ONTAP WETAR" X "E&B:TAR"
* ERAEFERE"
fEF% M CHAP ERs5iELR
Trident AJLUfEFA M CHAP ¥} iSCSI TERSEETTEREE » AR “ontap-san'# “ontap-san-economy’ SRENTE

I o EREARIEZRTRUA useCHAPEIR - ERE R "true B > Trident 1§ SVM BITRR BB L2 MRTE
#AEM CHAP » W BIRIERERE A ELTBNEN o NetApp EREAEM CHAP RERRELR - FA2RUTE
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ useCHAP BYBHMERIE > JAEAE —R - FAR(ESR false ° iFHRSA true 8 > HIEBRFHEHR

2 false o

F%7T useCHAP=true Z%h> ‘chapInitiatorSecret chapTargetInltlatorSecret‘

‘chapTargetUsername 1 ‘chapUsername f i thA BE SHERIETERT  Bif

‘tridentctl update’ REFE & o

BIFAN

STk 0 AT LUSBBETT

1% "useCHAP &2 true % > #1ZBIEEE15T Trident EFHEFRIFRTE CHAP - EEIEUTASA -

* £ SVM LE%7E CHAP :

° YNR SVM BTBREFEEREFZ2BR % none (FBRRE) *B*HIEE&FBETALEIER LUN » B Trident
SRTERZ 2 ERRS cHAP » WAEERE CHAP SRR BEERELBREE -

° YN SVM & LUN > Trident iAE7E SVM LRIA CHAP o SHEfRYE SVM EEF7ERY LUN RITFELR

SPRH] o

* FcE CHAP R@ B RERELBNENE , EEERAWRTERIRERPIEE LA -

BRI » Trident @2 IIHMEM tridentbackend CRD » Y CHAP £igfl{E A ELIBHES
Kubernetes &8 ° Trident FEILBIREIIAIFRE PV &#Bi&E1R CHAP 3 EEITHMFNELR ©

RIASTRR BRI BRI

EOI LUEBEFT backend. json FEEABEY CHAP 28K EH CHAP /&:E ©
tridentctl update AR RIRMRISLEETE o

@ EHB IR CHAP ZHERF » (S4B “tridentct! REF IR © 58

IZI

EEH CHAP £88 » MifER

/01 ONTAP CLI 5 ONTAP

System Manager B FEE ERUEREE » HA Trident dSEE AR B S LS
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

RAEEGRRAZZE ; IR Trident 7£ SVM _LE# 7 0BE K > BEEGREERS(ERTIRE o MERER
%%ﬁﬂ’ﬂ%ﬁ%ﬁﬁ*ﬁr » RAEGRAEERST(FATIRAE o hENERITEINEREN PV RERHEEREMIRESR

ONTAP SAN B & EIEFEE 5

T BRUNEITE Trident 24EhEITFNEA ONTAP SAN EBENFER o ZASENiR M BinsB RS &I
KB in ¥ ERE StorageClasses FIEFAAE o

"ASAr2 Z4" EAELfth ONTAP %45 (ASA ~ AFF 1 FAS) RN ERASEEFRAR - ELE=Rae £
REMEAAX W) o “EAEMR ASA 2 24 EEM ONTAP 242 EHERE" -

@ ASA 2 Z#EX IR “ontap-san EEENTETN (£ iISCSI ~ NVMe/TCP #1 FC %) °©

£ Trident BiF4REED « BAEEBISE R LGS ASA 12 o EIT3E4Z “ontap-san'{E% “storageDriverName’
BF « Trident & BB ASA r2 SUEM ONTAP R4t o W FRFIM ~ FLERIRARDEANERN ASA2 RE
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NRERHIRE A/ BBILE > AEREEXRMK - It " FERFEEIHIT)
5 > thEIRHIEEER LUN BRE R/ LR o

58 FlexVol BIEA LUN BB MZATE [50 ~ 200] #E 100
A

AR SREEBEARRVRERIELR © BILN ~ {"api™false, null
"method":true} FRIEICIETE T TRREED AR T 25+ 4RV
SCERIBED ~ [RIE/DER o

{£F3 ONTAP REST API B9%a A28 o true A ONTAP 9.15.1 SkES
hRZs > E) false ©

‘useREST Ei&EA true B> Trident
£ ONTAP REST API

Bl ; ERES false®

Bf > Trident fEF ONTAPI (

ZAPT) MPEOUEARIRZEEN © IEINREEEE onTaP
9.11.1 BKEHhRZS o kLS > EARY onTAP
SABBYWERR

‘ontapi FEARENFEUER - FALEED
“vsadmin M “cluster-

admin BAEIRELLEER o £ Trident
24.06 HRZASFN ONTAP 9.15.1
NEIhRASFAYE © " useREST FHERERES
“true® ; HEFEA ONTAPT (

zAPI) BMEDY > 554§ “useREST EES
“false °

useREST e2 A NVMe/TCP 1Z#E o

@ NVMe 1£3%1& ONTAP RESTAPI » &
% ONTAPI (ZAPI) o

?D%*EE B %% true (GEFAI ASA 2 241

FRRIEE iscsi WA ISCSI ~ nvme WA iscsi MNIRAZE
NVMe/TCP 2% fcp &R SCSI over Fibre Channel
(FC) o

53



2 SllE TE%
formatOption {#H formatOptions' % ‘mkfs er TIEEM LIS »
s ELS | B ESTEANCHEERER - EFRAIER

Ri%E S RIFSNCHRE o SBRERIEER
formatOptions £2 mkfs fR < EIEEL » EREFEE
PR1E o &35 : "-E nodiscard"

F B iSCSI FE#itHER “ontap-san’# “ontap-
san-economy SEEIFER o *ItESh - {EF iISCSI
NVMe/TCP fE#itiERF > th321% ASAr2 R4

limitVolumeP {E ontap-san-economy &im{ER LUN BFRlsAKMIRK " (FERRAF5&HIFIT)
oolSize FlexVol K7Jx o

denyNewvolum PRl “ontap-san-economy #&imiEIIFTAY FlexVol Wkt

ePools EUBEEZH LUN  (EFRTESFEER Flexvol KA E
MBI PV o

{§£F formatOptions AV
Trident EEIRAU T EERIEREEER -

* -E nodiscard (ext3, ext4): TE#1T mkfs KA ZEREZREHN &R (EEREENHE / FRKEREL -
PIREREHERREAER) - IEENATERAR K1 EIE - BRI ext3 7 extd 1EHFRA

* K (xfs): #1T mkfs RIREERZREEMN &I o IIETEFERAR xfs IR R4 o
f£F8 Active Directory /&5 %1121 SVM 1T Trident 5858
IRAILAERTE Trident {8 Active Directory (AD ) ZFE¥H & IR SVM #17885E © 7£ AD IRE A LUIFEX SVM 2
Al ~ AR TE AD AIEIEFIIEEEE R SVM NFEHERR - EEFR AD IRPETREEIE « BRI
B o WNFEFME -« 552E0 "&£ ONTAP FEETE Active Directory 4818325 2577 EL" o

TR
1. %% SVM REAIFZTEZRL (Domain Name System ~ DNS) &€ :

vserver services dns create -vserver <svm_name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. $11T 5654 ~ 7E Active Directory 173 SVM EITBSIRS :

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. fEFILAR <RI AD EFE S BHERERRES SVM
security login create -vserver <svm name> -user-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. 7£ Trident BIRAHRERER » 1§ username H password B FIRTE S AD FEHE S EHEATENZE o
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iR B ECE R R InHRRETR

CRIUER defaults ELEERD HRYELEREERIEFITARECE © HIU0

W

#

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

luksEncrypti
on

tieringPolic
y

nameTemplate

Volume ECE &5

s
LUN RYZEfE D EC

TERFREEI ; [ none J

(f8f&) =4 T volume J
5CER) o $1¥ ASAr2 R 45552 none ©

SR TR -

(

EFERAREBEL] o $1% ASA r2 R4 EA none ©

ERBEIURNHIREIERDN QoS RAIRE - BEMREE

JR/1B IR AT 3842 qosPolicy 5% adaptiveQosPolicy HM
Z— o ¥BEC Trident £ QoS RAIEF4AHTEE ONTAP

9.8 EMhRAS o MIEZERIEHZH QoS [RAIEHE

Mk Rz RABHEENERESERS - HEH

QoS RRAIBHEEHFIA TFR QRIS ATINIT

LR -

AHEYHHIR &SRR BERE QoS RAIEHE - BEE

AR | #1532 qosPolicy 3

adaptiveQosPolicy 2z —

RIRIBTABRIHIR & B DLE © 55707 ASA r2 Ziftis

=

EO

BIURREAREERIEDE

TEERbERE & E B NetApp Volume Encryption (NVE
) TER{EA false - BFFILEIE » EENECE
13 NVE sFrlit A NVE ° WREIHEKA T NAE » i

1E Trident P EMEAHIEE A S YA NAE o INE:#
MEE 0 FF2R) : "Trident B2 NVE 1 NAE B9EES

N
"

T o}

RFE LUKS IN% o 5528 "&£ Linux Unified Key

Setup (LUKS) "o

DIERBEER T 557074 ASAr2 RIFIERE °

2} e VA=A VAT R A 1 N

WUTREERTAREMNEER :

A%

"true" YNRIETE - R ASAT2 %

MERTEA true ©

"none"

"none"

% “snapshotPolicy' %2 nonel
Az Toy » [AIA T

"false"

"false" YIRIEE - ;AT ASA r2
AR TES true ©

" RES false’ AT ASAT2 &
4o
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HHER “ontap-san EBFIE R YRR B HEREE ~ Trident EESMENN 10% MIBEZE FlexVol 1L

A4 LUN AR o LUN BRIBFERETE PVC AR R/VETTHEE o Trident ZEEIME
@ 0 10% BIBEZE FlexVol (£ ONTAP FREERAR AR/ o FREREFRESMMFERNTA

RE o ILEFIZERIRHLE LUN TR AEBARE2FEHEZ A2 AME o ILEEREA ontap-san-

economy °

HHIEE T snapshotReserve' Bl » Trident 8RB T AR EBHEER AN ¢

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident 2 FlexVol Z85MENNEY 10% » ARH LUN JTTER} o L snapshotReserve =5% » B PVC 55
K =5GiB » #BHiIE& AN\ 5.79 GiB » BIAA/\% 5.5 GiB ° ‘volume show % FERERERILL SR BB LIAIAS R

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.508GB
_pvec_e8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

BAl > ARAXNERFSES AN RAMIRENME—T57% -
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B/ VERGEEP
UTHHRTTBARE » HPAZSHSUHREERE - ERERRERGENSIE -

@ ANRITIE NetApp ONTAP LR Amazon FSx for NetApp ONTAP #2#Z Trident > NetApp i
# LIF 157 DNS @Ik IP firdk o

ONTAP SAN &3

EefER ontap-san BREIRERNHNEASEE o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 5|

WRILIRE R ~ LUBRTE "SVM EREER" IMETRARBFHEMRITER °

27 BREEYIAMOIR > 55F A managementLIF 15E SVM W EEE svm 281 o 40 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

2R
=N
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

B RERERE LA

EEEEAREEHFIP clientCertificate » clientPrivateKey # trustedCACertificate (
A MBFEAZEEN CA) BIEA backend. json H > WA FHIRAAF &S « ABESBNZEER
CA /BB base64 #RIE(E o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz
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& CHAP #if)

BLEEHEN T —E®R R » WS useCHAP &4y “true ©
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP &ifjl

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP &3/

189 ONTAP BimBERE—EZIE NVMe BY SVM ¢ 2 NVMe/TCP BIE A B im4AKE o

0N

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSlover FC (FCP) &ifjl

fREY ONTAP B BR E—EZ1E FC B SVM 0 522 FC HIE ABIRARRE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true
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£ nameTemplate AY1& iHARRE SR

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions ontap-san-economy EBE7F2 = 54

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

BAERERNNR RS

FELHABIRERET » TERBENERE TIENTERE » HI40 "spaceReserve’ % none ~
“spaceAllocation’ % false #[1 “encryption' % false o ERE RMERFEERPESE °

Trident & T&EE) HAIPRERERE o HiIRB1E FlexVol volume _E o Trident 7EEC & B B #7 E TR oth _E AOPR

g REERNIFFHRE - AT HFEER » RFEESAIUASEERERNEREER A LIHRBREREED
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FEiELHfY > BARFERMKRETHCH spaceReserve v spaceAllocation # encryption B’
MmEMEFERNAER 7 FERE -
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ONTAP SAN 54
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"



ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"



zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

NVMe/TCP &5/

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

1% IR FEE StorageClasses

BUF StorageClass E&IHULAERE [EA EH S RN IREA]] - EBZ parameters.selector FE&* &
f& StorageClass EHRAFI5E ML E R A AN EMRE - HRERERFMEER NP ERNSHE °

* % protection-gold StorageClass #&B5T%E] "ontap-san Bir M FE—REEREZE RN - SERM—IRHES
RIRENEIRAM ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

LR ME— R M B RUIMRERRRIE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass #$¥ifEE “ontap-san-economy #BifH 5 = EERE R - E2H—2

mysqldb HE AR RE#FERNERNER o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #F¥IfEZE “ontap-san' BixHE _EERER

th o B EM—IRHIRRIREN 20000 EHRMETR

#% protection-not-gold StorageClass i$¥fEZE ontap-san BIRHHIE _BEMNE=EERZS RN - &
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass #E¥ifEE ontap-san BIRAYE =BEEHEZ MM ontap-san-
economy & IRAYSEIIE EHRE IR o B2 —IEH# 5000 creditpoints FYE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* Itk my-test-app-sc StorageClass &R testaPP EHREIRM ° £ ontap-san BRI HEH
sanType: nvme ° EeM—iRH testApp HEIRA o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident ’REEZEIMEERE Rt > WHRARTSHEEX -

ONTAP NAS EEENFETX

ONTAP NAS EeEnFE Bt
T #RUN{a{EHE ONTAP #1 Cloud Volumes ONTAP NAS EEBENFETNLERTE ONTAP &l o
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ONTAP NAS EEShi2 T s¥4mE 1l

Trident 32ELLT NAS #7FEEEITET ° BN E ONTAP FEEH - TENEFEBERE | ReadWriteOnce (RWO
) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

EBEITET EipE  volumeMod HiERYTZEVIET S ENEERS
e
ontap-nas NFS SMB  fEZ&R## RWO - ROX » RWX ~ "™ nfs, smb
RWOP

ontap-nas-economy NFS SMB ERERG RWO ~ ROX ~ RWX ~ ™ nfs, smb
RWOP

ontap-nas-flexgroup NFSSMB {EZZ4: RWO » ROX ~ RWX ~ " nfs, smb
RWOP

* EETEEITAMREEERREEN " SZIER ONTAP Volume PEH|"Es » ZAER ontap-san-

economy ©

* EETEHIIFAMHIEE R REEN "2 ONTAP Volume [RH" B#EAFA ontap-san-
@ economy SBENFETNEF » A {#F ontap-nas-economy ©

* MRETAFREERMRE « KEBERIITENE > H70#R ontap-nas-economy ©

. NetApp B% ontap-san 4b > REEZETEFTE ONTAP ERBNFEXNER Flexvol EENE-RINAE © /F
AEIBHEE > Trident ZIRFEARBTEY > WABEMIER Flexvol HAIEE o

EREER

Trident 2L ONTAP 5% SVM BIZE 852817 > BEMFE adnin REFHEEN vsadmin SVM FHEE > HfE
BEEHERABELBARBENERE o

15 Amazon FSx for NetApp ONTAP ZfZE ~ Trident 5 E L ONTAP & SVM BIEE BN H1T > AIUEREE

fsxadmin & + ‘vsadmin SVM FHEE - EFAEEHERABELBARNERESE o fsxadmin'FHEE
REEEEEFAENERERAE -

WRMERA limitAggregateUsage 28 » AIFEREEIES R o & Amazon FSx for NetApp
@ ONTAP £ Trident 3ECERRF > “limitAggregateUsage’ &£ “vsadmin # “fsxadmin' EH &R
BAER - RIEELDH - ARRIEERFRK -

HEPARTLATE ONTAP FRE T ERARRIA B Trident BRENZNER > BIFITEZESKM - KSHBHhRAHY
Trident #XEPLAYZAIMNGY API > B API BEEZ S > SERARSERBESF HEE -

ZE{#5{EF ONTAP NAS EeENiZT\RE B im
THE{EF ONTAP NAS EREIIZTVECE ONTAP BInRYEX « BRsR =AM E L RE

% 25.10 HrZABA%E > NetApp Trident 21%& "NetApp AFX #77 R 4" © NetApp AFX (#7F RATELHt ONTAP R4
(ASA ~ AFF 1 FAS) EREBHNEESR LBFRAARE o
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()  AFPXZ#fEXIE ontap-nas WIS (M NFS %) ; FXiE SMB HE ©

7E Trident BIRAHRSH ~ [MEMBIEE R MR 4 AFX o BITEELE “ontap-nas 1% “storageDriverName B ~ Trident
ZEEMER AFX R4 ©
* HAFA ONTAP &if » Trident EXRZE /g —1@E Aggregate 15k4G SVM o

* R AITZERRENFZT - MR IIEREAP—EH S —ERSEXHEEFLER] o fId > EeIUAREEA
ontap-nas EEENFEICEY Gold $8RFFEA ontap-nas-economy BEEIFZTLHEY Bronze $H7! ©

* FA Kubernetes TEEAREEIAAREEER NFS TH o IEELHMEEN > FBH EE" o

* Trident (23X 1EHMEFI7E Windows 25 EHITHI Pod B9 SMB BEHEE o INEFAEN > ;520 EHERE
SMB Volume °

ES:5 ONTAP &
Trident 1Z2{HTE ONTAP &iFEEEIE o

* BB | LR EEYH ONTAP RinES C5IRHEIR - EEFAHEELTRLEEAHBRBARS > 4l
U admin 3 “vsadmin > MFEfREL ONTAP KRASHVER KA ©

© BV | IEXERERIHLIRE > LUE Trident B2 ONTAP EEBEH - TEBERT » BIRERHHE
BEARIRESE « SRURZEE CAKRE (NRER > EEMEA) B Base64 WRIGE ©

TR UAERIRA B - UWERRSRMNERNERNGEAZERE - BR » —RAXEERRTE - B2IHRE
NERERE % - CRRRIREEPRIRRASE -

@ R CEARRRMEENERE > ARIFEIR TR > WHIRHER - RAEABREFRET ZE
BasE /3% o

R FREN TR R ERRE

Trident 22 SVM & & / £EHEMNEIEE/RETHELE ONTAP BiRE - BRFEREETALEENAR > fli0
admin ¥ “vsadmin ° 7= AJFE{RELRIE ONTAP Hﬁzkﬁﬁﬁﬁg,%*ﬂimzkaﬁﬁﬁﬂﬁﬁﬁ Trident Rx4s~{E Y

BImERBAHL T
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {
"name": "secret-backend-creds"

HER ) BmEE e —MAXFHR R HEEREERNNMS c BYRIKEZ % » FHELE/ZIES(ER Base6s
RIS TE A Kubernetes 1% o BI/FHHEIREHW —FEMETEENNTE - it ) S2EREEEMNIEE
> B Kubernetes/{f#FEIEE#1T ©

R RENSERERE
HERMBARIRE AT UERRE R ONTAP &l c RITERRE=ESH -

* clientCertificate : F§ P ix/&R580Y Base64 4RES(H ©
* clientPrivateKey: BEFAZ S8RV Base64 #RHIG(E ©

* trustedCACertificate : Z{51E CA /R:EHY Base64 4RS1HE o NRFEAZTE1EN CA » BIABERHEILRE - 10
RAKRFERAZE1EN CA > B U ZERLIERE o

HANTIERIZEEUATIR

TER
1. BEER PGSBS o B4R 5 ¥ Common Name (CN) HEAEETEEA ONTAP (FHE o
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EEEE’\J CARFEHIEE ONTAP %5 - RFEEEFISEEARERILIFE - MRKRERSEN CA » FR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP #& tZEAFIR/EENEE RETSE1) ©

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 33 ONTAP REBABBHIE cort BIESH o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREHIFERE o & <ONTAP Management LIF> F1 <vserver name> Z#AEIE LIF IP #1 SVM
%78 o ICAZAMER LIF BARFEIRRIE %A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 ¥1/&:E - BT EEM CA BT EITHRE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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7. ER E—PESHERILR

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

EHERE S A NRIRETEE

TR UEIRB BRI UER T RN S P EeE 5 AR E/R:E o ILRFERBAN | EREAELEZERNERIR
BIUEMAERER ; ERRENRIFEIUENAENERE LR/ BN N8R - Kt - BUERRIRAN
B8R R AN GBI B (D8RS % - AREAESMESUNEMRED backend. json HEER#MIT
tridentctl update backend©°

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

ERIEERT - RFEES XA EN ONTAP LIERENE - 2% > RinFEEITEN - il
@ el IUBRERENESERE - BRinEREEMUERNES » ZRENARE ONTAP &
EPMPRESES -

EMRIEAGREMNERIHRERNFHN » I AEREZRBUNEIREER - BInEHAIIZRT Trident AT
£1 ONTAP & im &8 sH 3l BRI R RAYBARRE (F3E ©

# Trident I B:] ONTAP &€&

SR UL —EAR HiﬂﬂEBEE’J ONTAP #£EAR » EREMANER ONTAP BIEEA /LT Trident R#TTHE
£ o BIRIT Trident BiHABREP B SEAE LB > Trident E{ERATEILA ONTAP EEABKRMITIRIE o

YNFERIL Trident B ABRFHMAEN > 552H "Trident HF]ABELEER" ©
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EEMAERA] > SABEIE Save ©
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEELEN  F2ETIER !
* "FAREIE ONTAP WETAR" I "E&B:THE"
c ERABMERE"
EIE NFS EHRA
Trident £/ NFS B W R RIZRIZESI$ Ao & 2 HFREAI7FER o
Trident 7EBRIEFE W /R Bl Rr 1R (Pl A 3SR I
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* Trident AIUBIREEIREH RIS ; EERIERT » FAFEESIEE CIDR BIfY)R 5 FLE CIDR @R A
B9 IP i3k o Trident E7E M B EAGLEEHBEARBEREIR 1P (FIE EEHSER - & » IRERE
}5%E CIDR > RIS RHSE & S MR EN RS IR EIRVFRAE 210 (E RIS EERE IP (I3 HIY 2 0 1 5REK o

* REFEES R URIELRRY FEFIERA o BRIFHERPISE RNERNELRARTE « TR Trident &1
FATERMEHRE -

B EIRE HREY

Trident 2t 7 BIREEIE ONTAP RimtE L RAIBIINEE - EEFEEFEESANATIFER IP 5E AT
6 > MEFFEFEZRAMRL - EXABIETELRINERE ; BELRRNEITBEREREE=ELETTF
8T8 o It - BEAPNREREEENTFIRFITEHSEERER P tEisE BNV TIFER L > #

M ERFEANBEEERE o

(EFIENAS BE L SEIRES » SA/DEMABIRIALENA (NAT) o BUFB NAT 8 > 7P EESISS B BIR AT
(D NAT firth > R P AL FLL > MBERE IR RS ATE A GIERE

Y o
Ll
WA FAMTEARRSIEIE - T 2R IR E R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

(ERILTHAERS » MERRIR SVM FRIVIRIEA B E TR EHRE - BRI S A5 CIDR
() EmmERRR BIMFEREHERA) o BHLEE NotApp EBNBEEHHE > B Trident B
FA SVM °

BUTF LA BB B2 6) ~ SRERLEIhAER TIFRIE

* autoExportPolicy BEES true ° &3/ Trident BAFRILEIRA svml SVM LB S EMIEE 2
T—EEHREE » W{FA autoexportCIDRs filltl&BERIEFRAIBVFTIEFIMIPR o EHAIREERZEEEZ 7]
» TR & R — ARV EE L RS - AR B ERAIZKE I B2 E B R IRENTEZR - EHEE M
ZIEREAEE > Trident I —{EHAK/E gtree FARIELRER > 5% qtree B2 3 157E CIDR EBIRABVERRL IP fiL
At o BLE IP (U EANAZIAR FlexVol HihRE 6 FAYEE H SRE& A o

° fgn
* &% UUID 403b5326-8482-40db-96d0-d83fb3f4daec
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autoExportPolicy BRES true
" #BFATER trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* 7% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c MY gtree B 2447 “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol I EL R « BE%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EFEIL
$75 “trident_empty FYZE B EEHIRRY o FlexVol EEHRAIAVIRAIKZ qtree EEHRBIFRFrEEMRA]
HIEBEE o RMIMNAVHAIRER ERERERELRA o

* autoExportCIDRs BIEFMHMRTIR o ILFERAPIEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKER
» Trident FHTIE7EE B MEAS M TIEEARE LI EIRVFRA 2 EER I BB 4L -

EARIF > BT 192.168.0.0/24 {UHLZTEMR » BRTRMUMILAAEEA BB A EMBY Kubernetes Bifh IP
RIS E Trident ZIZHIELRA o & Trident sEMEAITFRIERVENRERT - SRABGXEIRLAY IP ik > MR
autoExportCIDRs FHRMAVIN @ IREITIRE o 1E3MHET - &5 IP & > Trident A H B MHERERBVAR
I IP 3237 BEHRBIRAY o

BT BIRE o [ErIAEHHE autoExportPolicy # “autoExportCIDRs ° f&RILLA BT IEMEIRMIINHT
#J CIDR ZfIFRIZERY CIDR ° ik CIDR Ffsgisw/]viy » UERIRAES A ZHE o St LEEEERRIR
autoExportPolicy > M[EIREIFENEIAEHRA - SEEERIFHEPERTE exportPolicy 2 o

Trident B S EHEIRE « o] LU{FEA tridentctl HEER tridentbackend CRD HKig&EEl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EEERRTEIRET « Trident SR EFIAELIRA « UBIMREZERAENEFIGRA - BT EERIFAIELR
AIFRRSERILERRS IP ~ Trident AJRILE SRS - FRIFREFRIFEIRAEGERLL IP -

77



HR IS » 6/ tridentctl update backend B & innl FE{R Trident HEIEIREL/RE - EEEE
ERFERIMERNELRE) > 9BILEBIKR UUID M gtree 2T86% o Bin LR E T E I EHHEE% - &
ERFEIIELEREA o

@ fFrEA B EEERE LR RIESHIREZIMNELRR - MREBMBIUZE > BIERKE
R R - WERITHTRIELRAY

WMRIEEBHITHRIERELRY IP ([ALEEFT - S BEFEENZE RS LAY Trident pod ° Trident B2 2 B HEIEN
BIREHRE > LUBRILL IP 3T o

#E#ECE SMB Volume

THINZEHE > BIR]{EA ontap-nas EBFFIZXAE SMB Volume ©

A JATE SYM _ERIFFEETE NFS #1 SMB/CIFS $BE > 7 854 ONTAP AEPEREREEIL
@ ontap-nas-economy SMB Volume ° HRBEHPE—BAGE > /EE SMB Volume EILK

)

@ autoExportPolicy A&k SMB M4HRE o

RG22 Al
ZECE SMB HiERE 2 Al ~ A BEEHUU TR o

* Kubernetes &= 815 —1@ Linux ZHI23E0EEM =/ D—{E#1T Windows Server 2022 89 Windows T {E&f
2b o Trident 232128 2I7E Windows EIZG_EHITAY pod BY SMB FEHEE o

EVEE—(EAE ST Active Directory /R:8H Trident &8 « EE4 £ smbcreds -

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'
* CSI Proxy s2E% Windows BRFS c BERE csi-proxy * s52B"GitHub : CSI Proxy"8{"GitHub : #HEH?
Windows 9 CSI Proxy"LABE#ZTE Windows #1178 Kubernetes 124 o

1. W EREFE ONTAP ~ IERJLUSEIZ 4217 SMB A& - 5 Trident BIUA B —1E ©

@ Amazon FSx for ONTAP B2 SMB £ o

TEIBBmES NEIL SMB B ¢ A "Microsoft Management Console” BRI KRR AR EIEE
TCE R ONTAP CLI o ZE{ER ONTAP CLI #3 SMB H/ :

a. MAKE « FEIHAER SRR

Itt “vserver cifs share create $§ < B EE LRI HARHSELE -path FEIBISEHERR o NRIEENREARE
£ RIS SHITERRE

b. 37 BI5F SVM HHRAREAY SMB £/ :
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https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share create -vserver vserver name -share-name

share

name -path path [-share-properties share properties,...]

[other attributes] [-comment text]

C. HESBHABET :

vserver cifs share show -share-name share name

®

¥ IBEB2E "B SMB HAE" o

2. By BmE > WARRBEUTARABRUIERE SMB HHEE - BRIFFAE FSx for ONTAP & im:=% E5EIE » ;526
"FSx for ONTAP 5% EZEIEFIEH"

N

#

smbShare

nasType

s5LPAA eyl

e LIEEELLTFIEIE . — © 8/ Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB

HA%E ; [AFF Trident 1L SMB HAR%HE ;5 3¢
% TE] AR L2 8 A T U H R R @ R AT AE
HY o HHERERE ONTAP » LB EAERIER - ¥
¥ Amazon FSx for ONTAP & » It B8 ANEIR
BEAREAZER °

* ACEES A smb © *UNERA null > BIFEEEA nfs ° smb

securityStyle HHEENZ 2T o it SMB & » #7858 E ntfs B mixed BAMN

A ntfs o “mixed ° SMB H4HEE

unixPermissions T ERET - SMB HiEE N BRETEH o "

EYFEZ 21 SMB

/¢ 25.06 hxZSBEYS > NetApp Trident 23216 “ontap-nas ' # “ontap-nas-economy & #7237 Y SMB HiiE &M ZE
EMERRE - BAZ2 SMB % » ol UEREFEEIESIEE (ACL) % Active Directory (AD) fFREFIER

FEBRHAIRME SM
ErENER

B HAIREFIVEIR -

* RZIEFE A “ontap-nas-economy HEHEE o

* ontap-nas-

*MREATE

economy HIRE(EZIBMEEA o
% SMB  Trident 1% ZE&&IFIEEIAY SMB &

* B PVC AR ~ (TFEERI A RIREI A g B SMB £ ACL ©
* 188 PVC HERISER SMB /A ACL BRI IR PVC R ACL ©
* BRFZ2 SMB B > :ARRIREANI AD FAE - BERERER S WMAZIACLH ©
1.:%75? $85/F0 PVC HA[E—{E AD FRERBARRER » BIRIRELIEFA - PVC - #1748

* WNRTER
B > ABRRIR
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* Z% SMB 3% ‘ontap-nas sEE MR EE A > ERNEENRIETEHEEEA -

HER
1. 551E TridentBackendConfig 15 adAdminUser » W FBIFR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEfEFARR AL SRR o

#& trident.netapp.io/smbShareAdUser sHRFTIE EEFLER > UL 2 SMB MAZKLEK - A5
fZ trident.netapp.io/smbShareAdUser }SENFEAEEREN smbcreds BigHIEENFRHE L EHE
[E o &R A#% smbShareAdUserPermission BIEFFEA—IE | full control * change 3 read °
TARERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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1. 3 PVC o

LUFEEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS 5 ESEIEF 55

EBYNAI7E Trident Z2E4ERERITHI{ER ONTAP NAS EREIFZT, o ANERIR (B inAEREEEHIIL
RS in ¥ fERE StorageClasses FEFAAE o

% 25.10 KRB » NetApp Trident 4B "NetApp AFX 77 245" o NetApp AFX 77 AMEEIER ONTAP
BIZM (ASA - AFF #ll FAS) TEfEEIEES R EBFRR o

() 8358 oncap-nas BB (5 NFS 1) AR NetApp AFX R4 ; FHE SMB HE ©

7E Trident BIFRED > [TEEISTEZAS NetApp AFX FETZ R4 o EITEEZ ontap-nas £%&
“storageDriverName' B > Trident & BENER] AFX [EERL o IR » FERBIGABL2HTERL AFX ##
BERMF -

RimAHRRIEET

o

(i

Y

s 2R T RUT BERIRIERREIR

2 AR TEs%
version YRERA 1
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BT BB TR

#E&Eo SVM B2 LIF 89 IP (it - AfLUIEETZEIRE
154 (FQDN) o {15 Trident L4EEHMERA T IPV6 1E5%
» BIR] AR EAER IPV6 fitt o IPv6 (Uit ABRAGIE
SEER 0 HIan
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i o
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T 4EE%TE (FQDN) LU NFS #&EiE% - 2
CEMBIRALEE R DNS ~ LUEEZ1E datallF Z[H]
EITEEHTE o AJEVRREREE - A2H - 1R
Trident 2fF A IPv6 FEIZZEE « AR E A ER IPv6
{3tk o IPv6 (AL BEULFIEINE R ~ BIa0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 o * &B& MetroCluster ° *352RMetroCluster &1 o

EFERAMFETEEREES “MetroCluster BRI o 352
MetroCluster &34l o

B AR B EhEE K R BRI AN ER [(FAME] ©
“autoExportPolicy' #1 “autoExportCIDRs %18
Trident AIA HENEIEEHRA o

EUF autoExportPolicy RF A fE Kubernetes EfiEh
IP 89 CIDR B E ° {3 "autoExportPolicy

“autoExportCIDRs %18 » Trident A B EEE LR
]I

EERANERERNES JSON BAREE
P in/RsER) Base64 MRiS{H - AREIN/ERIVERE

H10 NetApp AFX R4% > (218
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R iGTARE£I8AY Baseb4 HRIGE o AN /REIEE
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£/ Active Directory /R5&¥11& 1% SVM 1T Trident 58

=2Xn
g °

=
HoxX

ontap—-nas > ontap-nas-
economyéﬁontap—nas—
flexgroup

EREniE\af@ + " " + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"

ISR SVM 74 (NRK
R (R

WMRISE T managementLIF SVM
» B4

iHR

il

['0.0.0.0/0", "::/0"T



W

% 55 AA 6

password ERTRE / SVM BN - ARENRENRE - A
Rl Active Directory B&5& ~ 5522 "{£F Active
Directory &R:E¥%&m SVM #1T Trident E&z5" o

storagePrefi 7£ SVM HECEMMIFERFIERMNAIEF T ° RER "Trident”
x HORERM

& ontap-nas-economy i B
@ storagePrefix & 24 AFTHERE

) gtree B ARG RAHEFAIR > BEE

U EHIRE RS o

aggregate BRECER Aggregate  (EFR ; MNRRKRE » Alwszais ™
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o IEETERS AR AR o MNRKIEIK > BT A RA{ER
BBy Aggregate ZRECE FlexGroup Volume ©

& SVM Ffy Aggregate A
» Trident & B Eh#mzl SVM W E# > &
SEEHENS Trident Controller o JIR &
B7E Trident s ERNECE Volume
A4S E Aggregate > BIUNR:Z

() Aguregate WEH AL SVM
> Bimi SR8 SVM Aggregate BF
HEABEARRE o [SABHEEZ Aggregate
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FARCEF ONTAP REST API FY7A#A 28 © useREST" true MK ONTAP 9.15.1 EH

HHUES true B> Trident ¥ ONTAP REST HiZs > FHH) false o
API HABIHEH ; EREA false B’ Trident
£ oNTAPI (zapI) MEAYERBURIEE o HEINAESE
ONTAP 9.11.1 FEHThRZS o L4k » MY onTap
EAABBNEER ontapi’ FERRZTNAITZENHENR o
FEHEEEZEN vsadmin M “cluster-admin B8
ARELEER o £ Trident 24.06 RRZASF] ONTAP
9.15.1 HEHMARARE > “useREST FERRES
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ONTAPI (zAPI) MO o YNR4ETE » HIL AFX EER
4 SRIRKRERTES true©

7£ ontap-nas-economy &imHEMA Qtree FFAIEAREY " (FBERFEHIHIT)
K FlexVol K/\ o
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RIFHMHE Qtree ° {EFHTESFER Flexvol ZRECE#
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HAMWTEREEHIRER o

iR @ ECE R R IniHRREIR
WA AGER defaults ECERR D HRIELEERRIZFITRRACE - HIU0 ~ A2 R TEVAERRSES
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NI BETHRE L TBRYEEZS o
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups ® Trident IRTEFERIBIETE 5% » LIFELR FlexVol AR/ E2
snapshotReserve B3 LEFN PVC [EREULEE - EFEAEEXR PVC K » Trident B AN E A EZREILEANE
Y& FlexVol o ILEtE FERERERET PVC RESHFEKRWABEAZR » MASDIREFERNZER © 72
v21.07 Za1 > EFEAEFER PVC (fIg0 5 GiB) B snapshotReserve BEEA 50% B » I 2 FEHETS 2.5 GiB
AR o ERRAAFEREEKRNWESEEHIEE > M snapshotReserve ‘BHASDLE o F Trident
21.07 B> EFAEERMWERIBAZER > Trident #5%  snapshotReserve BEEEAREMEENT
DLt o BRBEAM ontap-nas-economy © AR TEHIA T RE T{ERIE .

SHREAANT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

¥1? snapshotReserve = 50% MU PVC 353K = 5 GiB » #8HtiE& A/\A 5/.5 = 10 GiB » BJAAA/N\A 5GiB » 5
[FREAEE PVC A RFFAERMA © volume show sp<% FEBETRIEMLI ILEEHIAIAER ¢
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4R Trident BF > SR EEIRE R IRHIZER DRI EHIREE o BN ARFIEILVHMIEE » KEEREEK
INA BEEREEEAERY o 530 » SERIfER snapshotReserve=50 E1IH 2 GiB PVC €E4£1EH 1 GiB AT S8 AR
AR & o iR E X/ N\AEES 3 GiB & » FEATEINISTE 6 GiB M4k & 118 3 GiB FYAI B AZER] o

B/ VEREEEP
UTEHMNRTTBARE - HRAZSHBHERETERE - EREERMREENTTX -

@ WNERIETE NetApp ONTAP _L{EF Amazon FSx 13EC Trident » E:%%4 LIF 57 DNS &8k IP
itk o

ONTAP NAS £ E &35

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup Zif

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 5

CRILAERE Bl ~ LUBRTE "SVM R ARG R HIMETYIRMTR B FHERRIFES °

A7 BIREAYNIAFYAME > F5EA managementLIF F5E SVM i & B “dataLIF #1 “svm 28 - /40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB HERE & 3451

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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B RERERE A

Ee—ER/)HRBIRRZEEHH o clientCertificate v clientPrivateKey
trustedCACertificate (WMIRFEAZSIEHI CA

BREPIR&SE

version:

1

backendName:

« FASRANZAS1ERY CA JRERY baseb4 RIG(E o

DefaultNASBackend

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.15

svm: nfs svm

dataLIF:

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

BEELRAES
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REFIREBANAIIET Trident EABIESELRAIZR BENZLMEIRELRR] o ¥ "ontap-nas-economy’

#0 “ontap-nas-flexgroup EEENTZ T AVE(EA TUAER) ©

version:

1

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.2

svm: svm nfs

dataLIF:

labels:

k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin

password: password

nfsMountOptions: nfsvers=4

BI|AAEE) DRETEE backend. json > W53 HY



IPv6 i ik&E 15

IEEE BT "managementLIF {8 IPv6 fifdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF3 SMB H£FE&E Y Amazon FSx for ONTAP i

{£F SMB HLEEERY FSx for ONTAP £ smbShare 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£ nameTemplate AY1& iHARRE SR

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAERERNNR RS

ETAFRNERIBIFERET » FIBRFEAERE THENTER(E > fI80 spaceReserve’ % none
“spaceAllocation’ 7 false 1 “encryption' 7 false o ¥ IEHEFR NP ES °

Trident £ M&EE) WAUPREEEEE o HeEolUEHE ontap-nas'7E FlexVol £&&E > 3#¥f "ontap-nas-
flexgroup' 1 FlexGroup E£&&7E ° Trident EECEFR ¢ EH B RN LRFMARBENIFEERIREE - 27 H{EE
R REEESIUASEERERNIEREE » WHFHREIEES4HE -

EELHfF » WOEEERMRE THCH spaceReserve  spaceAllocation # encryption =IEil]
HoEFERNBBRE TERE -
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ONTAP NAS 54

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin
password: <passwo
nfsMountOptions:
defaults:

: ontap—-nas
.0.0.1

rd>
nfsvers=4

spaceReserve: none

encryption: "false"

gosPolicy: standard

labels:

store: nas store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:

app: msoffice

cost: "100"

zone: us_east la

defaults:

spaceReserve: volume

encryption:

"true"

unixPermissions: "0755"

adaptiveQosPolicy: adaptive-premium

- labels:
app: slack
cost: "75"

zone: us_east 1b

defaults:

spaceReserve . none

encryption:

"true"

unixPermissions: "0755"

- labels:
department:

legal

creditpoints: "5000"
zone: us_east 1b

defaults:

spaceReserve: none

encryption:

"true"

unixPermissions: "0755"

- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup &l

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"



ONTAP NAS #&7 &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:



spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

1% IR FEE StorageClasses

LUF StorageClass &G H [ A G EHE R AMBVEIREF]] o B parameters.selector il ° &M@
StorageClass #3E5E WL ERE RN ARSEREE - MEEGAEMEERE RPN ERNZEREm -

* protection-gold StorageClass #$¥ifEZE “ontap-nas-flexgroup & iHHE—EM E _EERZ RN - &
L B IR B R IRENE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* % protection-not-gold StorageClass #&M&3 2| “ontap-nas-flexgroup & ixHY5E = FFE LA EH ER
o BLERME—IRM gold UIMREFRE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass iF¥HEZE ontap-nas BiRHENERERERMN - E2M—2% mysqldb
fA AR IREEEE RANAREREIRA o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #E¥ifEE ontap-nas-flexgroup BimHIE

ZEERERM o ERm—RHERRMREN 20000 SAREIRM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass #E¥fEE ontap-nas BimAYE = BEEHEZ M ontap-nas-
economy BIRHVE ZEERE R o SLEE M —1RH 5000 creditpoints FYE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident AR EEEZEMEERERA » WREATSHESXK -
IR EREH datalLIF

VAR ETTAE » ISR AMITUA T e < 2RE EE datalIF » LUREEI 2 EH dataLIF BYF{&im JSON 422 -

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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C) Y03R PVC & E|— (BT Z1E Pod ~ BIA/ARARAFT A AR Pod ~ AR BREENRE) « UEE
#89 dataLIF 43K ©

%% SMB i

£/ ontap-nas EEENFETVIEITRIRARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy EEBNFETUET TR IR

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

‘RinfcEAREFERMN
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

{8 ontap-nas ERENFE LAV EIFEER S5

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

CD SATHWITES annotations’ UEIAA R E SMB o @& imsk PVC RUIAECE « IR RBAELIRE
%% SMB #BEAIEREE

£/ ontap-nas-economy EEENFE TR TFEERIEE 6]
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

BEE— AD EAER PVC &4

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B &%(E AD £RER PVC 6l
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

1% Trident £2 Amazon FSx for NetApp ONTAP &EC5EF

"Amazon FSx for NetApp ONTAP" @— B 258/ AWS AR > nl:EX P EENLH1TH
NetApp ONTAP HEZEXE R RITHZIREINERR4R o FSx for ONTAP :EG S0 FHZAERY
NetApp 4514 « MEEMEIBINAE ° FRFER1E AWS LHESENESM « 8UEE - 2214
FETHETT M o FSx for ONTAP 218 ONTAP 1EE A EFEIE APl o

f&AI LA#E Amazon FSx for NetApp ONTAP &R £ 4t Trident 24 > LIFE{RTE Amazon Elastic Kubernetes
Service (EKS) FR#I1THY Kubernetes B2 FJ A ECE FH ONTAP ZIRMEIRFIERIFEMIEE o

TEERMZ Amazon FSx FREEER > SR AEREZER ONTAP £ © 7E51E SVM & » ERILGETT—EEL
SEHIRE > ELHRE RN FEFIERZRRARTIEENERRNEFIEE - Amazon FSx for NetApp ONTAP
RIERBIRTTERRRFIRM - SEMNIERARLEIIES NetApp ONTAP ©

& Trident £2 Amazon FSx for NetApp ONTAP 1&BcfEA » AJHE{RTE Amazon Elastic Kubernetes Service (EKS
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

) BHITH Kubernetes SEEEAESIACE FH ONTAP TR EIRNIERFHEHIRE o

LLEYM "Trident 23K" » EH& FSx for ONTAP £2 Trident 24 » MIEFEE .

* BZ8E "kubectl'B9IRE Amazon EKS £ BHEIE Kubernetes #E£ o

* IRBEH Amazon FSx for NetApp ONTAP 2R AR HEFZEEIESS (SVM) » BIEEEN TERRLFEL ©
* BEEMBYF "NFS 5 iSCSI" BT {EERZ o

@ ARFRIREBEH EKS AMI $88Y > 3288 Amazon Linux #1 Ubuntu "Amazon Machine Images"
(AMI) FREERVERRA A D BRIEITIRE o

EZEEE
* SMB H4HRE :
° {23538 “ontap-nas EEBIFZ TN 21 SMB HAIRE ©
° Trident EKS SM# 2% SMB HfRE o

° Trident (£ 1B & 27T Windows 124 EHITHY Pod B SMB HAIEE o UNEF4AET > 520 "EEREE
SMB Volume" °

* 1% Trident 24.02 Z Al > 7EEXAA EHENME{HBY Amazon FSx 1AM H R TTHMIE R EAH Trident fff - &7
EHRIE Trident 24.02 HEFARAH L IRLERIRE > 5572 AWS FSx for ONTAP RY&iR4EREIE HIETE
fsxFilesystemID > AWS apiRegion » AWS apikey # AWS “secretKey ©

@ MREEZ Trident 35 1AM B8 > BRI EHEPAEISE apiRegion v apiKey
secretKey H#{i#4a Trident - MNFEEZEH » 552 R"FSx for ONTAP 5% E ZEIEFEF" o

[FIFRFEA Trident SAN/ISCSI #ll EBS-CSI SRETE(

MRITFTEE ontap-san ERENFET, (140 iSCSI) B AWS (EKS » ROSA ~ EC2 S EAIE M1 TERS) &
B > BIEhES T EN S BRISE B oI5 2 B2 Amazon Elastic Block Store (EBS) CSI ERBIFZNESE - AEEZK
EINFEIE BB IEMATEE—&125 LAY EBS Wit » CEEEZRERET I EBS « U TEHFIERT—@
‘multipath.conf #5228 » EARESFTEM Trident :27E > R EBS BN 2 IR :

defaults {

find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"
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Trident JRHMAEEEIED o

s BERsE (B8 | B/RSELREMETETE AWS Secrets Manager # o &R LUEF “fsxadmin EHEEEARE
HIREZR AL 0 REABTH SVM RER vsadmin' ERZE o

Trident EEL, vsadmin SVM EEESS#T » IUAGHRAGELBAENERES D
@ 1T - Amazon FSx for NetApp ONTAP 12t T —1@ “fsxadmin’{#H%& > BJ{E%A ONTAP
“admin REFERENERER AR o HMsaZ EER vsadmin £ Trident $EACEEA ©

© EHERE | Trident i ERAREETE SYM EAV/REE FSx R A LA SYM #E1TiEH -
BRI ASDRENFEEN  A2RENEEEN BN T DR

* "ONTAP NAS 2:&"

* "ONTAP SAN E&:&"
28549 Amazon Machine Images (AMI)

EKS B2EXEZBEERL » B AWS B EH A2 EKS 815 T FHLE Amazon Machine Images (AMIs) © LY
T AMIs B NetApp Trident 25.02 31738 o

AMI NAS NAS #&25 iISCSI iISCSI 45754
AL2023_x86_64 ST 2y =21 21 281
ANDARD

AL2_x86_64 =1 =1 =HY =h
BOTTLEROCKET x £+ =14 N/A N/A
86_64

AL2023_ARM 64 S =gy =4 21 28
TANDARD

AL2_ARM_64 =1 =/ =2/ =Y+
BOTTLEROCKET A £pg** =0 N/A N/A
RM_64

©  EATEREERENEIELRY B R T RIBR PV
o = #ER B Trident AiZs 25.02 B9 NFSv3 #2ECfEA ©

@ YNRITFREREY AMI RTELETIE > WABEREZEEARZIE ; BEEERBCRAREEAE o IE7FR
EH2E > JIHTERNAIEREER AMI ©

ERUTIRETA :

* EKS h#s @ 1.32
* ZEEF% L Helm 25.06 F1i2A AWS Kihnrcd 25.06
* #75® NAS > NFSv3 1 NFSv4.1 #RE1T T AIE
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* #5 SAN 5 ERIE T iSCSI 2 FAIFE NVMe-oF ©
EHITAIE !

* #37 : Storage Class ~ PVC * Pod

* MIB& : pod ~ pvc (FEFE ~ gtree/lun — &R « H AWS FH15HI NAS)
SREZEM

* "Amazon FSx for NetApp ONTAP XX 4"

* "B Amazon FSx for NetApp ONTAP HYZRSE IR S E"

#2317 1AM B &1 AWS Secret

RAT LIESE Kubernetes Pod LUEE AWS IAM A ®IEITER S RIZE AWS BiE > MAEIR
{HBRFERY AWS /&35 o

(D) BEERAWS AV AEEITERE « CUBRERER EKS 5Eh Kubermetes H4 o

#2317 AWS Secrets Manager
E¢ Trident d&§ &%t FSx vserver 2 API RAEEIRHERE - RALLHEEERNREEN - FRELERFZEN
&2 7EEEE AWS Secrets Manager Z55 o At » R TIERERNE > MFEREI—EES vsadmin tRE
TEEERIA AWS Secrets Manager ZH§ o
IE&E IS —1E AWS Secrets Manager ZZH§3K{##7F Trident CSI 5%:% :
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\" :\"vsadmin\", \"password\":\"<svmpassword>\"}"

I 1AM BUE
Trident thZBE AWS H#RAAEIEEEE o ALt ~ MEEE I —ERE) « #8F Trident FrRAYHER o

LUTF&55EFR AWS CLI 3237 IAM [E8Y :

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

Policy JSON #ifji :
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

37 Pod Identity 5 IAM B &LBEARFIRE (IRSA)

&R LUER EKS Pod Identity 5% IAM role for Service account association (IRSA) 527 Kubernetes ARFSHRE 3R
7 AWS Identity and Access Management (IAM) B o (A 2 R E A ERZIRFEIRE B Pod e UFENZA
BEREFEEER AWS BRTS ©
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Pod Identity

Amazon EKS Pod Identity BAE#PI RS EERAENAREE > 88105 Amazon EC2 TSR EAER
Amazon EC2 #{T{ERSIRM/RBHVA R ©

£ EKS &% %4 Pod Identity :

IRB] LUER AWS 16 ST Pod B4 » tha]LUER %) AWS CLI &5

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

WMEHAAE N > 5528 "58E Amazon EKS Pod Identity Agent" o
#2137 trust-relationship.json :
#2171 trust-relationship.json &2 » f§ EKS Service Principal SE£17&#& Pod Identity FYLEAE o JARERILE

EEBRELAS !

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json 125 :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

A BERRIMINE 1AM B
i E—E 2 SRR ABRAMNEIEZIR IAM At
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aws iam attach-role-policy \
—--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy

-—-role-name fsxn-csi-role

#2137 Pod B)RAE :
£ IAM A&F0 Trident BRFSHRE  (trident-controller) Z %I Pod &9 R

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

RFEMEERAE: (IRSA) BV IAM &€
{5F AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json f&22 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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SRS trust-relationship.json XHFFHHUTE :
* <account_id> - {&#9 AWS #RSE ID

* <oidc_provider> - f&f) EKS £/ OIDC ° ERILUE BT T en< IREZ oidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

1% 1AM A 1AM [RE| R
Btk FRLLGSRR (ELRSEPEN) MNEseE

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

BesE OICD fRfHtE R E R
AR OIDC {RIEE BRI ERRE - ERILERN T < EThE :

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

MBEEADZE ~ FHEANUT LR IAM OIDC RHEEIITRIERSE !

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

NRICERBIZ eksctl > HERUATEAITE EKS PARFBFIRAEIL IAM A !

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

2t Trident

Trident f§167 Kubernetes 5 Amazon FSx for NetApp ONTAP 72 &2 > :ZEINMIBEEA
ENEEEENEINERRENLZE
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o] AER R A 7E 2 —% 8 Trident :
e Helm

* EKS MifnrctE

NRECAERIRIRINAE » FFREE CSI RIRIEHIBIIMNIMER - NFFHMEE > 57260 "% CS| HARERUARIRLS

akn o

Be

%538 Helm ZZE Trident
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Pod Identity
1. #7% Trident Helm {72 -

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. SR THIEERIZZEE Trident :

helm install trident-operator netapp-trident/trident-operator

--version 100.2502.1 --namespace trident --create-namespace

CRILUER helm list SPLRMAEREFMEN » HIUNGTE « v =M « B* - ARRE ~ BAREIRZA
MUEFTER o

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

RFEIR A REE: (IRSA)
1. #73% Trident Helm 472 .

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 327 cloud provider #1 cloud identity f9& :

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident \

——Create—-namespace
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CRILUER helm list SPLRMAALEFHMEN » HIU1RTE « sz « BR K& « BAREIR
AFUESTR ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

WNREITEEA iSCS| » AR FER A B _ EEEUE iISCSI - INREFERRZ AL2023 Worker
node OS » BILUFEETE helm LRI B EILEENEHE SR EEZE iSCSI BRI :

(:) helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

FiB EKS JMIETNZEE Trident

Trident EKS Mt E S RHNZ 2 M EMHIET « $55RME1E » WAR AWS BRsEr] B Amazon EKS EELfE
F o EKS MiNNToi rl R IS5 48 (R Amazon EKS EEMNZE2MMBE MY » WiR/ 28 « SR EMEFHMIIN TR
ENIIEE o

FERMEE
7£43 AWS EKS 527E Trident f¥N7ci+Z Al » sEREMRIEE BB RN ¢

* BAMINETEIA Amazon EKS #EEIRE
* AWS #t AWS Marketplace FIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #88Y : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* BREREERY ¢ AMD 3 ARM
* IFER Amazon FSx for NetApp ONTAP t&Z &4t

EYFRIE AR AWS B Trident FifiNTo:
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BEIES
1. 7f https://console.aws.amazon.com/eks/home#/clustersBEEX Amazon EKS 4 o
2. TEAIEEREET ~ ZEE Clusters ©
3. BEHEEAHFIE NetApp Trident CSI HiNNTTHFAIEERTE
4. 342 Add-ons > 7A183%E$E Get more add-ons °
S. SAEMKER AT P BREEZEMI N IO
a. [ THEIE AWS Marketplace [fiNrcF Z853 » ABEIESHEPRE A "Trident” o
b. #EHY Trident by NetApp A iRA _EAMIIZENS IR o
C. 3%E1Z Next ©
6. 7£ Configure selected add-ons :FREEE . E > #MITIUTIR/E :

@ MR IEEARZ Pod Identity association > :5BKBELESER o

a. EEVCEERA Version o
b. iNRIEFER IRSA B15 5 » SAR(RRE A EhL B R EPIRHNEEE !
» AR EF AR Version ©

* {88 Add-on configuration schema #17#2{E > Wi configurationValues 2#7
Configuration values Z 7% EAEIE L —EPFREILR role-arn (EFERATIIER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

MREE [BE) FRAEREALN > BIRAIMNEAN—EZERE I SEGH Amazon EKS Fhi
RUNRERE - WRAMABIUEEHSRARERER » ARER R - Mr] LRI B EEREER
BIRHFEER o BIZIEIRY A > AR Amazon EKS SMIMEVS B EIRTREGTEEMNRE °

7. 3EFE Next o
8. 7f Review and add E& I > #E#Z Create ©°

T RETTHE  EEEIIERERWMTH

AWS CLI
*1.383] add-on.json EFE *

12 Pod Identity > sAERAL T :
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https://console.aws.amazon.com/eks/home#/clusters

G ==

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¢ IRSA 3058 « sAEEAMUTHEI !

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

() # <role ARN> Bt E— S BRI M E ARN o

2.%24E Trident EKS N o
aws eks create-addon --cli-input-json file://add-on.json

eksctl
LUT&568n % Z4E Trident EKS Mifnrcf :

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

T Trident EKS Kdfnyci
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BEFES

1

N

- BEX Amazon EKS E#E& https://console.aws.amazon.com/eks/home#/clusters ©
- EEAIZERES « ZEH Clusters ©
- BEEAH T NetApp Trident CSI SMIMETNAI R E LT o
. #8412 Add-ons 1Z%; °
. 3EHY Trident by NetApp > 7A%%3%HY Edit ©
. 1£ Configure Trident by NetApp BE Lt « 1T TIRE :
a. ERESE(ERAB Version o
b. FEFH Optional configuration settings T iRIETEEITIEN o

C. 42 Save changes °

AWS CLI

X

TEBIER EKS Mo :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

116

* BB FSxN Trident CSI SM#ZTURIBRIARZS © & “my-cluster BB IEHERE RN

eksctl get addon --name netapp trident-operator --cluster my-cluster
HHlEL
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BHINTHEEHRZE L —F B UPDATE AVAILABLE TFEREIMIRRZS o

eksctl update addon --name netapp trident-operator --version

v25.6.0-eksbuild.l --cluster my-cluster --force


https://console.aws.amazon.com/eks/home#/clusters

WRIEFEPR *--force IR » HIE{A] Amazon EKS SMIMETUER E EIIGIR BRI EESE » BIEH Amazon EKS
SMEMETUI E R ; CEUREITERAE » LRI IGHRESE o TEIEEILEIB 2 i » ;A (R Amazon EKS 4h
HEXFEERCEEEENRTE  AASLEREEWILRIEES - BRALRENEMBRBENEZEN > 5

28"9MEMEZL" © AR Amazon EKS Kubernetes I EIENEZ B » 520" Kubernetes HIIEIE"

RIS %8 | #8P% Trident EKS Mot
&8 MiEEEIE R 2R Amazon EKS MmN :

* REHE LAMIINERS — LEEIER IR Amazon EKS HFIERENEIE - EIEEHFR Amazon EKS BHIIE
BRI RENE 18 B EE T Amazon EKS HIIERASRIINEE © B2 > EEREHRE LBYMINERES - It
FEIREHNEREE R A B EERE > A Amazon EKS MIINERES o SEALLEEIR > MiMNEEER & LIRS HEES
fE o 7ESR S HIRE --preserve FEELUR B HINNERAS o

* RBESTRRIRMINNITHEEE — NetApp BB ETELHNEE IR B T ARBZMMTHERE - 7RHEE
#5B% Amazon EKS MiNTTH o 1 --preserve $5 < 8% “delete EIBLISIRMIIN TTH ©

() mEMMTAERBT 1AM IEF > BIREIRE IAM RF o

BEFES

. £ https://console.aws.amazon.com/eks/home#/clustersFEY Amazon EKS 4 o
- EEAIZEREES « ZEH Clusters ©

. BEEEHR NetApp Trident CSI SMIMERRIEE RS o

. ¥EEY Add-ons 12 > A% %EEX Trident by NetApp ©

. 3%8Z Remove °

. 7€ Remove netapp_trident-operator confirmation %55 /5124 « #1T FHIR1E .

a. NREFHE Amazon EKS ZIEEIBIMIMETNAVERE » 555E1Z Preserve on cluster o IR EFH
SMEENER SRR EE L » UWEEHIUBTERIMIMEXNFIERE » SBHITILIRE -

b. #iA netapp_trident-operator °
C. 3512 Remove °

—_

o O A W DN

AWS CLI
i “my-cluster BAA EHIRERME - ABRPITUTHL o

aws eks delete-addon --cluster-name my-cluster --addon-name
netapp trident-operator --preserve
eksctl

LUF e < 2R L Trident EKS N :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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AeERFRIR
ONTAP SAN 71 NAS EEHIfiE ¥ S

HERI#FERE > SHEERI JSON 5 YAML HRRABIAEREE ERTERTEMENMFTEE (NASH
SAN) ~tERERMR - ERPEUSERR SVM L/()S'zﬁl]ﬂLﬁ%ﬁ ° l/("FEBWJJETQDﬂ/E%ETf‘ NAS BfEfFae
4 L/(EZQI:”—_HQEH AWS & E%X{%ﬁ#ﬁﬁa E’J SVM =7 nﬁéﬂ
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YAML

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"
"namespace": "trident"
b
"Spec" . {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-
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1T 7 E < LAEBILAESREE Trident Backend Configuration (TBC)

* 1t yaml 217 Trident &BiIm4EAE (TBC) » MHITFI&HS .

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* BR5E Trident RIn4ERE (TBC) REEMINEIL !

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

FSx for ONTAP EEENFZ ¥ 4R E R

S A EA T EEENFZTAE Trident &2 Amazon FSx for NetApp ONTAP 4 :

* ontap-san : SECEER PV #E B S Amazon FSx for NetApp ONTAP FZREE 1 HY—1E LUN o H#EE
ER&IRE#EE o

* ontap-nas . SEBEEMN PV EE2—E5ER Amazon FSx for NetApp ONTAP HEHE&E o #EEF NFS
F1 SMB o

* ontap-san-econony - B{EBEEN PV #=2—1E LUN > & Amazon FSx for NetApp ONTAP F4HEE A]
5%E LUN BVEi= o

* ontap-nas-econony . SEBEEN PV #<E—1E qtree > &1{E Amazon FSx for NetApp ONTAP H4iR &
AIECER gtree B2 o

* ontap-nas-flexgroup : SEBAERN PV #E—E5TERI Amazon FSx for NetApp ONTAP FlexGroup
HAPR& o

BERARSIEIFEF R « FF2F "NAS FaE)2z(0" 70 "SAN EEEhiz=l" o
TERI TR > BT T eSS HRIITE EKS ¢

K5
[l

kubectl create -f configuration file

REREIARE « SARITILS L ¢



kubectl get tbc -n trident

NAME

PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629 Bound

& UnE PR AR RG] S5

storageDriverName

backendName

managementLIF

BACKEND NAME

backend-fsx-ontap-nas

Success

55

EERESEN TS

B %R

#E&£5 SVM B2 LIF &9 IP fadt »
AIIEERE A% (FQDN) o
R Trident 2R IPv6 [EIRZ 4
1 > AR EAER IPv6 i
ik o IPv6 {itib B PIERE R °
fgn
[28e8:d9fb:a825:b7bf:69a8:d02f:9
e7b:3555] o MNRIEE
fsxFilesystemID FHY aws H#fi
BT managementLIF > BIFRE
EEEM nanagementLIF ° A4
Trident ¢ AWS #EEX SVM &:f ©
Ft > EAZEA SVM THIERE (
4N : vsadmin) 3RHEEREE 0 BEE
BEXBRE vsadnin A

BACKEND UUID

7a551921-997c-4c37-aldl-

5l
$ar 7S 1

ontap-nas, ontap-nas-
economy, ontap—-nas-
flexgroup, ontap-san, ontap-
san—-economy

EEENTZN %8 + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"
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W
st

datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

122

=R EH

7 LIF B9 IP fiI3it - ONTAP NAS
EEFNTZT © NetApp E:HIEE
dataLIF o gNSRKIRM » Trident 1
SVM EYf8 datalLIF o & LUEE—
BEx2REMFE2TE (FQDN) AR
NFS BIR(E » ML DNS
L TE %A@ dataLIF ZFEHL‘T—TFE\%?;:F
187 o ¥R EB T LIEN - 52

S - ONTAP SAN EE&725 : iSCSI
MEIETE o Trident £/ ONTAP
M LUN BREREREIZSHREE
EEPTEERY iISCSI LIF © YN REAFEE 2
T datalLIF » BISELESL - INR
Trident 21F A IPv6 {25 L4EH »
BIF LS EA(ERA IPv6 itk o IPv6
it BRAIERER » Flt
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] °

RUF BEhEE R BZ LA R [FAA
{&] ° £/ “autoExportPolicy 1
“autoExportCIDRs %18 ~ Trident
AU EEEIRELEREA -

EUF “autoExportPolicy” B FA 7% fidse
Kubernetes &i%4 IP B9 CIDR JEEE o
/8 ~autoExportPolicy #l
‘autoExportCIDRs #£18 » Trident &J
UBEEEEHRE -

EERRHIRERNER JSON &R
REE

AR iH/&R:EM Baseb4d 4RIE(E o A
REPRIEEERS

AR iRfhAZE % i8H Baseb4 RI5
B - B/REEERS

Z{S1E CA &80 Baseb64 4REE{E ©
BEA o AR/REEIERE o
BREEEEs SYM ERES
& o ANEN/RENEDEREE o #l
0 > vsadmin ©

EiEE D SVM RS - ARER
BB EEEE

EEANFEEERKS

£ SVM FREcEHARRE R PR A RY
AR o AT REIAEDR - BEEMN
Jtt*%t CEERIIERIR o

g

false
"["0.0.0.0/0", "::/0"]"
WRIEET SVM B
4o

trident

2 LIF > BlgfT



W

#

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

siLPH eyl

*2&7 Amazon FSx for NetApp  &70{£M
ONTAP 157 © *#2f#By “fsxadmin®

# “vsadmin' A EZEA Trident 1%

2= Aggregate R IE R IILABR S

FrEEIRERR o

MRARWEIEEA/NEALLE > " (FERTREIET)
AIBCE KRR o E5h > BIEREITH

EIBH gtree F1 LUN HBHIR K/

» W B#% “qtreesPerFlexvol AR

#rE:TEE FlexVol HiEEMR A

gtree (=2

1@ FlexVol volume BI&A LUN 2 “100”
BT [50, 200] EER o ER
SAN o

FAR RREEHERR RV ETEREAR © B null
a0 ~ {"api":false, "method":true}BRIE

IR IEEEITRR B B R B S F AR
sCERRED ~ BRIFEIER

debugTraceFlags °

LUESEDFRAY NFS #8185
B o Kubernetes FA M HERE & AYH
HRIEREERFENPIEE - B

W R GEFHER PR IeE A EE

15 > Trident i$EEREF A REERIG

SR ERE TP E AV EEETE o YN
FHERMRER P RIGE R =

18 » Trident A E7ERABIRVFA
AR & b E& E (T I 88T o

BoE NFS 3¢ SMB HAHEERVIEIL ©  nfs
IS nfs ~ ‘smb g{ null o *AE
REA smb A BEIEIL SMB HEEE

& o *2R7E A null BIIFEERIEIL NFS

MEREE o

1& FlexVol volume BY& K Qtree  "200"
BE W ATE [50, 300] EERN

BRI LIEE Ty %8z — @ FH smb-share
Microsoft Management Console

ONTAP CLI #1789 SMB HH %8

» BLAEF Trident #1Z SMB A/

%78 o L2 Amazon FSx for

ONTAP BifEHNERN o
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siLPH eyl

useREST A28 > BMER ONTAP REST false
AP| o B8 TEA “true' B > Trident 4%
f5F3 ONTAP REST AP| El1&im3E
& o IEIHEESEE ONTAP 9.11.1 5
EHTHRZ © b9k > EFEAY ONTAP
BEABEWNERR ontap FEAER
BTFEVERR o T EEM "vsadmin®
zg ‘cluster-admin’ A& R M ELEE

aws I&BILUTE AWS FSx for ONTAP £
HERSEFRIEE TFIIEE | -
fsxFilesystemID : &7 AWS "
FSX IEERZM ID © - apiRegion "
: AWS AP| &15{%f8 - apikey "
: AWS AP| &8 © - secretKey
: AWS WZEER o

credentials }5E E#TF1E AWS Secrets
Manager R FSx SVM 585% o -
name @,E SVM ot uﬁE’J’Z E%E’J
Amazon Resource Name (ARN)
type | BRIEA awsarn © HIEF4H
&l > 552 R"E1L AWS Secrets
Manager ZHE" o

W
st

R @R B R In4HREEETE
fEAILAER defaults BLE PN PRVELEIERITHITARECE © HIU0 « 2R TmaV4ERREA) o

2¥ Sl T

spaceAllocation LUN RYZEfE B true

spaceReserve ZERMFZEIN; Tnones (#BfE) none
g lvolume | (5%

snapshotPolicy E(F A/ Snapshot [RH! none

gosPolicy BARIVHEIEETS K QoS KR ™

B - BERKEFhSRIREEE
qosPolicy Z¥ adaptiveQosPolicy &
Rz — o ¥&EC Trident £/ QoS &
BXE¥4HFEE ONTAP 9.8 IEHTAR
7 o fEERAEFAIEHEERT QoS R
BHE > W RZRISEHEERER

ESERE - HZH QoS RE&E4H
ﬁ%ﬁﬁéﬂﬁﬁ%ﬂﬁﬁﬁ THErasnNEEH
SR
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W

% 55 AA 6

adaptiveQosPolicy ARSI EISRKE BEE QoS
[FRIE#E - BEAREERNHER
B]#%$2 qosPolicy 3¢
adaptiveQosPolicy EF 2z
— o ontap-nas-economy A3 1% o

snapshotReserve ARBREBIEIEE B2 "o R snapshotPolicy /& ‘none
> “else™

splitOnClone BIURRERNERIBEDE false

encryption TEEHEREE EEYA NetApp Volume  false

Encryption (NVE) ; TE:R{ES
false o EfERILIEIE » FENE
B3 NVE 5Fa B NVE o 1
B1BIEEA T NAE > BITE Trident
hifp iR AR E &2 B
NAE o UNFEHME » B2 H

> "Trident &1 NVE #1 NAE HYZE{F
FIl" e

luksEncryption ERFA LUKS 1% - 5526 " H
Linux Unified Key Setup ( LUKS
) "o {£PR SAN

tieringPolicy EFRNSERA none
unixPermissions R EREL - SMB Bl &EHR "
BZER o
securityStyle HHERMZ2RN - NFS X NFS T8 /E% unix © SMB FER(E

‘mixed 1 “unix 2 c SMB X A ntfs ©
1 ‘mixed ' 'ntfs' Z21ER, °

EZE SMB Volume

GBI LUE A ontap-nas BEENTEINRECE SMB HARE © TE5ERE ONTAP SAN #1 NAS ERENFZNES Z A » 585t
SERATHER | "HEEECE SMB Volume"

FCEFEEFERM PVC

BCE Kubernetes StorageClass ¥4l 2 17 F 48R > LIS Trident 1A EEIRE o 22
3 —1@& PersistentVolumeClaim (PVC) 2RfEFABEAER Kubernetes StorageClass :5K1F
B PV o 2A1%% » I&AT LG PV #H8E) Pod ©

I EFER

Bt & Kubernetes StorageClass ¥{4

#Z "Kubernetes StorageClass %1 5 "¥)4AF Trident AR ZRREANREFECESS » WHET Trident W{AIACE R
& o FERLLEHIAMERE NFS MR &R E Storageclass (BRATEMBIESIR > FF2E T A Trident B
;a3
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

AEALUTEFIAFER iISCSI IR &EERE Storageclass -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

HE17E AWS Bottlerocket EECE NFSv3 HAIR&E » 551G AAHTIE “mountOptions’ E{#EF4ER! -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

FHZR"Kubernetes 1 Trident ¥{4" W BER A TZEER AN {AI B2 *PersistentVolumeClaim B & » M K&1%EH| Trident fiC
BBV EEEHE -
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FERVAE FE2 Y]l

1. E2—1@ Kubernetes ¥4 > EItbEEF B "kubectl £ Kubernetes I E ©

kubectl create -f storage-class-ontapnas.yaml

2. %ET:E,‘&T‘(E%%ZT:E Kubernetes # Trident & 2| basic-csi #7485 > M Trident FEZE &L EIR T B ix EAIETT

/

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
#2311 PVC

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim "] (PVC) eHEE L persistentVolume

HAFEREER o

PVC AIMUECE A KT EA/NBIHFEREFEUEL - FiBRANBY StorageClass > FEEE S NMERLUEH]
PersistentVolume A/NIFEVRT » ER]LUEFIMBENRIFZSF RS ES2H -

#2311 PVC & > ISR LUTE pod H#HE, Volume ©

HOEMFE
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PersistentVolumeClaim #&74</5 8

ELEFIRETT PVC MEARFEEE o

H7A RWX FEUEFRHY PVC
L& FIRET T —{BEd$a 2 “basic-csi'BY StorageClass BRI AR RWX ZEUEERIEZ PVC

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

£/ iSCSI K1Y PVC &5

L& B R T —EE% % protection-gold #Y StorageClass BEE#AY « A RWO 7ZEUERRY iSCSI EZs
PVC °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: protection-gold

##37 PVC

1. 37 PVC o

kubectl create -f pvc.yaml
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kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

2B Kubernetes # Trident ¥{4" LA B R TZEE R AN {1 EL “PersistentVolumeClaim B & > LA K3%EH| Trident fi
BEHEEN 2 HGEME o

Trident B4
BLERECRTE T FEE AL Trident BIEMNHEE RN REEBATELNMBER o

B p S BEEH BE 3K XEE
YRS FH HDD  B& Pool B ZItEER! 5EMIIRASEEEY  ontap-nas
= ~ SSD HIEES ; RS ontap-nas-
RTMETRE economy
ontap-nas-
flexgroup ~
ontap-san *
solidfire-san
provisioningType =& HE BRthZIRIMm BIEEMERE thick : FiF
BEE ONTAP ; thin :
Fi5 ONTAP #1
SolidFire-SAN
backendType FEH ontap-nas Pool BitiETESE 15ER FrEEEENE

* ontap-nas- W&
economy ~ ontap
-nas-flexgroup

~ ontap-san

~ solidfire-san

~ azure-netapp-

files ~ ontap-san-

economy
R HE true ~ false Pool Z1E# AR BEEFIRERRVEE ontap-nas
BIMERR & & * ontap-san
~ solidfire-san
vi=pll HE true ~ false HEAZEES CERBEERRE; ontap-nas
MR & ®&E * ontap-san

~ solidfire-san
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B4 E=pid] BEH
mz= HME true ~ false
IOPS int IEEE

' . ONTAP Select ZFEARL 1B
IRELHFIEARER

(-
EEFNSEME
HiR &

Pool SE#I{REE1E
#E AR IOPS

23K SiEE
EEVAMZEREE ontap-nas

& * ontap-nas-
economy ~ ontap
-nas-
flexgroups ~ onta
p-san

Volume {R:5 T 3= solidfire-san
L& 1OPS

I f#F LRI PVC & > BIRTAS PV #MF Pod L o AER%IHR PV Z1ZE] Pod AIEEHI

an S AAERS o

1. 7£ pod H#&] volume ©

kubectl create -f pv-pod.yaml

UTEHIETT A PVC EEE pod NEZAAHRE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"

volumeMounts:

D ENHERS -

- mountPath: "/my/mount/path"

name: pv-storage

@ RATLUER kubectl get pod --watch ERiF#EE o
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2. AR @ EHEE /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IREEAILUMIER Pod T ° Pod ERRIRTERFE ' BERRE -

kubectl delete pod pv-pod

7T EKS #££ 35 F Trident EKS Miinrcis

NetApp Trident 16T Kubernetes 7 Amazon FSx for NetApp ONTAP {#/ZRIEIE » ;B R
M ABMEESENE N ERAEILEE © NetApp Trident EKS MR B Z &M
L2 M EMZENAIERIEE » WALE AWS g5 > AT Amazon EKS #2FS{EH o It EKS
SMIME T HBN (S HERE (R Amazon EKS 2EMNZE2MAEEM » WiR/ %28 « REME
FOMIEPT R TIEE ©

FoRIFM
43 AWS EKS 5R7E Trident f¥iNciE 2 Al > sARERIGE BB TRA

* BEFFERKNTHERR Amazon EKS ZEIRE ° 55280 "Amazon EKS MiIo" o
* AWS ¥t AWS Marketplace FIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $8%8Y : Amazon Linux 2 (AL2 x86_64) B{ Amazon Linux 2 Arm (AL2_ARM_64)
* BREEEER! ¢ AMD Z{ ARM
* IFER Amazon FSx for NetApp ONTAP & &4t

1. SBEIENERIL IAM A1 AWS 8 > LUFE EKS Pod SE$97ZEN AWS BE - BRIEREA » :F2R "E1 IAM A
&F] AWS Secret" o

2. 7T EKS Kubernetes &% F » EEZF Add-ons 1Z% o
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3.

tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more J

information, see the pricing page [7.

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period Provider
@ Standard support until July 28, 2025 EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

( view detaits ) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches L |

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

Ai{E AWS Marketplace SMIMZET » FATRIEIZ storage $87) ©

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

d storage workflows. Product details [?

Supported versions Pricing starting at
1.31, 1.30, 1.29, 1.28, View pricing details ]
1.27,1.26, 1.25, 1.24,

1.23

4. % Z| NetApp Trident > #EEY Trident JMEFEXHIEEEIE > JA%EIE—T Next ©
S. BHERFTEAIMIIN TR ©
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

(D You're subscribed to this software X
You ean view the terms and pricing details for this product or choose another offer if one is available.

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel Previous

6. ECEFTRBYMIMNTTHRTE ©

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J 1
Add-on name & Type v Status
netapp_trident-operator storage @ Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name a Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

7. NRITEEMEA IRSA (ARFEIRER IAM A)
8. 5E#Z Create ©°

SRHEMBRT R EE" -

3
\
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9. FESTMIINTTHRIAREE S Active ©

Add-ons (1) nfo View details Edit Remove Get more add-on
[ Q. netapp X \| \ Any categ... ¥ } | Anystatus ¥ 1 match 1
. O

fNetapp NetApp Trident g

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for

ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [

Category Status Version EKS Pod Identity 1AM role for service account

storage @ Active v24,10.0-eksbuild.1 - (IRSA)

Not set
Listed by

NetApp, Inc. [3

10. HITU T an S LUEREE Trident ST EIERZEEEE L ¢

kubectl get pods -n trident

N @EETREVRERFR - IFEMENR - F2H "LEFFER"

£/ CLI ZE/fRIRZ4E Trident EKS KMo

£/ CLI &4 NetApp Trident EKS M2 :
LU EEHIF5 S &4t Trident EKS M2 ©

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.l ({FRAZEMBIRZ)

LR EEfI15 < %24E Trident EKS MiMEZCHR S 25.6.1 -
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.1-eksbuild.1l ({EFERRRZS)

LT 86352 228 Trident EKS JMEETURR S 25.6.2 ¢

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.l (FRAZEMIRE)

&M CLI ED% NetApp Trident EKS SMiMER :

M2 fEPRZEE Trident EKS MiMNTTH :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{5/ kubectl EiI &1

BIRER T Trident BARF R A 2 EIRVRAR o E&HFF Trident M EFRAEE » UK
Trident FEZANEIEPECEMIRE o 28 Trident 18 » T —F BRI B
‘TridentBackendConfig' EiFT&/RE# (CRD) FI:EEEES Kubernetes NI E
I# Trident &l o KE]LUER "kubect! SEA TSR Kubernetes 2¥1ThRAVZERL CLI THK
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SERCIEIRIE

TridentBackendConfig

TridentBackendConfig (tbc tbconfig tbackendconfig) e—{EFliHir%ZEM CRD » AJ:EEE A
kubectl BIE Trident &1 o Kubernetes M{#FEIEEIRE AU EREEB Kubernetes CLI I MEIRR IS > M
BEEHEANGTHERRERX (tridentctl) o

J£37 TridentBackendConfig ¥R » EEELITER :

* Trident IRIFEIRMHRIERE BENEILBIR © BEAZPRMTA TridentBackend (tbe tridentbackend)
CRo

* TridentBackendConfig M—#FEZIMA Trident #IZHY TridentBackend ©

{8 "TridentBackendConfig &3 "TridentBackend {R{F—H —BIMLEIR% o A& BIRBAERE RN ER
IHHINE ; BER Trident RNBEBIEMHNAR °

@ TridentBackend CR H Trident BEE1L o (B FEZEHNEM c MREHEEFTHEI « 58
IBIEEK " TridentBackendConfig ¥4 BRNITULEEE o

AL TridentBackendConfig CR #&ZLEEH4 :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svim: trident svm

credentials:

name: backend-tbc-ontap-san-secret

AT UE R "trident-installer” BEHBVEEH) » LT RIS AEFTFS/IRIENEHIEE o

‘spec  IERBIRITERNEREZE o EARFIH « BIHEHR ontap-
san FEFERENIET. « WAFEAILEREPIHAAAESE - NEFMEFERISIENVAREITEE « 5
Z[1ink:backends.html [ "FEFRIIEXNRBIFHEEERN"~] ©

‘spec’ BEEtEE credentials’ # ‘“deletionPolicy’ B > BEREALEE
‘TridentBackendConfig® CR H¥r5I AR :
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

* credentials : IEBHBMERIIL 0 B ARABTERA/IRFETRENEERY - IL2HRERERE
1Y Kubernetes Secret 5858 BRI N AELUMEX FHZVEIE » [RINGFERIHES -

* deletionPolicy : IBENIEE TridentBackendConfig MIBREFEMITHVRIE - ERJUBUA THREEZ

° delete : &M EE TridentBackendConfig CR KRERIHAIE IHES MR o ESE2TERE ©

° retain ! 8 TridentBackendConfig CR #MHEREF » BRIREREEE > WrlFEA tridentct #EITE
12 o BMIBRRRIEA retain’ nI:RBERAEFRAZRERRA (21.04 ZFTHRAS) MRE SRR ° B
‘TridentBackendConfig' Z & » BJ L EHULHEAIAYE o

% Im%TBIER spec.backendName RE © MRKIETE » BinbBRRES
(D TridentBackendConfig ¥FHI%TE (metadata.name) o EiEFF spec.backendName FH
R ER TGS o

{#H tridentctl BIIMRBIFRZEMEIA "TridentBackendConfig ¥ o EEJLUEIES
#BIEIT "TridentBackendConfig CR >’ M kubectl REIBEFLER IR « UBETEISTEERE

M#ERE2E (Bl - spec.backendName v spec.storagePrefix
“spec.storageDriverName' %) ° Trident & B&Ii#TEILAY "TridentBackendConfig' B3R B RYE
IHADE ©

EEF kubect! BILHHIRIE - EREZPUTLIUTHRIE |

1. #3I "Kubernetes Secret" o IEZ{&E S Trident B (417 E &£/ ARFSENFAEMTEEFR o

2. 3137 "TridentBackendConfig #{f - EF G B RRESRSE / IRFEHFMAEN « UKRE L —PPEIEE
203 o

= nn

B BiImE o e A kubectl get tbc <tbc-name> -n <trident-namespace> IRERZR ELRAR I UK
EEZHAEN -

HER 1 . &1L Kubernetes Secret
B —(EE SR IHFEGEREN Secret © SEEFRT /| FEEEH—B « U TE2—EEA :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password
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https://kubernetes.io/docs/concepts/configuration/secret/

TREL T SEFFET S Secret A B ZHIRENL :

#7174 Secret Fields it
Azure NetApp Files

Element (NetApp HCI,~SolidFire
)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

7

clientID

Bk

EREHE

=%

clientPrivateKey

chapUsername

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

e
FERENEMPRIAR ID

BEAHAIEERM SolidFire =5
B MVIP

FRREERE | SYM NfERES
8 o ANENEENSPERE

EIEEE /SVM RIS - ARNER
BN 5EE

E R infhE TR Base64 #RbS
18 ~ ARENERENRE

AILFEHERTE o R
useCHAP=true BI| & /1EIE -
E@ontap—san‘*ﬂ ‘ontap-san-
economy

CHAP e &8 o IR
useCHAP=true > RIZ3@AHIE © &
B ontap-san M ‘ontap-
san-economy

BiEERAERE - IR
useCHAP=true » Bl &4 1HIE o
B? ontap-san'# ‘ontap-san-
economy

CHAP B 1ZEREN23 %5 - TR
useCHAP=true BI|&41EIE -
B? ontap-san'# ‘ontap-san-
economy

TEUEPERAREEIIAY Secret » B EBE F—FEIUM TridentBackendConfig ¥4 spec.credentials i

PSR -

HB% 2 . 21 TridentBackendConfig CR

fCIRERILAIRIL TridentBackendConfig CR 7 o fEAHIAH » A ontap-san EEEBIIERNNEIHEERUT
F"AY TridentBackendConfig ¥4FEIIRY :
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kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svim: trident svm

credentials:

name: backend-tbc-ontap-san-secret

EE 3 B85% TridentBackendConfig CR FYAKAE

#1I TridentBackendConfig CR & ~ &R LABREEEKES - SA2 R T &4 -

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BIREMINEIINAHEE] TridentBackendConfig CR o
P T AR A T HIE A —(E(E :
* Bound ! TridentBackendConfig CR EBixRIH: » HEZBIRE S configRef RES
*TridentBackendConfig CR BY uid BY{E

* Unbound : M """ &/MR° “TridentBackendConfiqg ¥MARERBIR o FAAEFIEILN
‘TridentBackendConfig CR FEEREBEEIILEPEES o PRERE TR » MIABEMIES Unbound AKES ©

* Deleting ! TridentBackendConfig CR BY deletionPolicy #EREAMIEE - &
‘TridentBackendConfig CR #fHIBREF » ©EEEA TEEMIBRI AREE o

c MRBHAFERFAMMEES S (PVC) > BIfER "TridentBackendConfig ##& %4 Trident fiBR1&imIA
Kz “TridentBackendConfig'CR ©

° MRBIHFE—(EHZE PVC > BIBIHEAMIPBRAREE © TridentBackendConfig CR BE& i A MR
FEES o & UHF0 “TridentBackendConfig' RE7EFRA PVC #EMIERE A 2 MR o

* Lost . £ TridentBackendConfig CR BB IRH B H K EMIFR > M TridentBackendConfig
CR NARZHEMPFEIRIIZSE o i@ TridentBackendConfig fHZA{ > ‘deletionPolicy CR{}
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SART AR B o

* Unknown:Trident #H £EE L TridentBackendConfig CR RABIAIRBIRAVAREE T @S FE1E o HIa0, 1R API
{AlAR2S2 B MK tridentbackends.trident.netapp.io CRD ffsk o BIRIEEERESTA ©

Et > BIHEMTHAE | BRILEEE—EEHMIRCE > FIU0 "1 ln BN inflfR" o

GER) T84 BSESFHEER
ERIMBATIA T RERARRIENESEM |

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

LESh ~ FHE RIS YAML/JSON 8 TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Bl & backendName M ‘backendvUID [E]fE ‘TridentBackendConfig CR MEIZAYE
I °© lastOperationStatus iR/ TridentBackendConfig CR & —RIR{ERVAREE » sZ1RIERI AR
ERERE (HIW > EREEET spec FRIRLERR) H Trident &3 (HIUN > 7E Trident EFTRYENHARM

) o H{EFILLZE Success I{ Failed °© phase FR/R TridentBackendConfig CR &% FRARBIAREE o 1
L+ mEEEHIF > phase BYEA Bound ° 5 EMkE TridentBackendConfig CR BB imRERN: o

o] LIIIT kubect]l -n trident describe tbc <tbc-cr-name> S REVEEMHHFERIFMAE

@ &4 %A " TridentBackendConfig #1458 “tridentctl REFH S MIFR € S RANAER Y - BB TH#7
£ “tridentctl £ “TridentBackendConfig' Z BEITIIAFRERIP B » B B A G2 ©

=By
£ kubectl H{TEIHEIE
T HRUN{A{ER “kubect BI{TRIREIRIR(E o
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

fHlf% TridentBackendConfig B8~ Trident MIBR/REHBE (BURFY ‘deletionPolicy) © &Zf)
PR1&I% » 5AFE(R deletionPolicy REAMIBR - BEEMIFR "TridentBackendConfig ’ :BHEfR
“deletionPolicy B E AR © Btk o) FERRBRIGIIATEE » W EILUER “tridentctl EITEIE ©

TR -

kubectl delete tbc <tbc-name> -n trident

Trident A& & Kubernetes IE7E{EFERY Secret TridentBackendConfig © Kubernetes AR & &5
Secret o filff Secret FFRAZEIEIMINE ¢ B E Secret REHEIRFEHRE > 7 FEMIBR o

BRRAENER
HITRI @M< .

kubectl get tbc -n trident

IS AT LUNTT “tridentct] get backend -n trident' 8% “tridentctl get backend -o yaml -n trident' REX{SFr B IR 5 % Ik
BRE © BRI EIE(ER tridentct BILAY R ©

BRI
ENRIENRETERRS !

* BIERGNERECEN - BEEH/ASS WNEEH TridentBackendConfig YMEFHERRY Kubernetes
Secret © Trident #ZFBIRHNERITVEEBIHEHRIR - MITU TS EFH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* REEWHSY (GINEEEADN ONTAP SVM K41T8) o
o A UERU TS BEiEER Kubernetes B “TridentBackendConfig #15 :

kubectl apply -f <updated-backend-file.yaml>

o oE o KR LUMFERUTHSHIEA TridentBackendConfig CR #4THEEN ¢

kubectl edit tbc <tbc-name> -n trident

141



* MRBHBEMKRY > BEFEBERFE EREMNEE o« ERILUEBHIT kubect! get tbe
<tbc-name> -0 yaml -n trident' 3% "kubectl describe tbc <tbc-name> -n trident’ ZR&EH HEE U
O  m=rr-
© EEHEAEEAARRENRER - ERIUERMITEMGS ©

{E tridentctl HITERIFEIE
THEEUNEI{E A tridentctl BT R IR S IEIR(E o

FERVAEy

B EIRAARSIE" 1B > BT T &< :
tridentctl create backend -f <backend-file> -n trident
MRBIREILLY > ARTEBIFEEEEMNE o AT T o< KRR iR U ETRE :

tridentctl logs -n trident

LR RIEEREREPRMER > ERIUBRHIT create’sp < ©

lERE
AENE Trident MIPREIR « EHIT FHHRIE
1. S B IRBTE

tridentctl get backend -n trident
2. bR

tridentctl delete backend <backend-name> -n trident

@ gNR Trident BRI B IRECE T HAATFERMIREMIRER > BUMIPRE B imiE e L B EC & a0iiis
& o ZBImFAEEL TEEMIPR) ARREFE -

AR AR RIR
EEER Trident BEXBVEIRE « SFHIT TP ER
* AERSHE  FRIT s
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tridentctl get backend -n trident

* AREUSFIAHAER  SFRIT TS !

tridentctl get backend -o json -n trident

BRI
BN RIRHERRER > ITU TS

tridentctl update backend <backend-name> -f <backend-file> -n trident

MRBHBHAN > ARTBIFEEEFERNE » AECESA T EMMITIRE - KUIUBITUTHLEEHFU
HBERR :

tridentctl logs -n trident

IR WEIERENEFHERER » LRAIUBRHAIT update B2 ©

sHnl 8 AR 18 I B9 77 4R

R —(ERIUEA tridentctl AEBMIEHLN JSON HRRESHIIEIRG - BRERT o HAER
CRBAREZER -

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

EEAMNER TridentBackendConfig EIIAIE IR
ERIREIEER BRE)
T #R7E Trident P EBERIEMNREAR

EERIRAER

BEE "TridentBackendConfig' Biit » EESRTAMEB TN RIKEES R - B3I 7T TRHE :

* {FH “tridentct EIZYE IH A LA “TridentBackendConfig 2R & IR0 ?
* 8 "TridentBackendConfig 1L Y& IR A] LUEF “tridentctl’ SR E IR ?
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{#H tridentctl BIHEIE "TridentBackendConfig

R ETEREAUNAIEA Kubernetes NWEIEIZIEI tridentcetl WL TridentBackendConfig ¥R EIR R IR
T ER o

EERARUTER :
* BFEMRYR > 72A TridentBackendConfig * RATEMEA tridentct! 1LY o
* £/ “tridentctl EILAVFRB L » BRAFEEM TridentBackendConfig 44 o
maRMEER - BinERAESETTT © Trident B BEHFEMIRE I K EUETTIRE - BIEEILFRAMEERE

* HEAE(ER tridentctl REIRE A E R IR

* B{EMH tridentctl B MNBIREEEZIH TridentBackendConfig Yt o ERMERERIEREER
kubectl MIE tridentctl EITEIR o

EEMFA kubectl BIERARBIE > IEEEEI—E TridentBackendConfig S RIIRA R - U THEIATEI %
[RIZ :

1. #37 Kubernetes Secret ° Itt Secret &5 Trident Ei{F 3 &/ IRFIFENFAEMFIEEK o
2. 317 TridentBackendConfig ¥t - HHRBESHEEE / IRFEFEEN - UKREE—PHEITAE

B2 o WE/NMEEMRERBIVAERESE (HIU0 - spec.backendName © spec.storagePrefix »
‘spec.storageDriverName'%) ° ‘spec.backendName %HZBREAIIRB B IHHIATE o

TER 0 : BRI

HERI TridentBackendConfig #EZIIR AR > LEENSRIRKE - E4F0F » HABRKRBEZERAUT
JSON ERZIUM :

tridentctl get backend ontap-nas-backend -n trident

femssmsmsmessssoss==== fossmmsmss===ms=s

fesmsee e s se s e me s e s e e e femmmm=== fommmmm=as 4

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e e e el
frecssssmeeeme e me s s e e e e e i 1

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

frecsmssmemeso oo ==== frosssssassmssme=s
fess===s=s=sssesessososassssssssssssa=s fremm====== foms====== ¥

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",

"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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$ER 1 17 Kubernetes Secret

Bi—(Ea=®inKREN Secret > Y1 THIFAT :

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

$$EF 2 1 1 TridentBackendConfig CR

T—# R TridentBackendConfig CR > FHBEMIESIIRA ontap-nas-backend (WIABIFAR) o
AERmEU TEXK :

* HHEINBIHATIBET spec.backendName FEF ©

* e B2 HERIG%RIHER o

* EREREM (WRET) SARSTERIGRHEENIERE o

* BRRENFEB Kubernetes Secret Fefft » MIEAEISXFR R IRM o

EEBIBERT > TridentBackendConfig' EER G HBRIEH :

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

$EF 3 1 BR:¥ TridentBackendConfig CR BYAREE

£ TridentBackendConfig JBIIZ & » HFEERWMES "Bound ° BEERMERERIGEREIKZTEM
UuID °
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

RERIHERETTE2MFR tbc-ontap-nas-backend TridentBackendConfig ¥HHEITEIR o

{#H TridentBackendConfig BIREIE “tridentctl

‘tridentctl® ATARFILEEER TridentBackendConfig®
IR o thSh > BIESMAILEESIE tridentctl” RETIEELRN > HiAEMER
‘TridentBackendConfig' WifEfR “spec.deletionPolicy’ &REAS “retain’ ©

PER 0 : BRI

I8N > REMER TridentBackendConfig 2L 7T T &iR :
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

o o

e it bt e e PP - o +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

e - o

e et s e fomm - +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-

0a5315ac5f82 | online | 33 |

o o

et et b L e PP F—————— o +
REmHAERAUED > TridentBackendConfig' B R IHEIE » W4IE m (BRZRBIHRY UUID) o
WEE1 [ HEER deletionPolicy BERES retain

SEIRMIZRE—T deletionPolicy HIfE © L?ﬁguﬁif_’y retain ° 55 AJFE{RMIPR TridentBackendConfig
CREf» BinERNEHEFE > WAIfEMA tridentctl ETEIE o

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

@ FRIE deletionPolicy REA ‘retain® [EIFREBETTF—H o
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R 2 I fHIBf TridentBackendConfig CR

R1&—% ZMIB& TridentBackendConfig CR o HEE¥ "deletionPolicy 52 €4 "retain’1& » BIAT I TRIBRIE(E

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

T fom e
e et e fomm - +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

Fom Fom e
o fom—————— fom +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

o fom e

e fomm - fommm +

fIF% TridentBackendConfig ¥4EF » Trident REEBR > MAZERRRRBIRAE o
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