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Trident $#2{F1230
G EFEA Trident BEE FZ4E Trident > 5548%8 tridentorchestrator cr.yaml :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

Helm

fEFE Helm 2 Trident B ~ ;AR E DinIERNEHRE 7 -

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BiBIEE ERMERMER S D RZE Trident :

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com" \
-n trident
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* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod (RWOP)

EHE {@#ipE  volumeMod LIEM7ZEVET SIEMIERAS
e

google-cloud- NFSSMB  ##Z&#  RWO » ROX » RWX + nfs, smb

netapp-volumes RWOP

B7E Trident NAS &%

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"

storage:
- labels:
cloud: gcp
network: "<vpc-network>"

B E NAS Volume

NAS W4HEEFE® google-cloud-netapp-volumes BIRACE » WZ1E NFS #1 SMB #%E ©

BAR NFS Hif# &R StorageClass

HEMIE NFS HAIRE > 558 nasType 874 nfs ©



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: true

JEFANS SMB H#IRERY StorageClass

EEBCE SMB Volume ° 581% nasType 524y smb WiRHEREEN ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name:

csi.storage.k8s.io/node-stage-secret-namespace:

allowVolumeExpansion: true

PersistentVolumeClaim &5 (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim #iffj (RWO)

"smbcreds"

"default"



apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS HIREFH volumeMode: Filesystem©
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

performance: flex
network: "<vpc-network>"

servicelevel: Flex

#8317 StorageClass
BoE 5T SAN &ix1& » #1I—1@ StorageClass 5| google-cloud-netapp-volumes-san SBEIFE o
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true
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* ext3

* xfs

@ SAN EEENFEZT{EZ1R Flex IRFEARA > RER NAS HENRIHZE > FIfl exportRule
unixPermissions v nasType * snapshotDir v ‘nfsMountOptions' 3153 [@1ERIAVERRE ©
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ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX —EE RIEXNEERMITE ReadWriteOnce HAIE & Y iR BMAIRE B B A S o



apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim
name: gcnv-san-rwo

ReadWriteMany (RWX) — [R5 &1#

{27 “volumeMode: Block B 2 #& ReadWriteMany °

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san

& IR &R ITA
BIRAAERELL ISCSI LUN ML RECE - TN ESRE B MR 2344 Kubernetes B2k o
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volumeMode 172
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* Filesystem Trident t§ 0L HIEHFLIEE ©
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* YIREIIRFARAITEE 300 KiB RYERIMNE A
* ABRIMERZA 107 MiB BIERSMAEHE
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Pod G4

EBRAGHEEREEE (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san—-rwo

Rin&sERE (RWX)
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apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw-rwx
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version YRER A 1

storageDriverName EEEEENNTE storageDriverName B9
BEXZESE#S google-
cloud-netapp-
volumes] °

backendName (BEf) RERFENETRE ERSNIE T8 " " APl £58
—ER 7>

storagePools BARiEE MR &R 2 BEFEANERZRY -

projectNumber Google Cloud IRFBEZE4RE © 5%{ER1E Google Cloud

AORIEEERE -
location Trident #3 GCNV H4FEER Google Cloud i & ° £

&Y Kubernetes =58 » 7 “location” 2 17 BV
& Bt iAEEIZ{E Google Cloud &igiENEs AT
Eas - BEERESELREINEGR -

apiKey BEA netapp.adnin ABM Google Cloud
RFEIREEEY AP 8 EEE Google Cloud AR
FIRMALBIERN Json RARE (RHASihEHR
FBIHREET) o apikey WABZTUTHAE
B¥ : “type-> project id»™ client email ®
client id™ auth uri ™ token uri:®
auth provider x509 cert url Hl
“client x509 cert urle

nfsMountOptions # NFS #h SRS TIE TS o "nfsvers=3"
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2 sRPA

limitVolumeSize WMRFKRMRE K/ NBBILLE > RIFcERH o

serviceLevel EFMREEEENIRTEER c BUES flex
standard > premium '3f ‘extreme °©

labels EERREEENER JSON BAEHRE

network FA1? Google Cloud NetApp Volumes FR&R Google
Cloud #88& °

debugTraceFlags B RREHEREEEIERE o HI80 ("api: false,
"method":true} ° FRIEMIEFEEITREHRIEE
SFHAHRYECERIBED > BRIFEDERLEINRE ©

nasType A& NFS 3¢ SMB FEFRERVIEIL © IS nfs
'smb’ 3 null ° BREA null BIFEERIEIL NFS HEREE o

supportedTopologies HRMILBIHZENEFHMIAET)R -MEEZEM -

A2H £ CSI#hE" - fIin

supportedTopologies:

- topology.kubernetes.io/region: a

eastl
topology.kubernetes.io/zone:
a

Volume B & EIH
RBIATESRTERER defaults BEEPEEGHIFARMEIEEACE ©

2 LZ

exportRule iR ERVEE W ARA o WBRINE
SROFRAY IPv4 (3EF)ER > (i3RI
FEMHEE

snapshotDir 7FHX .snapshot B

snapshotReserve ARBERBIHIEE B2

unixPermissions HHERR&RY unix #EFR (4 1)\
#F) o

S 4E Rk

UTEARTTEARE - HRAXRZSHSHEBREERE - ERERR

2Ll =1

Ui B

sia-

asia-eastl-

=
HoxX

=
HoxX

' (TR EFIIT)

null

nfs

"0.0.0.0/0"

true, false (FEsZ1TARIRERFR

AE - REAMEERE) NFSV3 SRER

"false"

" (R TERE0)

BT ©
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SUNERG
ERBHR/RIGAERS o (EALLAERS > Trident BEEERENAMIET » #EIRFAEZIK4E Google Cloud
NetApp Volumes BfEFE R » MBI ERETEP—EZFAN L - B nasType & B
nfs FEREGER » RIS EMHE NFS HBIEE -

MREMIBALAEER Google Cloud NetApp Volumes METTE R » IhECE RIEBRVERE » BESEF » §7]
AEEEAR EHIREIRMERINVEEE o

() 8 <id_value>' “<key_value> BB A ARRTSIE S/ o

14



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my—
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret

15
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



f§£F StoragePools G2 EITAHRERTE

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelLevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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FEHRERAR AR

I RIRAEEE—IERPEER T ZEERSEFA o [EREIFME storage BERPER - BENEZEZER
FIARTS B AR HEFEE IR « WABTE Kubernetes IR ARELERAMNHFENR - ERERNIEEE
B ERERMNERAREDEIRM o FI80 ~ 7ZELATEAFIF « “performance #Z2##1 “serviceLevel 55!
RED ERERM o

TR URE—EEARA ERNNTERE » TBERREERMITERE o T &M
snapshotReserve # exportRule HAFTA EEMBITER(E ©

NEBSER  BSM EREE o

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-—
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gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelLevel: standard

GKE MEixS 5

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelevel: Premium

storagePool: pool-premiuml
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53

RAVIRIRAERS

Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRRERHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EEEIINZEH
P& AEEER - BLEEIFHM T AERREFEN DI LIREN AT ESE - HNE s inRH
M &IFFM T A& FERHEFLE > Trident BESEMNEIHANTBEEFEHMER - MEELEN > A2E "
5/ CSI #a#E" o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

BTRIE ?
R BIRAEREE > RITUTHS

++

=

a

kubectl create -f <backend-file>

BERERIRESEMINEL > FRIIT S !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1f£f9-b234-477e-88£d-713913294£65
Bound Success

RBIHELRY » AIRTRIGICEFIMRE © G UER kubectl get tridentbackendconfig

<backend-name> T L BIg ° JPITUA TS ERHHFUEERR :
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tridentctl logs
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RGB! MAZ IEABREAERVRRETR « (R LAMIBR B IRIE B 1T create A5 % ©

fEFERRIESR

UTF 28 LiginIE A "StorageClass B ©

apivVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

{£FH parameter.selector H{UIMEHIES :

{#H parameter.selector ERIUARE(E StorageClass IEEANEEHIEER "EHEFA" o ILHRER

BAFMEFEFIRERNRER °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

NEHFERNFAEN - 2R "B HTER -

SMB FifE &S HIE R

P8 nasType node-stage-secret-name M ‘node-stage-secret-namespace * {EAJLAIERE SMB
& W IR HFrEERY Active Directory /&:E o (EEBEEEREREIRAY Active Directory 1# & 5 18/250519 7]
FREENBLBEER 18 o
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Taszan Rz _ERVEACARRE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SE st = E AR ERHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

SEMRE ERRREE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}
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@ nasType: smb EniEz$% SMB HAREEREETFEM © nasType: nfs B nasType: null EhiE
NFS fEfEA o

PVC E& |

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

A& PVC EEERE » FRIT M&< !

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

AcE Google Cloud NetApp Volumes KB #1738

BH7DERER Trident BIHZEFN PersistentVolumeClaim ?ﬁ@?— FERR & P & HA R 2E
ERY o EAILAER Trident 2 Google Cloud NetApp Volumes :&EBEIDE o

B

BEh0 BRHEFIIAE R R Trident BENECEHIRE » RAEREREVEEBERERE - ERIEFEREFNE -
X AEFEfRIREFENE FIHIRAAE o

Trident EEE MR ERERBEFHDBRE © Trident 26.02 A ZIBECEERET

BEDE

BEDEFFSREFIRERN » REIRRRENEMEEERERERE - ERBERIFETEITHY » WIFRD
RFAERL o
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DERA
DERAREREAUIFERABESHNE -

SEUTREE % auto | MARENRFIEANBEEDE * none | FRBEFDE

RENREL

RARBURE T EREREN SN BHEERG RO ARFIEESIRENRERY o SAXMEET D EBRHTFRE

HBEA auto’ BEEA o

4AREIRTY

4HREEEE]

BEDE R EZEEHENETRE -

s RIFAEE BBRRZAEENFIBHERE -
* Volume #5[& 538 PersistentVolumeClaim :HfRFEAN E —HiIEE o

Trident ERBSERENERMUEIREBAERE -
AEREIBSTIER
EEEREWEERELSEIERRER > Trident EER THEIER !

1. PersistentVolumeClaim 32

2. Trident & im4HAE

3. HFMTERE
EREELIEFEENREZTEERIEBRIE o

Trident 26.02 1EMIIHAE

Trident 26.02 2L F Google Cloud NetApp Volumes B &1 fEIHAE :

* R E R ASERBEE N E

* 1f Trident BiRHREPER D ER

* £f PVC s B E D BRI S EMRER S AR E
* BEBBEEPNENEREREISAE

Trident 26.02 P ARZIERIIHEE
AZELUTIRE

* EERUHIEERENEH D ERE
* {# Kubernetes E#EEIRF RGNS ERE
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* £ Trident EEMMETERIZEZINERBSDERTE

BIGACEZH

T2 #EA]TE Trident Bin4HREPERFIEHI BB D EITH -

2% WA Bkl

tieringPolicy MR ER D ERA(auto 8 “none)

1y

BRDERIRIEEERE (8EE : 2-183
FERME : 31)

tieringMinimumCoolingDays

{# M PersistentVolumeClaim s THIIE EEBRAEBES

SRR
PersistentVolumeClaim s A FH S EMIEEN BB D EBRTETES °

SHiR Sk
trident.netapp.io/tieringPolicy BERHEEN D ERE

trident.netapp.io/tieringMinimumCoolingD BEHIEEAY/SANKEE
ays

&9 . PersistentVolumeClaim B EF D EEBE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:
requests:
storage: 500Gi

1773 HBR !

BREETTA
* BF D EREETERUMRERIETLAMER -

26



* Trident FECE TR EAE AN BEE °
* BOEERIRBRES none' i > SAIHBH AR o

&R
* BEDBEZIE NAS HifEE (NFSFISMB) o

* BIRHEEE (iISCSI) AZIEEEINE -
* Google Cloud NetApp Volumes f#FMAZBTE Google Cloud HFEXFE BEID BT ©

ZENE
* tieringMinimumCoolingDays FIEMEE : 2 & 183

* FERE 31
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