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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EEEE’\J CARFEHIEE ONTAP %5 - RFEEEFISEEARERILIFE - MRKRERSEN CA » FR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP #& tZEAFIR/EENEE RETSE1) ©

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 33 ONTAP REBABBHIE cort BIESH o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. fERELEMRS AR ERE o i <ONTAP Management LIF> 1 <vserver name> &2 Management LIF IP
M SVM %78 o 4 BhE(R LIF BIRFERRIE 84 default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 ¥1/&:E - BT EEM CA BT EITHRE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. ER E—PESHERILR

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +
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tridentctl update backend °

cat cert-backend-updated.json



{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

RN > EFEIEEW AR EN ONTAP LERERRN - 218 » BinRBEITERN © il
@ el IUBRERENESERE - BRinEREEMUERNES » ZRENARE ONTAP &
EPMPRESES -

EMRIEAGREMNERIHRERNFHN » I AEREZRBUNEIREER - BInEHAIIZRT Trident AT
£1 ONTAP & im &8 sH 3l BRI R RAYBARRE (F3E ©

# Trident Z1ZH:] ONTAP A&

o B —EERE rfEVf&BEE’J ONTAP £E£AT » EREMANER ONTAP BIEEA /T Trident R#1TIE
£ o BIR1E Trident BimABREP B SEAE LB > Trident E{ERAEEILA ONTAP E2EABKMITIRE o

YNERERIL Trident BT B EMEFHAE > 5520 "Trident HEJABELSE"


https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role

{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EEMAERA] > SABEIE Save ©
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

(ERILTHAERS » MERRIR SVM FRIVIRIEA B E TR EHRE - BRI S A5 CIDR
() EmmERRR BIMFEREHERA) o BHLEE NotApp EBNBEEHHE > B Trident B
FA SVM °

BUTF LA BB B2 6) ~ SRERLEIhAER TIFRIE

* autoExportPolicy BEES true ° &3/ Trident BAFRILEIRA svml SVM LB S EMIEE 2
T—EEHREE » W{FA autoexportCIDRs filltl&BERIEFRAIBVFTIEFIMIPR o EHAIREERZEEEZ 7]
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ZIEREAEE > Trident I —{EHAK/E gtree FARIELRER > 5% qtree B2 3 157E CIDR EBIRABVERRL IP fiL
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* &% UUID 403b5326-8482-40db-96d0-d83fb3f4daec



autoExportPolicy BRES true
" #BFATER trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* 7% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c MY gtree B 2447 “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol I EL R « BE%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EFEIL
$75 “trident_empty FYZE B EEHIRRY o FlexVol EEHRAIAVIRAIKZ qtree EEHRBIFRFrEEMRA]
HIEBEE o RMIMNAVHAIRER ERERERELRA o

* autoExportCIDRs BIEFMHMRTIR o ILFERAPIEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKER
» Trident FHTIE7EE B MEAS M TIEEARE LI EIRVFRA 2 EER I BB 4L -

EARIF > BT 192.168.0.0/24 {UHLZTEMR » BRTRMUMILAAEEA BB A EMBY Kubernetes Bifh IP
RIS E Trident ZIZHIELRA o & Trident sEMEAITFRIERVENRERT - SRABGXEIRLAY IP ik > MR
autoExportCIDRs FHRMAVIN @ IREITIRE o 1E3MHET - &5 IP & > Trident A H B MHERERBVAR
I IP 3237 BEHRBIRAY o

BT BIRE o [ErIAEHHE autoExportPolicy # “autoExportCIDRs ° f&RILLA BT IEMEIRMIINHT
#J CIDR ZfHIFRIZERY CIDR ° ik CIDR Ffsgisw/) vy » UERIRAES A ZHE o St LEEEERRIR
autoExportPolicy > M[EIREIFENEIAEHRA - SEEERIFHEPERTE exportPolicy 2 o

Trident B S EHEIRE « o] LU{FEA tridentctl HEER tridentbackend CRD HKig&EEl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EEERRTEIRET « Trident SR EFIAELIRA « UBIMREZERAENEFIGRA - BT EERIFAIELR
AIFRRSERILERRS IP ~ Trident AJRILE SRS - FRIFREFRIFEIRAEGERLL IP -



HR IS » 6/ tridentctl update backend B & innl FE{R Trident HEIEIREL/RE - EEEE
ERFERIMERELRE) > 9BILEBIKR UUID M gtree &T86% o Bin LR E T EI S EHHEE% - &
ERFEIIELEREA o

@ fFrEA B EEERE LR RIESHIREZIMNELRR - MREBMBIUZE > BIERKE
R R - WERITHTRIELRAY

WMRIEEBHITHRIERELRY IP ([ALEEFT - S BEFEENZE RS LAY Trident pod ° Trident B2 2 B HEIEN
BIREHRE] > LUBRILE IP 3T o

Z{5FCE SMB Volume
THINZEHE > BNR]{EMA ontap-nas SBEFZEXACE SMB Volume ©

T JATE SYM _ERIFFEETE NFS #1 SMB/CIFS 3BAE > 7 854 ONTAP AEPERE R EEIL
@ ontap-nas-economy SMB Volume ° HREEHAE—BAHRTE » 8 SMB Volume Ik
E& °

@ autoExportPolicy A5x#E SMB HIRE o

FIsEZ Al
ZECE SMB HiERE 2 Al ~ A BEEHUU TR o

* Kubernetes =58 & —1@ Linux ZEHI2SEEAFIE /D —{E#TT Windows Server 2022 BJ Windows T {E&f
2f o Trident £ E#HMEEITE Windows EiZE E#1THY Pod B9 SMB HEIEE

EDEZ—EGZIEH Active Directory /RsEHY Trident &8 - EE4E88 smbcreds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy :2E 2 Windows IRFS c BHERE csi-proxy ’ 2R "GitHub : CSI Proxy"5{"GitHub : 7
Windows Y CSI Proxy"LABE#ZTE Windows #1178 Kubernetes i34 o

S ER
1. W EREFE ONTAP ~ ERJLUSEIZ 427 SMB A& - 5 Trident I UAAEE L —1E o

@ Amazon FSx for ONTAP 5E SMB £ o

BRI LUEBMTEA VI SMB BIE4EM | /A "Microsoft Management Console" 2B KIS AR SIEE
TCH{EA ONTAP CLI ° ZHEFF ONTAP CLI ##37 SMB #A :

a. MAKE « FEIHAAER B SRR

Itt “vserver cifs share create I§ < IR EERE I HARHSELE -path FEIBISE R o NRIEENEREARE
£ Bl@mS8iTERm -

b. 327 BEFE SVM 1BRANIAY SMB £/ :
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vserver cifs share create -vserver vserver name -share-name

share

name -path path [-share-properties share properties,...]

[other attributes] [-comment text]

C. HESBHABET :

vserver cifs share show -share-name share name

®

¥ IBEB2E "B SMB HAE" o

2. By BmE > WARRBEUTARABRUIERE SMB HHEE - BRIFFAE FSx for ONTAP & im:=% E5EIE » ;526
"FSx for ONTAP 5% EZEIEFIEH"

N

#

smbShare

nasType

s5LPAA eyl

e LIEEELLTFIEIE . — © 8/ Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB

HA%E ; [AFF Trident 1L SMB HAR%HE ;5 3¢
% TE] AR L2 8 A T U H R R @ R AT AE
HY o HHERERE ONTAP » LB EAERIER - ¥
¥ Amazon FSx for ONTAP & » It B8 ANEIR
BEAREAZER °

* ACEES A smb © *UNERA null > BIFEEEA nfs ° smb

securityStyle HHEENZ 2T o it SMB & » #7858 E ntfs B mixed BAMN

A ntfs o “mixed ° SMB H4HEE

unixPermissions T ERET - SMB HiEE N BRETEH o "

R % ZH SMB

1% 25.06 HrZsBEYA > NetApp Trident X1Ef$ M “ontap-nas ' #1 ‘ontap-nas-economy & i##EEI7#Y SMB it &A%
2MERECE - A% 2 SMB & > ol LUERFEUEHIEE (ACL) A Active Directory (AD) fERZEFFEHR

FRHAIRME SM
EENER,

B HAIREFIVEIR -

* RZBFE A “ontap-nas-economy FAREE o

®* ontap-nas-

* MREBATE

economy MR E(ET IRMEBEEAS o
2 SMB  Trident 1% ZE&&IGIEEIRY SMB £

* B PVC siAR ~ HFERR SN BIRIRI A S R SMB £ ACL °

* &% PVC sHREFEER SMB A ACL BN ARIRE PVC HRJACL

* Y% % SMB Ky » s MRIBEHMANAEI AD E£HE - BERERAER T SHMAZIACLF -

{;%T? $85#0 PVC H73[E—{E AD EAERMHARBER > BIRREBELIERFS : PVC - #F4E

* WNSRTERS
B > ABERIR
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* Z% SMB 3% ‘ontap-nas sEE MR EE A > ERNEENRIETEHEEEA -

HER
1. 551E TridentBackendConfig 15 adAdminUser » W1 FBIFR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEfEFARR AL SRR o

#& trident.netapp.io/smbShareAdUser sHRFTIE EEFLER > UL 2 SMB MAZKLEK - A5
fZ trident.netapp.io/smbShareAdUser ISEMNFAEEREN smbcreds BigHIEENFRHE L EHE
[E o &R A% smbShareAdUserPermission BIERFEA—IE | full control * change 3 read °
TARERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

12



1. 3 PVC o

LUFEEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS % EEIEF R4

EEUNEI7E Trident Z4ERE I F1{EA ONTAP NAS EBENTER o ZANENIR B imsRAR SR 1L
K BIGEHFESE StorageClasses HEFARER o 1 25.10 ArAFA%A > NetApp Trident 21%

"NetApp AFX #7172 41" © NetApp AFX fEfF RAAEEERT ONTAP VR4 (ASA ~ AFF
N FAS) EREENEESRLEFMARRE o

()  fE%8ontap-nas BB (7 NFS 1B7) FR NetApp AFX R4 5 T SMB HE ©

7E Trident BiF4ERET « MAEBIETE R NetApp AFX FETZ R 4R o EITEE "ontap-nas E%
“storageDriverName'Bf ~ Trident & HEIERI AFX BFERA o R RIGHABLD2HU BRI AFX #ERMR ©

TRETBImAARRES :
S 268 B
version Ya4R A1
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E(F AR ERIEER *MetroCluster f&4h « B2
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B AR B EhEE K R BR LA ER [FAME] ©
“autoExportPolicy' #1 “autoExportCIDRs %18 » Trident
AUBEHEEEHERL -

EF “autoExportPolicy RF A EfiE Kubernetes B
IP B9 CIDR ;58 o /8 "autoExportPolicy #l
“autoExportCIDRs #£18 » Trident ] BB EIRE LR

Bl
EEANERERNES JSON BAREE

AP im/RsEH) Base64 #RbS{E - AM/&RIERE
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economyéﬁontap—nas—

H10 NetApp AFX R4% > (218 flexgroup
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EREniE\af@ + " " + dataLIF
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ISR SVM 74 (NRK
R (R

UNR$EE T managementLIF SVM
» BfTHE
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RRIRTAEEIRAY Baseb4 RIBE - AIVRERRE
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ISR EEREE
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=R EH
Eeg

BARECER Aggregate BB (R ; MRRE » Bl
JBIgIK4G SVM) o $5IK4E SVM BIFRE Aggregate #D
AR ECE FlexGroup Volume © ontap-nas-
flexgroup {#7ZERENTENZ IR ILLINAE ©

& SVM Hf Aggregate ;5B B S

> Trident & BEh%%58 SVM REM %A
B > EmESEHENE Trident Controller ©
MRIZETE Trident PREIER
Aggregate BERECEMIEE » BiX
Aggregate ;5B EEMnAIE SVM
FFEE > Trident 15359 SVM
Aggregate FFEImIGE AR EARRE © &
WABHERZ Aggregate SEEE T A SVM
PEENEE > HRHEHTERMR > 45
ERBIRIRAEEARAES ©

NRFBREERE A/ BBILE > RIECERK -

AR RREEHEARRV(SEEREAR © BI4N ~ {"api":false,
"method":true}fRIER IETEEITEREEHERR N R EFHAERY
SCERMEEN ~ TBRIFEZIEA debugTraceFlags ©

BCE NFS o SMB IR &ERVIEL o IS nfs v smb”
B null °:REA null BIFERIEN NFPS HHEE o
MRISTE » HIY AFX BFERE ° SBIRILERTES
‘nfs °

LUESRIPREY NFS BIEEIEFE © Kubernetes A%
MR E AR EETRE B EMAEERPIEE » BINRHEE
BRI RIS EEMAHEEIE > Trident iR EEA G
FRIHRTEIEPISE B EE - MRFEFHENMNRE
FERRIEEREEIE » Trident SR ERAREAYEA
MEHEREE R E (T SIS o

18 FlexVol IR K Qtree BLEWETE [50, 300] £EE
A

ISR LUHEE N EEIEZ — ¢ £/ Microsoft
Management Console 3% ONTAP CLI #37#J SMB
%78 ; s08F Trident #3 SMB HAREHE ; HEK

LGRS BB U S HIRE N AT L REFE - #

MRREFERE ONTAP » IE2EAERIER - HR
Amazon FSx for ONTAP #&i » It 2 AKEBIEE R
REEAZTH o

" (FERRASEHIIAT)

null

nfs

II200||

smb-share



W
st

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

=R EH

W28 > FNEHE ONTAP RESTAPI © useREST®
HEUES true B> Trident f#F ONTAP REST
API HABIHEH ; EREA false B’ Trident
£ oNTAPI (zapI) MEAYERBURIEE o HEINAESE
ONTAP 9.11.1 ZHEFRRAS o LS > EFARY onTAP
EAABBNEER ontapi’ FERRZTNAITZENHENR o
FEHEEEZEN vsadmin M “cluster-admin B8
ARELEER o £ Trident 24.06 RRZASF] ONTAP
9.15.1 HESARARE > “useREST FERRES
‘true ; BE(EF ONTAPI (ZAPI) FEDY > 3545
UseREST #EA false o YIRIETE » HHL AFX
BFERH > SRIRHERTES true ©

7E ontap-nas-economy B IHFFEH Qtree FRFal:EKAY
K FlexVol K/\ o

PR “ontap-nas-economy & imiE LT FlexVol Wifik&
RIFHMHE Qtree ° {EFHTESTFEER Flexvol ZRECE#
B PV o

A Y SMB A2 FEUERRY Active Directory &
BEFERENEREEE - FRLLLSHETH SVMB
HAMWTEREEHIRER o

MR & A B R R iR A REIETR

CRILUER defaults BELEERD PRYELEREERIZFITARECE © HIU0 -

#

spaceAllocat

Vi

ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

A8
Qtree B9ZERI A ED

TRFREER ; Tnonel (1BRF) = T volume 1 (

)

E(FFHAY Snapshot REI

BAEIHEEISK QoS FIREHE - AT EHES
Tt 1 % UR3EE32 qosPolicy 5% adaptiveQosPolicy E
Z_

AR IR EISRKR BEE QoS RAIRHAE - SERE
FE R M/%BiIRR 42 qosPolicy 3§ adaptiveQosPolicy
He 7 — o ontap-nas-economy R3Z1E o

ARBARBRHIREF DL

BIURREAREERIEDE

2 £
A

6

true WA ONTAP 9.15.1 HES
he7s » &BH) false ©

(FRER AR ETT)

B T EIRVABRE S o

E

"true"

"none"

"none"

% “snapshotPolicy' %2 nonel °

A1z Toy > BRI T

"false"

17



W

#

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

=R EH BER

1EERRERE & L EY A NetApp Volume Encryption (NVE  “false”
) ; TERES false c EFFAILEE > RENECDE

8 NVE eIt NVE o MNRBIHENE T NAE » Bl

£ Trident RHREAMEAILIEEEZ BN NAE o tNFE:%

B 0 3526 ¢ "Trident B2 NVE 1 NAE FVEE(ER

Et" o

P EREER "none"

iR &R NFS HiE@E A 17771 5 SMB FEHE
@RZE (RER)

PEHI¥ . snapshot BEREYTEEX true, false (FAFERRRE) o

E(ERANELRR "default"

HHARERZ 2R  NFS 2#& "mixed #l "unix %  NFS FER{E unix - SMB ER(E

B o SMB £1E ‘mixed # ‘ntfs' 22153 o A ntfs o
AR B THEERTBIEEEA o

572 Trident M3 QoS SEBSBHATRE ONTAP 0.8 SUEHHRA o LHEREAIEHEM QoS AR
() 4@ rREERAZHASHIERNSERE - #2H QoS ERAHETRIRITE LIFa e
BIE LR o

Volume B & &34

WUTRE&HTERENEHA -
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups ® Trident IRTEFERIBIETE 5% » LIFELR FlexVol AR/ E2
snapshotReserve B3 LEFN PVC [EREULEE - EFEAEEXR PVC K » Trident B AN E A EZREILEANE
Y& FlexVol o ILEtE FERERERET PVC RESHFEKRWABEAZR » MASDIREFERNZER © 72
v21.07 Za1 > EFEAEFER PVC (fIg0 5 GiB) B snapshotReserve BEEA 50% B » I 2 FEHETS 2.5 GiB
AR o ERRAAFEREEKRNWESEEHIEE > M snapshotReserve ‘BHASDLE o F Trident
21.07 o FREERNETREAZM °> Trident #§8% “snapshotReserve BEEEABEMEENT
DLt c BRBEAM ontap-nas-economy © ;AR TEHIAT RE T{ERIE .

SHREAANT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

¥1? snapshotReserve = 50% MU PVC 353K = 5 GiB » #8HtiE& A/\A 5/.5 = 10 GiB » BJAAA/N\A 5GiB » 5
[EE2FAERE PVC ERFPFAERMA/N o “volume show #p % FEREEA I SEHABLIAVAS R -
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4R Trident BF > SR EEIRE R IRHIZER DRI EHIREE o BN ARFIEILVHMIEE » KEEREEK
INA BEEREEEAERY o 530 » SERIfER snapshotReserve=50 E1IH 2 GiB PVC €E4£1EH 1 GiB AT S8 AR
AR & o iR E X/ N\AEES 3 GiB & » FEATEINISTE 6 GiB M4k & 118 3 GiB FYAI B AZER] o

SUNCELEE ]
UTHABRT EXRE > HAASHSHHRRERME - ERESRIBRMEBNSE o

(D AR IETE NetApp ONTAP LR Amazon FSx $&Hc Trident » #£:%% LIF 35 DNS &BMmIE IP
itk o

ONTAP NAS 575 & 45

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup £

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

20



MetroCluster 5

CRILAERE Bl ~ LUBRTE "SVM R ARG R HIMETYIRMTR B FHERRIFES °

A7 BIREAYNIAFYAME > F5EA managementLIF F5E SVM i & B “dataLIF #1 “svm 28 - /40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB HERE & 3451

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password


https://docs.netapp.com/zh-tw/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
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https://docs.netapp.com/zh-tw/trident-2602/trident-reco/backup.html#svm-replication-and-recovery

B RERERE A

Ee—ER/)HRBIRRZEEHH o clientCertificate v clientPrivateKey
trustedCACertificate (WMIRFEAZSIEHI CA

BREPIR&SE

version:

1

backendName:

« FASRANZAS1ERY CA JRERY baseb4 RIG(E o

DefaultNASBackend

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.15

svm: nfs svm

dataLIF:

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

BEELRAES

22

REFIREBANAIIET Trident EABIESELRAIZR BENZLMEIRELRR] o ¥ "ontap-nas-economy’

#0 “ontap-nas-flexgroup EEENTZ T AVE(EA TUAER) ©

version:

1

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.2

svm: svm nfs

dataLIF:

labels:

k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin

password: password

nfsMountOptions: nfsvers=4

BI|AAEE) DRETEE backend. json > W53 HY



IPv6 i ik&E 15

IEEE BT "managementLIF {8 IPv6 fifdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF3 SMB H£FE&E Y Amazon FSx for ONTAP i

{£F SMB HLEEERY FSx for ONTAP £ smbShare 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£ nameTemplate AY1& iHARRE SR

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

AR ERE RO RIRES

ETAFRRINEFRIFERIET » FIAREANERE T EHITER(E » B4 spaceReserve' % none *
“spaceAllocation’ % false #[ “encryption' % false o [ERE RMNERFEERTESE ©

Trident 7£ MY BAIPRTEREEE ° HBEIUUEE ontap-nas'7E FlexVol £&&TE » 3#H#} "ontap-nas-
flexgroup' 1 FlexGroup E£&%7E ° Trident EECEFR & ER BRI LRFIARBENIFEERIREE - 27 H{EE
R #EEEETUASEERERNEREE  TIHERRHIEE S -

EELEEFF » R FERMERE T HSH spaceReserve » spaceAllocation #l encryption B » MM
B EFEERMNER T TEXRE ©
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ONTAP NAS 54

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin
password: <passwo
nfsMountOptions:
defaults:

: ontap—-nas
.0.0.1

rd>
nfsvers=4

spaceReserve: none

encryption: "false"

gosPolicy: standard

labels:

store: nas store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:

app: msoffice

cost: "100"

zone: us_east la

defaults:

spaceReserve: volume

encryption:

"true"

unixPermissions: "0755"

adaptiveQosPolicy: adaptive-premium

- labels:
app: slack
cost: "75"

zone: us_east 1b

defaults:

spaceReserve . none

encryption:

"true"

unixPermissions: "0755"

- labels:
department:

legal

creditpoints: "5000"
zone: us_east 1b

defaults:

spaceReserve: none

encryption:

"true"

unixPermissions: "0755"

- labels:

25
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup &l

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"



ONTAP NAS #&7 &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:



spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

&I FEE StorageClasses

LUF StorageClass &G H [ B A EHE R MVE IR o FiB5Z parameters.selector FE » BE
StorageClass EZAP IS E WL EHM I AR EMIEE - MEEKABMEERNPERNAE ©

* protection-gold StorageClass #&¥iFEZE “ontap-nas-flexgroup & IR E—EM E _EERZS R o 5
Lt B —IRHERFENEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* % protection-not-gold StorageClass #§#:53%] “ontap-nas-flexgroup % imAY 55 = F1 58 FU{E E R R
o EE 2 ME—IRH gold LUIIMBESRNE R -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass F¥HEZE “ontap-nas BiHENERERERA - EEM—% mysqldb
AR IRMEEE RANAREIRA o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #F¥if&Zl ontap-nas-flexgroup &imHRY
SEERERMN - S —1RMHIRAIREN 20000 EHMMBNERM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass #E¥fEE ontap-nas BimAYE = EEHEZ RN ontap-nas-
economy BIRHVE ZEERE R o SLEE M —1RH 5000 creditpoints FYE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident i’REEZEMMEERE R > WHRARTSHEFEX -

YA E B EHT dataLIF

ETehE » BelUBITIUA TS 3RETE datallF » MR E S EH datalIF F9F1& G JSON FE2 o

]

4

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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CD Y03R PVC & E|— (BT Z1E Pod ~ BIA/ARARAFT A AR Pod ~ AR BREENRE) « UEE
#89 dataLIF 43K ©

%% SMB £/

£/ ontap-nas SEENTENEITRIGAERE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy EEENFZTUiETTRIRARRS

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

‘infcE A REFERN
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

/8 ontap-nas SEENFZ XV TZLER E615)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

(D EISWEE “annotations' BN Z & SMB o fE:afgimsk PVC RIEEE ~ INRR

2% SMB #EAIEREE ©

B

=
n.

T
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£/ ontap-nas-economy EEENTE T AU ETF BRI &R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

BEE— AD FHEMN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B2 %18 AD fEFRER PVC I
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
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