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2 TRENRS

Kubernetes #8EFRIFAA TERREEEDA BRSBTS Pod EEMBIE - EZEET
Ve8RS » (SR RFT B2 R4 NFS ~ iSCS| » NVMe/TCP 5 FC T&
2B T A

MREFERZEEBIERN » AIFEREMAERETFZIPIFENTA - &RHThR4HY Red Hat Enterprise Linux CoreOS
(RHCOS) TEREZ4EELETA -

NFS TH

"ZEE NFS TE"WREIEREFER | ontap-nas © ontap-nas-economy * ontap-nas-flexgroup 3%
‘azure-netapp-files ©°

iSCSI TR
"ZA4E SCSI TE" MNRMIEFEFER | ontap-san ™ ontap-san-economy > solidfire-san ©

NVMe T2
"Z4E NVMe TE" MNREFER “ontap-san' JEEF 4L IERRSRTE (NVMe) over TCP (NVMe/TCP) 1#7E ©

(i) NetApp EEfER ONTAP 9.12 SUERTHRASHEAER NVMe/TCP -

i#i8 FC 17 SCSIWTIA
NFARIRTE FC M FC-NVMe SAN EHEIsFAEESN > 552 "ECE FC #ll FC-NVMe SAN EiRYT57E"

"ZdE FC TE" tNRIEFER ontap-san &AL sanType fcp (3Ei@ FC E4RHY SCSI) ©

JEEZEIA | * SCSI over FC 7£ OpenShift 1 KubeVirt IRIEHFZ FE o * SCSI over FC &A1& Docker © *
iISCSI BRINEERERN SCSI over FC ©

SMB T E
"EFERLE SMB Volume" MIRIGIEFEFER © ontap-nas KECE SMB Volume ©

ERRGARTS IR R
Trident @ E 5 BENRAIEHREZE S AJIA#1T ISCSI 2L NFS AR °
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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

REIRREIRIARTS
Trident 354 Trident Bi%4 CR LS EERARIARIARTS - EERRERRAIRT « FIIT !

tridentctl get node -o wide -n <Trident namespace>

NFS HiiE&
FERERRITIEERRN G S LEE NFS TA © (R NFS BRFSTTRIKEERRE) o

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D %% NFs TAGERBEITIEEL - LIS EHIRE NI E S5 550 o

iSCSI HiE&E
Trident RTLAEBHEIL iISCSI T{ERSER ~ #3# LUN ~ IRRIERTEE BV EEB WG EBEE Pod ©

iSCSI BRIsES]

5 ONTAP &4t « Trident 8 R EEHIT—X iISCSI BIFKIEE ~ LU ¢
1. *3A*FrEEny iISCSI TYEPSERARREFN B ATAY iISCSI T{ERSERARRE o
2. *LEEFREERRAE B B ATARAE » LGBBIFFERIEIE o Trident B3R EISE B LIEF UK ARHB L ETIEE -
3. HUTHEMETE » FBRTEY iISCSI TIEFSERRRE MG ZIFTEERY iISCSI TEBSERAEE ©

@ BRUEENAI H 5L EHE Daemonset pod £ “trident-main" B2 - EEEEFH > SN BETE
Trident ZEE@IEHHE "debug' 5&% Ttrues o

Trident iSCS| BFEEIHRE I t#BIRALE -

* MR ERRERER A S MIRBHAS A2 RAY iISCSI TIEFEEL - MR TIEFEESAHR » Trident @F /L0 »
AT N EREAA O EILEIIER o



40 > AN REETFIEFISF LRI CHAP £I8%#17 7 iR » MAERELR T - BIER GARFM
@ ) CHAP &i&rIsE RSB FTE - BRILHITILGRRIERIER » Y BEEMREL TIEREUE
FEH1EM CHAP 248 o
* &b iISCSI TERSER
* &R0 LUN

F4R Trident B EZ =RV ER,

* MNREFHASEEER igroup (£ 23.04+ FR5|A) ~ A iSCSI BAINAEIRGEE) SCSI B LFrEEER
SCS| EFFH °

* WNRMEEABHEEER igroup (B 23.04 RASEEEERM) -~ B iSCSI BETHAEIEERE) SCSI EfiRi « US
& SCSI ERBFHAIFEY] LUN ID ©

* MNRFEEASELS igroup MBIHEEE igroup > ISCSI BFIEEZ ¥ SCSI ERBERAYFEL] LUN ID BkEh
SCS| Effiiei ©

ZH iSCSI TH
ERERNITEERRRGM LRI ISCSITA -
FRtaZ Al
* Kubernetes &R EEFELER—EE—H IQN - ERUENRHRIFM

* WNREA RHCOS 4.5 S EEERA ~ s E{thEd RHEL #BRH Linux 22{ThRZs » I HEHC “solidfire-san  EEENFE T,
#1 Element OS 12.5 SRE R hRZS » sFHEIRIT /etcliscsiliscsid.conf ¢ CHAP E&sBEE£:8E S MD5
o Element 12.7 12 T & FIPS ©Z22m% %2 CHAP ;E& % SHA1 ~ SHA-256 1 SHA3-256 ©

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* B{EAHIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) WIT{EEIZLIHEHD iSCSI PV B » 35
7£StorageClass F¥5%E discard mountOption LI TENRFZERAEUL o 35260 "Red Hat sRBASCH" o

* AEMRIEEABRERMIRAA multipath-tools ©
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RHEL 8+
1. ZETIRGEM -

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. 1% iscsi-initiator-utils FRASEE 4 6.2.0.874-2.el7 SERARES
rpm -gq iscsi-initiator-utils
3. BisH A NRERSFE !

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZEREK:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ FEHEMR “/etc/multipath.conf B & “find_multipaths no'7E “defaults’ ZF ©

5. FE{F “iscsid A “multipathd IE7EE1T :
sudo systemctl enable --now iscsid multipathd

6. RUFYERIE) iscsi -

sudo systemctl enable --now iscsi

Ubuntu
1. ZETINRHREN -

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 3EHGE open-iscsi lRASEE 4 2.0.874-5ubuntu2.10 XESHRAS (@R bionic) 5 2.0.874-
7.1ubuntu6.1 SESHRZAS GERH focal)



dpkg -1 open-iscsi

S RFHANREATFH :

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZEREK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D FEFELR Jetc/multipath.conf B & “find_multipaths no7E “defaults’ ZF ©

5. FEf{® open-iscsi M multipath-tools BERUBNIEIEETT :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

5 Ubuntu 18.04 » f&AZBER iscsiadm IRZRBEIZERIER » AR BEE) open-
@ iscsi s ISCS| ¥EEABERE) o HE » THAILUEN iscsi PR » FE EFHEE

iscside

REDFF iSCSI BRHIEE
AR ELLT Trident iISCSI BREERERIEEBR A TIEREE

* iSCSI B | JRE iSCSI BRINEERIFISER (Fask(E | 5 788 o ERIRER/ N WEBERRESTY
SRR > WRERABIBERFEEIFAYSER o

@ % iISCSI BREFRERA 0 7T 2(FLE iISCSI BRINAE - HFIFEZRIEH iSCSI BRINAE ; 28
iISCS| BRI E AT TRl RE B A RIFATE -

* iISCSI BEERMME | JRE iSCS| BREEHAMERN LRI ESABEMEAZRERFNERE FERE



L7 DiE) o EAURHERERSBRANHT - UER AT RN LIERRUOASHFRRIEZ EES -
AREAENBEA ; AREABNET > UEEFEHAEHREA o

Helm

HEFENEE iISCS| BRHRE » 551 helm &&E3Y, helm FEFFHARKIEIE iscsiSelfHealingInterval'
‘iscsiSelfHealingWaitTime 2 o

LUFE6HI# iISCSI BREERIRRES 3 N8 - BREESTRERES 6 018 !

helm install trident trident-operator-100.2602.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n
trident

tridentctl

LERENET iSCS| BRARE > 51T tridentctl Z8& 3, FHTHARIEIE “iscsi-self-healing-interval 1 “iscsi-
self-healing-wait-time" 2 & o

LT EHI# iISCSI BREERIRRER 3 N8 » BREESTRERES 6 D& !

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0s -n trident

NVMe/TCP Volume
ERERARITEERFRGLZE NVMe TA ©

* NVMe ZEE RHEL 9 S{E#THRAs o

(D 9[1%“9’] Kubernetes BIEEHIIZIOERZAS K E » B EHIZORRZSZRE NVMe E4 » AT
EREHMNZOREEHRAES NVMe EFBIRRE ©

RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp



ZEETRE > AU TS EFE Kubernetes 2ETHSESZIETEAEM—AI NQN :

h=[1]}

cat /etc/nvme/hostngn

=

@ Trident 882X ctrl_device tmo fE > MUFEIR NVMe TERREPEIRF A GNEELR o 5577 B oL
E o

SCSl over FC FifikE

RGO UERYMEE (FC) 1BEM Trident 7£ ONTAP &4 LECEMEIBRHEFER °
FoRR

AcE FC PRV ENRAERTE o

1. B BEZENTER WWPN o INEFME T » 5526 "network interface show" o
2. BVfSEREnes (%) LA ERI WWPN o

ASRNENERIEERRARREN o
3. {EA MM BIZR WWPN 7£ FC B FRREDE °
INBAEREN ARSI X
INEFME > F2BT5 ONTAP Xf§ !
° "YL##BiER] FCoE &t
° "Bo & FC #1 FC-NVMe SAN F#p9757%"
R FCTA
ERBANTIEERFNGCREFC IR -

* B{EAHIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) HIT{EERELIHEHEC FC PVs B » B51E
discard StorageClass F$5%E mountOption LABITENEFZERIEIR - 55280 "Red Hat sRBASI " o
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RHEL 8+
1. ZETIRGEM -

sudo yum install -y lsscsi device-mapper-multipath
2. BAZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ FHFEIR “/etc/multipath.conf &5 “find_multipaths no' £ “defaults’ 2 F ©

3. R multipathd IETE#IT :

sudo systemctl enable --now multipathd

Ubuntu
1. ZETINRHREN -

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. AR ERK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ SAFE1R “/etc/multipath.conf &3 “find_multipaths no'7£ “defaults’ 2 F ©

3. BfR multipath-tools BB IEFEETT :

sudo systemctl status multipath-tools



ZF&FCE SMB Volume
] LAER ontap-nas BRFIENECE SMB HIREE

T ZBTE SYM LRIBFEEE NFS #1 SMB/CIFS BARE » 7864 ONTAP AEFEpBRERE T
@ ontap-nas-economy SMB Volume ° HREEHEPE—BAGE > #&EE SMB Volume EILk
Bi o

@ autoExportPolicy AZ#E SMB HiHRE o

FIsEZ Al
EECE SMB HARRE 2 A ~ A ZEEFLUUTRE o

* Kubernetes =582 —1@ Linux ZEHIZZEEFIE /D —E#TT Windows Server 2022 BJ Windows T {E&f
Bh o Trident {2325 #E21E Windows EIZ4_E#11THY Pod BY SMB HAREE o

FDEE—(FGFEH Active Directory RsEH Trident £i8 c EE4 £58 snbcreds !

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy :2E% Windows BRFS c HERE csi-proxy * sa2R"GitHub : CSI Proxy"8{"GitHub : 7@ H#*
Windows Y CSI Proxy"ABE#ETE Windows LE#1THY Kubernetes BfiZh o

HER
1. B AEPEEE ONTAP ~ ERILUEIZE MM IEY. SMB HAE - T Trident RIAAEEIL—1E

@ Amazon FSx for ONTAP 2 SMB Hf o

EAILUEBMEA VI SMB B4R | /A "Microsoft Management Console” 2B KR AR EIEE
T FEF ONTAP CLI o« ZHE{FFA ONTAP CLI 3L SMB H :

a. MAKE « FEMHAAENERREEE

ItE “vserver cifs share create’ {5 ¢ SR BRI HAKZER -path EIFEERIERIE o MFRIEENRERF
£ BIEp]ITRA -

b. ##37 85F SVM FERFHERY SMB HFH -
vserver CifS share create -vserver vserver_name -share—-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share show -share-name share name

(D semmen 2 sve #EE -

2. B Binls > WARBUTARIUIETE SMB HHEE - ARIFFA FSx for ONTAP &in:% EIEIE > (52
"FSx for ONTAP 5% EZEIEFIEF"

2¥ s AR Bl

smbShare RIS E LT EIE 2 — © {E A Microsoft smb-share
Management Console 2 ONTAP CLI }£37#J SMB
HALTE ; AFF Trident 3L SMB HFEN%E ; 5%
BRI 2B E U HERIEEN AR ERAE
EY o A ERERE ONTAP » LB HAERIER - %
% Amazon FSx for ONTAP i » It B EANEIR
BEEFREAZER

nasType * PAZEERA smb ° *YIRA null > BIFEERS nfs © smb
securityStyle M EMNZ 2T o ' SMB HEE » MBRTE ntfs B mixed BAR
72 ntfs B “mixed ° SMB it &

unixPermissions iR ERET - SMB iR E N BRE TN o

REMNMEE RIS
B

BIRER T Trident EHEEFERFA 2 EIRIE « ©5EF Trident AR HERGKEE » UKk
Trident FEZANRITE P ECE IR &
Trident & B R IGREN SHEFENEEERNEFERM - BERENAACHHERARERI o

* "B2E Azure NetApp Files &im"

* "EC& Google Cloud NetApp Volumes 1&is"

* "8 7€ NetApp HCI 8 SolidFire %&im"

* & ONTAP & Cloud Volumes ONTAP NAS EBEF2 28 E & IF"
* "f§F ONTAP Z Cloud Volumes ONTAP SAN EEEf2 58 E & In"
* "# Trident &1 Amazon FSx for NetApp ONTAP &2 {E 8"

Azure NetApp Files

BCE Azure NetApp Files 1&if

88/ Azure NetApp Files EZA Trident 89181 o b IHSZ1E NFS A SMB WEREE o Trident
% #& Azure Kubernetes Service (AKS) =EHFEEF DA TIEEH G 25
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ZHEM Azure TIFIRIE
Trident X 3£ %1& Azure EiRIRIE A Azure NetApp Files i ©
S1BM Azure EIREIE ©

* Azure AR

* Azure Government (Azure Government/ MAG)

ZRZE Trident ZXERE Azure NetApp Files &imfF - s5HE (R Azure Resource Manager 1585 IR EEELTAY Azure &
IRIRIRAERT ©
#ZE Azure NetApp Files EBEIZR 1B

Trident 2L T Azure NetApp Files {#7ZERENTER o

S ENEIER E1F ReadWriteOnce (RWO) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) #[
ReadWriteOncePod (RWOP) o

EEEs {#ipE  volumeMod LIEM7ZERER LIBMRERL

e

azure-netapp-files NFS SMB ERERS RWO ~ ROX ~ RWX ~ nfs, smb
RWOP

BEIEEHE

* Azure NetApp Files R3Z1B/\it 50 GiB HIBAIEE o S35 RE)\WIHIEER > Trident @237 —18 50 GiB 19
WEFETE o

* Trident {EZ B HEEI7E Windows Ei24 E#H1TAY Pod B9 SMB HIEE o

* Azure NetApp Files TEIERI % Azure BIRIRIEPIEFEFER T ENZIHAY Azure Resource Manager F15%
FEARIRRL © FEMER Trident M{EAIRIRAHRSEBEAE S Azure BIRIRIRAVARIREL

5/ AKS MEEE 89

Trident 1% "SEE 570 # 5" AKS HEE ©

YN ERAEGMER “tridentctl I3 B 12 Azure NetApp Files &1 » AR EA B A IEREMN Azure EIFIRIE ©
EEERAFES D  CERR !

* {5/ AKS ZBERY Kubernetes 25
* 7 AKS Kubernetes =% FEENEE S 9D

* Trident BELENE cloudProvider REA "Azure"
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Trident 1212

#R¥8 tridentorchestrator cr.yaml YEE ‘cloudProvider % “"Azure" °

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident

imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

LT &S ZEE Trident WERE cloudProvider * ERIRIEEE scp .

helm install trident trident-operator-100.2602.0.tgz --create-namespace
-—-namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LT EHIZE Trident W% cloud-provider 1255584 Azure .

tridentctl install --cloud-provider="Azure" -n trident

£ AKS N TE&EEDHT
TEEE B9 F]:E Kubernetes Pod FBU T EEH & DI TEREREE Azure BR ©

WNERIG(EF “tridentct! FBIZ T EIE Azure NetApp Files &1 » AR OIS HECE AR Azure EIRIRIE o
EEFRIEaHED » ENERRE .

* {#F AKS Z8ZE B Kubernetes =25

* 1£ AKS Kubernetes g5 _E&E Workload identity #1 oidc-issuer

* Trident BEZ4E > cloudProvider :RES "Azure" * cloudIdentity sREA L{EEEFFE
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Trident 1212

#"¥E tridentorchestrator cr.yaml MiETE “cloudProvider'Z “"Azure" ° FiE
cloudIdentity 7 ‘azure.workload.identity/client-id: XXXXXXXX—XXXX-XXKXK-XXXX~—
XXXXKKKXKKKK ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX—XXXXXXXxxXxxXx'" # Edit

Helm
EATHIRIBEEEERTE cloud-provider (CP) #0 cloud-identity (CI) #Z55R91E :
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX—-XXXX—XXXX—XXXX=
XXRXXXRXXXRXXX""

LUT &6 Z28E Trident WifEFE cloudProvider s&7E $CP > MiffMA cloudIdentity &RIE $CI :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentcti</code>

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXKX—
XXXXXXXXKXXX"

LUT &6 Z24E Trident i cloud-provider sRAEAY " SCP ™ #¥ cloud-identity REA “SCI:

tridentctl install --cloud-provider=S$CP --cloud-identity="$CI" -n
trident
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#BFEZE Azure NetApp Files i
7EECE Azure NetApp Files BifZ Al > EERRMEUTEXK °

Y 1BM Azure BiRiSiE

Trident 21&Z%& Azure ZRiRIRIEHHI Azure NetApp Files &l ©
M Azure BiREIE ¢
* Azure BEhR

* Azure Government (Azure Government/ MAG)
TEFIRIFR > FARIRTHERN Azure EIRIRIEHIEI Azure 5TE ~ B ECEH Azure NetApp Files BEIR ©

NFS 71 SMB HiiR& BT R

WMRIEEEREER Azure NetApp Files SRTEFTVMIEF > BIEBEHEIT YRR E R E Azure NetApp Files
AR NFS HAFRE o A2 "Azure @ 22 7E Azure NetApp Files i1 NFS Volume" ©

EBREMER "Azure NetApp Files" &% ~ IEEBELI Tl -
* £ AKS E& HFHFEEM AP > subscriptionID ™ tenantID™ clientID
location M clientSecret ERJEH o
@ * I AKS HE HFAZEIRSDEF > tenantID clientID M clientSecret ERJEER o

* Azure NetApp Files TEIFEIZE Azure BIRIRIZHEE R EF BTN ZiRM Azure Resource
Manager MEEEAR IREL o FBME(R Trident MEfAIRIHAHRSERERBES K Azure BIRIRIRAVAR
ek o
* REM o 3529 "Microsoft : 2 Azure NetApp Files I A= " o
* Zk4G Azure NetApp Files BYFHEEE o 552/ "Microsoft © fEFHEEEZ 4G Azure NetApp Files" o
* subscriptionID RE BRI Azure NetApp Files Y Azure TR ©

* tenantID® clientID # clientSecret ZRE "EFATEINGEM" Azure Active Directory HEH EIHERE
EX Azure NetApp Files BRFEHIIRE - FERAREXZMEFERUATE—SR -

c ERENERMEAR "H Azure TRITER" ©

° "H35] Contributor A &" 7E5]BIE4K (assignableScopes BIB:IAE » 2B EER TR » St
REPR1ZPRAL Trident FREREVHERR o BRI BFTAGE » " Azure AHEILIEIRARE" o
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

15



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

c BEE/MD—@ location M Azure "EZRFHIE" c B Trident 22.01 #° ‘“location 2 E&iH
ABREAETERE RUMERML - EERE RAPISENUEER KRB ©

* BEEMA Ccloud Identity’ @Bt "EREIERNZZES Z"BIE client 1D WTE
*azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX FFE§EZ ID ©

SMB it &R EMtEX
EEET SMB Volume A BEEEHUUTEE .

* Active Directory BEsRE M E4RZE Azure NetApp Files ° 2R " Microsoft : ZEIZFIEE Azure NetApp Files
Y Active Directory ZH4R" o

* Kubernetes =582 —1@ Linux ZEHI2IEEAFIE /D —{EFTT Windows Server 2022 BY Windows T {E&f
2 o Trident {232 HEHME EI7E Windows % E#1THY Pod B9 SMB HEREE ©

* E/VEE—EE S Active Directory &80 Trident &% > L& Azure NetApp Files BJ LA Active Directory
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kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* CSI Proxy :2E % Windows ARFS « HERE csi-proxy * 3R "GitHub : CSI Proxy"s{"GitHub : #ER®
Windows 4 CSI Proxy"LABE#ZTE Windows #1178 Kubernetes &i24 o

Azure NetApp Files % im4RAESEIEF S

T 2 Azure NetApp Files B9 NFS #1 SMB & in:RE 8IS » WEEHRTEH
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nfsMountOptions ¥ NFS B SR E TR "nfsvers=3"
#l © SMB R RBRILEETE o BE(F
A NFS fR7s 4.1 885 » SBEUE
SR PRV S EIR B B AR ALY
nfsvers=4 LUEE NFSv4.1 o £
HEENEEPRENE SERT
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limitVolumeSize MRFROEEE AR NKRLEE > " (FERAFARFIIT
A& KB
debugTraceFlags FAR SREEHERRRV (R EETEAR © fItn null

\{"api": false, "method":
true, "discovery": true} °
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nasType BCE NFS g SMB HFREERIFEEIL ©  nfs
BEIEA nfs ~ “smb'EX null ° F2EA
null BYFEERIEIL NFS HRE o

supportedTopologies Tt BIEZENEIRF AT AES
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CSI #h#g" -
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maxThroughput BEATFNERARIES (B 4 MiB/sec
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£& o

()  mBmEBsUIAEsREREN » BB HE Azure NetApp Files HRLERIMRATAAE" o
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* Azure Government (Azure Government / MAG)
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‘resourceGroups’ ¥ ‘netappAccounts' > ‘capacityPools' > ‘virtualNetwork' I
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EREHR/)\WERIRAARE o (FRAILLECE » Trident 2EIRCFAERN NetApp 1RE - REEEMNFHEEK (BEZ
IKEANIN ERENLER Azure NetApp Files ) » TipEiE gt ENETEEP—EEEMNFHER L - AR
‘nasType &S > nfs TERETER > BiniSEHE NFS HARREE o

AR IEMIFASAEER Azure NetApp Files M3EITER » ERERERIEEN » BEERP > KEEATERCH
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus



AKS S SRS D5

I BIRAEEIET subscriptionID ™ tenantID clientID ' #] “clientSecret ® BELEEFEHEE
EBDREREN

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet
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AKS HEIxRS 5D

HEBIRACE AR Y tenantID ™ clientID M “clientSecret ’ EFERAERSDREMIERIERN o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

A EAROFESNE RS RAN

LB IR SRR E N ETE Azure BY eastus (UEFH "Ultra BREE(& © Trident  BEIFRZUEFE
JIKk4A Azure NetApp Files FYFRA F48RE » PSS It E B EEP—EF4EE L o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

REFHENER
LAF “StorageClass' E& e s L illf#EFEE R o
£/ “parameter.selector 11 A& E 2

£/ “parameter.selector &I L2 &1E "StorageClass 15 € st E AR & B ERN o LR &G BB P&
FEMPERNREE ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB Fift &S HE R

ﬁfﬁanasType‘ node—stage—secret—name\$ﬂ ‘node-stage-secret-namespace ’
HERE & W IR P EERY Active Directory /&:% ©

1R

on

BJLUIEE SMB
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Taszan Rz _ERVEACARRE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENKE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMRE ERRREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ nasType: smb Bz SMB HARRE Y fFETFA o
nasType: nfs Z{ nasType: null EfE NFS fFEfFEM o

B BIGAHRRIER » MITUTHS
tridentctl create backend -f <backend-file>

WMRIC(ERIRIEEERR Azure Eif > s8R “tridentctl” EH%‘E_R'_H%1§FH Azure Resource Manager #1 Azure
EiRIRIEEREIRRL o MRBIHEILKY > FEE RIS TSR ESRUAIERNRE

tridentctl logs

TR RIS IE AR RSAERIRIRER ~ ISR LA RIAT create d < ©
Google Cloud NetApp Volumes

ficE Google Cloud NetApp Volumes

& e] LA Google Cloud NetApp Volumes 5% €4 Trident B8 1% » LAE% Kubernetes T
FEHFEEFRE o

BER
Trident 323& Google Cloud NetApp Volumes > ] AL NAS (NFS #1 SMB) #&#E (iSCSI) L& -

* NAS TE& & FMH google-cloud-netapp-volumes &R
* @i (iSCSI) IfE&#FMA google-cloud-netapp-volumes-san &if

NAS Volume 1218 =R #1z:54 > M(EHA NFS 3 SMB E#ii7 & T1ZE © 5L Volume ZIBEZ(E Pod 5
BRI HZTEE ©

& IR E IR HRIAEIRETFRE - MWLUEESE Kubernetes EiZERY iISCSI £BFRETEN - ERAERTE
&R RAFENE LB ERE LR o

EEANRLUTIRIE
* Trident 26.02 KEHHRZA

* Google Kubernetes Engine (GKE) 3§ Red Hat OpenShift
* Google Cloud NetApp Volumes f£7F

o5

AEXREEN (SCSI) f#fFskth A2 "mEEFHF&ME (SCSI) "o

29



i
i
B
&

T 55 A5k Kubernetes TIFRIBEBUTIFRME DEITHERIFE Google Cloud Hilf > MIFEMFREE

= ERTRiES 78 Google Cloud NetApp Volumes (&£ & A ~ A BEHMUTIRG ¢

* {#FH Google Kubernetes Engine ( GKE ) ZFEH Kubernetes &5

* GKE RE LERMAIIEaHE7HA - BiEiER FERAPEERMARSS

* B% Google Cloud NetApp Volumes BIZE A A Google Cloud fRFEMRSE(roles/netapp.admin) HE
MHBFTAR

* Trident B%45E » BimigtERES ccr M EREEinS Dt

Trident $#2{F1230
G EFEA Trident BEHE FL4E Trident > 548%8 tridentorchestrator cr.yaml :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

Helm

fEFE Helm 22 Trident B ~ ;AR E DR IEBNEHRE 7D -

helm install trident trident-operator-100.6.0.tgz \
--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BBIEE Bt ERMER S D REZE Trident :

tridentctl install \
--cloud-provider=GCP \

--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com" \
-n trident
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BLE NAS {#77

@ 1 Google Cloud NetApp Volumes UNIFIED f#7Z:t » Trident TE TR IR ERFEER
UNIFIED EEan 54 BERsa R A o

EBHHIRES > Trident AILGHES MIABHNHRELRLE FINETHRAEGRN) - URSEANRS
HRTGRE ©
BB E

Trident 32 google-cloud-netapp-volumes BEBIFET > LATE Google Cloud NetApp Volumes BCE NAS
fEFZER -

LEEESERZIRIUATERIE -
* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)
* ReadWriteOncePod (RWOP)

eSSt {mEtE  volumeMod IEMITERMER SIEMRE R
e

google-cloud- NFS SMB  {EZZ4 RWO ~ ROX ~ RWX ~ nfs, smb

netapp-volumes RWOP

B7E Trident NAS &l

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

network: "<vpc-network>"
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B E NAS Volume

NAS FEFEEFER google-cloud-netapp-volumes BIHACE » X5 NFS #1 SMB #7E ©

T NFS I4EE&R) StorageClass

L EMME NFS BEE > 558 nasType 88%& nfs ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: true

R SMB HREERY StorageClass

EERCE SMB Volume » 551 nasType &84 smb WigHEREER o

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim 5] (RWX)
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim £/l (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-—-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS B4R EFH volumeMode: Filesystem©

BCE Google Cloud NetApp Volumes L A7 SAN TE&#

R LAERRE Trident » {EEERA iSCSI #HE#E Google Cloud NetApp Volumes FLE & 1514
TZHERER o SAN HEAREE BI3EB "google-cloud-netapp-volumes-san 1 EEENFE L Flex
Unified f#fFthEITECE o

() BEHEXERARERIEEE  THE NAS HE -

@ google-cloud-netapp-volumes-san RIFEAE iISCS|I BIRHIEEFTMNER © google-
cloud-netapp-volumes BIR{EXZ1E NAS tHE > XA SAN TEEE -
BER

Trident 323& Google Cloud NetApp Volumes SAN (iSCSI) I{E&# > A google-cloud-netapp-
volumes-san SEEIFZT
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SAN HEFE@L Flex Unified S EMHAIE » WL iSCSI @I BN R 2 IR4S Kubernetes EiZL o
EEARUTISIE :

* Trident 26.02 K EBHTARAS

* Google Kubernetes Engine (GKE) I¥ Red Hat OpenShift
* Google Cloud NetApp Volumes Flex #i—fz#7F it

* ERiSCSI WIL{FaH

Flex Unified 473t
Flex #i—f#FERMER iSCS| MERBEIR#EFRE » @ SAN BERELEFINER ©

* & Flex Unified REGIONAL BB o
* 1% Trident 26.02.1 BH¥83Z1E Flex Unified ZONAL #h o
* SAN TEEEEX1E Flex IRFEHELR

7 Trident SAN &

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

performance: flex
network: "<vpc-network>"

servicelevel: Flex

#1/ StorageClass
&5t SAN &imf& » 1L —1@ StorageClass 5| google-cloud-netapp-volumes-san BEEIFET ©

ERAMIAEZEE StorageClass PERR » MABERIGERR
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

SENERRGER

* ext4 (FER)
* ext3

* xfs

@ SAN EeEhi2T0{2% 1% Flex BRFSARA! > FFEMA NAS FHENBIHSH > fM exportRule

unixPermissions * nasType * snapshotDir v ‘nfsMountOptions' 3153 [@HERIAVERRE ©

B IREIRE

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-—-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX f—{E& RIEX 2ERIRA ReadWriteOnce HAMEE M iG R IE @ H & A MEE o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv—-san—-rwo

ReadWriteMany (RWX) — {£[R{AE 5%

{£7F "volumeMode: Block B/ 5238 ReadWriteMany °
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi

storageClassName: gcnv-san

EBIREREETA
EIRHEAREE LA iISCSI LUN BV ECE @ WA &R B A I 23745 Kubernetes B o
EIRHIRE -
* f£/ iSCSI &
c YEEZRSNFRREIREIR
* [ Trident MiINADEIE
* Z1ELTE Kubernetes 7ZEUET
FEUER
Trident fic B W& IREIREE T 1 FHIFEUE ©
* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)

* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX) > BEUTIER F2#F volumeMode: Block

volumeMode {72

‘volumeMode " HEIEHI @ IREIEEN AL -
* Filesystem Trident t§ VLA HIEHFLIEE ©
* Block Trident BEZZEETFEEARKEIRIEE QR °

HIRIEE
£ google-cloud-netapp-volumes-san SEEIENECENEIRMIEE T IE
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- g
- kR
E
R
. 2
“ A
85h GIB BERETS

Google Cloud NetApp Volumes &3R4 E & B2 AT BRI - HERENASELE > tEREHEE R MZ O]
RHEEX/N -

AR -

* WIREIIRFAAITRE 300 KiB BYERSMNE TR
* BRERNMERZA 107 MiB BIZRSMNFEEH

5% Google Cloud NetApp Volumes R % GiB B2 AC » Trident iB@ U T AR BEEE X/ MEEME
#BiB PVC 33K :

* REERB A E_ EIEE T —ERE GiB
* FIGERSMY 1 GiB EE&

gl -
* PVC 253K : 100 GiB
* Google Cloud NetApp Volumes REEEIA/ : 101 GiB
* EARATRWATAZEME © £ 100 GiB

Pod i

ERAMHEHERUEE (RWO)
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apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

RIg@ERE (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw—rwx

MIINFNEIEIT A
H 1 Google Cloud NetApp Volumes BREHJ SAN HHEE :
* Trident 7£ Flex Unified AR @I EEEE TS (LUN)

* BEFRHARS > Trident #& LUN HFER|S{EETZEAY T H4E¥4R o
* EENELETFHEARS © Trident :

o
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° EAiSCSI BiZ
° $R%& LUN
° FLEZ R
* Y158 volumeMode: Filesystem ’ Trident @REERINICEB WG EHE o
* 1R volumeMode: Block > Trident B EEZT HIZREL pod » MERMEIUICIEE o

@ SAN @IRHIRE R R UMD MNHENT AR o BZ AR FINEIRMEIRER
(ReadWriteMany volumeMode: Block) @ ERREXIERZANBEIEWEN o

R E Google Cloud NetApp Volumes &1

7EEZE Google Cloud NetApp Volumes &R Al > EEERFmEUTENR o

NFS 5 SMB HiiR& B9 o R

WMRITZEREA Google Cloud NetApp Volumes SEFAVIEEA » BIEEET—LEVIRECE A BERE
Google Cloud NetApp Volumes i 37 NFS 3 SMB HiHEE o s52RE"BHIG 2 A"

7E5& € Google Cloud NetApp Volumes &ixmZ Hii » :5ERSEEEUTES

* B2 Google Cloud NetApp Volumes BRF5HI Google Cloud IRE ° 552 "Google Cloud NetApp
Volumes"

* %89 Google Cloud lREBIEZARTE © AR HAIFE" -

* B A NetApp Volumes Admin (roles/netapp.admin AR Google Cloud fRFSIRIE ° sA 2" & Bz
REEAETER"

* {GHY GCNV tRABY APl ZIRIEZE o SH2B) "EILARFIRF 8"
* f#fFE o SER2RFEFBIE" -

BRI E Y Google Cloud NetApp Volumes TZEUEIRRVGFAHE T ~ 552 B "s%E % Google Cloud NetApp
Volumes BY7FERHERR" o

Google Cloud NetApp Volumes i35 & S IEF1 &5 15

T ## Google Cloud NetApp Volumes FY1& Ui 4H AESEIE T & B4R RE &R o

B ImAERRETE
B{E&IHETEE— Google Cloud BIFEEHIRE - SETHMENTETHMIRE » LA UERE MBI

S R B
version YRER A 1
storageDriverName EEREHEXNRE storageDriverName 89

BENBIEES lgoogle-
cloud-netapp-
volumes] °
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#

backendName

storagePools

projectNumber

location

apiKey

nfsMountOptions
limitVolumeSize

servicelLevel

labels

network

debugTraceFlags

nasType

supportedTopologies

Volume FECEEIE

R iE
(ER) #FRIRNBTRHE BEENLE " "API &8
HN—EB5
RS EHIRE R 2 R IVERZE -
Google Cloud tRF B 2475k  %{ERI7E Google Cloud
AOMEEEEKE -
Trident #31L GCNV H4HRERY Google Cloud i & © &
I ¥E&IE Kubernetes 25K > 1£ “location’ FR 2 17 AV
&R AR AEZIZE Google Cloud &iFEI2E EAIT
EEaH - BEREREEELLRINER -
AR EA netapp.admin BEH Google Cloud
IRFSIRIERY API i - EBER Google Cloud AR
FHIRIEAIBIEZEN gson BARDE (REFEHER
BEmRERET) o apikey HASEFUTRENE
BE¥ © “type-> project id»™ client email ®
client id»™ auth uri“ token uri:®
auth provider x509 cert url #l
“client x509 cert urle
5 NFS SIS THEIES "nfsvers=3"
MR B RAVEIRE K/ VEBELLE - BIRCER - " (FERAREIBIT)

HEFE MR EEIRERARTEFR o BUES flex

standard > premium'8{ ‘extreme °

EERANHBKRERNES JSON RIREE

FA? Google Cloud NetApp Volumes fR&H Google
Cloud #3E&

R REHERETEIERE o B30 ("api": false, null
"method":true} ° BRIEMIEEEITREEHHRIEE
SFHAMRYSCERBED > FBRIFEZDE R LEINRE ©

BCE NFS g SMB HAFREERIEEIL o BEIEA nfs © nfs
*smb 3% null ° 2EA null BIITEEREEIL NFS HRE o

KMtBmEENEEMNAIARTR - MEEZEM
A2 " CSIRIE" - Bt -
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

topology.kubernetes.io/zone: asia-eastl-
a

O] UIEREMER defaults @EEHPIEHITERMIREERE o
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# 95 2

exportRule MR ERNELRA - AZE "0.0.0.0/0"
SEDFERY IPv4 (IHEF)FR > (IHERTIX
EE4EE -

snapshotDir 7FHX .snapshot B true, false (FEERITARIAERFR
R[E) o HERMEERE) NFSV3 ES
"false"
snapshotReserve AIRBIRENHEEER DL " (3FZTERIE 0)
unixPermissions R ERY unix #ERR (4 110/ \E1L
HF) o
EfI4RRE

UTHHRTTBARE » HPAZHSREAREERE - EREERRRGENSIE -
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B/ VRS

ERBHR/RIGAERS o (EALLAERS > Trident BEEERENAMIET » #EIRFAEZIK4E Google Cloud
NetApp Volumes BfEFE R » MBI ERETEP—EZFAN L - B nasType & B
nfs FEREGER » RIS EMHE NFS HBIEE -

MREMIBALAEER Google Cloud NetApp Volumes METTE R » IhECE RIEBRVERE » BESEF » §7]
AEEEAR EHIREIRMERINVEEE o

() 8 <id_value>' “<key_value> BB A ARRTSIE S/ o

43



44

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my—
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret



SMB iR &fcE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelLevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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FEHRERAR AR

I RIRAEEE—IERPEER T ZEERSEFA o [EREIFME storage BERPER - BENEZEZER
FIARTS B AR HEFEE IR « WABTE Kubernetes IR ARELERAMNHFENR - ERERNIEEE
B ERERMNERAREDEIRM o FI80 ~ 7ZELATEAFIF « “performance #Z2##1 “serviceLevel $5E!
REDERERM o

TR URE—EEANRA ERNNTERE » TBERREERMITERE - T &M
snapshotReserve # exportRule HAFTA EEMBITER(E ©

NEBSER  BSM EREE o

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-—
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gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelLevel: standard

GKE MEixS 5

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelevel: Premium

storagePool: pool-premiuml
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S RBIIRERAERS

Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRRERHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EEEIINZEH
P& AEEER - BLEEIFHM T AERREFEN DI LIREN AT ESE - HNE s inRH
M &IFFM T A& FERHEFLE > Trident BESEMNEIHANTBEEFEHMER - MEELEN > A2E "
5/ CSI #a#E" o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

BRI BIRERRIER - FUTUTH< -

kubectl create -f <backend-file>

AERERINE D EMINEIL > FRITTIE< !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2£fd1££f9-0234-477e-88£d-713913294£65
Bound Success

MRBIHEBIKK > BIRTBIHACEFERRE o A LUER kubectl get tridentbackendconfig
<backend-name> fp LBl - HMITUTHRSERRFURERRA -

tridentctl logs



RGB! MAZ IEABREAERVRRETR « (R LAMIBR B IRIE B 1T create A5 % ©

HEFENEE
LT R FilgiRAE A StorageClass' B ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

{#F8 parameter.selector HHMEEFIESR :

fEF parameter.selector EAIUAEE StorageClass IEE AN TEMIEER "EHE A" o ILHIIRER
BEMERFIPTERNREE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

NEHFERNFAEN - 2R "B HTER -

SMB FifE &S HIE R

{#H nasType node-stage-secret-name 'l ‘node-stage-secret-namespace ’ &

BILUERE SMB

& W IR HFrEERY Active Directory /&:E o (EEBEEEREREIRAY Active Directory 1# & 5 18/250519 7]

FR{FERREPEER R o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SE st = E AR ERHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

SEMRE ERRREE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}



@ nasType: smb EhiExziE SMB HAFEERIH#IFM © nasType: nfs B nasType: null BfisE
NFS {7z o

PVC E& |

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

BRI PVC RTERE - FRTTIIHS

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

fic & Google Cloud NetApp Volumes HIEEIDE

BE)nD B EEB Trident BIRZBEF PersistentVolumeClaim E’Iﬁ@?’_ R E AL E R ETTER
ERY o EATLAER Trident 7 Google Cloud NetApp Volumes :&EBEIDE o

B

BED Ef#FIIRE R R Trident BB EMIRE @ RANERERCVERBBERERE - SHRETAEMRERHFEME -
X AERE(RIAZTF ENE FIRIRIEE ©

Trident EEZIUHEERERBEIDERE © Trident 26.02 A ZIEALEREE

BEDE

BEDEFFSREFIRRN » REFIRRRENENMEEERERERE - ERBERIFET EITHY » WIFRD
RFAERL o
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DERA
DERAREREAUIFERABESHNE -

SEUTREE % auto | MARENREFIEREANBEEDE * none | FRBEFDE
REAIRE

BRAIRERE T BN ERERN S D BHFE RGN ERFIEEHRENRIERE o SAXMETEIBHERE
BES "auto’ REEH ©

AAREHEEY
ABRESEE
BENEREZESERNETRE :
* EFENEE BRR KRR ENIE RS
* Volume #i[E &1 PersistentVolumeClaim s fRFE A B —HIEE o

Trident FRIFESERENERMEIRER VAR -

HHREEITIER

EMHERERERTZEERER > Trident EEA TIIELIER :
1. PersistentVolumeClaim fi#

2. Trident & imAEAS

3. REfFMTERIE

ERSEXIEFEENRECEBEERBEBARME
Trident 26.02 Z3ERITHAE
Trident 26.02 x#&LL T Google Cloud NetApp Volumes BE1H BIHAE :

* TR E R E R AR B RS E

* 7£ Trident IR P EZR D ERA

* £/ PVC st B E R ERANSEHREEN A RE
* AR BEE N ENMEEEREE RANH

Trident 26.02 FARZHEAITHAE
AZELUTIRE .

* EEVHEERENETDERTE
* {#F Kubernetes B & FIRAHIEEN D E/RE]
* 1£ Trident EEMNHETIEREZINEREEFDERTE
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BRIFECESH
LUF2#A]TE Trident RinEREPERFZERIBEIDEITS ¢

/

15 sREH
MR EN D ERA(auto 3 “none)

BRSO ERIEERRE (8E : 2-183
FE:R1E : 31)

W

4
tieringPolicy

17

tieringMinimumCoolingDays

£ PersistentVolumeClaim SRS THERERES

TR
PersistentVolumeClaim s A sF S EMIEEN BN EREEITEE ©

(a5 R
trident.netapp.io/tieringPolicy BERREEN SR

trident.netapp.io/tieringMinimumCoolingD BEEIEEAY/SANKEE
ays

&5 . PersistentVolumeClaim B EF D EEBE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:
requests:
storage: 500Gi

172 MIBR !

BERRETA
© BEDEREEERI MR ERIE TR o
* Trident EECE ST BT EHADEAE -
* BEDRBRIKRES none' B > SANBERZRS o
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FE RS

* BEIDBERIE NAS HIRE (NFSHISMB) o
- EBIREREE (iISCSI) AZIEBHDRE
* Google Cloud NetApp Volumes f#7FtW47B7E Google Cloud FREUE BE D E#TF ©

ZENE
* tieringMinimumCoolingDays BIEMEE : 2 & 183
* JER{E | 31
2 NetApp HCI 5 SolidFire &1
T BEGNMRITE Trident ZEHZIMEERA Element &1 o

Element SEENT2 Vs EE R

Trident 32 solidfire-san #FREENUREZERN - JENFIREHE | ReadWriteOnce (RWO
) ~ ReadOnlyMany (ROX) - ReadWriteMany (RWX) - ReadWriteOncePod (RWOP) o

‘solidfire-san’ {#FERENEINZIE EHE M &I MIRERI( - HIY "Filesystem’
volumeMode * Trident HEIVHEEINIEIUIERRLL - ERXRMHBEMH StorageClass FE7E ©

EEENE EERE VolumeMode SHENEFEELR FIREERZRR
solidfire-san iSCSI [ RWO - ROX - BIEREARL o RIBE

RWX + RWOP IREEE o

solidfire-san iSCSI EEEN Y RWO ~ RWOP xfs, ext3, ext4d

BMEZ Al
1£3£17 Element BimZ Al ~ IREETF)IER o
* #11T Element EXBEN R LB HERL ©
* NetApp HCI/SolidFire FEEIEENAARFERENES » S EMEE
* FiB Kubernetes T{EENELERFELZEEEIFERY iSCSI T A - s520" T{EE2LEES" -

BiImABRSEEIR

B2 TRUT BB IRMERREES

2 =RER FER
version YaskE 1
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#

storageDriverName

backendName

Endpoint

SVIP

labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

siLPH 64
HEFERHIENNBTE Ya#& 2 "solidfire-san"

ERHEZERETEZE Y "solidfire_" + f#17s%f%E (iSCSI)
IP {31k

BEAHEAFEEND SolidFire =5
B MVIP

f#F=M (SCSI) IP (uitfEize

EERNHBIRERNER JSON &I
REEE -

EEANERRE (REAZIR
E1r)

% iISCSI m=MRFZFEEEAE "default”

{5 CHAP %t iSCSI #E1T51H true
ER:% o Trident FLfEA CHAP tHiE ©

EFEEEEAE ID B8
QoS #R&

NRBROHWREA/BBIE > " (FERFREIHNTT)
AIECE R

AR EREEDEARRVRERIER © B null

i ~ {"api":false, "method":true}

S Tridenty BY7FEXEE4R ID

=% PRIECIETE & TRE R AR TR S+ HARVECERBED > TRIFE/DERA debugTraceFlags °

#H1: solidfire-san BREENAA ZEHIR & AR VB IRER

IEEEAIETR T —EfER CHAP BRsEBInfF » WH=BABRE QoS RERVHIFEREETT 7 BE o LR
FEEEMER IOPS AR S BURE R RHFIER - UEERSEREFER -
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

g5 2 . solidfire-san ERENERN B ERE REAMRIHFEFEERE
LEEFIRETR TR E T BN RIRTE REU R E S L EEMNEY StorageClasses ©

Trident EEAERRR#FE RN LARHERIBIREHT LUN - BT HERER > FEEESIUASEERSE
RMNERRE » WIRIREASHERE DA o

T TAFmEEHRIFERIET - PRARENERE THENTERE » BLEER type sE Silver o [EHHNE
“storage’ BERFPTES: © TEULEHIT - BMAEAFMRE T B SRR > M HEFHRIBER T LdiERE -

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true

Types:
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- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-1la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us—-east-1d

LT StorageClass E &8 it E#Eth4ERE © £/ parameters.selector i » & StorageClass #3E 15
ErR AR EHEENER - MiEEAAFEERNPERNA®E o

25—1@& StorageClass (solidfire-gold-four FHERIE—EERFHETN - ERE—IRUEERIMEE
Volume Type QoS 72 Gold BIfETEA o Fx&—1{@ StorageClass (solidfire-silver EiaEEMIRHE AR
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MBERYfETE M © Trident iOREEEMMEERE M » WA SHEFEKX -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver
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provisioner:
parameters:
selector:

fsType: ext4

SHEZEN

* "Volume TZEXE$4H"

ONTAP SAN EEENFETC

ONTAP SAN EBEHFE ALt

csi.trident.netapp.io

performance=silver

T fRAN{EE A ONTAP # Cloud Volumes ONTAP SAN EEENF2ERE ONTAP &1 o

ONTAP SAN SEBIFZTUsEANE IE

Trident 12 LA SAN E7ZERENTET « BN EL ONTAP &EE - TEMEFEUERB1E | ReadWriteOnce

(RWO)

ontap-san

ontap-san

ontap-san

ontap-san

ontap-san-economy

EtinE

e
iSCSISCSI &%
over FC

iISCSI SCSI {EzZ=za4
over FC

NVMe/TCP &3
-

BEINVMe/TC

P BWHEfthE
2EIHo

NVMe/TCP EZZA4%

-Ea

BINVMe/TC

P BWEfMhZE
2HIFo

iSCSI &

volumeMod ZiEH7FEVET

RWO + ROX ~ RWX -
RWOP

RWO + RWOP

ROX #1 RWX 1&
Filesystem MR EHEN T
RE[F o

RWO + ROX ~ RWX -
RWOP

RWO ~ RWOP

ROX #1 RWX 7£
Filesystem MR EHEN T
RaEfF o

RWO + ROX ~ RWX -
RWOP

» ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) o

SERIERRAR

BIERAN  RIEEHRK
B

xfs, ext3, ext4d

BIERRAY  RIEHREK
=
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EEE {#ipE  volumeMod LIEM7ZERIET SEMIERAS

e

ontap-san-economy iSCSI ERAS RWO - RWOP xfs, ext3, ext4

ROX #1 RWX 7£
Filesystem HiFREHEN T
RATH o

* EETEHRIFAMHERERXEEN"SZHEH ONTAP Volume [RH!"EF » A€M ontap-san-

economy °

* EETRHIRR AR E FERREEI 21 ONTAP Volume [RH" B#EAfER ontap-san-

g economy SEENFETNEF » A {#F ontap-nas-economy °©
* MMRETETEEE R RE - KEERIITHNE » FBER ontap—-nas-economy °
* NetApp B& ontap-san §b » REHTEFRE ONTAP EBENFER A Flexvol BENE-RINAE o 1F
AEIBHZE > Trident ZIRFERARIRTEY > WABEMIER Flexvol HIEE o
EREER

Trident HZE L ONTAP 5 SVM BIEE S 7817 » BEFEA "admin' REFAED 'vsadmin'SVM FAE > S
FEEHERABEBLEARNERSE o 5 Amazon FSx for NetApp ONTAP ZBE ~ Trident EELL ONTAP g,
SVM EEBEE B DT » FAEE fsxadmin EHE D vsadmin'SVM FHE > HfEAEEHERAGERZERE
HERE o fsxadmin' (EREEEEEIEFRENBRERNLE

YR limitAggregateUsage' 28 » AIIEEXREEIE SR © 1§ Amazon FSx for NetApp
B ONTAP £ Trident AECEMART > “limitAggregateUsage’ 2 &£ “vsadmin # “fsxadmin fEH &R
BAMEZR - IRIETE US> HEEERRK -

HEPARTLATE ONTAP HRE T E AR R A B Trident BRENZNER » BIFITEZESIKM - RS BHhRAHY
Trident #XEPLAUZASMNY API > B API BEEZ S > EERARSSRBESFH HIE -

NVMe/TCP HEMMEEEIE
Trident ZIEIEESE M CIBRREENE (NVMe) tHRE » €A ontap-san ERENFET » B3 ©

* IPv6

* NVMe FERE&ERYIRERFIME A

* % NVMe Volume BIA/N

* BATE Trident SMEBEEILEY NVMe BEREE » LUE Trident EIEH 4 dpiEHA
* NVMe REZ R

* K8s EREAVIBIERARASKIEETRARA (24.06)

Trident F73Z1E ©
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* LUKS 1z

3 NVMe {£%1& ONTAP RESTAPI > 7%1& ONTAPI (ZAPI) o

{5 ONTAP SAN EEFE XL B 1BiE
T #REF ONTAP SAN EEEHZTECE ONTAP Bk E RN 5 B8EIE o

i
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admin'3f ‘vsadmin * LUFEfREL ONTAP hRAEBIRAEEME ©
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

HER ) BmEE e —MAXFHR A HEEREERNNMS c BYRIR2 % > FHERE / RIS (FH Base64
4RHS > A {#7F4 Kubernetes 4% - B EHRIGEW —FRERMATEERNTE - Bt - E2ERBESH
THIEZE > BB Kubernetes/ (7 BIEEH{T o

B RENRFERERE
EFMIRARILE AU FERREE ONTAP BinhEH - BIREREE=(E2H -

* clientCertificate : FiFi%/&R:EH) Base64 #RI5(E ©
* clientPrivateKey: BE#TAZ £iBHY Base64 #RiE(E ©

* trustedCACertificate : Z{51E CA /R:EH Base64 4RiS{E o tNRFEAZE1EHY CA » AIABIREIEZRE - 10
RRERAZEER CA » B[ ZRRIESE o

HAWTEREEEUTESR o
TR
1. EERPIRENEE o EERF > # Common Name (CN) :REAEHITEREM ONTAP FHE -

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. E%EE’\J CABRBHTIEE ONTAP & - RFEES A BAEREILIFE - MRREREER CA » F2

security certificate install -type server -cert-name <trusted-ca-cert-

name> -vserver <vserver—-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP =& L ZE AR IR/GEMEHE GREFE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

sy PATUEER 218 > ONTAP ERTEIARGE ° M EPER 1 PELER "k8senv.pem 1IEEAZR > 2
i BHA END MUSER RS ©

4. FESY ONTAP Z2 B AABXIIE cert BEHE ©

security login create -user-or-group-name admin -application ontapi
—-authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. EAEEMRERIEEREE o #§ <ONTAP Management LIF> #1 <vserver name> 122 Management LIF IP

7N

1 SVM 478 -

curl -X POST -Lk https://<ONTAP-Management-—
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. f&F3 Base64 $/R:E « IMMNZIEERT CA RFTEITHR ©

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. fER L —PEFIERIRI o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

EHERE T AT R IET R B

TR EMIRE B UERARNEDEEE 5 /AR ERE © ILIRFERAN : AEMAE SRS  BHENERIR
RIUEAMERESE ; ERAGENRIEIIUENBENERERSE / BB MEE - Alt » CUAEBRIRAERN
BB AN IS NS (DEESE - AREAEIFIESHBIENEH backend json HEEERMIT

tridentctl backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

ERIAEIEES > (AFEIREMANREN ONTAP LERENEN - 2% » BRIRFEEETERN - Kl
3 a0 AISREREMESERE - RinEREEMUEAMES - ZEREAHE ONTAP &
EPMIFRERES -

FHRIFEA GRS B2 THRENFE > AR EZRBIUNHIREER - RIRERMBINIZRT Trident AT
Bl ONTAP & imiE 1l BRI R RAVHERRE (F2E ©

# Trident F£1ZEH5] ONTAP &2

TR —ERAREERA ONTAP £EAE > EREMALER ONTAP EESABIE Trident RHITIR
E o BIGTE Trident BInAARE P B 2 EAELTEE - Trident EEAKGEIA ONTAP REABIRMITIRME

MEBIEIL Trident BETABRFMEEN > 552R "Trident BFIBEBELSE" ©
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EERABRAI > ABESE Save
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEELEN  F2HTIIER !
* "AREE ONTAP WETAG" X "ERE: AR
cERAENERE
fEREM CHAP Bg:5E4R
Trident AT LUEFRE @ CHAP ¥1 iSCSI TERSEETTEREE » AL “ontap-san'#l “ontap-san-economy’ SRENTE

I o ERETRIHERTRUA useCHAPEIE o ERE 4 "true i » Trident 1% SVM WTERRENSRZEMRTE
#E M CHAP » W RIRIEZERTE A ELBNEN o NetApp EZEAEM CHAP RERRELR - FA2RUTE
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version: 1
storageDriverName: ontap-san
backendName: ontap san chap
192.168.0.135
ontap iscsi svm
useCHAP:

username:

managementLIF:
svm:
true
vsadmin
password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
1JF4heBRTOTCwxyz
uh2aNCLSd6cNwxyz

chapTargetUsername:

chapUsername:

e useCHAP 2¥AHMEZEE > J4E
= 75 false ©

FE—R

g

F%7T useCHAP=true Z%h>

‘tridentctl update’ REFE & o

BIEA

MBS false o FHERA true 18 » BHABEFHEHR

‘chapInitiatorSecret chapTargetInltlatorSecret‘

“chapTargetUsername #l “chapUsername I X BE SERIRERT °

o BIRIEIITTAE > FIAE BT

1% "useCHAP %4 true % > #1ZBIES 15T Trident EEFRIFRTE CHAP « ZE8IEUTASR :

* £ SVM L£E87E CHAP :
° 1R SVM HFER BIERRF L

248 % none (FERRTE) *BEIREHRBETALEFER LUN » BY Trident

BETER LR ARG A cuap > WALERTE CHAP BEERANBEEFERERBREE -
° YN SVM & LUN » Trident R~ E7E SVM LEA CHAP ° EfERE SVM EBFER LUN EERAR

ZPRE o

* BcE CHAP RiENasM BIREAERBINEN ; ELEBERYATT R

HEREHREE

E (HNEFR) o

BIREILTeAE 0 Trident B HER tridentbackend CRD @ if§ CHAP &i&fl{ERERIBHTES
Kubernetes £i& o Trident TELLBIRIEIIRIFAE PV &i§iE18 CHAP HEEITHIMSAELR o

T SV A

e LUBIBE T backend. json 1§ZEHEY CHAP 28K E 1 CHAP
tridentctl update ARS RIS LEEE o

I

System Manager Bffif#FsEE LHIENE »

“ ERRIRAY CHAP ZHEET » AR tridentctl SREFT &R o

EEEEH CHAP £48 » A

sBN{ER ONTAP CLI 8f ONTAP

A Trident #EE 8RB LS E
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

RAEEGRRAZZE ; IR Trident 7£ SVM _LE# 7 0BE K > BEEGREERS(ERTIRE o MERER
%%ﬁﬂ’ﬂ%ﬁ%ﬁﬁ*ﬁr » RAEGRAEERST(FATIRAE o hENERITEINEREN PV RERHEEREMIRESR

ONTAP SAN =27 ZEEAN &5/

T FEAAITE Trident 2RI FNEEA ONTAP SAN EBENFZT o ANENIR B ImARREEEHIIL

KiigBInEIfERE StorageClasses BIFFAHERN o "ASA r2 247" BAELMth ONTAP R4 (

ASA ~ AFF #1 FAS) EREENEEARLEFRAR - ELEERESFERLE2HNERS
v (W0EERR) o “RABERE ASA r2 R ELEM ONTAP R4t 2 EHYZE 2" 1F Trident & i%4H
REr ~ IEAEBEISE R4 ASA 12 o BIE3E4E “ontap-san' {4 “storageDriverName’

B « Trident & EHE&)E:A] ASA r2 S{Efth ONTAP 24k o I TR ~ HLEBIHARREBER

TR ASA 2 R4 ©

F ASA 2 ZREXZE ‘ontap-san BEENFZT (5 iSCSI ~ NVMe/TCP # FC ##%E) °©
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MREREBBILE DL » AIFCEXRK - MREFERR " (FERFEFIHIT)
2 Amazon FSx for NetApp ONTAP #&if » 5706 E
limitAggregateUsage © feffBY “fsxadmin #l

‘vsadmin' A E & {EA Trident 12 Aggregate 1ER1E

S ADLARRHIFR S BIHERR © 55717 ASA r2 Z4I5RE ©
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T ZREIEESIER LUN FBARE&E K/ LR ©
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A

AR RS HERRAYEEEMEIE - B30 ~ {"api":false, null
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% 55 AA 6

formatOption {#H formatOptions' % ‘mkfs er TIEEM LIS »

s LS| R ESIENCHEERER - B RS
Ri%E S RIFSNCHRE o SBRERIEER
formatOptions £2 mkfs fR < EIEEL » EREFEE
PR1E o &35 : "-E nodiscard"

F B iSCSI FE#itHER “ontap-san’# “ontap-
san-economy SEEIFER o *ItESh - {EF iISCSI
NVMe/TCP fE#itiERF > th321% ASAr2 R4

limitVolumeP {E ontap-san-economy &im{ER LUN BFRlsAKMIRK " (FERRAF5&HIFIT)
oolSize FlexVol K7Jx o

denyNewvolum PRl “ontap-san-economy #&imiEIIFTAY FlexVol Wkt

ePools EUBEEZH LUN  (EFRTESFEER Flexvol KA E
MBI PV o

£ formatOptions HYiE:E
Trident EaEIRAMU T EERMERERRF :

* -E nodiscard (ext3, extd): 7EHfT mkfs BAZEREREHER TEREENHT  BHEEREL -
DHEREREIREER) o IWEERAT BRMN [ -K ) 58  BEHR ext3 7 extd HEZRL -

* K (xfs): 8117 mkfs REAEZEAZEEH &I o IWEIBERR xfs 182 R4
f&£F8 Active Directory &:E¥11&i% SVM 1T Trident 5255
&R LAERRE Trident {8 Active Directory (AD ) R:E¥&iH SVM #E1T7ER:E o £ AD IRE AJLUfFEX SVM 2
Al ~ AR TE AD AIEIEHIGEEER SVM NFEHEIR - EEFR AD IRPIETREEIE « AR
IS o FEIEHEBE "7 ONTAP 2R Active Directory 481528 77EY" o

FER
1. A%BiK SVM REMIAZTBAL (Domain Name System * DNS) RE :

vserver services dns create -vserver <svm name> -dns-servers
<dns_server ipl>,<dns_ server ip2>

2. H1{T 584 ~ 1E Active Directory 178 SVM EITERGIRS :

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. EFLEASEIL AD FRENBHEREERES SYM
security login create -vserver <svm name> -user-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. 1 Trident BURABAERER > #& username M password BEDRIRES AD ERAE N EHHRTBFMZEE o
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HHER “ontap-san EBFNIE R MIFF B HEREE ~ Trident ZEESMENN 10% MIBEZE FlexVol 1L

B4 LUN FRAEERL o LUN #BRIEEAETE PVC FeARAVFELIAR/NEITHRIER o Trident ZEESME
L, 0 10% BIBEZE FlexVol (£ ONTAP FREERAR AR/ o FREREFRESMMFERNTA

RE o IEFIERFSLE LUN Er] BERAR T2 ERAZ aE A M:E - IWESEAREAR ontap-san-

economy °

HNERR T “snapshotReserve Wi > Trident FKIB T ARt EHEEAIA/ ¢

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident 2 FlexVol Z85MENNEY 10% » ARH LUN JTTER} o L snapshotReserve =5% » B PVC 55
K =5GiB » #BHiIE& AN\ 5.79 GiB » BIAA/\% 5.5 GiB ° ‘volume show % FERERERILL SR BB LIAIAS R

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.508GB
_pvc_eB372153_9ad9_474a_95la_@Bael5elc@ba
online RW 1GB 511.8MB

3 entries were displayed.

BAl > ARAXNERFSES AN RAMIRENME—T57% -
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/) \HERGHE S

UTEANRTTBARE - HRAZSHBHERETERE - EREERMREENTTX -

UNRITIE NetApp ONTAP LR Amazon FSx for NetApp ONTAP $2FZ Trident » NetApp 2 1&

2% ' |F {5 DNS BMIE IP (it o

ONTAP SAN 34

E=fFH ontap-san BREIERNNEARERE o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 15

WAL R RE B ~ LUBERFE "SVM SR AER" HIMETYIRMIR R FHERRIFERE °

A7 BIRBEATIAMEOER 5 55 E managementLIF 5 SVM MBS svm 28 B30 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

B RERERE LA

EEEEAREEHFIP clientCertificate » clientPrivateKey # trustedCACertificate (
A MBFEAZEEN CA) BIEA backend. json H > WA FHIRAAF &S « ABESBNZEER
CA /BB base64 #RIE(E o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz
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& CHAP #if)

BLEEHEN T —E®R R » WS useCHAP &4y “true ©
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP &ifjl

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP &3/

189 ONTAP BimBERE—EZIE NVMe BY SVM ¢ 2 NVMe/TCP BIE A B im4AKE o

0N

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSlover FC (FCP) &ifjl

fREY ONTAP B BR E—EZ1E FC B SVM 0 522 FC HIE ABIRARRE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true
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£ nameTemplate AY1& iRARRE SR

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions ontap-san-economy EBE7F2 = &34

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

BAERERHHRIREA

EELEEHFBIRERETR » FTARFHIERE THENTERE > fI80 spaceReserve' % none
“spaceAllocation’ 7 false 1 “encryption'7 false o ERERMEHTFERPESR ©

Trident 7 T&sE) WO RERBEIZE o HIRETE FlexVol volume £ o Trident 1EEC & B B & Rt _EBYFR
EEHENIHREEERE - AT HEER > BEEESTUASEERE RNERZEE » TIHEERRHIEESD

48 o
n
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FEiELHfY > BARFERMKRETHCH spaceReserve v spaceAllocation # encryption B’
MmEMEFERNAER 7 FERE -
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ONTAP SAN 54
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84

version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"



ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"



zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

NVMe/TCP &5/

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

B In¥IFEE StorageClasses

LUF StorageClass E&PIEIARR] (BB EHE R MEIRES]] o FBiBsZ parameters.selector FE&* &
{& StorageClass E&RE# GI5E WL EFA T ANRFEEMIREE - MR AR EERNPERNA@E °

* # protection-gold StorageClass %8542 “ontap-san' B HPHNFE—EERE R - EEH—IRHES
IRIREEIRAM ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

LR ME— R M B RUIMRERRRIE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass #$¥ifEE “ontap-san-economy #BifH 5 = EERE R - E2H—2

mysqldb HE AR RE#FERNERNER o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #F¥IfEZE “ontap-san' BixHE _EERER

th o EEM—IRAIRARREER 20000 EAMBBE IR

#% protection-not-gold StorageClass i$¥fEZE ontap-san BIRHHIE _BEMNE=EERZS RN - &
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass iE¥ifEE ontap-san BIRAYE =BEEHEZ RN ontap-san-
economy & IRAYSEIIE EHRE IR o B2 —IEH# 5000 creditpoints FYE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* Itk my-test-app-sc StorageClass &R testaPP EHREIRM ° £ ontap-san BRI HEH
sanType: nvme ° EeM—iRH testApp HEIRA o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident RERTEEZEMEERE RN - WHERTSHERNK

ONTAP NAS EEENFE

ONTAP NAS EEspf2 T\t

T fRIN{EE A ONTAP # Cloud Volumes ONTAP NAS EEBNFZRERE ONTAP &1 o
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ONTAP NAS SEFNFEHE R

Trident 12T NAS EFEETER - AL ONTAP & o TENEFEUENEIE | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

mEnes @tE  volumeMod HIBM7ZAVIES S BIR A
e
ontap-nas NFS SMB BRI RWO ~ ROX ~ RWX ~ ™ nfs, smb
RWOP

ontap-nas-economy NFS SMB  {EZEZR4 RWO » ROX ~ RWX ~ " nfs, smb
RWOP

ontap-nas-flexgroup NFSSMB Rz RWO ~ ROX ~ RWX ~ " nfs, smb
RWOP

* EEBIPFAMEREEFERREEN"SZER ONTAP Volume PEHI"ERF » ZAER ontap-san-

economy °

* EETRHIRR AR E FERREEI 2 ONTAP Volume [RH" B#EAfER ontap-san-

g economy SEENFETUEF > A {FEH ontap-nas-economy ©
* MRETEAFTEENRE « KEHERNITENME > 55708 ontap-nas-economy °
* NetApp B& ontap-san §b » REHTEFRE ONTAP ERENFER A Flexvol BENE-RINAE - 1F
AEIBHZEE > Trident ZIRFERARIRTEY > WABEMIER Flexvol HAIEE o
EREER

Trident EELL ONTAP & SVM BIEE B 72#1T » BEFEA "admin REFERAED vsadmin'SVM ERE > 3fF
FBAEEHEEABELEARARNFERSE -

15 Amazon FSx for NetApp ONTAP 8% « Trident EELL ONTAP = SVM BB 59 #1T » (FHEE
‘fsxadmin £ E S "vsadmin'SVM €A% » FEREEHEREABELBAENERSE o fsxadmin' (EREEE
SEEFRENEREATE

WREF limitAggregateUsage' 28 > AIEEHREEIES R © i§ Amazon FSx for NetApp
e ONTAP £ Trident 2B > limitAggregateUsage' 282 “vsadmin 1 ‘fsxadmin {ERAE IR
BARER - RIEE 28 - ARRIEERFRE -

HEPAR]IATE ONTAP T E AR A B A Trident BBENEINER » ERFITEREHRM - KSHGHRRAR
Trident G ILAYZESINGY APl > B API REZ B > EERARESREESZ HIE -

& {EF ONTAP NAS SEENET(RE RIS

T #R{EF ONTAP NAS EEEIF2TVECE ONTAP ZIRMIER « BRHIRIBAIE HRA) o 1t
25.10 HRZ<BH4E > NetApp Trident 23& "NetApp AFX (72 247" o NetApp AFX fH#1F R4t
Hfth ONTAP %41 (ASA ~ AFF #1 FAS) EfEFEMNEEAINLBFIARE ° 7 Trident &
ImAERER ~ MIEREISE R4S AFX o BIEUEIE ‘ontap-nas {4 “storageDriverName’
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B ~ Trident 2 B&)

B30 AFX Z#f o
e AFX R4F{EREE ontap-nas EBEIFER, (M NFS 13E)
=R

; A%1E SMB 3E ©
HH2FrA ONTAP &if ~ Trident E3RE/DiE—1E Aggregate $5k45 SVM o

TR 1T ERENTZT » LRI IERE P —ES S —EREZNFEFLER o fId > SRR EEH
ontap-nas ERBEIFETNAY Gold $HRIFEA ontap-nas-economy SEENFETLHY Bronze 87 ©

FiBE Kubernetes T{EENBLENABLZEFEER NFS TH - NFEELZHMER »

E2R EE o
Trident {EZIEHEEITE Windows E125_EH1THY Pod BY SMB FEREE o s¥ 1552 EEACE SMB Volume
ESTE ONTAP 121

Trident 12 /#& ONTAP & ihEREE o

V& | IMERAERER

I Ere

HiVEE | IHEXNEEY ONTAP RinlES B5IRVER - ZRFRRERERZE2EAHBRHBRIIRE >
U admin 8 “vsadmin ’* MUFEREL ONTAP IR R ARKERME ©

/B8 » LAE Trident 21 ONTAP 5385 - TEBEER T > #
BEEFIHESE - SRURZEE CAKRSE (NREMA > #3E) B Base64 #RIGHE ©
TR EMIRA R > UTEET

BEBRUA
SBBRER BB AR - B2 ) —RAXEBRBIE - SEHET)
FENERTE » A E BRI BIRRA T o
wn  RCERERRIES
S gk

&R > AIRIREITRERN > WHIRHER - RAEARREFRE T ZE
YRR DER R

admin 8 “vsadmin ° 7= AJFE{REASRIE ONTAP IRAMAEIER, A AR KARATTFEE A
IHAE API o BEPARI B B ] 22T A B HE Trident $2ECER, EREZRERM ©
BIFEEESEBHUW T :

Trident BE SVM £5[E / FEHENEIE S /KT FEH ONTAP Rin@ - BEERZETRAEENAE > FlU0
EISy=AN

BE{t Trident RRZAS{EFHY



YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"

AR BEmEEEM—LUMANFRRHEEIEERNMG c BRIz % > FHERHE / BIEZEA Basebs
4REE o W77 Kubernetes H%% o /BB IR EM—RBAETEERMNTE - At - E2ERBEENIT
BIYEZ > B Kubernetes/ (B IEE#{T o

B RENRFERVERE
WEMIRARHE AT LU R/REE ONTAP BiHE: - BinEERTE=1E

W
5

* clientCertificate : Fi P in/R:EHY Base64 #RI5(E ©
* clientPrivateKey: BIE#TAZ £i8HY Base64 #RiE(E ©

* trustedCACertificate : Z{51E CA /R:EHY Base64 4RiS{E o tNRFEAZE1EHY CA » AIABEIREIEZRE - 10
REKFHAZEEN CA > BRI UZRIERE -

HAN TERIZEEU TSR o

1. EERRIHREMERE o E4EERF > 7 Common Name (CN) :REATHITIRER ONTAP EHE ©
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EEEE’\J CARFEHIEE ONTAP %5 - RFEEEFISEEARERILIFE - MRKRERSEN CA » FR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP #& tZEAFIR/EENEE RETSE1) ©

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 33 ONTAP REBABBHIE cort BIESH o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. fERELEMRS AR ERE o i <ONTAP Management LIF> 1 <vserver name> &2 Management LIF IP
M SVM %78 o 4 BhE(R LIF BIRFERRIE 84 default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 ¥1/&:E - BT EEM CA BT EITHRE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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7. ER E—PESHERILR

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

EAEREE 7 AR IRET R E R

TR UAEFIRA BRI U ERA TR S (0 5RE 75 AR E/ESE © ILIRFEmAR | ERERERRE | BHBRIR
AILIEMAERER ; EREENRIRAIUENRSERERE RS / ZBENRDERE - Bt - B BEBRRAR
BB RN ATIE B (RERE 5% - AREAEIFIESHBIENEH backend json HEERMIT

tridentctl update backend °

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

IRIAEIERY > FEFEIEEW AR EN ONTAP LERENRN - 2% » BinRBEITERN © il
E a0 IURZEREMESERS - RirEREEMAUCRAMES > ZEEIAIIE ONTAP =
EPMIPRESS -

EHRIEAGRENERIHRERNFHN » I AEREZRBUNIREER - BInEMAIIZRT Trident AT
£1 ONTAP & im 81 BRI R RAVBARRE (F3E ©

# Trident 1. H:] ONTAP A&

oI B —EARE rfEVf&BEE’J ONTAP E£E£AR » EREMANER ONTAP BIEEA /T Trident R#1TIE
£ o BIRIE Trident BimABREP B SEAE LB > Trident E{ERAEEILA ONTAP E2EABKMITIRE o

YNERERIL Trident BT B EIEFHAE > 5526 "Trident HEJABELSE"
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EEMAERA] > SABEIE Save ©
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEEZEN - F2HRTIER !
* "AREE ONTAP WEFTAE" N "EXRBTAE"
* "ERARNERE"
EIE NFS ELHRR
Trident f£F8 NFS BEH/RRIZRIZHI S HFAECE 2 IR B RITFEN
Trident TEERIEEE R A RHR A mAEIETE
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* Trident AIUBIREEIREH RIS ; EERIERT » FAFEESIEE CIDR BIfY)R 5 FLE CIDR @R A
B9 IP i3k o Trident E7E M B EAGLEEHBEARBEREIR 1P (FIE EEHSER - & » IRERE
}5%E CIDR > RIS RHSE & S MR EN RS IR EIRVFRAE 210 (E RIS EERE IP (I3 HIY 2 0 1 5REK o

* REFEES R URIELRRY FEFIERA o BRIFHERPISE RNERNELRARTE « TR Trident &1
FATERMEHRE -

BEEIEE LR

Trident 2t 7 SRS EIE ONTAP R imtE L RAIBIINEE - BEEFHEFEESANDTIFER IP I5E AFFHAMIEE
B > MEEFEERAERFL - BAKBIETEHRINERE ; HEHRINEIFBETEETREEELETF
8T8 o IS - EBEAPNREREEENTFIRFITTEHSEHERER P tEisE SERN TR L > i

M2 EBEMBEEERE

fEFAENREEE HERBRET > SH/0(EAMRMAINERR (NAT) o BUA NAT 8 > REfFERIZRE ZINZAIR
e NAT {iitit > TIAZEBRRAY IP UL - Eit > MREEDRAPHAIGEE » BIEEEF

Y o
gyl
WRERAMEARSEIE c LT ERIHE R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

fERIEIHAERS » ZRME(R SVM RVIRIZSREEFRZ LR - BZRAE S 25FHR CIDR
e EHRAYELRR (FINTERELIRR) - SBFFHUENR NetApp ZERRIREBTEMIE » & Trident &
F SVM -

BUF A Lt gB ) 25 ~ sRBALEThAER TRRIE

* autoExportPolicy BEREA true ° E7wn Trident EAFERILEIEA svml SVM BEENSEMIEEE
I —{EFEHZRE » Wi autoexportCIDRs L@ IRERIEF B BVFTILFNMIBR o EHAEEEZTIENRZ AT
» TR & F R — A=AV E L R » AR BEARAIZKE I HZM IR BN REIRENTEZR - EHIEEZE M
FEARLEEF > Trident 22 —EHKE gtree FARVEHZREE » 5% qtree B 215 CIDR &IBARVERRS IP {iI
It o 3L IP M EINAZIR FlexVol fEhEE {5 A AYE LSRR o

o fyn :
= &im UUID 403b5326-8482-40db-96d0-d83fb3f4daec
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autoExportPolicy BRES true
" #BFATER trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* 7% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c MY gtree B 2447 “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol I EL R « BE%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EFEIL
$75 “trident_empty FYZE B EEHIRRY o FlexVol EEHRAIAVIRAIKZ qtree EEHRBIFRFrEEMRA]
HIEBEE o RMIMNAVHAIRER ERERERELRA o

* autoExportCIDRs BIEFMHMRTIR o ILFERAPIEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKER
» Trident FHTIE7EE B MEAS M TIEEARE LI EIRVFRA 2 EER I BB 4L -

EARIF > BT 192.168.0.0/24 {UHLZTEMR » BRTRMUMILAAEEA BB A EMBY Kubernetes Bifh IP
RIS E Trident ZIZHIELRA o & Trident sEMEAITFRIERVENRERT - SRABGXEIRLAY IP ik > MR
autoExportCIDRs FHRMAVIN @ IREITIRE o 1E3MET - B5EE IP & > Trident A H B MHERERBAR
I |P 3237 BEHRBIRAY o

EiIBiIRE o [ErIAEHHE autoExportPolicy # “autoExportCIDRs ° KR4 BT IEME M
#J CIDR ZfHIFRIZERY CIDR ° ik CIDR Ffsgisw/) vy » UERIRAES A ZHE o St LEEEERRIR
autoExportPolicy > M[EIREIFENEIAEHRA - SEEERIFHEPERTE exportPolicy 2 o

Trident B S EHEIRE « o] LU{FEA tridentctl HEER tridentbackend CRD HKig&EEl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EEERRTEIRET « Trident SR EFIAELIRA « UBIMREZERAENEFIGRA - BT EERIFAIELR
AIFRRSERILERRS IP ~ Trident AJRILE SRS - FRIFREFRIFEIRAEGERLL IP -
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HR IS » 6/ tridentctl update backend B & innl FE{R Trident HEIEIREL/RE - EEEE
ERFERIMERELRE) > 9BILEBIKR UUID M gtree &T86% o Bin LR E T EI S EHHEE% - &
ERFEIIELEREA o

fErEA B EEERE LR RIESHIREZIANELRR - MREBMBIZE > BIERKE

B gmanei @ IAEEE

WMRIEEBHITHRIERELAY IP (IALEEFT - S BEFEENZE RS LAY Trident pod ° Trident fE2 2B EHEIEN
BIREHRE > LUBRILL IP 3T o

#EFEIE SMB Volume

THINZEH > BNRIfEF ontap-nas BEFIENECE SMB Volume ©

RWAZB1E SVM _EEFRFEAE NFS #1 SMB/CIFS 3B:HAE » 7 A% ONTAP AZBERBREEL
=& ontap-nas-economy SMB Volume ° HRBREHEPE—BARBE » #FEE SMB Volume 3L
N

Ik

Eid autoExportPolicy A&k SMB M4HRE o

RG22 Al
ZECE SMB HiERE 2 Al ~ A BEEHUU TR o

* Kubernetes &= 815 —1@ Linux ZEHI23E0EEM =/ D—{E#1T Windows Server 2022 89 Windows T {E&f
BE o Trident £ 1B 27 Windows BiE5_E#11THY Pod BY SMB EHEE o

FVEE—(EAE T Active Directory /R:8H Trident &8 « EE4 £ smbcreds -

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'
* CSI Proxy s2E% Windows BRFS c BERE csi-proxy * s52B"GitHub : CSI Proxy"8{"GitHub : #HEH?
Windows 9 CSI Proxy"LABE#ZTE Windows #1178 Kubernetes 124 o

1. W EREFE ONTAP ~ IERJLUSEIZ 427 SMB A& - 5 Trident BB B —1E o

Eeg Amazon FSx for ONTAP & SMB A °

TR BBmES NEIL SMB B © A8 "Microsoft Management Console” BRI KRR AR EIEE
TCE R ONTAP CLI o ZE{ER ONTAP CLI #3 SMB H/ :

a. MAKE « FEIHAER SRR

Itt “vserver cifs share create $§ < B EE LRI HARHSELE -path FEIBISEHERR o NRIEENREARE
£ RIS SHITERRE

b. 37 BI5F SVM HHRAREAY SMB £/ :
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share create -vserver vserver name -share-name

share

name -path path [-share-properties share properties,...]

[other attributes] [-comment text]

C. HESBHABET :

vserver cifs share show -share-name share name

G

¥ IBEBEZ2E "B SMB HAE" o

2. By BmE > WARRBEUTARABRUIERE SMB HHEE - BRIFFAE FSx for ONTAP & im:=% E5EIE » ;526
"FSx for ONTAP 5% EZEIEFIEH"

N

#

smbShare

nasType

s5LPAA eyl

e LIEEELLTFIEIE . — © 8/ Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB

HA%E ; [AFF Trident 1L SMB HAR%HE ;5 3¢
% TE] AR L2 8 A T U H R R @ R AT AE
HY o HHERERE ONTAP » LB EAERIER - ¥
¥ Amazon FSx for ONTAP & » It B8 ANEIR
BEAREAZER °

* ACEES A smb © *UNERA null > BIFEEEA nfs ° smb

securityStyle HHEENZ 2T o it SMB & » #7858 E ntfs B mixed BAMN

A ntfs o “mixed ° SMB H4HEE

unixPermissions T ERET - SMB HiEE N BRETEH o "

R % ZH SMB

1% 25.06 HrZsBEYA > NetApp Trident X1Ef$ M “ontap-nas ' #1 ‘ontap-nas-economy & i##EEI7#Y SMB it &A%
2MERECE - A% 2 SMB & > ol LUERFEUEHIEE (ACL) A Active Directory (AD) fERZEFFEHR

FRHAIRME SM
EENER,

B HAIREFIVEIR -

* RZBFE A “ontap-nas-economy FAREE o

®* ontap-nas-

* MREBATE

economy MR E(ET IRMEBEEAS o
2 SMB  Trident 1% ZE&&IGIEEIRY SMB £

* B PVC siAR ~ HFERR SN BIRIRI A S R SMB £ ACL °

* &% PVC sHREFEER SMB A ACL BN ARIRE PVC HRJACL

* Y% % SMB Ky » s MRIBEHMANAEI AD E£HE - BERERAER T SHMAZIACLF -
{;%T? $85#0 PVC H73[E—{E AD EAERMHARBER > BIRREBELIERFS : PVC - #F4E

* WNSRTERS
B > ABERIR
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* Z% SMB 3% ‘ontap-nas sEE MR EE A > ERNEENRIETEHEEEA -

HER
1. 551E TridentBackendConfig 15 adAdminUser » W1 FBIFR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEfEFARR AL SRR o

#& trident.netapp.io/smbShareAdUser sHRFTIE EEFLER > UL 2 SMB MAZKLEK - A5
fZ trident.netapp.io/smbShareAdUser ISEMNFAEEREN smbcreds BigHIEENFRHE L EHE
[E o &R A% smbShareAdUserPermission BIERFEA—IE | full control * change 3 read °
TARERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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1. 3 PVC o

LUFEEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS =% 7E ZEEAN &5/

BB UNAITE Trident Z4EAEEITFIEER ONTAP NAS EEFHTZR o ANENIR{1E iRARRE &1L
KigBInEIfERE StorageClasses BIFFAHERN 14 25.10 AR4<BHYAE > NetApp Trident 2%

"NetApp AFX #1FZZ4%" © NetApp AFX EF R AR EMEL ONTAP FIZR4E (ASA ~ AFF
M FAS) EfFEFEEBNEEANLBFAARRE °

5 {28 ontap-nas BEFFETN ((FF NFS #H7E) FAHY NetApp AFX 4% ; A& SMB t#7E °

BImAERSIER

7£ Trident BIFAHAE D ~ MAFEISERLE NetApp AFX ETFRAR o BIKEE ‘ontap-nas 1%
“storageDriverName B ~ Trident & BENMEAI AFX fETF R4 © B3N RIGAEBSHNERR AFX [#FRAR ©

TRETRIRHRRER

2¥ s A

version B4R A 1
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=
HoxX

=RER
HIFESIEXHLTE

ontap—-nas > ontap-nas-
economyéﬁontap—nas—

i £ NetApp AFX &4t > (2X1E flexgroup
3 ontap-nas °
BT LI #ER G EREN2N %78 + " " + dataLIF

FEED SVM EIE LIF 89 IP {idit > oJLUSERE 48  "10.0.0.1", "[2001:1234:abcd::fefe]"
27 (FQDN) o #N2R Trident 2FEF IPv6 MEIZZ4ERY

» BIR] AR EAER IPV6 fitt o IPv6 (Uit ABRAGIE

SEER 0 HIan

[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555

] o UNFEEEAE MetroCluster P ~ 55280 MetroCluster

g

7E LIF B9 IP fitik - NetApp B:HIE5E datalIF o {ll
BRIEM > Trident #&4E SVM X5 dataLIF o f&B]LAF5
E—ETEREDGZTE (FQDN) AR NFS #&EiE
% > tMiEIL &8 DNS LITEZ1E datallF ZEEITE
HFE o YIIARERTUEE o 5528 o t1R Trident
=HH IPve FEZEZER > B UREAFR IPv6 i
it o IPv6 bR ER S IEIRER » Flt
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 o *$ 5 MetroCluster > FERBRUILBE - *552
RBMetroCluster &35l o

E(F AR ERIEER *MetroCluster f&4h « B2
BMetroCluster &35l o

B AR B EhEE K R BR LA ER [FAME] ©
“autoExportPolicy' #1 “autoExportCIDRs %18 » Trident
AUBEHEEEHERL -

EF “autoExportPolicy RF A EfiE Kubernetes B
IP B9 CIDR ;58 o /8 "autoExportPolicy #l
“autoExportCIDRs #£18 » Trident ] BB EIRE LR

Bl
EEANERERNES JSON BAREE

AP im/RsEH) Base64 #RbS{E - AM/&RIERE

ISR SVM 74 (MRK
R (R

UNR$EE T managementLIF SVM
» BfTHE

['0.0.0.0/0", "::/0"T

RRIRTAEEIRAY Baseb4 RIBE - AIVRERRE

Z{E1E CA /R:EH) Baseb4 ARIE(E - tLB#MATE-H ™
ISR EEREE

R EEEE / SVM ERE R - ARER/REN
E%:% o HRE Active Directory E&:% - 520 "#48
Active Directory /Rs& ¥ &Ik SVM 1T Trident Egs8" ©



W

#

password

storagePrefi
X

aggregate

limitAggrega

teUsage

55 AA 6

ERTRE / SVM BN - ARENRENRE - A
Rl Active Directory B&5& ~ 5522 "{£F Active
Directory &R:E¥%&m SVM #1T Trident E&z5" o

£ SVM FECE MR @R EAATR - REREE "Trident’

B

& ontap-nas-economy i B

storagePrefix & 24 AFTHERE

: ) gtree B ARG RAHEFAIR > BEE
U EHIRE RS o

BRECER Aggregate  (EFR ; MNRRKRE » Alwszais ™
k&G SVM)  ° H? ontap-nas-flexgroup SEENTE
o IEETERS AR AR o MNRKIEIK > BT A RA{ER
BBy Aggregate ZRECE FlexGroup Volume ©

& SVM Ffy Aggregate A
» Trident & BEh#m:E SVM L EH7 > &
SEEFELE Trident Controller o 1R
B7E Trident Fs%E AR ECE Volume
R4S E Aggregate > BINR:Z

3 Aggregate #EHr %N SVM %
> Bim SR8 SVM Aggregate BF
HEABREARRE o S4B EZ Aggregate
BEA SVM REFTEH Aggregate »
;‘ﬁi@ﬁ%@@ﬁ% » 7 BEFE R I IMEEAR

fAE o

a7 AFX EE R IR LR o

MRERAREBILEDLL - RIECERK - FEAR " (FERAEHB;T)

Amazon FSx for ONTAP ° ;5714 AFX ZRFIEE
IEFRA o
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2

flexgroupAggreg
ateList

limitVolumeS
ize

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol

smbShare
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=R EH
Eeg

BARECER Aggregate BB (R ; MRRE » Bl
JBIgIK4G SVM) o $5IK4E SVM BIFRE Aggregate #D
AR ECE FlexGroup Volume © ontap-nas-
flexgroup {#7ZERENTENZ IR ILLINAE ©

& SVM Hf Aggregate ;5B B HbS
> Trident & BEh#w58 SVM REM%A
B > mESHHENE Trident Controller ©
MRIZETE Trident PREIFER
Aggregate BERECEMEE » BiX

% Aggregate /5B EEMnAIE SVM
FFEE > Trident 15359 SVM
Aggregate FFE IR E A IEARRE © &
WABHERZ Aggregate SEEE T A SVM
PEENEE > HRHEHTERMR > A5
fER IR IMIEEARARAE o

NRFBREERE A/ BBILE > RIECERK -

AR RREEHEARRV(SEEREAR © BI4N ~ {"api":false,
"method":true}fRIER IETEEITEREEHERR N R EFHAERY
SCERMEEN ~ TBRIFEZIEA debugTraceFlags ©

BCE NFS o SMB IR &ERVIEL o IS nfs v smb”
B null °:REA null BIFERIEN NFPS HHEE o
MRISTE » HIY AFX BFERE ° SBIRILERTES
‘nfs °

LUESRIPREY NFS BIEEIEFE © Kubernetes A%
MR E AR EETRE B EMAEERPIEE » BINRHEE
BRI RIS EEMAHEEIE > Trident iR EEA G
FRIHRTEIEPISE B EE - MRFEFHENMNRE
FERRIEEREEIE » Trident SR ERAREAYEA
MEHEREE R E (T SIS o

18 FlexVol IR K Qtree BLEWETE [50, 300] £EE
A

ISR LUHEE N EEIEZ — ¢ £/ Microsoft
Management Console 3% ONTAP CLI #37#J SMB
%78 ; s08F Trident #3 SMB HAREHE ; HEK

LGRS BB U S HIRE N AT L REFE - #

MRREFERE ONTAP » IE2EAERIER - HR
Amazon FSx for ONTAP #&i » It 2 AKEBIEE R
REEAZTH o

" (FERRASEHIIAT)

null

nfs

II200||

smb-share



W
st

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

=R EH

W28 > FNEHE ONTAP RESTAPI © useREST®
HEUES true B> Trident f#F ONTAP REST
API HABIHEH ; EREA false B’ Trident
£ oNTAPI (zapI) MEAYERBURIEE o HEINAESE
ONTAP 9.11.1 ZHEFRRAS o LS > EFARY onTAP
EAABBNEER ontapi’ FERRZTNAITZENHENR o
FEHEEEZEN vsadmin M “cluster-admin B8
ARELEER o £ Trident 24.06 RRZASF] ONTAP
9.15.1 HESARARE > “useREST FERRES
‘true ; BE(EF ONTAPI (ZAPI) FEDY > 3545
UseREST #EA false o YIRIETE » HHL AFX
BFERH > SRIRHERTES true ©

7E ontap-nas-economy B IHFFEH Qtree FRFal:EKAY
K FlexVol K/\ o

PR “ontap-nas-economy & imiE LT FlexVol Wifik&
RIFHMHE Qtree ° {EFHTESLFER Flexvol ZRECE#
B PV o

A Y SMB A2 FEUERRY Active Directory &
BEFERENEREEE - FRLLLSHETH SVMB
HAMWTEREEHIRER o

R ek BN RInERER

W

#

spaceAllocat
ion

spaceReserve

6

true WA ONTAP 9.15.1 HES
he7s » &BH false ©

" (FERRASEHIIIT)

SR LUER defaults EoE SR HHRYE LB IEZRITHITERECE © fIU0 ~ 552
HER B4
Qtree FIZER D EC "true"
TRREER ; Tnones (#Bf) = Mvolume 1 ( "none”
o)
E(F AR Snapshot [RE! "none"

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

EAEVMIREISK QoS KIKEHE - AFEREE
IR 1 B IRIEEE qosPolicy B adaptiveQosPolicy H A
Z_

AR RIS BEE QoS RAIBHA - S1EfR#
FERM/EIRAEEE qosPolicy 2% adaptiveQosPolicy
Hrh — o ontap-nas-economy R3Z1E o

HIRBRENHIRE T

BIRAFE R HIED E

% “snapshotPolicy'% none] >

A% Toy

"false"

B T EIRVABREEE ) o

» BEA T
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W

#

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

=R EH BER

1EERRERE & L EY A NetApp Volume Encryption (NVE  “false”
) ; TERES false c EFFAILEE > RENECDE

8 NVE eIt NVE o MNRBIHENE T NAE » Bl

£ Trident RHREAMEAILIEEEZ BN NAE o tNFE:%

B 0 3526 ¢ "Trident B2 NVE 1 NAE FVEE(ER

Et" o

P EREER "none"

iR &R NFS HiE@E A 17771 5 SMB FEHE
@RZE (RER)

PEHI¥ . snapshot BEREYTEEX true, false (FAFERRRE) o

E(ERANELRR "default"

HHARERZ 2R  NFS 2#& "mixed #l "unix %  NFS FER{E unix - SMB ER(E

B o SMB £1E ‘mixed # ‘ntfs' 22153 o A ntfs o
AR B THEERTBIEEEA o

&EC Trident £ QoS SREEEF4HTEE ONTAP 9.8 EHThRAS o TMREZERIERLEZMN QoS JRAIE
=t o whERRABEDIERNRSEMNE - £HZEH QoS RESEHEGRFIRFIFIE TFEHAE
BHHE LR -

Volume B & &34

WUTRE&HTERENEHA :
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../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups ® Trident IRTEFERIBIETE 5% » LIFELR FlexVol AR/ E2
snapshotReserve B3 LEFN PVC [EREULEE - EFEAEEXR PVC K » Trident B AN E A EZREILEANE
Y& FlexVol o ILEtE FERERERET PVC RESHFEKRWABEAZR » MASDIREFERNZER © 72
v21.07 Za1 > EFEAEFER PVC (fIg0 5 GiB) B snapshotReserve BEEA 50% B » I 2 FEHETS 2.5 GiB
AR o ERRAAFEREEKRNWESEEHIEE > M snapshotReserve ‘BHASDLE o F Trident
21.07 o FREERNETREAZM °> Trident #§8% “snapshotReserve BEEEABEMEENT
DLt c BRBEAM ontap-nas-economy © ;AR TEHIAT RE T{ERIE .

SHREAANT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

¥1? snapshotReserve = 50% MU PVC 353K = 5 GiB » #8HtiE& A/\A 5/.5 = 10 GiB » BJAAA/N\A 5GiB » 5
[EE2FAERE PVC ERFPFAERMA/N o “volume show #p % FEREEA I SEHABLIAVAS R -
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4R Trident BF > SR EEIRE R IRHIZER DRI EHIREE o BN ARFIEILVHMIEE » KEEREEK
INA BEEREEEAERY o 530 » SERIfER snapshotReserve=50 E1IH 2 GiB PVC €E4£1EH 1 GiB AT S8 AR
AR & o iR E X/ N\AEES 3 GiB & » FEATEINISTE 6 GiB M4k & 118 3 GiB FYAI B AZER] o

/) \HERGHE ()
UTHHRTTEAREE » HRARZSUSHEREARE - ERERBITRHENTIE

i ANRITTE NetApp ONTAP LM Amazon FSx 12H¢ Trident » #:%% LIF 357 DNS &8Ik IP
: itk o

ONTAP NAS #&% &5

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup il

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

108



MetroCluster 5

TR ERE B iR ~ LUBSRTE "SVM SR RS R" HARETUIMTI R FEEHRE!

A7 BIREAYNIAFYAME > F5EA managementLIF F5E SVM i & B “dataLIF #1 “svm 28 - /40 :

version: 1

storageDriverName: ontap-nas
managementLIF: 192.168.1.66

username: vsadmin

password: password

SMB HERE & 3451

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1
nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

pain]

Vi

EE o
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B RERERE A

Er—ER/)\WEIHREEH © clientCertificate v clientPrivateKey
trustedCACertificate (VMIRFEAZSER CA» BIARE) DRIEFTE backend. json B 2 W53
EBREPRIRESE « TAIBFZSER CA RSB base64 4REE(E ©

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0OZXJwYXB..
.0cnksIGR1lc2NyaX
.b3Igb3duIGNsYXNz

clientPrivateKey: vciwKIyAgZG.

trustedCACertificate: zcyBbaG..

storagePrefix: myPrefix

BEELRAES

. ICMgJ3BhcGVyc2

REFIREBANAIIET Trident EABIESELRAIZR BENZLMEIRELRR] o ¥ "ontap-nas-economy’
#0 “ontap-nas-flexgroup EEENTZ T AVE(EA TUAER) ©
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version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

labels:

k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4



IPv6 i ik&E 15

IEEE BT "managementLIF {8 IPv6 fifdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF3 SMB H£FE&E Y Amazon FSx for ONTAP i

{£F SMB HLEEERY FSx for ONTAP £ smbShare 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£ nameTemplate AY1& iRARRE SR

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAERERNNRIGER

ETAFRRINEFBIRERIETR > FIAREANERE T ETER(E » B8 spaceReserve’ % none »
“spaceAllocation’ % false #1 “encryption' % false o ERE RMERFERPESE °

Trident 7£ M&&E) WRAIPREREIRE  HETLEE "ontap-nas’1E FlexVol LE&7E » S(#t¥ “ontap-nas-
flexgroup' 1 FlexGroup E&&7E ° Trident EECER SR ERE RN LRFIAEBRENIFEERIREE - 27 H{EE
R REEESIUASEERERNIERER » WHFHREIEES4HE -

AT » REFERMBRE T HCOH spaceReserve » spaceAllocation #l encryption B * MM
B EEFEERMANER T TEXRE °
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup &l

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NAS #&7 &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

& IREFEE StorageClasses

LUF StorageClass E&EIIE I EA EHE RN EIREH] o FBEZ parameters.selector FE& » @
StorageClass E&EPFIEEWLEER NI ARFEEMRE - MIF&FEGEEENPERNA@E ©

* protection-gold StorageClass i ¥ifEZE “ontap-nas-flexgroup &MY 5E —EM E _EERZ RN - &
L2 MRS RFENE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* % protection-not-gold StorageClass #&41Z| “ontap-nas-flexgroup & imHY 58 = F S A EH E R
o BLEZME—IRM gold UIMREZRME R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass F¥HMEE “ontap-nas BiMFENEERERAM o E2M—% mysqldb
A FE AR IR HETEEIRAMARNERA o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #F¥if&Zl ontap-nas-flexgroup &imHRY
SEERERMN - S —1RMHIRAIREN 20000 EHMMBNERM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass #E¥fEE ontap-nas BimAYE = EEHEZ RN ontap-nas-
economy BIRHVE ZEERE R o SLEE M —1RH 5000 creditpoints FYE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident i’REEZEMMEERE R > WHRARTSHEFEX -

IEBCEREH datalIF

VAR ETERE > eI AT T e @ 2RETE dataLlF » MR E 2 E#1 dataLIF B9F{&iR JSON 12 -

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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., 0% PVCEIEEI—(ENSE Pod « ALLAMMFRA LN Pod « AAEEHEBIAE - LUEE
B 308 dataL IF 434 o

%% SMB

/8 ontap-nas FRENTZTUET TR IRAERE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

&£/ ontap-nas-economy SRENFZ TN EITIR IRARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

‘imfc B R FEIRA
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

/8 ontap-nas SEENFZ XV TZLER E615)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

N BISATTIE “annotations’ UEIEEZ 2 SMB ° EigEinDl PVC HUNIECE ~ NRIRBESLLEEE -
8 2% SMB #PEEIE FIE(E o
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£/ ontap-nas-economy EEENTE T AU ETF BRI &R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

BEE— AD FHEMN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B2 %18 AD fEFRER PVC I
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

#& Trident £2 Amazon FSx for NetApp ONTAP 1&F2{E A

"Amazon FSx for NetApp ONTAP" @—IEEZ2tE M AWS ARTS > AT#1TH NetApp
ONTAP {EFEEX£ R MIRE T EINER R - Bt ONTAP BIINEE ~ MBEFEIESES ° B
BF3E AWS MAIIERRMAEER SN - IEZRLE Amazon FSx FRIFEEZE R » LR
AEPEFER ONTAP 25 - BERERZAFRE S — (AN ZEFEFERESS (SVM) » &E
SVM 8 & — B ZE AR HFIERN B IR E - SEES5E1S7E Amazon Elastic
Kubernetes Service (EKS) H#11THI Kubernetes 25548514 EIRMIEE T EEHHER
ONTAP ZIREVFHEWIRE o

LESN "Trident 23R" » & FSx for ONTAP £ Trident & » ([TIREE ©

* B8 "kubectl' B9IRE Amazon EKS &£ HEIE Kubernetes #E o
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.netapp.com/zh-tw/trident-2602/trident-get-started/requirements.html
https://docs.netapp.com/zh-tw/trident-2602/trident-get-started/requirements.html
https://docs.netapp.com/zh-tw/trident-2602/trident-get-started/requirements.html
https://docs.netapp.com/zh-tw/trident-2602/trident-get-started/requirements.html
https://docs.netapp.com/zh-tw/trident-2602/trident-get-started/requirements.html

* IRBEHY Amazon FSx for NetApp ONTAP 2R AR EFZEEIESS (SVM) » BIEEEN TERRLFEL ©
* BEEMEYF "NFS =} iSCSI" B T {EEiES o

s AR RIRIRTAY EKS AMI $88! 5 #2838 Amazon Linux 1 Ubuntu "Amazon Machine Images"
i (AMI) FREBBVERREEEB D BREITIR(E

ZEFH

* SMB & :
° {24538 “ontap-nas BRI\ 21k SMB HIRE ©
° Trident EKS SMIMEX A3z 1% SMB HiFR& o
° Trident £ B & EITE Windows EiZh E#1THI Pod B9 SMB HAHE& o s¥ B2 "EHEALE SVB

Volume" °

* 1 Trident 24.02 Z Fi > 7EEXAE BEIHE1DEY Amazon FSx 18R A4 H IR MR E AR Trident filfk o &7
EFTE Trident 24.02 HEShRAH HIR LIRS » 5572 AWS FSx for ONTAP By & in4HREIEPIEE
fsxFilesystemID > AWS apiRegion ~ AWS apikey # AWS ‘secretKey©

MREEZ Trident 35 1AM B > BT HEEPHEISE apiRegion v apiKey

o secretKey H#fiI45 Trident ° WEHEEZLEH » 52 "FSx for ONTAP 52 E EIEFEF]" o

[FER{EA Trident SAN/iISCSI 1 EBS-CSI EEEHF2

MRIEITHEAE ontap-san ERENFER, (BN iSCSI) B2 AWS (EKS » ROSA ~ EC2 SU{EfRIE M TIERE) EECfE
B > BIEREE FRrEMZ IREAEC B Al St 2 B2 Amazon Elastic Block Store (EBS) CSI ERENFZNEZE - AFEFEZ IR
EIHREIE BB FMATER—E1%L LAY EBS HilE » SBEEEZREHRETHR EBS c UTEHFIBR T —E
‘multipath.conf #52 » EARESFTEM Trident :27E > R EBS BN 2 IR :

defaults {
find multipaths no

}
blacklist {

device {
vendor "NVME"
product "Amazon Elastic Block Store"

Trident {REMTEERRIET o

 HVEE (B | BRELEHEETETE AWS Secrets Manager & o #EB[IUfE “fsxadmin R EEAE
HIERZAL% > HEABE SYM BEH vsadmin' {EHE o
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-examples.html
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https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-examples.html

Trident &L vsadmin SVM EAEEZE1T > IUEEHEEABELBARNERES D
=% 1T © Amazon FSx for NetApp ONTAP 1t T —1{@ “fsxadmin {£#& > A]{E% ONTAP
“admin REFERENARER AR o HMsaZ EER vsadmin £ Trident $EECEA ©

© EREE | Trident i ERRETE SYM EAV/REE FSx R AH LA SYM #E1TiEH -
ERRAS2RENFAEN  A2RENRSENEENS 2 5ERA ¢

* "ONTAP NAS 2:5"

* "ONTAP SAN E&:&"
285 # Amazon Machine Images (AMI)

EKS BEXEZBIEE R » B AWS B EHAE5M EKS 815 T FHLE Amazon Machine Images (AMIs) © LY
T AMIs BEfEf NetApp Trident 25.02 3#E4TRIE o

AMI NAS NAS 45 iISCSI iSCSI 47514
AL2023_x86_64 ST 2y =28 21 21
ANDARD

AL2_x86_64 =1 =1 ZHY* 2hY
BOTTLEROCKET x Efg* =py N/A N/A
86_64

AL2023 ARM 64 S =2 =26 =21 21
TANDARD

AL2 ARM_ 64 21 2 =8 =Ry
BOTTLEROCKET A £y =) N/A N/A
RM_64

o ERE AR B ENRIEARYE R T RIER PV
S E B Trident KRS 25.02 BY NFSv3 (&M o

YIRICPRTREY AMI RFELLS ) > WABHRBEFARZIR ; EEESKRBEHRNEBAR - IL7FR

S @ 5H T CHIEIE B AMI o
AT TR TR :

* EKS hR#s @ 1.32
* ZE % T Helm 25.06 A AWS Himnro 25.06
* %5 NAS > NFSv3 F1 NFSv4.1 #8317 7RI o
* H72 SAN » #AIE T iSCSI s KA NVMe-oF ©
BHITAIE :
* #8137 : Storage Class ~ PVC * Pod
* MER : pod ~ pvc (FE#R - gtree/lun — £&ER ~ 5 AWS HIPHY NAS)

125



SHEZEM
* "Amazon FSx for NetApp ONTAP 314"
* "BAH Amazon FSx for NetApp ONTAP HYZBEH& S E="

37 1AM A&EF] AWS Secret

AV E Kubernetes Pod LAiEE AWS IAM B BEITEERFE AWS B » A ek
{HBERRERY AWS /&35 o

5t EEER AWS IAM B EETTE:E « S BERFH EKS 2PEM Kubernetes F#E o

#2317 AWS Secrets Manager ZH5
Fi? Trident #& &% FSx vserver i API RAMEIRFERE - FILWEEBRNREER o FRELETEER

&2 75 EEFEE AWS Secrets Manager Z55 o ALt » R TEREZRNE > MFEREI—EES vsadmin tRE
DEHERIAY AWS Secrets Manager g o

IE&E IS —1E AWS Secrets Manager 253k {##7F Trident CSI 58:% :
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string

"{\"username\":\"vsadmin\", \"password\" :\"<svmpassword>\"}"

B 1AM B

Trident thEZE AWS #RASEIERIEE o Bt ~ ®EEREIL—ERA) ~ $%F Trident FAFEHIHEIR ©

MUR IR AWS CLI 231 IAM [RA)
aws liam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json

—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

Policy JSON #ifji :
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

#2137 Pod Identity 5 IAM £ & U BIHERFSIES (IRSA)

] LAfEERE EKS Pod Identity 2% IAM role for Service account association (IRSA) 527 Kubernetes FRFSIRF 2
7AHE AWS Identity and Access Management (IAM) B o (FRIEREAFEAZRFIRE R Pod ZRA]LUFENEZA
BEEFERMER AWS ARFS o
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Pod Identity

Amazon EKS Pod Identity BAE#PI RS EERAENAREE > 88105 Amazon EC2 TSR EAER
Amazon EC2 #{T{ERSIRM/RBHVA R ©

£ EKS &% %4 Pod Identity :

IRB] LUER AWS 16 ST Pod B4 » tha]LUER %) AWS CLI &5

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

WMEHAAE N > 5528 "58E Amazon EKS Pod Identity Agent" o
#2137 trust-relationship.json :
#2171 trust-relationship.json &2 » f§ EKS Service Principal SE£17&#& Pod Identity FYLEAE o JARERILE

EEBRELAS !

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json 125 :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

A BERRIMINE 1AM B
i E—E D SRR ABRAMNEIEZIR IAM At

128


https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
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aws iam attach-role-policy \
—--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy

-—-role-name fsxn-csi-role

#2137 Pod B)RAE :
£ IAM A&F0 Trident BRFSHRE  (trident-controller) Z %I Pod &9 R

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

RFEMEERAE: (IRSA) BV IAM &€
{5F AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json f&22 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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SRS trust-relationship.json XHFFHHUTE :
* <account_id> - {&#9 AWS #R5E ID

* <oidc_provider> - f&f EKS £/ OIDC o ERILUE BT T on< IREZ oidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

1% 1AM A 1AM [RE| R
Btk FRLLGSRR (ELRSEPEN) MNEseE

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

BesE OICD fRfHtE R E R

AR OIDC {RIEE BRI ERRE - ERILERN T < EThE :

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

MBEEADZE ~ FHEANUT LR IAM OIDC RHEEIITRIERSE !

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

NRICERBIZ eksctl > HERUATEAITE EKS PARFBFIRAEIL IAM A !

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

Z24E Trident

Trident f§15T Kubernetes 1 Amazon FSx for NetApp ONTAP {#77E1E » :ZITRIRIEA
ENMEESENEINERERIE o EoJUFERATIEEZ—%EE Trident :

e Helm
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* EKS Koo

ISCABERIRIAIIA - 2% CSI RIBEHISIMATRT - SR 5 CS| MEEETIRET A UNSESHE
R

538 Helm Z22E Trident
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Pod Identity
1. #7% Trident Helm {72 -

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. SR THIEERIZZEE Trident :

helm install trident-operator netapp-trident/trident-operator

--version 100.2502.1 --namespace trident --create-namespace

CRILUER helm list SPLRMAEREFMEN » HIUNGTE « v =M « B* - ARRE ~ BAREIRZA
MUEFTER o

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

RFEIR A REE: (IRSA)
1. #73% Trident Helm 472 .

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 327 cloud provider #1 cloud identity f9& :

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident \

——Create—-namespace
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CRILUER helm list SPLRMAALEFHMEN » HIU1RTE « sz « BR K& « BAREIR
AFUESTR ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

WNEREITEEA iSCS| » AR FRAmEE_ EEEUE iISCSI - MNREFERARZ AL2023 Worker
node OS » BILUFEETE helm i@ FILEENEHE SR BEZE iSCSI BRI :

.

B helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

&8 EKS SN ZTIZE Trident

Trident EKS HAITTH E1 2 BAR 2 MR « SHMETE > 048 AWS BRSBTS Amazon EKS JEE(E
A ° EKS HNNToHEPTERIEISMITERR Amazon EKS BEMZ2MAMEEN - I/D R  REFEHHIMITHA
BIITIEE -

FoRIGH
43 AWS EKS 527 Trident M0 2 AT > sARERIGE BB TRA

* BAMINETEIA Amazon EKS #EEIRE
* AWS ¥t AWS Marketplace FIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #88Y : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* BREREERY ¢ AMD 3 ARM
* IFER Amazon FSx for NetApp ONTAP t&Z &4t

EXFRERR AWS 89 Trident M0
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BEIES
1. 7f https://console.aws.amazon.com/eks/home#/clustersBEEX Amazon EKS 4 o
2. TEAIEEREET ~ ZEE Clusters ©
3. BHEEAHFIE NetApp Trident CSI HiNNTTHFAIEERTE
4. 342 Add-ons > 7A183%1E Get more add-ons °
S. SAMERIAT P BREEZEMI N IO
a. [ THEIE AWS Marketplace [fiINrc Z893 » RABEIESHEPRE A "Trident” ©
b. #EHY Trident by NetApp A iRA _EAMIIZENS IR o
C. 3%E1Z Next ©
6. 7£ Configure selected add-ons FREEM@E . E > #MITIUTIRME :

2 WMRIEEARZ Pod Identity association > :5BKBELESER o

a. EECEERR Version ©
b. iNRIEFER IRSA B 5 » SAMR(RRE A EhL B R EPIRHNEEE !
» EEUREF AR Version ©

* {88 Add-on configuration schema #17#2(E > Wi configurationValues 2#7
Configuration values Z3 7% E A EE L — B FREILR role-arn (EFERATIIER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

MREE [BE) FRAEREALN > BIRAIMNEAN—EZERE I SEGH Amazon EKS Fhi
RUNRERE - WRAMABIUEEHSRARERER » ARER R - Mr] LRI B EEREER
BIRHFEER o BIZIEIRY A > AR Amazon EKS SMIMEVS B EIRTREGTEEMNRE °

7. 3EFE Next o
8. 7f Review and add E& I > #E#Z Create ©°

T RETTHE  EEEIIERERWMTH

AWS CLI
*1.383] add-on.json EFE *

12 Pod Identity > sAERAL T :
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https://console.aws.amazon.com/eks/home#/clusters

3 £

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¢ IRSA 3058 « sAEEAMUTHEI !

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

=t 1% “<role ARN> &4 F—HEBEHEIAAE ARN o

2.%4%E Trident EKS Mifnscfs -

aws eks create-addon --cli-input-json file://add-on.json

eksctl
LUT&568n % Z4E Trident EKS Mifnrcf :

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

7 Trident EKS MiNTT
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BEFES

1

N

- BEX Amazon EKS E#E& https://console.aws.amazon.com/eks/home#/clusters ©
- EEAIZERES « ZEH Clusters ©
- BEEAH T NetApp Trident CSI SMIMETNAI R E LT o
. #8412 Add-ons 1Z%; °
. 3EHY Trident by NetApp > 7A%%3%HY Edit ©
. 1£ Configure Trident by NetApp BE Lt « 1T TIRE :
a. ERESE(ERAB Version o
b. FEFH Optional configuration settings T iRIETEEITIEN o

C. 42 Save changes °

AWS CLI

X

TEBIER EKS Mo :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl
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* BB FSxN Trident CSI SM#ZTURIBRIARZS © & “my-cluster BB IEHERE RN

eksctl get addon --name netapp trident-operator --cluster my-cluster
HHlEL
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BHINTHEEHRZE L —F B UPDATE AVAILABLE TFEREIMIRRZS o

eksctl update addon --name netapp trident-operator --version

v25.6.0-eksbuild.l --cluster my-cluster --force


https://console.aws.amazon.com/eks/home#/clusters

UNREFEPF *--force #E1E » B1E{a] Amazon EKS MIME R E EICIR AR E®ZE » BIIEHT Amazon EKS
SMEMETUI E R ; CEUREITERAE » LRI IGHRESE o TEIEEILEIB 2 i » ;A (R Amazon EKS 4h
HEXFEERCEEEENRTE  AASLEREEWILRIEES - BRALRENEMBRBENEZEN > 5

28"9MEMEZL" © AR Amazon EKS Kubernetes I EIENEZ B » 520" Kubernetes HIIEIE"

FRI&Z25E | #5142 Trident EKS Mif0rc
1A MiEEIEA % Amazon EKS Mol :

s (REEHEE FHIMIINERES — HHEIEHEFEPR Amazon EKS HFIARENEIR - BIE 28R Amazon EKS BT
BHUREEEENE%E BB EH Amazon EKS MIINEREEAITHEE - (B2 » ©EREBHESE LAIMIINEEE o It
BEIE(HEMNERE R A B B L > AR Amazon EKS Mi/NEREE o 5 ILEEIE » MINEEER S HIR SR
S o A SRS “--preserve BEIE LR B M NEREE o

© REBEESTEBIRMIMNTHEEE — NetApp BFHEEEHNESE 8B T ARBZMMTHE R » TRHEE
PR Amazon EKS KNIt o 7 *--preserve 15 < IR "delete BB PRI AN TTH ©

Eis SNERMSINTTHRAEE T 1AM IRF > BIRERZFRZ IAM IR o

BEFES

. TE https://console.aws.amazon.com/eks/home#/clustersFEEX Amazon EKS F & o
- BEAIEEREES « ZEH Clusters ©

. EEIBETE05 NetApp Trident CSI IMIENRIEELTE o

- #EHY Add-ons 154 > 7A1%2%EEY Trident by NetApp ©

. ¥£4Z Remove °

. 7 Remove netapp_trident-operator confirmation 135514 « 117 F5IR1E :

a. NRIEFHE Amazon EKS EIEEIRIMIMETLBIERE » 5515E1E Preserve on cluster o MR EHEH
MR REEERE L » UWEETUBITERIMNIEXNFIERE » BHITILIRE o

b. #i A netapp_trident-operator °
C. 3512 Remove °

—_

o o0 b~ WD

AWS CLI
i “my-cluster AR IEHNERERM > ARAITUTEHL ©

aws eks delete-addon --cluster—-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl
LUF e < S ERZLEE Trident EKS MiNTT -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

137


https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
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RIEHFERR

It "Kubernetes StorageClass ¥R "al# A BIRECERED » WiEm & R &2 T A Al FC & ik
& o ZAEIEREANN{AIE8 € Kubernetes StorageClass #14 » LUISTE Trident fEAE RECETR
Eﬁ o

#1317 StorageClass ¥4

BT FSx for ONTAP 237 StorageClass B > Trident #& B B1E2 3L B im4RAE o

MREEEFEFR T T BRI > F2M[create-a-kubernetes-storageclass-without-automatic-

S | ockend-configuration] E85 » BEARUI{EIS BIEEST Trident & SFIREZAER) o

FEEFAER StorageClass 2

#21I StorageClass FREEERUT=EZ2H :

2 WAE Rt s e

fsxFilesystemID =8 F& FSx for NetApp ONTAP #£Z %4t ID

storageDriverName =1 ¥ Trident FEAFEEENTEN (BIF0 ~ ontap-nas
ontap—san)

credentialsName = ¥ B35 FSx for ONTAP /&55HY Kubernetes
Secret %1%

EEERZH

&R LUER StorageClass FERI MBI E o £ StorageClass parameters SPRFEFAE A IEEEERST
& - ARABIHSHATESIR « H2H | "FSx for NetApp ONTAP &im4ERE" o

&1 StorageClass & E1E °

LUF & B StorageClass #N{AIfE 3% BHNERIRECE o
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YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete
volumeBindingMode: Immediate

JSON
{

"apiVersion": "storage.k8s.io/v1",

"kind": "StorageClass",

"metadata": {
"name": "ontap-fsx-demo",
"annotations": {

"description": "Demo StorageClass for FSx for NetApp ONTAP"

}

by

"provisioner": "csi.trident.netapp.io",

"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"

by

"allowVolumeExpansion": true,
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"

#2171 StorageClass
BIREERSE > BITUTaSLURILFHEER o
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kubectl create -f storage-class-ontapnas.yaml

IRTT IR FERZTE Kubernetes 1 Trident P& 2| basic-csi #7485 > M Trident FEZ BRI T Bin FAYETEA o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

£ StorageClass & > Trident & BB &S o SARIERIAEIL PersistentVolumeClaims 2281t
StorageClass °

Trident EAF 1B IR AV4ERECERTE StorageClass sHEH o

3 sREA
trident.netapp.io/configuratorStatus 4HREAE R (Success B Failure)
trident.netapp.io/configuratorMessage SFABARAS T ERERETLE
trident.netapp.io/configuratorName AE AL E s BRI TE
trident.netapp.io/managed < StorageClass H Trident EI1E

trident.netapp.io/additionalStoragePools AlLBIREIN NEFHEFE IR M

A EEREEARS  FBFRIT -

kubectl get storageclass ontap-fsx-demo -o yaml

FESY trident.netapp.io/configuratorStatus Bl OREA Success © WIREA Failure ’ HIRE
trident.netapp.io/configuratorMessage LABRAREER

Mg ELfth FSxN 182 %4
W RICTEAEEFFIHEE StorageClass HIER THEEREINIREDE » sAMILREIMNY FSXN 1EZRA ID ©
#4548 StorageClass W HTIELA T35 :
metadata:
annotations:

trident.netapp.io/additionalFsxNFileSystemID: '["fs-

:19:9:9:9:9:9:9:9:0:0:0.:9:9:0:0:0-0- 4l Il
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ERETEE > Trident G EMRBRIHAHREN FH StorageClass 172 o

1R1FZ S LLRE!

* MFRAEA BERImEARY StorageClass B E EMHFFERIBY Trident & - 57 SE S FENHFER I ERINIT
PR TEG S HER - 7EMIFRFEER StorageClass Z Al > BB HF & o

* {# AWS FSx for NetApp ONTAP z1E B Eh&im4HAE o

B —EAREBHEIHA EN Kubernetes StorageClass

W RTAREIFE Trident % UHH] StorageClass » :5KIB FFIL ERIR1E o
TR BB R IHARIEES R

Trident 7 StorageClass E&HIKERIHACE o E{8EM StorageClass ¥ » Trident ZEREMNEMNZE ~ B
i > M {EFAARREAEEC StorageClass ©

Trident 2 & 37— VolumeSnapshotClass ° Trident & &% 4&#Y StorageClasses EE{FERERER
VolumeSnapshotClass °

217 Trident &%
FIET Trident Bl > (MEEEII—(E JSON B YAML BB BIREIEE - ZIEZEEBIEEENH{ZER

(NAS 5§ SAN) ~ HEZEZ4 - ERTPEEERA SVM MU RINEIETE D o UTEAIETRINEERER NAS /Y
#17 > URAEMER AWS Secret REETZE(EAM SVM HIERRE ©
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1l",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"
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FSx for ONTAP EESFZR ¥4 E R}

&R LUE R T5ERENFTENAZ Trident £2 Amazon FSx for NetApp ONTAP ¥4 :

EEENTZT\ A tE =RAA
ontap-san ﬁﬂﬁlEEEEE’J PV #2E B & Amazon FSx for NetApp ONTAP F4HE&E F1AJ—1@E LUN o
AR IR TRE o

ontap-nas SEEEEN PV #2—E5TEAR Amazon FSx for NetApp ONTAP HEREE o #ERR
NFS #1 SMB ©

ontap-san- SECEEM PV #=2—1@ LUN » &1E Amazon FSx for NetApp ONTAP & I8 E

economy LUN FYE(= o

ontap-nas- HECEER PV #2—1@ gtree > &8 Amazon FSx for NetApp ONTAP HiiE & rlAc &

economy 89 gtree #E ©

ontap-nas- SECEREMN PV #2—E5EM Amazon FSx for NetApp ONTAP FlexGroup fZHER o

flexgroup

BERARIIEFEE R « 552F "NAS FaZ)23(0" A0 "SAN EEEhiz=l" o

e
i

m

v

o

BIUREERE » PUTUUT < REILMERE Trident BiHRE (TBC)

* ¢ yaml #EZET Trident BIRAERS (TBC) » LW#IT FHIEHS

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

=g Trident BIn4ERE (TBC) BRHREMINEIL :

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

b9ff-f96d916ac5e9 Bound Success

WNEEHMARRSIEIERYEFAIE T » 55280 T A M[Backend-advanced-configuration-and-examples| & E§ o
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T ANMER*BEFRIREENIE RN M B HEF5ER
LUTF 2 Trident 1 FSx for ONTAP —EfE AR 1Z 4B 8 E &6 o

NFS #7485

BRI B E ILEHIA R EEA NFS BliRR&E StorageClass (FRISTEEMTE

#B3)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iSCSI #7485/

A A T E IR EMR iSCSI BEIE&R) StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{#F NFSv3 1 AWS Bottlerocket BY{# 7187

HSBETEM Trident B1E

EE7E AWS Bottlerocket LACE NFSv3 HHERE » EREFIRRAHIE "mountOptions’ EfA1F4EH! :
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apiVersion:
kind:
metadata:

storage.k8s.io/vl

StorageClass

name: ontap-gold

provisioner: csi.trident.netapp.io

parameters:
backendType:

"ssd"

provisioningType:

"ontap-nas"
media:
"thin"
snapshots: "true"

mountOptions:

- nfsvers=3

- nolock

Trident StorageClass Bt

BLBRURTE T AWML Trident SIEMHTFE RN EALTELHMIEE

B4
fHAe

provisioningType =&

backendType

Ful
! T

BEEH
HDD ~ B&
= + SSD

N

e ag=-] ontap-nas

~ ontap-nas-
economy ~ ontap
-nas-flexgroup

~ ontap-san

~ solidfire-san

~ azure-netapp-
files ~ ontap-san-
economy

mikE

true ~ false

mikE

true ~ false

1BE
Pool &% tE48EY
RS ; BeE

RTmEFRE

23K
1EERVIRER AT

= pavubz7 i
FEY Dz

BiEEMERE

Pool BINEER EER
BpRin

Pool SXIEHIRER  ERUBRERAINL
AR & &
HEEhIEER ERAEAHE
HiR & &

XEE

ontap-nas *
ontap-nas-
economy *
ontap-nas-
flexgroup -~
ontap-san *
solidfire-san

thick : FF8
ONTAP ; thin :
Fi'5 ONTAP #1
SolidFire-SAN

FRABEENRZTV

ontap-nas
» ontap-san
~ solidfire-san

ontap-nas
» ontap-san
» solidfire-san
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B4 L BESR (- 23K XEE

= mikE true - false EFMZIENE CERAENZENE; ontap-nas
HER & R& * ontap-nas-
economy * ontap
-nas-
flexgroups ~ onta
p-san
IOPS int EEH Pool BESHMTEELE  Volume {R2ET3& solidfire-san

ZEERNA IOPS £ 10PS

. ONTAP Select 2, FSx for ONTAP 4R 1EILINAE

B2 ["Kubernetes # Trident ¥){4" LA BRAR{ZEZLEER AN EL " PersistentVolumeClaim B &f) » LAKAZEH! Trident Fg
BEHIRENRHEEAEN o

B fE7EEER
BoESThX StorageClass & » BIAJTE Kubernetes FEILE °©
TR

1. ER2—1@ Kubernetes ¥)% > EIL:AEA kubectl £ Kubernetes I E ©

kubectl create -f storage-class-ontapnas.yaml

2. %ET:E,@EE%ZT:E Kubernetes #1 Trident 15 %! basic-csi #7487 » M Trident FEX BRI T B iF_EVETE

/

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

EZ& SMB Volume

e LAER ontap-nas BEENIZTURECE SMB HERE o BE » EEMITULIRIE » (MBS T SR | "EER
& SMB Volume" °

BRI RS ARREAI SR
A2 TRUT BRIAERRERIR

4 siLPA #51

version YRERA 1

W
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W

#

storageDriverName

backendName

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

=RER
HIFESIEXHILTE

B %R

#EE SVM HIE LIF 89 IP {adt -
AIIEE A% (FQDN) o
YNER Trident BfEA IPv6 IHIZLE
8 > BRI AR E R EMA IPV6 {iI

3t o IPv6 bR BASIEIRE S
fgn
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555] o NRETE
fsxFilesystemID FHY aws H#fi
M7 managementLIF > BJAREE
EEIEM nanagementLIF ° K4
Trident ¢ AWS #EEX SVM &3 ©
Ft > EAZEA SVM THIERE (
40 : vsadmin) 1EMHEREE 0 Bzl
BEXBRE vsadmin A

#E LIF B9 IP fiI3it - ONTAP NAS
ERENTZR © NetApp EBEISE
dataLIF o gNERKigftt > Trident #E4E
SVM EW48 dataLlF o B LIS E—
BE2REMILTE (FQDN) B
7 NFS BH81EZ > REMmEILERA
DNS LITE% 1@ dataLIF ZR&ETE
TG o WA ER T UE

B o ONTAP SAN EEFFET : iSCSI
MEIETE o Trident £/ ONTAP
Selective LUN Map FRIFZREII LR
T VEMSERFRZERY iSCSI LIF o 3N
BIMEES 7 dataLIF > BJEELEE
£ o YNR Trident 1A IPv6 FEIE
ZEER > BT LERE A IPV6 (i
3k o IPv6 bR BA S IEIRE S
fIgn
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] o

R BEhEE LR B Z LA R [FAK
18] ° {8 “autoExportPolicy #
“autoExportCIDRs 318 » Trident AJ
M BEEEEEHRE -

EfXA “autoExportPolicy B FA A s
Kubernetes &i%4 IP 9 CIDR J5EE o
£/ ~autoExportPolicy #
“autoExportCIDRs #8185 » Trident AJ
UEHEEERRA -

g

ontap-nas, ontap-nas-
economy, ontap—-nas-
flexgroup, ontap-san, ontap-
san—-economy

EEENTZ %8 + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"

false

"["0.0.0.0/0", "::/0"T"
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labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags
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siLPH eyl

EEANHIRENER JSON & ™
REE

FAE/R5MN Basebd RiEME oA ™
RIRERER R

AR Z£IEM Baseb4 RS "
8 o AR/EEIESE

Z{S{F CA /&:51 Baseb4 4RiEME o ™
IS # A A% o AN/REEERSE o

AR EERER SVM BIfERES
M o AREREENSDEREE o 4l

40 > vsadmin °

i SVM BEH - ARER
BN EEE

BERARTFEREES !IED%?EET SVM EIZ LIF » BIgTT

7 SVM BB i@ RSFR{EAM trident
AI%R o BIAUIBELBN - BEFH
L2~ BEBEIIHNEIRE o

*2&07 Amazon FSx for NetApp  3&701£M
ONTAP #57E ° *BfHH) “fsxadmin’

# “vsadmin' A EZEA Trident 1%

& Aggregate A BRI NLA PR

FREERIMENR ©

MRFKROEEEANBBILE > " (FERFEHIBIT)
AIBCE KRB o ESh > BIERHEITH

EIBH gtree F1 LUN HHIR A/

» W B % “qtreesPerFlexvol #EIE 7

FrB:ETEE FlexVol HiE&EHR A

gtree (=2

1@ FlexVol volume BI&A LUN 2 “100”
787 [50, 200] EER o 1R
SAN o

R R HHRAVETEIEE © Bl null
a0 ~ {"api":false, "method":true}fRIE
ISR TR HEAR N SR B S F AR
SCEHBED ~ BRIEER

debugTraceFlags °



W

#

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

useREST

aws

credentials

siLPH eyl

LUESEDFRAY NFS #hEEI1EE
B o Kubernetes 1A M HEREERIHE
HRIBEEEEGAFENPIEE - B

W R EEFHER PR IEE (A &

I8 » Trident i EEREIfE A FEFE LG

SR EAE IS E AV EIETE - UNRGH
FHERIFRERE PRI T &S

I8 > Trident i A Z7ERABLAYIFA E
MR & 28 E Rl 58 TE o

BoE NFS 3¢ SMB HAREGERVIEIL ©  nfs
BIEA nfs ~ “smb T null ° *4%8
BREA smb’ 7 BEEEIL SMB f4hk

& o *5%EA null BIFEERIEIL NFS

MR o

1@ FlexVol volume BYE& K Qtree  "200"

EE AT [50, 300] EE RN

e UIEE MYtz — © A smb-share

Microsoft Management Console
ONTAP CLI #2317/ SMB %18
» S AEF Trident 32 SMB HAK
%78 o L2 EEH Amazon FSx for
ONTAP BifEHER o

A28 > F{EA ONTAP REST false

APl o B8 ES “true'BF > Trident i%
{£F ONTAP REST API| EdfgimiE
& o LEINBEFEE ONTAP 9.11.1 5§
ERhRZS o tE9h > EFIEY ONTAP
BABBXMAERR ontap FEARER
BTFEVERR o TAfcE &M "vsadmin®
gg “cluster-admin’ B &AM E L E

I&BILUTE AWS FSx for ONTAP EY
HERREFRIEE TFIEE | -
fsxFilesystemID . 57 AWS mn
FSx 18R AMBI ID o - apiRegion ""
: AWS AP| @I f8 o - apikey "
: AWS AP| £1# ° - secretKey

P AWS HEER ©

15 E ERETF1E AWS Secrets
Manager 189 FSx SVM £%:% o -
name : B8 SVM sREH SR
Amazon Resource Name (ARN) o -
type . BXEA awsarn °© AR "
#2317 AWS Secrets Manager ZHE"
MESEZEHH o
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iR E A B R ImAARRETR

WA AGER defaults ECERRDHHRYE EEIRRIEHITARACE - HI40 -

#

spaceAllocation

Vi

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle
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=BA
LUN B9ZERE 2 S

TREREER ; Tnonel (1ERE)
g volume ] (52%)

EFEMAM Snapshot [REI

BEAEITHEIEETSK QoS SREKE:
4 - SERFERMIRIREE
qosPolicy 8f adaptiveQosPolicy H
Rz — o ¥&FC Trident £/ QoS K
BRE¥4HEE ONTAP 9.8 FEFAR
7 o RAEZERIEHEZR QoS KK
BHA - IR R EHAERER
ESEME - HEM QoS HKEEEF4E
ZoaHIREIFE TIEa#nEET
2R

AR EISKRY BERE QoS
[REIE#HE - SEREFEERMEEIR
B]#%E$2 qosPolicy 3¢
adaptiveQosPolicy 2

— o ontap-nas-economy R~3z1E o

AHIRBRENEREEF DL "0

BIURREAREERIEDE

TEFTHAEE L BUA NetApp Volume
Encryption (NVE) ; TE:R{ES
false o BEfFFILEIE » RENA
B 1S NVE 55 al B A NVE ° il
R1BIHEYAT NAE » BUTE Trident
R AR E A S B
NAE o tNEEEAEN > A2HE

: "Trident £2 NVE #1 NAE HYZE{E
FI" e

B LUKS IN% o 52 R"EH
Linux Unified Key Setup ( LUKS
) "o {2PR SAN

EFEANDERE none
iR EREL - SMB HRE B R

BxH -
MHEHRENZ 2RI - NFS I

“‘mixed 1 “unix &1 ° SMB X
& "mixed 1 "ntfs Z21ER ©

s 2 E TEAERESES) -

TE%
true

none

none

R snapshotPolicy & ‘none
) ‘else‘""

false

false

NFS FEsR1E% unix c SMB fE:R{E
A ntfse
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BcE PVC

REIE FUNAIEIL PersistentVolumeClaim (PVC) {EFE&E Kubernetes StorageClass
PREEK PV BYEREA o UNSRATH » BURTLAREF PV #18 3] Pod A ©

##37 PVC

https://kubernetes.io/docs/concepts/storage/persistent-

volumes [" PersistentVolumeClaim "] (PVC) eHE&E L PersistentvVolume
HFEGEEK © pve AIMECEAHREFER/ NN FEFERSEFIURT o FEERAn
StorageClass ’ 2R BIEENMETTLUZER] PersistentVolume

KNFFEHER - BRI e RFFEREE LY -

#817 Trident &A1 StorageClass % > BNAJE1IL PVC o £17 PVC % > BIA it & ##3) pod & o
#HHIENAE
UTFEHIRTRT PVC BIEA4EAREIE -

BB RWX ZEUEFRRY PVC
IEEEHIEETR T — B2 % basic-csi B StorageClass RH(BIE R RWX ZEUERRIEZS PVC °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

M3 iSCSI B9 PVC 5
IEEEFIET T —{EEd$ 2 protection-gold B StorageClass FABERY « B RWO 7ZEUEIRRY iSCSI &#7s PVC
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: protection-gold

i PVC

S ER
1. 237 PVC o

kubectl create -f pvc.yaml

m

2. %8 PVC #REE o

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

B2 "Kubernetes #l Trident #){4" ABRfR{EF LRG0l 2 *PersistentVolumeClaim B &) » LUK ES! Trident B
B REN R HEEAERN o

HERARER
B f#F4ERIA PVC & > BIAJAF PV #ME Pod L o AE3%I i PV Z1%E| Pod AYEEH

an S AAERE o

EpEHHIEARERN

1. 7£ pod F#E, volume ©

kubectl create -f pv-pod.yaml
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A
g

LT ERIETR T #§ PVC EEE| pod RIEAERE @ EAcES

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage
5 RATLUER kubectl get pod --watch ESiF#E o
2. HEERHEREBR ERMEE] /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc ae45ed05 3ace 4e7c_ 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IREEAILUMIER Pod T ° Pod FEARARFERET » BERRE -

kubectl delete pod pv-pod

7T EKS #£ L8 Trident EKS Mifncsd

NetApp Trident f§1ET Kubernetes 51 Amazon FSx for NetApp ONTAP {#FHNEIE » ;B
HFEE A EMEIESEME TN EAEINEE © NetApp Trident EKS IMAER B S &HHY
L2 MHEMZENAEERIEE » WAE AWS g8 > AT Amazon EKS #&FC{ER © EKS FfiN
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ToH AR IEHHERE (R Amazon EKS ERNLZ2MMIRE S » Wik/DRE ~ sREMERM
MTHFrERNI{EE -

SoRIEH
775 AWS EKS &€ Trident M3l 2 Al @ sFREFAEEEBLUUTERE ©

* BEBFERAMMTHERERR Amazon EKS ZEIRE 52" Amazon EKS MilToEF" o
* AWS ¥t AWS Marketplace FIHER :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $828Y : Amazon Linux 2 (AL2_x86_64) 3% Amazon Linux 2 Arm (AL2_ARM_64)
* EIZ5$EEY . AMD I ARM
* IREH Amazon FSx for NetApp ONTAP $EZ 24t

TR

1. BB IAM AR AWS Z8% > LUE EKS Pod SESA7ZEX AWS EBIR  INEMERATST » s52E "E IAM
AEF AWS Secret" ©

2. £ EKS Kubernetes &% F » EEZF Add-ons 1Z%;

tri-env-Eks @ ( Delete cluster ) ( Upgrade version ) ‘]::l:'

(O End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [,

¥ Cluster info it

Status Kubernetes version Info Support period Provider
© Active 1.30 @© Standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

©0 ©0

Overview Resources Compute Networking Add-ons Access Observability Update history Tags

[ (@ New versions are available for 1 add-on.

Add-ons (3] Infa View details Edit Remaove

] [Any categ... ¥ ] [ Any status ¥ ] 3 matches < 1

[ Q. find add-on

3. Hi{E AWS Marketplace JMEFZT » SRR EEIZ storage $87 ©
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q_ Find add-on ]

Filtering options

[ Any category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ J ( Clear filters )

M NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the
ideal choice for organizations seeking efficient containerized storage workflows. Product details [2

Standard Contract

Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23
Cancel

4. $% 5| NetApp Trident > EEY Trident JMHFZHIIEIEEIE > JATBIE—T Next o
5. EEIEFREMMIINTTIRZS ©

Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

You ean view the terms and pricing details for this product or choose another offer if one is available.

(D You're subscribed to this software x ‘

Version
Select the version for this add-on,

v25.6.0-eksbuild.1 v |

» Optional configuration settings

6. EeEFMERMMIINTTHRE °
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Review and add

) 2

@ Ready to install

Step 1: Select add-ons
Selected add-ons (1)
[ Q. Find add-on
Add-on name - Type v Status
netapp_trident-operator storage

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name A Version

netapp_trident-operator v24.10.0-eksbuild.1

EKS Pod Identity (0)

Add-on name ry IAM role [3

1
v IAM role for service account (IRSA)
Not set
1
v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

7. NRMEEEFEA IRSA (BRISIEERY IAM A1)
8. 342 Create °
9. FESRMINNTTHFBIARRES Active ©

-

A2RAEMEBT R EE" -

Add-ons ‘1] Info View details ) (  Edit Remove
[O. netapp X J [ Any categ... ¥ J [ Any status ¥ J 1 match o |
NNetapp  NetApp Trident o]

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your
ONTAF flexibility, scalability, and integration capabilities make it the ideal chaice for organizations seeking efficient

Category Status Version

storage @ Active v24,10.0-eksbuild.1
Listed by

MetApp, Inc. [3

10. }ITIAT AL LUEREE Trident R R EIEFRLEERE L ¢
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kubectl get pods -n trident

1. e TRE MR B R R - MTIERIEN « H2 EERFER o

£ CLI L /RIALEE Trident EKS MiiNTT

£ CLI %% NetApp Trident EKS M2 :
LUT&EH5 < 228 Trident EKS MRS ©

eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.0-eksbuild.l ((FARZEAEIRZ)

LT &5 % 24 Trident EKS 9MiMET0HRES 25.6.1 :
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.1-eksbuild.l ({ERAZEMAIRZ)

LUTF &5 % 24 Trident EKS 9MiMET0RR S 25.6.2 ¢
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.2-eksbuild.l ((EFAZEARZ)

M CLI EDE; NetApp Trident EKS SMiHE :
WUTep S ERERLEE Trident EKS Mo -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{5 kubectl Ei1&iH

BIFER T Trident BMEFRAR Z BIMIRTZ o ©55F Trident MR ERGFAREE » UK
Trident FEZANAIIEPECEFAIRE o &8 Trident & » T—FBEILEIR o
‘TridentBackendConfig' B J&/RE# (CRD) mI:ELEIEER Kubernetes NMEEIIME
12 Trident & o ERILAERA “kubectl S AR ERY Kubernetes Z¥4THREVZERL CLI TAE K
SERCULIRIE o

TridentBackendConfig

TridentBackendConfig (tbc tbconfig tbackendconfig) e—{ERIiHiF%ZER CRD » AJ:EE{FHEH
kubectl BIE Trident & o Kubernetes M#ZEIE SR A MU HIZEB Kubernetes CLI I EIRE L > M
EEHANGLTYIERREX (tridentctl) o

#1317 TridentBackendConfig ¥4 » AU TIEMR ©

* Trident IRIFEIRMERIRE BENEIULBIR © BIEANZPRMA TridentBackend (tbe tridentbackend)
CRo

* TridentBackendConfig M—#FEEIMA Trident #IZHY TridentBackend ©

1 "TridentBackendConfig #B£2 “TridentBackend {RIFF—H—BIPLEIRAZ o FIE BIRHBAFERBERINEER
HHNE ; BER Trident REBRBIEMENAR -
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e TridentBackend CR H Trident BEIZEIL o S REZHENREM - MIRETBEEH BRI
= IBIEEL "TridentBackendConfig #){4 R T UL IEEE o

Tk

FA2BLLT TridentBackendConfig CR & L&A :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

THRAIUEF "trident-installer” BEkRBVEEH] » T BEPRIRFHF T a/ARFHISEHEKE -

‘spec BRI ENARESE o EAHFIR ~ BIRFER ontap-
san EFHREIET « MIFEAILLEREPIHIARDEH - tl[l =R 1%@%[?3&15’] AEEEIEEE -
281link:backends.html [ "{HFERENERNBVBIHEREE" ]

‘spec’ BEEEE credentials’ #M “deletionPolicy’ 1 > SLERAIETE
‘TridentBackendConfig' CR H#ig5| AR :

credentials ! IEBBARXMERAIL > @ﬁﬁﬁﬁ’:‘ﬁﬁ%ﬁ%%ﬁ/ﬂlﬁ“i_ TERRERVEDE B - ILBHRERERE
1789 Kubernetes Secret © 5058 BRI A AELUAEX F R ZVEIE » DRGSR -

* deletionPolicy : IEM#{iE# TridentBackendConfig fIBREFFEBNITHYIRIE - ERUBUA TRIEEZ

° delete : EFEE] TridentBackendConfig CR MR ERJHAI R IRENHMIER - EETERME ©

° retain ! & TridentBackendConfig CR MR » BRIRERMEEE > WA tridentctl #EITE
12 o EMIBRRBIEE S retain PIREAEREREREIRA (21.04 ZHIIRE) WREBEEILNEIR o BiL
“TridentBackendConfig' 2 1& > RILAEFTULHEMIAY(E ©

B Im$ 85I spec.backendName KRiE © MRKIGTE » BIFHBRRES

= TridentBackendConfig ¥)Fa9%# (metadata.name) o JE:ZEFH spec.backendName BH
R ERIRGE o
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f#H tridentctl  EIMNRBIRIBRMEEA TridentBackendConfig" Y o XA LUEIES
iBEEIL TridentBackendConfig CR {#F kubectl REIBELERI - W EFTEIEEHERE

T RUZBRE2 B (BI¥0  spec.backendName * spec.storagePrefix »
“spec.storageDriverName'%%) ° Trident & BENiGHEEILAY "TridentBackendConfig' B3R A HI1&
&R RE ©

EEMA “kubect BILFTAE L  EREZBITUATRIE :

1. #17 "Kubernetes Secret" o ItZ$&E S Trident B (E1FEE/ARFSENFFEMTEZEFR o
2. #1371 "TridentBackendConfig ¥ - EF G S#FEE / IRFEAGEMAEN « UREL—PhEILHZS

A o
in

BT BiIRE o [ERILAHEHA kubectl get tbc <tbc-name> -n <trident-namespace> REREEAREEMI UL
EFLFME

HE% 1 . 37 Kubernetes Secret

12— (S BIHTFEEREN Secret o SEEFIRE  TAMIHE—H - U TFR—ERH :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TREE T BE#FFE Secret AT ZRIMNL

{#FF & Secret Fields it = (IR

Azure NetApp Files clientlD FEREXEFMPAF IR ID
Element (NetApp HCI“SolidFire 2% BETHPIEERR SolidFire 5%
) 8 MVIP

ONTAP FRELTE RREEEE | SVM NERES

8 o BREN RN 5EE
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https://kubernetes.io/docs/concepts/configuration/secret/

#7748 Secret Fields it
ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

473

28

clientPrivateKey

chapUsername

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

1RO EA

EIRTIRE / SVM WEEE o ARE
REEN S ERE

BRiRfAZ+i8H Basebd RIS
B - ARERRENERE o

ANILERERE - IR
useCHAP=true BIIZ#3E1E ° &
B? ontap-san'# ‘ontap-san-
economy

CHAP EXEh232508 4R
useCHAP=true Bl IEIE - A
B? ontap-san'# ‘ontap-san-
economy

BEERERLE - MR
useCHAP=true RI|Z#/1EIH o &M
It ontap-san'# ‘ontap-san-
economy

CHAP B1ZRREN23ZHE - IR
useCHAP=true |4/ 1BIH o A
#* ontap-san'# ‘ontap-san-
economy

TFUEP BRI Secret * i EE F—HIEIUM TridentBackendConfig ¥4 spec.credentials i

REIA o

WEE 2. 1 TridentBackendConfig CR

RIRTE R LRI TridentBackendConfig CR 7 o FEZAfF » {5 ontap-san EENENHVBIREFERAUT
FrAY TridentBackendConfig ¥4iEIIRY !

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

N

B 3 E§iE TridentBackendConfig CR HYAREE

#2317 TridentBackendConfig CR & ~ & nILABSEE EKAS o SRR TEF) :

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BIGEMINEINAHEE TridentBackendConfig CR
B EZ BT LAUER A T H A —{E(E :

* Bound : TridentBackendConfig CR 212 > BZBIRE R configRef RES
*TridentBackendConfig CR BY uid BYE °

* Unbound : f#f """&RMR° “TridentBackendConfiqg ¥MEARERRR o FAAFIEILN
‘TridentBackendConfig CR FEREPEEISULPEEL © PEEREE TR » HIZHMIEZ Unbound ARES o

Deleting : TridentBackendConfig CR FY deletionPolicy HREAMR - &
‘TridentBackendConfig CR #fHIFREF » ©EEA TEEMBR) AKRE o

c MNRBIZEAFEFAMEBEESTS (PVC) » RIfIBR TridentBackendConfig i &%% Trident filp&1& s A

Kz “TridentBackendConfig'CR ©

° WNRBIRTFE—ESZME PVC > BIBIHEAMIPRIREE © TridentBackendConfig CR BE&EAMIER

PEER © & ImAN "TridentBackendConfig' R B TEFAE PVC & MIbRE A 2 Ib o

* Lost : 8 TridentBackendConfig CR BHEHI R IR 2 INHEMIPR » M TridentBackendConfig
CR MARBHEMIIREBIRAZRZE o iR TridentBackendConfig {HAfI > ‘deletionPolicy CR 1}

FART AR B o

* Unknown:Trident #ZfEEE TridentBackendConfig CR BRI B IRAVAREE S S FE1E o FI90, 401K API

{AlAR232 B EIEDL tridentbackends.trident.netapp.io CRD ff5k o BRIEEEEST A ©
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Et > BIHEMTHAE | BRILEEE—EEH MR > FIU0 "2 ln BTN inflfR" o

GEF) S5 4 BUSESHMMER
EEIMBITIA T2 B R AR E S &R -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

LtESh ~ FHE RIS YAML/JSON 8 fi# TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Bl & backendName M ‘backendvUID [E]fE ‘TridentBackendConfig CR MEIZAYE
I °© lastOperationStatus iR/ TridentBackendConfig CR & —RIR{ERVAREE » sZ1RIERI AR
ERAERE (FIM > FREEEET spec PHELERS) FE Trident fF52E (FIUN > 7E Trident EFTEAEIHAM

) o H{EFILLZE Success I{ Failed °© phase FR/R TridentBackendConfig CR &% FRARBIAREE o 1
L+ mEEEHIF > phase BYEA Bound ° 5 EMkE TridentBackendConfig CR BB imRERN: o

BRI LAFIT kubectl -n trident describe tbc <tbc-cr-name> Bp < KREVSEHHENFAE

a  EESEER TridentBackendConfig #4iEi8 “tridentct! SREFSMIFRE S RAMHIERL « EE TR
= £ “tridentctl £ “TridentBackendConfig' Z BItIIRFFBHIL ER » B sAE /2" ©

I

BB % I
{EF kubectl 11T HEIE

T EEAAI{ER “kubectl TR In B IE4R(E o

163


backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

LlERES

filPf TridentBackendConfig B35 Trident MHBR/{REBEM (BURK “deletionPolicy) o &EfM
FR1& iR » sEFE(R deletionPolicy REAMIFE - ZEEEMIPR TridentBackendConfig ’ iBHELR
“deletionPolicy 5 E AR o Bk I UARBRBIRNIATEE » L EAIUER “tridentct ETEIE ©

HIT e -

kubectl delete tbc <tbc-name> -n trident

Trident A& F& Kubernetes IE7E{#EFEAY Secret TridentBackendConfig © Kubernetes AR & &5
Secret ° filfF Secret RRAZEIEIN I o IBE Secret FBEW R IRFEHRF > 74 FEMIB o

BRRANRR
PUTFHIHS -

kubectl get tbc -n trident

&t AT LL#N1T “tridentctl get backend -n trident 8%, “tridentctl get backend -o yaml -n trident’ JREV{SFR B IR A % ik
HEE o ILEEES SRR tridentctl BIL & ©

R
EHEBIENERAEERS :
s HERGHREEEN - EEFH/RSE, MAFH TridentBackendConfig YMFPEAN Kubernetes
Secret © Trident i {ERIREMNRIT/RE B TR o MITLU T < E# Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* BEEWBY (FIMEEZFERN ONTAP SVM B&TE) o
ISR UER U T2 EiZE8 Kubernetes ¥ “TridentBackendConfig #14 :

kubectl apply -f <updated-backend-file.yaml>

o IE O UFERAUTHRSHIRA TridentBackendConfig CR #ETHEN :

kubectl edit tbc <tbc-name> -n trident

164



* MRBHBEMKRY > BEFEBERFE EREMNVEE - ERILUEBHIT kubect! get tbe
N <tbc-name> -0 yaml -n trident' 3% "kubectl describe tbc <tbc-name> -n trident ZR&EE HEE U
3 EEREA o

© EEHEAE EAARRERRER - ERIUERMITEMSBS ©

£ tridentctl TR IREIE
TEEUNEI{E A tridentctl BT IR S IEIR(E o

FERVAEY

tridentctl create backend -f <backend-file> -n trident

MRBIFRILKY > AIRTBIFEEFERE - EAIURITUTHSEEFAFURERR :

tridentctl logs -n trident

LB R EEREEPRMER > EEIUBRHIT create @< ©

R i
BB Trident MIBREB IR  HHIT TIIR(E :

1. BB -
tridentctl get backend -n trident
2. MBREL

tridentctl delete backend <backend-name> -n trident

YR Trident ERCUILBIRECE T NHIAFERVHEREFIRIR » BUMIBREX18 tinnd B LE HL B B RTAVREDR

B msiEl TEERS) WA o
E1RIR A B IR

AEIRAR Trident EXIBYR IR 55T FIPER

* AEEUSHE  BFRIT TS
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tridentctl get backend -n trident

* AREUSFIAHAER  SFRIT TS !

tridentctl get backend -o json -n trident

ey
BRI RIRHERER - TUA T !

tridentctl update backend <backend-name> -f <backend-file> -n trident

=113

MRBIREHRY > MIRTRIGECEFERE » HELER T BEUNEMIRE - LRIRTUTHLEERREMU

HEERR :

tridentctl logs -n trident

R W EIERENEPEER » LRAIUBRHIT update B2 ©

s Bl 15 FR R IR BY (17 58!

E—ERILUER tridentcetl ARRMIMEHEA JSON BRIREIZNEZEEHA - ERERT 9 ERAEN >
WERBRREZIEL °

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

EtBERAMNER TridentBackendConfig BIIAIEHE o

TERInEIREEIAY M

T #E7E Trident PEBRRIENAR S o

BIERBIRAVEEIR

Mg "TridentBackendConfig' V¥ » BIESIRTEMEEENRIFEIEA c 5518 TUTHRE :

* (£ “tridentct BiZ Y& IR PI A "TridentBackendConfig SR EIEME ?
* f£/ "TridentBackendConfig i IZ & IHAILAER “tridentct! 2R EIEME ?
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fEF tridentctl BIWEIE TridentBackendConfig

KEIEREAUNEEE Kubernetes NWEIETZEI tridentcetl WHEIL TridentBackendConfig ¥R EIR R IR
HILBR o

RARUTER :
* BFEEMRIR °» )8A TridentBackendConfig * AATEMEA tridentct! 1LY o
* {8 “tridentctl EIIAFHE L > FRFEEEM  TridentBackendConfig #)14 ©
EaRMEER  BinEbRHEEFT © Trident B EHIZHAIRE I B EUETTIRE - SRS IR A MEERE

* HEAEFR tridentct REBFEA BRI
* BfER tridentctl ij1§jﬁi%%5§:¥ﬁm TridentBackendConfig ¥ o EHRMEKER IR (ER
kubectl MJE tridentctl EITEIE o

EEFH kubect BEIRIRA %N > MEEREII—@ TridentBackendConfig 48 E ZIIRA %im o U TR T HIE
JRIE :

1. #37 Kubernetes Secret ° Itt Secret £1 5 Trident Ed{# 1z as &/IRFS B FAERIEER o

2. ¥ TridentBackendConfig ¥t - HHEERFEE / RFHFMEEN - URAEL—PHEITHIE
PR o E/NIMEEHERBIAAREZRE (FIM]  spec.backendName © spec.storagePrefix ©
“spec.storageDriverName'Z%) ° “spec.backendName' N7BREAIRB R IHIILTE o

TR0 : BRI

BB TridentBackendConfig i ZIIRBE B iR » EHREBSRIRECE - 40 » RAIRKRBHEIEEAUT
JSON EHREIRY :

tridentctl get backend ontap-nas-backend -n trident

fmm Fomm e

e o t——— +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o ———_—

e it o t——— +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4d4c6-4160-99fc-
96b3beb5ab5d7 | online | 25 |

e e ——

o e it fomm - +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"datalLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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HE% 1 . 37 Kubernetes Secret

By — A8 5% /&EN Secret » MNTFHIFATR -

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

B 21 3 TridentBackendConfig CR

T—# R TridentBackendConfig CR > FHBEMIESIIRA ontap-nas-backend (WIABIFAR) ©
REfRmENL FEXK !

* HHEINBIHAIBET spec.backendName FEF ©

* BeE 2 M RIGRIRMER o

* ERERAM (WNREFT) HARSTERIGRHEEENIERE o

* BRRENFEB Kubernetes Secret Fefft » MIEAESXFR R IR o

EEBBERT > TridentBackendConfig' EER G EKRIEH :

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"'
- labels:
app: mysqgldb
cost: '25'
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

WEE 3 | B8:8 TridentBackendConfig CR AYAKEE

7f TridentBackendConfig ¥iIZ 1% » HIEERWESA "Bound ° BERKRMEARARIFERENERIGATEM
UUuID °

170



kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did

not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

RERIHERETTE2MFR tbc-ontap-nas-backend TridentBackendConfig ¥HHEITEIR o

TridentBackendConfig k= “tridentct
A Trid kendConfig BIHEE d 1

‘tridentctl’ ATFAMRFILEEER TridentBackendConfig®
I &G o tbSh 0 BEEMALIEESER tridentctl’ REBEFLREN 0 HiAEMER
‘TridentBackendConfig' WifEfR “spec.deletionPolicy’ REA “retain’ ©

TER 0 R RIR

I8N > RE%MER TridentBackendConfig I T &R -
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

e AREIUEL > "TridentBackendConfig' BRXTHEIEE » MEHEE IR (BRZE LKA UUID) o

TEE1 | HEEY deletionPolicy E&ES retain

SEIMIZRE—T deletionPolicy HIME c EEERTES retain © & AJFEFMIPR TridentBackendConfig
CRFf» BIFERNMEEFE > WalfFH tridentctl EITER 0

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

= BRIE deletionPolicy BRAES ‘retain’® REIFRBEITTF—F o
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WEE 2 . WP TridentBackendConfig CR

B%—% ZMB& TridentBackendConfig CR o F#EsR “deletionPolicy s2 €% ‘retain' % > ENa]#1TMIBRIR(E

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Fmm - Fomm -

R ittt R - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o

e ettt o t——— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

e e ——

et et fomm - fomm - +

% TridentBackendConfig ¥4 » Trident RERFHBR » MA L EEMIREB RS ©

B MEIREFER
FERVAE TN
BcE Kubernetes StorageClass #1142 37 72485 > MA3E Trident Y{AIECEMEFEE o

AL E Kubernetes StorageClass ¥4

Lt "Kubernetes StorageClass ¥5"# 7! Trident 2% i85 ERMNMHEER > WIS Trident WAIMHEIRE o 5]
a
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

B2 ["Kubernetes # Trident ¥4 LA BRAR{HEZLERI AN EL " PersistentVolumeClaim B &f) » LAK3ZEH! Trident Fg
BEHIRENRHEEAEN o

B #FLER
#1I StorageClass ¥+ > BNRJEILHFERR! o [EFIERIE0] R T —LEr HERSERBE G

1. E2—1@ Kubernetes ¥)% > EIL:AEEA kubectl' £ Kubernetes I E ©

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. %ET’:T:,@ %1 Kubernetes # Trident P& 2| basic-csi 77485 » M Trident FEZ BRI T Bin EMEHTE
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
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"items": [

{

"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"

Eaczbll ot
Trident 121t IS E R IRAI S EETFEIER"

HE ~ AR EIZTUREMIEY sample-input/storage-class-csi.yaml.templ FEE - WiiF
BACKEND_TYPE AR H#FREIZN M o
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

EIRHEFRR!
TR LR IR AR  RETAREFERR] « SR EFER Rl - LUKMER#EFLER

BRIRENREFER
s HEEIRIAM Kubernetes #12487) > 3817 Folsp < -

kubectl get storageclass

* BENIR Kubernetes FEFLERIEEHAE » 55817 R < ©

kubectl get storageclass <storage-class> -o json

* BERA Trident BIRIP HTFLER » FHITFIa< ¢

tridentctl get storageclass

* BERAR Trident WRZ HEFHEMFMEER « SFRIT &GS -

tridentctl get storageclass <storage-class> -0 json
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RE TR fEFARA

Kubernetes 1.6 #i% 7 R E R EFARRIBINEE - MREREBREFALMIFERES (PVC) FIsE TR
> iR AR LT AR A RECE SIS A MEBAR & o

s BB EFARNERPR R storageclass. kubernetes.io/is-default-class &4 true REE
TERRFETELER o {RIEMRE - (I EMERFRINERAE S RFETES false ©

* WRAIMER T an <R A RFEN R EATRRFER

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* B > IERTLUER TS e @ B IRTAR R AR A1 ¢

kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident ZERAEHFPHEE I ULEERRIER)

FBEP—RIEFEE—ETERETLER o Kubernetes %l LIt A B2 I FESETERHFLER

F EemTa R ERAs R A TR ER i o

Eallle e shill | fe

BER—EFIUGEA tridentctl £ Trident iR+ #IHEY JSON BERIZREIZRIESS o ILEFIERT jq
BAREI CAkERERREZIEN

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
bR ETFLER

EE Kubernetes IR EATFLER) » SBHITUTH T !

kubectl delete storageclass <storage-class>

<storage-class> EZBEMMIEIHEEFER o

BB FEFER BRI ERFAEHIREER AR AE > Trident IKEBEEIETH o

Trident @A EE I AHEEREIFHITER £sType © ¥7L iISCSI & « %1 StorageClass &
5F S8HIIT parameters. fsType ° EHEZMIFRIAB M StorageClasses M fEABIEEN
‘parameters.fsType BEHEILE ©

177



ECEMEERIEE

FeEMIRE

##£17—1@ PersistentVolumeClaim (PVC) - {ERBEEER Kubernetes StorageClass 2K:A
RIZEX PV © 9318 » &L PV #1802 Pod 1 o

B

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim ""] (pvc) BHEE L pPersistentvVolume

HFEEER o

PVC AIUEEE A KIS EXR/)\WHEFEBHFEUED o BiBERAKAY StorageClass » BFEEIEE NMERTLEH]
PersistentVolume K/NFIFEET » BR] UAEFINERIRFEREELLRH
1 PVC 21 > &8I LUTE Pod M EHEIEE o
##37 PVC
1. #3I PVC o

kubectl create -f pvc.yaml

m

2. ¥ZE PVC #REE o

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1G1i RWO 5m

1. 7& pod A#EY volume ©

kubectl create -f pv-pod.yaml

2 RATLUER kubectl get pod --watch ERiFEE o

2. PR B EHEE] /my/mount /path ©
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kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. IREEAILUMIFR Pod T ° Pod FEARXRRERTE » BERRFE -

kubectl delete pod pv-pod

HHOENBE
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PersistentVolumeClaim 1458

ELEHFIETR T PVC ERAEEIE o

B7A RWO FEERRY PVC
IEEEHIEETR T —EE %% basic-csi B StorageClass REFEAIE AR RWO ZEUERRIEZS PVC °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

PVC £ NVMe/TCP

L& B R T —EE% % "protection-gold B StorageClass BEE#RY « BEH RWO ZEVHERRAY NVMe/TCP &
K PVC o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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Pod ;5 E#f)

BLEHPIET TR PVC EHEE| pod FUEALERE -
EAAERE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

E 7K NVMe/TCP #HES

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

FA2F"Kubernetes # Trident ¥4 " LA B R TFLEE R AN {A1EL “PersistentVolumeClaim B &) > M K3%EH| Trident &t

EWRENS#EFAE -
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REHRE

Trident & Kubernetes &R TR HIEE BIEFTHEEAINGE - SHARER
iSCSI ~ NFS ~ SMB ~ NVMe/TCP # FC Wit EFrERARAEE T o
&7 iSCSI Volume

eI LAER CSI BcETZTVHET iSCSI HF@t#iRrE (PVv) o

iISCSI| HtIE&EIEFES ontap-san © ontap-san-economy > solidfire-san ERENFETNHE »

o I BEE Kubernetes 1.16 RE S hRZS ©

$ER 1 . 52 StorageClass MBI EIET

#REE StorageClass % ’ i allowVolumeExpansion M2 true °©

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

HNBETFER StorageClass » HHEEITHRIEBUE S allowvolumeExpansion B o

WER 2 ¢ EATEEILAY StorageClass #£17 PVC
4REE PVC E&IEH spec.resources.requests.storage URMHEHHFAER S » 2R T BRRRIER
F o

cat pvc-ontapsan.yaml
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident FRIUFFHEMIRE (PV) > URFHAFEHREES (PVC) ZBILRAH -

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

S$ER 3 EFEEE PVC B pod
& PV MiI0ZE Pod LAFREEE K/ o 5HE iSCSI PV K/NEFEMERR

* MR PV #E#EF pod » Trident ZIREHEFEIF LR Volume ~ EFREE BN BAEERZRFR/)

* EElEEARBE PV BIA/NE » Trident BTER#FRINIRITZHIRE - PVC #E R Pod % > Trident &5
WBHRRE T ABERRRIIAN o IRITRIEMINTTME  Kubernetes EEERT PVC BIA/ o

FEUEEEAIF ~ FEILfEM san-pvc BY Pod °
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 © BB PV
EEREEM PV BIA/NE 1Gi SRS 2Gi » :A4REE PVC EXL

spec.resources.requests.storage B4 2Gi ©

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

HEE 5 ESEIER
R LU PVC ~ PV # Trident Volume B9A/N » UEERIB R R IEREE ©
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

&7t FC Volume

Al LUER CSI R EFZXIER FC Persistent Volume (PV) o

= FC Volume ¥E7E% ontap-san BEFFENZE » FEE Kubernetes 1.16 BB SHRZ ©

EE 1 5R7E StorageClass U IBMIEE BT

#REE StorageClass % ° 1 allowVolumeExpansion MfiIs&4 true ©

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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M BETER StorageClass » HHEETAREUE R allowvolumeExpansion 28 o

SWER 2 . EARTEEILAY StorageClass 717 PVC

4588 PVC E&RMEH spec.resources.requests.storage URMEMWAER T » ZRTHBRKRRER
F o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident FRIUFEHIRE (PV) > URHHARFEHIFEES (PVC) RN

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

TR 3 . E&RER PVC B pod
i PV MiINZE Pod LGREHE K/ « 58E FC PV K/NEFEMEER -

* N8R PV &E#ZE| pod > Trident EEREHFR IR LR Volume ~ EBMEB T RAEERZRRFAAN o

« EFREREEN PV BIA/NE > Trident EEREFERIFIETZMIEE o PVC #7EE] Pod & > Trident &
FHREE T RBEZRGFIIA o BRIEEMINTEAE » Kubernetes B PVC BIK/) o

FEULEHIFR ~ GEILHFA san-pve B Pod ©

187



kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$HER 4 © BB PV
EEREEM PV BIA/NE 1Gi SRS 2Gi » :A4REE PVC EXL

spec.resources.requests.storage B4 2Gi ©

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

HEE 5 ESEIER
R LU PVC ~ PV # Trident Volume B9A/N » UEERIB R R IEREE ©
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

#&7¢ NFS Volume

Trident X¥E1E ontap-nas * ontap-nas-economy * ontap-nas-flexgroup # “azure-netapp-files’ & i _LAC
B NFS PV B EIETE ©

$ER 1 . 3R StorageClass MU IEHIEEIETT

EHEE NFS PV IR/ » BEEESBARBREERFHENUASHIREER » HERR

allowVolumeExpansion H#Is&% “true:

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas

allowVolumeExpansion: true
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MREELREIL T —ER B LLEEN TR » ST UGEMER kubectl edit storageclass #m#EIR
BREFENUAFTHIREIET o

WER 2 . EARTEEILAY StorageClass 317 PVC

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

Trident fEz% 1L PVC 337 20 MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-0199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2mé2s

$EE 3. B PV
EERBIEN 20 MiB PV 8% A 1 GiB » 5458 PVC % spec.resources.requests.storage 584y 1
GiB

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

FTER A4 EEIETR
R LS PVC ~ PV # Trident Volume BYA/NRES =5 HEE A/ NS IEFE -
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

T Tttt o= P
Fommmmmmm== e mat e e o= Fommmemm== +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e SLEEEEattatt et o= o=
Fommemmomo= B e Fommemmo= e +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
Fommmmmcmmsmerrrrrrrrrrers s s e e em o S o mecemeoes
Fommmmmmm== et Pommmmm== o= +
7 fi# RWX NVMe F &R

£ NVMe #EH ReadWriteMany (RWX) WIRERIIET IR T A SENFEE 64 EES
Bt o LTARBIEELERS - f#F8 7P RAY NVMe FR 4248 ~ Wl T FREEpVfRy

B o

T fR 64 EREEPRE]

MRIEITHAE ReadWriteMany (RWX) HEREEE NVMe 13 E—EFER > BB — RWX NVMe HREE REETE
Kubernetes B 5 HP#iEE1E 64 {EENRIHE ©

AEEBIRB 64 AL EHHFEHMEER RWX NVMe PersistentVolumeClaim B T{E&#; o

LEPRFIZBEA I ER NVMe E#1%ER RWX Volume °

T#E NVMe T R4FEHER

SEANBEEFRFAER (Trident 26.02 ZBTAIKRZS)
£ Trident 26.02 Z FIBVRRZASH » RWX NVMe FEREE IR SR & F R RIERETERE - &8 RWX NVMe
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IREEBLIFEE] ONTAP LEER NVMe TR ©

IEIERIEEIRRG B » (ERIERMIREIBIE - TEXE Kubernetes REH » FRAITHIZRMRFIGRINESR > BREE
RWX iR @ # Z LA —EERF R

BFAMEDR (£ Trident 26.02 5| A)

1€ Trident 26.02 F4a » RWX NVMe HAHRE fEFHZRIER FRFARE - Z{E RWX NVMe HEHRE AR —1E
NVMe FZ&H4E ©

BEBRFAARDS IR 1024 EmfTh (MEE) o IWEREERST RWX TEEHAERMY » WK
T#EZF ONTAP FR4FEHIAIRTBEME o

{8 RWX NVMe Mt E R 218 64 EEIES o
B SR ERAEAR

MRAFRERZ I RWX NVMe Volume > AIREEBEIFRLUA THIEEER ¢

Maximum number of controllers reached. No more controllers can be created.

LEEEER R EIZEE] ONTAP NVMe FR4ARIEHISZRH! o

FRT R PR B FE R
AERWSEMRE FRFNIRE] > WHABRFRFRE > FARE Trident 26.02 SEFTHRZS ©

FH4K Trident UERBFRAIER
EERBFAMERLERR RWX NVMe HiEE :
1. # Trident F+4kZ 26.02 HESHRZA o
2. BFREER RWX NVMe BAHEER) Pod A8iH2 SEEZ o
3. HERRB TIFEHIEEER RWX NVMe HRRE o
4. & Pod EFIEE ©

IEE T RRENIE 7 R FE R E R B AR F R AR BT A RWX NVMe HAERE o

* IERRHIMEBEAER NVMe EEITZER RWX Volume ©
* =18 RWX NVMe IR &R 64 EIZLFREIER o
* HihEEUEX BN ERIREARAT R E o

P s iRTTIE

Trident BERAZERFRIIEN 2 ML L - BIRTIEGSNARERY - FRAUT#
BLE Trident BEBNFETUTE IET\ S MBF S BRAE RIS AT HRTE M > IARIBLEERENFZTUTE Trident
26.02 FLARMITAE R IVR M - EEMNEZERMLPAERIEIZERR » LAFIHETH
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Kubernetes IRIZETHENRAMREIE o
SERL S ES

ERIS R

PEERIZRFIIRRIE 45 Trident HERISSSES M ITRIEBZ[ERFIRIE - MASREMBTELENE—HEZR - &
LEARMFRIEHIRE AR ~ MIER « SAEA/)  REBRIBILAMIER » MR ERIEAMBUN A URBIRER

RUBEHIZZ A ER MR » BARMIFENBHEHNITIRERRREET - SrliREEM S & WARFE I EE
PersistentVolumeClaim #1 VolumeSnapshot & F 2R ZIRIE T IR H IRt ERR o

PERIZRIETE SR

Trident SXIEARMAE FRNIZEHEFAIIETRM - RFEFREIZNME
IEX#1T

MUFERENFETUTE Trident 26.02 IETUhR R IR IEHIZSETT M

®* ontap-san
®* ontap-nas

* google-cloud-netapp-volumes

‘google-cloud-netapp-volumes ' # ‘google-cloud-netapp-volumes-

san" BEFIEINARIE o EZE google-cloud-netapp-

2,

8 volumes' ° BT RIRAARESEHIPFER google-cloud-netapp-volumes-
san’ °
R FRIEH SRR

1EHI2SBY A #ETE 4 H enableConcurrency BCEREIRIER] o WAZATE Trident REERAMRIELIER EHIRA S Z AHHE
RRFALIEIETE o

Trident 12{FIZNE =

EE(HH Trident operator BB IEHI2S 0/ #EEM » 557F TridentOrchestrator HEIERHH

)
enableConcurrency BREA true ©

MR

I 4REE TridentOrchestrator CR » if¥ enableConcurrency :RES true .
Y
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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

namespace: trident

enableConcurrency: true

ERCR:

kubectl apply -f tridentorchestrator cr.yaml

RAEREK

$IRA TridentOrchestrator CR E&ETEM » LIBNBEZEHIZZeIETM ©

kubectl patch torc trident --type=merge -p
'"{"spec":{"enableConcurrency":true}}'

ERECER !

kubectl get torc trident -o
jsonpath="'{.status.currentInstallationParams.enableConcurrency}"'

Helm &

EE(FH Helm EYFEEZEHIZSAIIET M » 351 enableConcurrency {B&&% true ©

A

helm install trident netapp-trident/trident-operator --namespace trident

—-—-create—-namespace --set enableConcurrency=true

ALK

helm upgrade trident netapp-trident/trident-operator --namespace trident
-—-set enableConcurrency=true

& > EBETH values.yaml 182 > 1§ enableConcurrency sREA true .
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# values.yaml

enableConcurrency: true
A& values IEZRETTLEE AR -

helm install trident netapp-trident/trident-operator --namespace trident
-—create-namespace -f values.yaml

Tridentctl 2(E

LERNAZERISSTIET M tridentet] » FAERIERAREIR --enable-concurrency 1E5E ©

i

ke
tridentctl install -n trident --enable-concurrency

REZE

AEEHAN tridentct BERE _FRURIEGIETTIE » SBEMAERMRRREL EMRE

tridentctl uninstall -n trident

tridentctl install -n trident --enable-concurrency

ORI g R RS A E A

RRFRTEHISR AT IR TEIE 1 - SAIREIERIZS pod HEE » LABEEE Trident 1423325 ERUBIL 2 THAE

kubectl logs -n trident deploy/trident-controller | grep -i concurrency

TREZEEE—RHFFRE - RLEDRAE -

LUFEBENIZTVTE Trident 26.02 RUUKAMTTREARAVZ U SARIZERIZR B 7T 14

nas—eco

san-eco
HNELERSIER -

* FERHE L S ThAE P AR S AHAEAN A
* TRPRESERKhRAPEE
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* FERFREEAFRREHER

WATITA
R FRYEHZs PR TT IR -

* Trident LURMRYSEE REERNAE—2IEHEE

* EEAERIEREVERE G FINE - LUERFE R —2%

* ERBERENE AR U HZ BRI tBRUR(EIL 21T

* Trident i$&=EEIE LIF BUERF ONTAP API 55K EPRHI43 20 1@ > LB LE R IR#FRFBEEH -
* MRS ERIFHAR—EESE LIF - BEfAE 20 RERNIRE

EXRFIFEEER
UTZEFHERARER SRR

* WITERIEMA Trident ZEHIZSERIPEIE
* IERRAHR A R E PIRE B AL 1T PR
© BERESEURAN -

o IFEFEANHEEREEN

° BiIHEIRERE

° Kubernetes AP fal iR 2354 5E
* B EIENRIRREFRARNEH

AREIEMRES
Trident 26.02 B LU TR :

* EHISR TR T AER RN REN PR TEAER
* BATTEEIRSEENRZTURIAEHER -
© BREHTMERRE
° IRAZERITREE
* RMEATIT o RN EHR(FRI REE NS
* e A SE S R AR

B

© HRBESTREIMNEREEIES - SERBARES (GA) EIEs
 AEFER R PR RS B
 AEASREER B R AR S8 AE

L BREEBLES B RRIERIES
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EENIZAL R

BENLIEEIBETTINAERIAE Trident BoBEIF B IEESENTEEFERREEIERNRERE
ENEE o LEINRERIPRMEEERIEE - MABNH IEEAREFEEMEHRNERENE - B
i & 3B 7T = E R Autogrow Policies E1EHY o Autogrow Policy &3 -

* BT ERARERE

s BEEEENE

* HRRE&E RERIRR AR/

M

=t HBIAE R ERRENER © HIREA/NEBEEM - MIREX/IVKEREBEREL

EREEWHRER 2  FRESEUTER !

* Trident 26.02 X EH#THRZs
* ERAGWFEUETIHER » FAEIL TridentAutogrowPolicy BEIEIR
* StorageClasses BiCE allowVolumeExpansion: true
* ZHRH ONTAP BHAIGE
° HERRIER R4 (NFS)
° HARAER VLB ARANE (ISCSI)
o JEERMEIREEENE (NVMe)
° JHIBEWE (FCP)

PRI

* ONTAP 9.16.1 ZAiTH#J ONTAP Non-Volatile Memory Express [RIA& RIEIEE R IEEBIBT o

* BEFEFAEREIEE > 1R growthamount “METHFR 50 mebibytes ’ Trident BTERREA/
ZHIBEEZEEMNE] 51 mebibytes ’ AIIRRELNAR/NRER "maxSize o

© TEARHIRIR R - ARG BB R1TR 0 BEERA R EHELERAMIREER -
© EHEEES maxSize B > A BEERT
* ZIRBEHEEIBETIENRE

° HURRIEZRAM (NFS)

° MEMRMER NVEUBRSRANE (SCSI)

° JHBEMRIEESENE (NVMe)

° JLMIBERE (FCP)

fER B S RRRECEMIRE

Autogrow Policy B MATE MfEIfE 4REITERE -
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* REFERER  REMBHIRENTERE (AR

* PVC %4} - BERFERTERE (ERAEMH)
#217 Autogrow KB
BE#E RN DI EHIREZT ERN A ERFEREIRRERE
ARARTEEARE

* B&EE Trident 26.02 EHARAS
* ERNAGNEBUERIERR » BB TridentAutogrowPolicy BiR
* THRIFEHERRER

Autogrow Policy B 7 BEHIREZEEENA2HEFRERNABEHIET -
e U TERAZR BT PE ER 32 3T Autogrow ZREK :

* 1£Rl%E StorageClasses FHHEE ~ A
* StorageClasses 1712 1%
- ELEHEEZ &

EREEEECENEAENBIUIREERNERL TSI ABSHET

BENE RRBERE

Autogrow Policies  Kubernetes BFJER » E&EWF -

i #REA &I WAE #
W ME— R Bz RIS =32 Z1 production-db-policy
usedThres fEEBEFRNAETDLE BAtEFE  EW "80%"
hold =2}
growthAm EZEEFRERNIERE Batks & "10%" 8% "5Gi"
ount K
maxSize B AEEEA/NEH] Kubernete & "500Gi"
s #2
#2317 Autogrow RE&

1. BIIES Autogrow Policy BY YAML #E2E :
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apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"
maxSize: "500Gi"

2. RIRAERELESE

kubectl apply -f autogrow-policy.yaml

3. FESDRBRERIL

kubectl get tridentautogrowpolicy standard-autogrow

TEHAEA
NAME USED THRESHOLD GROWTH AMOUNT STATE
standard-autogrow 80% 10% Success

BIIIRAE - Trident EEREE AR5k THIH P —EARRE !

AARE st RERNTE
5% REREEREE - AJLURAER ° o

K fRRIZIBREE SEER o WRBI A ERRAE ©
i3 MIBREZEEFEEITH © FERFTTH °

HE R StorageClass 1217 B

e LAfER trident.netapp.io/autogrowPolicy 5Xf#A% Autogrow Policy £ StorageClass BEBHEENR o F
B1t5% StorageClass FoE YRR & ZRAS 42 A GGX RS o

2 StorageClass W7BEH allowVolumeExpansion: true ©

1. BILSE#EA Autogrow Policy 33f##) StorageClass :
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

2. FEF3 StorageClass :

kubectl apply -f storageclass.yaml

3. BB :

kubectl get storageclass ontap-gold -o
jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

TaRAH

production-db-policy

BERBITIBR

& StorageClass #l PVC L#E T BB R RIS SHARRT > Trident R TESCFRRY
1. *PVC :3BB% o *UNR PVC 5%/ trident.netapp.io/autogrowPolicy * BIIR4REAZE °
2. StorageClass sFf#EEMI PVC 2B HRIVIETN o
3. MRMEEZ A - BIAEEHR Autogrow Policy ©

StorageClass 3% PVC :17& BYITA
trident.netapp.io/a KT A# standard-agp °©
utogrowPolicy:

standard-agp

trident.netapp.io/a trident.netapp.io/a {#H logs-policy (PVC &% StorageClass) °
utogrowPolicy: utogrowPolicy:
standard-agp logs-policy
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StorageClass 31f# PVC 7% BRITA
trident.netapp.io/a trident.netapp.io/a EEHFEERESFHE (PVC EHBE&EEE) o

utogrowPolicy: utogrowPolicy:
standard-agp "none"
KRERIE trident.netapp.io/a F3#& dev-policy®

utogrowPolicy: dev-
policy

*x RE&TE EEBREER °

K3
fri}
K3

“ERsEE B
UTEHART T AREFERBEE FRE R Autogrow Policy ERE ©

FEBENENFRTRA

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: production-db-policy
spec:

usedThreshold: "75%"

growthAmount: "20%"

maxSize: "S5Ti"

AR EEEN RS

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: log-storage-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"
maxSize: "100Gi"

EITE R “growthAmount #] “maxSize B > Trident SEETERAI(10% RE « EEA/N)
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apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: logs-policy
spec:

usedThreshold: "85%"

HAB:T maxSize 785 growthAmount FIZEES

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: default-ga-policy
spec:

usedThreshold: "70%"

maxSize: "100Gi"

EIRFIAVIEIBRL R maxSize

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: aggressive-growth-policy
spec:

usedThreshold: "80%"

growthAmount: "150%"

B/ a2 ERRA

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: precise-policy
spec:
usedThreshold: "80.28%"
growthAmount: "10.65%"
maxSize: "100Gi"

=t SEBNEBEDL - BEIEEBBA=AINE > Trident EREENEEASNEEE=1
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BB B RINAERN NAS StorageClass

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas-—-autogrow

annotations:

trident.netapp.io/autogrowPolicy: "standard-autogrow"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"
allowVolumeExpansion: true

BB BHERINEEN SAN StorageClass

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

E12 Autogrow RE&

#2317 Autogrow Policies 1 > fERILURIERE2EE « EHAMMIERER o KB LB,
HREIEEERSE R -

R EEARERR
5P ARR

£ “kubect!' | HEEHFBIPRA Autogrow [REI :

kubectl get tridentautogrowpolicy

5#& > fH tridentctl :
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tridentctl get autogrowpolicy

BARRRFEER
AERRRABTTEAREAARE

kubectl describe tridentautogrowpolicy production-db-policy

EELL YAML M0 1R SRR K AR RAMARE & -

tridentctl get autogrowpolicy production-db-policy -o yaml

B Autogrow KB
el ESERB R > UWEEHERRE - REEF AN LR - EES I ANHMAFERZFRNNEIREER

FE SFErZBrTRZRINMEMRIEE - FRVAESEIFERFEREPARHSE

1. #REERAY :

kubectl edit tridentautogrowpolicy production-db-policy

2. IRIBEEE spec ML :

spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

3. HTFIRE - S#EFIEIAER -

BHEEFE
* IBENER ¢ FRBRAILRIEBVHEIRERE TR REFRRAMNZ2E -
* BREMREIRE | @EREART —RRRMEE -
* AR . BESEEIFEERIETEREEE
C BREE | EMMEHZEREE  SFEMEX -
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fiB& Autogrow SRE&
Autogrow SRESfE PR 4% 45 23 (ReE 2R B LE TERERE & IE TEFR AR S PR B R MR ©

1. MIFRERR :

kubectl delete tridentautogrowpolicy production-db-policy

2. MREIRENEERZRR > BIRFREEREA "Deleting IR o I@EMLHITREREIRE

tridentctl get autogrowpolicy production-db-policy -o yaml

3. WEERFENWIRE PBIFZRR o FEETIIHEP—EFER

cEIBA . IAEEHEEIMER 0 HERHEHMRRTES "none" ¢

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—overwrite

° EIE B TR ¢

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy-

MIFRTTA
1B1R 1%
REWIREER IR RV EIZEMRIBR o

HiHR & IETE fE s/ A SREGEA Deleting ARG o AR GLALESER - EEIFRBMEREER RS

R
2 o
FREHIRENEZRAPRE  REEEREFHRBER » ZEBEREKMIES o

3

E5¥E Autogrow Policy {FERIER

ERRAEEHIRE

tridentctl get autogrowpolicy production-db-policy -o json | jgq '.volumes'
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SHRE ERRNERR

kubectl get pvc database-pvc -o
jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

BERAEMS

kubectl get events --field-selector
involvedObject.kind=TridentAutogrowPolicy

SEREAE
Autogrow TR\ TMHEFE@E

* NFS
» iSCSI
* FCP
* NVMe

s 52 SAN HEREE » tNRBEM growthAmount "2 50 MiB B/ > Trident EEENGHEE
. KIMEERNRREIEME 51 M REEENK/NAREBE "maxsSizeo

2 AN PR !

* *ONTAP NVMe RIAEIBHLIER  *(EFE ONTAP 9.16.1 ZRTARASZEIIMNHMEEARALZIEEHHKE °

* RAEWEE (FtEE) | BMERATERNEBMRERE > BEIN RN AR ZERAMEEER -
EERRHEEEEAIETETER - EEMREBRETH » 55IRE Trident 1ZHI23H 55HHY “"Migration
completed" sl2. ©

w REE

Trident {ABFF(ERE(E ?

Trident IFBEITHERFEHE - ECFEHRAZRE8IB "usedThreshold B » Trident @ AP A/NGK » I
KRIERER growthAmount B HEE o

gD > RS EREET 80% KFHIET » SRRHIREIEM 10% » &Z A 500 GiB :
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apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"
maxSize: "500Gi"

e EkETR®% - RIEEERRANE?

B o AT LABERF 2L Autogrow Policy » M 3EBFTIE S ERT trident.netapp.io/autogrowPolicy" s % ELFE AT
AW PVC » EmEFHEIL PVC I StorageClass ©

WRERERARN PVC !

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="production-db-policy" \

-—-overwrite

HRAEREIRAR StorageClass -

kubectl annotate storageclass ontap-gold \
trident.netapp.io/autogrowPolicy="production-db-policy" \

-—-overwrite

UNSRFKTE StorageClass 1 PVC LE#ERE T BENRREGHEAESE ?

PVC sHRIA4R B - T8 PVC B A “trident.netapp.io/autogrowPolicy 51## > Trident i fEHZ{E > TIAE
StorageClass F157E T T/E(E ° s+ 1BHE2H "HHRELIERE" ©

a0 > RE&RB LT StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
annotations:
trident.netapp.io/autogrowPolicy: "standard-agp"
provisioner: csi.trident.netapp.io

allowVolumeExpansion: true

miEf@ PVC BE T StorageClass [RH :
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: database-pvc
annotations:
trident.netapp.io/autogrowPolicy: "logs-policy"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi
storageClassName: ontap-gold

Trident {£/ logs-policy for ‘database-pvc® f& standard-agp ©

MefEAREHEENEIMER ?
14 PVC sFFEREA "none" ° S8 &= s iifik B HI{E(T StorageClass EAR/RE! :

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

—-—overwrite

RIS B ENE RINBEEFA ¢

kubectl get pvc <pvc-name> -o Jjsonpath
='{.metadata.annotations.trident\.netapp\.io0/autogrowbPolicy}"

TaRREILH

none

EHEEST] maxSize g REMES ?

;Qdent SIEIEFHIREE o BMEERSIFEIEMNEIE usedThreshold * A EBAZMEEEAEA/NIE

fgn > ARAERUEIRBY > Trident 7EHEREZEE!] 100 GiB BiHFLERR :
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apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: capped-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"
maxSize: "100Gi"

EERFEMRIER  5FEM naxSize WAFHKS 0

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: unlimited-policy
spec:
usedThreshold: "85%"
growthAmount: "10%"

BRI EMRE IR ER T2 ERAINE ?
2 - BHRAE - FrAERZRANHEIRER ST TR RMEFERAMSH - EFEENRERE -
AEMMERERER

kubectl edit tridentautogrowpolicy production-db-policy

RIFR 2 BRI
spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

FFIRE - BReEEMRARA

kubectl get tridentautogrowpolicy production-db-policy
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TaRAmILH

NAME USED THRESHOLD GROWTH AMOUNT STATE
production-db-policy 75% 20% Success

T EFREIRAER KRR ?

‘Failed' MRRERTIRRIMRRESERRIHR o PUT MIIe < LURRIERFEER ¢

kubectl describe tridentautogrowpolicy <policy-name>

# RIEREEEMA usedThreshold (WAZEA 1-99%) ~ “growthAmount 838 "maxSize o EMHY
Kubernetes B{E1&, o ;5B IEFHRIRIEFFER -

kubectl apply -f autogrow-policy.yaml

AT EREERPRRA ?

SRER(E ARG ERTREE o MRHIRE (DIEERZRDE - MERRIEREA Deleting 7IRRE » W EFEEIFTAMIREER
WL ERBERTZER o

MR ERHIRE

tridentctl get autogrowpolicy production-db-policy -o yaml

ABWEE PVC PR

# Option A: Explicitly disable autogrow
kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

—--overwrite
# Option B: Remove the annotation entirely

kubectl annotate pvc <pvc-name> \

trident.netapp.io/autogrowPolicy-

BIRFTAHIRER » RQRIERTASRIER > RIERRMIES o

BEERINGERSEAIFA ONTAP &if ?

Autogrow 323& NFS ~ iSCSI ~ FCP #1 NVMe 7€ ° B2 > NVMe RIAE IRHEETEE ONTAP 9.16.1 ESHR
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HRIRA BRI E » AIsERERSTREIERERER » RAEEIERINEA LN - AEBEE
Trident =128 B 552K B8 BAZARAS

kubectl logs -1 app=trident-controller -n trident | grep "Migration
completed"

AT StorageClass #fIET T 7% NAS 1 SAN & i#EC BN B EINEE :
NAS &1

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas—-autogrow

annotations:

trident.netapp.io/autogrowPolicy: "standard-autogrow"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"

allowVolumeExpansion: true

SAN &l

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

SAN HHREN R/ HRERZ D ?

HH' SAN Bk & » BUR/IMERES 51 MB ° fIREEER "growthAmount 2 50 MiB (&L » Trident €8
B AR A/ MEERIEREIGIE 51 MB o

BN > BERBIEEE T growthAmount 2 ~"40Mi" » {8 Trident @¥HERZ/ERBIAYE SAN IR EER 51
MB BYRi :
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apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-minimal-policy
spec:
usedThreshold: "85%"
growthAmount: "40Mi"

maxSize: "100Gi"

A BENAEE > 551% growthAmount REAKF 50 MiB BY{E :

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-policy
spec:
usedThreshold: "85%"
growthAmount: "100Mi"

maxSize: "500Gi"
BE A B4RR&E

& B] LAERT “tridentctl import BB @EF Trident FE AGHEZIISAMHEEEE (PVC)
» FIRA ETFHATE & B A % Kubernetes PV o

AR EIE

1SR LIS HERE & BB A Trident X ¢
* BERERARFM UL EEFHREREENE
c ARRERERERAENENELR

* BB Kubernetes 55

s EHERIRBRERERER
Z2F18
EEAMBEE ZA > BB TYEZEFEIE -

* Trident FEEEA RW (GEE) #BTUAY ONTAP HIE&E - DP (BkMFRE) HERMHIEESE SnapMirror B1EH;
& o SR A Trident 281 » (SREZPEESSTRAZ o
s RPIEREAREERTEGHNMIEE - EEEALEERANMIER » BENZMIER > ABHITEA o

e AR ERHMIEELHEE - A% Kubernetes BIARIAISTAINELSR - RE S ER TR
= EREMINNE] Pod L - SRIAEEEEFIZRIE o

kg
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* B9 "StorageClass W7B7E PVC L35 > 1B Trident T B ARRRBI RS EALLSH - H175ER R TEE LI
EFRIRE R M B E I TEE - MNMIEEREE » RILEEA SRR EEEEH#EN o
It > BMEREIREFEER L PVC HISEMRFEHEN AN BRI HEEN L EALRZELK -

* WEWENA/NE PVC FREMRE o HERSIEREAMEER » ZEIL PV Li§H ClaimRef £
PVC RAB#EEZR o

> BIRIRBIRHE PV FRES retain ° £ Kubernetes FINE4E PVC 1 PV 18 » BIWRE) S B A
Storage Class FY[EIURRAIFBRT o

° YNER Storage Class HIEIUNTREES delete » BIE PV #RRIFRE - (E7FHIRE 1 Z4RMIPR o

* FERIBER T » Trident EEIE PVC » MERIREHEE FlexVol Volume F1 LUN o f&B] LI "--no-
manage HEIF2REAIEFEE Volume > LUK “--no-rename’ iEAR2R{REE Volume $4#8 ©

° -—no-manage* - IRFEMA --no-manage 125§ » Trident T A BEEIRAREZEH PVC ¢ PV $1TEM
HARE o MR PV B » EFHIRERSHRMIER - Hithig(E (FANEReERMERERER)) the
W28 o

° ——no-rename* - NRFEMA --no-rename 1Z:E ~ Trident FEEEAMIEERREIREHIEERTE  TE
IR @AY A A B R o IEBETE{E 48 ontap-nas ~ ontap-san (831 ASAr2 ##4t) # ontap-san-

economy EEBhAZTY
o MRIEHEEF Kubernetes E1TAREIIEEE, > EXABTE Kubernetes ZSMNEIRHTZHE

TN @B PR EIEIEE A o

* PVC # PV SiiE—E:ERE - HERAME | —BIET%HREEEEA - —2#5m PVC Ml PV Z2ERE
2 o SRS TMIER o

FE AR &

EOILUFA tridentetl import SBE@IEIIAE Trident BBEAGEER PVC KREAMIEE o

Eid WNREA PVC 35 > AIEE TR tridentctl EE AR o
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£ tridentctl

FTER
1. #81 PVC ##Z (B0 pvc.yaml) » AR PVC o PVC 1EZEEE S name » namespace

accessModes M “storageClassName ° &t BJTE PVC E&EHISE unixPermissions ©
MUT BB -

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace

spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

at EERIUFE2Y - Hth2# (fIE0 PV RBSERE X)) FIEEEREAGSKR

2. ffMA tridentctl import IESIECESHEER Trident BIFABU KT L M—IZHZEEEN
%8 (%0 : ONTAP FlexVol * Element Volume) ° -f 282N ERN > ARIEE PVC IEEMNKRRE -

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>

{#F PVC 178

1. 37 —{E PVC YAML 182 (680 > pvc.yaml) > HFBSFAEHN Trident BAZME o PVC 18EEE

= .

° name M namespace EHFEE I

accessModes ~ resources.requests.storage A0 storageClassName TR
© EE
" trident.netapp.io/importOriginalName :@ BiHFVHAIREATE

* trident.netapp.io/importBackendUUID : MFREFRTERE IR UUID

* trident.netapp.io/notManaged (FJ3#) @ RES "true" RMIFFLEMIRE o TS
“"false" ©

T REATEHIREREHIFRRE :

216



kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>
storageClassName: <storage-class-name>

2. % PVC YAML t12ZEAFEH Kubernetes F£ .

kubectl apply -f <pvc-file>.yaml

Trident F EBIEAMKRELFEREE PVC -

kel
AEENUTHRREASED - UTRZIRNESREL -

ONTAP NAS 71 ONTAP NAS FlexGroup

Trident Z#E{#H ontap-nas M ontap-nas-flexgroup SRIIZNETHIREEE A

* Trident A3 EM ontap-nas-economy ERENFETVETTHAIREE A ©

:
®* ontap-nas 0 ontap-nas-flexgroup EHEX AT EENHLIRERTE o

{#H ontap-nas BB EIUNSEMEEEZE oNTAP BE R Flexvol HHEE o A ‘ontap-nas®

FEEITENEA Flexvol WAEEARVIZIEATUAER o onTar BRELBEAER rFlexvol HREERIUES
‘ontap-nas PVC EEA ° [E#k * FlexGroup HiEE AT LA{E% ontap-nas-flexgroup PVC EEA °

{EF8 tridentctl B ONTAP NAS &5
T EEFIRRINMAFER tridentctl EE AT B &M IEFTBEHIEE
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SEEMIREE
LU T E56IE A %7 "managed_volume B9 Volume » 3% Volume {iIi¥%47% “ontap_nas Byl :

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

o Fomm—————— Fomm -
fom - o fom fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o i fommm - +
| pvc-bfb5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o - fommm - fom -
fom— - o fom - e +

Rt EHERE

fEF --no-manage 2%F * Trident A2 EH e RHIEE o

U TFEHIEE unmanaged volume ontap nas BIREA :

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o fom— - Fomm -
fom - o e fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fomm e
Fommcmmomo= B e Fommcomo= oo +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491aldaz22 | online | false |
o Fomm - Fomm -
fom - o fom e +

{EF3 PVC :1fi#HY ONTAP NAS 5
MUTEFIRRIEER PVC sHREATEMIEEEHIIEE o
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SEEHRE

LR E5I1E1&1R 81abcb27-ea63-49bb-b606-0a5315ac5F21 BA—{E%HZ “ontap volumel HJ
1GiB ‘ontap-nas HifRE » MfFHA PVC 53R E T RWO FEUET :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

KL EHIRE

W& % 5 34abcb27-ea63-49bb-b606-0a5315ac5£34 BEA%A “ontap-volume2 By 1Gi
‘ontap-nas HHRE o MEfER PVC 52k E RWO FEUETR :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0ab5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>
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ONTAP SAN

Trident S2#&{#H ontap-san (iISCSI~ NVMe/TCP #1 FC) Jz ontap-san-economy EBENFE T EITHARE & B
)\ o

Trident BIIAFEEA B2 28— LUN BJ ONTAP SAN FlexVol Volume © 358 “ontap-san EEBIFZ T —2X - LLEEBHFET
Z45{E PVC #EiL—{E& FlexVol Volume - i FlexVol Volume R#EiI—1E LUN ° Trident @& A FlexVol
Volume i E 8L PVC E&HEILRAR: o Trident BTLLEE A “ontap-san-economy &5 %1 LUN BY Volume °©

WTERRTIFIEASSEMIFEEWRE :
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SEEHRE

HIFEEMIEE « Trident B4 FlexVol BB E#ap 4 pve-<uuid> MR ~ WiF Flexvol HEER
By LUN EFds%A lun0e

LUTFEEHFIEEA ontap-san-managed FlexVol volume » s%HEFEEZTERY ontap_san_default & :

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

e F————— o
o o t——— o +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e o -
e e - e +
| pvc-doeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca’757 | online | true |
e e o
t——— o +——— o +

FEEHIRE

LT EHIE7E unmanaged example volume ontap san BIREA !

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmomeososorrenosmemereme oo me oo Frommmmomos Fomcmmemememonos
Fommemmomo= B e Focmcomo= oo +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommcmcosososososrsros oo esCe T Ce e S e S e Fososmsmss Fomosmsososssoss
Pommmmmmm== o memes e e s s s s Fommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmssesese s s s s s e o= e
Fommmomomme Fommememerossrsreemenessosoeseoomomoms Fomomomme Fommomomos +

WNERIEHE LUN HFEEIEL Kubernetes E1%5 IQN F£AE4ERE] IQN Y igroup » I FHIFRT » EiFUWREI LI TFEEER © LUN
already mapped to initiator(s) in this group ° EERREEIZEHECHMET LUN 7 5EE A LR

[=]
oo ©
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

ONTAP SAN-economy &3

MUTFEHIRTRIAIZA ontap-san-economy BimE AT EHIEEMIEETEMER
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SEEHRE

EICEASTEHIRER « Trident 2EYF FlexVol WFTE NS HEH TS o BIENHMERER FlexVol EAZ
B LUN Bf ~ (G BE Bt ERHan s o

LU &5 "lun1 #EFlexVol “toimport EE A %% % “vol-managed-saneco’ (R EIRIAIEE -

tridentctl import volume vol-managed-saneco toimport/lunl -f
importl.yaml

EEAT 1unl > Trident §E#dn% FlexVol (U0 ~ Ede# trident lun pool xyz) ° BHERHE
[EIfY FlexVol EE A EAth LUN ~ sAEAHAY FlexVol %18 :

tridentctl import volume vol-managed-saneco trident lun pool xyz/lun2
-f import2.yaml

sy ontap-san-economy &im—REA—E LUN o &R LUERESIEEHHITZEEAE

=S

RTEHIRE

BEAJESTEHIRERF « Trident A& EWS FlexVol FIFRBE#E - B - FlexVol #1 LUN 2 ZEE1E Trident #5%4
1841 -

FlexVol 5 &M1&

trident lun pool STORAGEPREFIX RANDOMSTRING

* STORAGEPREFIX 288 IH4HAET storagePrefix HIME o FBR(ES trident ©

* RANDOMSTRING RIAZEEZMERIFSR o

LUN SR ER
LUN B854 1un0 °©

il
MREW storagePrefix & “xyz ’ B LUN BEERREA !

trident lun pool xyz randomstring/lun0

TR

Trident Z1R{EA “solidfire-san’ SEENFETVEE A NetApp Element EREEF] NetApp HCI HEFEE o
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Element BEENT2 T\ X IR ERAVHIRE TS o (B2 » MIRFEEEMHIEERME > Trident EF[0]$H

e R RS - R — NRRE TS » A E A IRRE o

U TEHIEERIG element default BEA—1E element-managed volume °

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fosss=ss===ssscsessssssssosossssssss=sssa=s femem==== R e

fro e e e e e e e e e o fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fomm -
frems=m=m==s fremeosesossssses e s s s s s e o s a = R fremmmem==s 4
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
fossssssssss s e sess s oees oo sssssssss s R fossmessmemae==
fe========= femessssssssssss s sese s esssss s f=m====== fememe==== 4

Azure NetApp Files

Trident S2#2{# M azure-netapp-files BREIENEABIEE ©

EEEA Azure NetApp Files IR & > FEBHIRE R IEHAZMIRE - HIrEREEWIREE
5t HERIER :/ BAVERSD o BIAN > ANRHEERIES °10.0.0.2: /importvoll » BIMIRE BR1EA

importvoll °

U TEHIE7ERIR azurenetappfiles 40517 BEA—@ azure-netapp-files volume » MfFEF volume
BT importvoll ©

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

- e fomm -
fom - o fomm - fommm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fommm - fomm -
fom - o fom Fom——————— +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%a5le | online | true |

- e Fomm -
fom - o fom - fommm————— +
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Google Cloud NetApp Volumes

Trident 2 google-cloud-netapp-volumes EBENFENE AMIERE o

LUTFEEFIERMIEE testvoleasiaeastl 18K backend-tbe-genvl BABIRE o

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

fossssseee s m oo s s e e e e s e e

e femmm=e==== fes=========cscsessssossssssss==ss=sa=s
Fommmomoe e +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fomememeae
N fremsm=m==== freesmsseee s e me s s s e s e e e e
f=======s fememe==== ¥

| pvc-a69cdal9-218c-4caf%-a%41-aeal5ddl3dcO | 10 GiB | gcnv-nfs-sc-—
identity | file | 8c1l8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

o fomm -
fosssssmee e ae=s fememse==== fessmssee s se s o s s s e e
f======== fememe===s 4

MBI eI A 7E A —R IS 1 ERE & R FE A "google-cloud-netapp-volumes HEHEE :

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

Fommmmmmmmsmoososorreromemememe oo me oo e
Fommmmmmmmemsoeoeoeooo= Fommmmemo= Fommmmmmrosocorrrrrrrere s s e eem e
fommmmm== o= +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmememsesseseses s s s s e o=
Fommmmmmemenoososommoms Fromcmmomoms e
Pommmmms Froccooomo= +

| pvc-a69cdal9-218c-4ca%9-a%41-aeal05ddl3dcO0 | 10 GiB | gcnv-nfs-sc-—
identity | file | 8c18cdfl-0770-4bcO0-bcc5-¢c6295fe6d837 | online | true
|

Fommmmmmemsmssesese s s s s s e o=
Fommmmmmemenooeosommoms Fromcomomoms e
Fommmmmos Fosmmmmmes +
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B R &R BT

£ Trident » AT AR IR EISE EENLBNEE - SANEHMIEE I
B HESZHERFEER Kubernetes BiR (PVC) o RthalUERBIRERENR > BRI
B IR E LB EFTEE ; I - BEARERENEMHMIEE I ZBIBELLEENR
FsRZ Al
T BFTHIR & R BFEER

* Volume 37 ~ BEAFIERIEZE o

* ¥7% ontap-nas-economy EREIIENME » R B Qtree MIRENLIBRT S RBEA o

* H? ontap-san-economy BEEIRZEXME °» R A LUN BRI S RMEEZA o

PR

© BEJHIRELTB(EE ONTAP AEPEPEFRETZAER o
RES ontap-san ® ontap-nas 0 ontap-nas-flexgroup EEiEXAZIERTER -

© BEHRELETNERNREAMRE -

FIEE] R E R AR R T A

* MRANRBEHAPHEEAEUMERNE » ARIFEIFRW - B2 > MRAREARENKK > AIHIRE
RIRIRIRA RS RERS o

* EFERRIRAERPNABERGLHIRER > REAEFTAEA o EFPIENRIEF oEE I U BRI
EEA o

BIRAEREER « HIBHEENRE
FIATEIREARA / StB AR EZR B LigE o
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RIE AR

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"

227



HIRtE R s

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

by
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

LTS A E
i1 :

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} ({{
.config.BackendName }}"

il 2 :
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"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

RELENER
1. WRHREEA - EERAURENRERBRERIR » 788MERE - Al :

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}
HINEEHIRREA > HMiFeLBERRRERPRERERNBHEEL

Trident AXERTI R EE FRFRIEFT—EER °

MRESBAFEEEE—IHIRE AT > Trident AN —LEFEI F o A2 L M —RVIAIRE 18 o

Y15R NAS (& ERHIRE R B RBREBE 64 BT > Trident FHKIRIRARN SRR RHIRE - BT
FRAEfth ONTAP EEE)IZT( - INREIR & LIEEARIERS - AIMREZIZFRERM -

o &>~ W Db

DD%D\EFEﬁ _7r NFS Volume

M Trident ~ ERIATE Eep B =B PR IEIRE « WE— (A ZEXRB bR PHEAZ
HiER& o

ThAE

TridentVolumeReference CR FI:EIEE—E TN Z1E Kubernetes fn#a 2R 2 2 2+ ReadWriteMany
(RWX) NFS & o 5% Kubernetes [REMBABREBUTES !

* ZEBAGFEIEFIURGRZEY
* FAKFRA Trident NFS Volume EEEHFZR,
* A tridentctl FEREMIEIRE Kubernetes TS

EEET T Bm1{E Kubernetes #r54ZEfGAY NFS WA E LB
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@ &

________________________

namespace

TVol €—p» TVol

1
1
]
1
1
secondary |
1
1
1
1
1

=
3
2

.......................

TridentVolumeReference

K ---------------- s Primary PV Secondary PV y

primary/pvci

\ .PJ
Storage e e i s *
Volume

O
N

5
2

AEP ERENAI R E NFS MR &HA o

FLE R PVC LI AR E
BB A BT IR PVC RERBIHER o

Y

BRI EBIZHmE TP CR FIHEIR
EEEIEEIRTEIEHATEMER &I TridentVolumeReference CR FIHER o

EEEa R LRI TridentVolumeReference
Edn 4 2 RS F 12 3L TridentVolumeReference CR LS| FZKJE PVC ©

|

EEEmR TR EILRE PVC
BiEmaTRNEE ZEEINE PVC » WWERAKIE PVC FHERIZKE o

R E AR B Byt an 54 22

wiERLE > BadEZRARRER SR EEEEE - REEESN B Raa=RMEAENIGENRE - 5@
TRESIEEEREAR -

230



1. KEGLEREEEE | EHRHREMPEIL PVC(pvel » #% PVC BT EB1Z6 %2R ( namespace2' 1t
ZHIHERR > 8 “shareToNamespace 51#% ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 2217 PV KHE &% NFS EFHIRE o

° WA UERESR D IRAVEER PVC HBAZEamZmR - Al -
trldent.netapp.lo/shareToNamespace.
namespace?2, namespace3, namespaced °

2

: © {ERTOUER + HAEIFFAHRZER o fli

trldent.netapp.lo/shareToNamespace: *

o ] LABERF BT PVC B & “shareToNamespace 7% ©

2. ZEEEHE | BFCIBFENENAGHERIES] (RBAC) @ UEFEHEGLTHBEEETEERAE
R I7 TridentVolumeReference CR HIHEIR o

3. BEmaTEREE | TEEHhETERIPEIL—E TridentVolumeReference CR » 5|z IR % 2=
pvcl e

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BEGATEEESE | TEEHRAZER (namespace2) HEI—IE PVC (pve2) » MfEMA
shareFromPVC sEfERISTE IR PVC ©
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

=t B89 PVC BYR/ AR/ B ZF AR PVC o

LS

Trident s&EX “shareFromPVC' B1E PVC LHVEEfE > Wik BT PV BIUAKBHIRE - ZMIREAE RBERHEFE
R famAR PV HAZKIR PV M#EEEIR - B1E PVC Ml PV BEERMEEBHE—1X

PRI ZHR &

IR LAMPRES 2 Bl on & =R ZAIHLERE © Trident A2 FRARIR AR 2= B A AR @ RO 7 EVAERR » i fREE HAthH
PR &R A ZEENFEER o EFFE 5| AR E a2 EMERBIRE > Trident 24 SMIFRZHLIRE o

fEF “tridentctl get TAR BT E
B [tridentctl 2B » EBEUBIT get MLTREFNBHIEE o INFHFME ~ 552/ tridentetl

AR ANEEIA o

Usage:
tridentctl get [option]

1Z5e -
* '-h, --help : BARAHEEREIAAE o
* -—parentOfSubordinate string : iFEHRFITERLBRIFHIEE o
* —-subordinateOf string : BFEHEHITE Volume BYTEK ©

PR
* Trident #AM L B En R ERR AL BHIRE o TR ERERHEIH MR LERLRERESR

o
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o fRE5EBBBR shareToNamespace B shareFromNamespace sHfRak MR
TridentVolumeReference CR REFFHEKIE PVC BFEVEIR - EEREHFEEERR » KA BIBR1IEE
PVC °

* B EA 1T Snapshot ~ AT IREHR(E o

MEEZE
EERARRIS ST EEEEFE
* BE "NetAppTV" EHIRERA ©

EEan s E RS RIRE

fEF Trident ~ {ER] AR E— Kubernetes =& AR [E] 65 % = B AR RVIR A MR & S iR &
1RERFIE I FTHAIRE o

FoRI
EERMIRR Z AT - BEFRICR Bt RinpVREAERE - BERAHERBREEFER

= A EEERMETE ontap-san M ontap-nas EFEEENTET c RZIEMEEER o

S

YN
QERED BRAIAI R EHIRERR o

7N\

FRE B PVC LIS SRR
BB EEEEERTFEICKR PVC hERAVER o

G

o B EREHR TR FEI CR HHEIR
EEEIEEIRTEIEH AR &I TridentVolumeReference CR FIHER o

e EEERRERHEI TridentVolumeReference
BiZsn 4 M BER & 1L TridentVolumeReference CR LB |BAKiR PVC °

° EEEmR TR EILESR PVC
BiZep R ZERIMEAE B PVC LIER KRR 2T PVC o

TE BRRAN B Byt an 2 22

#EFRZEE > Bl THENEREFRR R EMHEEE - KEEEENBEnA=REEE R FNE
F - BETREGIEEEREAS
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https://media.netapp.com/page/9071d19d-1438-5ed3-a7aa-ea4d73c28b7f/solutions-products

1. KEGLTEEREE | EREMAEB (namespacel) I PVC(pvcel) » MfFH cloneToNamespace®

SRR B BEM A TR (namespace2)HEE o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: pvcl
namespace: namespacel

annotations:

trident.netapp.io/cloneToNamespace:

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident #£17 PV REBIRHEFHIEE o

namespace?

° R UERESR D IRAVEER PVC HBAZEamZmR - Al -

trident.netapp.io/cloneToNamespace:

namespace2, namespace3, namespaced ©

2

; ° [WRILURER ~ HAEIFrB R ZER - flg -

trident.netapp.io/cloneToNamespace: *

o W] LABERFEHT PVC LB & “cloneToNamespace 7% ©

2. REEES | BARBEREERMN RBAC  EFERGREMBEAEEETERaRERPEIL

TridentVolumeReference CR FY#R(namespace2) ©

3. BEmaTiEREE | TEEHnETERIPEI—E TridentVolumeReference CR » 5|z IR & 2=

pvcl °
apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:
name: my-first-tvr
namespace: namespace?2
spec:
pvcName: pvcl
pvcNamespace: namespacel

4. BEGATEEESE | TEEHAZER (namespace2) HEII—1E PVC (pve2)  EH cloneFromPvVC
& cloneFromSnapshot » W& cloneFromNamespace sEfRHRIEEHIRE PVC ©
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi

PRl
* H5¥E A ontap-nas-economy SEENFENACERY PVC ~ R EMEEZS o

8 SnapMirror X HEE

Trident ZIEEZE FNRFHIEEMHBERE TR EEHGEE 2 BB RGRFR » LB
BEEETKEER o Er]MUFERA% % Trident Mirror Relationship (TMR) Mg Z=RIE
FTERERE (CRD) R#MITTFIIRE !

* EHEREE (PVC) ZMIEIIRGREE

* BIRIGEE 2 IAVERSIRAR

* TR R AR

c EXEBERAT (RERE) RAXREHMERE

* EtENRMEERIERIAR > BREREXEREMNEIEER

ERBATERR IR
ERBZAD © SREEIRTT G THSCRIGM -

ONTAP ££

* Trident : £/ ONTAP {EA B IRIIEE Kubernetes ZE M B1Z Kubernetes 2 4 JB7Z1E Trident ixas
22.10 SEHTARES o

© 124 L WBEEREM BRI ONTAP £ FRVAFAERMREEMH ONTAP SnapMirror FEREIFIRHE - W15
FEAME > 3520 "SnapMirror F2HE4EEE (ONTAP) "o

% ONTAP 9.10.1 FA%A > FRERHEHLL NetApp BIEIEZRE (NLF) BIENiRM » E2—ER B2 IEINEER
B—1E2E o :52R) "ONTAP One [EMipYISE" WEVISEZEH
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£ 3 &£ #2 SnapMirror JEFEIH 1R o

HE

* HEM SVM : ONTAP {#EFRInp BRI BN FER - FFHMEEN » 5520 "S5 SVM HF ="
BE  RMIE ONTAP £ BERRAETERR SVM REZEH—H

* Trident 1 SVM : ¥Zi&l% SVM % Br]{HE M ZEE FRY Trident £/ ©

XEpEEEE

NetApp Trident SZ1EfE 8 T5EEENFZ TN TRV ETZEER! ~ 3548 NetApp SnapMirror FiTiETHAEEER -
ontap-nas : NFS ontap-san : iSCS| ontap-san : FC ontap-san : NVMe/TCP (EE&{K ONTAP Hx
7 9.15.1)

st ASA 12 Z4EAZIR(ER SnapMirror BVEAIREE R © W58 ASA r2 RAEBVIERIE ~ S8R T #
. ASA 2 EFRMR" °

BiIiR4Y PVC
BIKERELED R EA CRD 8 » EXHIREMREBUWRE 2 BMRIIREGRF

TER
1. £FE Kubernetes & 1T F5IF 5 .

a. BI7—{E%A trident.netapp.io/replication: true 8@ StorageClass ¥4 ©
gl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs"

trident.netapp.io/replication: "true"

b. {EMA 5 ATEILA StorageClass 1L PVC ©
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vl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. BB E A E N MirrorRelationship CR ©

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

Trident BUSHEE AP E MR EN BRI ERRE (DP) AKES » ZA%BIEA MirrorRelationship BYAK
REHRMIL o
d. BY48 TridentMirrorRelationship CR IEX{S PVC BIAERLFEF SVM o

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
observedGeneration: 1

2. ffRE Kubernetes #£&E FHITTYITER :

a. #17 StorageClass iz&E trident.netapp.io/replication: true 2% o
Ef

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. 13 B BIZMFIRENH MirrorRelationship CR ©
el

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
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Trident ¥FAE R EMNRIAERNLTE (3 ONTAP BITERE) EII SnapMirror BEMANLHEELAIHA1E o
C. B3 —1E PVC > 1§ 5cAii2 I StorageClass E&%#HBI (SnapMirror B1Z) o
g

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident 18 & TridentMirrorRelationship CRD » U1RBIHEARIZTE > BIRBIIHREE LB o TN REARIZTE
» Trident HEFE{RIG T FlexVol HAREE B 7252 MirrorRelationship FEZMiE iR SVM %R SVM L
Volume #EE R

Trident $%1%F8% (TMR) 2—%& CRD > E&X PVC ZEESEEZMN—iE - BAZ TMR BEE—EHRAE » sZAkkE
HH Trident FREEHYAREE - HIE TMR BB LA TAHRERE :

* BRI &t PVC REREGRAGIBENGGEE - S —EFBIEA o
* Promoted : 75t PVC 7 ReadWrite Ba#E; > BRI B HRGRAERER
s B . A1 PVC BEGBFRABERIM Volume » BRI RN IR G RAERT ©

° YR BEHE volume B4LELZIE volume BRFHH » B BEREMEIIAREE » BAEZE R B1Z volume
HRA o

° WMRMIRE 2 IR EIREI FAF > BIEMEIIAGRAEER ELM o
EIEst B AR EIARIEAXE PVC
EXE Kubernetes 225 L #1T 3P ER -
* ¥ TridentMirrorRelationship B spec.state f{ILE % promoted ©
Esr 8RR ERE PVC
EEMRERE (BE) R ITUTERUIRARE PVC !
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1. 7% Kubernetes #£ F ~ #37 PVC HIREE ~ W SEFIREBEITTEHH o
2. 7£F Kubernetes 2%  « #1317 Snapshotinfo CR MU EVSAZRFAAE o

&)

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. 1£4##BN Kubernetes #£ t > #& TridentMirrorRelationship CR BY spec.state {17 promoted > Aif
spec.promotedSnapshotHandle EHi A 1RERAY internalName ©

4. 1E%HBh Kubernetes 25 + > BT TridentMirrorRelationship BIHREE (status.state (1) SEZIEF ©

WEEBRIERRGRF
TERBESEZA  FERCEMANEERN—IF

1. 7£84B) Kubernetes 2% I » F#{R TridentMirrorRelationship _E spec.remoteVolumeHandle H{IAIEEE
o

2. {£§4Bh Kubernetes #£ I > 1§ TridentMirrorRelationship B spec.mirror BIE#% reestablished °

HithfEx
Trident 2 1EH T BHIREMN REBHIREMIT FHHERIE

BEE PVC EEEIFHRE PVC
BEARCEHEEE PVCHIREPVC o

1. REBIIMEE) (B1E) EE MR PersistentVolumeClaim 1 TridentMirrorRelationship CRD ©

2. £ (FKR) #FEHMIER TridentMirrorRelationship CRD ©
31X (TR BELABEVMFEE (B1E) PVC EBI—E#BI TridentMirrorRelationship CRD °
REEG ~ TEHRE PVC KR/
PVC FIMGEE—RRARE AN » MREREEBEFIK/] » ONTAP & BENHBERIEFIE 1R FlexVol °
it PVC BIRERR
EEBRER  AHRBERNREEREERIT IIHP—IEEE

* MIB&EHEN PVC LA MirrorRelationship o ERGIEE BRI ©



* I & » 1% spec.state I EFH %A promoted °

fib&—18 PVC (ZRIEHEK)
Trident EIRERSHAERN PVC » WX ERAMIFHIRE Z AIERERRE

kg TMR

fpRERERAAE—AIR TMR EEEFIERRY TMR £ Trident SEAMIBRIESRE Z AIEHZS promoted ARRE o YNSRIELEER
BREY TMR BEEZIX promoted ARRE > RMATFIER G > LR TMR REA2ER > Trident St PVC 2A %
ReadWrite ARR& o HEMIFRIRIFETEM ONTAP FRAHEHEIRER) SnapMirror RAEE K] o I RKRIERERAFE DL
FRItHIR & » RIFER IR G RAR R RERIRES established IR EETHT TMR ©

ONTAP LB EH IR G %

BRRAZEIIBOIEREL o ISR LUER state: promoted B, “state: reestablished i 3R E R o 1§ B 1ZHE
EIRFA A EIR ReadWrite FAREEEF ~ &R LUER promotedSnapshotHandle F5E 1% B aitiiiE & B R 284S
TEIREE o

ONTAP BH4ZBFEHTIRGRBAR

ISR LAER CRD #14T SnapMirror 5837 » M#EE Trident £2 ONTAP £ HIZELR - :F2EUT
TridentActionMirrorUpdate &5BIH& R, :

Ll

apiVersion: trident.netapp.io/vl
kind: TridentActionMirrorUpdate
metadata:
name: update-mirror-b
spec:
snapshotHandle: "pvc-1234/snapshot-1234"

tridentMirrorRelationshipName: mirror-Db

status.state M TridentActionMirrorUpdate CRD BYAKEE o BRI LUEVER Succeeded ~ In Progress 3§
Failed °

{5 CSI R

Trident AJLAFI R "CSI Topology THAE"EE3E 4 #h 2 17 MARR & Wi A EL MY AN E Kubernetes 25
FREVERE, o

B
f£F3 CSI Topology That > FILURIE& IS o] A @i iR & A9 77 BV IR FRBIFE BB D ERRE | - M5 » RinfAER 1

#F Kubernetes EIREZ BN o] HEREE: o BIE A MUMRE—EEANARTAE » el B EE -
A THBEEZIHERRERATEEHECEMIEE > Trident £/ CSI Topology ©

7N EABERZ CS| Topology IHAE "iE42" o
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Kubernetes et MiEEtsoViEE BEAEL ¢

#&# VolumeBindingMode 584 Immediate BF  Trident BEARARKFMIGHEBER TEILEIEE o iR
BRENBEEFLESEET pvc KRR - EETER VolumeBindingMode ~ BRARAREHIHITH
ERFINEE - FBHIREENEIINERKRIBEK Pod HHHEEX -

# “VolumeBindingMode &7 “WaitForFirstConsumer Bf ~ RAAGIERET PVC MIFEHIRE TG HER
45~ BERIHMENEIFRZ PVC B Pod A LE o WtE—2R ~ I MRHIRE LA R S 1RIE T KRR %I TAIHE
2R o

3 WaitForFirstConsumer MERAFFEERERE - ©RILUEILN CSI HEINEERER ©

TEEEENIER
EEEA CSl Topology * IEEETFIER :
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1T "SZHERY Kubernetes hRZs" BY Kubernetes &5

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdo64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1le4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492z2",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

BEREIRLEZE A ARSI ATRERFAZE (topology . kubernetes.io/region H
‘topology.kubernetes.io/zone) ° ELEAZEFEZIEZLEE Trident ZHTFITEIEN EERAVEIRE B> » DL
& Trident SEZARKXNFRIE o
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

TER 1 BIREERA & I

Trident {#F B im Pl s 5t A IREE A A &IEF A B MR G - SER A AU T —(ER] 2R
supportedTopologies BREIR » FARIEEZENEEM I BEFE - HidEHIbHE& IR StorageClasses
 (EEREINR R/ ATRAENRARNEKE » 7 EZ I ERMNHEIEE o

TR RImEZREG
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5

svm: iscsi svm
username: admin
password: password
supportedTopologies:

- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

JSON

"version": 1,

"storageDriverName":

io/region: us-eastl
io/zone: us-eastl-a
io/region: us-eastl
io/zone: us-eastl-b

'ontap-san",

"backendName": "san-backend-us-eastl",

"managementLIF": "192.

"svm": "iscsi svm",

"username": "admin",

168.27.5",

"password": "password",

"supportedTopologies":

{

[

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-a"

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

supportedTopologies FARAEERIRREEFMNIRAESE - FLEIFMTAERERTU
£ 7E StorageClass Hiz N AFFERE - BN EaRiniRENEEMTREFEN
StorageClasses * Trident B 1E&RIHE —ERFE o

T PT LUZEFME R supportedTopologies © 2R LA T &M
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version: 1

storageDriverName: ontap-nas

backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5

svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.
storage:
- labels:

.1o0/region: us-centrall

io/zone: us-centrall-a
io/region: us-centrall

io/zone: us-centrall-b

workload: production

supportedTopologies:

- topology.kubernetes.
topology.kubernetes.io/zone: us-centrall-a

- labels:
workload: dev

supportedTopologies:

- topology.kubernetes.io/region: us-centrall

topology.kubernetes.io/zone: us-centrall-b

TEUEEERFIP  region M zone EHEARMEFERMIIIE o topology.kubernetes.io/region
topology.kubernetes.io/zone BIIEE AR FERBEEFEIRM o

FBR 2 | EERAIKANIEEED StorageClasses
RIS AR E D ENEEAVIREAZE « StorageClasses AJEHA B SRR EN - B REMLEHEFEERNAIES

PVC 2RBVREZEHR ~ UL FER LG Trident FRECE BYHAERE o

BRI T &R

io/region: us-centrall
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: extd

£ _bittiR 89 StorageClass E&EH » volumeBindingMode #EREA WaitForFirstConsumer © I
StorageClass 553K PVC R E7E Pod F#5|FHEAZTEM o MA > allowedTopologies et EFHARN
zone # region ° netapp-san-us-eastl StorageClass B L FE &MY san-backend-us-east1 &l L
JBiL PVC ©

SEF 3 BIA{ER PVC
#2137 StorageClass WS RN B iR » EKIRTERTLAIEIL PVC

Ba FEBF)F spec :

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLLEREERL PVC REETIIER !
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

B EE Trident BB W AAHBLEEE PVC » 5572 Pod FRfER PVC ° 2RI T A -
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

&1@ podSpec 5 Kubernetes & pod BFZE us-eastl BIFHPEFEMER L > MR us-eastl-a 3 us-
eastl-b BIFFPFERERIEAREFEITIER o

A2 TIEL ¢
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FHERAER supportedTopologies

AIUEHIRE R > FEES supportedTopologies jBE » A “tridentctl backend update °© &
FEFECREENHEE » X BERREERN PVC o
SHEZE

c "EBIERRER"

* "nodeSelector"

* “ERANE B R RAN "

* ERERTE"

fEFRIR

Kubernetes 1FAHIRE (PV) BYHLIRE REBINSERT LARR I HERR & AU4S TE RFRE BEEIZR o (&
BRI fE R Trident I AYREREE RER ~ BE ATE Trident YMSFEEILAYIRER  CIRB REBE
IR 0 DU IRERIZ[REEIRE B R o

B

Volume snapshot &% ontap-nas * ontap-nas-flexgroup * ontap-san‘ ontap-san-economy *
solidfire-san  “azure-netapp-files 1 "google-cloud-netapp-volumes EBENFET 2 15 ©

FIsEZ Al

LEFRARRE  CAERAINIREBIEFIZIMBIERER (CRD) © iR Kubernetes #R#Ess (FIN
: Kubeadm * GKE ~ OpenShift) BYEE

IMNRITH Kubernetes B1THRAE S 1REBIEHI23F] CRD > :52B9 262 Volume Snapshot Controller ©

YNSRETE GKE IRIFREIIRTFHIRE IRIR « S50 RIRIERIES - GKE EAMERIRRIRRE

e
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#17 Volume Snapshot

1. #3I VolumeSnapshotClass ° UIEFAME ~ A2 H "VolumeSnapshotClass" ©

° driver ¥5MA Trident CSI EBENFE

° deletionPolicy AILLE Delete B Retain © 8REA Retain B » BIfF VolumeSnapshot ¥R
fiirR > EEEE LNEEERRBHERERSE o

)

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

2. #7IRAE PVC KUIREE -
&l
o WWEHIEEITIRA PVC HYIREE o

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

° EEFIZA%% pvel By pvc BIHIREREBYIM » LAFIRBLTERS pvcl-snap
o \VolumeSnapshot 384 PVC > £ “VolumeSnapshotContent #){+8RAH: > 2R RBEIRE o
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kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o fRAILUEBIEIMEZ VolumeSnapshotContent ¥R A! pvel-snap VolumeSnapshot © 5%
Snapshot Content Name EiAIeHIERIER VolumeSnapshotContent ¥ © %2 Ready To Use
BRI IREB T AR I PVC ©

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%
Ready To Use: true
Restore Size: 3Gi

N & RIBEEIL PVC

& B LAfEA “dataSource 3R#EIL PVC » A% "<pvc-name>'HY VolumeSnapshot fEA B KIZKIR - #31L PVC
% > ATLUBEMIINE pod k> MEFERAEM PVC — 1R ERTE -

“ PVC 1B REHR EHERENBIREIL o A2 FHE | #/A7EEBEImNE Trident PVC [REE
= 3L PVC" ©

il

LUTFEEBIER pvel-snap {EABRAREIL PVC ©

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

EEA IR & IR

Trident S'Z?%“Kubernetes FELAL B R RTE EEEBIE BT "VolumeSnapshotContent #4431 FE A 7 Trident
SMERERILAVIRER

FtaZ Bl
Trident AZBE RIS E A REEAIR Volume ©
FTER
1. ZEEIEE | BiI—1@ VolumeSnapshotContent ¥4 » REREIRIREE o EE1E Trident FEENRBITIER
2o

° 7f annotations P BIFIREIAIEIEES trident.netapp.io/internalSnapshotName:
<"backend-snapshot-name"> °

° 351E <name-of- -parent-volume-in-trident>/<volume-snapshot-content-name> “HIEE

*snapshotHandle ° EIMEBIREE T BTE “ListSnapshots I AR {45 Trident BIME—EET ©

at ;}’olumes“apshotCOntentName> Fi¢ CR s%afRE| - AR ERIRIRIRBTEE

el
LAFEEHIEEIL T —1E volumeSnapshotContent ") » M5 | BEIHRIRE *snap-01°
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:

name: import-snap-content

annotations:

trident.netapp.io/internalSnapshotName: "snap-01" # This is the

name of the snapshot on the backend
spec:

deletionPolicy: Retain

driver: csi.trident.netapp.io

source:

snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-

content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. Cluster admin : 337 volumeSnapshot CR » 288 VolumeSnapshotContent ¥ o E & ERFEUE

IR > UEEIEENGBZERAPER " VolumeSnapshot ©

L]
LU EEFIE I —1E volumeSnapshot CR » #4%% import-snap ’ % CR 2
VolumeSnapshotContent’1%Z%import—snap—content°

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:

name: import-snap

spec:

# volumeSnapshotClassName: csi-snapclass (not required for pre-

provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. *REPERIE (EHBIRME) | *IMERREBIENAFIFEEILAY VolumeSnapshotContent * ME#IIT
‘ListSnapshots MY o Trident I ‘TridentSnapshot ©

° 4MEB snapshotter 1§ volumeSnapshotContent 54 readyToUse * Wii§ VolumeSnapshot 524

true ©°
° Trident 3&[8] readyToUse=true °

4. FEfERE © B —1@ PersistentVolumeClaim MZHBHH VolumeSnapshot » EHMA
spec.dataSource (3 spec.dataSourceRef) %HIBE VolumeSnapshot %fE o
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#45)
LUFEH)EIL T —1E PVC » B2E% 7% VolumeSnapshot "B “import-snap ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ERRRIMEHEIEEE R

BERIFE T o IRIBE SRR REARE » LUIFERER ontap-nas F ontap-nas-economy ERshiZ N EC B BURERE
ERRAEBMY o BUE . snapshot BEENAIERCIRBERER o

& volume snapshot restore ONTAP CLI & AR & 2 /R 2 AT IRB D $RATARRE o

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

s 2[R Snapshot #EZAKf ~ IRARY Volume HREEER ° I Snapshot BAREY Volume BEilFR
: S EREEK ©

TEIREREITRLI Volume R

Trident {8 TridentActionSnapshotRestore (TASR) CR #EIRIRRIFEITRMELIEEER o It CR fEA—
1580 Kubernetes 12{FB1T @ 1RFER B A GRHFARE ©

Trident SZ#27f ontap-san © ontap-san-economy  ontap-nas > ontap-nas-flexgroup > azure-
netapp-files * "google-cloud-netapp-volumes'# “solidfire-san EEENTZ T\ _L I TIRFRER o

G Z Al
RAEEA BAER PVC R ARV EIRER o

* FESY PVC IRREREHITE ©
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kubectl get pvc

* MR E R E EEMAE R HAER o

kubectl get vs

IR
1. 337 TASR CR o &2 PVC pvcl FIRHEE RER "pvci1-snapshot #1 CR ©

Eis TASR CR 7B PVC #1 VS F1ERVER R =R o

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. £ CRIERIZER o LEHITERIER pvcl °

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

RmR
Trident EERIRIBRE R} o EETUABRRRIRIERARRE ¢

kubectl get tasr -o yaml
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apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap
namespace: trident
resourceVersion: "3453847"
uid: <uid>
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:
startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded
kind: List
metadata:

resourceVersion: ""

* EARZEIERT » Trident FEEIRFRBEREHES - EEEBRPITZIRE -

E * REEIEEHMRM Kubernetes EAE Rt EEEIEE R FHRA ScE HEARE R fraZRF
33 TASRCR ©

fFrE A ERIRIEE PV

MBS = RARHIRIB AU A MR E RS > HWFER Trident B & T4 MEEMER AREE o MR IRIZENE
P& Trident BEHEE o

ZR82 Volume Snapshot Controller
WMREH Kubernetes ¥1THRA B 2 TREGIZERSH CRD ~ eI LUKEB T A X EEEM ©

TR
1. £37 Volume Snapshot CRD °

cat snapshot-setup.sh
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#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. #37 Snapshot Controller °

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

MBENE > 55¥TF deploy/kubernetes/snapshot-controller/rbac-snapshot-

3 controller.yaml i &E# namespace EfSAY AR 4 ZER o

TERAEAS
* "Volume [REB"

* "VolumeSnapshotClass"

fEFRHR&BFAHIRER

Kubernetes 1A M4HLEE (PV) BYEEEREEF4HIRER NetApp Trident 1e{HZ 1 Z AR E
1RER (BAPR&RIREFAH) RUTHRE o LIS EAHAEIRRARER BRI ZEEE RS
RIEZS o

VolumeGroupSnapshot & Kubernetes FE—IERIGHARINAE » {EFRIEhR API © Kubernetes 1.32

i 2 VolumeGroupSnapshot BIR{ERRAEK o
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#17 Volume Group R&
LU #=EEENFE T2 48 Volume group snapshot :

* ontap-san driver - £ iSCSI M FC € » FEAI NVMe/TCP 7 °
* ontap-san-economy - {£EFA iISCSI tHRE °

®* ontap-nas
2 NetApp ASA r2 3¢ AFX #7247 321& Volume group snapshot ©

BRIt Z Al
* ABREREE Kubernetes HRZs% K8s 1.32 SLESARAS ©

s BEFRRE M BERIMNREBIEFIZSRMNBETEREE (CRD) ° &% Kubernetes #RBE2s (B0
. Kubeadm ~ GKE * OpenShift) BJEE

ANRITHY Kubernetes ETHRA & 2 SMEBIRIREZEHI23H] CRD » s52 0% Volume Snapshot Controller ©

. MEBTE OKE BE TR BT AR » SB/7E T AR o GKE SR NRIER
S s o

* TEIRERIZHIZS YAML A > 4§ CcSIVolumeGroupSnapshot INEEREREA 'true' » LUIFETREN IR EBF4HIR

[= el
i

© EEUHIREBHEIRIBZA 0 SRS FIE VIR E B AR IRERERR
* FE{RFRAE PVC/ HiFE&ERTER— SVM L ~ A BEEEIL VolumeGroupSnapshot ©

* 7£#217 VolumeGroupSnapshot Z&fl » 551 VolumeGroupSnapshotClass ° IEE L EN > :52 0
"VolumeGroupSnapshotClass" °

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERRANFEFENEZIAEAMEREN PVC » SiEERBMEERAR PVC -

LT EHIER pvcl-group-snap {FABERRIFEMIZES consistentGroupSnapshot: groupA EIL
PVC o SAiRIBEHN R RERIZBAVRMNE -
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* B BEAH PVC FIEEMIZE( consistentGroupSnapshot: groupA'1BEHY VolumeGroupSnapshot ©

HEEEA S 2 AR @ BHARIRIR

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA

ERBHERR IR E E

&R LUERTEA Volume Group Snapshot —38493 217 FUE B! IRFRZKIZRE R Persistent Volume © & EAS
Volume Group Snapshot {FA—{EETTEITIER ©

&£/ volume snapshot restore ONTAP CLI itk & 12 /R 2| Ao Fi 1R BR A e &R AVAKEES o

clusterl::*> volume snapshot restore -vserver vsO0 -volume vol3 -snapshot
vol3 snap_ archive

. =5 Snapshot B4 ~ IRARY Volume 4HREEWE R © 1L Snapshot #EZ4& ¥ Volume BEEIFR
8 MRVE TR EEK -
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WIREBEITRIU Volume ER

Trident £ TridentActionSnapshotRestore (TASR) CR #EIRERIRIREI TR MR EER o Ik CR fFA—
IEE LT Kubernetes #R1FETT » BRIFEHB A ERHARRT

NFHEE © H2H WCRIRETRLM Volume ER" ©

B 2 A ERIEFARIREREY PV
MrsE#4E Volume 1REBHF :

* AT LUERBEMIRR VolumeGroupSnapshots » MR EMIBREFAEPAVE —REE o

* YNERMIBR PersistentVolumes BFs% PersistentVolume BE1EEIRER » Trident Bzt &R E IR AR
fE > FANBEBIRREBASELZ 2 BIRZMIRE ©

* MRFERDERREIL THEAE - AREMIFZEE - AIERBEERSEEE - LAEDEITRZ A EEMER
B4 o

ZR8ZE Volume Snapshot Controller
MREH Kubernetes E1THRA 8 & 1RERIZHIZZH CRD ~ A UKEBE T AR IEEM ©

1. #37 Volume Snapshot CRD

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. #1317 Snapshot Controller °
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

MBENE > 55¥TF deploy/kubernetes/snapshot-controller/rbac-snapshot-

o controller.yaml A EEHT namespace By aR L ZERE o

TERAELE

* "VolumeGroupSnapshotClass"

* "Volume [REE"
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