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#R¥8 tridentorchestrator cr.yaml YEE ‘cloudProvider % “"Azure" °

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident

imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

LT &S ZEE Trident WERE cloudProvider * ERIRIEEE scp .

helm install trident trident-operator-100.2602.0.tgz --create-namespace
-—-namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LT EHIZE Trident W% cloud-provider 1255584 Azure .

tridentctl install --cloud-provider="Azure" -n trident

£ AKS T {EE S 75
TEEHBF 9] Kubernetes Pod FiBIUA TEE B 2 E1 7555 2K1FE Azure BIE ©

UNERAEMER “tridentctl 378 B 12 Azure NetApp Files &1 » AR EA B A IEREMN Azure EIRIRIE o
EEFRIEaHEY » ENERRE .
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#"¥E tridentorchestrator cr.yaml MiETE “cloudProvider'Z “"Azure" ° FiE
cloudIdentity 7 ‘azure.workload.identity/client-id: XXXXXXXX—XXXX-XXKXK-XXXX~—
XXXXKKKXKKKK ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX—XXXXXXXxxXxxXx'" # Edit

Helm
EATHIRIBEEEERTE cloud-provider (CP) #0 cloud-identity (CI) #Z55R91E :
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX—-XXXX—XXXX—XXXX=
XXRXXXRXXXRXXX""

LUT &6 Z28E Trident WifEFE cloudProvider s&7E $CP > MiffMA cloudIdentity &RIE $CI :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentcti</code>

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXKX—
XXXXXXXXKXXX"

LUT &6 Z24E Trident i cloud-provider sRAEAY " SCP ™ #¥ cloud-identity REA “SCI:

tridentctl install --cloud-provider=S$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* BZELD—E location By Azure "FZKFHHI" o B Trident 22.01 > ‘location 2 ERIH
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* BEEMA Ccloud Identity’ @Bt "EREIERNZZES Z"BIE client 1D WTE
*azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX FFE§EZ ID ©
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* Active Directory B s&E W E4RZZE Azure NetApp Files ° :52B]"Microsoft : ZEIZF1EE Azure NetApp Files
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* Kubernetes &£ 85 —1@ Linux ZEHI2SE2GF1ZE /D —{E#1IT Windows Server 2022 BJ Windows T {E&f
Bt o Trident £ 1E#M 1 F1E Windows EiZ5_E#H1THI Pod B9 SMB HREE o
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kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'
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Trident SEREHNBIHRTE (FARK « EERAR  IRBERINUE) EERNUEITRANEEMN LRI Azure
NetApp Files Volume » ¥ fT & BRI ARFE S ARFNFHHEE o

Azure NetApp Files BRI TR EEIE o

2% =R EH FER
version BIRACERRA © YRER A 1
storageDriverName HIZEREFIENLTE "azure-netapp-files"
backendName RERRNBE]E EEBpiZNatE + " + BEF T
subscriptionID Azure 5JREIRVETRE ID (T AKS =&
TRABFEER R AER) o
tenantID £ AKS RE LFERFEES DR EiR
BoE > REEAREMAVER
B ID ZFERIEE °
clientID £ AKS & LFERFEES DR EiR
5496 > 2B App Registration B
BRI ID A5EHAER o
clientSecret £ AKS 2E HFEREE SN ER
B REEAREGEMIAR
In RIS AEEAIEE o
servicelevel Hh”— standard s Premium 3§ " (FEt)
Ultra
location BTEE P IR &R Azure {1
BB AKS 25 LRVBEES D
AR BRF A EE o
resourceGroups Eﬁ’:\ﬁﬁ%Eﬁéfﬁzﬁﬁﬂ"]ﬁﬁﬁ%ﬁ% "I (EIEER)
B
netappAccounts BREREE BIRERA NetApp RE "' (EIEH)
2B
capacityPools Eﬁéﬁ%iﬁaﬁiﬁiﬁﬁﬁ’g%ﬁiﬁgiﬁ "M (EBEIE 0 BHEi)
B
virtualNetwork BEEZRIRFHERNERARSTE
subnet FkER "
Microsoft.Netapp/volumes HY
TR TE
networkFeatures HAERERY VNet IHEEEE » AILLE "

Basic B{ ‘Standard ° 48ERINEE
WIEERFRE&IHE AT » RERE
ETREF RN o TEREVARINSERHE
7 ‘networkFeatures' & & i &
RSB -



W

# 95 2

nfsMountOptions ¥ NFS B SR E TR "nfsvers=3"
#l © SMB R RBRILEETE o BE(F
A NFS fR7s 4.1 885 » SBEUE
SR PRV S EIR B B AR ALY
nfsvers=4 LUEE NFSv4.1 o £
HEENEEPRENE SERT
BERIGRACE PR ERVRIEIES o

limitVolumeSize MRFROEEE AR NKRLEE > " (FERAFARFIIT
A& KB
debugTraceFlags FAR SREEHERRRV (R EETEAR © fItn null

\{"api": false, "method":
true, "discovery": true} °
PRIEICIEEEI TR B HHR T R E
ABRYECERIEED » BEIFEDERLETN
At °

nasType BCE NFS g SMB HFREERIFEEIL ©  nfs
BEIEA nfs ~ “smb'EX null ° F2EA
null BYFEERIEIL NFS HRE o

supportedTopologies Tt BIEZENEIRF AT AES
KR o-MEEZEM  F2H £H
CSI #h#g" -
gosType =T QoS $EE : BEEFH o EE)|
maxThroughput BEATFNERARIES (B 4 MiB/sec
D MiB/#) o EZ1EFE QoS BRE
£& o

()  mBmEBsUIAEsREREN » BB HE Azure NetApp Files HRLERIMRATAAE" o

#Z 18 Azure EIRIRIE (26.02)
1 26.02 HrZsBHYA > Trident SZ3R7E 1B Azure EIRIRIEHRE I EIE Azure NetApp Files &1 ©
BM) Azure BiREIE ¢

* Azure FHERR

* Azure Government (Azure Government/ MAG)

EBE Trident Z¢FE1L Azure NetApp Files &imFF ~ sAHE(R Azure Resource Manager #1588 imE5B1{THY Azure &
IRIBIEAETT o WIRIREEAARTT  “tridentct! FLEEAESE ~ BRI &R -

FRERERME R
YNSRFEEIL PVC BFUREI TRIEIREM) #5R > BIFISERERE AR MR DR ERMNER (FAEE -

FERRAERS « BEM) o IRBEA TREIEE > Trident FECER I BIRFFEIRA Azure B  SFHEIERERT
BENAE -
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‘resourceGroups
“subnet”

‘netappAccounts’

‘capacityPools’  ‘“virtualNetwork' I

ERIAERER BT ERERERIETE - AZSHER TEREATERERME » BRAEREAIRE

ERNEZERRENR

(D ANR vNet {2 E2 Azure NetApp Files (ANF) fEFEIRE RENEREHAEP - BITERER IR
resourceGroups ;B EKf » FBAERAIRIEEEREE -

‘resourceGroups

‘netappAccounts”

“capacityPools®

BERIBIES > ARNRKERNERERTAIEFFRIEIANER > TEATUUERASIERE - T2R

ERBEREUTER :

$anY
BIREHH
NetApp tRFE
BEM

FHERE

Volume & RECE

BT

<resource group>

<resource group>/<netapp account>

<resource group>/<netapp account>/<capacity pool>
<resource group>/<virtual network>

<resource group>/<virtual network>/<subnet>

TCRILUEBERERBTE S D iU T ERRIERITARMERE R E - 5¥I557260 [SHIERE]

2

exportRule

snapshotDir
size

unixPermissions

EBHIAERE

S5 EA A

AR @ RYEE L ARAY o "0.0.0.0/0"
exportRule WIERLGEISR DR

IPv4 {7318}, CIDR FRAR IPv4 F
HERRVESAHSGIBE - SMB B2

BRUEERTE o

FEY . snapshot B#%
R E I TFERR AN "100G"

HHERERY unix MR (4 {U/\EL " (FREEIHEE > FBESIRTIMABS
#¥F) oSMB ERBILRE -  E)

true, false (BAFESRRE) ©

UTHHRTTBARE » HRAZHSHHNREERE - ERERREREENSGIE -
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EREHR/)\WERIRAARE o (FRAILLECE » Trident 2EIRCFAERN NetApp 1RE - REEEMNFHEEK (BEZ
IKEANIN ERENLER Azure NetApp Files ) » TipEiE gt ENETEEP—EEEMNFHER L - AR
‘nasType &S > nfs TERETER > BiniSEHE NFS HARREE o

AR IEMIFASAEER Azure NetApp Files M3EITER » ERERERIEEN » BEERP > KEEATERCH
IRERHERIMNVEEE o

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
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AKS S EES D5

12

I BIRAEEIET subscriptionID ™ tenantID clientID ' #] “clientSecret ® BELEEFEHEE
EBDREREN

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet



AKS HEIxRS 5D

HEBIRACE AR Y tenantID ™ clientID M “clientSecret ’ EFERAERSDREMIERIERN o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

A EAROFESNE TR S RAN

LB IR SRR E N ETE Azure BY eastus (UEFH "Ultra BREE(& © Trident  BEIFRZUEFE
JIKk4A Azure NetApp Files FYFRA F48RE » PSS It E B EEP—EF4EE L o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



‘imgf 0 BSFE QoS FEEE

LB IR B S E B 1T Azure Y “eastus i B » WEBFE) QoS BEER o

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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#ERS

IERIRERE— DR R E N E R E R N EE—FRL - ARt S EE MR EE RECETRRE °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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IR EEE—EETERT ZEHEN - ECEZERSNIERRNRIERS > L EFEE
Kubernetes IR ARELERSMAVETFLERR » ILEEIEEER o EHEUNZEANIEEE performance’
REDELEM o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2



S RBIIRERAERS

Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRREEHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EERIINZEH
P& AEEER o ELEEIFHM T AERREFEN DI LIREN AT ESE - HNEs%inRH
M &SI AEFEREEFLE > Trident BESEMNEIHNIBEEFETHMER - MEELEN > F2E "
5/ CSI #a#E" o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

HEFEESR
BAF “StorageClass' E& s Lilf#EEEIRM o
{§£F3 “parameter.selector {E M EHIE S

£/ “parameter.selector &I L 2 &1E "StorageClass 15 € st E AR & B ERN o LR &G A B PERE
FEMPERNREE ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB FR &S5 E &

f£F nasType * node-stage-secret-name ] ‘node-stage-secret-namespace * EEJLISE SMB
iR & MR PR EEAY Active Directory /&8 ©
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMRE ERRREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}



@ nasType: smb Bz SMB HARRE Y fFETFA o
nasType: nfs Z{ nasType: null EfE NFS fFEfFEM o

FEAVEE
BiRinHERRER - MITU T2 -

tridentctl create backend -f <backend-file>

WMREC(ERRIEREFRR Azure B » s5FER “tridentctl” ELH%E‘“""‘/*%TEFH Azure Resource Manager #1 Azure
BimplRIEEREREL o MRBIHEIIKY > BB RInER TR ERUAIENRE

tridentctl logs

IR MASIEAAREAERIRIRER « AT IABRIAT create a3 < ©

Google Cloud NetApp Volumes

AcE Google Cloud NetApp Volumes

&R LA Google Cloud NetApp Volumes %€ 4 Trident B9 > L84 Kubernetes T
FE R E TR °

B
Trident 23& Google Cloud NetApp Volumes > AJ AL NAS (NFS #1 SMB) #&#E (iSCSI) L&

* NAS T{EE&{#H google-cloud-netapp-volumes &if
* @i (iSCSI) IfE&#FMA google-cloud-netapp-volumes-san &if

NAS Volume 1218 Z R #1z54 > M(EHA NFS 3 SMB E#i17 & T1ZE © 5L Volume ZIBEZ(E Pod 5
EIEARHZTEE ©

& IR R IR HRIAEIREFRE - WLUEESE Kubernetes EiZERY iISCSI £ B RETHEN - EERAERTE
&R RN » IR ERELEHERE o

EERANRUTIRIE :
* Trident 26.02 KEHHRZA

* Google Kubernetes Engine (GKE) ¥ Red Hat OpenShift
* Google Cloud NetApp Volumes f£7F

AEXREEN (SCSI) f#fFskth A2 "mEELEFHF&ME (SCSI) "o



fEfE R

Eix B 5 0l:E Kubernetes TIEEEIFEAUTFAH G 7iEITHRERFE Google Cloud BR » MIEEARFER

=%
ag °©

EEREREDE Google Cloud NetApp Volumes & 1EMA ~ IEHBEBLU TG

M

* {#F3 Google Kubernetes Engine ( GKE ) ZFZEH Kubernetes 25
* GKE 25 FERATIEasEa 2#HE » fitiEE FERMAPESEERSS

* A% Google Cloud NetApp Volumes BIEE A B Google Cloud fRFEIRSE(roles/netapp.admin) {E

MHIBET AR
* Trident BRE » BiRiRHERES cCcp W EREE RS 751
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Trident #{F125
HEMR Trident BET%4E Trident > 5548%8 tridentorchestrator cr.yaml :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

Helm
£/ Helm %28 Trident B ~ SR EEmPEEBMNERS 7D :

helm install trident trident-operator-100.6.0.tgz \
--set cloudProvider=GCP \
--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-

admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BBIEE B ERMER S D REZE Trident :

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com" \
-n trident

BCE NAS {#7F

@ 1 Google Cloud NetApp Volumes UNIFIED f#7zith » Trident EITHAE BIRIER S ER
UNIFIED EEaYsn BEssEiRA] o

ESHHERER - Trident AILGHAZEEBTHHIRERBER (FIMNEFRMEGE) > LUEBEANKRR
AYRTSEN% -

BEEi2TlaHEE R

Trident 21 google-cloud-netapp-volumes SBENFET, » LA Google Cloud NetApp Volumes BCE& NAS
HEEFEZERM ©
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IEEREN 2N S2 IR T EUET -

* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod (RWOP)

EHE {@#ipE  volumeMod LIEM7ZEVET SIEMIERAS
e

google-cloud- NFSSMB  ##Z&#  RWO » ROX » RWX + nfs, smb

netapp-volumes RWOP

% 7E Trident NAS &ix

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-nas

namespace: trident
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes

projectNumber: "<project-number>"

location: "<region>"

sdkTimeout: "600"

storage:

- labels:

cloud: gcp
network: "<vpc-network>"

EZ& NAS Volume

NAS FEFRE&EFEB google-cloud-netapp-volumes BIHACE » Wx1E NFS 1 SMB %7€ °

TR NFS MR &R StorageClass

EEME NFS HHEE > 551F nasType 584 nfs ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: true

AR SMB HFEER StorageClass

AERCE SMB Volume » 551F nasType &4y smb WHEHFIEER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret—-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim 5] (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim £ (RWO)
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS HIREFH volumeMode: Filesystem©

ACE Google Cloud NetApp Volumes LU SAN T{E&#

&R LAERRE Trident » {FEERA iSCSI #HEE Google Cloud NetApp Volumes B E & 1514
TZHERER o SAN FAREE BI3EB "google-cloud-netapp-volumes-san 1 EEENFE L Flex
Unified {7 MEITECE ©

() BEHEXUBRERIEEE  THE NAS 7 -

@ google-cloud-netapp-volumes-san RIFEAE iISCS|I BIRHIEEFTMNER © google-
cloud-netapp-volumes BIR{EX1E NAS tHE > XA SAN TEEE -
B

Trident 32#& Google Cloud NetApp Volumes SAN (iSCSI) T{E&#; > £ google-cloud-netapp-
volumes-san SEEIFET ©

SAN HEREETE Flex Unified EFE RN PACE » WL iSCSI BIREEENF R 2174 Kubernetes BiIZ ©
EEARMUTIRIE -
* Trident 26.02 K EHhRA
* Google Kubernetes Engine (GKE) & Red Hat OpenShift
* Google Cloud NetApp Volumes Flex #t—f{#7z:th
* BN iSCSINI{E&#E
Flex Unified {7z
Flex #i—EFERAMER iSCS| HEIRMEIRHZRME - @ SAN BREEMYNEN ©

* %1% Flex Unified REGIONAL &R o
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* 1% Trident 26.02.1 FA%ASZ#E Flex Unified ZONAL 1 o
* SAN T{EEEEX1E Flex IRFEEHELR

5 7E Trident SAN &%

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

performance: flex
network: "<vpc-network>"

servicelLevel: Flex

#2137 StorageClass
&5t SAN &imf » #1I—1@ StorageClass 5| google-cloud-netapp-volumes-san FREIFED ©

IR AR LEE ZTE StorageClass FEEN » MABERIHER ©

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes—-san"
fsType: "ext4d"

allowVolumeExpansion: true

SIERIERASREDR

* ext4 (FERR)
* ext3

* xfs
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@ SAN EEENFET{ESZ1R Flex ARFSARA » RER NAS FENRIRZE > AUl exportRule
unixPermissions > nasType * snapshotDir v ‘nfsMountOptions 2147/ tHREERY

ACE & IR E

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX W—EE RIENEERITE ReadWriteOnce HAIRE I i 18 BMEAR@E HA &5

Y
AN —]
axX AE ©
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim
name: gcnv-san-rwo

ReadWriteMany (RWX) — {£R15& 15

{£7f “volumeMode: Block Bf A4 2 #& ReadWriteMany ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san

BRSBTS
EIREAIEELL iISCSI LUN R ECE » WU EIRE BN 21848 Kubernetes &2 o
EIREEE -

* M iSCSI HE

* TRERAFNREERZIN
* [ Trident MDA EIER

* ¥1E%%& Kubernetes ZEUET
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FERT
Trident AL E R & RHAIRE IR TR :

* ReadiWiriteOnce (RWO)
* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX) > ETEMUFIER FX$F volumeMode: Block

volumeMode T4

‘volumeMode " BT @ RHEEEN ARSI

* Filesystem Trident t&TV{CA BIEHFLIRE ©
* Block Trident iEIZ BN HEARREIREE QR o
SIERIIER
3 google-cloud-netapp-volumes-san SEBIFENECENEIRMIEE T IE
* B
* MR
i -E
* [RER
* SAEERN
* EBEA
X85 GiB BERLETH

Google Cloud NetApp Volumes BRI & B F A TTE IR - BERENASELE > IWAtEE R MZO8]
REEEE A/ o

ASASREET ¢

* PRI ARXITEE 300 KiB RYERIME
* REBERNMERZA 107 MiB BIZRSMNFEEH

5% Google Cloud NetApp Volumes R % GiB BI43AC » Trident BB T AR AERE X/ NMEEME
#BiB PVC 33K :

* RERRBIA/NE EEEE T —(EE# GiB
* HIGERSMY 1 GiB EEE&

& -
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* PVC &K : 100 GiB
* Google Cloud NetApp Volumes FREEERIA/ : 101 GiB
* EAREXTRNAAZERE - £/ 100 GiB

Pod &

ERAGHEEIREEE (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

FRisEERE (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw—rwx
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YINAIEETTR

H1E Google Cloud NetApp Volumes B2 &R SAN HIEE :

* Trident 7E Flex Unified #7712 I BERE ToRA5 (LUN) o
* BEFGHAR » Trident 4% LUN HFEZISEEIEEAY EEHAE o
* EENRAEETEHAR ~ Trident :
° E A iSCSI BiZ
° $R%& LUN
° FLEZ R
* Y158 volumeMode: Filesystem ’ Trident @REERINICEB WG EHE o
* Y% volumeMode: Block > Trident BAFHEBEIZ I HIZREL pod > MEBECTEE

@ SAN & HRHAERE NMRH D BTV E R AHRINEE o E S EERFINE IR &R
(ReadWriteMany volumeMode: Block) * FERRHIERRAAXAEIEWEMY -

# T Google Cloud NetApp Volumes &1
7ZBCE Google Cloud NetApp Volumes &imZ Hi °» EERFMEUTEX o

NFS 5 SMB WRE RIS R IR

MREEERFEA Google Cloud NetApp Volumes S EFIMIEER > BIFEEET LB E A BERTE
Google Cloud NetApp Volumes 317 NFS 3§ SMB Wi - 552/ BGZ A"

7E52%E Google Cloud NetApp Volumes &R Bl » :BEREEEEUTRY :

* B8’ Google Cloud NetApp Volumes BRFSHY Google Cloud #RF ° 552R"Google Cloud NetApp
Volumes" °

* f&HY Google Cloud IREBIBEZRRIE o AR FAIEER"

* B% NetApp Volumes Admin (roles/netapp.admin BRI Google Cloud fRFSIRIE ° sA 2R & 9 EifF

NEEABMER" -
* {GHY GCNV 1RFABY API 8183 - 552R "EIIRFIRE "
* R o SRR R o

BRIMMEIEREE Google Cloud NetApp Volumes ZEUERBVEHAE R ~ s552H "5 E ¥ Google Cloud NetApp
Volumes BY7FEUHERR" o

Google Cloud NetApp Volumes 75 & ZEIEF1 545

T f# Google Cloud NetApp Volumes BY7& lim4H AR 352 IE G 143 R AR AR &0 45 o
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FERIHETEE — Google Cloud BIFHFECEMIEE - EEFHMEIRPEILMIEE » MU EEEMEBIE o
2% =REA TE=%

version YRER A 1
storageDriverName EEREHEXNLE storageDriverName Y

BEXZEEE# google-
cloud-netapp-
volumes] °

backendName (ER) #ERIRNBEI%E RSN TE " " APl £i8
H—&B 7
storagePools ﬁﬁﬁ??ﬁﬁﬁﬁﬁ%@@ﬁZﬁ%ﬁ‘;{ﬂﬁ'ﬂ%ﬁﬁ%%5( °

projectNumber

location

apiKey

nfsMountOptions
limitVolumeSize

servicelevel

labels

network

debugTraceFlags

nasType
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Google Cloud tkFEZ4R% © &% {ERI7E Google Cloud
AOPHEEERKRE

Trident 3 GCNV F4IR&RY Google Cloud i & © &

I BEEIH Kubernetes 225K » 1£ “location’ A2 17 BYR

& AR AEZEIZ{E Google Cloud &igiENEs FAIT
EEaE - BERIERETELIEINEHH o

BEA netapp.adnin ABR Google Cloud
IRFEIRSEAY AP £ - EES Google Cloud AR
FEIRSRAAEBAEZERY Json HBARE (REFEHMER
FBIHREET) o apikey WEASZTUTHRAE
fE¥f . “type project id™ client email ™
client id™ auth uri ™ token uri:®

auth provider x509 cert url'#Hl
‘client x509 cert urle

¥ NFS #HERIRETIMEER] o
INRFBRHEERE A/ BBILE > BIECERMK -
EF R HERE RS SR o BUER flex

standard > premium'8{ ‘extreme °
EEARHIRERNES JSON A FHRE

FA1? Google Cloud NetApp Volumes FE&R Google
Cloud 48 o

AR SRR HE RNV EEEFEAZ o HJU0 {"api™: false,
"method":true} ° BRIEMIEEEITREHBRIEE
SHARRYECERIBED » T[RIGEDEBIEIIEE ©

FCE NFS B SMB HAFRERVEIL  BETHA nfs
smb’ 8% null ° FRIEA null BIFERRZRIL NFS HRE o

"nfsvers=3"

" (FERAEHIIIT)

null

nfs



W

# =RER

supportedTopologies FRMUILBIFZENEHMAIBESE - MEEZEH >

AR ER CSI#RiE" - F -
supportedTopologies:

- topology.kubernetes.io/region: asia-

eastl

topology.kubernetes.io/zone: asia-eastl-

a

Volume FCEEIE

TR ATEREMER defaults BEEHPIEHITARMIRERE o

2% =7 EH 8%
exportRule iR ERE L RA - EEME  "0.0.0.0/0"
SEOFRAY IPv4 (3ET)ER > (i3RI
R4S o
snapshotDir FEY . snapshot B#% true, false (FBRRITARIBEEFR
K[E) o HERMERRE) NFSV3 RES
"false"
snapshotReserve AIRBIREHIEE T DL " (EZERIE0)
unixPermissions HFERE&ERY unix R (4 n)\E&L "
#F) o
FFIAARE

UTHHIRTTBARE » HPRZSHSHEREERE - ERER

BinxEBEHGIE o
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SUNERG
ERBHR/RIGAERS o (EALLAERS > Trident BEEERENAMIET » #EIRFAEZIK4E Google Cloud
NetApp Volumes BfEFE R » MBI ERETEP—EZFAN L - B nasType & B
nfs FEREGER » RIS EMHE NFS HBIEE -

MREMIBALAEER Google Cloud NetApp Volumes METTE R » IhECE RIEBRVERE » BESEF » §7]
AEEEAR EHIREIRMERINVEEE o

() 8 <id_value>' “<key_value> BB A ARRTSIE S/ o
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my—
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelLevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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FEHRERAR AR

I RIRAEEE—IERPEER T ZEERSEFA o [EREIFME storage BERPER - BENEZEZER
FIARTS B AR HEFEE IR « WABTE Kubernetes IR ARELERAMNHFENR - ERERNIEEE
B ERERMNERAREDEIRM o FI80 ~ 7ZELATEAFIF « “performance #Z2##1 “serviceLevel 55!
RED ERERM o

TR URE—EEARA ERNNTERE » TBERREERMITERE o T &M
snapshotReserve # exportRule HAFTA EEMBITER(E ©

NEBSER - BSM EREE o

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-—
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gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelLevel: standard

GKE MEixS 5

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelevel: Premium

storagePool: pool-premiuml
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Trident SE3UMRIBEEIFF T AEA T FEEREWIEE o "supportedTopologies’ b #& imfAn & FRAVIZ T EE & 15
BRASERRREEHMTAESE o IbERisENEIHM A AR ENEEEE Kubermnetes EERIINZEH

FH&EHM A AEERTT - EEEEMATAEAREFERN PRI LURMERNATHEEE - HNE S RInRM
M@ A A& FERHTFLE > Trident EEIEENEBEMABEFRIMIKE - MFEZEN > F2H "
M CSI #hi" o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

B RIE ?
BiuRinHERER » JUTU T2

kubectl create -f <backend-file>

+

+
i
=
Fit
PO
\=I—
FII]]

BEMINRIL - HFHIT Me<

kubectl get tridentbackendconfig
NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1£f£f9-b234-477e-88£d-713913294£65
Bound Success

WRBIHEI K » AIRTBIFECEFEME o oI LUFERA kubectl get tridentbackendconfig
<backend-name> LR > HATUTHRSEEHFUREREA :

tridentctl logs
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RGB! MAZ IEABREAERVRRETR « (R LAMIBR B IRIE B 1T create A5 % ©

EEFENEER
UT 2R LiginIEZA "StorageClass B ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

{£F3 parameter.selector HHIBIEEFIESR :

{8 parameter.selector A LUAEE StorageClass e ANEEEHIEER "EHEFEM" o ILHERER

BAFMEMFEFIPERNRER o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

NEHFERNFAEN - 2R "B HTER -

SMB R &SRB E &
£ nasType node—stage—secret—name\ﬁl ‘node-stage-secret-namespace ’ GO L3SE SMB i

PR&E W IR HFTEERY Active Directory /&:E o EI A BT ERERIEEFRAY Active Directory f# & 18/ H559 1]
FR{EENEEPEER 18 o
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Taszan Rz _ERVEACARRE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SE st = E AR ERHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

SEMRE ERRREE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}
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@ nasType: smb EniEz$% SMB HAREEREETFEM © nasType: nfs B nasType: null EhiE
NFS fEfEA o

PVC E&&if

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

HEEE PVC EEERE » AT Me<

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

genv-nfs-pvec Bound pvc-b00f2414-e229-40e6-9b16-ee03eb79a213 100Gi
RWX gcnv-nfs-sc 1m

B2 Google Cloud NetApp Volumes FIEE#DE

BEDE2E1B Trident BIHZSEH PersistentVolumeClaim sEARTEHATR B i B AR E 1T5%
ERY o EAILAER Trident 2 Google Cloud NetApp Volumes :&E BEIDE o

R

BEDEfEFIIRE AR Trident BEIRCEMIRE @ RAEBRERCVERBERERE - SHRETEMRERHTME -
X AERERIAZTFENE FIRIRKIEE o

Trident EEZIUHEERERBEIDEBRE © Trident 26.02 A ZIEALEREE
*EE”_A

BE#NE

BEDEFFSREFIRRN » REFIRRRENENMEEEBRERERE - BERBERIFETEITHY > WIFRD
RPAERL o
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DERRY
PERFRAIAERSAMIFERBEEDE -

SEUUTRES | ¢ auto | MAEREEREANEEDE * none : FRESHDE

LIPS -

RAREIRE T ERBRAEN G2 ERFREZACAFRTIFGHRENRIERY « LAXBIEED ERFEFRE

BEA auto BEEA o

HHREIEE

i

*RREEEE
BERERESEHERNETRE -
* EFEMEE BRRNZNRENFIE MRS
* Volume #[E &3 PersistentVolumeClaim sH#ERMN E—HEE -
Trident ERBESERENERMUBIREBNAERE
BB TIER
EMHRRERERTZEERER > Trident BEMA THIERIER !

1. PersistentVolumeClaim :¥fi#
2. Trident & im4HAE
3. FFEMTERE

EREELIEFERNRESBEERRERNE -

Trident 26.02 X EAYIHAE
Trident 26.02 238 LLF Google Cloud NetApp Volumes B &1} EINAE :
c ek ENERARERESSE
* 7£ Trident BIHAAEPEER D ERA
* M PVC s EE D B RIS EHRIR&N/SEIRE
* AR B EES EBNEEEREISAH
Trident 26.02 AARZIBAIINAE
AEUTHRE
* ERUMRERENBESERTE

* {#f Kubernetes EfiEEIRFHIEEN S ERE
* 1 Trident EEMNHE T EREZINEREHDERTE
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BIECESH
LT 2HE]TE Trident BIREEPERFIEH BEDEITA :

~
/
A

28 | 55

tieringPolicy

17|

tieringMinimumCoolingDays

iy

FE:R{E : 31)

{EH PersistentVolumeClaim ;12T R EAES
SIEREERE
PersistentVolumeClaim 52 A sF H S EIEEN BE D EREEITES ©

SHiR AR
trident.netapp.io/tieringPolicy ERHEEN D ERA

trident.netapp.io/tieringMinimumCoolingD BEHIFEEAY/SANKEE
ays

#5f5 : PersistentVolumeClaim BiE#I D EB S

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce

R EN D ERA(auto 3 “none)
BRlORBRINIEEREXRE (FE : 2-183 -

storageClassName: google-cloud-netapp-volumes-auto-tiering

resources:
requests:
storage: 500Gi

1773 FNPRE

BRECETS

c BE D RBR BRI E R ETIMEER -
* Trident FECE TR EAE AN EBEE °
s BOERIRBES none i > SAIH B R AR o
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* BEDEBELIE NAS & (NFSHISMB) o
© BIRHERE (iISCSI) AZIEEENE °
* Google Cloud NetApp Volumes {#7FMw4ZB7E Google Cloud HFEIFH BEI D Ef#ETF ©

XEE

* tieringMinimumCoolingDays BIEXEEE : 2 = 183
* FER{E 31

i2 € NetApp HCI T SolidFire i
T #RUN{AI7E Trident Z2ERE I Element i o

Element EEENTZTLEEAAE N

Trident #21t solidfire-san FFRHEXLEERERN - XENFEUERXEIE | ReadWriteOnce (RWO
) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

‘solidfire-san’ {EFRRENIEINZE EHE M &IE MIRERT - HIY "Filesystem®
volumeMode * Trident EEVHEEWIEVIERRLL - ERZRMHEEH StorageClass }5RE °

st wHmE VolumeMode — HEMFFEMER  SIEMIEERG
solidfire-san iSCSI &1 RWO ~ ROX ~ BIERERL o [RIBE

RWX » RWOP IREEE o

solidfire-san iSCSI BERHK RWO ~» RWOP xfs, ext3, ext4d

a2 Rl
TEREIL Element &I A1 « GREFFIER

* 117 Element BN ZIERHERAR ©
* NetApp HCI/SolidFire £ EIES N B FRENESE » nEIEMIRE o
* FiE Kubernetes T{EENELENFEZLZELHFERY iISCSI TH o s52 0" LIS EFEE"

BimABRRIER

2R TRINT AR IRERREE

2 =RER FE=R
version YRER A 1
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2¥ Sk B
storageDriverName EEREHEXNLE YR4R Z "solidfire-san”
backendName EHEAEEAETEE Y "solidfire_" + {#7Z:&f (iSCSI)
IP {ir3ik
Endpoint BEHPRFEERB SolidFire &5
# MVIP
SVIP 7R (iISCSI) IP {UntFIEEE
labels BERNREEERNER JSON 18
IREE o
TenantName EFRANEELTE (WRKRAEIE]
$837)
InitiatorIFace 1 iISCSIREMRBIFFEEH E "default”
UseCHAP /8 CHAP 1 E % iSCSI #1751 true
B58 o Trident FLfEFA CHAP 1 °
AccessGroups E{FARFEEHA ID JBE SH%% Ttridenty BYFENEHE ID
Types QoS #R&i
limitVolumeSize WMERABAREEEANBBLE > " (FERAEHEIT)
BIECE LA
debugTraceFlags FA SREEHERR RV (B EETEAR © I null

a0 ~ {"api":false, "method":true}
=& BRIEMCIETE TR HE AR B ARV ERMEED » TRIE/ER debugTraceFlags ©
Al 1: solidfire-san SRENIETNE A = EHIRE AR NE IRHRE

tEEEAIER T —EfER CHAP BRsE RIS » WH=BABIE QoS REVHIFERIET 7 BE o LR
FEEEMER IOPS 7R S BIREERRHFIER - UEERSEREFER -
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

gl 2 1 solidfire-san ERENETVEICERERMAVEIRMH#FIRRHRS
IEEEAIEETR TECE 7 ER TR R IR ERIBUKR 2 EELEERTRY StorageClasses ©

Trident FTEACERHAFE RN ERRBERI BT LUN - BT HEER » EEESAUASEERE
RNERRE  WIRIREASHERE DA -

T AR IEERIET - PRAEREFNERE THENTERE » BLEER type sE Silver o EHHNE
‘storage’ BERFPTES © TEULFHIT - BMFEFMRE T B CHVER > M HEFHRIBER T LAERE -

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true

Types:
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- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-1la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us—-east-1d

LT StorageClass E &8 it E#Eth4ERE © £/ parameters.selector i » & StorageClass #3E 15
ErR AR EHEENER - MiEEAAFEERNPERNA®E o

25—1@& StorageClass (solidfire-gold-four FHERIE—EERFHETN - ERE—IRUEERIMEE
Volume Type QoS 72 Gold BIfETEA o Fx&—1{@ StorageClass (solidfire-silver EiaEEMIRHE AR
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MBERYfETE M © Trident iOREEEMMEERE M » WA SHEFEKX -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver
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provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver

fsType: ext4

SHKREZE
* "Volume TZEXE$4H"

ONTAP SAN EEEFZ

ONTAP SAN ERENFE Tt
T #EYN{E/{E A ONTAP #1 Cloud Volumes ONTAP SAN EEENFZTNERE ONTAP &l o

ONTAP SAN EEENFE s 4H 1)

Trident 12T SAN REFERENTER « AL ONTAP & o TIEMNEFEUENEIE | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

EEEs fSitnE  volumeMod SiEMTFEVET B R AN
e
ontap-san iSCSI SCSI &1 RWO » ROX ~ RWX  EfEZzAL ; BEREiRkE
over FC RWOP =
ontap-san iISCSI SCSI  EZEAR#K RWO ~ RWOP xfs, ext3, ext4d
over FC

ROX #1 RWX 7£
Filesystem FAER@EE LT

ABJH o
ontap-san NVMe/TCP &i# RWO * ROX » RWX « EZZAY ; BElEipiE
RWOP =5
-
BEINVMe/TC
P BWEfMZE
2EIF o
ontap-san NVMe/TCP #EZ %4k RWO ~ RWOP xfs, ext3, ext4d
B2 ROX #1 RWX 7
FINVMe/TC Filesystem Bt @ER T
P BNEthE RE[A o
2EIHo
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EEE {#ipE  volumeMod LIEM7ZERIET SEMIERAS

e
ontap-san-economy iSCSI &R RWO » ROX ~ RWX ~ HEIERRALR ; [FIREIRE
RWOP =1
ontap-san-economy iSCSI B4, RWO * RWOP xfs, ext3, ext4

ROX #1 RWX 1&
Filesystem Wi @R T
RaJF o

* EETRIRR AR E FERREEI 21 ONTAP Volume [RHI"EF » 7 £/ ontap-san-

economy °

* EETRHIAR AR E FERREMEI 2% ONTAP Volume [RH" B#EfER ontap-san-

g economy SEENFETNEF > A {FF ontap-nas-economy °©
* MRETEAFTEE R HRE - KBERNITEN > 5570 H ontap-nas-economy °
* NetApp B& ontap-san 9b » REERTEFRE ONTAP ERENFZ A EA Flexvol BENERINGE © 1F
AEIBHZE > Trident SIREARIBTAR > WABEMIBRE Flexvol MR o
EREHER

Trident ZE L ONTAP 5 SVM BIEES7¥1T » BEFEA "admin' REFAED 'vsadmin'SVM FAE » S
FEEHERABEBLBEARNERS o 5 Amazon FSx for NetApp ONTAP ZBE - Trident EELL ONTAP g,
SVM EEBEE B DT » FAEE fsxadmin EHEE D vsadmin'SVM FHE > HfEAEEHERAGERZERE
HERE o fsxadmin' (ERECEEEEFRENBRERNLE

WRMERA limitAggregateUsage 28 » QIR EREEIES R o & Amazon FSx for NetApp
B ONTAP £2 Trident $#2ECE AR > limitAggregateUsage 282 “vsadmin'#1 “fsxadmin {FH & IR
BAMEZR - IRIETE US> HEIEERRK -

HEPARTLATE ONTAP FRE T ERARRIA B Trident BRENZNER > BIFITEZESHKM - KSBHhRAHY
Trident G IFAYZESNGY APl > B API BEEZE > EERARETRBEESZ HIE -

NVMe/TCP HWEME=EIE
Trident STIEFFHIBRF M CIBESENAE (NVMe) tHE » M ontap-san SBENTET » €135 ©

* |Pv6

* NVMe FEREE RYIRIBRIME 2

* 3A% NVMe Volume IR/

* B ATE Trident SMEBEEIZAY NVMe HEFRE > LUE Trident BIEH 4 aniEHH
* NVMe R4 LR

* K8s EiftHYEIERARASIFEBHRARR (24.06)

Trident 718 :
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* NVMe [FE42#E8) DH-HMAC-CHAP
* REHEREX (DM) ZEREK
* LUKS 1%

= NVMe {£%1& ONTAP RESTAPI > 7%1& ONTAPI (ZAPI) o

ZE(# {50 ONTAP SAN EEENfE AL BB iR
T fR{EA ONTAP SAN EESIFZTNECE ONTAP BiIRAVERMEREEIEIE o

¥ FRA ONTAP &if ~ Trident Z3RZE/E—1E Aggregate $5Ik45 SVM o
"ASA 2 24" EAEfth ONTAP %4t (ASA « AFF #1 FAS) EH#EZEERMNEBEARLEFRATE - &

=t ASAr2 Z4ih > (FREER B&MIE Aggregate © s52E] "=" MRENXE » BEEEIAITE ASAr2
A& Aggregate 35k SVM ©

Aol » FIER BITZERESIEN - WEIEAHEP—ENS —ERSEZXNEFER o fId » EeIRE—
1_IEIt “san-dev 385! > {FH “ontap-san BEENFET > LUK:—1@ “san-default $85!] > {#F ~ontap-san-economy EEENFE
I o

FB Kubernetes TFEIRLER A AREFERY ISCSI TH - s¥I15:F20 "EETIFEE"

Ec8 ONTAP &l
Trident $2ftM1& ONTAP &imEREER o

« HiYESE | EEFEHERRY ONTAP FEHEENEHAELBNEE - BREHATALEENZE2TEAAE » flT
admin 3 ‘vsadmin > LUFE{REL ONTAP HRAERIERAEEME ©

o ENEREE | Trident Rl LAERRZEEFRIRAREE ONTAP £ &N - EEREBENR T BlInEENEEEER
Bin/ReE ~ SWMUKRZEIE CAKE (WRMEH » #:8) B Basebs 4RHEE o

TRIUEMIRE Bin - UEENENENRRENGEZEBE - B2 ) —RAZE—ERELZE - BEUNHAE
FRENEEETZE » EOBARBIRERPRIFREL X -

wo  NRECESHRRHRAUREN/ESE - AIRIREISERN - WHIRESR » RmERERRMETZE
- BRsE 70 o

i

BYREMNIEN RS

Trident BE SVM £[E / ZEHENEIEE /KB EE ONTAP Bim@s o ERFEAEETALEEZNAE » Fla
admin 3 “vsadmin ° 35 AJFEfRELRZE ONTAP FRZASEFTES, A& R KRASATSEZ AR Trident ARASERRY
INEE API o BESARI I B ] 2B A B GBI HE Trident A ER (ERERESHERM o

& im e ZEHII0 TF
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

HER ) BmEE e —MAXFHR A HEEREERNNMS c BYRIR2 % > FHERE / RIS (FH Base64
4RHS > A #1F4 Kubernetes 4% - B EHRIGEW —FRERATEERNNTE - Bt - E2ERBESH
THIEZE > BB Kubernetes/ (7 BIEEH{T o

R RENSERERE
WERMIBARIRE T UERRE R ONTAP &l c BIRERFTE=—ESH -

* clientCertificate : FH P im/&:%HY Base64 4RIG(E ©
* clientPrivateKey: BEEFAZE £8HY Base64 #RHG(E ©

* trustedCACertificate : Z{51E CA /R:EHY Base64 4RS{E o NRFEAZTE1EL CA » BIABIRHEILZRE - 10
RAKRFEAZE1EN CA > BIRfUZERIERE o

AN TERIZEIEUTEER
TER
1. EER PGSBS o B4R 5 ¥ Common Name (CN) HEAEEITEEA ONTAP (FHE o

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. E%EE’\J CABRBHTIEE ONTAP & - RFEES A BAEREILIFE - MRREREER CA » F2

security certificate install -type server -cert-name <trusted-ca-cert-

name> -vserver <vserver—-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP =& L ZE AR IR/GEMEHE GREFE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

sy PATUEER 218 > ONTAP ERTEIARGE ° M EPER 1 PELER "k8senv.pem 1IEEAZR > 2
i BHA END MUSER RS ©

4. FESY ONTAP Z2 B AABXIIE cert BEHE ©

security login create -user-or-group-name admin -application ontapi
—-authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. EAEEMRERIEEREE o #§ <ONTAP Management LIF> #1 <vserver name> 122 Management LIF IP

7N

1 SVM 478 -

curl -X POST -Lk https://<ONTAP-Management-—
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. f&F3 Base64 $/R:E « IMMNZIEERT CA RFTEITHR ©

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. fER L —PEFIERIRI o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
I S e e e e e
e fremmmeme== iF
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

EHE AR

TR UAEFTIRA Bin U ERA TR S (05875 AR RS © ILIRFEmARL ﬁﬁﬁﬁ%%%%ﬁ/ﬁﬁ%ﬂ’]@

BT EMAERER ; ERRENRIREIUENSENERERMR | BN S 7 E:

515

o 73t

/|\
ll_:\

WIARBERIRAR

BasE 7 AN ATIS B R PEREE 75 0% - AAREREIFE2 BB ENRRRY backend.json FEZRMIT

tridentctl backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

ERIAEIEES > (AFEIREMANREN ONTAP LERENEN - 2% » BRIRFEEETERN - Kl
3 a0 AISREREMESERE - RinEREEMUEAMES - ZEREAHE ONTAP &
EPMIFRERES -

FHRIFEA GRS B2 THRENFE > AR EZRBIUNHIREER - RIRERMBINIZRT Trident AT
Bl ONTAP & imiE 1l BRI R RAVHERRE (F2E ©

% Trident 217 H5] ONTAP B &

AR —EAA RE#ERN ONTAP £E A > BHRIEMALEER ONTAP EEEE A BT Trident RHITHR
E o BIGTE Trident BIHAARE P E S EAELTEE » Trident EFEAKEIAN ONTAP REABIRMNITIRME

INTEFEIL Trident BFTABAIFMEEN » 5526 "Trident HF]BEBELES"
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EERABRAI > ABESE Save
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEELEN - FERTIER -
* "EREE ONTAP WETAR" X "E&B:TAR"
* ERAEFERE"
fEF% M CHAP ERs5iELR
Trident AJLUfEFA M CHAP ¥} iSCSI TERSEETTEREE » AR “ontap-san'# “ontap-san-economy’ SRENTE

I o EREARIEZRTRUA useCHAPEIR - ERE R "true B > Trident 1§ SVM BITRR BB L2 MRTE
#AEM CHAP » W BIRIERERE A ELTBNEN o NetApp EREAEM CHAP RERRELR - FA2RUTE

59


https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/FAQ__Custom_roles_for_administration_of_ONTAP
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap/authentication/define-custom-roles-task.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_roles_users.html#rest-api

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

il

2 false o

“ useCHAP BHBHMEREIR » RAERE—R - TERIES false © iGHRS true & > EIEBRHER

F%7T useCHAP=true Z%h> ‘chapInitiatorSecret chapTargetInltlatorSecret‘

“chapTargetUsername #1 “chapUsername I TN BE SERIFEET © Bl
‘tridentctl update’ REFE & o

BIFAN

STk 0 AT LUSBBETT

1% "useCHAP &2 true % > #1ZBIEEE15T Trident EFHEFRIFRTE CHAP - EEIEUTASA -

* £ SVM LE%7E CHAP :

° YNR SVM BTBREFEEREFZ2BR % none (FBRRE) *B*HIEE&FBETALEIER LUN » B Trident
SRTERZ 2 ERRS cHAP » WAEERE CHAP SRR BEERELBREE -

° YN SVM & LUN > Trident iAE7E SVM LRIA CHAP o SHEfRYE SVM EEF7ERY LUN RITFELR

SPRH] o

* FcE CHAP R@ B RERELBNENE , EEERAWRTERIRERPIEE LA -

BRI » Trident @2 IIHMEM tridentbackend CRD » Y CHAP £igfl{E A ELIBHES
Kubernetes &8 ° Trident FEILBIREIIAIFRE PV &#Bi&E1R CHAP 3 EEITHMFNELR ©

RIASTRR BRI BRI

EOI LUEBEFT backend. json FEEABEY CHAP 28K EH CHAP /&:E ©
tridentctl update AR RIRMRISLEETE o

IZI

® EBIRE CHAP ZHEEF » AZEER “tridentctl REFT1BIR © 35

il

EEH CHAP £88 » MifER

/116 ONTAP CLI 5 ONTAP

System Manager B FEE _ERIEREE » H% Trident i # AR IS LS o
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

RAEEGRRAZZE ; IR Trident 7£ SVM _LE# 7 0BE K > BEEGREERS(ERTIRE o MERER
%%ﬁﬂ’ﬂ%ﬁ%ﬁﬁ*ﬁr » RAEGRAEERST(FATIRAE o hENERITEINEREN PV RERHEEREMIRESR

ONTAP SAN =% EZEIEM & H

T FRUN{AITE Trident 4L I F1EA ONTAP SAN ERENTET o ZASENIR (& in4RREEEHILL

BB In ¥ FERE StorageClasses BYFEAHERN o "ASA r2 247" BAE{th ONTAP R4t (

ASA ~ AFF 1 FAS) E#ERNEEAFNLEMAR - ELEERE S ERER2YUNERS
v (W0EERR) o “RABERE ASA r2 RGEIEAM ONTAP R4t 2 EHIZE 2" 1F Trident & im4H
A BAEEIETE RS ASA 12 o BITIEIE "ontap-san'{E# “storageDriverName’

B ~ Trident & EH&{H8] ASA r2 S Efth ONTAP 24t - M FRFAT ~ FEBIRAHESH R

TR ASA 2 R4 ©

=F ASA 2 R4R{EX IR “ontap-san EBENFZT (£ iSCSI ~ NVMe/TCP #1 FC %) ©
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icate

clientPrivat
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svm

storagePrefi
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aggregate

=R EH

CHAP B1ZEiEh23 555 o UNIR "useCHAP=true B &4
1HIEH

AIG{FERESTE - 1R "‘useCHAP=true Bl AHIEIER
BiEFERE4LTE o R useCHAP=true B A& IEIER

B PimR/&FEH Base64 fRIE(E - AR /&HEES

AR iRFAZ$&EM Basebs FHEE o AN /&RERERS

Z{Z1E CA &80 Baseb4 ARIGE ° LB ATE -
ﬁ/\ﬂ_n n;.gg:%A ag °©

Bl ONTAP REBFIRHNERE R - ARENRSE
5158858 © HRA Active Directory 8238 > sA26 (-
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E1 ONTAP REBNFTEIEES o FHBAEE\ BENEHR
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EEANREEERKS

£ SVM HEC ERTHAER & B PR EFRRYAT AR o SAIERR o
EEEMILBY - CEERIMNEBIS

BRECER Aggregate (BEFR ; NRRE > BB
k&G SVM)  ° #HR ontap-nas-flexgroup SEENFE
o MEEITERS AR AR o MNRKISIK > BT A R{E R
ARy Aggregate ZRECE FlexGroup Volume ©

& SVM Hf Aggregate BB

» Trident & BEh#wsE SVM 7 »
EEHENS Trident Controller © ﬁﬂ%fax

B Trident R EARECE Volume

BI4F7E Aggregate » BIJUNR %

3 Aggregate #EHar BN SVM H#E
> BinE TS SVM Aggregate B
HEABEARRE o [TAEHEEZ Aggregate
BE A SVM REFTEH Aggregate »
H:j%ﬁ%ﬁ STk AREFERIRIRIEELR

=5 ASA r2 ZMISTE ©

UMRISE T managementLIF SVM
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# =RER

limitAggrega WRFEAFBBILESLE > BIECELRK o MNREFER

teUsage = Amazon FSx for NetApp ONTAP #&if > s5 71167
limitAggregateUsage © feffBY “fsxadmin #l
‘vsadmin' A E & {EA Trident 12 Aggregate 1ER1E
S ADLARRHIFR S BIHERR © 55717 ASA r2 Z4I5RE ©

limitVolumes YWNSREERAVHERE X/)EBBILE » BIECERRK © LE5h >

ize R EEIER LUN BREE K/ N LR ©

lunsPerFlexv @ FlexVol Y& A LUN BIEXZETE [50 ~ 200] #E

ol A

debugTraceFl MREEHEBHEIETEIEE o HIU0 « {"api"false,

ags "method":true} FRIFITIETEIETTRREEHEAR L R E 5+ 4V
SCEREED ~ BRIGEZIER o

useREST M2 > AR ONTAP REST API ©

‘useREST Ei&EA true B> Trident
£ ONTAP REST API

Bl ; ERES false®

Bf > Trident fEF ONTAPI (

ZAPT) MPEOUEARIRZEEN © IEINREEEE onTaP
9.11.1 BKEHhRZS o kLS > EARY onTAP
SABBYWERR

‘ontapi FEARENFEUER - FALEED
“vsadmin M “cluster-

admin BAEIRELLEER o £ Trident
24.06 HRZASFN ONTAP 9.15.1
HESHRAEAYS ° " useREST  THERERESS
“true® ; HEFEA ONTAPT (

zAPI) BMEDY > 554§ “useREST EES
“false °

useREST e2 A NVMe/TCP 1Z#E o

NVMe {E1E ONTAP RESTAPI » &

o % 1& ONTAPI (ZAPI) o

?D%*EE B %% true (GEFAI ASA 2 241

sanType FAMEEE iscsi AR iISCSI ~ nvme BAR
NVMe/TCP 2% fcp &R SCSI over Fibre Channel
(FC) -
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2 SllE TE%
formatOption {#H formatOptions' % ‘mkfs er TIEEM LIS »
s ELS | B ESTEANCHEERER - EFRAIER

Ri%E S RIFSNCHRE o SBRERIEER
formatOptions £2 mkfs fR < EIEEL » EREFEE
PR1E o &35 : "-E nodiscard"

F B iSCSI FE#itHER “ontap-san’# “ontap-
san-economy SEEIFER o *ItESh - {EF iISCSI
NVMe/TCP fE#itiERF > th321% ASAr2 R4

limitVolumeP {E ontap-san-economy &im{ER LUN BFRlsAKMIRK " (FERRAF5&HIFIT)
oolSize FlexVol K7Jx o

denyNewvolum PRl “ontap-san-economy #&imiEIIFTAY FlexVol Wkt

ePools EUBEEZH LUN  (EFRTESFEER Flexvol KA E
MBI PV o

{§£F formatOptions AV
Trident EEIRAU T EERIEREEER -

* -E nodiscard (ext3, ext4): TE#1T mkfs KA ZEREZREHN &R (EEREENHE / FRKEREL -
PIREREHERREAER) - IEENATERAR K1 EIE - BRI ext3 7 extd 1EHFRA

* K (xfs): #1T mkfs RIREERZREEMN &I o IIETEFERAR xfs IR R4 o
f£F8 Active Directory /&5 %1121 SVM 1T Trident 5858
IRAILAERTE Trident {8 Active Directory (AD ) ZFE¥H & IR SVM #17885E © 7£ AD IRE A LUIFEX SVM 2
Al ~ AR TE AD AIEIEFIIEEEE R SVM NFEHERR - EEFR AD IRPETREEIE « BRI
BB o HIBEFB SR "1 ONTAP IR E Active Directory 4BI#=H237FEY" o

TR
1. %% SVM REAIFZTEZRL (Domain Name System ~ DNS) &€ :

vserver services dns create -vserver <svm_name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. $11T 5654 ~ 7E Active Directory 173 SVM EITBSIRS :

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. fEFILAR <RI AD EFE S BHERERRES SVM
security login create -vserver <svm name> -user-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. 7£ Trident BIRAHRERER » 1§ username H password B FIRTE S AD FEHE S EHEATENZE o
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HHER “ontap-san EBFNIE R MIFF B HEREE ~ Trident ZEESMENN 10% MIBEZE FlexVol 1L

B4 LUN FRAEERL o LUN #BRIEEAETE PVC FeARAVFELIAR/NEITHRIER o Trident ZEESME
L, 0 10% BIBEZE FlexVol (£ ONTAP FREERAR AR/ o FREREFRESMMFERNTA

BRE o IbETIERFSLE LUN Er] BERAR 2 FERAZ AE A M:E - IWEEAREAR ontap-san-

economy °

HNERR T “snapshotReserve Wi > Trident ZRIB T ARt EHEEAIA/ ¢

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident 2 FlexVol Z85MENNEY 10% » ARH LUN JTTER} o L snapshotReserve =5% » B PVC 55
K =5GiB » #BHiIE& AN\ 5.79 GiB » BIAA/\% 5.5 GiB ° ‘volume show % FERERERILL SR BB LIAIAS R

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.508GB
_pvc_eB372153_9ad9_474a_95la_@Bael5elc@ba
online RW 1GB 511.8MB

3 entries were displayed.

BAl > ARAXNERFSES AN RAMIRENME—T57% -
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B/ VERGEEP
UTHHRTTBARE » HPAZSHSUHREERE - ERERRERGENSIE -

s ANRIETE NetApp ONTAP LA Amazon FSx for NetApp ONTAP 1282 Trident » NetApp & &
? # LIF 57 DNS & #8mJE IP {ifilk °

ONTAP SAN 34

EefER ontap-san BREIRERNHNEASEE o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 5|

WRILIRE R ~ LUBRTE "SVM EREER" IMETRARBFHEMRITER °

27 BREEYIAMOIR > 55F A managementLIF 15E SVM W EEE svm 281 o 40 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

B RERERE LA

EEEEAREEHFIP clientCertificate » clientPrivateKey # trustedCACertificate (
A MBFEAZEEN CA) BIEA backend. json H > WA FHIRAAF &S « ABESBNZEER
CA /BB base64 #RIE(E o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz



& CHAP #if)

SLEEFIIEN T —EB IS > WAF useCHAP 584 “trueco
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ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP &ifjl

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>



NVMe/TCP &3/

1789 ONTAP Bl E8E—EZ1E NVMe BY SVM © 2 NVMe/TCP BE A& ir4R

0N

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSlover FC (FCP) &ifjl

fREY ONTAP B BR E—EZ1E FC B SVM 0 522 FC HIE ABIRARRE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

e
BE o
100N
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£ nameTemplate AY1& iRARRE SR

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions ontap-san-economy EBE7F2 = 54

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

BAERERNNR RS

FELHABIRERET » TERBENERE TIENTERE » HI40 "spaceReserve’ % none ~
“spaceAllocation’ % false #[1 “encryption' % false o ERE RMERFEERPESE °

Trident & T&EE) HAIPRERERE o HiIRB1E FlexVol volume _E o Trident 7EEC & B B #7 E TR oth _E AOPR

g REERNIFFHRE - AT HFEER » RFEESAIUASEERERNEREER A LIHRBREREED
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FEiELHfY > BARFERMKRETHCH spaceReserve v spaceAllocation # encryption B’
MmEMEFERNAER 7 FERE -
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ONTAP SAN 54
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"
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ONTAP SAN #& 7 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation:
encryption: "false"
NVMe/TCP il

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm

username: vsadmin
password: <password>
useREST: true

defaults:

spaceAllocation: "false"

encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation:

encryption: "false"

1% IR FEE StorageClasses

LUF StorageClass E&PIEILARR] (BB ERE RN EIREF]] o FBiBsZ parameters.selector FE& °» &

f& StorageClass EHRAFI5E ML E R A AN EMRE - HRERERFMEER NP ERNSHE °

* % protection-gold StorageClass #&§1%! “ontap-san #BiF A E—EERS it - EERM—IZEHES

RIRERE IR ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* #% protection-not-gold StorageClass iE¥FEE ontap-san BimPRIE _EFE =(EEHEHZ R - &
LB —IRESRLIMRERBRIE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass #$¥ifEE “ontap-san-economy #BifH 5 = EERE R - E2H—2
mysqldb $EEFE AR IRMEFEAFEIRAMARRNEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #F¥IfEZE “ontap-san' BixHE _EERER
A o SRR HIRARRER 20000 {5 ARSBEVERA ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass iE¥ifEE ontap-san BIRAYE =BEEHEZ RN ontap-san-
economy & IRAYSEIIE EHRE IR o B2 —IEH# 5000 creditpoints FYE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* Itk my-test-app-sc StorageClass &R testaPP EHREIRM ° £ ontap-san BRI HEH
sanType: nvme ° EeM—iRH testApp HEIRA o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident ’REEZEIMEERE Rt > WHRARTSHEEX -

ONTAP NAS EEENFETX

ONTAP NAS EeEnFE Bt
T #RUN{a{EHE ONTAP #1 Cloud Volumes ONTAP NAS EEBENFETNLERTE ONTAP &l o
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ONTAP NAS EEShi2 T s¥4mE 1l

Trident 32T NAS #775R2172, « At ONTAP £EF - XEMNEFEER 831F | ReadWriteOnce
(RWO) -~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

EBEITET EipE  volumeMod HiERYTZEVIET SIENERERS
e
ontap-nas NFS SMB  fEZ&R## RWO - ROX » RWX ~ "™ nfs, smb
RWOP

ontap-nas-economy NFS SMB ERERG RWO ~ ROX ~ RWX ~ ™ nfs, smb
RWOP

ontap-nas-flexgroup NFSSMB {EZZ4: RWO » ROX ~ RWX ~ " nfs, smb
RWOP

* EETEHIF A E FERREE ST IER ONTAP Volume [EH|"BF » A fEH ontap-san-

economy °

* EETRHRRAMMIRE ARSI "2 2B ONTAP Volume [RHI" B#EfEMA ontap-san-

g economy BEENFENEF » A{#FH ontap-nas-economy °©
* MRETAABEERRE - KEEFENITEM > 5701 ontap-nas-economy ©
* NetApp & ontap-san 4b » REZHTEFIAE ONTAP EEEIF2 P Flexvol BENIERINGE - {F
AEBEHE > Trident ZIRFEAIRERTEY > WAHEMIERE Flexvol HAIEE o
fERE R

Trident & ZE L, ONTAP 3¢ SVM BEIEE852¥ 1T > BEMEE admin REMFHEED "vsadmin'SVM FH%E > SfE
BEEHERABELBARBENERE o

$11* Amazon FSx for NetApp ONTAP ZFE - Trident EELL ONTAP B¢ SVM BIEE 50T > EREE
“fsxadmin fEF&E T "vsadmin'SVM % > SfEFREEHERAREBLBARMNERZE o fsxadmin FREEE
EEEBFERAENERERAER -

WRMERA limitAggregateUsage 281 » AR EREEIE SR o & Amazon FSx for NetApp
= ONTAP £ Trident B3ECEMART > “limitAggregateUsage’ 2 &£ “vsadmin # “fsxadmin fEH &R
BAER - RIEELDH - ARRIEERFRK -

HEPARTLATE ONTAP FRE T ERAR R A B Trident BRENZNER > BIFITEZESIKM - KSHBHhRAHY
Trident G PLAYZASMNGY API > B API BEEZE > SERARGSRBESF HEE o

2B ONTAP NAS FEENTE R E R IH

T f2{EFH ONTAP NAS EEENZ{ECE ONTAP BIHAIEK - EReTEIEMEHRA o 14
25.10 HRZA<BHY4E > NetApp Trident 238 "NetApp AFX (7Z 247" o NetApp AFX f#1F R4t
Hth ONTAP %41t (ASA -~ AFF 1 FAS) TEREFEMNEFANLEBFIARRE ° 7 Trident 18
ImAERE R ~ EFIEE R A AFX o BEEE “ontap-nas'{E% “storageDriverName’
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B5F ~ Trident 2 BEMER] AFX R4 ©

o AFX R#R1ESLIE ontap-nas BBENETN ((FF NFS HBE) ; A& SMB 37E °

* HWRFTA ONTAP &if -~ Trident ERZE/Di§—1E Aggregate 5/k4a SVM ©

s R UITZERRENTET - MR IIEAEP—E S —(ERSEXHFLER] o HId > eI UAREER
ontap-nas ERENFEILAY Gold $8RFMEA ontap-nas-economy EREIFZTLAY Bronze 87 ©

* B Kubernetes TEENBLERMAREBER NFS TH c IEEZHAELR] > (520 "54E" o
* Trident {22 1B & 27E Windows BiE4_E#1THY Pod B9 SMB HIEE o ¥ 15520 EHAZE SMB Volume ©

ESZE ONTAP &
Trident I2{EHTE ONTAP BiE 518 o

* HVREE | IHENEEY ONTAP RBinES BHMNER - BRFRRETALAEERLEEAACHBAIRE - 4l
W admin 3 “vsadmin > LUFEfREL ONTAP HRZAERIER AHEEM ©

s HVESE | MERXERTERIRLERE > LUE Trident B ONTAP E2&E&: - HEEEBNR T » BlrEHRMNE
BEERIRESE - RBUKRZEE CAKSE (WNREMA » j2:%) HY Basebs RISE

TR AEFIRA B » UERRSRMNENERNGAZERE - BR » —RAXEERRTSE - B2IHRE
FRENEEEZE » CUARBIRERPRIFRES X -

s  NMREETRFHRMEENESE » RIRIREIIRGERE > THIRHER » fmEARIERRM T ZE
= BasE 0% o

54

R FREN IR ERE

Trident FFE SVM $[E / REHLENERERFEZSEE ONTAP BiniEs - BREARETRLTERNAE - HIU
admin & vsadmin ° S EJFEIREARIR ONTAP RASARTES, EARKhRASEIAE S AR Trident A2 ERRY
IHAE APl o BE2AR] NI BE] RE B A A B HE Trident FEECEER, B ERE M o

® i E ZEHII TR

81


https://docs.netapp.com/zh-tw/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/worker-node-prep.html

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {

"name": "secret-backend-creds"

HER ) BmEEeM —MAXFHR A HEEREERNNMS c BYRIR2 % > FHERE / RIS Base6s
4REE > W74 Kubernetes #% o /BB IG M —REENEERNTER - At » E2ERSEENIT
BYYE% > B Kubernetes/ (1 EIEE#IT o

R RENSRERERE
HERMIBARIRE AT UER/REE ONTAP &iF c RITERRE=ESH -

* clientCertificate : F§ P ix/&R580Y Base64 4RES(H ©
* clientPrivateKey: BEEFAZ £8HY Base64 #RHIG(E ©

* trustedCACertificate : Z{51E CA /R:EHY Base64 4RiS1HE o NRFEAZTE1EL CA » BIABERHEILZRE - 10
RAKRFERAZE1EN CA > BIRJ U ZERLERE o

HANTIERIZEEUATIR

TER
1. EERPIBEENESIE o B4R 5 ¥ Common Name (CN) HEAEEITEEA ONTAP (FHE o
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EEEE’\J CARFEHIEE ONTAP %5 - RFEEEFISEEARERILIFE - MRKRERSEN CA » FR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP #& tZEAFIR/EENEE RETSE1) ©

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 33 ONTAP REBABBHIE cort BIESH o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREHIFERSE o % <ONTAP Management LIF> F1 <vserver name> 1% Management LIF IP

M SVM %78 o 4 BhE(R LIF BIRFERRIE 84 default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 ¥1/&:E - BT EEM CA BT EITHRE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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7. ER E—PESHERILR

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

EHERE S A NRIRETEE

TR EIRB BRI UER T RN S P EEE 5 AR ERE o IHRMFERAN : EREAERTE / BBNER
B EMAERER ; ERRENRIRTIUENSENERERTE BB EDEE - [t > CUABIRIRER
B8R R AN GBI B (D8RS % - AREAESMESHUNEREDN backend. json HEERIMIT
tridentctl update backend©°

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

IRIAEIERY > FEFEIEEW AR EN ONTAP LERENRN - 2% » BinRBEITERN © il
E a0 IURZEREMESERS - RirEREEMAUCRAMES > ZEEIAIIE ONTAP =
EPMIPRESS -

MEBIRAGHEHERIIMEEENEFE AR E 2 BEINMIEEELR o BinEMMINRT Trident AT
ONTAP & imimsA i fR IR R SRR & R o
Trident E3IZE5] ONTAP &t

TSI —EER HiﬂﬂEBEE’J ONTAP #£E£AR » EREMANER ONTAP BIEEA /LT Trident P#TTHE
£ o BIRIT Trident BiHABREP B SEAE LB > Trident E{ERATEILA ONTAP EEABKRMITIRIE o

RREIL Trident BE]ABAFMAEN » 552H "Trident HF]BBELES" -
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 8}Z Users and Roles Z2HETHEEITR (—) °
C. 7E Roles T3&E#E +Add ©
d. EEMAERA] > SABEIE Save ©
2. BAELES Trident fEAZ& | + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS 0 A%E Role THINEEREEZARE o
C. #—T Save °

MEEZEN - F2HRTIER !

* "EIEIZ ONTAP TS B "EBEITAE"
 ERAEAERE

EIE NFS EHERE
Trident £/ NFS Bt R Al ZRIZ % HFrBCE 2 HAERE Y 7FEN

Trident 7EERIEEH R B R M AREIS !
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* Trident AIUBIREEIREH RIS ; EERIERT » FAFEESIEE CIDR BIfY)R 5 FLE CIDR @R A
B9 IP i3k o Trident E7E M B EAGLEEHBEARBEREIR 1P (FIE EEHSER - & » IRERE
}5%E CIDR > RIS RHSE & S MR EN RS IR EIRVFRAE 210 (E RIS EERE IP (I3 HIY 2 0 1 5REK o

* REFEES R URIELRRY FEFIERA o BRIFHERPISE RNERNELRARTE « TR Trident &1
FATERMEHRE -

B EIRE HREY

Trident 2t 7 BIREEIE ONTAP RimtE L RAIBIINEE - EEFEEFEESANATIFER IP 5E AT
6 > MEFFEFEZRAMRL - EXABIETELRINERE ; BELRRNEITBEREREE=ELETTF
8T8 o It - BEAPNREREEENTFIRFITEHSEERER P tEisE BNV TIFER L > #

M ERFEANBEEERE o

EFABNAREE SRR AT > SR/DfEFRAERRIILEE R (NAT) ° BUR NAT & » [#FEHISRERIRER1H
=t NAT fiiltk > MAZERDY IP AL - Bt > NREEHRIPIHRAZNTEIE » BIGEER

Y o
Ll
WA FAMTEARRSIEIE - T 2R IR E R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

fEFILETNRERT » WZBEHE(R SVM HRVRIZ SR E TR EYHRE » BHZRAIE S 257R1E: CIDR
5 EIRELRE (FIUNFERELRRA) o AFEAENE NetApp BENREBREMUE » A Trident B
A SVM °

BUTF LA B BB 26 ~ SREAILEIhAER TFRIE

* autoExportPolicy BEES true ° &E3/n Trident BAFRILEIRA svml SVM LB S EMIEEZ
T—EEHREE » W{FA autoexportCIDRs filltl&BERIEFRAIBVFTIEFIMIPR o EHAIREERZEEEZ 7]
» TR & R — ARV EE L RS - AR B ERAIZKE I B2 E B R IRENTEZR - EHEE M
ZIEREAEE > Trident I —{EHAK/E gtree FARIELRER > 5% qtree B2 3 157E CIDR EBIRABVERRL IP fiL
At o BLE IP (U EANAZIAR FlexVol HihRE 6 FAYEE H SRE& A o
o fBIyn -

* &% UUID 403b5326-8482-40db-96d0-d83fb3f4daec
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autoExportPolicy BRES true
" #BFATER trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* 7% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c MY gtree B 2447 “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol I EL R « BE%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EFEIL
$75 “trident_empty FYZE B EEHIRRY o FlexVol EEHRAIAVIRAIKZ qtree EEHRBIFRFrEEMRA]
HIEBEE o RMIMNAVHAIRER ERERERELRA o

* autoExportCIDRs BIEFMHMRTIR o ILFERAPIEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKER
» Trident FHTIE7EE B MEAS M TIEEARE LI EIRVFRA 2 EER I BB 4L -

EARIF > BT 192.168.0.0/24 {UHLZTEMR » BRTRMUMILAAEEA BB A EMBY Kubernetes Bifh IP
RIS E Trident ZIZHIELRA o & Trident sEMEAITFRIERVENRERT - SRABGXEIRLAY IP ik > MR
autoExportCIDRs FHRMAVIN @ IREITIRE o 1E3MHET - &5 IP & > Trident A H B MHERERBVAR
I IP 3237 BEHRBIRAY o

BT BIRE o [ErIAEHHE autoExportPolicy # “autoExportCIDRs ° f&RILLA BT IEMEIRMIINHT
#J CIDR ZfHIFRIZERY CIDR ° ik CIDR Ffsgisw/) vy » UERIRAES A ZHE o St LEEEERRIR
autoExportPolicy > M[EIREIFENEIAEHRA - SEEERIFHEPERTE exportPolicy 2 o

Trident B S EHEIRE « o] LU{FEA tridentctl HEER tridentbackend CRD HKig&EEl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EEERRTEIRET « Trident SR EFIAELIRA « UBIMREZERAENEFIGRA - BT EERIFAIELR
AIFRRSERILERRS IP ~ Trident AJRILE SRS - FRIFREFRIFEIRAEGERLL IP -

88



HR IS » 6/ tridentctl update backend B & innl FE{R Trident HEIEIREL/RE - EEEE
ERFERIMERNELRE) > 9BILEBIKR UUID M gtree 2T86% o Bin LR E T E I EHHEE% - &
ERFEIIELEREA o

fErEA B EEERE LR RIESHIREZIANELRR - MREBMBIZE > BIERKE

B gmanei @ IAEEE

WMRIEEBHITHRIERELAY IP (IALEEFT - S BEFEENZE RS LAY Trident pod ° Trident fE2 2B EHEIEN
BIREHRE > LUBRILE IP 3T o
#E&FZE SMB Volume

THINZEHE > BIR]{EA ontap-nas EBEFIZXAE SMB Volume ©

T JATE SYM _EEIFFERTE NFS #1 SMB/CIFS $BHE > 7 A4 ONTAP AEPERER LRI
e ontap-nas-economy SMB Volume ° HRFZEHFPE—BAWE > S SMB Volume &1L
N

5

B autoExportPolicy Ax#E SMB HiIRE o

FsEZ Al
EECE SMB HERE Z Al ~ IS AE B TEM o

* Kubernetes =582 —1@ Linux ZEHIZZERAFIE /D —E#TT Windows Server 2022 BJ Windows T {E&f
2 o Trident £ EEITE Windows EiZE_E#H1THY Pod B9 SMB HEIEE

EDEE—ESZIEH Active Directory /R5EHY Trident &8 - EE4 E88 smbcreds -

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* CSI Proxy 2% Windows RFS c BHERE csi-proxy ’ 2R "GitHub : CSI Proxy"5{"GitHub : F#EF®
Windows B CSI Proxy"ABE#ETE Windows E#1THY Kubernetes &2k o

S ER
1. HNEREFE ONTAP ~ ERJLUSEZ 417 SMB A& - 5 Trident Bl A& —1E o

EE g Amazon FSx for ONTAP &E SMB £ -

BRI LUEBMTEA VI SMB B4R | A "Microsoft Management Console" 2B KR AR EIEE
TCEfFEF ONTAP CLI o HE{ER ONTAP CLI 3 SMB H/ :

a. MAKE « FEUHAAEN B RIREEE

It “vserver cifs share create' I§ < BB E LRI HARESELE -path FEIBISE R o MNRIEENEREARE
£ Bl S8ITERM o

b. #I7EAIEFE SVM +HREAEERY SMB £/ -
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. HESBHABET :

vserver cifs share show -share-name share name

S SHEESM R SVB £EE"

2. By BmE > WARRBEUTARABRUIERE SMB HHEE - BRIFFAE FSx for ONTAP & im:=% E5EIE » ;526
"FSx for ONTAP 5% EZEIEFIEH"

N

4 s5LPAA eyl

smbShare R LIS E LT EIE 2 — | {# A Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB
HALTE ; AFF Trident #3Z SMB HEMN%TE ;
% TR AR 2 E B L EH IR EN AR EAE
HY o IR AEPEFE ONTAP » LB A EARATER - ¥
 Amazon FSx for ONTAP &l » It ANEIR
BEBEFREAZER

nasType * ACEES A smb © *UNERA null > BIFEEEA nfs ° smb
securityStyle R ENZ 2T o HHY SMB HAERE » MBRE ntfs 5 mixed BAR
A ntfs o “mixed ° SMB H4HEE

unixPermissions T ERET - SMB HiEE N BRETEH o "

EYFEZ 21 SMB

/¢ 25.06 hxZSBEYS > NetApp Trident 23216 “ontap-nas ' # “ontap-nas-economy & #7237 Y SMB HiiE &M ZE
2MERRE - BA%2 SMB % » ERINERAFEEUESIEE (ACL) % Active Directory (AD) EREMERA
EFHARME SMB HANZEFEUER ©
ERRENER

* RZIEFE A “ontap-nas-economy HEHEE o

* ontap-nas-economy MM EET IEHBEEA o

* WIREAT Z% SMB - Trident & ZBR R IHIEEIAY SMB £ o

* R PVC 51% ~ EFEERISE A BIREAI NS EH SMB A ACL ©
* #5 PVC SEHPIEEM SMB HA ACL #HBFH IR PVC HIRY ACL o
* %% SMB B > FARERIEHEENN AD FHE - ERERERAEWIMAZIACL A o

* WNRTER 1.:%7? BRI PVC H3E—1E AD ERERERERIER > RIERELIEFS  PVC « #EFE
B > ABRRIR
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* Z% SMB 3% ‘ontap-nas sEE MR EE A > ERNEENRIETEHEEEA -

HER
1. 551E TridentBackendConfig 15 adAdminUser » W FBIFR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEfEFARR AL SRR o

#& trident.netapp.io/smbShareAdUser sHRFTIE EEFLER > UL 2 SMB MAZKLEK - A5
fZ trident.netapp.io/smbShareAdUser }SENFEAEEREN smbcreds BigHIEENFRHE L EHE
[E o &R A#% smbShareAdUserPermission BIEFFEA—IE | full control * change 3 read °
TARERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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1. 3 PVC o

LUFEEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS 5 ESEIEF 55

EEYNEI7E Trident Z4ERE 7 F1{ERA ONTAP NAS EBENIZER o AENiR 1B imsRRE SR
K& inEEE StorageClasses HIEFAE M o 14 25.10 hrZsFEYAE > NetApp Trident 321&

"NetApp AFX fEfF R4 © NetApp AFX EF R EEMERS ONTAP A4 (ASA « AFF
N FAS) EREENEESRLEFMARE o

= {8318 ontap-nas BRENTZIN (fEA NFS t3E) FHY NetApp AFX &4t ; R SMB 7€ °

®iInERSEIR

£ Trident BiIHAEREH « MAEEISERLE NetApp AFX FTFE R o EfEUER ontap-nas %
“storageDriverName B ~ Trident & BEMERI AFX [EFZ R4 © SN RIGHBESHAERR AFX [EFERAR ©

TEREENBIRAAREEEIA :
2% =RER FER
version YRERA 1
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] o UNFEEEAE MetroCluster P ~ 55280 MetroCluster

g

7E LIF B9 IP fitik - NetApp B:HIE5E datalIF o {ll
BRIEM > Trident #&4E SVM X5 dataLIF o f&B]LAF5
E—ETEREDGZTE (FQDN) AR NFS #&EiE
% > tMiEIL &8 DNS LITEZ1E datallF ZEEITE
HFE o YIIARERTUEE o 5528 o t1R Trident
=HH IPve FEZEZER > B UREAFR IPv6 i
it o IPv6 bR ER S IEIRER » Flt
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 o *$ 5 MetroCluster > FERBRUILBE - *552
RBMetroCluster &35l o

E(F AR ERIEER *MetroCluster f&4h « B2
BMetroCluster &35l o

B AR B EhEE K R BR LA ER [FAME] ©
“autoExportPolicy' #1 “autoExportCIDRs %18 » Trident
AUBEHEEEHERL -

EF “autoExportPolicy RF A EfiE Kubernetes B
IP B9 CIDR ;58 o /8 "autoExportPolicy #l
“autoExportCIDRs #£18 » Trident ] BB EIRE LR

Bl
EEANERERNES JSON BAREE

AP im/RsEH) Base64 #RbS{E - AM/&RIERE

ISR SVM 74 (MRK
R (R

UNR$EE T managementLIF SVM
» BfTHE

['0.0.0.0/0", "::/0"T

RRIRTAEEIRAY Baseb4 RIBE - AIVRERRE

Z{E1E CA /R:EH) Baseb4 ARIE(E - tLB#MATE-H ™
ISR EEREE

R EEEE / SVM ERE R - ARER/REN
E%:% o HRE Active Directory E&:% - 520 "#48
Active Directory /Rs& ¥ &Ik SVM 1T Trident Egs8" ©
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W

% 55 AA 6

password ERTRE / SVM BN - ARENRENRE - A
Rl Active Directory B&5& ~ 5522 "{£F Active
Directory &R:E¥%&m SVM #1T Trident E&z5" o

storagePrefi 7E SVM FECEMEIRERFIEAMNAIL - REREE "Trident”
x SR

& ontap-nas-economy i B

storagePrefix & 24 AFTHERE

: ) gtree B ARG RAHEFAIR > BEE
U EHIRE RS o

aggregate BRECER Aggregate  (EFR ; MNRRKRE » Alwszais ™
k&G SVM)  ° H? ontap-nas-flexgroup SEENTE
o IEETERS AR AR o MNRKIEIK > BT A RA{ER
BBy Aggregate ZRECE FlexGroup Volume ©

& SVM Ffy Aggregate A
» Trident & BEh#m:E SVM L EH7 > &
SEEFELE Trident Controller o 1R
B7E Trident Fs%E AR ECE Volume
R4S E Aggregate > BINR:Z

3 Aggregate #EHr %N SVM %
> BimEREE SVM Aggregate B
HEABREARRE o [TABHEEZ Aggregate
BEA SVM REFTEH Aggregate »
;‘ﬁi@ﬁ%@@ﬁ% » 7 BEE R I IMEEAR

fE o

a7 AFX EEF R AIEE LR o

limitAggrega WIREAFEALLADLL > BIECEXRK - NEAR " (FERASREIIAT)
teUsage Amazon FSx for ONTAP ° ;5704 AFX [AERARIETE
IEFRA o
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2

flexgroupAggreg
ateList

limitVolumeS
ize

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol

smbShare

=R EH

BARECER Aggregate BB (R ; MRRE » Bl
JBIgIK4G SVM) o $5IK4E SVM BIFRE Aggregate #D
AR ECE FlexGroup Volume © ontap-nas-
flexgroup #7ZERENTETNZ IR LLINAE ©

& SVM Hf Aggregate ;5B B HbS
> Trident & BEh#w58 SVM REM%A
B > mESHHENE Trident Controller ©
MRIZETE Trident PREIFER
Aggregate BERECEMEE » BiX

% Aggregate ;5B EEMnAIE SVM
FFEE > Trident 15359 SVM
Aggregate FFEIRIGE A IEARRE © &
WBHERZ Aggregate SEEE T A SVM
PEENEE > HREHTERMR > 45
fE1R IR IEEARARAE o

NRFBREERE A/ BBILE > RIECERK -

AR RREEHEARRV(SEEREAR © BI4N ~ {"api":false,
"method":true}fRIER IETEEITEREEHERR N R EFHAERY
SCERMEEN ~ TBRIFEZIEA debugTraceFlags ©

BCE NFS o SMB IR &ERVIEL o IS nfs v smb”
B null °:REA null BIFERIEN NFPS HHEE o
MRISTE » HIY AFX BFERE ° SBIRILERTES
‘nfs ©°

LUESRIPREY NFS BIEEIEFE © Kubernetes A%
MR E AR EETRE B EMAEERPIEE » BINRHEE
BRI RIS EEMAHEEIE > Trident iR EEA G
FRIHRTEIEPISE B EE - MRFEFHENMNRE
FERRIEEREEIE » Trident SR ERAREAYEA
MEHEREE R E (T SIS o

18 FlexVol IR K Qtree BLEWETE [50, 300] £EE
A

ISR LUHEE N EEIEZ — ¢ £/ Microsoft
Management Console 3% ONTAP CLI #37#J SMB
%78 ; s08F Trident #3 SMB HAREHE ; HEK

LGRS BB U S HIRE N AT L REFE - #

MRREFERE ONTAP » IE2EAERIER - HR
Amazon FSx for ONTAP #&i » It 2 AKEBIEE R
REEAZTH o

" (FERRASEHIIAT)

null

nfs

II200||

smb-share
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W
st

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

=R EH

W28 > FNEHE ONTAP RESTAPI © useREST®
HEUES true B> Trident f#F ONTAP REST
API HABIHEH ; EREA false B’ Trident
£ oNTAPI (zapI) MEAYERBURIEE o HEINAESE
ONTAP 9.11.1 ZHEFRRAS o LS > EFARY onTAP
EAABBNEER ontapi’ FERRZTNAITZENHENR o
FEHEEEZEN vsadmin M “cluster-admin B8
ARELEER o £ Trident 24.06 RRZASF] ONTAP
9.15.1 HESARARE > “useREST FERRES
‘true ; BE(EF ONTAPI (ZAPI) FEDY > 3545
UseREST #EA false o YIRIETE » HHL AFX
BFERH > SRIRHERTES true ©

7E ontap-nas-economy B IHFFEH Qtree FRFal:EKAY
K FlexVol K/\ o

PR “ontap-nas-economy & imiE LT FlexVol Wifik&
RIFHMHE Qtree ° {EFHTESFER Flexvol ZRECE#
B PV o

A Y SMB A2 FEUERRY Active Directory &
BEFERENEREEE - FRLLLSHETH SVMB
HAMWTEREEHIRER o

iR @ ECE R R IniHRREIR

WA AER defaults ECERRDHRVE EERRIEHITARACE - HIA0 -

#

spaceAllocat

Vi

ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese

rve

splitOnClone
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AR
Qtree BYZERI D AD

(f588) ¢ T volume 1 (

I none |

ERREEL ;

)

E{FEMAM Snapshot REI

BARITHEEESTR QoS R - ASEMEE
JEH 1 %12 qosPolicy I adaptiveQosPolicy H A
Z_

AR EISIKE BEE QoS [RAIEHAE - S1EfR#
FE Rt/ %BiH T 52 qosPolicy 8 adaptiveQosPolicy
Hehiz— o ontap-nas-economy A3z #& o

ARBRBRHIREB DL

BIURREAREERIEDE

6

true WA ONTAP 9.15.1 HES
he7s » &BE false ©

" (FERRASEHIIIT)

s 2 E TEAERESES) -

6

"true"

"none"

llnonell

% “snapshotPolicy' % nonel °
A% oy »J/AIA 1)

"false"



W

#

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

=R EH BER

1EERRERE & L EY A NetApp Volume Encryption (NVE  “false”
) ; TERES false c EFFAILEE > RENECDE

8 NVE eIt NVE o MNRBIHENE T NAE » Bl

£ Trident RHREAMEAILIEEEZ BN NAE o tNFE:%

B 0 3526 ¢ "Trident B2 NVE 1 NAE FVEE(ER

Et" o

P EREER "none"

iR &R NFS HiE@E A 17771 5 SMB FEHE
@RZE (RER)

PEHI¥ . snapshot BEREYTEEX true, false (FAFERRRE) o

E(ERANELRR "default"

HHARERZ 2R  NFS 2#& "mixed #l "unix %  NFS FER{E unix - SMB ER(E

B o SMB £1E ‘mixed # ‘ntfs' 22153 o A ntfs o
AR B THEERTBIEEEA o

&EC Trident £ QoS SREEEF4HTEE ONTAP 9.8 EHThRAS o TMREZERIERLEZMN QoS JRAIE
=t o whERRABEDIERNRSEMNE - £HZEH QoS RESEHEGRFIRFIFIE TFEHAE
BHHE LR -

Volume ECE & 15|

WUTREZHTERENHR :
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups ® Trident IRTEFERIBIETE 5% » LIFELR FlexVol AR/ E2
snapshotReserve B3 LEFN PVC [EREULEE - EFEAEEXR PVC K » Trident B AN E A EZREILEANE
Y& FlexVol o ILEtE FERERERET PVC RESHFEKRWABEAZR » MASDIREFERNZER © 72
v21.07 Za1 > EFEAEFER PVC (fIg0 5 GiB) B snapshotReserve BEEA 50% B » I 2 FEHETS 2.5 GiB
AR o ERRAAFEREEKRNWESEEHIEE > M snapshotReserve ‘BHASDLE o F Trident
21.07 o FREERNETREAZM °> Trident #§8% “snapshotReserve BEEEABEMEENT
DLt c BRBEAM ontap-nas-economy © ;AR TEHIAT RE T{ERIE .

SHREAANT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

¥1? snapshotReserve = 50% MU PVC 353K = 5 GiB » #8HtiE& A/\A 5/.5 = 10 GiB » BJAAA/N\A 5GiB » 5
[EE2FAERE PVC ERFPFAERMA/N o “volume show #p % FEREEA I SEHABLIAVAS R -
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4R Trident BF > SR EEIRE R IRHIZER DRI EHIREE o BN ARFIEILVHMIEE » KEEREEK
INA BEEREEEAERY o 530 » SERIfER snapshotReserve=50 E1IH 2 GiB PVC €E4£1EH 1 GiB AT S8 AR
AR & o iR E X/ N\AEES 3 GiB & » FEATEINISTE 6 GiB M4k & 118 3 GiB FYAI B AZER] o

B/ VEREEEP
UTEHMNRTTBARE - HRAZSHBHERETERE - EREERMREENTTX -

s YNR1EIE NetApp ONTAP LfEF Amazon FSx #&Eg Trident » #2:%7%3 LIF 5% DNS &3k IP
? i3k o

ONTAP NAS £ &35

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup Zif

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 5

CRILAERE Bl ~ LUBRTE "SVM R ARG R HIMETYIRMTR B FHERRIFES °

A7 BIREAYNIAFYAME > F5EA managementLIF F5E SVM i & B “dataLIF #1 “svm 28 - /40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB HERE & 3451

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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B RERERE A

Ee—ER/)HRBIRRZEEHH o clientCertificate v clientPrivateKey
trustedCACertificate (WMIRFEAZSIEHI CA

BREPIR&SE

version:

1

backendName:

« FASRANZAS1ERY CA JRERY baseb4 RIG(E o

DefaultNASBackend

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.15

svm: nfs svm

dataLIF:

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

BEELRAES

REFIREBANAIIET Trident EABIESELRAIZR BENZLMEIRELRR] o ¥ "ontap-nas-economy’

#0 “ontap-nas-flexgroup EEENTZ T AVE(EA TUAER) ©

version:

1

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
10.0.0.2

svm: svm nfs

dataLIF:

labels:

k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin

password: password

nfsMountOptions: nfsvers=4

BI|AAEE) DRETEE backend. json > W53 HY
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IPv6 i ik&E 15

IEEE BT "managementLIF {8 IPv6 fifdit o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF3 SMB H£FE&E Y Amazon FSx for ONTAP i

{£F SMB HLEEERY FSx for ONTAP £ smbShare 2 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£ nameTemplate AY1& iRARRE SR

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAERERNNR RS

ETARTNEREHRERET » FIERENERTE T ENTERE » FIE spaceReserve 4 none ~
“spaceAllocation’ % false 1 “encryption'% false ° [ERE FEMEHEEEERFER °

Trident £ M&EE) WAUPREEEEE o HeEolUEHE ontap-nas'7E FlexVol £&&E > 3#¥f "ontap-nas-
flexgroup' 1 FlexGroup E£&&7E ° Trident EECEFR ¢ EH B RN LRFMARBENIFEERIREE - 27 H{EE
R REEESIUASEERERNIEREE » WHFHREIEES4HE -

EELHfF » WOEEERMRE THCH spaceReserve  spaceAllocation # encryption =IEil]
HoEFERNBBRE TERE -
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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ONTAP NAS FlexGroup &l

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

107



ONTAP NAS #&7 &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

1% IR FEE StorageClasses

LUF StorageClass ®&EMIIEH [ B A EHE R MBVE IR o FiBZ parameters.selector FE » BE
StorageClass E&HH ZIEEWLEEHEM A AN EEMRIRE - MiEEREGMEERNPERNS®E °

* protection-gold StorageClass #$¥ifEZE "ontap-nas-flexgroup & iHHE—EM E _EERZ RN - &
L B IR B R IRENE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* % protection-not-gold StorageClass #&M&3 2| “ontap-nas-flexgroup & ixHY5E = FFE LA EH ER
o BLERME—IRM gold UIMREFRE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass HEZE “ontap-nas BisHENEERERAM o EEM—% mysqldb
fA AR IREEEE RANAREREIRA o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass #F¥if&Zl ontap-nas-flexgroup &imHRY
SEERERMN - S —1RMHIRAIREN 20000 EHMMBNERM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass #E¥fEE ontap-nas BimAYE = EEHEZ RN ontap-nas-
economy BIRHVE ZEERE R o SLEE M —1RH 5000 creditpoints FYE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident i’REEZEMMEERE R > WHRARTSHEFEX -

IR EREH datalLIF

VAR ETTAE » ISR AMITUA T e < 2RE EE datalIF » LUREEI 2 EH dataLIF BYF{&im JSON 422 -

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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., 0% PVCEIEEI—(ENSE Pod « ALLAMMFRA LN Pod « AAEEHEBIAE - LUEE
B 308 dataL IF 434 o

%% SMB i

£/ ontap-nas EEENFETVIEITRIRARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy EEBNFETUET TR IR

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

‘RinfcEAREFERMN



apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

{8 ontap-nas ERENFE LAV EIFEER S5

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

SATHWMTES annotations’ UEIAA R E SMB o @& imsk PVC RUIAECE « IR RBELHRE

% %2 SVB HMEEEEIEMR o

£/ ontap-nas-economy EEENFE TR TFEERIEE 6]
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

BEE— AD EAER PVC &4

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B &%(E AD £RER PVC 6l
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

1% Trident £2 Amazon FSx for NetApp ONTAP &EC5EF

"Amazon FSx for NetApp ONTAP" @—IE5E 25 E Y AWS ARTS > ATETTH NetApp
ONTAP #EFFEARIBEZEIER RS - B ONTAP BIINSE ~ MEEFEIESES 0 [|
Br3RE AWS BABET HFIZEER S 14 - 18R ALE Amazon FSx R EEE R » AU
AEPERERY ONTAP =5 - BERERZARE S — (AN ZERGFEERESS (SVM) » &E
SVM 8 & —Em ZE AR HEFIEEN B IRMHEIRE - SERSS7E Amazon Elastic
Kubernetes Service (EKS) H#11THI Kubernetes S EfEMNAEIBIIERZ T FEEMER
ONTAP ZIERVRHEMIRE o

LtESh "Trident E=3R" » & FSx for ONTAP £ Trident & » IREE .
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« BZe8E "kubectl' B9IRE Amazon EKS E£ 3 B EIE Kubernetes £ o
* IZEH Amazon FSx for NetApp ONTAP &R R A EFERILES (SVM) » B REEMN T EEEATER ©
* BEMBYF "NFS 5 iISCSI" FU T {E&IZ o

s AFERIRIRISH EKS AMI $8E8! 5 #2288 Amazon Linux #1 Ubuntu "Amazon Machine Images”
i (AMI)  FRERRIEREEEER D BRETTIRIF o

* SMB MR :
° {&3%38 ontap-nas' BEEIFEZ Tz & SMB HAIRE o
° Trident EKS SMIMEX R 32 1% SMB HiFR& ©
° Trident 2RI EEITE Windows EiZh E#11THI Pod B9 SMB HAHEE o 33 1EA2 M "EHECE SVB

Volume" °

* £ Trident 24.02 Z A1 > TEEUE BEHEIDHY Amazon FSx tEZ A4 LT AR & EAH Trident kR - A7
#EFRTE Trident 24.02 HEShRAPHIRLLRERE > 5572 AWS FSx for ONTAP By & in4HREIEPIEE
fsxFilesystemID > AWS apiRegion ~ AWS apikey # AWS ‘secretKey©

NRIGER Trident 157 IAM At > BRI HBEBAFEISTE apiRegion » apiKey #

i secretKey {45 Trident e IFBEZE » 552E "FSx for ONTAP 5% E ZEIEMEEH" o

[FR{EF Trident SAN/iSCSI 1 EBS-CSI EREHTER,

WMRETFTERE ontap-san EBEHFZR, (BIEN iSCSI) & AWS (EKS ~ ROSA  EC2 SR Efth#nfTERE) $2fcfE
F > BUEREE FRRSEM 2 IRISECE AT AE @ B Amazon Elastic Block Store (EBS) CSI ERBIFZTNEZE - BREEZ IR
EIREIE E B IEMATERE—EIRL LAY EBS HilE » MEEEZRERETHR EBS c UTEHFIER T —E
‘multipath.conf #£22 » R SFTEM Trident BE » FEIFRHE EBS ML 2 IRISHhES :

defaults {
find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

Trident 2 MIEEREIED ©

s EVESE (B | BREZEHIETETE AWS Secrets Manager F o fEBI LA fsxadmin EHEEEAE
HIIEZRARL > REABKEH SVM REM vsadmin' (EHE -
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Trident &L vsadmin SVM EAEEZE1T > IUEEHEEABELBARNERES D
1T  Amazon FSx for NetApp ONTAP 1t T —1{@ “fsxadmin % > v]{E% ONTAP
‘admin REFERENARER AR o HMsaZ EER vsadmin £ Trident $EECEA ©

X A
25

© ERE | Trident iEERRETE SYM EAV/REE FSx R A LAY SYM #E1TiEH -
ERRAS2RENFAEN  A2RENRSENEENS 2 5ERA ¢

* "ONTAP NAS 2:5"

* "ONTAP SAN E&:&"
281589 Amazon Machine Images (AMI)

EKS BEXEZBEERL » B AWS B EH A2 EKS 215 T ELE Amazon Machine Images (AMIs) © LY
T AMIs EfEH NetApp Trident 25.02 #E1T38I o

AMI NAS NAS £&575 iISCSI iISCSI &2 14
AL2023_x86_64 ST 2y =21 21 20
ANDARD

AL2_ x86_64 St 21 =28 =R
BOTTLEROCKET x Efg** =8 N/A N/A
86_64

AL2023_ARM 64 S 2y =21 21 21
TANDARD

AL2_ARM_64 =1 =0 EHy* =
BOTTLEROCKET A £pgg** =0 N/A N/A
RM_64

* C EATEAENBEEMNE R TR PV
o = SR B Trident hRZS 25.02 B9 NFSv3 f8BCER ©

s YNRITFRERAY AMI RTELETIE > WABEREZEEARZE ; BEEERBCHAEEAE o IE7%
i EH2E > SR T ERNAIEREER AMI ©

ERUTTRETAR :

* EKS HRr# @ 1.32

* L% L Helm 25.06 #4 AWS Mihncd 25.06
* #5® NAS > NFSv3 1 NFSv4.1 #RE1T 7RI
* #H SAN > {E8]5 T iSCSI » kBl NVMe-oF

2R -
* #17 : Storage Class ~ PVC ~ Pod

* MIB& : pod ~ pvc (E3R - gtree/lun — £&5ETY « H AWS H{5HI NAS)
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SREZEM
* "Amazon FSx for NetApp ONTAP 4"
* "BAF® Amazon FSx for NetApp ONTAP BYZRS& AR S E"

Z17 IAM &1 AWS Secret

AV E Kubernetes Pod L{iEE AWS IAM BB EITEERFE AWS B » A ek
{HEEFERY AWS /&5

% EEFEH AWS IAM ABEITERE « [ BHERFH EKS ZFZE R Kubernetes =5 ©

#£17 AWS Secrets Manager %1
F5? Trident #$ &% FSx vserver i API RAMEIRFERE - FILEEEENREER o SRELENEER

HZE2FHEETEB AWS Secrets Manager 25 o FItt » MNRTERREENE » WEERI—ESES vsadmin 1RF
U ERIEY AWS Secrets Manager ZH§ o

L& BRI —1E AWS Secrets Manager ZZH§ 3K {##7F Trident CSI 53:% :
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

—--secret-string

"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"

#2171 1AM BUGE
Trident HEEE AWS #EEABEIE RIEE - Bt ~ BEEZE T —ERE) ~ $F Trident FRERVHER o
LU &6 AWS CLI 37 IAM [RE] :

aws ilam create-policy --policy-name AmazonFSxNCSIDriverPolicy —--policy
-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

Policy JSON &3 :
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

37 Pod Identity 5 IAM B &LBEARFIRE (IRSA)

&R LUER EKS Pod Identity 5% IAM role for Service account association (IRSA) 527 Kubernetes ARFSHRE 3R
7 AWS Identity and Access Management (IAM) B o (A 2 R E A ERZIRFEIRE B Pod e UFENZA
BEREFEEER AWS BRTS ©
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Pod Identity

Amazon EKS Pod Identity BAE#PI RS EERAENAREE > 88105 Amazon EC2 TSR EAER
Amazon EC2 #{T{ERSIRM/RBHVA R ©

£ EKS &% %4 Pod Identity :

IRB] LUER AWS 16 ST Pod B4 » tha]LUER %) AWS CLI &5

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

WMEHAAE N > 5528 "58E Amazon EKS Pod Identity Agent" o
#2137 trust-relationship.json :
#2171 trust-relationship.json &2 » f§ EKS Service Principal SE£17&#& Pod Identity FYLEAE o JARERILE

EEBRELAS !

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json 125 :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

A BERRIMINE 1AM B
i E—E 2 SRR ABRAMNEIEZIR IAM At
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aws iam attach-role-policy \
—--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy

-—-role-name fsxn-csi-role

#2137 Pod B)RAE :
£ IAM A&F0 Trident BRFSHRE  (trident-controller) Z %I Pod &9 R

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

RFEMEERAE: (IRSA) BV IAM &€
{5F AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json f&22 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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SRS trust-relationship.json XHFFHHUTE :
* <account_id> - {&#9 AWS #RSE ID

* <oidc_provider> - f&f) EKS £/ OIDC ° ERILUE BT T en< IREZ oidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

1% 1AM A 1AM [RE| R
Btk FRLLGSRR (ELRSEPEN) MNEseE

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

BesE OICD fRfHtE R E R

AR OIDC {RIEE BRI ERRE - ERILERN T < EThE :

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

MBEEADZE ~ FHEANUT LR IAM OIDC RHEEIITRIERSE !

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

NRICERBIZ eksctl > HERUATEAITE EKS PARFBFIRAEIL IAM A !

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

24 Trident

Trident f§15 7 Kubernetes 7 Amazon FSx for NetApp ONTAP {#77E1E » :ZITRIRIEA
EMEESENEINERERIE o EoJUFERTIAEZ—%EE Trident :
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* Helm

* EKS MImnsofF

MREANEFIRIBINGE » HREE CSI RIBZHISIIMIMER © $HSH 5 CS| LB RBIREYA UNSESH
e

%538 Helm ZZE Trident
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Pod Identity
1. #7% Trident Helm {72 -

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. SR THIEERIZZEE Trident :

helm install trident-operator netapp-trident/trident-operator

--version 100.2502.1 --namespace trident --create-namespace

CRILUER helm list SPLRMAEREFMEN » HIUNGTE « v =M « B* - ARRE ~ BAREIRZA
MUEFTER o

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

RFEIR A REE: (IRSA)
1. #73% Trident Helm 472 .

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 327 cloud provider #1 cloud identity f9& :

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident \

——Create—-namespace
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CRILUER helm list SPLRMAALEFHMEN » HIU1RTE « sz « BR K& « BAREIR
AFUESTR ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

WNEREITEEA iSCS| » AR FRAmEE_ EEEUE iISCSI - MNREFERARZ AL2023 Worker
node OS » BILUFEETE helm i@ FILEENEHE SR BEZE iSCSI BRI :

.

B helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

FiB EKS JMIETNZEE Trident

Trident EKS Mt E S RHNZ 2 M EMHIET « $55RME1E » WAR AWS BRsEr] B Amazon EKS EELfE
F o EKS MiNNToi rl R IS5 48 (R Amazon EKS EEMNZE2MMBE MY » WiR/ 28 « SR EMEFHMIIN TR
ENIIEE o

FoRIEME

43 AWS EKS 527 Trident f¥INTiE 2 AT > sARERIGE BB TRA

56
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BEAMINETRIA Amazon EKS ZEIRA
AWS % AWS Marketplace RIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

AMI 82 : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
EEAFERY ¢ AMD 3 ARM
IHEH Amazon FSx for NetApp ONTAP 1&ZE 24t

FERR AWS B9 Trident HiNTcit



BEIES
1. 7f https://console.aws.amazon.com/eks/home#/clustersBEEX Amazon EKS 4 o
2. TEAIEEREET ~ ZEE Clusters ©
3. BHEEAHFIE NetApp Trident CSI HiNNTTHFAIEERTE
4. 342 Add-ons > 7A183%1E Get more add-ons °
S. SAMERIAT P BREEZEMI N IO
a. [ THEIE AWS Marketplace [fiINrc Z893 » RABEIESHEPRE A "Trident” ©
b. #EHY Trident by NetApp A iRA _EAMIIZENS IR o
C. 3%E1Z Next ©
6. 7£ Configure selected add-ons FREEM@E . E > #MITIUTIRME :

2 WMRIEEARZ Pod Identity association > :5BKBELESER o

a. EECEERR Version ©
b. iNRIEFER IRSA B 5 » SAMR(RRE A EhL B R EPIRHNEEE !
» AR EF AR Version ©

* {88 Add-on configuration schema #17#2{E > Wi configurationValues 2#7
Configuration values Z3 7% E A EIE L —EPFREILR role-arn ((EFERATIIER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

MREE [BE) FRAEREALN > BIRAIMNEAN—EZERE I SEGH Amazon EKS Fhi
RUNRERE - WRAMABIUEEHSRARERER » ARER R - Mr] LRI B EEREER
BIRHFEER o BIZIEIRY A > AR Amazon EKS SMIMEVS B EIRTREGTEEMNRE °

7. 3EFE Next o
8. 7f Review and add E& I > #E#Z Create ©°

T RETTHE  EEEIIERERWMTH

AWS CLI
*1.383] add-on.json EFE *

12 Pod Identity > sAERAL T :
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3 £

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¢ IRSA 3058 « sAEEAMUTHEI !

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v25.6.0-eksbuild.l1",

"serviceAccountRoleArn": "<role ARN>",

"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

=t 1% “<role ARN> &4 F—HEBEHEIAAE ARN o

2.%4%E Trident EKS Mifnscfs -

aws eks create-addon --cli-input-json file://add-on.json

eksctl
LUT&568n % Z4E Trident EKS Mifnrcf :

eksctl create addon --name netapp trident-operator --cluster
<cluster name> --force
T3 Trident EKS KiAN7Ti4
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BEFES

1

N

- BEX Amazon EKS E#E& https://console.aws.amazon.com/eks/home#/clusters ©
- EEAIZERES « ZEH Clusters ©
- BEEAH T NetApp Trident CSI SMIMETNAI R E LT o
. #8412 Add-ons 1Z%; °
. 3EHY Trident by NetApp > 7A%%3%HY Edit ©
. 1£ Configure Trident by NetApp BE Lt « 1T TIRE :
a. ERESE(ERAB Version o
b. FEFH Optional configuration settings T iRIETEEITIEN o

C. 42 Save changes °

AWS CLI

X

TEBIER EKS Mo :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* BB FSxN Trident CSI SM#ZTURIBRIARZS © & “my-cluster BB IEHERE RN

eksctl get addon --name netapp trident-operator --cluster my-cluster
HHlEL
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BHINTHEEHRZE L —F B UPDATE AVAILABLE TFEREIMIRRZS o

eksctl update addon --name netapp trident-operator --version

v25.6.0-eksbuild.l --cluster my-cluster --force
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UNREFEPF *--force #E1E » B1E{a] Amazon EKS MIME R E EICIR AR E®ZE » BIIEHT Amazon EKS
SMEMETUI E R ; CEUREITERAE » LRI IGHRESE o TEIEEILEIB 2 i » ;A (R Amazon EKS 4h
HEXFEERCEEEENRTE  AASLEREEWILRIEES - BRALRENEMBRBENEZEN > 5
28"9MEMETL" © B Amazon EKS Kubernetes I EIENEZE » 520" Kubernetes H{IIEIE"

RIS %8 | #8P% Trident EKS Mot
&8 MiEEEIE R 2R Amazon EKS MmN :

* REHE LAMIINERS — LEEIER IR Amazon EKS HFIERENEIE - EIEEHFR Amazon EKS BHIIE
BRI RENE 18 B EE T Amazon EKS HIIERASRIINEE © B2 > EEREHRE LBYMINERES - It
FEIREHNEREE R A B EERE > A Amazon EKS MIINERES o SEALLEEIR > MiMNEEER & LIRS HEES
fE o 7ESR S HIRE --preserve FEELUR B HINNERAS o

* RBESTRRIRMINNITHEEE — NetApp BB ETELHNEE IR B T ARBZMMTHERE - 7RHEE
#5B% Amazon EKS MiNTTH o 1 --preserve $5 < 8% “delete EIBLISIRMIIN TTH ©

e SNRMANTTHRAEE T IAM 0RF > BIRERBERZ IAM #RA o

BEIES

. £ https://console.aws.amazon.com/eks/home#/clustersFEY Amazon EKS 4 o
- EEAIZEREES « ZEH Clusters ©

. BEEEHR NetApp Trident CSI SMIMERRIEE RS o

. ¥EEY Add-ons 12 > A% %EEX Trident by NetApp ©

. 3%8Z Remove °

. 7€ Remove netapp_trident-operator confirmation %55 /5124 « #1T FHIR1E .

a. NREFHE Amazon EKS ZIEEIBIMIMETNAVERE » 555E1Z Preserve on cluster o IR EFH
SMEENER SRR EE L » UWEEHIUBTERIMIMEXNFIERE » SBHITILIRE -

b. #iA netapp_trident-operator °
C. 3512 Remove °

—_

o O A W DN

AWS CLI
i “my-cluster BAA EHIRERME - ABRPITUTHL o

aws eks delete-addon --cluster-name my-cluster --addon-name

netapp trident-operator --preserve

eksctl
LUF e < 2R L Trident EKS N :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
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https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://console.aws.amazon.com/eks/home#/clusters

R E 17 AR

It "Kubernetes StorageClass ¥R "al @A BEIRECERET » WIET & IR &2 T A Al e & ik
& o ZAEIEREAUN{AIEE € Kubernetes StorageClass #14 » LIS Trident fEAE RECETR
ﬁ °

#2137 StorageClass ¥+

B84 FSx for ONTAP #1317 StorageClass B > Trident 1 EH BRI BIR4HAE o

MRICEEFEREHEFRIE > 52/ [create-a-kubernetes-storageclass-without-automatic-

3 backend-configuration)E&f1 » BERERUN{EI 3 BIFRIL Trident BImFIEFEER o

ISTEFTEER StorageClass 2

#21I StorageClass FEEZERUT=EZ2# :

28 WAE g =R s EH
fsxFilesystemID =8 FE FSx for NetApp ONTAP 12 4% ID
storageDriverName =1 ¥ Trident EFEEEIFEZX (FI¥0 ~ ontap-nas
ontap—san)
credentialsName =1 ¥ B3 FSx for ONTAP /&:%HY Kubernetes
Secret %1%
IEEERZH

BRI LUER StorageClass iR BRI BIH R E o £ StorageClass parameters SR THEFAAAIEETEEST
& - ARABIRSHAITESIR « FH2H | "FSx for NetApp ONTAP &im4ERE" o

&5 StorageClass BT ©

LU T & B StorageClass #N{AIfE 3% BENEIRECE o
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https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete
volumeBindingMode: Immediate

JSON
{

"apiVersion": "storage.k8s.io/v1",

"kind": "StorageClass",

"metadata": {
"name": "ontap-fsx-demo",
"annotations": {

"description": "Demo StorageClass for FSx for NetApp ONTAP"

}

by

"provisioner": "csi.trident.netapp.io",

"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"

by

"allowVolumeExpansion": true,
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"

#2171 StorageClass
BIREERSE > BITUTaSLURILFHEER o



kubectl create -f storage-class-ontapnas.yaml

IRTT IR FERZTE Kubernetes 1 Trident P& 2| basic-csi #7485 > M Trident FEZ BRI T Bin FAYETEA o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

£ StorageClass & > Trident & BB &S o SARIERIAEIL PersistentVolumeClaims 2281t
StorageClass °

Trident EAF 1B IR AV4ERECERTE StorageClass sHEH o

3 sREA
trident.netapp.io/configuratorStatus 4HREAE R (Success B Failure)
trident.netapp.io/configuratorMessage SFABARAS T ERERETLE
trident.netapp.io/configuratorName AE AL E s BRI TE
trident.netapp.io/managed < StorageClass H Trident EI1E

trident.netapp.io/additionalStoragePools AlLBIREIN NEFHEFE IR M

A EEREEARS  FBFRIT -

kubectl get storageclass ontap-fsx-demo -o yaml

FESY trident.netapp.io/configuratorStatus Bl OREA Success © WIREA Failure ’ HIRE
trident.netapp.io/configuratorMessage LABRAREER

Mg ELfth FSxN 182 %4
W RICTEAEEFFIHEE StorageClass HIER THEEREINIREDE » sAMILREIMNY FSXN 1EZRA ID ©
#4548 StorageClass W HTIELA T35 :
metadata:
annotations:

trident.netapp.io/additionalFsxNFileSystemID: '["fs-

:19:9:9:9:9:9:9:9:0:0:0.:9:9:0:0:0-0- 4l Il
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ERETEE > Trident G EMRBRIHAHREN FH StorageClass 172 o

1R1EE S LIRS
* MR E A BB im4EASRY StorageClass & E ZMIFRHERARY Trident é S e BN AR AR I BRI T
R TEE T - 7ZEMIERETER StorageClass Z A1 » sALEEHFZ o
* {# AWS FSx for NetApp ONTAP z1E B Eh&im4HAE o

B —ERFEEHERIRA BN Kubernetes StorageClass

YN R ICABEEYGEE T Trident & Um#0 StorageClass > sAKIR T 5!FEFIR1E o

THREEBRIREEEEA

Trident # StorageClass E&FIKERIHRACE - EIEEM StorageClass B » Trident BEENENSH ~ B
i > M {EFAARREAESC StorageClass ©

Trident RE I —= VolumeSnapshotClass © Trident & %1489 StorageClasses E&FHHERR
VolumeSnapshotClass °

#2137 Trident 2%

ZE R EIREPT RN ER

BRI Trident Bl > (SHREBET—{E JSON 5 YAML 18RI 1"5‘3% ]
17858 - UTEHAIRTUAEREN NAS BY

(NAS B SAN) ~ ERRM « ZREPEUSERIF SVM LUK IN{AIE
77 » UURNAEIEER AWS Secret ZREFEZFZEFEAMN SVM 1R -

M
A3
2588 ©
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YAML

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"
"namespace": "trident"
b
"Spec" . {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-
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FSx for ONTAP EESFZR ¥4 E R}

&R LUE R T5ERENFTENAZ Trident £2 Amazon FSx for NetApp ONTAP ¥4 :

EEENTZT\ A tE =RAA
ontap-san ﬁﬂﬁlEEEEE’J PV #2E B & Amazon FSx for NetApp ONTAP F4HE&E F1AJ—1@E LUN o
AR IR TRE o

ontap-nas SEEEEN PV #2—E5TEAR Amazon FSx for NetApp ONTAP HEREE o #ERR
NFS #1 SMB ©

ontap-san- SECEEM PV #=2—1@ LUN » &1E Amazon FSx for NetApp ONTAP & I8 E

economy LUN FYE(= o

ontap-nas- HECEER PV #2—1@ gtree > &8 Amazon FSx for NetApp ONTAP HiiE & rlAc &

economy 89 gtree #E ©

ontap-nas- SECEREMN PV #2—E5EM Amazon FSx for NetApp ONTAP FlexGroup fZHER o

flexgroup

BERARIIEFEE R « 552F "NAS FaZ)23(0" A0 "SAN EEEhiz=l" o

e
i

m

v

o

BIUREERE » PUTUUT < REILMERE Trident BiHRE (TBC)

* ¢ yaml #EZET Trident BIRAERS (TBC) » LW#IT FHIEHS

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

=g Trident BIn4ERE (TBC) BRHREMINEIL :

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

b9ff-f96d916ac5e9 Bound Success

WNEEHMARRSIEIERYEFAIE T » 55280 T A M[Backend-advanced-configuration-and-examples| & E§ o
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A ER BB RIRRENER Mo B RFER

AT 282 Trident #1 FSx for ONTAP —EfEFRVIRETF AR RIS E &2 ©

NFS #7485

BRI B Z ILEHI AR EEA NFS BRI E StorageClass (B RISTEMB M

#B453)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iSCSI {#7F485!)

EEALU T EFIRE R iISCSI MHARE&ERY StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{5F3 NFSv3 #1 AWS Bottlerocket RY{£774E 5!

F2E TERY Trident B1%

EE1E AWS Bottlerocket LEZE NFSv3 HAHEE » :BiGFrE AAFTE "mountOptions’ ZFE1FLER! -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

Trident StorageClass Bt

BLBRURTE T AWML Trident SIEMHTFE RN EALTELHMIEE

B Eohd] EEER
fHES" F HDD « SB&
i~ SSD
provisioningType = B2
backendType FE ontap-nas
~ ontap-nas-

economy ~ ontap
-nas-flexgroup

~ ontap-san

~ solidfire-san

~ azure-netapp-
files ~ ontap-san-

economy
TRER nME true - false
vi=pl) mME true - false
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2= 23K
Pool B S IIEAERY  $5TERVIRASEREY
BYIRRS ; RAE

RTmEFRE

= pavubz7 i
FEY Dz

BiEEMERE

Pool BINEER EER
BpRin

Pool XIRHIRIR ERUARIRAHL

AR & &
HEEhIEER ERAEAHE
HiR & &

XEE

ontap-nas *
ontap-nas-
economy *
ontap-nas-
flexgroup -~
ontap-san *
solidfire-san

thick : FF8
ONTAP ; thin :
Fi'5 ONTAP #1
SolidFire-SAN

FRABEENRZTV

ontap-nas
» ontap-san
~ solidfire-san

ontap-nas
» ontap-san
» solidfire-san



B4 L BESR (- 23K XEE

= mikE true - false EFMZIENE CERAENZENE; ontap-nas
HER & R& * ontap-nas-
economy * ontap
-nas-
flexgroups ~ onta
p-san
IOPS int EEH Pool BESHMTEELE  Volume {R2ET3& solidfire-san

ZEERNA IOPS £ 10PS
. ONTAP Select 2, FSx for ONTAP 4R 1EILINAE

B2 ["Kubernetes # Trident ¥){4" LA BRAR{ZEZLEER AN EL " PersistentVolumeClaim B &f) » LAKAZEH! Trident Fg
BEHIRENRHEEAEN o

B fE7EEER
BoE5ThX StorageClass & » BIAJTE Kubernetes FEILE

SER
1. ER2—1@ Kubernetes ¥J% > EIt:AEEH kubectl £ Kubernetes IR E ©

kubectl create -f storage-class-ontapnas.yaml

2. IET_UFEEZT_ Kubernetes 1 Trident 7 &%l basic-csi £77487! > M Trident FEZ B RIR T Bk L HEHE

/

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

fZE SMB Volume

R LAER ontap-nas ERFNIETVIRECE SMB HERE o B2 » BEEMITULIRIE » BB TR | "EEARL
E SMB Volume" o

BinERSE R B
2R TRINT AR IRERREIR

=111
u
W

2% =RER o451
version Va5 1
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W

#

storageDriverName

backendName

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs
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=RER
HIFESIEXHILTE

B %R

#EE SVM HIE LIF 89 IP {adt -
AIIEE A% (FQDN) o
YNER Trident BfEA IPv6 IHIZLE
8 > BRI AR E R EMA IPV6 {iI

3t o IPv6 bR BASIEIRE S
fgn
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555] o NRETE
fsxFilesystemID FHY aws H#fi
M7 managementLIF > BJAREE
EEIEM nanagementLIF ° K4
Trident ¢ AWS #EEX SVM &3 ©
Ft > EAZEA SVM THIERE (
40 : vsadmin) 1EMHEREE 0 Bzl
BEXBRE vsadmin A

#E LIF B9 IP fiI3it - ONTAP NAS
ERENTZR © NetApp EBEISE
dataLIF o gNERKigftt > Trident #E4E
SVM EW48 dataLlF o B LIS E—
BE2REMILTE (FQDN) B
7 NFS BH81EZ > REMmEILERA
DNS LITE% 1@ dataLIF ZR&ETE
TG o WA ER T UE

B o ONTAP SAN EEFFET : iSCSI
EIETE o Trident £/ ONTAP
Selective LUN Map FRIFZREII LR
& T VEMSERFRZERY iISCSI LIF o 3N
BEMEES 7 dataLIF > B EELEE
£ o YNR Trident 21FA IPv6 FEIE
ZEER > BT LERE A IPv6 (i
3k o IPv6 bR EA S IEIRE S
fgn
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] o

R BEhEE LR B Z LA R [FAK
18] ° {8 “autoExportPolicy #
“autoExportCIDRs 318 » Trident AJ
M BEEEEEHRE -

EfXA “autoExportPolicy B FA A s
Kubernetes &i%4 IP 9 CIDR J5EE o
£/ ~autoExportPolicy #
“autoExportCIDRs #8185 » Trident AJ
UEHEEERRA -

g

ontap-nas, ontap-nas-
economy, ontap—-nas-
flexgroup, ontap-san, ontap-
san—-economy

EEENTZ %8 + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"

false

"["0.0.0.0/0", "::/0"T"



labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

siLPH eyl

EEANHIRENER JSON & ™
REE

FAE/R5MN Basebd RiEME oA ™
RIRERER R

AR Z£IEM Baseb4 RS "
8 o AR/EEIESE

Z{S{F CA /&:51 Baseb4 4RiEME o ™
IS # A A% o AN/REEERSE o

AR EERER SVM BIfERES
M o AREREENSDEREE o 4l

40 > vsadmin °

i SVM BEH - ARER
BN EEE

BERARTFEREES !IED%?EET SVM EIZ LIF » BIgTT

7 SVM BB i@ RSFR{EAM trident
HI%R o BIAIBE LB - BEFH
L2~ BEBEITHNEIRE

*2&07 Amazon FSx for NetApp  3&701£M
ONTAP #57E ° *BfHH) “fsxadmin’

# “vsadmin' A EZEA Trident 1%

& Aggregate A BRI NLA PR

FREERIMENR ©

MRFKROEEEANBBILE > " (FERFEHIBIT)
AIBCE KRB o ESh > BIERHEITH

EIBH gtree F1 LUN HHIR A/

» W B % “qtreesPerFlexvol #EIE 7

FrB:ETEE FlexVol HiE&EHR A

gtree (=2

1@ FlexVol volume BI&A LUN 2 “100”
787 [50, 200] EER o 1R
SAN o

R R HHRAVETEIEE © Bl null
a0 ~ {"api":false, "method":true}fRIE
ISR TR HEAR N SR B S F AR
SCEHBED ~ BRIEER

debugTraceFlags °
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W

4 siLPH g

nfsMountOptions LUESED TR NFS #8815 "

B o Kubernetes FA M HiRE & By
HEBEEREGEENPEE B
WREFERPRISEEAIHMEE

IH > Trident i EEREIERF#FRIR

R ENE IS E AV EETE o UNSR(H
FHENMNRERPRIGER =

15 > Trident i A S ERABIAVIFAME
HERR & 5% E (T T 38 1E o

nasType BoE NFS 3¢ SMB HAIRERIZEIL o nfs
FEIEA nfs ~ “smb'3 null o *AE
REA smb 7 BEFEIL SMB FEhk
& o *:REA null BIFEREEIL NFS
MR o

gtreesPerFlexvol 1@ FlexVol volume BYE& K Qtree  "200"
BEWM7B7E [50, 300] EEA
smbShare e UIEE MYtz — © A smb-share

Microsoft Management Console
ONTAP CLI #2317/ SMB %18
» S AEF Trident 32 SMB HAK
%78 o L2 EEH Amazon FSx for
ONTAP BifEHER o

useREST M8 > FYER ONTAP REST false
APl o B8 ES “true'BF > Trident i%
{£F ONTAP REST API| EdfgimiE
# o IETHAEEEE ONTAP 9.11.1 T
EHTHRZ o b5k > AT ONTAP
BABBXMAERR ontap FEARER
BTFEVERR o TAfcE &M "vsadmin®
#0 “cluster-admin' A& mEILE
K o

aws &P LATE AWS FSx for ONTAP #Y
ABREREHIEE TIER ¢ -
fsxFilesystemID . 57 AWS mn
FSx 18R AMBI ID o - apiRegion ""
: AWS AP| @I f8 o - apikey "
: AWS AP| £1# ° - secretKey
D AWS TR EIE o

credentials 5 E#TF1E AWS Secrets
Manager 189 FSx SVM £%:% o -
name : B8 SVM sREH SR
Amazon Resource Name (ARN) o -
type . BXEA awsarn °© AR "
#2317 AWS Secrets Manager ZHE"
MESEZEHH o
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iR B ECE R R InHRRETR
CRIUER defaults ELEERD HRYELEREERIEFITARECE © HIU0

W

#

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

A2 B T ERARRRERS) o
s A Fa®
LUN B9ZEfE 3 e true
ZERIREEN ; Tnone s (F5f8) none
g Mvolume ; (&%)
E(FFAY Snapshot FREI none

EAETNHBIEEISR QoS HREREE
4 - BERFE RN BIGEE
qosPolicy 8 adaptiveQosPolicy EH
7 — o fAFC Trident {8 QoS %R
BRE¥4HEE ONTAP 9.8 S E iR
7 o FEZERIEHZH QoS K&
B4R > W (REXRREBHAEERER
EEERE - H=ZH QoS HKEKEH4H
ZiatfREIFrE TIFaHEET
2R o

AR &IEKRY BB~ QoS
[RREIEHE - SEREERMEEBIR
B]#E$2 qosPolicy T
adaptiveQosPolicy

— o ontap-nas-economy 3z #E o

AIRBRBOEEEB DL "0

BRI R FE R H IR E

TEFTHEREE B A NetApp Volume
Encryption (NVE) ; FE:&{EA
false o EfEFILLEEIE » ZHEWNA
213 NVE TR MR NVE © ¢
R1BEEAB T NAE > BIfE Trident
R AR E A S B
NAE o UNFEHE » B2 H

> "Trident £2 NVE #1 NAE HYE(E
FI" e

RFB LUKS 0% - 552" %A
Linux Unified Key Setup ( LUKS
) "o {E£PR SAN °

EFEANDERE none

P ‘else‘llll

false

false

IR &R - SMB W EREHR

BxER -

MHEHRENRZ 2RI - NFS IR

‘mixed 1 “unix 2 c SMB X A ntfs o

& ‘mixed ' 'ntfs' Z21ER, ©

MR snapshotPolicy & ‘none

NFS F8:&2{E% unix o SMB F8:%1E
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Bc& PVC

REIBE FUNAIEIL PersistentVolumeClaim (PVC) {EFE&E Kubernetes StorageClass
2ReEK PV BIEREA o« MRATH » BIRILAAF PV #1842 Pod H o

#17 PVC

https://kubernetes.io/docs/concepts/storage/persistent-

volumes[" PersistentVolumeClaim ""] (PVC) Eﬁ%?t PersistentVolume
HTFEGEEK © pvc AIUECEABRIEEA/NNHFERSFEUET o FamMH
StorageClass ’ B BIEENMETLUZES] PersistentVolume

KEFEHER > BRI LU BE R EFREEZSDH o

#£17 Trident #1740 StorageClass % » BIRJEIL PVC o 3L PVC % » B ali&sziiiE & & El pod & o
HHIEFEFE
UTEFIRRT PVC FEAARRRETE o

BB RWX ZEUEFRRY PVC
L& BIRETR T —BE%4 2 basic-csi MY StorageClass R E R RWX IZEERAIEZ PVC -

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

{5/ iSCSI 89 PVC %l
L& FIET T —EEL% 2 protection-gold B StorageClass RAEERY « B RWO 7ZEUEIRRY iSCSI #7s PVC
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: protection-gold

##37 PVC

1. 3L PVC o

kubectl create -f pvc.yaml

rm

2. ¥ZE PVC #REE

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

A2 Kubernetes # Trident ¥{4" LA B R TFLEE R AN {A1EL “PersistentVolumeClaim B &) > M K3%EH| Trident Bt
B EENREEEAERN o

HERAER
I f#FEERIA PVC & > BIAIAF PV #MF Pod L o AER%I R PV Z1%E] Pod AYSEH

ap L HAERE ©

EPEELHIERE

1. 7£ pod F#E, volume ©

kubectl create -f pv-pod.yaml
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MUTFEBHIRTR T # PVC 25| pod RIEZAAERE | BAMER !

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage

3 EBI AR kubectl get pod --watch EEiTERE o

2. PR @ EHEE /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IREERILUMIBR Pod T ° Pod FEARARAERFT > BERRE -

kubectl delete pod pv-pod

7E EKS £ 35 Trident EKS Mifilrci4

NetApp Trident f§15 T Kubernetes 1 Amazon FSx for NetApp ONTAP #7ZHIEIE » ;2K
HBIZEABMET Eﬁ%%%ﬁﬁ"ﬁ%ﬁﬁﬁ"ﬁ%% NetApp Trident EKS SMaMEX B B &HAHY
LM EBENFEREE » WE AWS E3:E » nJEL Amazon EKS #2HECfER o EKS KN

144



ToH AR IEHHERE (R Amazon EKS ERNLZ2MMIRE S » Wik/DRE ~ sREMERM
MTHFrERNI{EE -

FoRIFM
43 AWS EKS 5R7E Trident ftiNciE 2Rl > sERERIGE BB TRA

* BEAFEAMNTHREIRAY Amazon EKS BEIRE o 528" Amazon EKS Mo o
* AWS ¥ AWS Marketplace FIHE[R :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #82Y : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* ENEEEEEY ¢ AMD T ARM
* IREHI Amazon FSx for NetApp ONTAP 1EZE &4t

1. BRI IAM B AWS 28 » LUFE EKS Pod SESA7ZEX AWS BEIR  INEMERAST » 552 "E IAM
%@ﬂl AWS Secret" ©

2. 7T EKS Kubernetes &%  » E&ZF Add-ons 1Z% o

tri-env-eks @ ( Delete cluster ) ( Upgrade version ) \]: View das| :'
(@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [7.

¥ Cluster info i

Status Kubernetes version Info Support period Provider
@ Active 1.30 O §(§nd_ard_ support Lgn;.it Jg_ly 2_.8.. 2025 EKS
Cluster health issues Upgrade insights

@0 @0

Overview Resources Compute Networking Add-ons [§) Access Observability Update history Tags

[ (@ New versions are available for 1 add-on.

Add-ons (3] Info . View details Edit Remove

Q Find add-on Any categ... ¥ Any status ¥ 3 matches <1
( ) (e categ... v | (Lany )

3. Hi{¥ AWS Marketplace SMIFET > SRR IFEIZ storage $87 ©
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q_ Find add-on ]

Filtering options

[ Any category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ J ( Clear filters )

M NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the
ideal choice for organizations seeking efficient containerized storage workflows. Product details [2

Standard Contract

Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23
Cancel

4. $% 5| NetApp Trident > EEY Trident JMHFZHIIEIEEIE > JATBIE—T Next o
5. EEIEFREMMIINTTIRZS ©

Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

You ean view the terms and pricing details for this product or choose another offer if one is available.

(D You're subscribed to this software x ‘

Version
Select the version for this add-on,

v25.6.0-eksbuild.1 v |

» Optional configuration settings

6. EeEFMERMMIINTTHRE °
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Review and add

Step 1: Select add-ons

Selected add-ons (1)
(Q Find add-on ) ¢ 1
Add-on name - Type v Status
netapp_trident-operator storage (@ Ready to install
Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name a Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)

1
Add-on name a IAM role [3 v Service account v

No Pod Identity associations
None of the selected add-on(s) have Pod Identity associations.

7. MRIGEEMEA IRSA (RISIRAH IAM ) - F2REMBRE SR EE" o
8. 342 Create °

9. HESDMINNTTHAIIRES Active ©

-

Add-ons(ﬂ Info View details Edit ) Remove

[O. netapp XJ [Anycateg.,. v J [Anystatus v J 1 match I |

NNetapp:  NetApp Trident
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your pers and ators focus on licati FSx for
ONTAF flexibility, scalability, and integration capabilities make it the ideal chaice for organizations seeking efficient ized storage Product details [A
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild. 1 - (IRSA)
Not set

Listed by
MetApp, Inc. [3

View subscription

10. }ITIAT AL LUEREE Trident R R EIEFRLEERE L ¢

147


https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws
https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws
https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws
https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws
https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws

kubectl get pods -n trident

1. e TRE MR B R R - MTIERIEN « H2 EERFER o

M CLI ZE/EFRZ S Trident EKS KT

/8 CLI Z2%E NetApp Trident EKS M2 :
LUFEEf3ES 224 Trident EKS 9MIMER -

eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.0-eksbuild.l ((EFRZERRZ)

LUF &5 < 24E Trident EKS 9MiMECHR4S 25.6.1 -
eksctl create addon --cluster clusterName --name netapp trident-operator

——version v25.6.1-eksbuild.1l (EFRAERIRZ)

LUF &5 < 24E Trident EKS 9MiMECHR4s 25.6.2 -
eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.2-eksbuild.l ({ERZERARIRZ)

£/ CLI E1 & NetApp Trident EKS M2 :
LU en 2 2 fERZEE Trident EKS M0 -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{5 kubectl EiLBiH

BiInER 7 Trident BEAEFRAZ ERIBAE o EEFF Trident MAIBRAREERFRERE 0 UKk
Trident FEZNAIHERECERERRE o Z4< Trident & » F—FER & o
‘TridentBackendConfig' Bz & REZ (CRD) m[:EXEEER Kubernetes T EEIIME
IZ Trident ik o SR LUER "kubect! FEA M B9 Kubernetes ¥4 THRAVERL CLI TAK
SERRILEARAE ©

TridentBackendConfig

il A

TridentBackendConfig (tbc tbconfig tbackendconfig) e—{ERIiHiFHAZER CRD » Al:EE{#HEH
kubectl EIE Trident &l ° Kubernetes MREEFEIESIRETLUEIESEA Kubernetes CLI I FEIRE M > M
mEEANGSIIEARER ((tridentctl) o

#1317 TridentBackendConfig ¥4 » AU TIEMR ©

* Trident RIFEIRERIRE BHIEILBIF © BIEABFRTA TridentBackend (tbe tridentbackend)
CRe

* TridentBackendConfig M—#FEZIMA Trident #IZHY TridentBackend °

8 "TridentBackendConfig &3 "TridentBackend {RiF—H—BIML IR o A& BRIRPARERE RN ER

148


https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html
https://docs.netapp.com/zh-tw/trident-2602/trident-use/trident-fsx-storage-backend.html

IHAYITE ; BE 2 Trident RINEBRBIHFMGA o

s £ TridentBackend CR H Trident BEIRZIL o L FEZHMERER - MIRTEEEN R « 7S
= iBIERK " TridentBackendConfig #J{4 BR#IT UL o

Ik

HZ2RELT TridentBackendConfig CR & EA) :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svim: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T EIIXEF "trident-installer” BErFRRIEER » T EFAR T T A/RBIVEFHKE

‘spec  EBRBIRIFERNMHEEZE o £4FIH  BIREFER ontap-
san FEFEEEIED « MAEAILERETHSHVARERE - IEFMEFAFRISIEXNEREIEEE « 35
Z[1ink:backends.html [ "EFRIIEXNRBIFHEEER"~] ©

‘spec’ BEEtEE credentials’ M  “deletionPolicy’ i > SLER(UETE
‘TridentBackendConfig' CR FR¥F5|ARY :

* credentials ! ItBHANERN > 25BN ARERFA/RFEETEENEER - B8R TEAFERE
#£3789 Kubernetes Secret o sBs8 BRI ASELUAEI X FH.HIE » BEHGEREER o

* deletionPolicy : IEM#{iIEH TridentBackendConfig fIBREFFEBNITHVIRIE - ERUBUA TRIEEZ

° delete : ERFE TridentBackendConfig CR K ERAMRY R IHES#HMIPR - EETERIE ©

° retain . & TridentBackendConfig CR #fIf&EF » BIFEZRMEFE » WrFEE tridentctl ETE
I o BMIFRFERIEE retain’ PIREREFERERERA (21.04 ZRIIRA) LREBEEILAELR o BiL
‘TridentBackendConfig' Z & » BJ L EHIEHEAIAYE o

BIm$T8EB spec.backendName KE © MIRKIGTE > BIFHBRRES
EE e TridentBackendConfig ¥J{4RI%FE (metadata.name) o E:ZfER spec.backendName B
MR E RinAE o
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f#H tridentctl  EIMNRBIRIBRMEEA TridentBackendConfig" Y o XA LUEIES
BEEIL TridentBackendConfig CR {#FH kubectl REIBELERI - W EFTEIEEHER

T RUZBRE2 B (BI¥0  spec.backendName * spec.storagePrefix »
“spec.storageDriverName'%%) ° Trident & BENiGHEEILAY "TridentBackendConfig' B3R A HI1&
&R RE ©

EfERA “kubect BILMBI RIS » SEZAITU TR :

1. #37 "Kubernetes Secret" o It & E = Trident B {#F &£/ IRFS B FIEMNIEEER o

2. %ﬁ ‘TridentBackendConfig ¥ - EH B S fEEHEE / RFNFMEEN « UREL—PREINEERES

1=

BT BiRE o R LA#EHA kubectl get tbc <tbc-name> -n <trident-namespace> REREEAREEMI UL
EFLFHMEH ©

$E% 1 . #1I Kubernetes Secret
B —(EeERinFIGEIEN Secret o SAGFIRT / FREEH—/ o LIFE—EZEH

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TREL T ZEFFET S Secret FABEZHIRENL :

{774 Secret Fields fit s IRER A

Azure NetApp Files clientlD FERREX MR AL ID
Element (NetApp HCIl”SolidFire  Uf%h AP REERD SolidFire =5
) 8 MVIP

ONTAP FERERTHE AREE#ESE | SVM ERER

18 o ARENERRENS (7 5E

150
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#7748 Secret Fields it
ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

473

28

clientPrivateKey

chapUsername

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

1RO EA

EIRTIRE / SVM HEEE o ARE
RREN S D ERE

BRiRfAZ+i8H Basebd RIS
B - ARERRENERE o

ANILERERE - IR
useCHAP=true BIIZ#3E1E ° &
B? ontap-san'# ‘ontap-san-
economy

CHAP EXEh232508 4R
useCHAP=true Bl IEIE - A
B? ontap-san'# ‘ontap-san-
economy

BEERERLE - R
useCHAP=true |4/ 1EIH o A
It ontap-san'# ‘ontap-san-
economy

CHAP B1ZRREN23ZHE - IR
useCHAP=true |4/ 1BIH o A
#* ontap-san'# ‘ontap-san-
economy

TFUEP BRI Secret * i EE F—HIEIUM TridentBackendConfig ¥4 spec.credentials i

REIA o

BE 2 1L TridentBackendConfig CR

CIRTERILAEEIL TridentBackendConfig CR T o TEARBIF » M ontap-san ERENMERNMRIREFERUT
FrA) TridentBackendConfig ¥4iEIIRY .

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

X 3 | B¥58 TridentBackendConfig CR BYAKRE

#2311 TridentBackendConfig CR & ~ &R LABREEEKES - SA2 R T &4 -

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BIHERINEILWAIEES] TridentBackendConfig CR ©
FEELRI AR A T HE AP —{E(E -

* Bound ! TridentBackendConfig CR EBimRIHE » HEZBIRE S configRef RES
*TridentBackendConfig CR BY uid BY{E °

* Unbound : M """&R/MR° “TridentBackendConfiqg ¥MAREERRIR o FAAEFIEILN
‘TridentBackendConfig CR TEREBEEMULREER o PEEREER » EIAHEMIEZ Unbound AREE ©

* Deleting : TridentBackendConfig CR FY deletionPolicy #HREAMIE - &
‘TridentBackendConfig CR #fHIBREF » ©EEEA TEEMIBR1 ARREE o

c MRBIHAFEFAMEEESTS (PVC) - AIfIBR "TridentBackendConfig i & %% Trident fiPR1& imIA
Kz “TridentBackendConfig"CR ©

° MNRBIHFE—EHZE PVC » BIBIHHEARIBRIKES © TridentBackendConfig CR BEE i AMIBR
FEEG o & UHF0 “TridentBackendConfig' RE7EFRA PVC #EMIERE A 2 MR o

* Lost . 4 TrldentBackendConflg CR BABMBIGHR RIS EMIBR > ™ TridentBackendConfig
CR NARZBHEMPFEIRIIZSE o i@ TridentBackendConfig fHZA{A > ‘deletionPolicy CR{J}
SABT AR o

* Unknown:Trident #ZEEE TridentBackendConfig CR BBAV B IREVAREE S @S FE1E o FI90, 11K API
{AlAR2§'2 B EIFESL tridentbackends.trident.netapp.io CRD ff5k o BRJEERE T A ©
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Et > BIHEMTHAE | BRILEEE—EEH MR > FIU0 "2 ln BTN inflfR" o

(ER) T4 SESHMEEN
ERIUBITIA T RERARRENESEM |

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

LtESh ~ fEEEET ST YAML/JSON 8 TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Bl & backendName M ‘backendvUID [E]fE ‘TridentBackendConfig CR MEIZAYE
I °© lastOperationStatus iR/ TridentBackendConfig CR & —RIR{ERVAREE » sZ1RIERI AR
ERERE (HIW > EREEET spec FRIRLERR) H Trident &3 (HIUN > 7E Trident EFTRYENHARM

) o H{EFILLZE Success I{ Failed °© phase FR/R TridentBackendConfig CR &% FRARBIAREE o 1
L+ mEEEHIF > phase BYEA Bound ° 5 EMkE TridentBackendConfig CR BB imRERN: o

o] LIIIT kubect]l -n trident describe tbc <tbc-cr-name> S REVEEMHHFERIFMAE

“ 1&#E£fEF TridentBackendConfig #)14i518 “tridentctl JREF i MIfc € S RAM A BIK - EE TR
= £ “tridentctl £ “TridentBackendConfig' Z BItIIRFFRHIL B » B sAE /2" ©

=By
£ kubectl H{TEIHEIE
T HRUN{A{ER “kubect BI{TRIREIRIR(E o

I
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

fHlf% TridentBackendConfig B8~ Trident MIBR/REHBE (BURFY ‘deletionPolicy) © &Zf)
PR1&I% » 5AFE(R deletionPolicy REAMIBR - BEEMIFR "TridentBackendConfig ’ :BHEfR
“deletionPolicy B E AR © Btk o) FERRBRIGIIATEE » W EILUER “tridentctl EITEIE ©

TR -

kubectl delete tbc <tbc-name> -n trident

Trident A& & Kubernetes IE7E{EFERY Secret TridentBackendConfig © Kubernetes AR & &5
Secret o filff Secret FFRAZEIEIMINE ¢ B E Secret REHEIRFEHRE > 7 FEMIBR o

BRRAENER
HITRI @M< .

kubectl get tbc -n trident

IS AT LUNTT “tridentct] get backend -n trident' 8% “tridentctl get backend -o yaml -n trident' REX{SFr B IR 5 % Ik
BRE © BRI EIE(ER tridentct BILAY R ©

BRI
ENRIENRETERRS !

* BIERGNERECEN - BEEH/ASS WNEEH TridentBackendConfig YMEFHERRY Kubernetes
Secret © Trident #ZFBIRHNERITVEEBIHEHRIR - MITU TS EFH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* REEWHSY (GINEEEADN ONTAP SVM K41T8) o
o A UERU TS BEiEER Kubernetes B “TridentBackendConfig #15 :

kubectl apply -f <updated-backend-file.yaml>

o oE o KR LUMFERUTHSHIEA TridentBackendConfig CR #4THEEN ¢

kubectl edit tbc <tbc-name> -n trident

155



* MRBHBEMKRY > BEFEBERFE EREMNVEE - ERILUEBHIT kubect! get tbe
N <tbc-name> -0 yaml -n trident' 3% "kubectl describe tbc <tbc-name> -n trident ZR&EE HEE U
3 EEREA o

© EEHEAE EAARRERNRER - ERIUERMITEMSBS ©

{EM tridentctl HITERIFEIE
TEEUNEI{E A tridentctl BT R IR S IEIR(E o

FERVAETy

B "EIRARSIE" 1B > BT T &< :
tridentctl create backend -f <backend-file> -n trident
MR BIHEILKRK > AIRTEBIHEEFERE o« EAIUBITUTHhSEEHFUEERR -

tridentctl logs -n trident

LR RIEEREREPRIMER > ERIUBRHIT create @< ©

Ul ERET
AENE Trident MIFREIR « EHIT FHHRIE
1. B RInSE

tridentctl get backend -n trident
2. MRS -

tridentctl delete backend <backend-name> -n trident

gN2R Trident BRI B IRECE 7 HIATFERVERE IR » BUMIPREZ B imi e L B FC & #ra0iiis

O Eo mpmsse) TG REBE o
IR R

EEER Trident BEXBVEIR « SFHIT TIIDER
* AEEUSHE  BFRIT TS !
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tridentctl get backend -n trident

* AREUSFIAHAER  SFRIT TS !

tridentctl get backend -o json -n trident

BRI
BN RIRHERRER > ITU TS

tridentctl update backend <backend-name> -f <backend-file> -n trident

MRBHBHAN > ARTBIFEEEFERNE » AECESA T EMMITIRE - KUIUBITUTHLEEHFU
HBERR :

tridentctl logs -n trident

IR WEIERENEFHERER » LRAIUBRHAIT update B2 ©

sHnl 8 AR 18 I B9 77 4R

R —(ERIUEA tridentctl AEBMIEHLN JSON HRRESHIIEIRG - BRERT o HAER
CRBAREZER -

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

EEAMNER TridentBackendConfig EIIAIE IR
ERIREIEER BRE)
T #R7E Trident P EBERIEMNREAR

EERIRAEIR

BEZE "TridentBackendConfig' Biit > EESRTAMEBITNRIKEES R - B3I 7 U TRHE :

* {FH “tridentct B IZRYE IH A LA “TridentBackendConfig 2R & IR0 ?
* 5 “TridentBackendConfig 11 FY& IR A] LUfE R “tridentctl’ SR E IR ?
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{#H tridentctl BIHEIE "TridentBackendConfig

R ETEREAUNAIEA Kubernetes NWEIEIZIEI tridentcetl WL TridentBackendConfig ¥R EIR R IR
T ER o

EERARUTER :
* BFEMRYR > 72A TridentBackendConfig * RATEMEA tridentct! 1LY o
* £/ “tridentctl EILAVFRB L » BRAFEEM TridentBackendConfig 44 o
maRMEER - BinERAESETTT © Trident B BEHFEMIRE I K EUETTIRE - BIEEILFRAMEERE

* HEAE(ER tridentctl REIRE A E R IR

* B{EMH tridentctl B MNBIREEEZIH TridentBackendConfig Yt o ERMERERIEREER
kubectl MIE tridentctl EITEIR o

EEMFA kubectl BIERARBIE > IEEEEI—E TridentBackendConfig S RIIRA R - U THEIATEI %
[RIZ :

1. #37 Kubernetes Secret ° Itt Secret &5 Trident Ei{F 3 &/ IRFIFENFAEMFIEEK o
2. 317 TridentBackendConfig ¥t - HHRBESHEEE / IRFEFEEN - UKREE—PHEITAE

B2 o WE/NMEEMRERBIVAERESE (HIU0 - spec.backendName © spec.storagePrefix »
‘spec.storageDriverName'%) ° ‘spec.backendName %HZBREAIIRB B IHHIATE o

TER 0 : BRI

HERI TridentBackendConfig #EZIIR AR > LEENSRIRKE - E4F0F » HABRKRBEZERAUT
JSON ERZIUM :

tridentctl get backend ontap-nas-backend -n trident

femssmsmsmessssoss==== fossmmsmss===ms=s

fesmsee e s se s e me s e s e e e femmmm=== fommmmm=as 4

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e e e el
frecssssmeeeme e me s s e e e e e i 1

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

frecsmssmemeso oo ==== frosssssassmssme=s
fess===s=s=sssesessososassssssssssssa=s fremm====== foms====== ¥

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",

"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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$ER 1 17 Kubernetes Secret

Bi—(Ea=®inKREN Secret > Y1 THIFAT :

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

$$EF 2 1 1 TridentBackendConfig CR

T—# R TridentBackendConfig CR > FHBEMIESIIRA ontap-nas-backend (WIABIFAR) o
AERmEU TEXK :

* HHEINBIHATIBET spec.backendName FEF ©

* e B2 HERIG%RIHER o

* EREREM (WRET) SARSTERIGRHEENIERE o

* BRRENFEB Kubernetes Secret Fefft » MIEAEISXFR R IRM o

EEBIBERT > TridentBackendConfig' EER G HBRIEH :

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

$EF 3 1 BR:¥ TridentBackendConfig CR BYAREE

£ TridentBackendConfig JBIIZ & » HFEERWMES "Bound ° BEERMERERIGEREIKZTEM
UuID °
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

RERIHERETTE2MFR tbc-ontap-nas-backend TridentBackendConfig ¥HHEITEIR o

{#H TridentBackendConfig BIREIE “tridentctl

‘tridentctl® ATARFILEEER TridentBackendConfig®
IR o thSh > BIESMAILEESIE tridentctl” RETIEELRN > HiAEMER
‘TridentBackendConfig' WifEfR “spec.deletionPolicy’ &REAS “retain’ ©

PER 0 : BRI

I8N > REMER TridentBackendConfig 2L 7T T &iR :
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

o o

e it bt e e PP - o +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

e - o

e et s e fomm - +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-

0a5315ac5f82 | online | 33 |

o o

et et b L e PP F—————— o +
REmHAERAUED > TridentBackendConfig' B R IHEIE » W4IE m (BRZRBIHRY UUID) o
WEE1 [ HEER deletionPolicy BERES retain

SEIRMIZRE—T deletionPolicy HIfE © L?ﬁguﬁif_’y retain ° 55 AJFE{RMIPR TridentBackendConfig
CREf» BinERNEHEFE > WAIfEMA tridentctl ETEIE o

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

£ P4JE deletionPolicy BEA “retain® BAFEETTF—H o
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R 2 I fHIBf TridentBackendConfig CR

R1&—% ZMIB& TridentBackendConfig CR o HEE¥ "deletionPolicy 52 €4 "retain’1& » BIAT I TRIBRIE(E

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

T fom e
e et e fomm - +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

Fom Fom e
o fom—————— fom +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

o fom e

e fomm - fommm +

fIF% TridentBackendConfig ¥4EF » Trident REEBR > MAZERRRRBIRAE o
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