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#R¥E tridentorchestrator cr.yaml YETE “cloudProvider'Zy “"Azure" ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Helm
MW ERf @224t Trident Miz%E cloudProvider » {ERIRIEEE scp ©

helm install trident trident-operator-100.2606.0.tgz —--create-namespace
--namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>
LUTFEHIZLE Trident MAF cloud-provider 12555843 Azure .

tridentctl install --cloud-provider="Azure" -n trident
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#"¥E tridentorchestrator cr.yaml MiETE “cloudProvider'Z “"Azure" ° FiE
cloudIdentity 7 ‘azure.workload.identity/client-id: XXXXXXXX—XXXX-XXKXK-XXXX~—
XXXXKKKXKKKK ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX—XXXXXXXxxXxxXx'" # Edit

Helm
EATHIRIBEEEERTE cloud-provider (CP) #0 cloud-identity (CI) #Z55R91E :
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX—-XXXX—XXXX—XXXX=
XXRXXXRXXXRXXX""

LUT &6 Z25E Trident AifERE cloudProvider 5&7E $CP > MiffMA cloudIdentity &RIE $CI :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentcti</code>

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXKX—
XXXXXXXXKXXX"

LUT &6 Z24E Trident i cloud-provider 8RAEAY " SCP ™ #¥ cloud-identity RAEA “SCI -

tridentctl install --cloud-provider=S$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",
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"propert

"roleName":

"descr

"assignableScopes":

{

"custom-role-with-limited-perms",

ies":

iption": "custom role providing limited permissions",

[

"/subscriptions/<subscription-id>"

1,

"permi

{

"a

"Microsoft

"Microsoft

"Microsoft

"Microsoft
ad",

"Microsoft

ite",

"Microsoft

lete",

"Microsoft
/read",

"Microsoft
ns/read",

"Microsoft

ns/write",

"Microsoft
ns/delete"

"Microsoft

ssions": |

ctions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de

.NetApp/netAppAccounts/capacityPools/volumes/MountTargets

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

.Features/featureProviders/subscriptionFeatureRegistratio

.Features/featureProviders/subscriptionFeatureRegistratio

.Features/featureProviders/subscriptionFeatureRegistratio

'
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

.Features/providers/features/unregister/action",



"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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nfsMountOptions ¥ NFS B SR E TR "nfsvers=3"
#l o SMB %H@@ﬂiﬁlﬁtﬂm o BE
FA NFS R 4.1 8805 » B1ELLE
SR PRAVHN R ETE /%Eiq:'??ﬁi
nfsvers=4 LUEIE NFSv4.1° 7
REFENERPRENHEEERS
BERIGECEPRERHEIEIE o

limitVolumeSize WMRARNEEEARNKRIEE > " (FERAFRGIBIT)
W= =0

debugTraceFlags FAR SREEHERRRV (R EETEAR © fItn null
\{"api": false, "method":
true, "discovery": true} °

PRIFICIEE TR H AR S
AHBYSCERRED - BRIE/IERLLLS

o
BE °

nasType BCE NFS g SMB HFREERIFEEIL ©  nfs
BEIEA nfs ~ smb'E null ° :BES
null BJFE5&7E1T NFS FEIEE o

supportedTopologies Tt BIEZENEIRF AT AES
xR o MNFEFHMEN > F2H £H
CSI #h#g" -

gosType =T QoS $EE : BEEFH o EE)|

maxThroughput BREATFHNERAERIESE (BNl 4 MiB/sec
DMIiB/#)) © {EX1EFE QoS BE
% & o

()  mBmEBsUIAEsREREN » BB HE Azure NetApp Files HRLERIMRATAAE" o

E & Azure ZiFIRIE (26.06)
1/ 26.06 HrZsBAYA > Trident SZ3RTEZ1E Azure EIRIRIZEHRE I EIE Azure NetApp Files &1 ©
S1BM Azure EIREIE ©

* Azure FHZERR

* Azure Government (Azure Government/ MAG)

* Azure F[E

ﬁB% Trident #2137 Azure NetApp Files & ImFF - s5HE{R Azure Resource Manager FER:EIREHELITAY Azure B
IRIRIEARTT o WIRIHREFATRT « “tridentct! E}Eﬂc-tfi%ﬁ%ﬂ s BRIt B R o

¥ Azure Government i ° AL & IRAEREFERE cloudConfiguration. cloudName :

cloudConfiguration:
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cloudName: AzureGovernment

FREEERMER

YNSRFEEEIL PVC BFUREI TRINEIREM) #5R > BRI SRR EREARENGEMR OFRAERMNER (FAE
FERHAEER ~ REM) o NRBA TREERER > Trident FEEERR I BIRFFEIRAY Azure BIR - AR SER T
BENAE o

‘resourceGroups’ ¥ ‘netappAccounts' > ‘capacityPools' > ‘virtualNetwork' I
“subnet’

HIERIUERRERBET R RERERIEE - RSHBER TERERATERERLTE » IAERMEAIEE
ENEZERRER -

@ YN5R vNet fifTEL Azure NetApp Files (ANF) f#FIREREINVEIREFEF » BIERE R
resourceGroups ;BB > FBAERMERIEE B IR o

‘resourceGroups’ ¥ ‘netappAccounts’ # ‘capacityPools®
BEEBE:S > ARNKERNERERFIALFERREITANER > TETMUUESEASIETE - T2IR
ELTBEEUTEIR :

Gt B

BIREHH <resource group>

NetApp TRF <resource group>/<netapp account>

ReEt <resource group>/<netapp account>/<capacity pool>
[E SRR <resource group>/<virtual network>

FHIER <resource group>/<virtual network>/<subnet>
Volume BRACE

TRIEBERERBTE R D PIEEU N ERRIEFITRRMERERE - MFFAEN > 52H [SEHIERS] -

2% SlE Ta5%
exportRule R E A REH B o "0.0.0.0/0"
exportRule WBRMER DR
IPv4 {ii3k5;, CIDR RniER IPv4 F
RERIMER4ESBE - SMB &2
BRULEZE ©
snapshotDir 7FHX .snapshot B true, false (BAHEERRE) ©
size PR E R TERR A\ "100G"
unixPermissions R @ERY unix #R (4 /)& " (FEEEE > FEIRFPMABS

#¥F) oSMB ERZBILRE -  H)



s HIAHRS
UTHARTTEARE » HhASHSUMRATARE - ERERBIFRMBISE o

v =/\ARE

15 BIEEER/ B IRAERE o FALLERE > Trident S IVIEFIAR NetApp 1RE « FEEENFHEK (BEHK
.mLLﬁi\E',uxLET_LEE’J Azure NetApp Files) - Wi FHIEERETEP—EEEMNFHER L - AR

‘nasType &S » nfs FEREGER > B EMHE NFS BiiR& o

W R IEMIBHYAHEER Azure NetApp Files M#E1TEH » EERTERIEEN » BESHEH » F

&R HERIMIEEE] o

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eebobct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus

vV AKS IS EIEG 97

DR R AR o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1

virtualNetwork: resource-group-1/eastus-prod-vnet

10

B TARCAIRIR

I RBIRAECEEIE T subscriptionID ™ tenantID>™ clientID Ml “clientSecret ’ BEEFEHEES



subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

V¥ AKS HNERS 7
HBIHACEEIRT tenantID clientID M “clientSecret ® EEAZEIRESSRFEFIERIERN o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

vV B R EB RN ERIEERT SRAER

It B IRAARE B R AIRE M ETE Azure BY “eastus {UEHHY "Ultra BE2E&E © Trident @ BFIFRRZMUEFTEIK
45 Azure NetApp Files BIFRE F48EE » MM EERETEEFR—EFHRK L -

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

vV BigEH 0 B 5FE QoS FEEE
I BIREC B S E B TE Azure BY “eastus (i B » W EBEFH QoS FEERE °
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version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

Vv EPEAARE

12

IRIRERE—DREREREEEE N ZE—FRK - Bt SEEDHMREE R ETERE °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet



subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"

v ERERhAE
IERIFIEEEE—EREDPERT ZEMFN - ENEZERENZEARARNRGEARR > TEHERE
Kubernetes I RELERSMIHEFERE > ILEREIEEER o EERMERAMNEIR performance’ 2k
EoELE o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application—-group-1/netapp-account-1/ultra-1
- application—-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze

servicelevel: Standard
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capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

v ZIBMIRIEAERS
Trident SE£0IRIEEIFM AT AEA TEE & EMIEE o “supportedTopologies’ b & i & R RVIZ NS & 1R
RASERRREEEFEFNTA&EE o bETSENEEN A &EAERSE Kubernetes SRR HRFH
@I e AEEAER o EL&EFEMN A AERRFEFENFAIUIRENATESE - HRNE3RIRRHENES
A AE FEMNFEEFE » Trident FEIEENEFF I AEPEIMIEE - NFFMAEHN » 552/ "F/H CSl
g o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

HFEER

LAF “StorageClass' & Fefs L EFEE R o

£/ “parameter.selector {1 AYEEHIE 2

£/ “parameter.selector & B L A& "StorageClass 15 & AR sTE HAPR & RYEHE A o IR E NS BB PsEf
FEAPERNRTEE o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gold
provisioner: csi.trident.netapp.io

parameters:
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selector: performance=gold
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze
allowVolumeExpansion: true

SMB HiHiR&E RS E &

£ nasType node—stage—secret—name‘*[I ‘node-stage-secret-namespace ’ RE]U$5E SMB

HERRE R PR EEAY Active Directory /&8 ©

v Rk anfa 2 LR E AR

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

v SEsmRZERER RS

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v SEHREERTRKE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb Bz & SMB HARRE R fFETFA o
nasType: nfs B{ nasType: null EfE NFS FEfFE o

R

B BIRAARIER > MITU TS -
tridentctl create backend -f <backend-file>

WNRIEERMEIEREERR Azure Eiff > s5HE(R “tridentctl ERFHE R E AR Azure Resource Manager #1 Azure
EIRIRIZAVERE inRh o R BIREILRHK > BT R InAR TSR RUHIENNREA -

tridentctl logs

TGRS IEABREAE AR R « [ERILIBR#AT create 835 ©
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