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backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
svm: svm nfs
credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

n

"svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"

AR BiREEEH— AN FEANFHFENEENMS - BiIRimzE  FHAERE/ BI5EZ{#H Basebs
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* clientCertificate : FA P if/R:EHY Base64 4RIS(E ©
* clientPrivateKey: BIEFAZE £ 1BHY Base64 #RIE(E ©

* trustedCACertificate : {51F CA /&:50Y Base64 4RiE(E o N RERAZSER CA » BIABIRMEIEZE - 1
RAKRFERAZE1ERN CA > BRI ZERIERE o

HANTERIZEEU TSR
1. BEERRIHREMEE o B4R > 7 Common Name (CN) REAZHEITIRER ONTAP EHE ©

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BEER CARSEHIEE ONTAP B - I EIEE RIS 2R RIEILIERE - MRKEREEN CA > F2



B o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7£ ONTAP £& F ZEAFIHERNER CRESH 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 5T ONTAP 22 F AHBZIE cert BEEHE ©

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -—-application http

—authentication-method cert -vserver <vserver-name>

S. EAEEMRERIEEREE o #§ <ONTAP Management LIF> 1 <vserver name> 12 Management LIF IP
M SVM £418 o Wi ZBRE(R LIF BIBRFBIRAIEEA default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

viiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. 3 Base64 ¥1/R:E « SMMNZISERT CA RFTEITHRS ©

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. fER E—PEFIERILRI o

cat cert-backend-updated.json

{

"version": 1,



"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0OVaLuESOtLSOK",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

t———— e — e et it
- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e e
- R +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

t—— o ——— e
- o +
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BBRE L AN AIE S (RS E - AREAEIFIESEBIEHNEB backend. json FEZEKMNIT

tridentctl update backend°

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas"
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}



#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fmmmmm e fommmmmmsene e a e fmm e e e e e e e e e e
T e I

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

N i et fressssseee e e me s oo s s s e e e
e frE=mmeme== iF

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

fems=m=mmma== fememesesse=s==== fess=s=ssssscsssessssossssssssssssssa=s
fomm - fomm - +
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f§5F3 ONTAP CLI
1. FERUTHSEINAR

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. 2% Trident FAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm name\> -comment "user description"

3. BAGHREEFRE !

security login modify username <user name\> —-vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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7 ONTAP System Manager #1755 5% :

1. BB TA®
a AETREEREIBEITAR > :FEH Cluster > Settings ©

(3) BEHE SVM BREIHIAE  :5%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. $%4% Users and Roles Z2HEFEEIR (—) °
C. 7 Roles T3E#E +Add ©
d. EEMAERA] > SABEE Save ©
2. BAEEES Trident fE/AZ&  + 1 Users and Roles B _E#{T AP !
a. 7f Users THEE Add Bl + ©
b. BHZEFRIIERERTE - AR Role THINEEREEZARE o
C. ¥—T Save °
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

EALITNAERS - AWETEIR SVM sRyiRIE S S E TSR RA - EERAIGS S ¥FE8 CIDR
() GRNELRE GMBERELEL) - ARLEE NetApp RENBERHHE > B Trident §
H SVM °

BUTF LA B BB 26 ~ SREALEIhAER TIFRIE

* autoExportPolicy BEREL true °© &7k Trident EAFERILRIRA svnl SVM EEER S EREEZE
I —{EFEHERE » WifEMA autoexportCIDRs L@ IRERIEF B BVFTILFNMIPR o AR EEZTIENEZ AT
» ZHETR & R —EZAVEE L SRR » HRAERFRAIZRE L Z MR EN R E TR ENFE - EHEEEM
EIEAREET > Trident &I —EBEE gtree FIRBIELREE » 5% qtree B F15E CIDR EIRRBIERRL IP {1
At o BLE IP (U EANAZIAR FlexVol HihRE {6 FAYEE L SRE& A o

° fgn :
* #&i% UUID 403b5326-8482-40db-96d0-d83fb3f4daec
* autoExportPolicy FRES true
* #TFAIE trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1¢c

* &% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c M gtree E%4&%47 “trident-403b5326-
8482-40db96d0-d83fb3f4daec’ B9 FlexVol ZIIEHRE] « Z%%
‘trident_pvc_a79bcf5f _7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EF#EIL
$4% “trident_empty BZEHEEHRAI o FlexVol EEHRRIAVFRBIAEZ gtree EEHRRPFrS(ERA
HIEBEE o RMIMNAVHIE @R ERERAEQELRA o

* autoExportCIDRs BIEMNMRTIR o ILFERAPIEEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKERR
» Trident FHTIETEE SMES N TIEERE LI EIRVPRA 2 EERIE B IBAIL -

EARIF > BT 192.168.0.0/24 AT - BRTRMUNILAAEEAN B BEB M Kubernetes 8if: IP
RIS = Trident EIZAIELRA o & Trident sEMEAITFRTERVENRLRT - SRABGXEIRERY IP (il > MR
autoExportCIDRs FIRMAVIN @ IREITIRE o 1E3MEs - &5 IP & > Trident A H B MHERERAR
I IP BRI EEHRANFRA o

B BIRE > AL EHE autoExportPolicy M “autoExportCIDRs ° &AL A BENE IEAVE IGHMI M0



B CIDR SifiF5IRERY CIDR © fiff CIDR Braaasws/ vl » UIERIRA ER T Gl o Sl LUEEERR RN
autoExportPolicy » MEERE|FEHEINELIRE - EREERIGMHPERTE exportPolicy 28 °

Trident B S E#HEBIHRE « I LUEA tridentctl H{EFEM tridentbackend CRD HKig&EElR -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4ddaec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

SERLARIREF © Trident B EFAAELRR - URPREZMMHENFERA - ZENZEERIRNELR
BIARFEBRILETRS IP ~ Trident AJRAIERBERIE  PBRIEEEPRIIEIRLEEERLL IP
HR AR » 6 tridentctl update backend B & in rl FE{R Trident HEIEIEEL/RE - EEEE

B 1 MEFTAYEE R BN - 25X BimAY UUID 0 qtree 4fB8n4 o Bl D AOMIRE /R EN S0 SERIHI LR - #41fE
PRI RYEE I RA -

@ MR E A BB ERE LR R IR R IIAIELIRA] - MRBMEIZEBIR > BIERFH
RAR > WEITHAVELRR o

WREFEHITHRIERRER IP AT > SN BEFEENZEEL_ERY Trident pod © Trident B2 2 EHHEHEEN
BinELEREE > USRI IP IitE

#EFIE SMB Volume
THINZEH > BIRIfEF ontap-nas BEFIENECE SMB Volume ©

BRRTE SVM ERIFFERIE NFS il SMB/CIFS SEEIRE > 7 A% ONTAP REIEIE SRR
(D ontap nas-economy SMB Volume ° HREEHFPE—BIHE » 158 SMB Volume EiZk
By o



@ autoExportPolicy A& SMB H4HRE

FIsEZ Al
EECE SMB HARRE 2 AT ~ A EEFHLUU TR ©

* Kubernetes =582 —1@ Linux ZEHIZZEEAFIE /D —EFTT Windows Server 2022 BJ Windows T {E&f
Bt o Trident {232 E# &2 7E Windows Hi24_E#11THY Pod BY SMB MR o

s EOEE(EE S Active Directory /&R:EHY Trident &8 - EEL£18 smbcreds !

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy 5% €% Windows BRFS © BERE csi-proxy ’ 82 R"GitHub : CSI Proxy"3"GitHub : A
Windows 4 CSI Proxy"LABE#ZTE Windows #1789 Kubernetes &124 o

1. L AERERE ONTAP ~ IERTLUEEM MR SMB A& ~ 5 Trident AIMAREE T —(E o

@ Amazon FSx for ONTAP £E SMB HH -

TR BBmEA NEIL SMB A | A "Microsoft Management Console" BB RMAR SIEE
ToHfEEF ONTAP CLI o HE{ER ONTAP CLI #317 SMB # :

a. MAKE « FEIHLAEN B ERREERS

Itt “vserver cifs share create' $§ < IR EE R I HAREELE -path FEIBIEE K o MIRIEENREARE
£ BlssSHITRER

b. 337 85F SVM FEREHEAY SMB HFH -

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. HEHABET

vserver cifs share show -share-name share name

(D smmom wy svB #AE" -

2. B BImR > WERBUTHRBLUIETE SMB HHEE - BRIFFAE FSx for ONTAP &if:R EiEIE > 526
"FSx for ONTAP % EZEIEFI&H"
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2H s eyl

smbShare RIS E LT EIE 2 — © {E A Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB
HAHE ; AFF Trident 37 SMB AN ; 3
B U2 B E U HERIEEN AR ERE
Y o HINAEPERZE ONTAP » L2 AEATER -
X Amazon FSx for ONTAP &1 > tE28AMNEIR
BEEAREAZER °

nasType * WAJBEZ Ay smb o *YIRA null > BIFEERA nfs © smb
securityStyle IR ENZ 2RI o 1t SMB HEE » WZBRE ntfs I mixed BAR
A ntfs % ‘mixed° SMB 4R &

unixPermissions G ERIET - SMB HiEE N BREEEH o "

EiFRZ 2/ SMB

1% 25.06 hixZ<BA%E > NetApp Trident S'Z?Eﬁﬁﬁ ‘ontap-nas’# “ontap-nas-economy &R SMB HHEER %
2MERLE - BNAEZ2 SMB & » (SR LUERERIEHIEE (ACL) % Active Directory (AD) {ERZEFER
BEHARIRMEH SMB £ E’\J&?%T?HY’I‘EI‘E °
B ENEL
* RZIEFE A “ontap-nas-economy HEEEE o
* ontap-nas-economy WiREEE IEMEEZA o
* MNREAT Z2 SMB > Trident #$Z2B8EImIE IR SMB £/ ©
* SR PVC AR ~ (7 4ER A RIS AR & R SMB HF ACL °
* B8 PVC sHEIEER SMB A ACL BB IR PVC HEJ ACL ©
* %% SMB B > BRERIEHANN AD FHAE - BRERAERATEWMAZIACL A o
* MNRE R ~ FEEFERM PVC hAaE—E AD EREREREINER - AIERELIEFZS : PVC ~ #7748
Bl > R EIR
* £% SMB %1% ‘ontap-nas sEEMIEEEA > BRERNRIFTEHIFEEEA o

. 5ATE TridentBackendConfig F$5%E adAdminUser » Y1~ BIFF -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x

svm: svmO
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useREST: true
defaults:

adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEfETFARR AL SRR o

# trident.netapp.io/smbShareAdUser RIS EEFEER 0 UEA%ZZE SMB MAERK - &5
fZ trident.netapp.io/smbShareAdUser IeENFEAEERE smbcreds BigHPIEENFERE LEME
[E] o #KB]LA%% smbShareAdUserPermission BEfE FFIHH—IE | full control » change & read °
TERIERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. 237 PVC o

BUFgEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
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- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS 2 EZEIBMEH

£ Trident ZEEFREIFER ONTAP NAS SEENTER © ANEiiR B ImAEREEEH » LUIKRAFE
IRBRET ZE StorageClasses HIEFAME T 74 25.10 hRZSBELE > NetApp Trident S23E"NetApp
AFX FE1F 247" o NetApp AFX R RATELE BT ONTAP RYZR4R (ASA « AFF # FAS)

TEREFENEELAFIARE -

() #3588 ontap-nas BB (1M NFS 12) A NetApp AFX Rt ; F3IE SMB 12 ©

BimAHRGEEIE

7E Trident BiF4ERE « MAEBIETE R FZ NetApp AFX AR R 4R o EITEE "ontap-nas %

‘storageDriverName'Bf ~ Trident & HEMEA| AFX FERAR o R EBIHBELDH BRI AFX #ERH ©

1 26.06 hRZAFAYE > ERTLARRAR ONTAP 9 E » LU{E ONTAP #3#T Volume BEERL - ONTAP 9.19.1 S(&E
HWhids_ERY AFX #FRRTZRUAIIENEINGE - 5526 £/ ONTAP BimEi TG E" LIBRMRE RS

i o

TEREENBIRAAREEEIA ¢

2% =REA

version

storageDrive f{HEFRERIIZINRILTE o
rName

BRI BEAENR - EEEMUILSH - WERUMIE
i

@ H1% NetApp AFX 247 > (£%1E

ontap-nas °

backendName B RBHIHF R

managementLI #E SVM BIE LIF B9 IP (it » aJ IS E 2R 481

F 2% (FQDN) o {12 Trident 2FMA IPv6 HEZLIER
» BIR] AR EAER IPV6 fitt o IPv6 (it ABRASIE
SRER > BN
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
1 o UNFEEEAE MetroCluster P ~ 55280 MetroCluster
i o

A
YRR %S 1

ontap—-nas  ontap-nas-
economyﬁiontap—nas—
flexgroup

EREnfE\&f@ + " " + dataLIF

"10.0.0.1", "[2001:1234:abcd::fefe]"
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dataLIF W LIF BY IP itk o NetApp BEF57E dataLIF o 81 FSEMIMAEEHE SVM £74 (R %k
RKIZMH > Trident #1 SVM B8 datalLIF o &r[¥E #5€) (FE=
E—ERZREADH LT (FQDN) FF NFS #EE
>t 85 DNS W‘%’vﬂa dataLIF ZR#TE&

& o %Dﬁ‘a&@ﬁ‘ﬂi&@ o 5H2R o YNR Trident
={EF IPv6 FEZEZEERY » AR ERE A IPV6 (i
Ht o IPv6 (I AERAIESRES » a0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
] o *#47% MetroCluster > FERIRILRE - *:552H
MetroCluster &5l o

svm EFANREFEER%S3 *MetroCluster BRIM o *552H MNMRIEE T managementLIF SVM
MetroCluster & o » BUPTE

autoExportPo R{F HEIEEL RN ER [FHM(E] o A FHaR

licy “autoExportPolicy’ #1 “autoExportCIDRs 18 » Trident

U EENEEENRE] o
autoExportCI EXA “autoExportPolicy RFFEHREF#E Kubernetes &g ['0.0.0.0/0", ":/0"T

DRs IP By CIDR ;BEE o {§H "autoExportPolicy #
“autoExportCIDRs #2818 » Trident AT BB EIRE LR
Ao

labels BEERREEERNER JSON RIVEHRE

clientCertif FPIR/&EEN Basebs RIE(E o A /&RERE:S

icate

clientPrivat FPEIRIAEEIEH Basebsd HiE[E - ANEEIEE "

eKey

trustedCACer S2{Z{E CA R:5H Baseb4 HIE(E o 5 o AR/&SER ™

tificate Bl

username FREIEEE /| SYVM NERERTE - FHBAEE\ REERY
ER% o AR Active Directory E&:% ~ 55281 &
Active Directory &8 ¥11&lm SVM #1T Trident BgzE" o

password HIZREE /| SVM HIEES o %BA%E\ BFENERRE o B
8 Active Directory EnsE ~ sA2 M "fEFH Active
Directory /&R:E¥%&m SVM #1T Trident &z5" o

storagePrefi fE SVM &% Volume ETERECERFIERMAIE "Trident”
x o RREBREAEN

& {#H ontap-nas-economy B

@ storagePrefix 2 24 {E{E 2L F ok
» gtree PR ZERAFRERZR > B
EFER Volume &F8H o
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debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum

ePools

adAdminUser
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null

=R EH

AR RREEHEARRV(SEEREAR © BI%N ~ {"api"false,
"method":true}BRIEIR IE TEAEI TR HEAR N S5 B35 AR
SCERBEN ~ BAUFEZNEA debugTraceFlags ©

BoE NFS g SMB HHRERVEEIL o EIEA nfs ~ smb”
By null ° RES null BIFEREI NFS HHEE o
WMRIETE » HIY AFX REFERT > BRERTES
‘nfso°

LUESRPRAY NFS 888881858 o Kubernetes FFAME ™
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥ ontap-nas M ‘ontap-nas-flexgroups ® Trident IRTEFERIBIETE 5% » LIFELR FlexVol AR/ E2
snapshotReserve B3 LEFN PVC [EREULEE - EFEAEEXR PVC K » Trident B AN E A EZREILEANE
Y& FlexVol o ILEtE FERERERET PVC RESHFEKRWABEAZR » MASDIREFERNZER © 72
v21.07 Za1 > EFEAEFER PVC (fIg0 5 GiB) B snapshotReserve BEEA 50% B » I 2 FEHETS 2.5 GiB
AR o ERRAAFEREEKRNWESEEHIEE > M snapshotReserve ‘BHASDLE o F Trident
21.07 o FREERNETREAZM °> Trident #§8% “snapshotReserve BEEEABEMEENT
DLt c BRBEAM ontap-nas-economy © ;AR TEHIAT RE T{ERIE .

SHREAANT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

¥1? snapshotReserve = 50% MU PVC 353K = 5 GiB » #8HtiE& A/\A 5/.5 = 10 GiB » BJAAA/N\A 5GiB » 5
[EE2FAERE PVC ERFPFAERMA/N o “volume show #p % FEREEA I SEHABLIAVAS R -
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Vserver Volume

Aggregate State Type
_pvc_B89f1cl56_3801_4ded 979d_034d54c39574
online RW 1eGB 5.006G3 8%
pvc_eB8372153_9ad9_474a_95la_@Bael5elcOba
online RW 1G 511.8MB

Available Used%

2 entries were displayed.

FH4R Trident BF » R LRI RENIRA R © B L ERAAETT Volume BIRECE o BN ARAIEILAY
Volume » IEEEREBHA/NAREFEEELEN o FIi0 > 2 GiB B9 PVC BFC “snapshotReserve=50"fcHi E 4
Volume 1£121% 1 GiB FIRIE A ZER o I40 » 1§ Volume 8% %4 3 GiB » ENr] AFERHTEI7E 6 GiB B Volume L
1efit 3 GiB VAT AZER ©

B/ MEREEE

UTHHRTTBARE » HPAZSHSUHREERE - ERERREREENSIE -

@ YR IETE NetApp ONTAP LR Amazon FSx $&Hc Trident » #:%% LIF 157 DNS &FEMmIE IP
i3k o

V¥ ONTAP NAS #7345

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

¥ ONTAP NAS FlexGroup &3/l

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ MetroCluster 3|
R AR E B IR ~ LUBGRTE "SVM E L EE R BiETUIRMUBRE FHEHRIEER ©

A7 SIREAYBIAATIHD] > 55(ER "managementLIF 3§ SVM M & & “dataLIF #0 "svm 28 o #40 :
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version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

Vv SMB FRE & &5

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

Vv B /REREREE A

Er—ER/EIHRRESEH o clientCertificate v clientPrivateKey
trustedCACertificate (ﬂﬂ%@ﬁﬁmh'ﬁﬁﬂ'} CA > BA&7R]3EE) 9 F3EFTE backend. json A » M3 A&
TEPIR&E « TAIBFIZSER CA RSB base64 4RES(E ©

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJdJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

v EEHEHRR A

AEFIREANAIIET Trident EABESELRAIZRBENZIIMEIEELRR] o ¥ "ontap-nas-economy
‘ontap-nas-flexgroup' BEEENFZ T RVEEA TUARIE] ©

version: 1
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storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

v 1R ES

LEEEHIRRAE ONTAP &R E » LUE ONTAP %3 Volume 3EEZES4E o THINEFRE ONTAP 9.19.1 S EHhi
7S o INFFAE » 5526 £/ ONTAP BImETIHEME"

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
useBalancedPlacement: true

v IPv6 i3kl
& FIET "managementLIF & IPv6 fiilk o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:1090:1b41:d4491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipvé
svm: nas_1ipv6_ svm
username: vsadmin

password: password
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Vv {#F8 SMB FHE&EHY Amazon FSx for ONTAP £33
58 SMB HEFEBE Y FSx for ONTAP EE smbShare 28 o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

Vv {#F nameTemplate FY&im4HAS &)

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

AR ERE TR RIRES

ETARIVEFIEIHERET » FIARENERE THENTERE > FI% spaceReserve 7 none »
“spaceAllocation’ 7 false 1 “encryption' 7 false o ERE RMERTFERPESR ©

Trident £ T&EsE) WAPRERERE o FBeEJFE ontap-nas'7E FlexVol L5 » S Et¥f "ontap-nas-
flexgroup' £ FlexGroup £&Z7E ° Trident EECER i ERE RN LB RRENIFFUREE - AT HEE
R REEEETUASEERRERNERES  UIRERRHEESHE -

EELHfF » POREBERMRE THCH spaceReserve » spaceAllocation # encryption =IEil]
HofEFERNBRE THERE -
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V¥ ONTAP NAS 5

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs

username: admin

: ontap-nas
.0.0.1

password: <password>

nfsMountOptions:
defaults:

nfsvers=4

spaceReserve: none

encryption: "false"

gosPolicy: standard

labels:

store: nas store

k8scluster: prod-cluster-1

region: us_east 1
storage:
- labels:
app: msoffi
cost: "100"

ce

zone: us_ east la

defaults:

spaceReserve: volume

encryption:

unixPermiss

adaptiveQos

- labels:

app: slack

cost: "75"
zone: us_east
defaults:

"true"
ions: "0755"

Policy: adaptive-premium

_1b

spaceReserve: none

encryption:
unixPermiss
- labels:
department:
creditpoint
zone: us_east
defaults:

"true"
ions: "0755"

legal
s: "5000"

_1b

spaceReserve: none

encryption:

unixPermiss
- labels:

app: wordpr

"trye"
ions: "0755"

eSS
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cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS FlexGroup &3/l

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us_ east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: gold
creditpoints: "30000"
zone: us_east 1b
defaults:
spaceReserve: none
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encryption: "true"
unixPermissions: "0755"
- labels:
protection: silver
creditpoints: "20000"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
protection: bronze
creditpoints: "10000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS #2515

version: 1

storageDriverName: ontap-nas—-economy

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
sSpaceReserve: none
encryption: "false"
labels:
store: nas economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze
creditpoints: "5000"
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zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"

unixPermissions: "0775"

- labels:

department: humanresource

creditpoints: "2000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

& ImEfEZE StorageClasses

LUF StorageClass ®&HZ2 R [EEEERE FRAMBVEIRE) o 8 parameters.selector {1l » @
StorageClass #3215 HMLE E R E IRt A R EEE Volume © Volume BEEFRERE R NPT ERNBME o

* The protection-gold StorageClass ¥1fEZE "ontap-nas-flexgroup &M E —EFE _EERE R
Mo BLERH—IREEEERFENERA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not-gold StorageClass ¥1fEZ "ontap-nas-flexgroup & s FAY 58 = F1 55 F{E EH &R
Ao LR —IRHESLIMRERRNE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
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name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

* The app-mysqldb StorageClass #4512 “ontap-nas &M E B EERHF S RN - EEH—EA
mysqldb B8R FERIE IR HEFEE RAMASNEEE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass ¥1fEZE ontap-nas-flexgroup &iHH
NE =EERE R - SR —IRMHBIRKIREN 20000 EAMNEIRM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass 73 BI¥FE "ontap-nas & imHAY 5 = B E#FE R/t #0 “ontap-nas-
economy IR E _EERE RN - REEMEERERIEM 5000 creditpoints ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident JRE BHEMMEERE R - WHEFRTSHEEX
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YAECE B EHT dataLIF

8

]

ETehE » BelUBITIUA TS 3REE datallF » MR E S EH datalIF F9F1& iR JSON FE2 o

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ AR PVC &% E|—{Ez 2@ Pod ~ BIAERIEIFAE HER Pod ~ AR BRESIEE « LUF:E
189 dataLIF 434 -

%% SMB £/

£/ ontap-nas FEENTZTVET TR IRAERE

rm

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£ ontap-nas-economy EEENFEZ TN EI TR IRARRE
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-ontap-nas
namespace: trident

spec:
version: 1
storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1
svm: svm2

nasType: smb



defaults:

adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

‘imfc B R HTFEIRA

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

/8 ontap-nas SEENTZ XV TZLER E615)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io

reclaimPolicy: Delete



volumeBindingMode: Immediate

@ SRTBUAHTIE "annotations' UBIFA R E SMB » EsR1& iRk PVC RUIfAIERCE « IR RBELETRE
%% SMB #EAIEFEEF ©

£/ ontap-nas-economy SEENFZ TRV ETZEER 2 A

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

BEE— AD FHER PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: ontap-smb-sc
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BE%E AD FHER PVC |

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
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