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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

{
"version": 1,
"backendName": "ExampleBackend",
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"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

IR BmEE e —UAXFHR A HEEREERNNMS c BYRiE2 % > FHEERE / RIS Base6s
4RbE > Mf#7FA Kubernetes % - B EMRIGEW —EERMATNTENNTS R - Bt - E2ERBTESH
THIEZ > B Kubernetes/ (#1FBIEE#{T o

B RENRFERVERE
HEMIBARIRE P IAER/EEE ONTAP &R o BInERTEZ=_ESH -

* clientCertificate : FiFim&R:EH Base64 #RIS(E ©
* clientPrivateKey: BIEFAZE £&HY Base64 #RIG(E ©

* trustedCACertificate : Z{51E CA /R:EH Base64 4RIS{E - tNRFAZE1EEY CA » AIABEIREIEZRE - 10
RAKRERAZEER CA > B ZRRIERE o

HEWTEREEEUTESR o

1. EXEZRIEERBNESEE c B4R > ¥ Common Name (CN) :BREAEEITEEEN ONTAP EHE °

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. BIS1ER) CA JBEEIMIEE ONTAP RE - HFEIE SR AEELRIBILIEE - MRKEAEER CA » BR
BE o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7£ ONTAP £& R AR I/EEMNER CREPEHE 1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true



@ PATUEER 218 > ONTAP ERTEIARE ° M EPER 1 PELER "k8senv.pem 1IEEAR > A
BHA END MUSERREE o

4. F8E3 ONTAP REBAABLIE cort BIBHZ o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

5. fERELMERS AR ESE o #§ <ONTAP Management LIF> 1 <vserver name> 12 Management LIF IP
M SVM 278 o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"

6. &F3 Base64 ¥/R:E « SIMMNZISERT CA RFTEITHRE ©

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. fER E—PEFIERILRI o

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident



| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

t——— e — e
t——— e +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

o fmm e —— et ettt L L L e e P
- e +

BHEREE T A B R IRSDRE B A

TR EIRB BRI UER T RN S P EE 5 AR ERE o IHRMFERAN : ERERERRE / BBENEIR
B EMAERER ; ERRENRIRTUENSENERERTE  BBNEDEE - [t > CUABRIRER
B8R R AN IR (D ERE % - AREAESMBESHUNERED backend. json HEER#IT
tridentctl backend update °

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

fems=mmm==== femesmemeso====== fem========scscsessssossssssss==ss=sa=s
s frommmem e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

et fom o o -
e frememem==s I

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

R fremsmeesecso====== femsssses s e s ss s oses s s s s es
fmm====== fememe==== 4
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EHRIFEAGREN B2 THIRENFE > AR EZRBIUNHMIREER - RIRERMBIIZRT Trident AT
Bl ONTAP B imi@ At R IR RAVHABR & 2 o

# Trident F£1ZH5] ONTAP &2

TR —ERAREERA ONTAP £EAE » EREMTLER ONTAP EESABIE Trident RHITIR
E o BIGTE Trident BInAARE P B 2 EAELTEE - Trident EEAKGEIA ONTAP REABIRMITIRE

NERIEIL Trident BT A BRFMEEN > 552R "Trident BF]BEBELSR" ©

{5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident (BRI FEHERE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

3. BAGHREEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

£/ System Manager
7£ ONTAP System Manager #1753 E8 :

1. B g:TAR
a. EEUEHERBRETBIAR » 555 Cluster > Settings °©
(T) BEEE SVM BRI BIAE - 55:%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °
b. 42 Users and Roles Z2HATHEETR (—) °
C. 7£ Roles T3&E#E +Add ©
d. EERAERA] > ABEGE Save o
2. BAGHES Trident A& . + 7E Users and Roles BfE E#1T 5T :
a. £ Users T/ %84E Add Bl + ©
b. EEIZFRRIERAE RS > SABTE Role THINEEPEIZAE o
C. ##— Save °

MEEZEN  F2ETYER :
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N - EHFEFERIHEZTPEE useCHAP 15 o "é""”ﬁj‘% ‘true'BF > Trident &1 SVM MITES BB L2 R T
AEE CHAP » MR IRIEZRR T FEHE RTINS o NetApp IR ERER CHAP FREGHELR o :AREUUTE
FI4RRS -

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ useCHAP 2 AHMMEEREIE > REfLE—N R{EA false o FHEEA true 8 » EAEFHEHS
7 false

F#7T useCHAP=true Z¥% > ‘“chapInitiatorSecret ™ chapTargetInitiatorSecret ™
‘chapTargetUsername 'l “chapUsername fiitt A B SERIGERT © BIRIEILSTAE > AILUEBRIT
“tridentctl update IREFE8E o

BIEA
% "useCHAP &7 true % » RIFEIEE 15T Trident EHEFRIRERE CHAP c EEIEUTASR :
* #£ SVM L3R CHAP :

° Y1 SVM BT SEHERR F L 2 E % none (FRRRE) B HEREAHRATASLFTER LUN » 8l Trident
ERERZEHERS cHap » WHERRTE CHAP ZHERXNBEREAELBRER

° YN SVM & LUN » Trident R~ E7E SVM LEA CHAP ° EFERE SVM EBFEER LUN BEERAR
SR o

* ECE CHAP MBS B RERERBNEE ; BEERNATRIHERPIEE (WLFRR) o

BIREILTeE 0 Trident I HER tridentbackend CRD » if§ CHAP &i&fl{ERERIBHTES
Kubernetes £§8& o Trident 7ELE&BIRIEIAIFRAE PV #1558 CHAP 13 EITHMEFIELR o
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gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

R ERLE ontap-san EBEIFZENEIZAIFAA Volume » Trident EZEIMENN 10% HIBFEZE FlexVol

» A4 LUN R4EER] o LUN WEIRRCE X/NFERETE PVC PEKRMA/NTE—E o Trident
@ EBIMEND 10% = FlexVol (£ ONTAP FREERARBA/N) o FRERENESMEXRNTAS

= o WEEMARSIE LUN ErAEBARTEFER 2RI AMEREE o IWEEREAR ontap-san-

economy ©

I ERR T snapshotReserve Y& > Trident RIB FH AR EMIEEAIA/ )

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Trident 5 FlexVol ZESMEINEY 10% » ARHN LUN JtER} o 1L snapshotReserve =5% > B PVC 55
K =5GiB » 48R &EA/NA 5.79 GiB » AJAA/NA 5.5 GiB © “volume show' #n < FERE B L S0 FIFEBV4S

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514

online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.58GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba

online RW 1GB 511.B8MB

3 entries were displayed.

BAl > ARAXNERHSE S AN RAMIRENME—T57% -

SUNCELEE ]
UTHARTT BARE » HPASUSBEIREERE - ERCHEIRRMENTE o

@ AR ITIE NetApp ONTAP LR Amazon FSx for NetApp ONTAP $2FZ Trident > NetApp 2 1E
# LIF 357 DNS & #EmIE IP fiik o

¥ ONTAP SAN £34
E=fFH ontap-san BRENIERNHEANEE o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_iscsi

16



labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

V¥ MetroCluster i

TR E R ~ LUBRTE "SVM SR EER" BRETHIMMTM B FHENRRIEESR ©

77 BEREEIAMEIER » 55 A managementLIF 157 SVM Wi E & svm 28 o FI40 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ ONTAP SAN #2515

version: 1

storageDriverName: ontap-san—economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

username: vsadmin

password: <password>

v B RSEREEEE A

TEEEEARKZESHHF clientCertificate v clientPrivateKey Ml trustedCACertificate (3%

R NRFERAREEN CA) EIHA backend. json H > MR RIERARA A

REEH baseb4 ARIE(E

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend
managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX

_IJ.I\

lﬁﬁ S I:IE

ThETHIMZE1ER CA

17


https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-tw/trident-2606/trident-reco/backup.html#svm-replication-and-recovery

trustedCACertificate:

v 1 CHAP
BLEMOIEY T —E% > Wi¥ useCHAP A “true°

ONTAP SAN CHAP #ifj

1
storageDriverName:

version:
ontap-san

managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1

backend: testclusterl-sanbackend

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

ONTAP SAN economy CHAP &ifji

1

storageDriverName:

version:
ontap-san—-economy

managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

v 5t E RG]

IHEERBIEL B ONTAP E&KE » LUE ONTAP &% Volume 3542
7S o YNEEFFAMEN © A2 EH ONTAP BimE T E"

Az

1

version:
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storageDriverName: ontap-san
backendName: san-balanced-placement
managementLIF: 10.0.0.1

svm: svm_iscsi

username: vsadmin

password: <password>
useBalancedPlacement: true

¥ NVMe/TCP &5
{RAY ONTAP BimuAER E—EZ1E NVMe BY SVM ° 352 NVMe/TCP FE AR B iRAHRE ©

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

V¥ SCSlover FC (FCP) &if|
RHY ONTAP BimABRE—EXIE FC B SVM o 52 FC HIE B IRARRE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

Vv {$F nameTemplate Hy1&im4HAE S5

version: 1

storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>



svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}g{{.labels.cluster}}g{{.Volume.Namespace}}i{{.Vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

Vv formatOptions ontap-san-economy EEEF2 T\ &4

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: ""
svm: svml

mn

username:
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

AR ERE RO RIRES

EELEEHGBRIRERETR » FTARFHOERE T HENTERE > fI80 spaceReserve' % none »
“spaceAllocation’ 7 false 1 “encryption'7 false o ERE RN ERTFERPESR ©

Trident 7 TEsE) WOAITPRERBIZE o HIRETE FlexVol volume £ o Trident 1EEC & B B & Rt _EBYFR
E EHRENIREHTEE - AT HFEER » EEEEUASEAERERNERIZE » WIRIZHRZHEED

LG » WOEEERMRE THCH spaceReserve  spaceAllocation # encryption =IEil]
HofEFERNBBRE TERE -

V¥ ONTAP SAN 5

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true
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chapInitiatorsS
chapTargetInit
chapTargetUser
chapUsername:

ecret: cl9gxIm36DKyawxy
iatorSecret: rgxigXgkesIpwxyz
name: iJF4heBRTOTCwxyz
uh2aNCLSd6cNwxyz

username: vsadmin

password: <pas

defaults:
spaceAllocat
encryption:

gosPolicy: s

labels:

store: san_s

kubernetes-c

region: us_eas
storage:

- labels:
protecti
creditpo

zone: us_e

defaults:
spaceAll
encrypti
adaptive

- labels:
protecti

sword>

ion: "false"
"false"
tandard

tore
luster: prod-cluster-1
t1

on: gold
ints: "40000"
ast la

ocation: "true"
on: "true"

QosPolicy: adaptive-extreme

on: silver

creditpoints: "20000"
zone: us_ east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

gosPolicy: premium

- labels:

protection: bronze
creditpoints: "5000"
zone: us_east Ic

defaults:
spaceAllocation: "true"
encryption: "false"

¥ ONTAP SAN #2515

version: 1

storageDriverName: ontap-san—economy

managementLIEF:

10.0.0.1

svm: svm iscsi eco
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useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"

zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ NVMe/TCP &5
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version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

& ImEfEZE StorageClasses

LUF StorageClass E&PI2R (A EREFMIVEBIRES]] o 8 parameters.selector i » &@

StorageClass & &5 H ML E R E R A A EEE, Volume © Volume IREEBFMEERERMPERNEN ©

* The protection-gold StorageClass Bi59ZE| ontap-san BIEME—(EERE RN - EEM—IRHEEE

RIRERE IR ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not- gold StorageCIass MEYE “ontap-san' BimHEISE ZME = EEREIRA

ME—IE B RSN MIREEBRBIE A o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io

parameters:

7= l]:
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selector: "protection!=gold"
fsType: "ext4d"

* The app-mysqgldb StorageClass B5§1%! “ontap-san-economy & iwHAI 5 = EERFHF St - EEM—
—{@#% mysqldb 8R! FEA RN IRBHFEEE RNAENFEEE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass ¥$1fEZE ontap-san #BinAYEE _(EEHE
BFM o SR —IREHIERREHN 20000 5HMEIREAM ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass 73 BI¥FE "ontap-san & imHHAY 58 = B E & R/t #0 “ontap-san-
economy &im P FE OEERES RN - RAEEMEZRANERIEHE 5000 creditpoints ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* StorageClass my-test-app-sc B§E] “testarp EEREIEXHBIEREIFM ontap-san @ WHFE
sanType: nvme ° jaeM—iH ‘testApp FVEIREM ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident JREZEZMMEER E Rt > WRFRNSHFEK -
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