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Kubernetes S5 FRRIFRA TIRENRLER L HRESOH SIS Pod BLERMIRE - EEAET
TEERRL - IS BIRIEFRZEREENTZTU %5 NFS ~ iSCSI ~ NVMe/TCP 8¢ FC TH o
EEGENTAR

MREFERZEEBIERN » AIFEREMAERETFZIPIFENTA - &RHThR4HY Red Hat Enterprise Linux CoreOS
(RHCOS) TEREZ4EELETA -

NFS TH

"ZEE NFS TE"WREIEREFER | ontap-nas © ontap-nas-economy * ontap-nas-flexgroup 3%
‘azure-netapp-files ©°

iSCSI TR
"ZA4E SCSI TE" MNRMIEFEFER | ontap-san ™ ontap-san-economy > solidfire-san ©

NVMe T2
"Z4E NVMe TE" MNREFER “ontap-san' JEEF 4L IERRSRTE (NVMe) over TCP (NVMe/TCP) 1#7E ©

(i) NetApp EEfER ONTAP 9.12 SUERTHRASHEAER NVMe/TCP -

i#i8 FC 17 SCSIWTIA
NFARIRTE FC M FC-NVMe SAN EHEIsFAEESN > 552 "ECE FC #ll FC-NVMe SAN EiRYT57E"

"4 FC TE" MREER ontap-san BEC sanType fcp (il FC EARRY SCSI) ©

JEEZEIA | * SCSI over FC 7£ OpenShift 1 KubeVirt IRIEHFZ FE o * SCSI over FC &A1& Docker © *
iISCSI BRINEERERN SCSI over FC ©

SMB T E
"EFERLE SMB Volume" MIRIGIEFEFER © ontap-nas KECE SMB Volume ©

ERRGARTS IR R
Trident @ E 5 BERAIEHIREZE S AJIA#1T ISCSI 2L NFS AR °

@ ENREARTS S IRTHAE B AR B B IRRIARTS » BATAEREESLERBECE L - K2 » RERRT
AR RMEIREHE —EF KRR -

BRSNS
Trident ERERGET EM - LIGHBIEZHIRIRT - EERABLEEN > FHIT:

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
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name>

BREIRREIRIARTS
Trident EHi:H Trident Bi#s CR LSERRAIARTS - EE2ERERTIIRF « 5FIT !

tridentctl get node -o wide -n <Trident namespace>

NFS Fitx&E
FERERRITIEERRNG S L NFS TA © (R NFS BRFSTT R RRE) o

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D %% NFs TAGEHBETIFELY - LUK LEHIRE I E 8B o

iISCSI MR &
Trident ETLABENEIL iSCSI TEREER ~ 77 LUN ~ RRZEBREEE  RIVCEELREHFHE Pod o

iSCSI BAHE
152 ONTAP &4t ~ Trident 8 A2 #EMIT—R iISCSI BFHEE ~ LU :
1. *#A*FrERY iISCSI TIERSELARAE A B ATV iSCSI TIERSEGIRAS o
2. *LEEBFRERAE B B RTARAE o LGBBIFFERIEIE o Trident B3R EISEBLIEF UK ARHB L EITIEE -
3. HUTWHERMETE » FBRIRY iISCSI TIEMSERRREMEZIFTEERY iISCSI TEBSERAEE ©
@ BRUEENR B NI I Daemonset pod £/ “trident-main' 283 - EEEEHE » BN BETE
Trident ZEE@IEHHE "debug' 5% Ttrues o
Trident iSCS| BEEThEERT #BNRALE -

* MRREARRER R AE S BB ER SN ERAY iISCS| TIFFEEL o IR TEFSELBHER > Trident EE L OHE »
ABRE NI BHEA O ELREIIER o

@ BIan > SNRfEFIEERIES LB CHAP SRE1T 7 fmitt - MAERERTEr - AIER (BRE
) CHAP T rIse G MERT - BREFITILEHRERER - W HESEMBIULTEREUE



FASE#TREY CHAP %38 o

* BR/L iSCSI TEREER
* &/ LUN

FH4k Trident BIEEZ 2 EEL

* MMREFHSEERLA igroup (£ 23.04+ 5| A) ~ A iISCSI BREINAEHEERE) SCSI Bk LFnEEEN
SCSI| EFF °

* WNREERAERIKSEER igroup (B 23.04 IRASEEEMA) - B iISCSI BETHEERFERE) SCSI Effieit « UFE
% SCSI BERBERRYFEL] LUN ID ©

* WNREIREEASEIE igroup B RESE igroup » iISCSI BEE1ERZ 1% SCSI EmBERAIFELY] LUN ID EXEh
SCS| EffiiFHa o

4t iSCSI T2
FEARBERANIEIEERHNHS R ISCSI TR -

FRtaZ Al
* Kubernetes &R ESERFERLAER —EE—HY IQN - ERUERRIHRIFM

* tNREA RHCOS 4.5 SRES AR ~ S EMtE RHEL #8ARY Linux 21ThRZs > WHEHALD “solidfire-san EEEIFZ T
#1 Element OS 12.5 S E 27 > s5FE{RTT /etcliscsiliscsid.conf & CHAP Egs8 & E A% E 2 MD5
o Element 12.7 IR T & FIPS 2L 2 CHAP JE& % SHA1 ~ SHA-256 1 SHA3-256 ©

sudo sed -i 's/”"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* BfEAHIT RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) BT {EERELAGHEAC iSCSI PV B » 35
£ StorageClass F35%E discard mountOption A1 TEPBFZEREEIUR o 32 "Red Hat sRBASCH" ©
* RREREEARERITIRZASE multipath-tools ©

RHEL 8+
1. ZRTINRGES

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. 187 iscsi-initiator-utils ARANE T4 6.2.0.874-2.el7 S EFHHRE :

rpom -gq iscsi-initiator-utils

S BIRHANRERTFE !
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sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZEREK:
sudo mpathconf --enable --with multipathd y --find multipaths n
(D AR “/etc/multipath.conf B & “find_multipaths no'7E “defaults’ ZF ©
S. FEF “iscsid A “multipathd IE7E&1T :
sudo systemctl enable --now iscsid multipathd
6. EYFYEREN iscsi ¢
sudo systemctl enable --now iscsi

Ubuntu
1. RETIRAREN .

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 512 open-iscsi RAEE 4 2.0.874-5ubuntu2.10 XE=RRAS (B bionic) 5 2.0.874-
7.1ubuntu6.1 SESHRZAS CGERER focal)

dpkg -1 open-iscsi
3. KA R ERATE .

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 MAZERRK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes



find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D FBHE{R “/etc/multipath.conf &2 “find_multipaths no' £ “defaults’ ZF o

5. FEf® open-iscsi M multipath-tools BB IEIEETT :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

5 Ubuntu 18.04 » f&AZBER iscsiadm IRZRBIZEEIER » AR BEE) open-
@ iscsi ’ ISCS| ¥EEABERE) o HE » THAILUEN iscsi BRI » FE EHEE

iscsid-e

®EDFH isCsI BHIEE
CRAILAERRELAT Trident iSCSI BRAEERERIEEBETHI TIEFEER

* iSCSI ByEfERR | JRTE iSCSI BRINAERIMFISER (FAR(E : 5 78) - EAIUREBR/WBERRE ST
SRR > WRERABIBERFEEIFAYSER o

(D % iISCSI BREEFRERA 0 7T 2(FLE iISCSI BRINAE - HFIFEZRIEH iSCSI BRIIAE ; 28
iISCS| BRIAER AR T FEHitEsE BRA RIERE -

* iISCSI BEERRME | JRE iISCS| BREABEHTMERN TR EAXENEAZASHHRE BRE
17 8E) o MALRERERBRANHET » UER ST EREN TSRO BESFHFRREFEASEEL > A
REAEMEA ; AREABNWHT > UWEEREHLEMEA °

Helm

HERERETE iISCS| BREHRE » 55T helm LT helm FFHARIEIE “iscsiSelfHealingInterval’
‘iscsiSelfHealingWaitTime 2 o

MUT &6 iISCSI BREEMIRRES 3 7 » BREESHHHERES 6 DiF !
helm install trident trident-operator-100.2606.0.tgz --set

iscsiSelfHealingInterval=3m0s --set iscsiSelfHealingWaitTime=6m0s -n

trident



tridentctl

LERENET iISCS| BRHRE > 51T tridentctl Z24E T FHTHARIEIE “iscsi-self-healing-interval # “iscsi-
self-healing-wait-time* 22 o

W T &R iSCSI BREEMIRRES 3 7% » BREESHFRERTER 6 7iF !

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0s -n trident

NVMe/TCP Volume
FERBERARTEERFNGSEE NVMe TA ©

* NVMe 2 E RHEL 9 S{E#THrZs o

(D * FIRAY Kubernetes ENFSAIZOARAREE » BE LRI OMRARE NVMe EfF > BIEH]
RER AL ORTEFRAE S NVMe EHFRIARZS o

RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

AR R i

SRR o FRUU T2 865 Kubernetes B2 EFHESESHESTEEE—H NQN :

cat /etc/nvme/hostngn

@ Trident 8f&EX ctrl device tmo {H > MUFEMR NVMe TERREHERRIR S EELR - BB E UL

==

EO

SCSI over FC Wit &
IREEAIERMEE (FC) HEM Trident 7£ ONTAP R4t LRC B BIBHEER ©



SO R
FCE FC FRERVERRAENRERIE o

1. RS BEAER WWPN ° 352 "network interface show" I T B L H o
2. BiSRENEE (%) L/ EARY WWPN o

m2REBRNEREERFLARER -

3. EREHANBEIER WWPN £ FC Ri83 LRENE ©
INEAERAE N » A2 BRI BB X1
INFRFAE > FF2RETF ONTAP X1+ :

° "Ytii@EF FCoE D EMfat"
° "Bo & FC #1 FC-NVMe SAN Ei&py757%"

Z#EFC TR
ERERANEFERANSSREFC TR -

* EER#11T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) HIT{EENZLIIEHAD FC PVs B > 351E
discard StorageClass F$5E mountOption X#ITENERFZEfE[EIUR o 552/ "Red Hat SREASC 4" o

RHEL 8+
1. ZRTINRGEN

sudo yum install -y lsscsi device-mapper-multipath
2. RAZERK:
sudo mpathconf --enable --with multipathd y --find multipaths n

@ SAFE1R “/etc/multipath.conf &3 “find_multipaths no'7£ “defaults’ ZF ©

3. F{R multipathd IEFE#IT :
sudo systemctl enable --now multipathd

Ubuntu
1. RETIRAREN .
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sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools

2. MAZEREK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ BHE(R “/etc/multipath.conf &5 “find_multipaths no'7E “defaults’ 2 F ©

3. R multipath-tools BRI IFIEEIT :

sudo systemctl status multipath-tools

#(EECE SMB Volume
E&OILUEH ontap-nas BEENTEILBCE SMB HHRE

SAZBTE SVM LEIRFERE NFS 1 SMB/CIFS @:UHE » A HEZ ONTAP AZPEPEEEET
(D ontap-nas-economy SMB Volume ° ERFBEHPE—BAGE > /EE SMB Volume EILk

o
7

@ autoExportPolicy A5x#E SMB HIEE

BAYAZ Al
EECE SMB HIR&E 2 I ~ N BEBUTIES -
* Kubernetes 258 & —1@ Linux ZEHI2SEEAFIZE /D —E#TT Windows Server 2022 BJ Windows T {E&f
2f o Trident £ #27E Windows EiZE_E#1THY Pod HY SMB HAIEE o
EVEEZE—(EAG ST Active Directory 7R:8H Trident &8 « EE4 £ smbcreds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy 2% Windows BRFS c BERE csi-proxy * s82B"GitHub : CSI Proxy"8{"GitHub : #HEH?
Windows f9 CSI Proxy"MABEfZ7E Windows _E#11THY Kubernetes &% o
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1. HWHAEZPEFE ONTAP ~ BRI LSBT SMB AR - 5 Trident RIS EEII—(E o

@ Amazon FSx for ONTAP £ SMB £ -

EEI B AMES N E SMB BIEHA © M "Microsoft Management Console" BRI KRIRAREIEE
TCEKEEA ONTAP CLI » HEfEMA ONTAP CLI #1Z SMB £/ !

a. MAME  FEUHAEN B HREERE

Itt “vserver cifs share create' $§ < BB ERE I HARHSELE -path FEIBISE R o NRIEENEREARE
£ BlemS8iTERm o

b. 317 BEFE SVM 1BRANAY SMB £/ :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. FERRHMABEIL -
vserver cifs share show -share-name share name

() simssm i SVB HBE -

By Bimls > MWARBUTARUIETE SMB HHEE - ARIFFA FSx for ONTAP &in:% EEEIE > 52
“FSx for ONTAP =& E I EEH" o

g HEF g
smbShare XA LIS E LT EIE 2 — © {E A Microsoft smb-share

Management Console Z ONTAP CLI }£37#J SMB
HA%HE ; 2 Trident B SMB HEHIRHE ;
%:ﬂkjb(”%ltt%%&% ZEU S HEHIREEN AR ERE
BY o {tAEPERE ONTAP » It AERER o H
X Amazon FSx for ONTAP &im > L2 8 ANEIS

BEAREAZER °

nasType * WAERR A smb © *UNRA null » BIFEER A nfs © smb
securityStyle RN Z 2T o 7Y SMB MAEE » M7E:RE ntfs ¥ mixed BAM
A ntfs o “mixed ° SMB F4HEE

unixPermissions G ERIET - SMB HAEE N BREEEH o "

HEMNMEIEB IR
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&HE Trident 1BiF

BIREE T Trident BMEFRKZHIBRAE o ©55F Trident MR EFERHREE > UK
Trident FEEZANAIEPECEHIRE

Trident & BEERIKRENT SRHEFENERERNRBFERA - BENASEHNREFRARE R

* "BL & Azure NetApp Files & 15"

* "B & Google Cloud NetApp Volumes & im"

* "2R7E NetApp HCI ¥ SolidFire & im"

* “f§ ONTAP Z Cloud Volumes ONTAP NAS EEE/f2 58 E & In"
* & ONTAP & Cloud Volumes ONTAP SAN EEEf2 R 38 E & IR"
* "# Trident &2 Amazon FSx for NetApp ONTAP & {E A"

Azure NetApp Files

BCE Azure NetApp Files 1&if

£ Azure NetApp Files 1% Trident B91&is o Lh18Imsz1& NFS A SMB WEHE& o Trident
1% Azure Kubernetes Service (AKS) Z&EMFEEFI#HAMITEEEHE DT

IEM Azure ZIFIBIE
Trident 212 Z1& Azure EIHIRIEHHY Azure NetApp Files 18l ©
SHER) Azure EIREIE ¢

* Azure AR

* Azure Government (Azure Government / MAG)

* Azure HE

ERE Trident IR Azure NetApp Files BIfEF - 55HE{R Azure Resource Manager FlE&:5IREHEAIRHY Azure &
IRIRIFARST o

# & Azure NetApp Files EEEIT2T{ 1B
Trident 32 LA F Azure NetApp Files £7ZERENTE ©

SENEFEER EE ReadWriteOnce (RWO)  ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) #0
ReadWriteOncePod (RWOP) o

e fgtsE  volumeMod LIBMTFEVMT LIENEERG

e

azure-netapp-files NFSSMB (EZZ4: RWO ~ ROX ~ RWX ~ nfs, smb
RWOP
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EEIEFEHE

* Azure NetApp Files R3Z#&/\it 50 GiB BIHAIR&E © BiEREBV/NHIHLIR&EE » Trident &3 —1E 50 GiB A9
HAIRIE o

* Trident {3212 #MEF17E Windows Ei25_ EB1TAY Pod Y SMB H4HEE o
* Azure NetApp Files TEIEFG % Azure EIHIBIEMHNEREFAIS TN Z A Azure Resource Manager F1&
FEAR ISR o FEME(R Trident FEARIGAHRREFERES K Azure ZIRIRIRAVARIHES ©

fEF AKS HIEEE S5

Trident 32% "SEE 5 057" AKS #Ee o

WNRITEA tridentctl I BEIE Azure NetApp Files % » :AEREZEHAE BEAIERERN Azure BifiRiE
AEFEASES D EURAR !

* fEFH AKS ZBZERY Kubernetes =&
* 7 AKS Kubernetes =% FRERNEE S 9D
* Trident BLENE cloudProvider RES "Azure"

Trident 121/Fi2x

#R¥E tridentorchestrator cr.yaml dEETE “cloudProvider %y “"Azure" ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Helm
M Ef & 228 Trident Miz%E cloudProvider » {ERIRIEEE scp ©

helm install trident trident-operator-100.2606.0.tgz —--create-namespace
--namespace <trident-namespace> --set cloudProvider=$CP

<code>tridentcti</code>
UTFEHIZEE Trident MiAF cloud-provider 12558843 Azure .

tridentctl install --cloud-provider="Azure" -n trident
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M AKS BV T1FE &S 7 # 5!

TrEa# 57 7]:E Kubernetes Pod FEBEUTFE#&H DEITEERFI Azure B ©

WNREFER “tridentctl BTN EIE Azure NetApp Files %l » 5RO HECE A 1ERERN Azure BiFIRIE o
FEFERIFass s CUARRE !

* 58 AKS EFERY Kubernetes 25
* 1£ AKS Kubernetes #& £ _FE&TE Workload identity #1 oidc-issuer

* Trident BEZ4E » cloudProvider :REA "Azure" * cloudIdentity sREA LIEEEHAIE

Trident 1212

#R¥8 tridentorchestrator cr.yaml YE&FE ‘cloudProvider % “"Azure" ° &RiE
cloudIdentity 7 ‘azure.workload.identity/client-id: XXXXXXXX—XXXX-XXKXK-XXKX~—
XXXXXKKKXKKKK ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXXXxxXx' # Edit

Helm

EATHIRIBEEEERTE cloud-provider (CP) #0 cloud-identity (CI) #Z55H91E :
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX-—

XXXXXXXXXXX """

LA &665%8E Trident Mif$F cloudProvider & $CP» Wi cloudIdentity BRAE SCI :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentcti</code>
EEAUTIBEEEEETE cloud provider 1 cloud identity 1Z55R91E :

export CP="Azure"
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export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—=XXXX—XXXX=
XXRXXXXXXRXXX"

LUT &6 Z25E Trident i cloud-provider BRAEAY " SCP ™ #¥ cloud-identity REA “SCI -

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident

# &AL E Azure NetApp Files &if
TEECE Azure NetApp Files BinZ Al > BERMRREUTENRK °

ZHEM Azure TIFIRIE
Trident 25 %% Azure EiRIRIZEABY Azure NetApp Files &l ©
S1BM Azure EIREIE ©

* Azure FERR

* Azure Government (Azure Government/ MAG)

* Azure H[E
EEBIRIBER > BERTHEN Azure BIRIRIEAIEI Azure 5] ~ BDECEF Azure NetApp Files EIR ©

NFS F1 SMB Hifitt& S R4

MRIEEERFEA Azure NetApp Files EFBIMIEER » BIFEEEIT LB RTERKRE Azure NetApp Files
WFEIT NFS HEER o 5528 "Azure | 5%7E Azure NetApp Files 317 NFS Volume" o

EBHEMER "Azure NetApp Files" %l ~ (BB T -
* £ AKS E& HFEHRFEEH AT > subscriptionID ™ tenantID™ clientID
location #l clientSecret =R o
@ * FAKS ZE HFHAZEIHRE D > tenantID clientID M clientSecret PR o

* Azure NetApp Files TEFEF 3 Azure ZEiRIRIEP B R EFAFENR ZiHAY Azure Resource
Manager FEE:E 4% UH%L o FBHE(R Trident FEAIRIGAHRSEBERE S & Azure ZIFIRIEAVAR
ik o
* BREM o F52E] "Microsoft : 7 Azure NetApp Files BII A E" o
* Zik4A Azure NetApp Files BYF4EER o 52B "Microsoft © i FAHERZI k4G Azure NetApp Files" o
* subscriptionID KB B RN Azure NetApp Files B Azure 5T53 ©

* tenantID clientID # clientSecret ZKH "fEFTEINGEM" Azure Active Directory HEH EIHERTE
EX Azure NetApp Files BRFEBIIRE - FERAREXZFMEFERUATE—SR -

c ERESNEMEAR R Azure TRITER" ©
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1,
"permissions": [
{
"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr
ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de
lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets
/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/write",
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"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,
"notActions": []

4
"dataActions": [],

"notDataActions": []

c BEE/D—E location M Azure "EZRFHIEE" c B Trident 22.01 #° ‘“location BEE&im
ABRERETEB RIXMENE(L - EEREFEAPIEENUEERR AR o

* HEMMH Cloud Identity’ FAME EAEERNZZES "B client 1D WiTE

‘azure.workload. |dent|ty/cI|ent-|d XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX S EEZ ID ©

SMB HiHEE Ay ELfthZEER
EEEIT SMB Volume » A BEBEUTEY -

* Active Directory BEREILZELRZE Azure NetApp Files © 552/ "Microsoft | ZIFEE Azure NetApp Files
B9 Active Directory 43" o

* Kubernetes =585 —1@ Linux ZEHI2SEEAFIE /D —{E#TT Windows Server 2022 BJ Windows T {E&f
2f o Trident 22 E#HM & EITE Windows EiZE_EF1THY Pod B9 SMB HEIEE ©

* B/ VEE—EEF Active Directory &:BH Trident &% » L& Azure NetApp Files RJLA[A Active Directory
HEITEREE - EELF18 smbereds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy :22E% Windows BRFS c BERE csi-proxy * sa2R"GitHub : CSI Proxy"8{"GitHub : #&@fH#*
Windows B CSI Proxy"ABE#ZTE Windows LE#1THY Kubernetes EfiZh o

Azure NetApp Files & im4H A SEIEF £/

T f# Azure NetApp Files B9 NFS #1 SMB &if:% EEIE » T EHLTEEHM o
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#

networkFeatures

nfsMountOptions

limitVolumeSize

debugTraceFlags

nasType

supportedTopologies

gosType

maxThroughput

OREL: >

ZE Azure BiFiRiE (26.06)

VISR > A2 &

=R EH
HERE&ERY VNet THAEEE » ATLUE

Basic B ‘Standard ° #YERINEE

WIEEFFE&IERRIFE » AIREE
T:EJF’?EEF'E&FH TEREFATHAERHE
7 ‘networkFeatures' & LR &
MRIRSER o

¥ NFS BEpERET *%EZHEP'“
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SR PRV EE IR B BEE AT
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RERNERPRENE S EED
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AoE NFS =¥ SMB W@ AVEERIT ©

BIEA nfs ~ ‘smb Y null ° FRES

null BIIFEEE3E 37 NFS BEIRE o
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¥ Azure Government i ° AL B IRAEREERE cloudConfiguration.cloudName :

cloudConfiguration:

cloudName: AzureGovernment

PR ERMER

SNRTERIL PVC U E] TRIEIREM) 553 > QIR AERICHE AN MER D PRREVERE R (F4A8ER
FERHAEER ~ BEM) o MRBA TREERR > Trident FEEERE I BIRFFEIRAT Azure BIR © SAHEIESER T
BENAE -

‘resourceGroups’ ¥ ‘netappAccounts' > ‘capacityPools' > ‘virtualNetwork' I
“subnet’

MERIUERELBNTERELTBRIEE - AZSHIER TERERATERERM » FAEBMHAI5E
ENEZERRER

(D R vNet {72 E2 Azure NetApp Files (ANF) fEFIRE RRENEIREHAEP > BIFERER IR
resourceGroups JRER » s5AERAARIEEEREHE -

‘resourceGroups’ ¥ ‘netappAccounts’ # ‘capacityPools®
BEE@IERR > ARRERNERERFALLHAFRETANER » LHAIMNERHESIERE - 2R
ELTBEEUTEIR :

p i) B

BiREEE <resource group>

NetApp T1RE <resource group>/<netapp account>

REM <resource group>/<netapp account>/<capacity pool>
[ <resource group>/<virtual network>

FHIRR <resource group>/<virtual network>/<subnet>
Volume BRACE

TR LB BERER R E R PIEE U T EERIEFITAR MR E - FEFAE » 526 [EPIERS] -

2 Skl Tas%
exportRule A E A RE LR o "0.0.0.0/0"
exportRule B LGEISR D PR
IPv4 fiiiitgf CIDR REHY IPv4 F
PHERFMERAESIEE - SMB &2
BRLEEETE o
snapshotDir FEX .snapshot B true, false (FAHEERRE) o

18



2 siLPH 64

size HrhhR & I FERR AN "100G"
unixPermissions FEREERY unix BEPR (4 U\ " (FEEIhAE » |ETEHRMAB%

#¥F) °SMB ERBILRE -  H)

FHIAERS
UTEHHRTTBARE » HPAZSHSUHREERE - ERERRIRRGENSIE -

v &/ MVERR

EREHR/ ) \WERHRAER o FRALLEE 5 Trident B IRICFABR NetApp 1RF « REEEN FHE (BEZK
BN EREMUER Azure NetApp Files ) > TBEHEHERERETHP—EEEMN FHEER L - AR
‘nasType WEE > ‘nfs TAREGTER > BInREMHE NFS HilRE o

NRICMIFALAER Azure NetApp Files IETER > EEREREEN » BEEHF - EFEEATRACHIHIR
& R {HERS MY EEE o

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91le5713aa
clientSecret: SECRET

location: eastus

V AKS B9 EIRH 53R

I BIFAEEIET subscriptionID ™ tenantID > clientID # “clientSecret® SEEFHFEES
DRFERIER o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files

capacityPools:
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- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

¥ AKS HEIRE D

\4

20

LEBIRACE AT tenantID s clientID M ‘clientSecret ® EEAZEIREDFEMEAED o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BAREE RN EESRIEEREFHRAER

IR IRAARE E R AR E M ETE Azure BY “eastus {UEHHY "Ultra B2EE ° Trident E BFIIRRZMUEFTEIK
45 Azure NetApp Files BYFTE F48RE » M BB TIEE M EEE P —EFARK L -

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:



- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2

vV %iREf 0 B5FH QoS BEER
LB I E S E N BT Azure B “eastus IIE ° T EBEFE) QoS REER -

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

v ERRAERE
IR ImERRE - RERERELEE R N EE—FHER > ARtUEENBIMIREE RIETRRE -

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET

21



location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"

v EREIRhAE
IR BEE—EEPEERT SEMEN - ENAZERENTIERRNIRGGRR > TEHEERE
Kubernetes I RELERSMIHEFLERE > ILEEIEEER o EERMERAMNEIE performance’ 2K
EDELE M o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:

performance: silver
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servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

v ZIRMIRIEAERS
Trident SE£0IRIEEIFM AT AEA TEFE & EMIEE o “supportedTopologies’ b & imfc & P RVIZ IS & 1R
RASERFREEEFEFNTA&EE o bEfEENEEN A& EAERSE Kubernetes R EMEITEHRFH
@I AEEERT - BLEEEMTAERREEFEN P URENAHEEE - HRN e 3R nRENES
A AE FEMNFEEFE > Trident BEIEENEFF I BEPEIEIEE - NFFMAEHN » 552/ "(F/H CSl
g o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

EEFENER
AR “StorageClass' E& e fs LiiEFEIRM o

£/ “parameter.selector RIS HIE £

£ “parameter.selector &I A % &1E "StorageClass 15 € AN 5T B AR @RI E A o IR &S B A PR
FMPERREIE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB HiHiR & RS HIE &

ﬁﬁﬁanasType‘ node—stage—secret—name‘*ﬂ ‘node-stage-secret-namespace ?’

TR & MR PR ZERY Active Directory /&8 ©

v Rk ana ZEfE LR E AR

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:

backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name:
csi.storage.k8s.io/node-stage-secret-namespace:
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"smbcreds"
"default"
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&
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v SEHEREAREEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v SEHR & ERTRKE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb EfiESzik SMB MAEREIFETEA ©
nasType: nfs 3{ nasType: null EfE NFS FEfFEM o

I BIRARSIER > MITUTHL !
tridentctl create backend -f <backend-file>

WREFERIRIEFE2ERR Azure Eif > :FHE(R “tridentctl EAFHRE A A Azure Resource Manager 1 Azure
EinIRIZEREIRRL o MRBIHEILKY > FEERIRAER TSR ERUAIENRE

tridentctl logs

TR MAS IEAAREAERI IR « IEATIABRIAT create &3 < ©
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Google Cloud NetApp Volumes

ficE Google Cloud NetApp Volumes

B LA Google Cloud NetApp Volumes 52 E 45 Trident BY{& s > L@ 4 Kubernetes T
EEHBERFERE °

i

Trident 323& Google Cloud NetApp Volumes » B NAS (NFS #1 SMB) #f&#® (iISCSI) L{E&# -

* NAS TE&&FM google-cloud-netapp-volumes &R
* @i (iISCSI) TI{EE#HFER google-cloud-netapp-volumes-san &l

NAS Volume 1R{HEREHETFRME » W AEMA NFS 3 SMB E#REETTEFE © 5L Volume ZIEES(E Pod 3¢
NP R e

IR E IR HRIAEIRETRME 0 MWLEEE Kubernetes BiZEHY iISCSI £BFRETHEFN - ERAERTE
&R RAF AN » LB ERELEHRE o

BRUTIRIE :
* Trident 26.02 K EHHRA

* Google Kubernetes Engine (GKE) & Red Hat OpenShift
* Google Cloud NetApp Volumes f£7F it

EEREEIE (SCSI) f#F=xE  A2H "REEEFHFXRME (sCsl)

EHERE

i 5 5 AT Kuberetes T{ES BIEBU T A HE S EITEREREE Google Cloud EE » MIEEMAFAED

= ERTiES 78 Google Cloud NetApp Volumes &£ & A ~ A BEHMUTIRG :

* f£/A Google Kubernetes Engine ( GKE ) ZBZER Kubernetes s=5
* GKE RE LERMAIEa#HS 7HA - BitiER FERAPEERMERSS

* B% Google Cloud NetApp Volumes BIZE A A Google Cloud fRFEIRSE(roles/netapp.admin) {HE
MHBEETAE

* Trident BRE » BiRiRHERES ccp L EREE RS 751

Trident $#2{F1230
HEMR Trident BE T %4 Trident > 5548%8 tridentorchestrator cr.yaml :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
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name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-

sa@mygcpproject.iam.gserviceaccount.com"

Helm

{558 Helm 228t Trident B ~ (558 E Db AIERNZHE S :

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service—-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
FEiBIEE BimtERINER 5D RELE Trident :

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident

BCE NAS f#7F

@ 1 Google Cloud NetApp Volumes UNIFIED f#7Z# » Trident T THEE IR (FRFEER
UNIFIED E@mensBiERERA] o

TESHHIRER > Trident AJLGHEZERBNHRELBERE (PIMNEFRMEREI) @ LUIRSEANER

AYRTSEN% -

EEElcFaER
Trident £t google-cloud-netapp-volumes SRENFZTL » LA Google Cloud NetApp Volumes BCE NAS
#FZEM o
tEEEENFE N T B FIFEUET :
* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)
* ReadWriteOncePod (RWOP)
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EEE {#ipE  volumeMod LIEM7ZERIET SEMIERAS

e

google-cloud- NFS SMB  {EZE&R4 RWO » ROX » RWX ~ nfs, smb
netapp-volumes RWOP

B7E Trident NAS &%

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-nas

namespace: trident
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes

projectNumber: "<project-number>"

location: "<region>"

sdkTimeout: "600"

storage:

- labels:

cloud: gcp
network: "<vpc-network>"

EZE NAS Volume

NAS FEIE&EFEB google-cloud-netapp-volumes BIHACE » Wx1E NFS 1 SMB %7€ °

TR NFS MR &R StorageClass

EEME NFS HHEE > 551F nasType 584 nfs ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: true

T SMB HfR &R StorageClass

EERBCE SMB Volume ° 351% nasType 524 smb WiRHEREER ©



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim £iff] (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim 35 (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS HIREFH volumeMode: Filesystem©
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BCE Google Cloud NetApp Volumes U A SAN TE&#

fEAI AR E Trident » {EEfEMA iISCSI 1HEXE Google Cloud NetApp Volumes Bt & & 15
1ZHERER o SAN FARE&E B3R "google-cloud-netapp-volumes-san {17 EEENTE R Flex
Unified & AMEITERCE o

() EBRAGERERIEEE - FHE NAS B -

@ google-cloud-netapp-volumes-san ZBifEAcE iISCS| EIRHIREFTNERN © google-
cloud-netapp-volumes EBIR{EXZE NAS H7E > AN SAN T{E&H

BiR
Trident 2#& Google Cloud NetApp Volumes SAN (iSCSI) T{E&& > £ google-cloud-netapp-
volumes-san EREIFET

SAN HEHEE L Flex Unified #EEEMAPEZE > WL iISCSI @It BN R 24 Kubernetes BiEf o
B TIRIE :

* Trident 26.02 K EBHTARZS

* Google Kubernetes Engine (GKE) =¥ Red Hat OpenShift
* Google Cloud NetApp Volumes Flex #&—f&# 1zt

* ERiSCSIMITIEaE

Flex Unified f£7Fith
Flex #i—{#FERMER iSCS| MERBEIR#EFRE » & SAN BRECEFFNER :

* % 1E Flex Unified REGIONAL & & o
* 1% Trident 26.02.1 BI#AZ#E Flex Unified ZONAL th o
* SAN T1EEH{EX1E Flex fRFSE4R ©

57 Trident SAN &1

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
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storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelevel: Flex

¥21/ StorageClass

&5t SAN &imf8 » #1I—1@ StorageClass 5| google-cloud-netapp-volumes-san BEEIFET ©

EREAMIAEZE StorageClass PEERR » MAZERIGERR

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

SIRRMERERGLER

* ext4 (FEER)
* ext3

* xfs

@ SAN EEENFZT{EZ 1R Flex IRFEARB > RER NAS HIENRBIHEE > fIMl exportRule
unixPermissions > nasType * snapshotDir v ‘nfsMountOptions (45} EHEIRYERE ©

[Tyt AL e

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce

resources:
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requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX W—EE RIEXNEERHITE ReadWriteOnce MR & Y iR BMAIR @ B & A S o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim
name: gcnv-san-rwo

ReadWriteMany (RWX) — [R5 &1%

{£7% "volumeMode: Block B§7 5238 ReadWriteMany °

apiVersion: vl

kind: PersistentVolumeClaim
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metadata:

name: gcnv-—-san—-raw—rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san

EiREEEITA
EIREAFEELL iISCSI LUN R ECE » WU EIRE E N 21848 Kubernetes B2 o
EIREEE -

* {8 iSCSI BE
s TEEZRZGNFRREIREIR
* 4 Trident MDD ESIR
* Y1BZTE Kubernetes 7ZEUET
FEUEZ
Trident Bc ERY @ IRHAFEE ST 1B FFEUET ¢
* ReadiiriteOnce (RWO)
* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX) > ETEMUFIER FX$F volumeMode: Block

volumeMode 172

‘volumeMode " {R{FH| @ IRHEIEEN ARSI

* Filesystem Trident t&TU{CA HIEFLIRE ©
* Block Trident §iEEZEENFHFAREEIREE AR o
SIRIERE
R google-cloud-netapp-volumes-san BB NEC BN EIRHIEE T IE
i c-ava
* kR
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-
. RE
* AN
- EA

%89 GiB BERLEITA

Google Cloud NetApp Volumes &IRF4E & B AT E R - HERENSSELE > thEREHEE R MZOA]
RHEEX/N -

Al ERET -

* WIREIIRFAKITRE 300 KiB BYERSMNE T
* ABRXIMERZA 107 MiB BIERSMAEH

H/? Google Cloud NetApp Volumes RiZF=E GiB B4 H8C » Trident BB T AR HEEE /NBEMET
#BiB PVC &3

* RERRBYA/)E EEVEE T —{EE# GiB
* FIGERSMN 1 GiB EE&

gl -
* PVC 53K : 100 GiB
* Google Cloud NetApp Volumes FREEEAIA/ : 101 GiB
* EAREARTRWATAZEME : £ 100 GiB

Pod &34

ERAGHEEREEE (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

34



claimName: gcnv-san—-rwo

Rin@RRE (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw-rwx

MEANFNEEITH

HH1E Google Cloud NetApp Volumes B2 EHRY SAN HEIEE :

* Trident 7£ Flex Unified {7 A2 @EEREE SToRAS (LUN) o
* BEFHAR » Trident 4% LUN HEZISERIEEAY EEEFHE o
* EENRAEETEHARS ~ Trident :
° EA iSCSI B#Z
° ¥R%& LUN
° FLEZ R
* Y158 volumeMode: Filesystem ’ Trident @MREERIICEB WG EHE o
* Y18 volumeMode: Block > Trident BAFHEBEIFT HIZREL pod > MERE LI

@ SAN EIRHHRE MM D HIHE T A RHALIEE - EZEMAFNEREIRER
(ReadWriteMany volumeMode: Block) @ EFRERNFIERARNAEIEN Y o

R TE Google Cloud NetApp Volumes &

7EBCE Google Cloud NetApp Volumes &ix 2 fHi » IEERFMEUATEX °
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NFS 2 SMB Hifit& S R4

MREREREA Google Cloud NetApp Volumes SRTEFHIMIEFRA > BB EET VIR E T FERE
Google Cloud NetApp Volumes {317 NFS 8 SMB W& o 3526 "Fta A" o

7E5%E Google Cloud NetApp Volumes &ix 2 A » :BEFREEEEHEUTRG

* B3R Google Cloud NetApp Volumes BRF5HI Google Cloud 1RF ° 55288 "Google Cloud NetApp
Volumes" °

* {&HY Google Cloud TREBIE MRS ° HSH "wpEE" °

* BB NetApp Volumes Admin (roles/netapp.admin BEBH) Google Cloud IRFEIRSE o 52 R "B 0 HiTF
IEIEAEFER"

" 1589 GONV 1RFB) AP| SR © SR IRISIRA 1"
BT  SASR T o

BRI EE Google Cloud NetApp Volumes TFEXHERAVEFAEE SR ~ 552 "52E ¥ Google Cloud NetApp
Volumes BY7FEXHERR" o

Google Cloud NetApp Volumes &% & 51BN &5/
T 2 Google Cloud NetApp Volumes HY1% i 4E A5 BEIE T 1z RAE RS &0 o

BImAEREEIE

S{E& imEREE — Google Cloud BIFFECEMIRE - EE2EHMERPRIMIRE » HRAIIEREMELR o

2% A8 8%

version YRER A 1

storageDriverName EEEEENNTE storageDriverName B9
BERZESES google-
cloud-netapp-
volumes] °

backendName (BEf) RERFENETRE ERSNIE T8 " " APl £58
—ER 7>

storagePools BARiEE MR &R 2 BEFEANERZRY -

projectNumber Google Cloud IRFBEZE4RE © 5%{E71E Google Cloud

AORIEEERE -
location Trident 3L GCNV H4EER Google Cloud i & ° £

7 E&E Kubernetes =56 » 7 “location” i 17 BV
& A AEEIZ{E Google Cloud &igiENEs EAIT
Eas - BEERESELREINEGR -
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nfsMountOptions
limitVolumeSize

servicelevel

labels

network

debugTraceFlags

nasType

supportedTopologies

Volume FZ &I

R iE

BEA netapp.adnin ABM Google Cloud
IRFEIRSEAY AP £iE - EES Google Cloud AR
FEIRSRAAEBAEZERY Json BARE (REFEHHMER
FBIHREET) o apikey WEABZTUTHRAE
fE¥f . “type project id™ client email ™
client id™ auth uri»™ token uri:®

auth provider x509 cert url'#l
‘client x509 cert urle

¥ NFS S EIREITIRARIEES] o "nfsvers=3"
UNRBRBVEEFRE K/ NEBIBILLE > BIfcE R o " (FERRASREIENTT)

EF R HERE RS SR o BUER flex

standard > premium 3 ‘extreme °
EEARHIRERNEE JSON A FHRE

FA? Google Cloud NetApp Volumes FE&R Google
Cloud 48 o

AR SRR HE RNV EEEFEAZ o HIU0 {"api™: false, null
"method":true} ° FRIEMIEFEEITREHRIEE
SHAARYECERIBED » [RIGEDEBILEIIEE ©

BCE NFS o SMB IR &ERVIEL o #EIEA nfs nfs
‘smb 3% null ° F2E A null BIITEEREEIL NFS HFRE o

R BIRZ IR EIHFPTAETR - MTFHAE »
AR EF CSIRE" - Bt -
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

topology.kubernetes.io/zone: asia-eastl-
a

TR UTERENERY defaults @EEFPIEHITARMIREAE -

W

#

exportRule

snapshotDir

snapshotReserve

unixPermissions

55 A

R RMELRA - WAEZE  "0.0.0.0/0"
SEDPEEY IPv4 (iIHEF) 3 > (IHER]IX
EE4EE -

FEX .snapshot B

true, false (FEERITARIBERFR

AE) - sAPARERTE) NFSV3 BRER

"false"
ARBREHEET 2L " (3EFZTERIE 0)

MHEREAY unix MR (4 I\ ™
#gF) o
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EHIER

UTEANRTTBARE - HRAZSHBHERETERE - EREERMREENTTX -

v

38

B/VERE

ERBHER/IRIHHER o (FALLAAR > Trident EEERENMESF > EIRFTBEZRIKL Google Cloud
NetApp Volumes BIEFEEIRM » M EHEEFHEGEERETEEFT—EE RN L o B nasType #&EE > "nfs’
ERESER » B SMHE NFS HiEE o

W RIEMIFSEER Google Cloud NetApp Volumes WETER » ILACE RIEBHVERE » BEBEP > K0l
EEARBEWHREIRHEEIINIEEE o

@ s "<id_value>#1 "<key_value> B2 (CAARES IR /&e%

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:



https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

vV SMB Hir&AcE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident—-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

Vv {EF StoragePools EFiEa3ETTAHARRE

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:

private key id: "<id value>"



v

40

private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-westb6
- premium-pool2-europe-westb
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

EERERAAERR

IERIRHRREE—ERPER T SEERE R - EHRERMNE storage BRPEE - ELAZEERR
RFEBARBIGEFEIRA « WAETE Kubernetes FEI R RELEE RMNEEENR - ERERMIEEER o &
BRERAMZEEANREDE R o HIU0 ~ T TEHIH « “performance 12 “serviceLevel R AN&E D E

BREIRA o

TR E —LEARTA RO HTERE - T E R S EEERNTER(E © T M5 -
snapshotReserve #ll exportRule MARA EHMITERIE ©

NFFHEER > F2H "EHRERA o
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westob
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme
servicelevel: extreme
defaults:
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snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:
performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

V¥V GKE HNEix&H 5

E10fEH GKE BEiRE 0% Trident B » BInEUTFEHE DEITHRE > MHEK apiKey B © Google
Cloud NetApp Volumes EEBIRERNHNTRIGHDEEHNER c BE—MIERE "storageDriverName®
& :NAs (NFs 3¢ smB) BARRE(FRE “google-cloud-netapp-volumes ® SAN (iSCSI &) HiFEEE

A google-cloud-netapp-volumes-san °©

EEEEXHEIRE DBIZIBEE Trident 26.06 ESHRZAE © google-cloud-netapp-
@ volumes—san’ SAN MARESM Flex Unified EEMABMEN > EUILEE

‘servicelLevel "BREA flex o
NAS BEE1f2T{ (<code>google-cloud-netapp-volumes</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml

SAN FEFNFER (<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv-san
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
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servicelevel: flex

storagePool: pool-flexl

v TIRMVIRIEARAS
Trident SEANIRIEEIFM T HEA TIFEEBENIEE o "supportedTopologies' b IRECE HPHVIZ VIS E IR A
RASERIHRERAMITAEEE o IWESENEIGH ] AR EXNELASE Kubernetes 5 EIRMZH Y
EIHMAIAEEER - BLEFEMTAERKRFEEENFIUREN AT EESE - HRE 3% HENES
MeIA& FEMNREEFLE > Trident BEIEENEIFM A AEPEIIMEE - NFTFMAEN - 5528 EH CSI
R o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl

topology.kubernetes.io/zone: asia-eastl-b

ETRE?
B BIRAARIER > RITUTHS -

kubectl create -f <backend-file>
LERERIGEERE OHMINEIL » AHITFIIGS -

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1£f£f9-0b234-477e-88£d-713913294£65
Bound Success

MRBIHEI LY > AIRTBIGEEFERIE o BRI LR kubectl get tridentbackendconfig
<backend-name> LR > HATUTHRSEEHFUREREA :
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tridentctl logs

e

s8B! A TEAR

REFERIE &

ae
BE

pieny

FERVRRER « R AMIBR B IRIE BB RIT create A5 % ©

LT R2E FilgiRAE A StorageClass B ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gcnv-nfs-sc

provisioner:

parameters:

csi.trident.netapp.io

backendType: "google-cloud-netapp-volumes"

{#F8 parameter.selector MHNMEEFIESR :

£ parameter.selector MAIUAEE storageClass IEEANFEMIREER "EHEREM" o ILHFEER

BAFMEFEIPRERNRER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc

provisioner:

parameters:

selector:

csi.trident.netapp.io

performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: premium-sc

provisioner:

parameters:

selector:

csi.trident.netapp.io

performance=premium

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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name: standard-sc

provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard

backendType: google-cloud-netapp-volumes

MEHFERNFAEN - A2 "EILFEFER" -

SMB FifE&E RS HIE R

f#F nasType node-stage-secret-name # “node-stage-secret-namespace ’ fERILIEE SMB i
PR&E W IR HFTEERY Active Directory /&:E o EI A BT ERERIEMEFRAY Active Directory 1 & 18/ H559 1]

FRRENREREER 288 o
v TERen R R EREAER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

" Smb "

csi.storage.k8s.io/node-stage-secret-name:

trident.netapp.io/nasType:

"smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"
v SEfm2ZERERATENEES

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret—-namespace:

vV SEHRE ERRREHE

apiVersion: storage.k8s.io/vl
kind:

metadata:

StorageClass

name : gcnv—sc—smb

S{pvc.namespace}
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provisioner: csi.trident.netapp.io

parameters:

backendType: "google-cloud-

trident.netapp.io/nasType:

netapp-volumes"

A Smb A

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb Bz SMB HARERIFETFAM © nasType: nfs B nasType: null EHiE

NFS f#7FH ©

PVC E& |

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:

storage: 100Gi

storageClassName: gcnv-nfs-sc

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME

28558 PVC BRERE > sFAIT MIla< ¢

CAPACITY

ACCESS MODES STORAGECLASS AGE
gcnv-nfs-pvec Bound pvc-b00f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi

RWX gcnv-nfs-sc 1m

fic & Google Cloud NetApp Volumes HIEEIDE

BE)7 2B Trident BIRZBEF] PersistentVolumeClaim *Iﬂj’q’:?_ R E AL E R ETITER

EH o eI LUER Trident & Google

L

Cloud NetApp Volumes :REBERDE o

E@Jﬁlﬁ&%ﬁﬂj £ Trident BBIECEMIRE - RAEREEUEERERER - EREERERERE -

AEFE(RIBETE HYﬁHEI’Jx&ﬁb °
Trident EEZE IR ERERBE#HDERE °
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1

e

BEDE

BEDEFFSREFIRRN » REIRRRENEMMEEERERER - ERBERIFETEITHY » IR
RPAERL o

DERAY

DERAREREHUIRERBEHDE -

SEUTREE % auto | MARENREFIEANBEEDE * none | FREFDE
RAIRE

RENREURE T BRI EBIRERT S D BRFE R Z AN ARTFIETHREHNRIEREY o SAIXRBIETED BREFRE
BES auto BFEA o

AEREIEEY

BEDEREZEHERNETRE -
s FEFEMEE BRENZARENFIARE o
* Volume £5[& 538 PersistentVolumeClaim :1fZFERANE —HIIRE o

Trident FRIFESERENERMEIRERVAERE °

HERSBSTIRR
EMHFEREREREZEERER > Trident @ERA TIIEBLIER :

1. PersistentVolumeClaim :¥fi#
2. Trident & im4ERE
3. FEEFEATERE

ERSELIEFEENRECEBEERBEBARE
Trident 26.06 X1EAYIHAE
Trident 26.06 x3ZLL T Google Cloud NetApp Volumes BE1H BIHAE :

* TR E R E AR AR EE S E

* 7E Trident BimARERE R D ERA

* £/ PVC st B E N ERANSEHRREEN A RE
* AR RBEE D BN EREE AN H
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Trident 26.06 FAZHEAIIHAE
AT TR

* EERUHIEERENETDERTE

* £ Kubernetes BTEEIRAHEEN D EIREY

* 7£ Trident BEEMHE LEREZINERABENDERE
BIRAELBESH

LR 2#A]TE Trident BinEREPE RFHERIBEIDEITS ¢

/

W

4
tieringPolicy

18

~
o

1 R

tieringMinimumCoolingDays

{3 PersistentVolumeClaim 3 THIEEEREBES

IRBIEERE

Bkl
MR &2 ERAl(auto 3 “none)

BRSO BRINIE TR (8E : 2-183
YER1E © 31)

PersistentVolumeClaim 32 A S AR EN B D EBREEITES

sHR s

trident.netapp.io/tieringPolicy BRlEEN SR

trident.netapp.io/tieringMinimumCoolingD BB EAY/SANKEE

ays

&3l : PersistentVolumeClaim EiHE#NEES

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:

trident.netapp.io/tieringPolicy: auto

trident.netapp.io/tieringMinimumCoolingDays: "45"

spec:
accessModes:
- ReadWriteOnce

storageClassName: google-cloud-netapp-volumes-auto-tiering

resources:
requests:
storage: 500Gi

48



172 MIPR !

BEREETS
* BEF N ERTEETRUMFERIETHLANER -
* Trident EECE TR BT EHADEECE ©
* BRRBERERTES none B 5 PRI H SRS o
Fa RS

* BEIDBEZIE NAS HAIRE (NFSHISMB) o
s BIREEE (iISCSI) AZIEBHDRE -
* Google Cloud NetApp Volumes #7714 ZB7E Google Cloud FEUE BE D EH#TF ©

S E&RE
* tieringMinimumCoolingDays FIEMEE : 2 = 183
* JEsR{E | 31

&€ Google Cloud NetApp Volumes ONTAP & {#7Z:th

% Trident 26.06 B4 > EAILIEREIRA “ontap-san'#l “ontap-nas & » LAfETE Google
Cloud NetApp Volumes (GCNV) ONTAP &R HETE M _ EHERHTT o ILThEEARMITEE o

ETHAETE Trident 26.06 FRZBXATTREAR © KATTREINSERTRALEERIZEPER - FIEX L™

ot (GA) ZAl > HIfAE ~ MBRERAIASHRAVEREFISE S AFREE -

EEAN

Trident EE{ERIRAR ontap-san M ontap-nas FEENFETVESE > W3FEE GCNV IBImELEEH ONTAP
REST MENY o 757 RTRISTESRE ST GCNV Ay ONTAP =& HHEMNSIRMAERME - FRRIFHEERE ONTAP
BIRMEFERIEETIERIZ - ONTAP XA E 5| AT R FREIZR o EAILUEER gonv HREERIRITIEE
ontap-san 57 ontap-nas B > KT HSERIEETE °

BCEREWT ¢

PersistentVolumeClaim — Trident (ontap-san 3 ontap-nas) — ONTAP REST B i# — GCNV fIE
2 — GCNV FE&HHY ONTAP =&

ERENAZXIENEE
HERMTFREE AR SZ & A T IORE

* BE#NFEI(  ontap-san (iSCSI) # ontap-nas (NFS 3 SMB) °
* FEARIEBERITEERRE | BIRVRIE ~ HEEEEIIAMPRUSABREY ONTAP REST i1 ©
* BEERE  TFEHESEE (WIP) « IRFSIRA S8 EMAETAR/RE (ADC) HiE -
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UTRABRERREMTAEREER

ontap-san-economy > ontap-nas-economy A ontap-nas-flexgroup SREIFET ©
* ASAr2 FMHRRIR o
* ZAPI [B]3& - ONTAP #2I{{Z{FH ONTAP REST °

FoRIFM
EsRE ONTAP R im 2 Al » sAERIGERFBLUTRM

* Trident 26.06 S EShRZs ©

* EEZERMAIEHE—E GCNV ONTAP #HEX i o

* GCP IAM RIZEFZTUIR(FHEIR > W BIRIBENIRIBETEEHERTE

* BIRFALE BFE proxyURL » projectNumber » location #l “poolIDe

* BB iSCSI SAN LIEHiZ > 52 R F SPRRIEIRLR iISCSI MBRRIETRIRM o SE2R " TIFERL o
=gty

A TridentBackendConfig requires credentials © ¥1% ONTAP 12T » It Ei&(R7F GCP IE/&:E » mA
& ONTAP managementLIF / username / password ° svm x& Rl 2HY . {8 GCNV ONTAP E{E & B Fi#k
BE—E SVM > MNREBE > Trident EREBHITEE o

EAREARYE GCNV HEMARFFIRAIEI | IEBURRAI{I genv.apiKey » private key ’ MAR secret HHY
private key id ° 352/ "Google Cloud NetApp Volumes 5% &3f" o

ontap-san &

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: gcnv-ontap-san
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"

svm: "<svm—-name>"
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ontap-nas &

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"

location: "<region-or-zone>"
poolID: "<pool-id>"
apiKey:

type: service account

project id: "<project-id>"

client email: "<service-account-email>"

client id: "<client-id>"

auth uri: "https://accounts.google.com/o/ocauth2/auth"

token uri: "https://oauth2.googleapis.com/token"

auth provider x509 cert url:
"https://www.googleapis.com/ocauth2/v1l/certs"

client x509 cert url: "<client-x509-cert-url>"

N

apiVersion: vl
kind: Secret
metadata:
name: gcnv-sa-secret
namespace: trident
type: Opaque
stringData:
private key id: "<private-key-id>"
private key: |
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. B0 “private_key Y “private_key id A “TridentBackendConfig ###&H——CRD Z1E4EE
. 9 - BN EIRHETE > 551EA ontap-san HBECHEREIRY "genv FIEBIET o

svm: "<svm-name>"

== Authentication
Trident resolves credentials for proxy access in the following order:

Workload Identity Pool (WIP)
Service account key
Application Default Credentials (ADC)

For this Tech Preview, use the following practices:

* Prefer Workload Identity Pool where it is available.

* Do not embed raw private keys in version-controlled backend files. Store
credentials in a Kubernetes secret.

* Apply least-privilege IAM scoping to the service account.

== Validation and initialization behavior

Trident validates an ONTAP-mode backend during initialization and fails
fast rather than partially initializing.

Backend initialization fails if a required “gcnv' field is missing, the
driver is unsupported for ONTAP-mode, or credential resolution fails.

== Known limitations

* This feature is a Tech Preview. Behavior and the supported matrix can
change before GA.

* ZAPI fallback is not used in ONTAP-mode.

* Protocol and node-readiness requirements still apply. For example, 1iSCSI
workflows require the node-side prerequisites described in

xref:{relative path}../trident-use/worker-node-prep.html[Prepare the
worker node].

* Existing ONTAP and GCNV environment constraints still apply.

== Upgrade and compatibility
ONTAP-mode is opt-in per backend through the "gcnv' configuration block:

* Existing non-GCNV ONTAP backends are unaffected.
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* Mixed deployments that combine direct ONTAP backends and ONTAP-mode
proxy backends are supported through backend-level configuration. Each

backend is configured independently.
* To stop using ONTAP-mode, remove or replace the affected backends. No

global switch is required.
== What's next?

Apply secret before TBC; use "kubectl apply’ and "-n trident® to match

examples.

22 NetApp HCI 5 SolidFire &
T BRUN{AITE Trident ZEERE I FERA Element i ©

Element SeENT2T\VaFEE R

Trident 121 solidfire-san EEFREEXLUELRERH - TENFEUERXEIE | ReadWriteOnce (RWO
) ~ ReadOnlyMany (ROX) - ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

‘solidfire-san’ fEFEEEIRENXIE X M B MIRERI - #HI® ‘Filesystem’
volumeMode * Trident HENVHFEEWIEVIERZRL - ERERMLEEH StorageClass 157

EEEhiZy BT VolumeMode SHENEFEERER TIERERRS
solidfire-san iSCSI &R RWO - ROX - HIEZERET - FIAE

RWX + RWOP tasE e o
solidfire-san  iSCSI ERRF RWO » RWOP xfs, ext3, ext4
=T}

1£3£17 Element BimZ Al ~ IREETFIER o

* H11T Element BMEEM S LB HTF R
* NetApp HCI/SolidFire 2 SIS AP ERAEN/RSE » EIRHEE
* Fi& Kubernetes T{EENELARMEZZEEHIFERY iISCSI TH o 520 "TEENZEFEE" o

BinkERREEIR

2 SIllE A
version R4 A 1
storageDriverName HEEETE LTS YR4% Z "solidfire-san"
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2¥ Sk B
backendName Bi] 4B HFR N "solidfire_" + &7Fs%f (iSCSI)
IP {irdik
Endpoint BAAFREER SolidFire &5
# MVIP
SVIP #FERME (iISCSI) IP {uitflEzRE
labels EERREEENER JSSON &L ™
REE o
TenantName EFRANERSLE (WRKAZIR]
#iI)
InitiatorIFace 1% iSCSI HREREHEMSFE X% m "default”
UseCHAP /8 CHAP 1%} iISCSI #1755 true
B&58 o Trident FLfEFAA CHAP 1 °
AccessGroups EfEANTFEEE ID BE F|H%% Trident) FITFEEEE4E ID
Types QoS &l
limitVolumeSize MRFBREEE A/ NBBILLE > " (FERAEEIEIT)
=3¢
debugTraceFlags AR RREEHEARRY (S SR TEAR © 61 null

i ~ {"api":false, "method":true}

& PRIECIEFE & TRE R AR TR 5+ HAIRVECERBEN » BRIFE/DER debugTraceFlags °

&%l 1: solidfire-san BEEFNENAA —BHIRE AR IKHERE

tEEEAIETR T —EfER CHAP BRsE i BImff » WH=BABIE QoS REHVHIRERIET T BE o LR
FEEEMEA IOPS RFEA S BRE R RFER - UEERSEREFER -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
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- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

A 2 . solidfire-san BRENZTUIEECERE BV R IRTNHFLERERE
IEEEHIRETR TECE T ERNN R I EREUKR 2 EELEER TR StorageClasses ©

Trident FTEECERATFE RN ERRBERIRIHHET LUN - BT HEER » EEESAUASEERE
RNEFRRE  WIRIREASHERE DA o

T T AFRREVEEHRIFERETR - FIARFHERE TR ENTER(E @ BEER type SRE Silver o EHHIMTE
‘storage’ BFRES © FEULEAITF BN HEEFMRE T BCHRE > MElD#ELABER T LilifEk(E

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
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store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-lc
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us—-east-1d

AT StorageClass E &8 _Fiti e thAERT o £/ parameters.selector i > @ StorageClass #3E 15
E AR EHEEMNER - MEERESMEER AT ESRNA@

% —{@E StorageClass (solidfire-gold-four FFHERFE—(EEREEN - EEE—IREETRMEE
Volume Type QoS % Gold ByfETFEM o &1 —1& StorageClass (solidfire-silver BisEE MR RIRRK
MBERETEA © Trident REREEEWEEREIRAN > TEERRSHEFRK

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver-three

provisioner: csi.trident.netapp.io
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parameters:
selector: performance=silver; cost=3
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver
fsType: ext4

SRESEM
* "Volume TZEREFZR"
ONTAP SAN EEENFETL

ONTAP SAN EEspf2 T\t

T #EYN{E/{E A ONTAP #1 Cloud Volumes ONTAP SAN EEENFETLERE ONTAP &l o
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ONTAP SAN SEFNFEHaHE R}

Trident 12T SAN REFEEENTER - A ONTAP & o TENEFEUENEIE | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

EeEn2 Tl

ontap-san

ontap-san

ontap-san

ontap-san

ontap-san-

ontap-san-
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of

EREER

FEHHE volumeMod iEAYTZEVIET S REIERRS
e
iISCSI SCSI &1 RWO -+ ROX -~ RWX « HEIEZRL , RIEEIRE
over FC RWOP =1
iISCSI SCSI =& 4 RWO + RWOP xfs, ext3, ext4
over FC

ROX #1 RWX 7£
Filesystem HiFREHEN T

RETH
NVMe/TCP &1 RWO + ROX * RWX + EiERAF ; RBEHRE
RWOP 1
B2H
NVMe/TCP
HNEMES
EIFo
NVMe/TCP (EZ= &A% RWO » RWOP xfs, ext3, ext4d
H2H ROX #1 RWX 1
NVMe/TCP Filesystem Wi @R T
MEtE S RE o
EIFo
economy  ISCSI &R RWO -~ ROX » RWX - HEEZRH ; RIEERE
RWOP &
economy iSCSI EZERG RWO ~ RWOP xfs, ext3, ext4d

ROX #1 RWX 7£
Filesystem HifREEN T
RATH o

c EETEHRIFA MR ER RSN S22 ONTAP Volume [RH!"EF » A€M ontap-san-

economy °

* EETEHIF A IS E FERREE IS IEH ONTAP Volume [R#" BEAER ontap-san-
economy EEENTZTNRT > A {EM ontap-nas-economy °

* MRETEAEEERrE - KEERWITEN > 5570 B ontap-nas-economy ©

* NetApp & ontap-san 9b » REZHTFIA ONTAP EEEIF2X{EF Flexvol BENERINAE © {F
AEIBHZE > Trident STIBFERIRIRTER » WABFEMIER Flexvol FRE o

Trident EELL ONTAP ¢ SVM BIEE B 2#17 » BREFEA "admin REFERAED vsadmin'SVM ERE » 3fF
FEAEHRIABELBARERE o HH' Amazon FSx for NetApp ONTAP 3B « Trident EZE L ONTAP T}
SVM BIEEBH#IT > FHHRE fsxadmin EHAEH vsadmin'SVM 8% > SiEHAEBEEAGREBLERR
HEEE o fsxadmin' FHEECE=EEETHEENARELAE -
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UNERER “limitAggregateUsage 2% » AIIFEEREEIEERIR © #§ Amazon FSx for NetApp
2 ONTAP £ Trident 2R > “limitAggregateUsage' 28 E2 vsadmin 1 ‘fsxadmin {ERE IR
BEARER - RIEE L2 - ARREERFRE -

HEPARTLATE ONTAP FREEIT B BARHIA B Trident BRENRZIVER » BIFITERESIR - RS HHhRAHY
Trident #REPLAUZAINGY API > B API BEE S > SERARBERBESH HEE -

NVMe/TCP HWEMEEEIA
Trident ST1BEJHIB LIRSS ENAE (NVMe) BE » EH ontap-san BT, » B§F :
¢ |Pv6
* NVMe Wi & R IRIBAIE A
* 8% NVMe Volume BYA/)N
* BB ATE Trident SMERIRIZAY NVMe HERER > LUE Trident EIEH A 6B HA
* NVMe [REZRRE
* K8s ENELRVBHRARAS IEBHERARS (24.06)
Trident 7% 1E :

* NVMe R4 %1ER9 DH-HMAC-CHAP
« HEHER (DM) TERK
* LUKS 1z

3t NVMe {£%1& ONTAP RESTAPI > 7%1& ONTAPI (ZAPI) o

#(#{5F ONTAP SAN EEFE XL B BiE
T f#{EF ONTAP SAN EEENFZETNACE ONTAP BiImHIERFERsE1EIE o

i

HHPFE ONTAP &% » Trident E3RE /D& —1E Aggregate 544 SVM o

"ASA 2 24 ELE th ONTAP %4% (ASA -~ AFF 1 FAS) E#EEBMEIELAFIARRE o 7T ASA
= r2 &4t > FEREFEA A&MIE Aggregate o 2R "E" FENXE » BRRUATE ASA 2 &4
A& Aggregate $5IKk4A SVM

sasc(E  EAUBITZERENREDR » WEIISREP—EHN S —ERSHIZNFHEELER o F » &l UERE—
1@ “san-dev'$85!| » € “ontap-san BEENFZR, > LAK—1E “san-default' #87! > {8 “ontap-san-economy EEENTE
= o

FiB Kubernetes TEENELERAALIEFEER iSCSI TH o INTFAMEN > HF2E) "EE T IEEIZE" o

ESZ5 ONTAP 18if

Trident 1I2{EHTE ONTAP BiHE:E1E o
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* BEN/REE | EBFTEREIRL ONTAP RENFRERLBNEN - ZRFERABEEENZE2EAAE > T
admin 3 ‘vsadmin > LUFE{REL ONTAP HRZARIER AKHEEME ©

* BHYEE | Trident ] LUEALZEFRIHI/REE ONTAP 2E£& - TEEBER T ' BHEENBEEEE
Pin/&RE « EMURZEIE CAKE (WRER > 2:%) 09 Baseb4 4RISE

TR UEFIRA B - UERRSRMNENERNGAZERE - BR » —RAXEERRTSE - B2IHRE]
RN ZE » COARBIRERPRIFRES X -

R CEFRRRHEENERE » IRIFELR TR > WHIRIER - AEBETRET 2@
BesE 0% o
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X A
M

YRR EEERVERE

Trident BE SVM £& / EEHENEIES KT EE ONTAP BindE: o ERFEREETELERNAE » fin
admin 3 ‘vsadmin ° 35 AJFEMRELIRIE ONTAP FRASEFIHEE, AIARKIRASATSEZ AFE Trident ARZAEARY
INEE API o BESARTUEI B ] 2B A BB HE Trident HEHCER (ERERSHERM o

BinEZREHII TFIR

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

AR BmEEREM—LMNFRRHEEDEESRNME - BURIiE2% > FHERHE / BIEZEA Basebs
4REE > W77 Kubernetes H% o B S BHR IR M —EEEMATHRERNMNTER - AL - E2EREIESH
1TB91E% > A Kubernetes/ HEEIEE#{T °
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EY PR /REERIEREE
HEMBERIRE T LUER/EEE ONTAP £ihE: - BlREREE=—2% -

* clientCertificate : FA P if/RsEHY Base64 4RIS(E ©
* clientPrivateKey: BiltfA% £180Y Base64 4RIS(H ©
* trustedCACertificate : Z{51F CA /&5 Base64 4RIE(E - MNRFHAZE1ER CA » BIABEIREILSE - 10
BREAZEERN CA > BRI ZRRIES ) -
HANTERESEUTT R

1. EE%)E IR 4 o BELERF » 1§ Common Name (CN) =REAZEEITEEER ONTAP fEAE ©

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. BS1ER) CA JBRBIMEE ONTAP R& - HFEIES B RIBUILIEE - MRKEAEER CA » BR
B o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. f£ ONTAP % FREBFINEENSI CRESHE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

HITIEAR<S1& » ONTAP ﬁ?%‘?ﬁau]\uu’é o B FIER 1 REYLR k8senv.pem HEERNS > A

B LB END SRR

4. FES0 ONTAP 2B AABIIE cert BEEHE ©

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

5. EAEENREAIFERSS o 8 <ONTAP Management LIF> #1 <vserver name> &#12 Management LIF IP
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0 SVM 78 o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"

6. {3 Base64 ¥/R:E « IMMNZISERT CA RFBEITHRS ©

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. fER E—PEFIERILR o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

P mm== e LB e ettt
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e e Fommmmmmmmescrrrrrrrre e reme s e emm o
P o= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fommmmmmmmm== e LB et
Fommmmm== et +



EERE T AT R IRET R B

eI EMIRAE RHUAFERRENSHEREH EHRRERE © IHREERAN | £RAFRELT]E  BENEIR
AU AERRE ; FRARENRRAIUERAENEHAERR  BBENSMEEE - ALt B ERIRREN
B PR A AN AE NS0 % - AR EREIFMELHAVENEMN backend.json HEZRHIT
tridentctl backend update °

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

fomm - fom o o
R remmmeme== +F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R e fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e X

ERIAEIEES A EIEEWMANREN ONTAP LERENEN - 2% » BRIRFEEETERN - Kl
3 a0 AIUSREREMESERE - RinEREENUEAMES - ZEREAHE ONTAP &
EPMIFRERES -

FHRFEAGREN B2 THIRENFE > AR EZRBIUNHEIREER - RIRERMBIIZRT Trident AT
Bl ONTAP & im @1l BRI R RAVHERRE (F2E ©

# Trident F£1ZH5] ONTAP &2

TR —(ERAREERA ONTAP £2EAE » EREMA LR ONTAP EESABIE Trident RHITIR
E o BIG7E Trident BiInAARE P B 2 EAELTEE - Trident EEAKGEILA ONTAP REABIRMITIRME

MEBIEIL Trident BT A BRIFMEEN > 552R "Trident BF]BEBELER" ©
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 232 Users and Roles Z2HETHEEITR (—) o
C. 7£ Roles Ti&E#E +Add °
d. EERABRAI > ABESE Save
2. BAELES Trident fEAZ&  + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS » ARE Role THINEEREEZARE o
C. #—T Save °

MEELEN  FERTIER -
* "HREE ONTAP WETAR" X "E&B:TAR"
* ERAEFERE"
fEFAEM CHAP E3:BE47
Trident AT LUERE @ CHAP ¥ iSCSI TERSEETTEREE » AL “ontap-san'# “ontap-san-economy’ SRENTE
N EEEERIHEERTRE useCHAP I - ERRTE S “true' B » Trident 1§ SVM WITERBAEIZR L2 MRE

AEMm CHAP » T BIRIEEDTERERBIZE o NetApp BT AR CHAP REEEL o :Z2BUTE
BI4ERE :
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

“ useCHAP 2 AHMMEEIE » REERE—R o TERES false o FHRA true 8 > BIEBHHER
= 72 false

g

BT useCHAP=true Z49V > ‘chapInitiatorSecret > chapTargetInitiatorSecret *
‘chapTargetUsername ' #1 “chapUsername It A BE ZERIGEET o BIREILSTTME » ATLUEAHIT
‘tridentctl update JREFE8E o

EERT
1 "useCHAP %7 true 1 » EFEIZE GIET Trident 7ERHFRIFRE CHAP - EEEUTAR :
* 7£ SVM L&RTE CHAP :

° Y1 SVM WA EIHEREF L 2 A% none (FRRRE) B HEREHRATASEFTER LUN » Bl Trident
ERERLZERARS cuap > WHEERTE CHAP ERNM B RERERBRER -

° J0R SVM &5 LUN » Trident i§ N &7 SVM LEIA CHAP - SFgfR¥ SVM EEFERI LUN BIZEAR
2R -

* ECE CHAP MBS B R ERERBNEE ; BLEERENATRIBERPIEE WLFRR) o

BT E > Trident @EIIHFERN tridentbackend CRD > Wi CHAP £ig8f{ERAE LB HES
Kubernetes £& o Trident 7EILBIRIEIIAIFRA PV #6155 CHAP REETHEMELR o

ERIAETEE BRI BRI

ERI LUFEBRE T backend. json HEERAEY CHAP 28K EH CHAP /&5 - E R EE# CHAP £ig » Wi fFEH
tridentctl update PRI LEEE o

e i EHBIRR CHAP 5 » KX ZEER tridentct! IRE &R o 35771EA ONTAP CLI 5, ONTAP
= System Manager Ef#EEEE LHIFEE » EA Trident FHEEMFIELET o

53

cat backend-san.json

{
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"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",

"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+———— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — i e ettt
fomm - fomm - +

| ontap san chap | ontap-san | aa458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

fom - fom e o -
- o +

RAEBEGRAZTE ; IR Trident £ SVM LB 7e0EE K » BEEGREERS(ERTIRE  MERER
%#ﬁﬂ’ﬁ%é’éiﬁ*ﬁ » HAEGRAEEFRT(ERTIAR -« PERERIENEREN PV RERHEHEREMIINESR

ONTAP SAN 5 & ZEIEF &4

£ Trident ZEEFREE I AI{ER ONTAP SAN EEENTER o KGR B IRAERES) » LUIKkEE
imARETZE StorageClasses FIFARE T o "ASA r2 24 "B H{th ONTAP %4t (ASA - AFF
M FAS) TREFENEELEMATR - BEEREGHERLEZ2HMNER » R o F
NERfE ASA r2 Z 4 ELEL{h ONTAP R ZFEIRIZER" © 7F Trident Bim#AREH » BEFIETE
R4 ASA 12 o BIT3EERE “ontap-san {E% “storageDriverName 'K » Trident & B&{&8)
ASA r2 SEM ONTAP %4t o W1 FERAT » FERIRARSEBAERR ASA2 24t °

F ASA 2 R#AEX IR “ontap-san ERENFZT (£ iSCSI ~ NVMe/TCP #1 FC %)

R ImAERRETE

1€ 26.06 hRZBHYG > ERTLARRFA ONTAP HIEIRE » LUE ONTAP 233 Volume BEZERAR - SH2E "/ ONTAP
BIRETTIIENE" BB RMEF) o

2R TRINT AR ImERRER
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WA AGER defaults ECERRDHHRYE EEIRRIEHITARACE - HI40 -
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spaceAllocat
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ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

luksEncrypti
on

tieringPolic
y

nameTemplate

Volume ECE &5

=BA
LUN B9ZERE 2 S

TRERZEER ; Tnonel (FERE) =X T volume 1 (
SEEE) o $1¥ ASA r2 2482 none ©

EFEARRBIERR o $1% ASA r2 242 E A none ©

BAEIMBEEISK QoS FIREHE - SEEESR

/& um P qosPolicy 5§ adaptiveQosPolicy 2
— o &8 Trident (£ QoS HRE&ELAHEE ONTAP 9.8

FEIRA o EEZFERAIEHZM QoS KELEHH » 1

BRZRISEHABEBERESERE - HZM QoS &

BE¥AH et PRHIFTE LIFRSMNAELE LR o

AR R EISKA BEE QoS RAEAE - A5ME
REEIRM / BiREE qosPolicy 3
adaptiveQosPolicy Hf > —

ARIRFRBRIHIRE B L ©
E o

BIRAFE R H IR E

7E#f Volume _EEXA NetApp Volume Encryption
(NVE) ; FH5&% false o WABTEEE FEVS NVE 1
W ERAR » A REfEARILLEETE - WNRBIHE R NAE » Bl
£ Trident FERECERVEM Volume EZERA NAE ©
UNEHAAE > B2 "Trident £2 NVE #1 NAE B9
ERTL" o

B LUKS N%% o 3528 "&£ Linux Unified Key
Setup (LUKS) "o

DIERBEER H)

FR7N# ASA r2 215

A ASA r2 RAISTE ©

RIS BETHARR & R BAYEEZ o

TR EZEERMENER :

version: 1

storageDriverName:

managementLIF:

svm:

username:

ontap-san
10.0.0.1

trident svm

admin

s 2 E TEAERESES) -

i

"true" YERISE
MEGTEA true ©

"none"

"none"

% “snapshotPolicy'% nonel >
A% oy »J/AIA T

"false"

"false" YWIRISE ~ HET¥ ASA r2
RIRRTES true ©

"SR ES false A ASA T2 %
4 o

FHHE ASA2 %
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password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

HERLE “ontap-san EBENFZNEIZAIFRA Volume » Trident EXEYMENN 10% B EZE FlexVol
> UAHN LUN AEE R o LUN MERECE K/NRFERETE PVC HERBIA/NTZE—E © Trident
B EBIMEZNN 10% = FlexVol (£ ONTAP FREERATAA/N) o FREBRENESAERNTRES

£ o IWE Bt AL LUN ZEr] BERRT2ER Z A AMEEAREE o ILE BB ontap-san-
economy ©

HILERR T “snapshotReserve #Y{&iR » Trident &R 5 A X EMIREBIA/

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 22 Trident % FlexVol Z89MENNAT 10% » IAAH# LUN TTE K o 5L snapshotReserve =5% » H PVC 35
K =5 GiB » 42 E A/\E 5.79 GiB » BJFHK/\A 5.5 GiB © “volume show' #p % FEEE T~ B4 th &5 5 4B B 45

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514

online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

BAl > ARAXNERFSES ARBANRAMRENME—757%
B/ VEREEEH

UTHHRTTBARE » HPARZSHSUHNREERE - ERERRFERGENSIE -

WNRIT1E NetApp ONTAP L Amazon FSx for NetApp ONTAP #2#2 Trident » NetApp E=Z &

% \F $57 DNS ABMIE IP {4t o
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V¥ ONTAP SAN il
EfER ontap-san EEEIRENHEARRE °

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

¥ MetroCluster &5
R AR E B IR ~ LUBIGRTE "SVM E L EE R BiRETUIRMUIBRE FHEHE

=7 BRELEIAMMOIER » 55F A managementLIF 15 SVM M EEE svm 28

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ ONTAP SAN #2515

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>

v EREREEEE A

TEEENETEERFIP clientCertificate clientPrivateKey M trustedCACertificate (3

Ml 2

ImEFR ©

o N :

F > NREAZEER CA) FIEA backend.json 1 W RIRAAFIRESE « WBZWIZEER CA

/REEH baseb4 4RIG(E o

version: 1
storageDriverName: ontap-san
backendName: DefaultSANBackend
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managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIJwYXB...ICMgd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

Vv %[5 CHAP &5/
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SLESMIEEIL T — B8 > F useCHAP A3 “true ©

ONTAP SAN CHAP &5

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP &5

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin



password: <password>

v 9t R S

&SR ONTAP F#KE > LUE ONTAP 2%-.% Volume %42
7S o YNEEFFAMERN » A2 EH ONTAP BimE T mE"

version: 1
storageDriverName: ontap-san
san-balanced-placement

10.0.0.1

backendName:
managementLIEF:
svm: svm_iscsi
username: vsadmin
password: <password>

useBalancedPlacement: true

¥ NVMe/TCP &5
RHY ONTAP B4

HiL =
DX

version: 1

NVMeBackend
storageDriverName: ontap-san
10.0.0.1

backendName:

managementLIF:
Svm: svm_nvme
username: vsadmin

password: password
sanType:

useREST :

nvme
true

V¥ SCSlover FC (FCP) &ifl
RAY ONTAP BiImAZERR

version: 1
backendName: fcp-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1
svm: svm_fc
username: vsadmin

password: password

sanType: fcp

T8 o

E—EZ1% NVMe BY SVM ° 52 NVMe/TCP YR A& in

TEMBEEE ONTAP 9.19.1 S E#HR

HARE o

E—E%#& FC #Y SVM ° 52 FC MEARB IR o
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useREST: true

Vv {$F nameTemplate Hy1&im4HAS S35

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.Volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

¥V formatOptions ontap-san-economy EEENFET &5

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:

formatOptions: —-E nodiscard

BAERERHHR IR

EELEEHGBRIRERETR » FTARFAERE T HENTERE > fI80 spaceReserve' % none
“spaceAllocation’ % false #1 “encryption' % false ° [ERE R MEHEFEEERPES °

Trident 7 T&sE) WP RERBIZEE o HIRETE FlexVol volume £ o Trident 1EEC & B R & Rt _EBYFR
EEHRENIHREEGRE - AT HEER > #EEEETUASEERE RNERZE » TIEERRBHIEESD

4B o

FELLEfF > EOREEFERMEET BOH spaceReserve » spaceAllocation #l encryption {E ° M



B EFEERMANER T TERE ©
V¥ ONTAP SAN 54

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.
svm: svm_iscsi
useCHAP: true

chapInitiatorSecret:

0.1

cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername:

1JF4heBRTOTCwxyz

chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin
password: <password>

defaults:
spaceAllocation: "
encryption: "false

false"

gosPolicy: standard

labels:
store: san store
kubernetes-cluster

region: us_east 1

: prod-cluster-1

storage:
- labels:

protection: gold
creditpoints: "40000"

zone: us east la

defaults:
spaceAllocation: "true"
encryption: "true"

adaptiveQosPol
- labels:
protection: si
creditpoints:
zone: us _east 1b
defaults:
spaceAllocatio
encryption: "t

icy: adaptive-extreme
lver

"20000"

n: "false"

rue"

gosPolicy: premium

- labels:
protection: br
creditpoints:

zone: us_east lc
defaults:
spaceAllocatio

onze
"5000"

n: "true"
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encryption: "false"

¥ ONTAP SAN &7 545

version: 1

storageDriverName: ontap-san—economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us east la
defaults:
spaceAllocation: "true"

encryption: "true"

- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:

department: legal
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creditpoints: "5000"

zone: us_east Ic

defaults:
spaceAllocation: "true"
encryption: "false"

¥ NVMe/TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

& IREFEE StorageClasses

LUF StorageClass &2 M| [EG EEE AV EIREH) o 6 parameters.selector ML » @

StorageClass & & 15 HiLE E T E R A B EEE Volume © Volume IRIEEBFFRERES NPT ESHEB o

* The protection-gold StorageClass B§3Zl ontap-san BIFME—EERERT - ERM—IRHEE

MRIRERVE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold

provisioner: csi.trident.netapp.io

parameters:
selector: "protection=gold"
fsType: "ext4d"
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* The protection-not-gold StorageClass BESYZE “ontap-san' #BipH IS —ME = EERE Rt c EL2
ME—iRHE RN EMRERRNE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* The app-mysqldb StorageClass B:412| “ontap-san-economy &imH I E = BB EEFE Rt - EE2H—
—{B7% mysqldb $ER FE AN IRHHEE RNAARHNREEZ R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass ¥fEE ontap-san BiFHAIE _EELE
BiIRA - SR B EARREF 20000 SHNERAM o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass 73 BI¥F& “ontap-san &im A 58 = (B E#EE R/t #0 “ontap-san-
economy BiIFHHFEOEEREFEAN - REEMEEFEAEREME 5000 creditpoints ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
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provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* StorageClass my-test-app-sc BYE] “testarp ERBIEXHBIEREIFM ontap-san » WHEE
sanType: nvme ° EelE—E{ testApp IE R ©

apiVersion:
kind:

metadata:

StorageClass

name: my-test-app-sc

provisioner:

parameters:
selector: "app=testApp"
fsType: "ext4d"

storage.k8s.io/vl

csi.trident.netapp.io

Trident JRE BHEMMEERE R - WHEFRTSHESRX

ONTAP NAS EEENFET,

ONTAP NAS SEEHFZ U itat

T #RYN{a{E A ONTAP #1 Cloud Volumes ONTAP NAS EEENFZ TR E ONTAP i o

ONTAP NAS FEFNFE s E R}

Trident FRHLAT NAS EFERENTETL « AHYEL ONTAP H&EE o TEINEFEUERE1E | ReadWriteOnce
(RWO) ~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

BeEnizl BHinE

e
ontap-nas NFSSMB  {EZ2#4t
ontap-nas-economy NFS SMB  1EZR&A#M#
ontap-nas-flexgroup NFS SMB EREARR

volumeMod X iERI7FEUET(

RWO + ROX ~ RWX -
RWOP

RWO + ROX ~ RWX -
RWOP

RWO + ROX ~ RWX -
RWOP

SERIERRA

,nfs, smb

,nfs, smb

,nfs, smb

* EETRHAR AR E FERREMEI 21 ONTAP Volume [RHI"EF » 7 £ ontap-san-

economy °

I

==
=

economy SEENFEINEF » A ontap-nas-economy ©

s (EETEHIIFAMEEEFERARSME N 21BN ONTAP Volume [E4" B %A ontap-san-
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* MRETEA T EE R 7E - KHEEIITENE > 55708 H ontap-nas-economy °

* NetApp B& ontap-san Jb » REERTEFRA ONTAP ERENFZ A EA Flexvol BENERINGE © 1F
AEEBRHZE > Trident ZIRFRARIBTAR » WABFEMIBRE Flexvol BFR& o

EREER

Trident EELL ONTAP & SVM BIEE B 2#17 » BREMEA "admin' REFERE D vsadmin'SVM ERE » 3fF
BEEHERAGELBARNERE -

¥15* Amazon FSx for NetApp ONTAP EB2E ~ Trident EZ L ONTAP 5 SVM BIEE G DT > FARE
‘fsxadmin' £ &S "vsadmin'SVM £ E » SERARHERABEXBAERNERE o fsxadmin EREZEE
SERERENARENSE -

WRFA limitAggregateUsage' 28 » AIEEREEIES R © 1§ Amazon FSx for NetApp
3 ONTAP £ Trident 12 > “limitAggregateUsage' 28 E2 vsadmin 1 ‘fsxadmin {ERE IR
BEARER - MRIEE L2 » ARSEERFKRE -

HEPARTLATE ONTAP FRE T EBARRIA B Trident BRENZINER » BIFITEZESIKM - KSHBHhRAHY
Trident #XEPLAUZAIMNGY API > B API BEEZ S > SERARBERBESF HEE -

{55 ONTAP NAS EEBIEE R E R IR

T f2{EFH ONTAP NAS B2 {ECE ONTAP BIRAYESK - EReEIEMEHRA o 14
25.10 hRZ<BE44 > NetApp Trident Z3B"NetApp AFX H#1F 24" o NetApp AFX 17 R4k
Hfth ONTAP %41t (ASA ~ AFF 1 FAS) EEFEMNEIEAN LBFARIE ° 7£ Trident 18
ImAEREH ~ BEFBIEE R A AFX o ENEEE “ontap-nas'{E% “storageDriverName’

BF ~ Trident & B&1EHI AFX R4

E2s AFX 2#{ESZ1E ontap-nas RFFEX (FFE NFS1HE) ; F21& SMB H#iE

* LA ONTAP &l » Trident EXRZE /D —1{@ Aggregate $5k4G SVM °

* BRI AT ZERRENTZET - WRIIEREAP—EH S —EREEXNHEZEER] o fIa > EeIUAREEA
ontap-nas FEENFEILEY Gold $85FEA ontap-nas-economy BREIFZTLAY Bronze 87! ©

* BB Kubernetes T{EENZLER A BRI E R NFS TH o INFTF4MEN > (52 548"
* Trident {232 1EH# & 2I7E Windows BiZ4_E#1THI Pod BY SMB HHEE o INEFAAE N © ;520 EERE
SMB Volume °
ESZE ONTAP 121
Trident I2{EM7E ONTAP & iREEEIEL o
« HiYESE | IHEXEEY ONTAP RinHER BEIMER - BZREHARBEATEZE2EABEBRIIIRE » §)
W admin 8 “vsadmin * LFEMREL ONTAP IR AR AKERME ©

o HPVEES | HERERTRIELIERES » LUE Trident 81 ONTAP EZ&£3E: - TEREFERT > Bl EENSA
BEERIRES - DEUKRZEE CAKSE (MNRFEA > %) 1Y Basebd 4RIEE °
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TR BRI A R > UTE %E\E?}Eﬁﬂl%ﬁ\ BIENTEZEBE - BR > —RAXE—EEELE - BEUNHRE
RS » EOARRIRERPRIFREL X -

&= HD%UE.:KHE#BE{ REMRE » BIRIREIIRERMN > WHIRHER » RmERERRM T ZE
= B3 0% ©

T

E&ﬁﬁ gﬁ\ wnﬁﬂ'] %ﬁﬁﬂ

Trident BE SVM #[E / EEHENSIEE/RE A AEE ONTAP BifE: © BEFHZEBLEENAE » Fil
admin’ j?, ‘vsadmin © 5 A FEREIRIK ONTAP FRAERIES, AIARKIRASATSEG A FHE Trident ARZASE AR

IHAE APl o BEPART IR BE] REBAA BRI HE Trident fEECEEA, B EZREIKM o
®inE ZEHIIN AR
YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

n

"svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"

IR BinEER A F R EERE BRI S « B RIRZ % > FRESTE / BI5ZFH Basets
UREE o WHTEA Kubernetes B2 o B /EMBIReH—FEEMNENEERNTER - At » E2ERSESHIT
BI{E% > B Kubernetes/ (f#ZEIEEHIT o
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E&Fﬁgﬁwmnﬂm ”"n
RN AR IRE A LUERREE ONTAP BiRiE: - BRIREREE=(ESH -

* clientCertificate : FA P if/RsEHY Base64 4RIS(E ©
* clientPrivateKey: BiltfA% £180Y Base64 4RIS(H ©
* trustedCACertificate : Z{51F CA /&5 Base64 4RIE(E - MNRFHAZE1ER CA » BIABEIREILSE - 10
BREAZEERN CA > BRI ZRRIES ) -
HANTERESEUTT R

1. EE%)E IR 4 o BELERF » 1§ Common Name (CN) =REAZEEITEEER ONTAP fEAE ©

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BS1ER) CA JBRBIMEE ONTAP R& - HFEIES B RIBUILIEE - MRKEAEER CA » BR
B o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. f£ ONTAP % FREBFINEENSI CRESHE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FE5E ONTAP 22 F AHBZIE cert BEEHE ©

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

5. ERELEMREAIEESE o i <ONTAP Management LIF> #] <vserver name> &1 Management LIF IP
M SVM £18 o Wi ZBHE(R LIF BUBRTFBIRAIEE%A default-data-management ©
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 ¥1/&:E - BT EEM CA BT EITHRE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERA E—PEGHERILE

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

fems=msm=ma== fomemmeseso====== e e
o fro— e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o e
R fremememm=s 4

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R et fremsmeesecso====== R



EERE T AT R IRET R B

TRIUEMIRE BRI UERAARN S DERE 7 AR RS o ILIRFEMAR : AERAELTE  BENRIE
A EAERESE ; RGBSR AIUERBEINERERSE / BB MDERE - At > KUABRERARN

BBRE D AN AIE NS (D EE S A - AREAEIFIESEBIENEB backend. json FEZEKMNIT

tridentctl update backend°

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm" :

"vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom e o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R frememesessess==== fememesee s e s s s s s s s s e
f======== fmmmmeme=s “F

IRIAEIER > AFEIEEW AN EN ONTAP LERERRN - 2% » BinRBEITERN © il
3 saa ik  IURZEREMESERS - RirEREEMAUCRAMES > ZEEIAIIE ONTAP =

EPMPRESES ©

EHRIHEAGRENERIHRERNFHN » U AEREZRBUNMEIREER - BInEHAIIZRT Trident AT

£1 ONTAP & im 81l BRI R RAYBARRE (F3E ©
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#5 Trident 12 H5] ONTAP &

A —ERAREERE ONTAP 25 AT » EREMALER ONTAP EXESABIE Trident RMITIR
E o BIGTE Trident BInAERE P B2 EAELTEE - Trident EEAKEILA ONTAP BREABRMNITIRME

ST Trident BT/ BAVSEAREN » $H200 "Trident H3TAGELS o

f5F3 ONTAP CLI
1. FERUTHSEINAR

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. 2% Trident EE R FHESRE .

security login create -username <user name\> -application ontapi
-authmethod <password\> -role <name of role in step 1\> -vserver
<svm name\> -comment "user description"

3. BABHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F3 System Manager
7£ ONTAP System Manager H#1T 588 :

1. B B:TA6
a HEAREBRZIBTAS > 5EE Cluster > Settings °
(3r) BEETE SVM BiREILBIAE - 5% Storage > Storage VMs > required SVM>
Settings > Users and Roles °
b. 5832 Users and Roles Z2HETHEEIR (—) ©
C. £ Roles TiE# +Add °
d. EHAGHRA > AMERE Save ©
2. EAEEAEE Trident /% : + 7 Users and Roles B _F#{T FHISE
a. 1f Users T3 Add Bl + ©
b. EIZFRIFRMFERAE R > SABE Role THIRNEEPEIZAE o
C. #—TF Save °

MEEZEN - F2HRTIER !

* "HNEE ONTAP WE:TAR" I "EXxB:]AE"
s ERAEMERE"
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EIE NFS EHERE

Trident /8 NFS B R ARIZEHI H H R B 2 BEE AY7ZEY o
Trident 7TEREIEEE /R B RHZ (EMAEEEIR

* Trident AJIABIREEIREHRER ; EEBEN T » FAFEIE SIS CIDR &I#%)5R » 5L CIDR BIRRKRAHF
B9 IP i3tk o Trident E7ERMEFEEEEA G LEEARBE AR, IP (AL EEH R - E » MRRE
}5%E CIDR > BIE i & BRI M ENEE 3R EIMFRA 210 (ER I EERE IP (I HiY 2 0 1 5RER o

* EEFEES P UEIE LR FEFERA o BRIFEARPIEEARVELRRRME « T8 Trident S8
FATRsRAVEE HREY o

R EEELRR

Trident 2t 7 B1REEIE ONTAP RimE L RAININEE - EEFHEEFEIESANNATIFEE IP 5E AT
H > MERFFERRERA - EBAABETELRINER ; BELRAINEAABERETREEELETTF
B8 o Ithh > EEAMINRHFEEENEFIRFITEHEHRER P (UTisE B AR TIFEiR L > 17

M EFEANBEEERE -

fEFENAREE LHERBRET > B0 (EAARINLER R (NAT) o BRF NAT 8 > EfFIEHIZR B 21N ERIR
e NAT fiilt > MAZERS 1P AL - Bt - NREEHRIPHRAZNTEIE » BIGEER

Y o
el
WAZREFAMTEARRSIEIE - I T 2R IR E R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

{EFALETNBERF » WZBHE(R SVM HRRRIZS BT R EHERE » BZRAIE S 2575E CIDR
£ ERELRE (FIUNFERERRA) o AFEANENE NetApp BEHNREEHEMUE » A Trident B
A SVM °

LU Bt A5 ~ RBRLEThAER TIE/RIE
* autoExportPolicy BEES true ° E3/n Trident BEAFRILEIRA svml SVM LB S EMIEE 2

T —EELREE > WfEMA autoexportCIDRs {Iit&@IRERIEARAIBYFTIEAMIER  TEHAIR & EIZZEIREZ Al
» ZHTR & (A —EZ=RIEE I 5RBS » Hi@ BIEMRRIRR L H MR E AR EIRERFE - EHIRE 2
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FIEAREET > Trident &I —EBEE gtree EIRAIEL RIS 5 3% qtree 315 CIDR EIRARVERRL IP
firdk o ZLE IP i EANAZIR FlexVol HERER (55 FARYEE H 5RA&RH o

° fgn
* 1&i% UUID 403b5326-8482-40db-96d0-d83fb3f4daec

autoExportPolicy REA true
* BFATE trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* &% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c M gtree &%4%47 “trident-403b5326-
8482-40db96d0-d83fb3f4daec’ B9 FlexVol ZIIEHERE] « 2%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c’ By qtree EIZEEH/RR] » M7E SVM BT
%7 “trident_empty FYZE B EEH/RA o FlexVol EEHRBIBFRAIFZE gtree EEHRBPFAZ{EmRA]
HIEBEE o RNV @R ERERAERELRA o

* autoExportCIDRs Sl MEIRTIFR o IbFERAREFE » FAR{ES ['0.0.0.0/0", "::/0"]  YIRKEHE
» Trident GHTIE7E B M2 TIEERRS LR EINFA 28 fE RIS BRI o

EAGITR > ZHET 192.168.0.0/24 (UHLZER - EFRRAMULAEEE R B BB EMEY Kubernetes &iZh IP
TS E Trident I BVEHRE o E Trident SEMEFITAAERIEIRET - SHAEZEIRERY IP ikt > WARIR
autoExportCIDRs AV E REITIRE o TE3EMT > B IP 18 > Trident @R HEMBRERNAR
i |P 3237 B HRBIRRAY o

B BIRE > AL EHE autoExportPolicy M “autoExportCIDRs ° fEAILZA BENEIEAVE IRHMI M0
B CIDR S fiF53RAHRY CIDR ° filfk CIDR BFaRfFaiIviy » UERIRA BTG PE o S el UEEF AR IR
autoExportPolicy » M[EERE|FEEINELIRR - SHEERIFHEPERTE exportPolicy 2 °

Trident B S EHEBIRE « o] LEA tridentctl EMEM tridentbackend CRD HKig&E iR -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
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fileSystemType: ext4

EEERAZERET « Trident SIREFAAELIRA] » UBIMREZEREENEFIVRA] - BANRTEERIFHIELR
AR ZBRILERRS IP ~ Trident AJRALEEEHAE  BRIFREFRVIENRIEREALL IP o

HRFAIEERE LS » 6 tridentctl update backend EFRIHEIHE(R Trident BENEIEEHRE] - EEEEE
FFE MIEFTRVE L RE » 9 RIUEIRAY UUID # gtree 8854 o Bin L AVHEREEEI S SREEE - #BE
R AVEE L RA] o

s fFrEA B EERE LR RIESHFEIZINELRR - MREBMBIUZER > BERKE
; RAHEL - WIERITHAIELRAY

AR IEFEHITHIVEIRARY IP (IUEEHT » (A EEFENENZEIR_ERY Trident pod © Trident FE2 EEMEEIEN
BIREELRE] » LU BRI IP 73S o

#EFEIE SMB Volume

THINZEHE > BNRI{EA ontap-nas EBEFEXBCE SMB Volume ©

1EWAZETE SVM L[EIRFEEE NFS #1 SMB/CIFS @EIRE » 78524 ONTAP RS BHEEET
oy ontap-nas-economy SMB Volume ° HRBREHPE—BARBE » #FE2 SMB Volume 1L
5By o

[

Eie autoExportPolicy A& SMB M4HRE

FIsEZ Al
ZEECE SMB HiERE 2 AT ~ A BEEHUU TR ©

* Kubernetes &8 8 —1@ Linux $ZHI2380R6F0 = /D —{E#1T Windows Server 2022 B Windows T {EEf
BE o Trident £ 1B & 37 Windows BiE5_ #1178 Pod BY SMB REHEE

* EOEEEAGSEM Active Directory ReEHY Trident 48 o EES 8 smbereds -

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* CSI Proxy 24 Windows fR#% c EERRTE csi-proxy * sA2RE"GitHub : CSI Proxy"8¢"GitHub : ZEF %
Windows F9 CSI Proxy"MABEf27E Windows _E#177HY Kubernetes &% o

1. W EREFE ONTAP ~ IERJLUSEIZ 427 SMB A& - 5 Trident BRI BB —1E ©

Eid Amazon FSx for ONTAP % SMB HH o

SR LUEBMEA TVEIL SMB B2 ¢ /A "Microsoft Management Console" B KRR AR EIEE
7ok fEEF ONTAP CLI o HE{FH ONTAP CLI (17 SMB £ :
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

a. MAKE « FEIHLAE B SRREERE

It “vserver cifs share create 154 @G E 12 I L FARFER -path EIEISE N - MRIEENBREFRE
£ > Al S8iTRm o

b. 337 B5F SVM #EREHLEAY SMB HFH -

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. HESRHHEEEN -

vserver cifs share show -share-name share name

B HWESH RY SVB HAE"

2. B BImE o UWARRBEUTARABRIUIERE SMB HHEE - BREFFA FSx for ONTAP & im:=% EBEIE » ;526
"FSx for ONTAP & EZEIBF &R F" o

W

# #REA &1
smbShare o UIEELL TEIEZ— ¢ A Microsoft smb-share
Management Console 3 ONTAP CLI #1i7#J SMB

HALE ; AFF Trident 1L SMB HAMNEHE ; o
%UEJL/{H%JH:“%I T FHERMIREENAHRERAE
HY o $HAAERERE ONTAP » L2 #AERIER - ¥
¥ Amazon FSx for ONTAP &1 » LB ANEIE
BEAREAZER

nasType * AZEEE A smb o *YIRZA null » BIFEEE A nfs © smb
securityStyle IR EMNZ 2T o HHY SMB HiEE » ZBRE ntfs I mixed BAR
A ntfs o “mixed ° SMB HiHEE
unixPermissions IR ERET - SMB HAIRE A BREZEN o "
EYZEZEH SMB

it 25.06 hRZSBEY4 > NetApp Trident S23EfEF “ontap-nas'# “ontap-nas-economy % imiE 7Y SMB it &M%
2MERICE - BMAZ 2 SMB & » SR LUEREEBIEHIEE (ACL) 74 Active Directory (AD) {ERZEFEA
EEHRRMYE SMB HANSIEFEVER o
B EMED

* R%1BFE A “ontap-nas-economy FEREE o

* ontap-nas-economy HiREEZIEMIEELR o

* WNEREA T %% SMB » Trident A& 2B EIRIEEIR SMB A o

* B PVC 3 ~ TR R IR R E EH SMB H£FH ACL °
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* £ PVC FEHIEER SMB A ACL BBLIR AR PVC A ACL ©
* BYAAZ 2 SMB B > :ARERIBMHAMM AD FHE - ERERESATSHMAZ ACLE -

* WNRTERYE ~ FEFLERA PVC FAE—(E AD ERERMHARRIEIR - RIMRETIEF : PVC - #1774
B > PAB RIS ©

* 2% SMB % #E ‘ontap-nas sEEHIEEE A » ERBANIETEHEGEEA -

HER
1. 551E TridentBackendConfig 15 adAdminUser » W FHIFR -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TE(EFARR AT EERR o

#& trident.netapp.io/smbShareAdUser sHRFTIEEEFLER > UBAEZ 2 SMB MAZKRE - A5t
f# trident.netapp.io/smbShareAdUser IEENFERABEEREN smbcreds ZigHPIEENFERHE LEHE
[E o fEAJ A% smbShareAdUserPermission BEERFEHA—IE | full control * change B read °©
TR IERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
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provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. #3L PVC o

DR EEfIE L PVC ¢

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS =27 21BN &5/

£ Trident LR 27 FEH ONTAP NAS EBEIFZT, o ANENTRIHBIRAEREEER » LUK E

IRBREYE StorageClasses FIFAMES T o it 25.10 KRZSBA%A » NetApp Trident S23&"NetApp
AFX #1772 45" o NetApp AFX {#EF RAEAEMER ONTAP A4 (ASA ~ AFF # FAS)

EREENEELAFRAR -

5t 23748 ontap-nas BRENIET (fEF NFS #3%E) RNt NetApp AFX R4 ; %1k SMB #HE ©

R IRAERGIETR

£ Trident BiIF4ARET « B EEISE R NetApp AFX F#1F R4 o ETEEY ontap-nas 1E%4
‘storageDriverName'Bf ~ Trident & HEMEA| AFX FER AR o R RIHBBLDE BRI AFX EERHK ©

¢ 26.06 hrZsBRYA > ERTLLAERFE ONTAP HEME » LAE ONTAP Z#7 Volume BE1ES4E - ONTAP 9.19.1 (&

EH&ZKJ:E’\J AFX #FAMBERMAEEHRERE - F2/ "£/H ONTAP BiInETHE N E" UBRMRE RS
I| o
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W

#

version

storageDrive
rName

backendName

managementLT
F

datalLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate
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I
HoxX
GRER A 1

ontap-nas > ontap-nas-
economyﬁﬁontap—nas—

=R EH

EFRFEEREIENRIATE o

%ﬁﬁémiﬂ@& o FEETEMILSE > WEENHMN®E flexgroup
u‘l-ﬁ [e)
s $5 NetApp AFX 24t > (E%18

ontap-nas °

ERIESEEINE EZE

& SVM BIE LIF B9 IP {ifdt > aJLUEE S48
27 (FQDN) o #15E Trident 2fFA IPv6 HERZLIRER
> BRI AR EAEF IPv6 fizdit o IPv6 (kA BRA1E
SRER > Blan
[28e8:d9fb:a825:b7bf:69a8:d02f:9%9e7b:3555
1 o WIEEHEE4E MetroCluster Y2 « :52:8] MetroCluster
&) o

B LIF B9 IP i3tk o NetApp ZE:RIEE dataLIF o W1 FSEMIMIMEEME SVM T4E (MR *%
RAKRPEM > Trident 5% SVM BUE dataLIF o {&RIA3E 36%E) (FRE:R)
E—ERZREAH LM (FQDN) FFt NFS 88

% > tMRIL &5 DNS LATEZ1E datallF ZEEITE

HFE - YRR TERAIUEE - 52/ o MR Trident

=fEA IPv6 FEIZZLEERY » AT E AR IPV6 i

ik o IPv6 (kA B A IEIRE R » FIa0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555

] o *$41% MetroCluster > FEEESIE2E - 52 H

MetroCluster &3] o

B EERSS *MetroCluster BRIb o *552F WRIEE T managementLIF SVM
MetroCluster & o » BIpTE

R BEhEE LR BZ LA ER [FMME] © £
“autoExportPolicy'#1 “autoExportCIDRs #8I8 » Trident
AU EEEIEELERR] o

ESUF “autoExportPolicy’ BFFAFEf#EE Kubernetes Bi%h
IP B9 CIDR j5E ° 8 “autoExportPolicy #l

“autoExportCIDRs #£18 » Trident AL B EIRE LR
Ao

EERAREEEERNTE JSON BAIZHE
FRi#/&R5R Baseb4 4RIE(E o AR RERERE

EeEhi2 Ui + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"

['0.0.0.0/0", "::/0"T

AR imfhZEiRHY Base64 fRIG(E - ARG ERE

Z{SE CAJR:EH) Base64 4RiBME © =M - ANEER ™
BasE



W

#

username

password

storagePrefi
X

aggregate

useBalancedP
lacement

limitAggrega
teUsage

ki iE

FRERRE /| SVM ERERE - ARERREN
E%:% o AR Active Directory E&:% « 55200 "
Active Directory /R5& ¥ &k SVM 1T Trident B#:E" ©

EZEIERE / SVM NES - ARENERENEESE - B
R Active Directory 5858 - 552 "#F Active
Directory /&R:E¥%&m SVM #1T Trident E&z5" o

7£ SVM HZ%h Volume ETERECERFTEMRMAIE "Trident”
i o BRTEBEILEM

& {# M ontap-nas-economy H
storagePrefix & 24 A EZF T

» gtree AR B R AfEFRERIS > B
E1FER Volume &fEH o

BRERENZR (A1 ; MRRE > AIwAERER "
4 SVM) o ¥4 “ontap-nas-flexgroup EEENFER, o It
ISR 28 o NRFKIEK > BRI LUERE AT AR
SHRERAE FlexGroup Volume ©

EE

& SVM FHYEARE T > Trident @8
Bh#nzh SVM B3 - EEEHEE)
Trident #5128 o MNRIEETE Trident
RE TR ENEMEREREICE Volume

E » BZEBEW SNSRI SYM B
» BI|7E8R50 SVM =4E0F > Trident FRAY
BRI EAMPEARRE o A B4R
BEA SVM REENELE > S HS
2185 > FREERIRINIELR L o

a7 AFX fTF R ATEE LAY

5715 E (Al useBalancedPlacement " 5%/ E 25
“true °

HHHT Volume FYSAREEIZRETAG ONTAP [FiMME] c & false; true AR ONTAP
E ONTAP 9.19.1 S{F#fHRZs > B useREST :RES  9.19.1 HFEHIREH AFX HEFERS
‘true ° FEEEL “aggregate 2HEfEFE ©

A2 £ ONTAP BinE TSN E" UBREER
A o

UNRIETE » HIL ONTAP 9.19.1 HEFERZHY AFF
F&RH  —BRES true ©

MRFERAXRBBIEE DL - AIECELRK - REAR " (FERASEHIEHIT
Amazon FSx for ONTAP ° ;57172 AFX f#1ZR4FIETE
L3RR o
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2

flexgroupAggreg
ateList

limitVolumeS
ize

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol

smbShare
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ki iE

FRBCER Aggregate J58 (GER ; MRRE > Blws ™
JBIgIK4G SVM) o $5IK4E SVM BIFRE Aggregate #D
AR ECE FlexGroup Volume © ontap-nas-

flexgroup {#7ZERENTENZ IR ILLINAE ©

2 SVM =485 R EFEF > Trident
BRI SVM REFHZIIK > HEE
EFERE) Trident 14128 - NREEHE
Trident F:&E TR ENRALBEERE R
. ACE Volume > BINNRZEAEERE
: e BTt SVM g > Trident 7£%%
1 SVM S4ERFE R IR B HPER
RE o IMINEIG S E4EY | RETF A SVM
REENTIR » HREEHTE2B 0 745

BRIRRERL -
N RARAVELRRE A/ VBRI E » BIRCE KRR - " (FEER A& FIEIT)
A SR EBHRIVEEEIEAR o B8N ~ {"api™false, null

"method":true}BRIELR IE TEXEI TR HEAR N S5 B35 ARV
SCEREEN ~ BAFEZNEA debugTraceFlags ©

BCE NFS o SMB HEFREERIEEIL o #EIEA nfs » smb’ nfs
o null °c 8&EA null BIFERREEI NrFs HIIRE o
WMRIETE » HIY AFX REFERA > BRERTES

‘nfs°

LUESRPRAY NFS 858518 EE o Kubernetes FFAME ™
HARR & P S ERTEE B R EE R BRI IS E o (BINR
EIFRERER P RIS E (T EEEEEIE » Trident A% B3R

B RHAERERIGAEERPISE RS TS - 1R
EeRt - E eI R e S S Sy ab i g ]

> Trident i A G ERABIAIIF A Volume EEREFMA
BEERISEIAE o

=@ FlexVol IR K Qtree IS ZB7E [50, 300] #F "200"
A

oIS E U TEIEZ — © A Microsoft smb-share
Management Console 3 ONTAP CLI #178J SMB £

F%#8 ; 225 Trident 217 SMB H£AMRTE ; HELK
AU 2 H B U HEHMIREEN AR AFE - H

FRAERERE ONTAP » LB AERIEE - HiR

Amazon FSx for ONTAP &l » It BHANBIEER

REEAZER



W
st

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

=R EH

W28 > FNEHE ONTAP RESTAPI © useREST®
HEUES true B> Trident f#F ONTAP REST
API HABIHEH ; EREA false B’ Trident
£ oNTAPI (zapI) MEAYERBURIEE o HEINAESE
ONTAP 9.11.1 ZHEFRRAS o LS > EFARY onTAP
EAABBNEER ontapi’ FERRZTNAITZENHENR o
FEHEEEZEN vsadmin M “cluster-admin B8
ARELEER o £ Trident 24.06 RRZASF] ONTAP
9.15.1 HESARARE > “useREST FERRES
‘true ; BE(EF ONTAPI (ZAPI) FEDY > 3545
UseREST #EA false o YIRIETE » HHL AFX
BFERH > SRIRHERTES true ©

7E ontap-nas-economy B IHFFEH Qtree FRFal:EKAY
K FlexVol K/\ o

PR “ontap-nas-economy & imiE LT FlexVol Wifik&
RIFHMHE Qtree ° {EFHTESLFEER Flexvols KRR
B9 PV o

BAY SMB HAT2FEUERRY Active Directory &
BEFERENEREEE - FRLLLSHETH SVMB
HAMWTEREEHIRER o

R ek BN RInERER

W

#

spaceAllocat
ion

spaceReserve

6

true WA ONTAP 9.15.1 HES
he7s » &BH false ©

" (FERRASEHIIIT)

SR LUER defaults EoE SR HHRYE LB IEZRITHITERECE © fIU0 ~ 552
HER B4
Qtree FIZER D EC "true"
TRREER ; Tnones (#Bf) = Mvolume 1 ( "none”
o)
E(F AR Snapshot [RE! "none"

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

EAEVMIREISK QoS KIKEHE - AFEREE
IR 1 B IRIEEE qosPolicy B adaptiveQosPolicy H A
Z_

AR RIS BEE QoS RAIBHA - S1EfR#
FERM/EIRAEEE qosPolicy 2% adaptiveQosPolicy
Hrh — o ontap-nas-economy R3Z1E o

HIRBRENHIRE T

BIRAFE R HIED E

% “snapshotPolicy'% nonel >

A% Toy

"false"

B T EIRVABREEE ) o

» BEA T
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W

#

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

=R EH

1£3 Volume EEUA NetApp Volume Encryption
(NVE) ; TEE& % false o 7AERE FES NVE 24
MRRAR » 7 BEfEFBLEEIE - KRB IHERA NAE » 8l
£ Trident ':F':éf/}_ Bo & R9EM Volume ERZEXA NAE ©
WNEEMMEN > 5520 © "Trident 82 NVE 1 NAE B3
ERT" o

P EREER "none"
iR EEL

PEHI¥ . snapshot BEREYTEEX
EfFANELRER]

BN Z2ET o NFS & "mixed 1 “unix £&
B o SMB £1E "mixed # ‘ntfs Z21E3 o

RIS BETHARR & R BAYEE s o

?KEE Trident £ QoS TREKELZHTEE ONTAP 9.8 T EFARZS ©

; , R ERIBHEA B EAR SERE - §

ﬁﬂigtﬁﬁ °

Volume B & &34

WUTRE&HTERENEHA :

version: 1

storageDriverName: ontap-nas

backendName:

customBackendName

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

labels:

k8scluster: devl

backend: devl-nasbackend

svm: trident svm

username:

password:

cluster—-admin

<password>

limitAggregateUsage: 80%

limitVolumeSize: 50G1i

nfsMountOptions: nfsvers=4

debugTraceFlags:

api: false

method: true

defaults:

98
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HoxX

"false"

NFS WiiE& A 7771 ; SMB HihE
EAZT (FEHA)

true, false (BAFEERTE) ©

"default"

NFS F8:8{E% unix o SMB FE:%{E
?% ntfs o

TREZEMAIEHL =D QoS [RAIES

HEB QoS RELEFE T R HIPRHIFAIE TIFRHRIAR
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spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default

snapshotReserve: "10"

¥5° ontap-nas M ‘ontap-nas-flexgroups ’ Trident IRTEFERFBETE L E » LIFERR FlexVol YA/ 2
snapshotReserve B73tEH PVC [EREULAC - EfEAEZER PVC B > Trident E{EAMNEE R ERILEANIER
44 FlexVol o ILETE FEAERFERAET PVC HESFSHFKRNAIRAZER > MAR DR HEFKNZER - 77
v21.07 ZA1 > EFEREFER PVC (140 5 GiB) H snapshotReserve B4 EE% 50% BF » fth{fI 2 AE%#TS 2.5 GiB
AR TR - EERAFERAEERNEREMIRE » M snapshotReserve BEBSLE o £ Trident
21.07 H o FREERNEFATEAZLR » Trident #§5% “snapshotReserve BEEHEAREMEENT
LE o EARBEAR “ontap-nas-economy ° ;AU TEHIUT HETERIE :

StEAENT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

7 snapshotReserve = 50% LB PVC 553K = 5 GiB > 484t & A/)\% 5/.5=10 GiB » Bl A/\%A 5GiB > &
[E2EAETE PVC s RFFAERMIA o “volume show i< FERERELIL S HIFEMAIAER

Vserver Volume Aggregate State Type Size Available Used%

_pvc_B89f1cl56_3801_4ded 9f9d_@e34d54c39574
online RW 10GB 5.80G3 0%
_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GEB 511.8MB

2 entries were displayed.

FH4R Trident BF » BRI RENIRA R © BIKIE L ERAAETT Volume BRECE o BN ARAIEILAY
Volume » IEEEREBEA/NAREFEEELEN o FIi0 > 2 GiB B9 PVC BFL “snapshotReserve=50" Al E 4R
Volume 1£121H 1 GiB FIRIE A ZER o f5I70 » 1§ Volume 8% %4 3 GiB » ENr] AFERTEI7E 6 GiB BY Volume L
1efit 3 GiB VAT AZER ©

/) \HERGHE ()

UTEARTTBARE - HRARZSHBHERETERE - EREERNRMENTT X -

NRITIE NetApp ONTAP LfEF Amazon FSx ¥&ET Trident » #:%% LIF $5%E DNS &f8mIF IP

S g

V¥ ONTAP NAS 57545

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalIF: 10.0.0.2
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svm: svm nfs
username: vsadmin

password: password

¥ ONTAP NAS FlexGroup 34

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ MetroCluster il
AR ER IR ~ LUBRIE "SYM E5L 518 R " BBMETUIRM IR FHEMRIRES °

A7 BIREAYBAATIHE] > 55(ER "managementLIF 5 SVM M & & “dataLIF # "svm 28  F40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

V SMB FHEE &)

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

v B RN EESRE
Ee—ER/NRIFREEED © clientCertificate v clientPrivateKey #
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trustedCACertificate (WMIRFEAZEEH CA» BIARE) DFIEFTE backend. json B 2 W35
B EPIREE - AABFZE1ER CA JRER base64 4RIGE o

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

v BFELRAE G

EFIREINAIIET Trident EABESELRAIZRBENZILMEIEELRR] o ¥ "ontap-nas-economy
“ontap-nas-flexgroup BEENFE T BVIE(E S TUARIR) ©

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4

v 15t fhEER

IEEEHIRRFE ONTAP &R E » LUE ONTAP %3 Volume 3EHER4E o TEHINEFRE ONTAP 9.19.1 S(EHhi
7S o INFFAE » 5526 £/ ONTAP BIRETIHEME"

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1
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dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin
password: password
useBalancedPlacement: true

v IPv6 (it
IR "managementLIF &£/ IPv6 it o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:1090:1b41:d491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipv6
svm: nas_ipv6_ svm
username: vsadmin

password: password

Vv {#F8 SMB FE &R Amazon FSx for ONTAP i3
{$FF SMB F5HEEE R FSx for ONTAP 22& smbShare 8% o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXR0ZXJwYXB...ICMgJdJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

storagePrefix: myPrefix

Vv {#F nameTemplate FY&im4HAS S5

version: 1

storageDriverName: ontap-nas
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backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAERERMNEIRES

ETAFRINEFBIFERIETR > FIAREANERE T ETER(E » B8 spaceReserve’ % none »
“spaceAllocation’ % false #1 “encryption' % false o ERE RMERFERPESE °

Trident 7£ &5t WAUPRERLEER ° HBeEI U ontap-nas'7E FlexVol £&&TE » 3 # ¥ "ontap-nas-
flexgroup' 1 FlexGroup E&&FE ° Trident EECER SR EHE RN LA EBRENIFERIREE - 27 H{EE
R #EEEETUASERRERNEREE  UIHERRHEE DA -

EELEEft - POREEFEEFRMRE T HCH spaceReserve » spaceAllocation #l encryption B > MM
HAFEERNAEBR T TERE

¥ ONTAP NAS #ifj

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1

region: us east 1

storage:
- labels:
app: msoffice
cost: "100"
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zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
cost: "50"
zone: us_east Ic
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"

¥ ONTAP NAS FlexGroup 34

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

svm: svm nfs
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username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:

spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS 57545
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version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us_east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:

spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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& ImEFEE StorageClasses

LUF StorageClass ®&HZ2 R [EEEERE FRAMBVEIREH) o 8 parameters.selector {1l » @
StorageClass #3215 HMILE E R E Rt A AR EEE Volume © Volume BEEFRERE R NPT ERNBE o

* The protection-gold StorageClass ¥1fEZE “ontap-nas-flexgroup &M E —EFE _EERE R
Mo BLEEH—IREESERFENZRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not-gold StorageClass ¥fEZE "ontap-nas-flexgroup % xR HY 58 = F1 55 B E R B R
Ao BB —IRHEELUIMRERBRNEIRM o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* The app-mysqgldb StorageClass B§1Z| “ontap-nas & ixH B FEIEERHEFE RN - EEH—ES
mysqldb $EEFE AR IREHFERMARHNRHEERRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass ¥1fEZE ontap-nas-flexgroup &iHH
N =EERE R - SR —IRHUBEIRAKREN 20000 ERAMNEIRM
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* The creditpoints-5k StorageClass 73 BI¥FE "ontap-nas & imHHY 5 =B E#E R/t #] “ontap-nas-
economy &imHHE _EERSFEN - RAEMEZRANERIEH 5000 creditpoints ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident JRE BEMMEERE R - WHEFRTSHEERX

BB ER T dataLIF

ETehE » BelUBITIUA TS 3RETE datallF » MR E S EH datalIF F9F1& LR JSON FE2 o

]

4

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

st AR PVC &% E|—{Ez 2@ Pod ~ BIAERIEIFAE HER Pod ~ AR BRESIEE « LUF:E
8 89 dataLIF &34 -

2% SMB i

£/ ontap-nas ERENETVETTRIGARRS

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident

spec:
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version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

£ ontap-nas-economy ERENFTZ T E1THRIRARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

‘imfc B R HTFEIRA

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
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defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

/8 ontap-nas BEENTZ RV TZLER ) E65)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

., ST annotations MEMZ SMB  MIEIKE PVC FIIMARE | MBREELENE -
; %% SMB HBEA L EIBIE o

£/ ontap-nas-economy SEENFZ LAV ETZEER 2 A

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
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volumeBindingMode: Immediate

BEE— AD FHERN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B2 %18 AD fEFRER PVC I

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3



- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

fEF ONTAP B iInEITI9EME

RAT LATE ONTAP & i%ENE ONTAP MM E - BYAHSENER » ONTAP 4 &EH
Volume EEZER{EFZLE » FILSESETE Trident P EIR=LE DA ©

YR ENEFELST

FAsRIER T 2 Trident @RS SVM IR > REBERBRA—ERFERT > WEBREE Volume FFE
E—E=E -

BRatihER
* Trident i$ (B SVM i ERE—f#FEIFM > MIFRSEHIRAE -

* ONTAP A& E#T Volume EiZES48 > W7 o] ARY=4E 2 BT% Volume ©
* Trident {8 ONTAP /application/containers RESTAPI #£37 Volume °

45— ONTAP &4t (AFF ~ FAS #1 ASA) # NetApp AFX f#Z R4 A EH T EHRE -
* BiEXBEA ONTAP 9.19.1 S EHRRA ©
* Trident 4ZEfEFR REST £ ONTAP @31l © ZAP| AL B EEFE o
* BIRMHRERSIEE=AE - ETNE SRR AR EIE R FERIFRER

fE:R{E

FE:%{& "useBalancedPlacement BURINE R R4 -

BERK 8% (g

4i— ONTAP (AFF ~ false PRIERRFAIOEINE » TR Trident EiEERLE o

FAS « ASA)

NetApp AFX (ONTAP true FETHACE © i useBalancedPlacement REA
9.19.1 HFEHHRZ) false BENBIRRIERY o

NetApp AFX (8i? false LTS o

ONTAP 9.19.1)

112



2% =708 FER

useBalancedPlacemen #$#f Volume HE4EEHEL LS ONTAP o AILITERIR false ; “true' WA

t 4BRERYIR B SRl B E R B Rt PR E It EETE o ONTAP 9.19.1 S{EEHhRZ~
BY AFX

FEE R ERE IR
BERERERESERERNEER -

* MRRBEREIFM > Trident B SVM REREBE—REFEIRM > WEAHIERERZILFIAH Volume °

* WRERERM » Trident IR KRG ERE ML Volume B Z18FF - IR SHERE FMEA
THENE > ONTAP €754 Volume 3EZERE o

E?ﬁﬁ%ﬂ%ﬂ"ﬁﬁﬁﬁ%?gﬁi useBalancedPlacement ? ﬂﬂ%ﬁﬁﬁiiﬁﬁﬁﬁﬁiﬁﬁi’m 5 J@ﬂ%&@—)ﬁﬁiﬁ
TR EERE > LUEE MM B A SZI0AE ©

Lyl
MR EHIRIE4E—BY ONTAP i E BIRSHHNE !

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: trident svm

username: cluster-admin

password: <password>
useBalancedPlacement: true

LT EB6I{ER “TridentBackendConfig' BY 5% )5 -

apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-nas
spec:

version: 1

storageDriverName: ontap-nas

backendName: nas-balanced-placement

managementLIF: 10.0.0.1

svm: trident svm

useBalancedPlacement: true
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credentials:
name: backend-tbc-ontap-nas-secret

WUT8HIERE "gold IR IRM ERUAITHINE o Trident #4875 "bronze EHREIRMARIAY Volume BEIREAE

version: 1
storageDriverName: ontap-nas
backendName: nas-virtual-pools
managementLIF: 10.0.0.1
svm: trident svm
username: cluster-admin
password: <password>
storage:
- labels:
performance: gold

useBalancedPlacement: true

- labels:

performance: bronze

BIRERER
EUTFERT > MR NEH RN ;

EEY MER

useBalancedPlacement: true 7£ ONTAP 9.19.1 ESs5ELLEL o s5FH4RZE ONTAP 9.19.1 S E kR A ©
Z BIBIRRZS A

‘useBalancedPlacement: true' TE1& I ZAPI EREBR o 18R EAfER REST ©
‘useBalancedPlacement: true' BA4S E 4045 S EREBR - sER MR ARARRE T (Z ROENE -
useBalancedPlacement: false 1Ei&& ONTAP  EE:E5<BN - ONTAP 9.19.1 S{E S hRZANHY AFX EEG
9.19.1 I EFRRZASHY AFX L BNE -

Amazon FSx for NetApp ONTAP

#% Trident £2 Amazon FSx for NetApp ONTAP #2EC{ER

"Amazon FSx for NetApp ONTAP" @—IEEZ2 B/ AWS ART > AT#1TH NetApp
ONTAP fEFFE R MIRH T IEINER R - ©IZt ONTAP BIIHEE ~ MEEFMEIEREST ° F
BF3E AWS MAIIEFRMAEER SN - IEZRLE Amazon FSx FRIEEER » LR
AEPEFELR ONTAP R - BEERZAFRE S — (AN ZEFEFEREES (SVM) » &E
SVM 8 & — B ZE AR H#FIERN B IRHEIEE - SEES{E1S7E Amazon Elastic
Kubernetes Service (EKS) H#I{THI Kubernetes S EAEHNAEIBIIERZ T EEEMER
ONTAP ZIRRIFHEMIRE o
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

LtESN "Trident E=3R" » ZH& FSx for ONTAP £ Trident B & » IREE .

* BZe8E "kubectl' B9IRE Amazon EKS E4£ 5 B EIE Kubernetes 2 o
* I3E M Amazon FSx for NetApp ONTAP &R & FA M EFERI%EE (SVM) > AIt#EEN T /EREEER o
« BEEMBYF "NFS 5 iISCSI" BT {EERZY o

. EERRIRCA EKS AMI $58Y > 288 Amazon Linux 1 Ubuntu "Amazon Machine Images"
i (AMI) FrEERVERRA A D ERETITIRE -

E =
* SMB MR :
° {24538 “ontap-nas EEEIFEZ {2 1& SMB HAIRE ©
° Trident EKS SMIMETNA324% SMB HAfRE o

° Trident (2% 1E# #E)7E Windows EiE5_ F#1THY Pod BY SMB HAEEE o INE#4AET » ;320 "EHALE
SMB Volume" °

* 7E Trident 24.02 Z &1 > TEEUE BEE{DEY Amazon FSx 18R A4 LB MR & FAR Trident bR c A7
B RTE Trident 24.02 SYEShRAF HIRLLRERE » 557 AWS FSx for ONTAP Ry imARREERISE
fsxFilesystemID > AWS apiRegion » AWS apikey #l AWS ‘secretKey ©

s WMRIEEA Trident 357E 1AM B » BIe] A A EEAEFEISRE apiRegion » apiKey
" secretKey {45 Trident o WNFEEFAHEN > 552/ "FSx for ONTAP &2 EEIEMEF" o

[EIFFfEF Trident SAN/ISCSI #1 EBS-CSI SREET

WNRETITERE ontap-san EBEIFER, (B0 iSCSI) & AWS (EKS ~ ROSA  EC2 SR E 1 TERE) 2fcfE
F > BUEREE FRRSEm 2 IRISECE AT AE & B Amazon Elastic Block Store (EBS) CSI ERBIFZTNEZE - BEEZ IR
EIREIE E B IEMATERE—EIRL LAY EBS HilE » MEEEZRERETHR EBS c U TEHFIER T —E
‘multipath.conf #£2€ > HREI SRR Trident BE > FEIFRHE EBS ML 2 IRISHES :

defaults {
find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

Trident 2 MIEEREEIED ©
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* Bk (@) | RERREMIREFIE AWS Secrets Manager 1 o IWAIMER “fsxadmin ERAEERK
HIERARLR Eiﬁﬁﬁj%uﬂﬁ SVM REH “vsadmin fERE o

Trident BEEL vsadmin SVM FHEEE DT > IUEBHERBRELEBARARENERES D
£% #11T © Amazon FSx for NetApp ONTAP 12T —f@ “fsxadmin #FE > AI{E% ONTAP
‘admin REFERENERER SR o HM5aZIEZE vsadmin' £ Trident $EECEH ©

* BRYUREE | Trident i EARETE SVM ERVRFEHE FSx 18R 4 LAY SVM E1TEH o
ERRAS 2BRENFEEN » F2REHNEESRENRENG DEERA -

* "ONTAP NAS 358"
* "ONTAP SAN Ezz8"

28589 Amazon Machine Images (AMI)

EKS #EZRSRBIFEEAM > B AWS EFHHERM EKS EIET FL Amazon Machine Images (AMIs) L4
T AMIs EfEH NetApp Trident 25.02 #1735 o

AMI NAS NAS £&375 iISCSI iSCSI 457514
AL2023 x86_64 ST =g =28 =21y 21
ANDARD

AL2_x86_64 = =0 = =
BOTTLEROCKET x Efg* S N/A N/A
86_64

AL2023 ARM 64 S =2 S =4 =
TANDARD

AL2_ARM_64 =/ = =hy* =H*
BOTTLEROCKET A Ep#y** a4 N/A N/A
RM_64

o ERIE A B ENRIEARYIE R T RIER PV
« 4% B Trident RS 25.02 B9 NFSv3 EE2(EH

YIRICPRTREY AMI RTEUES ) > WARBHRBEFARIR ; EEESKRBTHRNEBAR - IL7%R
EH2E > JIH T EMAIEREER AMI

£
FEARAUTITEETAR :
* EKS s @ 1.32
* LR L Helm 25.06 FA& AWS KMo 25.06
* ¥ NAS > NFSv3 #1 NFSv4.1 1T 7385 ©
o ¥7% SAN » (Z8I T iSCSI » FAz NVMe-oF ©

EHITAI !
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* #8137 : Storage Class ~ PVC * Pod
fER : pod ~ pvc (FE#R ~ qtree/lun — &ERL « 5 AWS #15H NAS)
SREZEM
* "Amazon FSx for NetApp ONTAP XX 4"
* "BAF® Amazon FSx for NetApp ONTAP HYERSE AR S E"

37 1AM A& AWS Secret

TRBI AR TE Kubernetes Pod LUEiE AWS IAM B EE1TEERIFEAWS B ° MAEIE
{HEAFERY AWS 7&:E o

st EEER AWS IAM B EETTE:E « S BEEFEH EKS 2PEM Kubernetes & ©

#2317 AWS Secrets Manager

A% Trident ##&t¥#} FSx vserver 2 API RA R EIRFEEFRE - RILEEMEENEEEN - BIRELEREER
HZ 2T 7ESFEB AWS Secrets Manager 2255 o FIt » MNREERERNE » AFEERIT—EES vsadmin 1RF
DEHERIAY AWS Secrets Manager g o

IE&E IS —1E AWS Secrets Manager 253k {##7F Trident CSI 58:% :
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string

"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"

B IAM R

Trident thEZE AWS #RASEIEREE o Bt ~ BEEEI—ERA) ~ $%F Trident FAFEHIHER ©

LT #E6I{ERA AWS CLI 17 1AM [RAI -
aws liam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json

—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

Policy JSON #ifj :

"Statement": [

{

"Action": [
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"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",

"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—-name>*"
}

1
"Version": "2012-10-17"

#2137 Pod Identity I IAM A &L ERIARFSIRE (IRSA)

&AL EKS Pod Identity B¢ IAM role for Service account association (IRSA) 527 Kubernetes ARFE MR R
7&H# AWS Identity and Access Management (IAM) B o {FEIE2 5% E%ﬁﬁﬁféﬂﬁ?‘mﬁ)ﬁﬁ’] Pod #R eI AZENEZ
BEEFENEM AWS RS o

Pod Identity

Amazon EKS Pod Identity BRI B S EEREAIENAVRE » $8001% Amazon EC2 HITERER EIER
Amazon EC2 ${T{ERSIR/REERI A I ©

£ EKS &% %% Pod Identity :

IRB] LUEE AWS 1ZHI ST Pod B4 » tha]LUER 5 AWS CLI &5

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

WEEEHHE » 3528 "58E Amazon EKS Pod Identity Agent" o

#2137 trust-relationship.json :

#2137 trust-relationship.json &2 > {# EKS Service Principal SE$97&# Pod Identity FILL A o A% EALL
EEBREILIAR !

118


https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html

aws ilam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json f&22 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
by
"Action": [

"sts:AssumeRole",
"sts:TagSession"

AR 1AM A
& E—EP SRR AERAIMMNEI S 2L IAM A !
aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \
--role-name fsxn-csi-role

17 Pod & 73R :

7 IAM B E&F Trident BRFEIRE  (trident-controller) ZRS#E3L Pod &4 R

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

—--namespace trident --service-account trident-controller

RFEMEERAE: (IRSA) BV IAM &6
{&/H AWS CLI :
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aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json &2 :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
i
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc provider>:aud": "sts.amazonaws.com",
"<oidc_provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

5B ST trust-relationship.json XHHRLTRME ¢
* <account_id> - f&fY AWS 1RSE ID

* <oidc_provider> - &Y EKS ZZ 50 OIDC ° Er]LUEBHITLL T 6n < 3REWUF oidc_provider -

aws eks describe-cluster —--name my-cluster —--query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

1AM A& EL 1AM R BB
BuUAGE > FRLEGSRRA (ELRTEHEY) WNESE .

aws iam attach-role-policy —--role-name my-role —--policy-arn <IAM policy
ARN>
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E4:% OICD $2{E ST BRI :

afEse (G OIDC fRHtE BRI EITCRIEE - ERIMUERMN T <& TERE !

aws iam list-open-id-connect-providers | grep Soidc id | cut -d "/" -f4

MREFEAZE ~ FHEALUT LR IAM OIDC BB EIRIRE

eksctl utils associate-iam-oidc-provider --cluster Scluster name
--approve

MRIEERRIZ eksctl > SEERALUTEAITE EKS FRARFBFIRAEIL IAM A6 !

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

-—-attach-policy-arn <IAM-Policy ARN> --approve

Z4E Trident

Trident f51677 Kubernetes B Amazon FSx for NetApp ONTAP {#Z&1E > :ZZMFEA
EMEESENEINERERIE o BoJUFERA TG EZ—%EE Trident :

* Helm

* EKS MymnsoF

WNRTIEERIRIRINEE » FAEEE CSI RIRIEHIZZIMIMET o WNFHFME » 552[R "4 CS| MR E R A IRIED)
B
%@ Helm &4 Trident

Pod Identity
1. ¥71% Trident Helm {72)E .

helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

2. FBKRIBTYEEFIZEE Trident :

helm install trident-operator netapp-trident/trident-operator
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—--version 100.2502.1 --namespace trident --create-namespace

CRILUER helm list SPLRMALEFMEN » HIUNGTE ~ sz « B&R - K& -

FUESTSE ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

ARFSIRPRAE: (IRSA)
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1. #7112 Trident Helm {72)&E .

PR 2TChR s

helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

2. 327 cloud provider # cloud identity Y& :

helm install trident-operator netapp-trident/trident-operator

——-version 100.2502.1 \
—--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \

-—-namespace trident \

——Ccreate—namespace

TWRILUER helm list SRLRMARREFMEN > NGRS « sv =R « B - ARRE ~ BARIRZA

FMUEETSR ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-



100.2510.0 25.10.0

WMRICFTEER iSCS| » FHEfRA P IRE L2/ iSCSI - MNREEEMARIZE AL2023 Worker
node OS > EIIAZEBTE helm ZEIBREPIILERIEFHSHCREE LK ISCSI BRI

2

B helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

B8 EKS SMIE 225 Trident

Trident EKS Mt e 2RI Z 2 EMIZI « S551ELE > WAE AWS BRsERTEL Amazon EKS #5ECE

FA ° EKS Minyot AR IERHER (R Amazon EKS &ML E2MMRE N » Wik RE « REMEMMINITHFR

BHOT(FE o

FoRIEA
TE#4 AWS EKS R Trident MANcirZ Al » SERERIEERE RS

* BEEMINETEIA Amazon EKS #E&EIRE
* AWS ¥t AWS Marketplace FIHER :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #88! : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* ENZA4EEY ¢ AMD 3¢ ARM
* IHAER Amazon FSx for NetApp ONTAP 1EZ &%

EXFRERR AWS M Trident Mifnrcf

EEIEA
1. 7£ https://console.aws.amazon.com/eks/home#/clustersBEEX Amazon EKS FiZE§& o
2. EEAEERET ~ ZEE Clusters ©
3. BEE A HFE NetApp Trident CSI MIINTTHFHIRERTE o
4. 342 Add-ons ’ 7A1&IEIE Get more add-ons ©
S. SAMKIR AT P BRI N T
a. [ THEEIE AWS Marketplace fiNrcF B89 » RBEIESHEPRE A "Trident” o
b. #EEX Trident by NetApp 75184 L AHIZEN SR o
C. B F—%F o
6. 7 Configure selected add-ons ;R EEH@E L » FITUTIRME :
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https://console.aws.amazon.com/eks/home#/clusters

=+ WMRITEARIZ Pod Identity association » 5BBELLE SR o

a. Eem/p\gﬁﬁﬁm Version °
b. YNREEE IRSA BHERE - AR E A AL B R EPIRMENEEE -
" %Hy/u\gﬁﬁﬁm Version °

* kB8 Add-on configuration schema #17#&{F > 1i#& configurationValues 2#7t
Configuration values Z 3% E A EE L —ELEREILAY role-arn (EERA THIHE)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

QD%?&E BZE EFAEREAAT » AIRAIMIERN—E N ZERE T SEE#H Amazon EKS 4
RANREES - MERBALLEERHIREREREE » E'J?¥T’EH%$5EE& o B LAFI B E A HUEE RN
BIRHEEEZE o EIBIEE AT > 3R Amazon EKS MEE R A BIBREETITEIEMNSRTE °
7. 342 Next o
8. 7£ Review and add BEif I > i#3Z Create °
MinnrcZiEseRkE » EREIEZENMINTH
AWS CLI

*1.#217 add-on.json 1EE *

£ Pod Identity > sAERMU TR :

= (EJ33]

{
"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

12 IRSA 5058 ~ sAEARU TR -

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.1",
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"serviceAccountRoleArn": "<role ARN>",

"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

e % “<role ARN>"B#% F— P ERPEITRIAE ARN ©

2.%24E Trident EKS FimNrc o
aws eks create-addon --cli-input-json file://add-on.json

eksctl
LUT &8 % Z4E Trident EKS Mifnrcfs :

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

3 Trident EKS MiNTT

BEIER
1. BB Amazon EKS & https://console.aws.amazon.com/eks/home#/clusters o

2. TEAIEEEIET ~ ZEE Clusters ©
3. BB AHE I NetApp Trident CSI SMIMER FFEERTE o
4. 342 Add-ons 1Z% o
5. EHY Trident by NetApp > #AT&35EX Edit o
6. 7£ Configure Trident by NetApp Bl E « ST Ti2E :
a. FEEUCEERM Version o
b. FERH Optional configuration settings T iR EEEITIEK o

C. #%#Z Save changes °

AWS CLI
AT SRR EKS MIfNToh

aws eks update-addon --cluster-name <eks cluster name> --addon-name
netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \

-—-configuration-values “{\"cloudIdentity\":
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\"'eks.amazonaws.com/role—-arn: <role ARN>'\"}"

eksctl

* &Y FSxN Trident CSI SMIMEXBIB ATARZS © # “my-cluster FAA IR ERTE o

eksctl get addon --name netapp trident-operator --cluster my-cluster
EHEmL
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BMINTTHERE E—P L H UPDATE AVAILABLE T{E[EIFIRRZS o

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force

RGP *—-force 1BEIH » HIE{A Amazon EKS SMEMER R E ELIGIR BBV EESE » BEH Amazon EKS
SMIMEN LR, BEREITERNE » UUIRBNIGERESE o (T35 IEIEZ 7 » s5HE (R Amazon EKS 4h
HEXTEELCEETENSRTE  RAGLERTTWILEEES - AR ENEMRBENELEN > 3
283"9ME1 120" - BRA Amazon EKS Kubernetes I BIEREZE » 552 MK "Kubernetes {1 EIE"

A=z

FEBR L2 | 7504 Trident EKS KiNToi
& MEEIER 5% Amazon EKS Mo :

* [REBEE FAIMIINENRS — tEEEIEHEFEER Amazon EKS HFRAREMNEIE - ©iE 2R Amazon EKS FEANE
BRI EEEEH% B EH Amazon EKS MIINEREERITHEE - (BR » ©EREBHESE FAIMIINEES - It
EETE(EMNERRER A B B IS » A= Amazon EKS MifINEREE o {5 LLEETE » MiNEEER S HIR (S
[ o FEaRTHIRE --preserve EFEIELUR BB HINIERAS o

* RFBETEBIRMIINTTHEEE — NetApp BB EELENEE DRETMKRBEZMIMTHNEIRE » THEEE
P& Amazon EKS MINTTH o % “--preserve 155 H#56% “delete IEIEUFEBRMIMNTTH ©

=t SNERMIINTTHRAEE T 1AM IR > BIREZERZ IAM IRE o
BEIES

1. 7£ https://console.aws.amazon.com/eks/home#/clustersBIEX Amazon EKS FiZ4& o

2. EEAIEERRP  #EE Clusters ©

126


https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://eksctl.io/usage/addons/
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://console.aws.amazon.com/eks/home#/clusters

3. SEIZETER NetApp Trident CSI JMETZNAIHEERTE o

4. 3%EEY Add-ons 125 > FA1REEY Trident by NetApp ©

5. i%$Z Remove °

6. 7£ Remove netapp_trident-operator confirmation ¥1:E /5187 « $11T F5R(E :

a. NREFHELE Amazon EKS (ELEEIRIMIERNIRE > 55512 Preserve on cluster © MREHER
SMEERNER IR EEE L » UWEEHUBTEERIMIMEXNFIERE » AHITILIRE o

b. #i A netapp_trident-operator °
C. 3512 Remove °

AWS CLI
& “my-cluster BB ITHNEERMN > ABAITUTEHL ©

aws eks delete-addon --cluster-name my-cluster --addon-name

netapp trident-operator --preserve

eksctl
LTS EfERZEE Trident EKS MimNTTls -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

RIEHFER

It "Kubernetes StorageClass ¥R "Bl# A BEREERET @ TismE REEERENINFECER
& o ZAEIEREANN{AIEEE Kubernetes StorageClass #14 > LIS Trident {fEAE RECETR
ﬁ °

#£17 StorageClass ¥4

1874 FSx for ONTAP #17 StorageClass B¥ » Trident & B &2 B ImARRE ©

s NRICEEFHRERFRY > F2RET—EFTEEFHEIHECER Kubernetes StorageClass
i BE > BRI BRI Trident B inAIFETZEER!

}STEFREER StorageClass 2

#1I StorageClass FEEZEERUT=EZ2# :

2Y WAE g epid] A
fsxFilesystemID =0 FEA FSx for NetApp ONTAP 12 &4t ID
storageDriverName =1 ¥ Trident FEFEEEIFEX (FI80 ~ ontap-nas

ontap—san)
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2% AR $aEY s BH

credentialsName =1 F& 18 FSx for ONTAP /&:%HY Kubernetes
Secret 478

IEEERAZSH

&R LUER StorageClass %LT%E’J@jﬁJﬁQﬂ o {f StorageClass parameters D HFRFAAE R REEEELTF
B o ARRIH2EHTENR « 2B | "FSx for NetApp ONTAP &imAHRR" ©

&3fj StorageClass REE °

LU T E36IR T StorageClass ¥NAIf& S B R IRECE ©

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete

volumeBindingMode: Immediate

JSON
{

"apiVersion": "storage.k8s.io/v1l",

"kind": "StorageClass",

"metadata": {
"name": "ontap-fsx-demo",
"annotations": {

"description": "Demo StorageClass for FSx for NetApp ONTAP"

}

by

"provisioner": "csi.trident.netapp.io",

"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"
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by

"allowVolumeExpansion": true,
"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate"

217 StorageClass

BIUREERER » ITUA TS URIL#FLRR

kubectl create -f storage-class-ontapnas.yaml

IRTE R FEEZTT Kubernetes 1 Trident & %! basic-csi #17285! > M Trident FEZE 4RI T Bim ERYEHF M o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

E M StorageClass & > Trident & BB &R o FARIERI IR IL PersistentVolumeClaims 2R283 1t

StorageClass °

BeE R ImAR AR AR

Trident BHi& B IR FI4ERECERTE StorageClass sHEH o

i Ll
trident.netapp.io/configuratorStatus 4HRE4ER (Success B Failure)
trident.netapp.io/configuratorMessage SHARARRE S ERERENE
trident.netapp.io/configuratorName RSP E 28 BRIV T8
trident.netapp.io/managed #=T StorageClass H Trident EIF

trident.netapp.io/additionalStoragePools AILBIREN NEHEFEE IR

=

EEBGEIARS  FFIIT ¢

kubectl get storageclass ontap-fsx-demo -o yaml

F#5% trident.netapp.io/configuratorStatus @ DREA Success © YNREA Failure ?

(=]
o

trident.netapp.io/configuratorMessage MABEAREES

AIRE
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IS Eh FSxN 1R RH
YNSRCTEMEAE (LB StorageClass RIIEN THRELRINIHETFEE > SHATILERIMNY FSXN IEERE ID o

4R#E StorageClass W HMIGLA T2 ©

metadata:
annotations:
trident.netapp.io/additionalFsxNFileSystemID: '(["fs-

XKEXXXXXXXKXKXXXXXXKXKKXX" ]!

EREE®E > Trident F MR IRABRRILFE R StorageClass 531 ©

1R 1FZ 2 BRG]

* MIFRERE BEEIRAAAERY StorageClass &% ZMIPRMERARY Trident &if o BRI SE G PEETFEGIT ST
EPE’JIT’EE\%ZEP% T‘ﬂﬂUf‘%nEr"‘El’J StorageClass Z A » Ak EHRZ o

* {2 AWS FSx for NetApp ONTAP 28 BE#h& im4AAE o

B —EAREBHEIHE BN Kubernetes StorageClass

AR ITABBEIHIEIT Trident & 56F0 StorageClass » sHIKIE 7L ERIR(E o

THREEBRIREEBAEFES

Trident # StorageClass E&FIKERIHACE © EEEMR StorageClass B » Trident FEENENSH ~ BiE
i > M {EFAARREAZEEC StorageClass ©

Trident R &7 —= VolumeSnapshotClass © Trident &% 489 StorageClasses E&fFFHHERER
VolumeSnapshotClass °

3237 Trident &l

EET Trident BiF » [TEEEIT—(E JSON 5 YAML BB HIRE ?-?7% o R EBISEFI RN HEEE
(NAS Z¢ SAN) ~ HEEZR# - ERHESERR SVM L/US’ZQI]H 178855 o U TEAIRTRINAEREMN NAS B9
17 > URAEMER AWS Secret JREEZE(ERAM SVM HIRE ©

YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
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sSvm: svm—-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:xXXXXXXxX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fsS-XXXXXXXXXX"
by
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"

FSx for ONTAP EEENFZR sF AR}

&R UfEFA T BEENFZTAE Trident 82 Amazon FSx for NetApp ONTAP 24 :

HEEf ey c5iRH

ontap-san SEEEERN PV #2EH B S Amazon FSx for NetApp ONTAP FHE&E F1AJ—1@E LUN o
BEANEIRETERE -

ontap-nas SECEEMN PV #2—E5EM Amazon FSx for NetApp ONTAP & o #EE AR

NFS #1 SMB °
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BeEniz i tE a5t A

ontap-san- SEEEERN PV #2—E LUN > S8 Amazon FSx for NetApp ONTAP W& A8 E

economy LUN FY8(= o

ontap-nas- BEEAERN PV #2—1@ gtree > =B Amazon FSx for NetApp ONTAP iR & Al fic &
economy 89 gtree #E ©

ontap-nas- SEEEERN PV H#E2—EEAR Amazon FSx for NetApp ONTAP FlexGroup HEHER o
flexgroup

BRARIIEFEF R « F52F "NAS FaZ)23(0" 0 "SAN EEEhi2=l" o
FENVREy
BIUREEREE > PUTUUT < REILMERE Trident BiHRE (TBC)

* ¢ yaml ¥R Trident BiHZERE (TBC) » WHIT TGRS -

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* B%:% Trident BimZHAE (TBC) BB EMINEIL :

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-f96d916acbe9 Bound Success

MFBHMARRERVFAEN > F2R T ANRIREMSEEREIEE

T RNMER*BEEIRECENIE N FECEHETELER
LU 2 Trident #1 FSx for ONTAP —itEfE AR 1F4ER 8 E &6 o

NFS #7585

IEA U E LS HIRE EEA NFS BIREEE StorageClass (BRATEMEBIEYIER > A2 TEM Trident B
) -

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:
name: ontap-gold

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iSCSI {#7F4E5!

AEA LT &R EMFER iSCSI MR &R StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{#H8 NFSv3 1 AWS Bottlerocket B9 1187

HE1E AWS Bottlerocket EACE NFSv3 HAIRE » sARSFiE AAFTIE "mountOptions’ #7487 -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

Trident StorageClass Bt

BESBURE T FEERMLE Trident EENEFERMREERTEHEENMERE o

133



B g =it BEH BE EK ZiRE
yHAS F& HDD « E& Pool @ ZItt5ER! I5EMEEELEE!  ontap-nas »
% + SSD AIIEES ; ReE ontap-nas-
RTMETRE economy
ontap-nas-
flexgroup
ontap-san *
solidfire-san
provisioningType =5 B BRMNZIEIH BIEEMERZE  thick : FiF
BA*E ONTAP ; thin
FfE ONTAP #
SolidFire-SAN
backendType F& ontap-nas Pool BitiETEE 15ERM FrEREIFE
~ ontap-nas- A B IR
economy ~ ontap
-nas-flexgroup
~ ontap-san
~ solidfire-san
~ azure-netapp-
files *~ ontap-san-
economy
TRER mME true - false Pool SZiR#HIRIR BERNAIRERAE; ontap-nas
BIMERR & iR& * ontap-san
~ solidfire-san
B mE true » false EFNZIEER CERAEERNE ontap-nas
HEREE R& * ontap-san
~ solidfire-san
= ME true ~ false HEAZENE CERAEMNZE ontap-nas
HAhR& iR& * ontap-nas-
economy * ontap
-nas-
flexgroups ~ onta
p-san
IOPS int EEH Pool BESHMTEELL  Volume {R2ET3& solidfire-san

ZEERA IOPS £ 10PS

. ONTAP Select 2 FSx for ONTAP &4 AR 1EILINAE

B2R"Kubernetes #l Trident ¥4 " LABR R Z LRG0T 2 “PersistentVolumeClaim B &) » LUK IES! Trident B
BB EEEME o

B fE7EEER
B E5ThX StorageClass & » BIAJTE Kubernetes FEILE °©

1. E2—1@ Kubernetes ¥ > EItbE5E A "kubectl £ Kubernetes I E
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kubectl create -f storage-class-ontapnas.yaml

2. IR1TIBFEZTT Kubernetes 1 Trident & E| basic-csi #7485 > ™ Trident FEX BRI T Bim EMEHTE

o

kubectl get sc basic-csi

NAME
basic-csi

PROVISIONER

FZE SMB Volume

csi.trident.

AGE

netapp.io 15h

CRILUER ontap-nas BBENZTVRECE SMB HIRE © (BE » BERITILIRIE > MKATTAIATEER | "HEERT

E SMB Volume" o
Bim= PEARREFN &R A
H2R TRUT BB IRAHREEIS .

2
version

storageDriverName

backendName

managementLIF

55

#ERREENBTE

B REE TR

#FEo SVM 12 LIF B9 IP ik »
A E A %TE (FQDN) o
2R Trident 2fEM IPv6 EIR %4
8 > BRI AR EAER IPV6 i

ik o IPv6 B SIESRE R »
fan
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555] o NRETE
fsxFilesystemID FBY aws @i
BHT managementLIF > BIFRE
EEEM managementLIF ° A%
Trident ¢ AWS #EEX SVM &3l ©
At > EAZEA SVM THIERE (
g0 : vsadmin) 125 0 HizfE
BE&NEBERE vsadmin B °

5l
9ar %S 1

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san—-economy

EeEpiE2{4aHE + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"
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W
st

datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm
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=R EH

#E LIF 89 IP fiI3it - ONTAP NAS
ERENTZR © NetApp EEISE
dataLIF o gNSRKIRM » Trident 1
SVM EYf8 datalLIF o & LUEE—
BEx2REMILE (FQDN) B
B NFS BHE1EZE > MBI
DNS 7% 1@ dataLIF ZRETE
I FE o YRR E R AT LUE

B8 - ONTAP SAN EEEi25 : iSCSI
#EBIETE o Trident £/ ONTAP
Selective LUN Map RIFZREII L
R T VEBEERFRAEERY iSCSI LIF o I1R
BHMEESE T dataLIF > B & ELEE
£ o AN Trident 2fEA IPv6 HEIZ
ZEER > AR LR E AR IPV6 fiI
it o IPv6 (b ABEIAFIEEE S
a0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] o

RS FA EEhEE B R BRI AN EERR [k
{E] ° A "autoExportPolicy
“autoExportCIDRs %18 » Trident AJ
UEsEEELRR -

EUF ~autoExportPolicy’ B A2 Efiise
Kubernetes Ei%4 IP B9 CIDR JEEE
/8 “autoExportPolicy #1
‘autoExportCIDRs ##IH » Trident 7]
MBEEEEEHERE -

EERRHIRERNER JSON &
EECES

A EiH/&REN Baseb4d 4RIE(E o A
PRERE RS

BRIRfAZ &8 Base64 4RES

B - AR /&REEEE

Z{=1E CA /B:5H Baseb64 4RHE(E o
I o ARN/REEEEREE

AR EERE SVM fERES
M o ARNERERENSDEREE o 4l

i > vsadmin °

EiEE L SVM RS - ARER
REER S8R5 o

EEANREFERKES

g

false

"["0.0.0.0/0", "::/0"]"

MBIEET SVM BIE LIF » BIE4T
ggo



W

#

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

=R EH

1£ SVM A% Volume E1TERED
BERFERANRIE - BIUBEL
B - BEFMILZE - {EERE
MY o

*sA 707 Amazon FSx for NetApp
ONTAP $57E ° *f2f£#Y “fsxadmin’
0 “vsadmin’ A EZfEF Trident 1
2 Aggregate £ IE M 0 LA PRI
FREEBIHEIR o

WMNRARHEREE K/ NEBIBILEE »
ABCERRY o LhIh » BERHITH
EIEM qtree 1 LUN HRIRAK/N
» A HE% “qtreesPerFlexvol EIE 7
#FEETE1E FlexVol BEEMSR A
gtree H=

#if
trident

sAIIER o

' (FRRAEREIAIT)

1@ FlexVol volume BY& A LUN & “100”

SW7ATE [50, 200] EBER © (£R
SAN ©

AR SREEHHRIVETEIEAE o 5l

a0 ~ {"api":false, "method":true}BRIE
ICETEETTRR B BHR Y B EFAN
SCERIEED ~ BRIFAEMER

debugTraceFlags °

LUESEDPRAY NFS StH 5 I1m5

B o Kubernetes A M HEREERIHE
HEEESEGFEDEE > B
W REEFLER PR IgE A EE
15 > Trident iR EFE B FEERIG
SR EAE IS E AV EIETE - UNR(GH
FHENMNZERP RIS TR =
18 > Trident i A 1ERABIAVIFA
FABR&E 58 T (a4 8 3EIE o

BoE NFS 8 SMB HIEERIEEIL ©
BEIEA nfs ~ “smb EY null o *%7E
SREA smb 7 BEFEIL SMB Bk
& o *RTEA null BIFEEREEIL NFS
FARRI&E o

18 FlexVol volume BYE KX Qtree
BE AT [50, 300] EBERN

SRIMtEE MY BBz — | £
Microsoft Management Console
ONTAP CLI #17#) SMB HFH%47HE
» S AEF Trident 32 SMB HAK
$78 o IS8 Amazon FSx for
ONTAP BifEHER o

null

nfs

"200"

smb-share
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W

4 siLPH g

useREST W28 > FNER ONTAP REST false
APl o BB ES “true'BF > Trident 1%
£/ ONTAP REST API Ei1&i%iE
# o IEIHEEEZE ONTAP 9.11.1 B
EHTRRAS o tE5h 2 {EFAY ONTAP
EAABNERE ontap FEATRER
HTZEVEIR o TR EERRY "vsadmin®
# “cluster-admin' A& mELLE
* (o)
aws B LAFE AWS FSx for ONTAP H
4HREMEFRISE TYIEE ¢ -
fsxFilesystemID : &7 AWS "
FSX IEERZM ID © - apiRegion "
: AWS AP| &15{%f8 - apikey "
: AWS AP| &8 © - secretKey
D AWS MRS o

credentials }5E E#TF1E AWS Secrets
Manager H1#J FSx SVM £%:E o -
name : B8 SVM sR:EH SR
Amazon Resource Name (ARN) o -
type : BRIEAY awsarn ° HIFEFF4H
&l > 552F "1 AWS Secrets
Manager 225" o

iR e E N RInERRER
CRIUER defaults ELEERD PRYELEEERIEFITARECE © A0 « F26 TERVAERRESG o

2 s EA b
spaceAllocation LUN BYZ=ERE S EC true
spaceReserve TEEFREER ; Tnonel (fBf§) none
g% volume | (5E%8)
snapshotPolicy E(F AR Snapshot [RE! none
gosPolicy EARIIHIEEISIK QoS REKEE ™

4 - BERFE RN BIGTEE
qosPolicy 8 adaptiveQosPolicy H
2z — o ¥A#C Trident £/ QoS &
BRE¥4HEE ONTAP 9.8 S E iR
7 o fEFEZERIEHZH QoS K&
B4R > WHE(REX SRR BHAHERER
ESERKE - H=ZM QoS FKI&KEFH
RFIREIFE TR HMEEL
2R o
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W

#

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

AcE PVC

=R EH

A IR EISKRY BB~ QoS
[REUB$4E - BERKFEIR MBI
B]#%$2 qosPolicy 3¢
adaptiveQosPolicy

— o ontap-nas-economy A3z #E o

AIRBRBOEEEB DL "0

B R EREH IR E

7E# Volume _EEYF NetApp
Volume Encryption (NVE) ; T858%
false o WBTEEE FEUS NVE 2
RENGRRFE » A BEEARILEIEETE - R
BIREYA T NAE > BI7E Trident A
RIZAE IR @ EBZ R NAE
WEHAAE > 5528 © "Trident £2
NVE #1 NAE B9EEA " ©

B LUKS IN% - B2 #H
Linux Unified Key Setup ( LUKS
) "o {£PR SAN

EFRNSERA none

6

R snapshotPolicy /& ‘none
> “else™

false

false

IR R AR - SMB HIERERFR ™

BxH -
MR ERIZ 2RI ° NFS 21

‘mixed 1 “unix &1\ ° SMB
& "mixed # "ntfs' L2 ©

NFS FEsR{E2A unix o SMB FE:R{E
A ntfse

KRENE ZUNAIEIL PersistentVolumeClaim (PVC) A BETE Kubernetes StorageClass
REEK PV HISREA © UNSRALTH » BURTLARE PV #184E] Pod A ©

#1317 PVC

https://kubernetes.io/docs/concepts/storage/persistent-

volumes [" PersistentVolumeClaim ""]

(pvc) BHEE L pPersistentvVolume

HIFEEGEEK o pve AIMELEABRIFEA/NNHETERFEEIEL o SAEMEN
StorageClass * EEIEERNETLUEH] PersistentvVolume
KPAERER > B LUEFIRE RIS EREFT L2 o

#2137 Trident #&i%#0 StorageClass % > EIAJE1L PVC o £17 PVC % > ENali&sziiiE @ H & E pod & o

SEHEFBE

FEAIRETRT PVC RIEZAAHRREIS o
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H7%E RWX ZEUEFRRY PVC
IEEEFIEETR T —EEE 24 basic-csi MY StorageClass BRI E R RWX IZEUERAIEZS PVC o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

f5F iSCSI By PVC %3l
L& FIETR T —8E% 2 protection-gold B StorageClass RAEERY « B RWO 7ZEUEIRAY iSCSI #7s PVC

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: protection-gold

#17 PVC

S ER
1. #iZ PVC o

kubectl create -f pvc.yaml

kubectl get pvc
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NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

B2 ["Kubernetes # Trident ¥4 LA BEAR{EZLER AN EL " PersistentVolumeClaim B &f) » LAK4ZEH! Trident Fg
EWEEN R EEFMEN o

IR AR
FERVAEZER: HBIJ%D PVC 1 > BNA]i& PV #M8(E Pod L o ZE15Hin§ PV Z#2E Pod HIZEH

ﬁ?*nn\ ll_a\

EEHGIEAER

TER
1. 7£ pod ##+E; volume ©

kubectl create -f pv-pod.yaml

WTFEBHIRR T #F PVC E##E| pod RIEAAERE | BAMHERE !

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

=t EOI LA A kubectl get pod --watch EEPEERE o

2. MEERHRE B EHMEE] /my/mount /path ©
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kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IREEAILUMIER Pod T ° Pod FEARARTERET » BERRE -

kubectl delete pod pv-pod

7T EKS #£ 87 Trident EKS Mifncts

NetApp Trident f§1ET Kubernetes 51 Amazon FSx for NetApp ONTAP {#FHNEIE » BT
AR A BN SRS T EAEINEE © NetApp Trident EKS SMEER B 2 &RHTRHY
L2 M EMEXNIIEREE » WALE AWS B35 > nIEL Amazon EKS #BHEC{ER © EKS K0
ToF IR T E (R Amazon EKS REMLZE2MMBEN » Wi/ 228  sEMEHFHTI0
TCHFPRERN TIEE ©

FERIE
7£43 AWS EKS 527E Trident M¥N7otH 2 Al » sEREMRIEE BB TRN ¢

* BEFERAMNTHRERAE Amazon EKS BEIRE o 552/ "Amazon EKS Ffi0c"
* AWS ¥}t AWS Marketplace FIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $8%8Y : Amazon Linux 2 (AL2 x86_64) B{ Amazon Linux 2 Arm (AL2_ARM_64)
* BREEEER! © AMD Z{ ARM
* IFER Amazon FSx for NetApp ONTAP t&Z &4t

TR

1. BRI IAM BEF AWS Zi8 » LUE EKS Pod SESA7ZEX AWS BIR  MIEMERATET » sA2E "E1L IAM
AT AWS Secret" o

2. 7T EKS Kubernetes &%  » E& =X Add-ons 1Z% o
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tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more J

information, see the pricing page [7.

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period Provider
@ Standard support until July 28, 2025 EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

( view detaits ) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches L |

3. Hi{E AWS Marketplace JMEET » SRR EEE storage $87) ©

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

d storage workflows. Product details [?

Supported versions Pricing starting at
1.31, 1.30, 1.29, 1.28, View pricing details ]
1.27,1.26, 1.25, 1.24,

1.23

4. % Z| NetApp Trident > #EEY Trident JMEFEXHIEEEIE > JA%EIE—T Next ©

o. FIEFTR M INTTHFRRES
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

(D You're subscribed to this software X ‘

You ean view the terms and pricing details for this product or choose another offer if one is available.

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel Previous

6. ECEFTRBYMIMNTTHRTE ©

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J 1
Add-on name & Type v Status
netapp_trident-operator storage @ Ready to install
Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)

1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

A2 REMEBT R EE" -

7. NRICTEEER IRSA (ARFEIRAR IAM Af)
8. BEHY EIL ©

-
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9. FESTMIINTTHRIAREE S Active ©

Add-ons (1) nfo View details Edit Remove Get more add-on 3

| Q. netapp X \| \ Any categ... ¥ } | Any status ¥ ] 1 match 1

nNetapp  NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)
Not set
Listed by
NetApp, Inc | K]

10. HITU T an S LUEREE Trident ST EIERZEEEE L ¢

kubectl get pods -n trident

N BEETREVRERFR - IFEMENR > F2H "LEFFER"

fEF CLI ZE/fEMRZEE Trident EKS MNTT

/3 CLI Z4E NetApp Trident EKS M2 :
LU EEHIF5 S L4t Trident EKS YMiMER ©

eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.0-eksbuild.l (EFFAZEMAIRZ)

LR &5 < 224E Trident EKS MiMEZCHR S 25.6.1 -
eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.1-eksbuild.l ({EFAZEMARZ)

LUFEEfI15 < 224E Trident EKS 9MiMEZCHR S 25.6.2 -
eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.2-eksbuild.l ({FRZERARZ)
£/ CLI )& NetApp Trident EKS M2 :
WU T en S SREMRLEE Trident EKS Moo -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{#F kubectl 7B H

BIREERT Trident BABEER A2 BIRIRAER o EEFF Trident M BEERRBE » UK
Trident FEZANEIIEFECEMIRE o L8 Trident & > T—F 2RI B o
‘TridentBackendConfig' Bz & REZ (CRD) m[:EXEEER Kubernetes W EEILFME
I Trident &% o fSBIAfERA “kubect! FZE B EHY Kubernetes #¥1ThRAVZERY CLI THAK
SRR EIRAE o
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TridentBackendConfig

TridentBackendConfig (tbc tbconfig tbackendconfig) e—{ERIiHiFHZER CRD » AJ:EEFHEH
kubectl EIE Trident &l ° Kubernetes fM{FEEIESIRERAUEREEB Kubernetes CLI I EIRR G » M
EEHEHNGLSHERRERX (tridentctl) o

#1317 TridentBackendConfig ¥4 » AU TIEMR ©

* Trident \RIREIRMEMEETE BB ILBIS © EEAEIRTA TridentBackend (tbe tridentbackend)
CR-

* TridentBackendConfig M—#FEEIMH Trident #IZHY TridentBackend ©

@& "TridentBackendConfig &B£2 "TridentBackend {R{F—H—HIPLGIR% o A& BIRBHRFERERTHNEER
W 5 BER Trident RTEBRBIEYENAR

s TridentBackend CR H Trident BEIEEIL o K FEZMENEM - MREREEIEI « 55
= 1B1ERK " TridentBackendConfig #){4 SR T UL o

T

FA2BLLT TridentBackendConfig CR & L& :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T AIUER "trident-installer” BERBVEEH] » T BEPIERHF T A/ARFEHISEARE -

‘spec R BIRFTENHERERHY o E4HFIF « BiR{ER ontap-
san fEFEEENRET - MERILERKEHIHAVBESH - NEFEFEFRESENEREIEEE « 5
Z[1ink:backends.html [ "HFRIIEXNRBIHERER"~] ©

‘spec’ BEEtMEE credentials’ # “deletionPolicy’ M » EBLERAIEE
"TridentBackendConfig™ CR FHETSIAR

* credentials ! IEB#ALERIL > BFARARER/RBFETRENNEERN  L2HRERERE
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E2ILHY Kubernetes Secret ° 5358 BRI A RELAE XX FRITVEE - BRI EEIER -
* deletionPolicy : IEM#{iIEEH TridentBackendConfig fBREFFEBNITHVIRIE - ERUBUA TRIEEZ

° delete : ERFEE] TridentBackendConfig CR MRERJHAIEIRESHMIER - EETERME ©

° retain ! & TridentBackendConfig CR #MIFREF » BIRERNEIFEE > WAIFER “tridentct EITE
12 o BMIFRFERIEE retain BIREREFERERTEIRA (21.04 ZRIIRA) LREBEERILEL o BiL
“TridentBackendConfig' 2% > A] LAEFT IR RIBVME ©

BIRZTBEBEIB spec.backendName :RIE ° YIRKIETE > BlmiBERES
z TridentBackendConfig ¥JfHI%FE (metadata.name) ° & spec.backendName Bf
R ERIRGE o

fEF tridentctl BIIMBIRRZBRIIAY “TridentBackendConfig ¥ o EEJLUEIES
BEEIL "TridentBackendConfig CR {#FH kubectl REIRELRIR - W EIFTEIEEMERE

T BIZARERE (FIY] " spec.backendName * spec.storagePrefix ®
“spec.storageDriverName' %) ° Trident & BEI#$#TEILAY "TridentBackendConfig' B3R B HY#E
IRADRE ©

T ERBaL
EEM “kubect BILHTI RS » SEZBITUTRE

1. 337 "Kubernetes Secret" o LB E S Trident Bl F &/ RSB AFTEMIHZER o
2. 817 “TridentBackendConfig ¥ - HF G ZEFRE / IRFSIVHAEN - UREL—FTHEINKEZS

A o
FINNY

F -3

BT BimE o eI LAEHA kubectl get tbc <tbc-name> -n <trident-namespace> REREXEGRAEME UL
EFLEHME o

# 8% 1 . #37 Kubernetes Secret

BI—E8 2R ImFINE0ER Secret  BERFRTE /| TEEEMHE—RY - ITE2—EHA :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TREBE T BERFEF TS Secret PUAAEELZHIMIL
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https://kubernetes.io/docs/concepts/configuration/secret/

#7748 Secret Fields it
Azure NetApp Files

Element (NetApp HCI“SolidFire
)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

473

clientID

fERERTE

28

clientPrivateKey

chapUsername

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

1R IsRER
FERmRUEE MR P 1D

BEEFPIEERB SolidFire &5
B MVIP

FREERE | SVM NfERE4
M o AREREENSDERE

EIRTIRE / SVM HEEE o FARE
REREN S D ERE

BRiRfAZ+1i8H Basebs RIS
& - ARER/RENERS o

ANILERERE - IR
useCHAP=true Bl 438IH - A
B? ontap-san'# ‘ontap-san-
economy

CHAP EXEh232588 4R
useCHAP=true BI|&4IEI1E - A
B? ontap-san'# ‘ontap-san-
economy

BEERELE - MR
useCHAP=true RI|Z#/1EIH o A
It ontap-san'# ‘ontap-san-
economy

CHAP B1ZRREN2ZHE - IR
useCHAP=true |4/ 1EIH o A
#? ontap-san'# ‘ontap-san-
economy

TFUEP BRI Secret » i EE F—H IR TridentBackendConfig ¥4 spec.credentials i

REIA o

B 2 | #1] TridentBackendConfig CR

CIRTERI LRI TridentBackendConfig CR T o EARFIF » FF ontap-san EEENENMRIGEFERUT
FrAY TridentBackendConfig ¥4iEIIRY !

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-tbc-ontap-san

spec:

version: 1

backendName: ontap-san-backend
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storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svim: trident svm
credentials:
name: backend-tbc-ontap-san-secret

E¥ 3 : E§iE TridentBackendConfig CR AYAREE

#21I TridentBackendConfig CR & ~ f&nI LABREEELIKES - SA 2R T&54 -

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BIGEMINEIINHEE] TridentBackendConfig CR
FEE T AR A T AIE A —E(E !
* Bound ! TridentBackendConfig CR EiBixRIHE » HEZBIRE S configRef RES
‘TridentBackendConfig CR Ay uid BY{E

* Unbound : f#f """ &R/MR o ‘TridentBackendConfig ¥MERMERBR o FRAMIELH
‘TridentBackendConfig CR TEREBEIULPEER o PEEREE R > BIZHEMIES Unbound ARAE o

* Deleting : TridentBackendConfig CR FY deletionPolicy #HREAMR - &
‘TridentBackendConfig CR #IBREF » ©EEA NEEMBR AKAEE o

c MNRBIFEAFEFAMEEESTS (PVC) » BB TridentBackendConfig i &%% Trident filp&1& s 1A
Kz “TridentBackendConfig'CR ©

° MNRBIRFE—EHZE PVC > BIBIREAMBRILAE © TridentBackendConfig CR BEEHE AMIER
FESEE o B ImAN “TridentBackendConfig' RBETEFAE PVC &##MIERE A 2RIk o

* Lost ! B TridentBackendConfig CR BAERYE IR EIN M EMIBR > M TridentBackendConfig
CR NARZHEMIREBIHAIZE - #if TridentBackendConfig {BEAfI » “deletionPolicy CR 1M
PRI AR PR o

* Unknown:Trident #ZEE S TridentBackendConfig CR BABtAV B IRRVAREE S @S 1E1E © FI90, 11K API
{AlfR2$'2 BEIFESL tridentbackends.trident.netapp.io CRD ff5k o BIRJEERETA ©
ZEiit > BIREKIIEIR | BRI LURIE—LEHMIRE > flI EinERAEmRER" o
(ER) PR 4. BEEZHFEER
TR UBITU T S RENMBRARHENEZSEN ¢
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kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

LtESh ~ IR R USRS YAML/JSON i TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:117%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created

phase: Bound

backendInfo B & backendName M “backendvUID [Olf “TridentBackendConfig CR MEIZIE
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Ui © lastOperationStatus H{iF TridentBackendConfig CR RE—RIR{ERVAREE » sZIR{ERT LA
HEAEEZ (FIU > FREEET spec FHELERSR) FH Trident &2 (140 » 7E Trident EFTENENHARS
) o E{EAILLZ Success I Failed © phase R/ TridentBackendConfig CR E2& %~ RIRAARIAREE o 7
LEBEHIF > phase BIEA Bound > IEEMKE TridentBackendConfig CR BELEIRREAH: o

RBIAFTT kubectl -n trident describe tbc <tbc-cr-name> 8P REVSEHHHEEFMAE o

“ I&#EEfER TridentBackendConfig #3518 “tridentctl R EF oMb & S RAKI N BIE - BEE TR
= 7% “tridentctl' £ “TridentBackendConfig' Z RV ERSER > 55 B E 52" o

[

ISPELEY
{EA kubectl EIE Trident &
T ERUN{AIER “kubectl I{T R IR EIRIR(E o

fpR1E i

fi|B% TridentBackendConfig ®#5n Trident MBR/REBEIE (BURHY “deletionPolicy) o HEfM
FRigim - Eﬁﬁﬁﬁ deletionPolicy REAMIE - BEEMIPR TridentBackendConfig ® sAME(R
“deletionPolicy 2 E AR o Sk I UARRBIRNIATEE » L EAILUER tridentct ETELE ©

BITRIGmS .
kubectl delete tbc <tbc-name> -n trident

Trident A& Kubernetes IE7E{EFEAY Secret TridentBackendConfig © Kubernetes AR & &5
Secret ° IR Secret BEABEIRIMID o BH'E Secret B EIRERRF > A FEMIBS o

BRRAEN R
HITTAE< -

kubectl get tbc -n trident

&t AT LL#N1T “tridentctl get backend -n trident 5%, “tridentctl get backend -o yaml -n trident’ JREV{SFR B IR A % ik
HEE o ILEEEF SRR tridentctl IR ©

EHER
FERIRMRERISEARS ¢

* RERAINRECER - EEFTHRE LA TridentBackendConfig R {ERRY Kubernetes
Secret ° Trident #H{ERIRHIIRIT/EE BENEMEIR o HITUT a8 < EH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

* REFEWS2Y (FINEEEAN ONTAP SVM K418) o
o BRI TS BEiEER Kubernetes B “TridentBackendConfig #15 :

kubectl apply -f <updated-backend-file.yaml>

o I FE  EELUIERU T LHIRA TridentBackendConfig CR EITHE :

kubectl edit tbc <tbc-name> -n trident

* MRBIHEMKY » BIRHEERTEEREHNEE o EAILUEBHIT kubectl get tbe
R <tbc-name> -o yaml -n trident 3§ "kubectl describe tbc <tbc-name> -n trident 2REE HEELA
a ERRA -

* RSB IE EARRERVRER - CRIUERPITEMGB S ©

fE 8 tridentctl EIE Trident i
TRRAN{A{E A “tridentctl TR IH B IEIR(E o
fERVAE-Jiy

BB "RIRAARSIE" 1B > BT TS -
tridentctl create backend -f <backend-file> -n trident

MRBIHRERILRM > AIRTRIGECEFEEE - ERAIURTUTH<EEAGURERR !

tridentctl logs -n trident

R W EERENEREER » LRAIUBRHAIT create 5% ©

LIS
HEE Trident MIFRE M « BT TR -
1. BiS&imaE .

tridentctl get backend -n trident

2. MFRER

152



tridentctl delete backend <backend-name> -n trident

sy HD% Trident EREULLRIGECE T DA ERVHIREAIRER > BIMIPRZ1E tni BE LE ELAC B AR HARR
i o ZBIRR B, TIETEMIPR) MRREEFTE o

BRIRENEIE
Ei%1] Trident EFNAVEIS ~ 5T FIIPER ©
s EERSHE « BRT G

tridentctl get backend -n trident
* EEESATAFHEER  BRIT TGS !

tridentctl get backend -o json -n trident

Ei&h
BB R InHERRER - fITU TS

tridentctl update backend <backend-name> -f <backend-file> -n trident

MEBIGEMERY > ARTBIGAEFERNE > B LER T BERWEIRE - KaIlBITUTHLEEHH
HEERR :

=1113
SH
<

tridentctl logs -n trident

T_lu\éxiﬁjt'ﬂszgi * EPE@FEE%?& ’ u_.\E_I-J'/(E Aiﬂ.'ﬁr update Fl °

SRR B R R
BE—ERILUER tridentct] BEBMAREN JSON EEIREIEMRIMEE - BEBMT jo AR -
CRBLLEZER o

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

EMEAMRNER TridentBackendConfig IR
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iE1E Trident BRI A

T BRTE Trident FEERBIFMNAEA T ©

SERE e

B&ZE "TridentBackendConfig' Byt » EEEMEAMEBIFIRIREE ST - E5|8 7 LUTHE :

* A “tridentctl 2179 K F] LA "TridentBackendConfig R E IR ?
* {£A "TridentBackendConfig I H&im A UAER “tridentct! 2R EIEME ?

{#F tridentctl &ixEIE ‘TridentBackendConfig

ZRENERAAYNFI3EE Kubernetes ITEIEZI2E1] tridentctl W TridentBackendConfig ¥R EIRE In
D ER o

EEARUTER :
* BFEEMRIR ° /8A TridentBackendConfig * AATEMEA tridentct! 1LY o
* {FF8 “tridentct I AIFE IR > BRFEEEM TridentBackendConfig ¥ o

A

ERIERER » RinEl i EETE © Trident B S PFMZHIR & IR HIEITIRE - BEXESILRAMEEE

* HEEFR tridentctl REIRFEREEILER o
* B{EMA tridentctl B MNBIRBEEZHN TridentBackendConfig Yt o ERMERERIERER
kubectl MJE tridentctl ETEIRR o

EEFH kubect BEIRIRE %N » MEEEII—@ TridentBackendConfig 48 E ZIIRE % o U TR T HIE
JRIE :

1. #37 Kubernetes Secret ° It Secret &5 Trident (17 E &/ ARFSENFAEMTIEER o

2. 3] TridentBackendConfig ¥t - HHEZHERE / IRIFIFHESH - UkEL—FTHPEILE
B2 o E/NMEEHERBIRVAAREZRE (FIM1 spec.backendName © spec.storagePrefix
‘spec.storageDriverName %) © “spec.backendName' %ZE:REAIRE R IFHIATE o

p I allke Y

BB TridentBackendConfig #5E FIIR A %R » EERNSRIREE o T4FF » HPIRRZEHRISEBUT
JSON EEZEIIM :

tridentctl get backend ontap-nas-backend -n trident

femssmmssssessssosasaa= R
R freo=m==== e 1

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fressmmmmemes s aes==== frosssssasmmssa==s
fees=sssss=sssesessososassssssssssssa=s frEmm===== e T

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
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96b3bebab5d7 | online

cat ontap-nas-backend.json

"version": 1,

"storageDriverName":

"managementLIF": "10.
"dataLIF": "10.10.10.

"ontap-nas",
10.10.1",
2",

"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",

"encryption": "false"

b
"labels": {

"store": "nas store"

by

"region": "us east 1",

"storage": [
{
"labels": {

"app": "msoffice",

"cost": "100"
I

"zone": "us east la",

"defaults": {

"spaceReserve":

"encryption":

"volume",

"true",

"unixPermissions": "0755"

"labels": {

"app" . "mysqldb"’

"COSt": "25"

by

"zone": "us east 14",

"defaults": {

"spaceReserve":

"volume",
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"encryption": "false",

"unixPermissions": "0775"

# 8% 1 . #37 Kubernetes Secret

Bi—(Ea =& in&RERN Secret > Y1 TFHIFAT :

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

B 2 | #1] TridentBackendConfig CR

T—% @I TridentBackendConfig CR » FEEEIMHIEEIIRE ontap-nas-backend (MABFIFFR) o
AERmENTEXK :

* HHEMNEIHZTEETE spec.backendName FIEZ ©

* e E2 YRGB IEHER o

* ERERAM WRET) HARTERIBRIHEENIERE o

* REEHIEB Kubernetes Secret 121 » MIEAIXX FR IR o

EEBIERT > TridentBackendConfig' EER G HBIEHE :

cat backend-tbc-ontap-nas.yaml

apiVersion: trident.netapp.io/vl
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kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
dataLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_ east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

8% 3 : 858 TridentBackendConfig CR HYAREE

7f TridentBackendConfig JBiIZ 1% » HFEEWES Bound o Bi2EKRMEITERIFERENE KB
UuID °
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

RERIHERETTE2MFR tbc-ontap-nas-backend TridentBackendConfig ¥HHEITEIR o

{#F TridentBackendConfig BIFEIE tridentctl

‘tridentctl’ ATFAMRFILEEER TridentBackendConfig®
I &G o tbSh 0 BEEMALIEESER tridentctl’ REBEFLREN 0 HiAEMER
‘TridentBackendConfig' WifEfR “spec.deletionPolicy’ REA “retain’ ©

TER 0 R RIR

I8N > RE%MER TridentBackendConfig I T &R -

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

oo pom e
et it e e +
| NAME | STORAGE DRIVER | UUID
| STATE | VOLUMES |

omm pom e
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e oo pomm - +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

e Fom e

Rt it o o — +

REEAERAIUEL > TridentBackendConfig' B INEIE » MAPERNEIE (BRZREIRAY UUID) ©

WEE 1 ¥ deletionPolicy EFRES retain

SEIIZRE—T deletionPolicy HIME o EEERTES retain © & AJFE{FMIPR TridentBackendConfig

CR Ef » BIGERNGEFE > LAIEMA tridentctl EITERE o

kubectl get tbc backend-tbc-ontap-san -n trident -o wide
NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY

backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-

0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain
kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy

kubectl get tbc backend-tbc-ontap-san -n trident -o wide
NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY

backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-

0a5315ac5£82 Bound Success ontap-san retain

= PRIE deletionPolicy RAES “retain® REIFREBEITTF—F o

% 2 . filff% TridentBackendConfig CR

R —% ZMB& TridentBackendConfig CR o HE5% "deletionPolicy s8R €% “retain & > BIRJBNITMIBRIZIE -

kubectl delete tbc backend-tbc-ontap-san -n trident

tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

| NAME | STORAGE DRIVER | UUID
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| STATE | VOLUMES |

o o
et ettt t——————— o ———— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

e o

e e tomm - fomm - +

P& TridentBackendConfig ¥4 » Trident RERFHRBR > MA L EEMIRRBIRAE o

BIUMEIEHFER
#21I Trident {#7E:2H1E5!
BcE Kubernetes StorageClass #14 Z L f#F4ER > MAFET Trident YN{AIECE MR & o

Bt E Kubernetes StorageClass ¥4

It "Kubernetes StorageClass ¥5"# 7] Trident 2% i8R ERMNHERER > WIS Trident WAIMHEAIEE o 5]
u

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true
volumeBindingMode: Immediate

B2E"Kubernetes #l Trident )14 " LABE AR F LR 40aI 2 *PersistentVolumeClaim B &) » LUK $EH! Trident B
BEHREEN R HEEAEN o

Bif#EFER
¥1I StorageClass ¥14+1& > BNEJEZIL#FERR! o [EFEERIE0] R T —EaHERSERE LG

1. E2—1@ Kubernetes ¥ > EItbEEE A "kubectl £ Kubernetes I E
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kubectl create -f sample-input/storage-class-basic-csi.yaml

2. IR1TIBFEZTT Kubernetes 1 Trident & E| basic-csi #7485 > ™ Trident FEX BRI T Bim EMEHTE

o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

"items": [
{
"Config": {
"version": "1V,
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"
by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

(Ege2 Rl Eal

Trident {2t "5 ERIGHGEAFLENER"

HE ~ AR L EIZTUPEMIEY sample-input/storage-class-csi.yaml.templ FEE - Mg
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BACKEND TYPE Zi #7228 o

./tridentctl -n trident get backend

Fommmmmmoomoos Fommmmmmomoommmms R e
Fomomomoe Froccooomo= +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fom e Fom e o
Fommmmm== o= +

| nas-backend | ontap-nas | 98el9%b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

P P m=== e memes e s s s s e
Fomommmme Frommmmomos +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-

basic-csi.yaml

# Modify  BACKEND TYPE with the storage driver field above (e.g.,
ontap—-nas)
vi sample-input/storage-class-basic-csi.yaml

EIE Trident EfFRELER!
TR LR IR A RFARR « RETARFLRR © MpEFER R - LUIRBIEREEFLER

AR IR A RHFLER
* EERIRIREMN Kubernetes 17485 » sARIT TR -

kubectl get storageclass

* HEH Kubernetes (#FLERFAE » SHRIT RIS -
kubectl get storageclass <storage-class> -o json
* BERE Trident RIZ H#TFEER » FHITFIa< ¢
tridentctl get storageclass

© BB Trident WED HFHERFAZR « SFRIT TS -
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tridentctl get storageclass <storage-class> -o Jjson

RE TR fETFARA

Kubernetes 1.6 #i% 7 R E R EFRAIBINEE - MREREBREFALMIFEERES (PVC) PIsERFLER!
> AR e AR L AR A RECE ST A M BAR & ©

s BB EEFARNERPAR M storageclass. kubernetes.io/is-default-class &4 true REE
TERRFETELER o {RIFMRE - (TR EMENFRVELE S RFETES false ©

* WRAILMER T <R A R AR ERATRRHFER

kubectl patch storageclass <storage-class-name> -p '{'"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'
* [ERM > SR LUER T e S R IRTER R

kubectl patch storageclass <storage-class—-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident ZEBRANEGPHE I ULEERRIEH)

s FEF—RAEFE—(ETERHEFLER o Kubernetes $if LM RN &2 FFE S ETERETFLER
; BENTASURRIRARRMFER—K -

E il e shill|EfE v

BR—EFIUGEA tridentctl £ Trident iR+ #IHEY JSON BERIZREIZRIESS o ILEHIERT jq
BAREI CAkERERREZIEN

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:

.Config.name, backends: [.storage] |unique}]’

BT B R
EE Kubernetes IR EATFLER) » SBHITUTH L !

kubectl delete storageclass <storage-class>

<storage-class> EZEMRMEIHEEFLER o

BB HEFER BRI ERFAEHIR R ER AR AE > Trident IKEBEEIETH o

i=N=|
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Trident @A E I WL EREIFITER £sType © ¥70 iISCSI % « %1 StorageClass &
=4 SEHIEIT parameters. fsType © EEZMIBRIRER StorageClasses i A 15E Y
‘parameters.fsType EFEILE ©

ECEM EERIRE

ACE Trident Volume

#237—{@ PersistentVolumeClaim (PVC) - fEFBEEHR Kubernetes StorageClass %Rza
SKTZEX PV o 8% » {&al L PV B EI Pod | o

L

https://kubernetes.io/docs/concepts/storage/persistent-
volumes [" PersistentVolumeClaim "] (pvc) BHEE L pPersistentVolume

MITZEREER o

PVC AIUELE AsAERFEA/NIHE MR EEUER ° FEiBRANNY StorageClass » #EEEE NMERT LT
PersistentVolume A/NIZEUET » BRI LUEHIMAE R RIS S REE L L8H o
J21I PVC Z1& > &R LATE Pod HEMEHAIRE o
1L PVC
1. #3I PVC o

kubectl create -f pvc.yaml

o

2. 1%E& PVC kA o

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1G1 RWO 5m

1. 7£ pod H#& volume ©

kubectl create -f pv-pod.yaml
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5 RATLUER kubectl get pod --watch ESiF#E o

2. HEERHARE B ERMEE] /my/mount /path ©

kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. IREEATLUMIFR Pod T ° Pod R RERT » BERRE -

kubectl delete pod pv-pod

BHOENBE

V¥ PersistentVolumeClaim t&74s58
BLHEFIRTT PVC NEAEEZEIE o

H7A RWO ZEUERR PVC
IHEEEHIEETR T —EEE %% basic-csi BY StorageClass FAFEAIE R RWO FEUERRIEZS PVC °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: basic-csi

PVC £ NVMe/TCP

IEEEHIRT T —{EE% % "protection-gold B StorageClass FEE#AY «+ BEH RWO 7ZEVERAY NVMe/TCP &7
PVC °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:
- ReadWriteOnce

resources:
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requests:
storage: 300Mi
storageClassName: protection-gold

V¥ Pod ;BE &
BLLEEHFIRTT A PVC EiZE) pod FYEZAS4HRE o

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: storage

E 7K NVMe/TCP 47

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc
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FA2B"Kubernetes # Trident ¥4 " LA B R TFEE R AN {1 EL “PersistentVolumeClaim B &) > WA K3%EH| Trident &
BEHEEN 2B o

BEERE

¢ Trident 26.06 FA%S @ RFEESVUETFEEIFEETINERT » 15 iSCS| Mif&E
FENtIZEIZE[E ONTAP £ AR AR ONTAP SEFAES o ErIlFER
“TridentVolumeMove i TE R “tridentct A RUEER A REKREH) > Trident B3
8 ONTAP FEH » FE(R /0 A~ kR o
=R
MR B BB ThAETE AL iISCS| HAREE MY “ontap-san EEFIFZ T, o F23E NVMe F1 NAS % °
EREIUIEE 2R » ARATE TIEXK :
* BIR{ERA "ontap-san’ EEENFZTIVFEHC ONTAP REST API ©
* ONTAP E&EZE/VEMIERIE, o
c AU THEP—HESE -
° MNRFEAEAB:] ONTAP At > BIFEE ONTAP 9.19.1 HESHRE ©
° BHH ONTAP FRAFHREEIES/RGE °
ZEAN
Trident &7E[E— ONTAP EE NI MENL B 2 BT EHEE (LUN) o 1EERASEIZ AT > Trident E1EBEUE
FTIZHTAY iISCSI BRE » BAIRARENITF » UHMREHZ RISE B IR (RIFFE - ONTAP ST ENE » Trident
ZIBRERFR SRR ©

Trident 38 TridentVolumeMove BEIRFA A RIN—BEFRREREEENZE) - UELAILUBHBENERE -

BENHEERE

H R ERE M E

1. BRI ERFH PV BT - PV LB EREEIRINLHE o

2. ¢ ONTAP & » s TXHFRE BRI (RIR) HiB4H Aggregate @ ZABIEIZE R (B1F) EiZ4AN
Aggregate °

BHIGTEED
MBS EEBRILL o MBS EEF & ZIIERERY "TridentVolumeMove BiR » BiIRETBENA PV 478 o

{EF3 tridentctl

tridentctl create volume-move \
—-—-volume pvc-8a814d62-bd58-4253-b0d1-82£2885db671 \
--source-node ontap-node-01 \
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--source-pool aggrl node0l \
--target-node ontap-node-02 \
--target-pool aggrl node02 \
-n trident

‘tvm' 2 “volume-move BYFI$ o i “--delete-after-success 10m BRI EEN AL IH1E EEMIFRE R ©

{£F TridentVolumeMove &7

apivVersion: trident.netapp.io/vl
kind: TridentVolumeMove
metadata:
name: pvc-8a814d62-bd58-4253-b0d1-82£2885db671 # the PV to move
namespace: trident
spec:
sourceNode: ontap-node-01
sourcePool: aggrl node0l
targetNode: ontap-node-02
targetPool: aggrl node02
# deleteAfterSuccess: 10m # optional

FERZER !

kubectl apply -f tridentvolumemove.yaml

AR (L

sourceNode / targetNode
ONTAP EiZ5%HE (=2 UUID) -

sourcePool / targetPool

ONTAP aggregate %78 ©

deleteAfterSuccess

FIEERHERR > AI80 30s 8¢ " 10m ° BRE#S 0 AIAZEIMIFRER > HERAIFIREEIR

BB

fEF “tvm' f§F83 “tridentvolumemove iBHERE :

kubectl get tridentvolumemove -n trident

AEEEBMRENSENNER » FHER



kubectl describe tridentvolumemove <pv-name> -n trident

£ "Moving AKEEHAR » HEREE A ARIFFFEEZEMIHF » (K% ONTAP AR E— LR SE e A B IR @ BY38
% o AT HRERELB > Trident B7E Trident #5234 Trident 1252 RIETTIHE - SERBKFEHITIUTIER
» Ex#& L "Succeeded 5 "Failed 45k ©

lTIT

AARE

Pending

ControllerStaging

NodeStaging

Moving

ControllerUnstaging

NodeUnstaging

Succeeded

Failed

LIt *.status.attachments JEE 2 RS

(PR ES
Pending
Bridged
Migrated
Cleaned

Detached

Failed

BEBEEIR

EET

Trident SIS ARBEIAER » WAERMAT LS 2 MIRER BN
i -

Trident EEFHEIZME - CERBZHENEENEHES LUN > IE
¥ Kubernetes » LUE# 2R B EL S #T EREN A5 5’]%%? BIRE PHERE o

T‘a1lﬁl$:f$k75%§2£$@ﬁ’]$$&t » Trident ﬁH%EFEﬁEEE’J¥ﬁ{u%T¥E§1«<¥ﬁ
FIRAREFEE > WUE pod B 1/0 BIIATEMARRRIE L4 4EE1T -

ONTAP #HiiisE ERHE R ) E] B 1Z Aggregate © & BiERI RRRAVE
E% » ZB{EBFZH ONTAP EIL5ER » Trident BERzAE E5CR o TTUHEARAE
TREFHBVESR o

BEREEE T © Trident B3 Kubernetes > f{EFREEARAE BRI TR ER 1K
» ABTE LUN BUBMR SR RERBE AV EEN @ ©

ESaEHLE > Trdent ERFRERAZKIFRE o T ERREBERRE
» ZRCKE B REETR 4 /0 BRFS -

HIREEE2RHEBZMUEL _L4F © Trident 1R
TridentVolumeMove B » B UWRERET
‘deleteAfterSuccess ® Bl EEZEMIER o

A EMAE B SRR E BB TSR R LL SRR RIED © Trident BRRHABRE KRG
LUBHEERESE » LR BERNRIENE o FEEHSNS - EER
KRR > MFZER > ABREH—R -

SEMINERRGTEH state AL PRVERE :

&
ERSE AR A TR ; TIFRARRLE o

FERAREZ ML BRRIE o
MERTCEBHREIRMART -
HEENRE RS PRIB R Y ARIRERTE ©

ERLTERENAIZRE OB - WHFEE—TERZS > M Trident IETEST
LERRROERBFET I -

HEERREHIRAR IREEER - SEEAME o

WMNREBE T deleteAfterSuccess ’ Trident EEENRIRER o T > EAILUFEIMIFF o EEKREE—HKE
EITHE—RBH A AERZEIEE RNFEERER TridentVolumeMove AREERIER » HEsmE "Succeeded’

IR “Failed #KEE o
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st Trident A& EENMIBRKFEIFEEN © Trident #& “Failed BIR{REB A0 - BERARHAR > &
i FEAZAFIMEFZEIR ©

¥E7E Trident Volume

Trident 2 Kubernetes &I T IEE M B BIETMEEMNINGE - SHERMIESR
iSCSI * NFS » SMB ~ NVMe/TCP #1 FC HiIEEFRrERZAREE T ©

#&7T iSCSI Volume
EA]LUER CSI Ec B2 NIETE iSCS| IHEMHEE (PV) o

sy iISCSI| FiIR&E#EFTR ontap-san ¥ ontap-san-economy > solidfire-san ERENFENZ4E »
: it HEZE Kubernetes 1.16 B SRS ©

HEF 1 3R StorageClass U IEHEEIETT

#REE StorageClass % ° 1 allowVolumeExpansion M4 true ©

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

HINBEIER StorageClass » HHEHETREUER allowvVolumeExpansion 88 o

HEF 2 . {EATEIR StorageClass #2137 PVC
4REE PVC BRI EHT spec. resources.requests. storage URMEMWFAER » 2RI BRRRIER
o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: san—-pvc
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spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident ERIUFEHIRE (PV) > URHHARFEHIFEES (PVC) BILRIH:

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

TR 3 | E&RER PVC B pod
i PV MIINZE Pod LGREHE K/ » 58E iSCSI PV KN\ A MR

* MR PV #E#ZF pod » Trident ZIREHEFRIF LR Volume ~ EFRHEEBE N AEERZRFER/)

« EFREREEN PV BIAR/NE > Trident EEREFERIFIETZMIEE o PVC #%EE] Pod & > Trident &
FHREBNRBERZAFZIIA - IEFRIBIERINTEME » Kubernetes EF#T PVC YA/ o

FEUEFEAF ~ FEILfEM san-pvc BY Pod ©

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
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volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

SSEE 4 © 2R PV
EERTENHN PV BANME 1Gi BT A 2Gi > :54558 PVC &L

spec.resources.requests.storage B4y 2Gi°

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be

ignored,

# and an empty file will abort the edit. If an error occurs while saving

this file will be

# reopened with the relevant failures.
#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io

creationTimestamp: "2019-10-10T17:32:292Z"

finalizers:

- kubernetes.io/pvc-protection

name: san-pvc

namespace: default

resourceVersion: "16609"

selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#
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HER 5 [ BsRiRT

B LAEZE PVC ~ PV # Trident Volume BY A/ » WUEEBIER ERIEREE :

kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£f2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

o e e mesesese s s s s s e s o= e
Fommmmmomo= o memeressrrrrrrrrssercreeee e me s Fommemmoe e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommemmmrmsmerrrrrrrrrre s re e ee e em o oo Fommmemememeoes
Fommmmmmm== ettt fommmmm== o= +
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
Fommmmememsesseseses s s s s e o= o=
Fommmomomme Fommomemeressrsreemenessosoeseeoomomoms Fomommmme e e +

&7t FC Volume

RaTLUER CSI 2 EFZIET FC Persistent Volume (PV) o

5 FC Volume ¥E72% ontap-san BEFIETNZIE » B E Kubernetes 1.16 lRESHRA ©

#HEE 1 :R7E StorageClass LIS B IEEIZTE

#4REE StorageClass % ° 1 allowVolumeExpansion Hfiz&4 true ©

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-san
provisioner: csi.trident.netapp.io

parameters:
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backendType: "ontap-san"
allowVolumeExpansion: True

N BE1F7EM StorageClass » HEEITREELUE R allowvolumeExpansion 28 o

SEF 2 . AR StorageClass #2137 PVC

458 PVC BRI EFT spec. resources.requests. storage URMEMWFAER » 2RI BRNRRIER
< o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: ontap-san

Trident FRIUFHEMIRE (PV) > URHARFEHRERES (PVC) BILRAH -

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82f2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

FER 3 . E&EEE PVC #Y pod
% PV MINNZE Pod LGREE A/ o 3AE FC PV K/NRFEMEEN
* YN PV E#ZE pod » Trident EERHFER IR LB Volume ~ EFRHEEBE N ABERALK AN o
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« EFREREEN PV BIA/NE > Trident EERERIFIETZMIEE o PVC #7EE] Pod & > Trident &
RHREE T RBERZRAGIIA o BRIEIEMINTTAE » Kubernetes BEH PVC BIK/) o

7RI ~ FEILFER san-pve B9 Pod ©

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$ER 4 : BB PV
EERTEMNH PV BIA/MME 1Gi BEA 2Gi » :54REE PVC BRI

spec.resources.requests.storage FHA 2Gi o

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a

ignored,

# and an empty file will abort the edit. If an error occurs while saving

this file will be

# reopened with the relevant failures.
#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:

annotations:

" "

pv.kubernetes.io/bind-completed: "yes

'#'

will be
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pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selfLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

HER 5 | BRI

] LUEZE PVC ~ PV # Trident Volume BYA/N » WUEEBIE R ERIEREE :

kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fossssssssssssesessssosssosossssssss=ssss=s fremmmeme=s fremmmemessmeme=s

fem=======a fememsesessss s s e se s e eess s sa s f=m===== fememema== +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e femmmemame fememee s

fre=smm=a==s fremmoessesseee s e e s e e e e X
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

i R L L e e

fe=s======a fEmsmesessesosssssssssss s sessososs==== fe======s fremmmeme=s F
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&7t NFS Volume

Trident X¥E1E ontap-nas * ontap-nas-economy * ontap-nas-flexgroup # “azure-netapp-files’ & i _EAC

BRI NFS PV WS EIETE o

HEF 1 3R StorageClass U IEHEEIETT

EHEE NFS PV IR/ » BEEESBARBREERFHENUASHIRERE - HEER

allowVolumeExpansion ##Is&4 “true:

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

WRICELRIL T —ERBILEERNEELER » S UG EMER kubect]l edit storageclass #REEIRA

RFER U STHERERT -

HEF 2 . AR StorageClass #2137 PVC

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Trident FEzZ 21t PVC 337 20 MiB NFS PV -

kubectl get pvc
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NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£-5254004d£fdb7 20M1i RWO

Delete Bound default/ontapnas20mb ontapnas

2mé2s

FER 3. BRI PV

EEBHIERN 20 MiB PV :BE A 1 GiB » sa4REE PVC W% spec.resources.requests.storage a4y 1
GiB:

kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab
spec:
accessModes:
- ReadWriteOnce
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resources:
requests:

storage: 1Gi

$E% 4 BREBIER
B[ LIS PVC ~ PV 1 Trident Volume BIA/VREE B AR A/ NS HIERE -

kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£3d561-b199-11e9-8d9£-5254004d£fdb7 1G1i
RWO ontapnas 4dm44s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-b199-11e9-8d9£f-5254004d£fdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£f3d561-0199-11e9-8d9f-5254004dfdb7 -n trident

o e e mesesese s s s s s e s ettt o=
Fommmmmomo= B e Fommemmoe e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommemmmrmsmerrrrrrrrrre s re e ee e em o e e Fommmemememeoes
Fommmmmmm== ettt fommmmm== o= +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cba6f6ad-b052-423b-80d4-8fb491ald4a22 | online | true |
Fommmmememsesseseses s s s s e o= o=
Fommmomomme Fommomemeressmereemenessosoeseeoomomoms Fomommmme Frommmmomos +
7 fi# RWX NVMe F &R

£ NVMe tHER ReadWriteMany (RWX) WiEEEAVIETE I IRGIASEMIEE 64 (B
2o ITABEIEELEIRS ~ B TS &I NVMe FRARZEME « WMl T FRENERS

B o

T % 64 ENEAFRE!

MRITITE ReadWriteMany (RWX) HMEREEEL NVMe REREFER > BIIBE— RWX NVMe BEETE
Kubernetes E&H &% REEM 64 {EEIREHMEL o
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TETIBB 64 EENZ_EHEZHMEER RWX NVMe PersistentVolumeClaim B T{E& & o

IEFREIEFER I ER NVMe BEIZER RWX Volume ©

T2 NVMe T R4FHEE

SEAMEEFRSAIER (Trident 26.02 2 ATHIRRZS)

7£ Trident 26.02 ZAIBYRRZASH » RWX NVMe HAHRE £ A BB IR & F R FREETECE - &8 RWX NVMe
IR@EBEIFEE] ONTAP LEER NVMe TR ©

IEARBYEESARE B > (B[R M IREIER o AR Kubernetes R » FRAIEFIBRRHERIFER > HAEE
RWX HtREH S LA—EERFRE -

BFAHEE (1F Trident 26.02 5| A)

1€ Trident 26.02 F4a » RWX NVMe HAHRE fEFAHZRIER FRFRE - Z{E RWX NVMe HEHRE AR —1E
NVMe FZ&H4E ©

BEBRFAARDSZIE 1024 BTl (MEE) o IWEREERST RWX TEEHAERE » WK
T#EZF ONTAP FR4FEHIAIRTBENME o

18 RWX NVMe Mt E R 218 64 EEIES o
B SR ERAEAR
YN BB AHRAE IR T FHHIAN RWX NVMe Volume @ AJAEE @ EI5BAUL FaYE:R ¢

Maximum number of controllers reached. No more controllers can be created.

LEEEER R EZEE] ONTAP NVMe FR4ARIEHISZRH! o

FR T R PR I FE R

AERWSEMIRE FRFEHIRE] > WH BBRFRFRE > FARE Trident 26.02 S EFTHRZS ©
FH& Trident IEREBFRAIEE

EERBFRHEFERERN RWX NVMe HIRE :

1. #& Trident F+4kE 26.02 HEFHRAS ©

2. BFREER RWX NVMe BAHEER) Pod A8iH2A SEEZ o
3. FEsRRA TIFAMIETERER RWX NVMe HIFEE o

4. & Pod EFIEE ©

I EHRENIER AT RERE B R F RAREMII RWX NVMe HAERE o
* EPRFNZBEA I ER NVMe 813 ER RWX Volume °
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* &8 RWX NVMe HER&ER) 64 BIRLPREIERA o
* At ZEE XM EMERFERZHE ©

P s iRTTIE

Trident FEi@ie = ZEHERENTE N 2 MBI T R IG R IZEHIZSAIRATHETT 4 o BUREERIZSR]
EFT R > Trident $THI23 W ITRIBAFESE » MIEFIERE » tMiesEEXELT
B2 Kubernetes IRIEHMERIES o

EBERT > HFEEMLE Trident BEENFZTUIEIE TV My IR IERI RS PIRTTIE - MPLERRENFZTUIE Trident 26.06 FH LA
MTAEMRBIF IR H - SABNEMERERNEERRL EERER < 1EH SRR TRR A FRAMREE

RIS E &
RIS RS

PEfIES PIRR I 2 1E Trident $EFISSAESNMITRIZZERFIRF > MABREMASRTIELERE—HREZR - &
LARMEEIEHIRE AR ~ MIBRANARE A/ ; REBRVBRIIAMIER ; HERERIEHRMBUNER , URBIHEE -

BRI IR R » AR EMZIRNITHIRIERBEREETT - ErILURR AN E » WAR R %
PersistentVolumeClaim # VolumeSnapshot & 2K ZIBIE TR IR /ERFRS -

AaR1TA (BIRER)

FARIER T 2 Trident ZEHIZZ—REE—E(EE - SERIL ~ MR « ABKR/NHIRIBFERTTHE > Trident 4 EF
YRRRIE T—EREK - BRITIRIVEF A RETER SRR - \BBEEAHERRTE -

HRAZEIEEHNS > RIEXERS - EERTIRIE THIREEERER - 7 BUABERISS BRI -

EHERRIT IR
Trident XIEARMAE FRVEHIZR RN - LBERTRN#EFRSER

IERXE1T
T ERENTETXTE Trident 26.06 [ERX AR ZIRIEHISFBET M -

®* ontap-san

®* ontap-nas

® ontap-nas-economy

®* ontap-san-economy

* google-cloud-netapp-volumes
* azure-netapp-files

®* solidfire-san

sy The google-cloud-netapp-volumes M “google-cloud-netapp-volumes-san ' §&&f
" X ARE o Trident EX#E “google-cloud-netapp-volumes °© FAZITEE IR & oy &5
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{#H google-cloud-netapp-volumes-san ©
KITTRE
LU EEENFZIUTE Trident 26.06 RS ATFAE THAE R TR IE R BS Al R e 1%
* asa-r2 (SAN # NVMe)
ZERNTEZFE AT IRS -
* ISR B THAEE AR FHEFAIR o
* TR AREEERRA A ©
* NetApp FERTEERIEPEAR o
enableConcurrency FEEA T

E 181§ “enableConcurrency R E 43 “true’l > Trident E7EiEHIBR EENFIARIKERLITEIE - WREGEF
ERRFB R o EAHEERN R IRSERSRENIZ VR ETHEE -

FECRENRIFE N AEFAEXRIFEMEENRFETHEERER - MREARIHFERT A ZIEAEEITER
> Trident #F#EAENE » B Trident AL ER A ZIBRHSIZNBIELE ©

EEWERE > BN ERRETAERATIENERIEIN R - SUFAERISAERT -
ERRZAl

RYFRIEGIZR RIHRTEIE 2 Al » SAHESTFTA ERE RV In#R £ A E LIRS M TR EE hR A B P RV BE 3N 12

B2 X MBEMERERT FXENEHEL - MEZIER Trident SEERS o

AERTRRAEESRBERSIRER -

NRITAVIRIR 3

EEARENRESE 0 BIENSFERFERE - BAERIZSRARMTE -
EREARZZIEREREER RIFTERFIIRER - B7IBBERSRAIRT M
RIERFEEERERE REFFARFIIRET o

ERRREHI S RTE

Ilt “enableConcurrency’ 4B A5 32EIE A {2 HI#EH 23RV AT R T 14 o A JBTE Trident ZEEHARI S B3R A S EFFEARE
EUF ItE33ETE o

Trident 12{FIZNE=E

EE(HH Trident operator EUBIEFIZHET M > 557F TridentOrchestrator BE]J&ER (CR) AH#

)
enableConcurrency BREA true ©
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MR

I I4REE TridentOrchestrator CR Mif# enableConcurrency  :REA “true :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

namespace: trident

enableConcurrency: true

EACR:

kubectl apply -f tridentorchestrator cr.yaml

RAERE
HIRB TridentOrchestrator CRETEM » URUAIEHISAIIETR M ¢

kubectl patch torc trident --type=merge -p
'{"spec":{"enableConcurrency":true}}'

HESR Trident @S ER T UEKRE -

kubectl get torc trident -o

jsonpath='{.status.currentInstallationParams.enableConcurrency}"’

Helm &

EE(HH Helm EYFEZERIZSAIIETT M » 5518 enableConcurrency B4 true ©

Wk
helm install trident netapp-trident/trident-operator --namespace trident
-—create—-namespace --set enableConcurrency=true

WRARE
helm upgrade trident netapp-trident/trident-operator —--namespace trident

—--set enableConcurrency=true
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HE > EBEEFIM values. yaml EEF > & enableConcurrency REA true :

# values.yaml

enableConcurrency: true

AREBEERETRENAR

\0

helm install trident netapp-trident/trident-operator --namespace trident

—-create-namespace -f values.yaml

Tridentctl 2E

HERAERISSPERIEE tridentctl » AT ZEEHARIEIE "--enable-concurrency 1&58 ©
WK

tridentctl install -n trident --enable-concurrency
RAERE

EEREIRE tridentctl FPEHENRIEHIZIAIETT 4 » SBMRIRZEE Trident WifEA TYIEFEHZE ¢

tridentctl uninstall -n trident

tridentctl install -n trident --enable-concurrency

SRR PR L E R
EYFRIERIZR A RTEIE R - SRBRSE Trident 1EHISS R B LAM HRTVENF o IREEHES Pod HEE

kubectl logs -n trident deploy/trident-controller | grep -i concurrency

BHERES—EBFEER > ERILITHEEERA °

W1TITH
R PRGBS AIHE TR 1R » Trident GBI ERA TAI1T4 !
* Trident 1§ B — 2B RABMRIEEREREE o
* Trident HEHERFREVEREITFIIE » LUEREN—BIE -
* ERERENENAIR R EMEZERIEIURFRIRETT o
* Trident A&&{EEIE LIF BIIE1T ONTAP API 553K [EHI% 20 @ » UBFLEBIGRF#TFRAIBER
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* MRS ERIHEHAR—EESIE LIF > AEMEAE 20 REBEKRNRE]

AREIRMRE
M4 25E AR Trident 26.06 FRRVIEHIZS ATIET T -

* RIS AR M ESHR I EE TR EMRMAE R ERNREESEN - MBFHAEN > F2H BAZA -
* Trident $EHIZZEABERLITIESR © ILARAFIRMERE AIRENILITIRE]

* BESHEEURNFIERANFFREER « BIKOIRZEEN Kubernetes API fEIARZZIAE ©

* BUETEEMBRIRFEEFRENEH -

* ARIERENIEIRVIEGIZR FIIRRIE T AL AR o

* BitTEEREESENESRH FAEREARE » BAERAZERTAAESAREIE

* BRMEATIT o R EHR(FRIREE NG o 1515 BRI SEE AR ERAIR R o

Bz
RYFRiERIZR P RIEME 2 Al » SASERUA R R ¢
1. HEEEERENRIFHERERREKMARBREEPERSHER -
2. TREERAREERBZA > REFEERERETUR -
3. EREEE  FHDIEHISRAIREMEERA -
TEfEREHIRTREMER - FREUT—ARES :
* ANFESUERENEERE - AERBATALRESEN -
* EEIFEERR PO ERESZT
© RIRIEEIRR > B RIRM R I3 BIRMEE o
* FEEEHCNEPRERFIRRS

BEER &R

HEREEIEFTINAE IR Trident Bo BN RHEM IS &SN TEEFRAEEITENEERE
BIRRE o LLINRERIFRREERE - WHEBNH RS EEEMENRIERELFE - BE)
FEIR @B 7T 2 1F R Autogrow Policies BEHY o Autogrow Policy FE % -

* BEEERNEARERE

* R EERNE

* HAIRE AIERIR R AR

at

3

BBERNERRRER » HIREX/N\EBENIEN - HIREX/\KEFAEBEERELD -
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EREADHRERT A  BREERUTER :

* Trident 26.02 S EHARZS

* ERAENFEUEFIRERR » AL TridentAutogrowPolicy BEIEIR
* StorageClasses BiCE allowVolumeExpansion: true

* ZHERY ONTAP E:IHAE -

° HERRIEZERAE (NFS)

° HERAERR VLB RSN E (SCSI)

° JHEEMEIRESENTE (NVMe)

° FtHEEHE (FCP)

PR

* ONTAP 9.16.1 ZAiT#J ONTAP Non-Volatile Memory Express [RIA& iRIEIEE R 1B B BIBTT o

* BRRFEEEEREEE > 1R growthAmount “/NREFER 50 mebibytes ® Trident BTEREAR/N
ZBIBEREZEEME] 51 mebibytes ’ BilfeRELMNA/NRERE "maxsize o

* EIRHIRIER » ARHIEEEMEBRI1TA » BENERINSE R AHFLEIREMEEERL
* BHEEZES "'maxSize' B 0 MAZHEBEIER o
* TR BEHHEEETAENRE

° HARRIEZE R M (NFS)
o HAMRAERE/ \BRVERS RS E (ISCSI)
o JEIEM IS ENE (NVMe)
o JIBEWE (FCP)
A EEERRRA EHGE

Autogrow Policy AIATE M1EIEAREITRE -
* REFERER REFMAHIRENTERE (ERE)
* PVC &4 - BERHEERTERE (ERAER)
#2317 Autogrow REZ
BENE RERR DR EED ERNS 2R EREHRREMIFE -
ARAIGERRE

* B%4E Trident 26.02 S{E ik
* ERNAGNEBUERIERR » BRI TridentAutogrowPolicy BiR
* TRIFaHMEEX
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Autogrow Policy % 7 B BEIEEN A EHERERNMNBEHIET °

GOl U TERIZPRVE AP ER R L Autogrow TREK :

* 7££## StorageClasses FHEHEE 2 A
* StorageClasses 11 2%
- EREMIEEZ &

EREEMECENTEAENEIRAERNBER TSI ABSER

BEERRBERE

Autogrow Policies = Kubernetes EH:TER » E&RWT :

ki BILE
e ;S Bl Al

usedThres HEETHNAETHLE
hold

growthAm ZI|FERERNIERE
ount

maxSize R AHIEE A/ NRH]

#2317 Autogrow KB

1. 37 F % Autogrow Policy BY YAML 122 :

B
FH

BT
=2

B
Vi)

Kubernete
s#=

apiVersion: trident.netapp.io/vl

kind: TridentAutogrowPolicy

metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"
maxSize: "500Gi"

2. RRAERELHESE !

kubectl apply -f autogrow-policy.yaml

3. FESDRBRERIL

¢
pi

s

EHY

iy

iy

et
production-db-policy
ll80%ll

||1 O%II EE HSGi"

"500Gi"
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kubectl get tridentautogrowpolicy standard-autogrow

FEHREAH
NAME USED THRESHOLD GROWTH AMOUNT STATE
standard-autogrow 80% 10% Success
BUERARRE

EIRAIE - Trident FERERAS L ISR T E AP —EARES :

AARE Bl RERETE
5% SREREEREE > PTG A © i o

K R ZIBREEHER o MBS IERRAE ©
LGS MIFR(EREEEITH © FERFTTR ©

1B EER 4 StorageClass 2217 Rk

GO LAEA trident.netapp.io/autogrowPolicy skf#i Autogrow Policy £ StorageClass BEE#FEZR o P
Btz StorageClass EC & HIRLHR & BG4 7K GZERBE o

o StorageClass W 7BEH allowVolumeExpansion: true ©

TR
1. EIISERNESA Autogrow Policy sE#ZRY StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

2. FER StorageClass :

kubectl apply -f storageclass.yaml

188



kubectl get storageclass ontap-gold -o

jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

TRHRE

produ

BEREBSIRR

ction-db-policy

& StorageClass fl PVC L& E T BB R RIS EEARRF > Trident EFAA TESCFRRY

1. *PVC BB o *UNR PVC 5%/ trident.netapp.io/autogrowPolicy * BIIR4REAZE °

2. StorageClass =H#(ZHEA PVC RARIIENR ©

3. MEMEEZAFME - BIAREEHH Autogrow Policy °©

StorageClass 1fi# PVC 1%

trident.netapp.io/a KT
utogrowPolicy:
standard-agp

trident.netapp.io/a trident.netapp.

utogrowPolicy: utogrowPolicy:

standard-agp logs-policy
trident.netapp.io/a trident.netapp.
utogrowPolicy: utogrowPolicy:
standard-agp "none"

FRETE trident.netapp.
utogrowPolicy:
policy

#ERESEA

io/a

io/a

io/a
dev-

BRI

A& standard-agp °

M logs-policy (PVC B% StorageClass) ©

mEIMERREE (PVC EHEIER) °

A% dev-policy°

EEFMRECR

MUTEHRTT ARMERIEE THE R Autogrow Policy ALE °

FEEMENFR

apiVersi

kind: Tr

metadata
name:

spec:

STIREAY

on: trident.netapp.io/vl
identAutogrowPolicy

production-db-policy
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usedThreshold: "75%"
growthAmount: "20%"

maxSize: "S5Ti"

AR EEENE ST

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: log-storage-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"
maxSize: "100Gi"

@

FFRRRENR/NRRA

E1EEBE growthAmount ] “maxSize BF > Trident EHTERMI(10% ME ~ EEA/N)

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: logs-policy
spec:

usedThreshold: "85%"

BE A B3] maxSize F78:% growthAmount BI5RES

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: default-ga-policy

spec:
usedThreshold: "70%"
maxSize: "100Gi"

#ERFIAVFEIB R’ maxSize

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: aggressive-growth-policy
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spec:
usedThreshold: "80%"
growthAmount: "150%"

B NHEEDLERRRA

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: precise-policy
spec:
usedThreshold: "80.28%"
growthAmount: "10.65%"
maxSize: "100Gi"

e EBNEEDL - BEIEEBB=1NE > Trident ERFMENEEAST NEER =1 -

BEAEBHERINAEN NAS StorageClass

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas-—-autogrow

annotations:

trident.netapp.io/autogrowPolicy: "standard-autogrow"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"
allowVolumeExpansion: true

BB BHERINEEN SAN StorageClass

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"

191



allowVolumeExpansion: true

EIE Autogrow R

#2137 Autogrow Policies & » fErI AR ~ EAMIERER o SiE T LA B MPLE AR & {5
THEMNRR] -

R EEARERR
S PR A RR

£/ "kubect!'5|HEEHFHIFRA Autogrow JRHI :

kubectl get tridentautogrowpolicy

5#& > FH tridentctl :

tridentctl get autogrowpolicy

EARRRI AR E R
AERRRABTTEARAARE

kubectl describe tridentautogrowpolicy production-db-policy

EELLYAML IR SRR K HABRAAR &

tridentctl get autogrowpolicy production-db-policy -o yaml

E# Autogrow KBS
TR MERIRBIRA) » UEBEHERE - RREHA/NLIR - @G AVEFABFERZFEIAEIREER
5E SEETEMAEAZRRNEEREE - MR/ > BATEFEERREPRARES o

1. #4REERAY :

kubectl edit tridentautogrowpolicy production-db-policy

2. IRIBFEIEL spec I -
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spec:

usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

3. EFIRE - SEFIURNE ©
EMEEEE

* *MENER : FRA R LR HEIRERE PR KRG RAMSH -
ERENREHIRE EERERR T —RERIEE -

* Sl RETEIREERIRRERREE

C RREE | EMMEHEREE  SFEMER -

fHlF® Autogrow KE&
BHENERIFRRERRERIRE - U LR & R AR AR = IMBIBR o

1. MIBRERRY :

kubectl delete tridentautogrowpolicy production-db-policy

2. WNREFRENAERZIRD > AIMIBREZEMREA Deleting ARES o FFIREMLHIEEZIFE

tridentctl get autogrowpolicy production-db-policy -o yaml

3. B ERTZENMRERBIFZ/RE o FHEETHIHP—EREIEA
c EIAA ' RREFEREPER > HASRKERRES "none" !

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

—-—overwrite

° EIEA B TR ¢

kubectl annotate pvc <pvc-name> \

trident.netapp.io/autogrowPolicy-
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MFRITA

1BIR 774

RAWHREERILLRAY [REE IZEMMIBR o

HERRE (e AR LE IR A %Bﬁ?&)\ Deleting fRRE X452 GFALETERL » EEIFMEHIRE RS
IZ/ N °

FREHMIRE S BIEZFR PR RIS ERIERZ P ARASRR » ZECRRMIPR

B£4% Autogrow Policy {15

ERRAEEHIRE

tridentctl get autogrowpolicy production-db-policy -o Jjson | jg '.volumes'

SHHREERERERY

kubectl get pvc database-pvc -o
jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

BEERAIES

kubectl get events --field-selector
involvedObject.kind=TridentAutogrowPolicy

SZHRBBRE

Autogrow TR\ MEFEBERE
- NFS

iSCSI

- FCP
- NVMe

s HH SAN HERRE » YIREZEMN growthAmount “ 2 50 MiB ZXE/\ > Trident B EHZAE
3 AIMEEMHRREEME 51 B REEENA/NFRBE maxSizeo

XERRIR

Autogrow S73%& ONTAP &1 o Autogrow t1373% Google Cloud NetApp Volumes (GCNV) B9 NAS #1 SAN
R& o
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2 AN PR !

* *ONTAP NVMe [RIAEIBHLIEE  *(EFE ONTAP 9.16.1 ZBTARASEIIMNHMEEARAZIEEHHKE °

*IHAWKE (RtEE)  BMERATAMHIBBMRERE - BEMRINGEH AR ARIRAMREE
R o LEIRGIRHANHIRE S MIETETERIN - SEMDBIEETHK » HIRE Trident 1423 Bt

“"Migration completed™ sfL&. ©

w REE

Trident {ABFF(ERE(E ?

Trident IFEEZHIEEFEHE - EEFEHAAEH8iB "usedThreshold BF » Trident @& NEFEEEEA/NEK » I
KiEEE R “growthAmount B L HAIEE o

gD > RIS EREEE 80% FFHIET » BRRHIREIEM 10% » &Z A 500 GiB :

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"

maxSize: "500Gi"

MR EEEETEE - WELERRAE?

TR o FRILABERF 237 Autogrow Policy » ME3EEFTIE S ERT “trident.netapp.io/autogrowPolicy" s ##HG ELFE AR
IRBM PVC o REmEFTEHEIL PVC 3¢ StorageClass ©

RRAERERAN PVC !

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="production-db-policy" \

-—-overwrite

HERAEREIRAD StorageClass :

kubectl annotate storageclass ontap-gold \
trident.netapp.io/autogrowPolicy="production-db-policy" \

-—-overwrite

UNERFKTE StorageClass 1 PVC LE#BRE T BENRRE G HEMEE ?

PVC sHRIA4R B - TR PVC B A “trident.netapp.io/autogrowPolicy 3:# > Trident i fEHZ{E > TIAE
StorageClass FI5E 7 TEE - MNFTHAAEN > ASH "BEEELIERE" ©
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Ba0 > RE&RB LT StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold

annotations:

trident.netapp.io/autogrowPolicy: "standard-agp"

provisioner: csi.trident.netapp.io
allowVolumeExpansion: true

miEf@ PVC BE T StorageClass [RH :

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: database-pvc
annotations:
trident.netapp.io/autogrowPolicy: "logs-policy"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

storageClassName: ontap-gold

Trident €/ logs-policy for ‘database-pvc ’ A& standard-agp °

MR EHFENEEIER ?

1% PVC SFFERE S "none" ° LR T BB S MIEE T StorageClass E4REREH! :

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

RIS B ENE RIIBEEFA ¢

kubectl get pvc <pvc-name> -o Jjsonpath

='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"
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TaRAmILH

none

B EES| maxSize B R4EHES ?

Trident {FLEIETRHAIR & o BMEEREREIGNNER usedThreshold » EMAEBAZMEERIIERHREEKX
INBYEEK o

fFIgn > RIFULERES > Trident TR 2EE 100 GiB BRFLEME :

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: capped-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"

maxSize: "100Gi"

EEAFERILR > FFEM naxSize WIKHRA 0 :

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: unlimited-policy
spec:
usedThreshold: "85%"
growthAmount: "10%"

HAIERENRE IR E R B T EERANS ?
TR - EMRAE - FRAEALLRANHEREH ST PR RMEFERANSH - ERENRERE -
AEMERR

kubectl edit tridentautogrowpolicy production-db-policy

RIFFEZERAL

spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
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maxSize: "1Ti" # Changed from 500Gi

EEIRL - BReEEMAIRA

kubectl get tridentautogrowpolicy production-db-policy

FRRREIH
NAME USED THRESHOLD GROWTH AMOUNT STATE
production-db-policy 75% 20% Success

A ERBRRIEIRBURAS ?

‘Failed' MREERTRAEMEIEREIER o BT Molan< LUSRiERFAEH

kubectl describe tridentautogrowpolicy <policy-name>

= RBEREEIEEMM usedThreshold (WA 1-99%) - “growthAmount 838 "maxSize T EHI
Kubernetes {E183 o SAEEFRB I EHER

kubectl apply -f autogrow-policy.yaml

A EREERFRRR ?

RESEFARAEIRRAE o MMRMIREHIAERAZRES > MBMR(EREA "Deleting fARE » I FHEFEAFFAAHERERE
ZRIEPIZER o

Bl R EATHRE

tridentctl get autogrowpolicy production-db-policy -o yaml

ABWEME PVC HRBPRAE |

# Option A: Explicitly disable autogrow
kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

# Option B: Remove the annotation entirely
kubectl annotate pvc <pvc-name> \
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trident.netapp.io/autogrowPolicy-

IR AMAIR & > Trident EREMUK A S AL MIPRECE o

BENERINAEZ B LR ?
Autogrow s21E& ONTAP &1 o 113532 Google Cloud NetApp Volumes (GCNV) HJ NAS #1 SAN HEiE&E o

B8R RINEESZIE NFS + iSCSI ~ FCP #1 NVMe 7% ° NVMe [RIAEIRHEIREFEE ONTAP 9.16.1 S EHTHR
I o

HRRANBREPHMEIRE - FISEFRETMERERREE > AREERINES SEEN - EEHABENK
8 > FEIRE Trident $EHIZSHES -

kubectl logs -1 app=trident-controller -n trident | grep "Migration
completed"

AT StorageClass &fIET T2 NAS 1 SAN & iBEC BN B EINEE :
NAS &l

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas—-autogrow

annotations:

trident.netapp.io/autogrowPolicy: "standard-autogrow"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"

allowVolumeExpansion: true

SAN &l

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
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allowVolumeExpansion: true

SAN i ENR/ INERERSZ D ?

15 SAN R » BRE/IMERES 51 MB c fIREAECERY "growthAmount' 2 50 MiB S &L » Trident § H
B AR A/ MEERIGREIZINEI 51 MB o

B3N > HERBEEE T growthAmount 2 ~"40Mi" » 1B Trident & ¥iE A ZREIRYER SAN HHEEER 51
MB A -

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-minimal-policy
spec:
usedThreshold: "85%"
growthAmount: "40Mi"

maxSize: "100Gi"
A BEAE > 551 growthAmount RESAR 50 MiB HI{E :

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-policy
spec:
usedThreshold: "85%"
growthAmount: "100Mi"

maxSize: "500Gi"

& A Trident Volume

&R LAfER “tridentctl import 8(3&@EF Trident FE AGHREZIISAMHEEES (PVC)
» BIRE FEFEHIREE A% Kubernetes PV ©
b == =8 =]
IR AN R @ BB A Trident WX -
c BEARER AU EEERERAERE
s AR ERENFREERENER
* BRI Kubernetes 5
s EXHERIMERERREXEN
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EEEIR
EEAMMSE Z A > BRI EZEE%FIE o
* Trident FEEEA RW (GEE) #BTUAY ONTAP MIEE o DP (BEMFR:E) HEAMIHIEEE SnapMirror B1ZH
& o EHEEERE A Trident 281 » (EREZPETSSTRAZ o
* BFEZEALGEEADEGSHEREE - EEEALEEANBIEE > SENZMEE > RABHITEA o

v e AN ERHIRELHEE ) A% Kubernetes HIARIAISTAINVELR - RE ZiHER
= FR&MIINZEI Pod L o SRJAEEEKIERIE o

T

* B9 "StorageClass' W7B7E PVC 367 > 1B Trident B ARBRI RS EALLSE - (H175ER AR TE R LA
& IR BT E rT ARGt & TIEE - MNEEEE B ETE » R EEA R AEEREMHEN -
Itt > BN EFIE L PVC PISEMRFEERATHNRIGHEHEEN L > BATARZEK -

s IRBWRERA/NE PVC HREMRE o HFEEERNEAMEER » 11 PV IiFH ClaimRef £
PVC RABHEER o

o EIRRBIBRHITE PV HBEA retain © £ Kubernetes FIN%E4E PVC 1 PV 18 » EIUWRE| & FiA M
Storage Class BI[E|YX R BIFBRT o

° MRFHFLERBIEIURIES delete > BIE PV #MIERE > Trident EMIREFHERE o

* FERIERT » Trident EEIE PVC » MERIGEFd% FlexVol volume F LUN 5% gtree © &R LUHIE "--no-
manage TEIRZREEAFEFEBEMIRE » MUK (B "--no-rename TEIZE R (R B HATR & 578 ©

° —-no-manage* - Y1RMEMA "--no-manage 1Z5E > Trident TEYIHE B BERIAR G EH PVC 2 PV #117E[
HAEIE o MIBR PV B > REHIRE R SHRMIER - HMiRE (FINEirEERMEEERERN) g
W RRE o

° ——no-rename* - IRFEMA --no-rename 1258 *» Trident BEEBAMGERREIREHMIEERTE
WEIBHIRERE R ERR o IEEIBESIE ontap-nas * ontap-san (E3EASAr2 &4) -
ontap-san-economy ' # ‘ontap-nas-economy (qtree EEA) BBENFET ©

o — MNREAEEEMR Kubernetes TR SMELIEEH - BXAATE Kubernetes Z IMNEIRETFHE
BT REERIBE > BENEEEEI AR o

* PVC M PV SimE—EzER2 > HEAAME | —ZemZMIFEEEA » —2m PVC M PV Z2ERE
2 o RS TMIES o

BE A HLRE &
GO LAEA tridentcetl import SE@EIIRE Trident EEAGEARRY PVC REABLEE o
2 WERER PVC 531 > BIEE TEHIER tridentctl EEAMIRE o
{EF3 tridentctl

1. 37 PVC #ZE (U0 pve.yaml) » AREI PVC ° PVC t2ZEE S name ¥ namespace
accessModes M “storageClassName ° &t EJIATE PVC E&EHPIEE unixPermissions ©

T B BR&E5)
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: my claim

namespace: my namespace
spec:

accessModes:

- ReadWriteOnce

storageClassName: my storage class

at EEIVESH - A% (FII0 PV Li8HEERE X/ FISEEEHEARSRK

2. fff tridentctl import IESIEEE IMEER Trident Bin BB K HEFE LM — B ZMEERN
%% (/%0 : ONTAP FlexVol ~ Element Volume) ° -f 2EENER > BAIRIERE PVC HEZRMERK -

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>
£/ PVC 172
1. #17—1{E PVC YAML #&2 (%0 > pvc.yaml) » EFESFAEM Trident BEAZERE - PVC 1EZ22MER
=

° name Ml namespace EHFEEKIH

° accessModes * resources.requests.storage 0 storageClassName ERER

° R
* trident.netapp.io/importOriginalName : BiRBVHIEE TR
* trident.netapp.io/importBackendUUID : HRREFRTERIE IR UUID

* trident.netapp.io/notManaged (FJ#E) @ RES "true" RNIFTEHMIEE o TBRA

“"false" ©

WUTREASEHIREE RS

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>

annotations:
trident.netapp.io/importOriginalName: "<volume-name>"

trident.netapp.io/importBackendUUID: "<backend-uuid>"

spec:
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accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

2. % PVC YAML t12ZEAFEA Kubernetes F£ :

kubectl apply -f <pvc-file>.yaml

Trident E BEEABIRETFHELEEE PVC o

il
AEEUTHIREEARLR - U7 RENREEHESR -
ONTAP NAS 1 ONTAP NAS FlexGroup

Trident 2#5{# /A ontap-nas M ontap-nas-flexgroup SEBNFZNEITHIREEA

* #% 'ontap-nas-economy EEEIFZTNTE qtree EBAREIR[ETE 0 FItERBRLZIEE A FlexVol
N volume ° BHEHFIFZ ontap-nas-economy EREIFETLEEA qtree » sH2BE A gtrees (FfliFE
G BhR) - & Trident EBEA qtree B > h @i €125 gtree IR FlexVol BEAZfEFFETES ©

®* ontap-nas 0 ontap-nas—-flexgroup EHEXA AT EENHLIREE RS o

{#H ontap-nas BB EIUNSEMEEEZE oNTAP BHE FH Flexvol HHEE o A ‘ontap-nas®
ERENTZENEEA Flexvol MEEEMIREAER o oNTAP HEEFEEEMN Flexvol MEERIUUES
“ontap-nas PVC EEA ° [E#% * FlexGroup B4R E AT LAEA ontap-nas-flexgroup PVC EA o

fEFH tridentctl B ONTAP NAS &3
T EFIRRINAFER tridentctl EASEE IR EMIEFTEHIIEE

AEWREE
LUFEBIFEE A% 7% "managed_volume'#J Volume > #% Volume fiIid4%7 “ontap_nas FY#&if :

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

- tomm o
pom - e o fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fromm e
fomm - e tomm tom - +

203



| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard

file | c5a6f0ad-b052-423b-80d4-8fb491alda22 | online | true |

e o — o ———————

o ——— e t—————— e +
KeLEHIRE

£ --no-manage B#F « Trident FEEH O RAMHIEE o

T EHIEE unmanaged volume ontap nas BIREEA :

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

e femememm== femmmemsmeaaaaae
o e e e e e e fro— e 4
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesme s m e e oo s e a e e e e s e e o=
fre=s====m==s fEmsmesessesossssssssssssssessososs==== fe======s e WF
| pvc-df07d542-afbc-11e9-8d9£-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad4-b052-423b-80d4-8fb491ald4a22 | online | false |
R fremmmeme== femmmmmessmeme=s
fmmmmmmm==a R fmmmmm==e femememaae +

£ PVC 31f%ZH19 ONTAP NAS i
LUTEH B RIEEER PVC sHHEE AT EMIETEHEE o

SEEMIRE

WU EBIHE IR 81abcb27-ea63-49bb-b606-0a5315ac5£21 BEA—E%H% “ontap volumel HY
1GiB ‘ontap-nas MR » WA PVC sH#RTE ¥ RWO FEUET !

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315ac5f21"
spec:
accessModes:
- ReadWriteOnce
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resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

ReTEHIRE

LUF B¢ #E IR 34abcb27-ea63-49bb-b606-0a5315ac5£34 BEA%Z “ontap-volume2 'BY 1Gi

‘ontap-nas MR » MEA PVC 5HERE RWO ZEUEL -

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0a5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

EA qtrees

at Qtree FAE Trident 26.06 FRAVXATTREEINAE » KMTAEINRERNREEERIFEPER ©

¢ Trident 26.06 FA%E » EAILUEA ontap-nas-economy SEFNFIZTAFIRE B ONTAP gtree EEA Trident © 5514
FlexVol volume 1 gtree 28 (#&XA flexvol/qgtree) KRB E qtree BY&IR UUID 255! qtree o [l

MERSETE) PRI—REA TR FEERR gtree EA ©

£/ tridentctl & A qgtree

M flexvol/qgtree M qtree 15 E BMIEE B c U THAIFWRL ontap nas economy £HJ FlexVol

volume flexvoll EEA qgtree gtreel :

tridentctl import volume ontap nas_ economy flexvoll/gtreel -f <path-to-
pvc-file>

L EEA gtree MAEHE% * sAAMIE --no-rename 1258 - HEE A qtree MAGE Trident HEIEHEdRiBHA »

===
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#1% *--no-manage ' 1Zz& ©

£/ PVC sHfEEE A qgtree
BIIEI LA TEERN PVC

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "flexvoll/gtreel"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

EE{REBIRAE FlexVol volume 1 qtree 78 > s531E “trident.netapp.io/importNoRename: "true" s - BEFR

qtree UIEEEE A EA > s5HIY “trident.netapp.io/notManaged: "true™ 5 f# o

maNEETA

SEEEA (FER
Trident B1& gtree e A PVC 2iBHERTEISHE » i FlexVol volume EFfdi AR S “ontap-nas-
economy SR FRAIRETE o BIFRSRIFAE o

——no-rename
Trident E{REEIRA B FlexVol volume F gtree %78 o FLEHTBHNECIENE Trident BYEnAiRA > F A Trident
AR gtree AYMIBRIHMEIEE -

--no-manage
Trident 25| A qtree » EREIEHAHERR - BIBHMBENE Trident BIEBAIE > B Trident AMEATEIE
gtree FYEBIEELRR] o

FELHRRIITA

NRBIREHAESELERR] > BIEAMN gtree iFRAER qtree WELREIEE! » Hh&1{E gtree A B CHIE
HREA o Trident 7ZEEARFE A gtree $5Ik—EZTHIEHRR o 3546 » NRE T BHEHBIRA FlexVol ELH
[RB)7 “default LZEH > Trident 7 FlexVol HiiE& EHAEN B IHAELRE) o

T FlexVol volume Bt R R T SE & HERE— FlexVol volume FREFIE#EREM gtree © {1

g5 FlexVol volume F#4 qtree 2EFENEE > A EA gtree ©
wa  RERWMIE Kubernetes FE1ERF—{EES) SVM > W ABEAS—BEREEEER qtree ©
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RMEEEERF—EERE - FROVIRMFIETERNEHRIRIGER -

ONTAP SAN

Trident Z#Ef#H ontap-san (iSCSI~ NVMe/TCP #1 FC) Bz ontap-san-economy SBENTE TN EITHATR & B
)\ o

Trident BEIIAFEA B 28— LUN BY ONTAP SAN FlexVol Volume © 3581 “ontap-san EBBIFZ T —2X - LLERBIFES
ZAEE PVC #1—1E FlexVol Volume ~ {7 FlexVol Volume AEZIZ—{E LUN o Trident 2 A FlexVol
Volume Wi HEL PVC E&HEILRAR o Trident AJLARE A “ontap-san-economy €% %1E LUN B9 Volume ©

WTFEHRTRINFIEASEMIFTEMRE

SEEHIRE

HINFEEMIERE « Trident 4% FlexVol BiIEEEMTAS pve-<uuid> B ~ WiF Flexvol HIEER
B Lun EH#arf# " lun0 e

LUTFEEBFIEEA ontap-san-managed FlexVol volume @ s%HEFEEZTERY “ontap_san_default' & :

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

e R fremem==== fossmeeseemeea=
fm========= R Bttt f======= fememe===s 4
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssss=s=ssscscssssssesosossssssss==ssa=s femsm==== fosssessmmsa==a=

L e e e e e e S D e fro— e +
| pvc-d6eedf54-4e40-4454-92£fd-d00fc228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |

L L o
fre=s=m=m==s emsmemessesossssssss s s s ssesosss=a= fre=m=m==s fremmmeme== iF

KL EHIRE

LT EHIE7E unmanaged example volume ontap san BIREA :

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage

——_— = o — o ——_——
e o - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

+—— - R fom
e f—_ - R et +
| pvc—-1£fc999c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
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ARG LUN $FEEIEL Kubernetes E1%: IQN HFE4ERE] IQN B9 igroup » S0 FAIFRTR @ EHFUWREI LA TERER © LUN
already mapped to initiator(s) in this group ° {SEERIREENITECHMET LUN 7 5EE ARLR

oo ©

Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-4138-9eb@-c7719tc21913

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-05.com.redhat:4c2elcf35e0

ONTAP SAN-economy &3

U TFEHIRRI{AI A ontap-san-economy &BimEA LS HMIREMIETEMERE o

SEEHIREE
SIREATEHIRER « Trident @EUSF FlexVol WFTB L H B4 o BEMNMEE FlexVol EAZ
18 LUN B ~ IR BE RIL B fran s o

LU &5 “lun1 #EFlexVol “toimport’ EE A %% % “vol-managed-saneco’ (R EIRAIRE -

tridentctl import volume vol-managed-saneco toimport/lunl -f
importl.yaml

FEEAT lunl > Trident §E#dn$h FlexVol (HIE0 ~ ERai# trident lun pool xyz) ° HENEHE
FIB Flexvol BEAEA LUN ~ E{EAIHTHY Flexvol 275 :

tridentctl import volume vol-managed-saneco trident lun pool xyz/lun2
-f import2.yaml

s ontap-san-economy BiF—REA—(E LUN ° o] AERIESEEESHITZEEAE

[e]

KT EHIRE

EEAIJEEEHIRERF - Trident R EEXYS FlexVol FIFREHE - B ~ FlexVol #1 LUN @A ZB3E7E Trident 54
&) o
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FlexVol 5 &8

trident lun pool STORAGEPREFIX RANDOMSTRING

* STORAGEPREFIX BT IH4HAEP storagePrefix MIE o TBRRIES trident ©

* RANDOMSTRING RJAZREZEMERIF S o

LUN s ER
LUN B2 1uno °©

#if
MR storagePrefix & “xyz * B LUN BUEEEREA ©

trident lun pool xyz randomstring/lunO

TTHE

Trident SZ1B{EF “solidfire-san EEEIFZTUEE A NetApp Element #E2F1 NetApp HCI BEHER o

st Element BEENT2 T\ IR ERAVHIRE 4 1E o (B2 > MIRFEEEMIEE RN > Trident EF[0]$H
i a2 o FEHEMRERERE « RIEE—EIRERHE - AREABRNERE o

U TEHIEERIG element default BEA—E element-managed volume °

tridentctl import volume element default element-managed -f pvc-basic-

import.yaml -n trident -d

foss=ss=ss=ssscsessssssssosossssss=ssssss=s fremm====== R e
fmmmmmmaaaa e fmmmmmaae fommmemeae +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fommmmaae fommmmm s
fessmmmamms fremsmsesessee s e s m e s e e = e e I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |

i R e fosssesseemeeaa=
fm========a fEmsmesessesossssssssssssssessososs==== f======== fEmmmeme=s F

Azure NetApp Files

Trident S2#2{# M azure-netapp-files BREIENEABIEE ©
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EEEA Azure NetApp Files HEER » A5 @AY & BISH A MR E - Mt E RS EHMEERE
£ HERIEH -/ BRIERS o BINN > UNSREMEERIEZA ©10.0.0.2:/importvoll @ BIHEEERES

importvoll °

LU T EHIE7ERIR azurenetappfiles 40517 EEA—@ azure-netapp-files volume » MifHF volume
BRI importvoll °

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommmmememsseseseses s e s s s s e o= P
Pommmmmmm== e et Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e mssssessss s s s e e e e ettt o=
Fommemmomo= oo rererrrrrrrrerrresersrer e Fommeomoe Fommmmomos +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d9%94b-44a3-98a3-04c953c%a5le | online | true |

Fommmmmmemsmemrrrrrrrrre e e e e e e e
Fommmmmmm== o mes e s s s s s s s eees Pommmmm== P +

Google Cloud NetApp Volumes

Trident Z3E{EF google-cloud-netapp-volumes SEFIENEAMFERE o

LUTEEFIEREIRE testvoleasiaeastl &K backend-tbe-genvl BEABIRE o

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

sttt fomm -

B it fommm—————— o
fom— - fommm————— +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm -

fm e o
fom - e +

| pvc-a69cdal9-218c-4ca%-a9%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-
identity | file | 8¢cl1l8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

o fomm -
o fomm -
fom— - e +
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M T 3B e A 7E A —R IS T7Z 7 M EREE & BB A “google-cloud-netapp-volumes HEHEE :

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"

-f <path-to-pvc> -n trident

fFossssssss=sssesessssosssosossssssss=ss s e
R fememmm=a== fesmsee e s se s e me s e s e e e
e e X

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssssasss s me oo o s oo s s s e e
fossssssss=ssssss=s=s=s fre========= fems=ssmss=sssesessososassssssssssssa=s
s e +

| pvc-a69cdal9-218c-4ca%9-a9%941-aeal05ddl3dcO0 | 10 GiB | gcnv-nfs-sc-—
identity | file | 8¢cl8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

fossssseee s m oo s s e e e e s e e

R fr========== fes======s=scscsessssossssssss==ss=sa==
s oo +

B3] Trident Volume % iBH112%;

£/ Trident > OISR I NEEEIERE RENRBINIEE - SRR IEHBIMIEE
1S HES SR H FERIFEFER Kubernetes EiR (PVC) o &R UERIRE RSN » BRETL
B IR E LB BT RE ; K&l - BEATERIMEAEER I S EBELEENR o
FvaZ Al
IR BETHIRE A BAER .

* Volume 217 ~ EEAFEREZE o

* #15? ontap-nas-economy EBENEM S ° R H Qtree MR ENRBRI SR IBEA o

* H1X ontap-san-economy BREIFENME » R A LUN ZHIBRISRIBEHA o

PR

© BETHIEELIEEE ONTAP AEREREREZXNEES °
RS ontap-san * ontap-nas # ontap-nas-flexgroup EEREAZIERTESR -
* BRI ERBNERNIRAMIRE -

FI B R E R BRI T

* NRANRBEAPHEEENMERSE > ARIFETRFRW - B > MREAEARAKK > AIHEE
RIRIEIRA R REm% o
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© EERRIRERTIREEAGLERER  #EFEMEFTAER o ERRENAEF TEE I IXEEME
EHA o

BIREREER « HIBHEENRE
FILATEIREARA / S B AR EZR B LiggEa o
RIE MR EEH

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",

"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"

BIRtE R A

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
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1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

Yo
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster

1t _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

R iEE A EE A
gh1

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} {{
.config.BackendName }}"

#HH2:

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

BEEENEE
I BREREEA - SEIERSENIREIRAE TR - 4 B EHIRE o A1 ;

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}} ©
HINEHRERA > HIRE R BEERIREZTIRBRERIILIBHEL

Trident A ERYI R BE FEFHFAMEF T—IEERER o

WNREAFEELEW—AHERE BT - Trident A M1 —LEFERF T LR I M —RV R & 278 o

R NAS KEREEEN BT 2B RERR 64 E= 7T » Trident i IRIZAE N L R SR R HFEE o HH
FrE Efth ONTAP EEENIZ T » MR ELIBEARTERS > AR EIEFE TR

a &~ W DN

i ZTRIHEE Trident NFS Volume

R Trident ~ IERAI AR T ep R =M PR IIMARE ~ W — B ZEREdpa =R P HAZ
HiER& o

213



ThAE

TridentVolumeReference CR AJ:EETE—{E D 2B Kubernetes #5425 2 %2 ReadWriteMany
(RWX) NFS HiEE o 5% Kubernetes REMABREBUTES !

* ZREREFEESILRERZEMS
* BAKFTA Trident NFS Volume EBEIFZR
* FAFE tridentctl FEREMIEIRE Kubernetes ThsE

LWEIRT T BM{E Kubernetes s ZEfEIAY NFS MiREE LA -

K ---------------- S Primary PV Secondary PV pmmmmmm e e —————— %

"primary" o
namespace

"secondary" .
ace

Tt
pv
’ Trident . X
namespace
primary secondary

TVol €—» Tval

e
- =

.......................

TridentVolumeReference

r
s I
Storage B ——— ‘
Volume

5
3 5
>

LB S ERENTIRE NFS MR & A -

\

FCEZRIR PVC LUt AR &
LEMBERERTEFICKIRE PVC FERRER -

z)

&)

/}?F'

=)

BT EERMRZEMPEIL CR AR

EEEEEIRFHIEZMATRMNEREEIL TridentVolumeReference CR BYTESR o

unE

FBE1Ef% 2RI TridentVolumeReference
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B2 2RI R & 1T TridentVolumeReference CR 5| %R PVC ©

o EERa R ERTEILNE PVC
B2 E=ENEEEERILRE PVC » UFERANRIE PVC RRNERERIR

SR E HEFRA B Byt an 4 ZE

wiEFELE > BodEZRARRERFESREEEEE - KEEESN B Raa=REAENIHENRE - 5@
TREGIEEEREAR -

1. WEMREREEAE | EHREMRERFPEIL PVC(pvel @ #% PVC BT EIEH R TR ( namespace2 £
ZHIHERR > {E8 shareToNamespace 51 ## ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 1L PV RE &R NFS EFHIRE °

o MBI LUERESRARIEER PVC HAMZEdmRZEmM - Al »
trident.netapp.io/shareToNamespace:
namespace2, namespace3, namespace4 °

2

? o WAILAGER ~ HAREIFrAaRZERM o fli

trident.netapp.io/shareToNamespace: *

o AT UBERF BT PVC MBS “shareToNamespace 51#€ o

2. ZEEHE | BRECHBFENENAGHNERIES] (RBAC) » UEFEHEGELTHBEEETEEMEE
RYP7E 37 TridentVolumeReference CR BYRERR o

3. BIEEMATREEE | TEHEZEMREMFPEIL—E TridentVolumeReference CR @ 5| KR % =M
pvcl °

apiVersion: trident.netapp.io/vl
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kind: TridentVolumeReference
metadata:
name: my-first-tvr
namespace: namespace?
spec:
pvcName: pvcl
pvcNamespace: namespacel

4. BEGATEEESE | TEESRAZER (namespace2) HEIN—E PVC (pve2) » MfEMA
shareFromPVC sHRHRISERIRE PVC °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

5t BRIt PVC B/ NG NRENFRARIR PVC o

MR

Trident s&EX “shareFromPVC' B1E PVC LHsERE > Wik 1R PV BIAKBHIRE - 2R AE B RHTFAE
R fEMEKIR PV M ARIR PV NF#EFEIR - B PVC # PV BEERMEEBHE—H -

MR Z R E

AT LAMIBRES 2 (B ap s ZEFRH ZRIHAIRE o Trident A2 FRIRIR AN % = M H A MR B AU FEVEIR > MREH Mt
FRsA AR E R e R E BRI FEVEIR o EFFA 5| ARG R ah R EMERIZIRE » Trident 4 ERIFFZMEIRE o

£/ “tridentctl get AN BHIIEE

M [tridentctl RN » EAIUFIT get ta S REVSUBHIRE o MNFTFAE ~ 5F2H tridentcetl
AL yee
An L FEEIE ©

Usage:
tridentctl get [option]
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* °-h, --help : BFFEFEERIFRAA o
* ——-parentOfSubordinate string : BFEHREHIERBIRBEHIREE o
* ——subordinateOf string : FEEEHITE Volume BITEK ©

PR

* Trident #AFHLE B At s R ZER B AR AHIRE - CRZERERHENHMEFRG LBEHAMRES

* [B#EIBBBPFR shareToNamespace 3 shareFromNamespace sEfREEfHIBR

TridentVolumeReference CR ZREEHE AR PVC MIZEEVER o BEEREHFEVER » A BRIBRIE S
PVC o

* B E X #TT Snapshot ~ AT SREHR(E o

MEELE
ERARREMATEGIREFE
* BE "NetAppTV" EHIRERA ©

B TEEER Trident Volume

fEF Trident ~ {ERI AR E— Kubernetes & PR [E] a5 % = B AR EVIR B MR & S iR &
1RERIE I FTHAIRE o

SO R
EEREIEE Z AT - BEFRICR Bt R inpyREAERE - BERAHERBIRHEEFER

s Bt TEEERNESTE ontap-san 0 ontap-nas EEEEEIIET o FZIBMEER o

TRIEAFT
REFXESRAIAIREERERR

FCEZRIR PVC LU HHIR &
HEREAER TEFICRIR PVC REFBVER -

z)

)

/}?F'

=)

?*:’T'T_ B EMFEIL CR AR

EEEEERFEHIEZMATRMNERSEEIL TridentVolumeReference CR BYHESR o

Hﬂh

FB1Ed% 2RI TridentVolumeReference
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https://media.netapp.com/page/9071d19d-1438-5ed3-a7aa-ea4d73c28b7f/solutions-products

B2 2RI R & 1T TridentVolumeReference CR 5| %R PVC ©

o EERSREMPREIER PVC
BiFn R EMIEAEREL PVC UERKREAZEMFR PVC o

SR E H A B Byt an 4 22

wiEFRLE > B ERERERERER TR ERBEEE - SEEESN B RaLERMEAENHENE
- BESRMTIEEERERR

1. RSB EEEEE | ERBEGRALER (namespacel)F#EIL PVC(pvel) » MifEMA cloneToNamespace®
SIS E BAZEMm A TR (namespace2)HEE o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 3137 PV REBIRHEFHIERE o

o MBI UERESRARIEER PVC HAMGZEdmRZEm - Al »
trident.netapp.io/cloneToNamespace:
namespace2, namespace3, namespace4 °

o WAILAGER ~ HAREIFAaRZERM o i

trident.netapp.io/cloneToNamespace: *

o el ABERF T PVC AL ® “cloneToNamespace 5HFE o

ES
=]

2 REEHE | BRFACEBIERMN RBAC » LIEFEESATBEE EEBEMATMTEL
TridentVolumeReference CR B[R (namespace2) ©

3. Bt TREEE | EENM SRR P EN —EZREIR PVC B TridentVolumeReference CR

pvcl °
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apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BEMATEEESE | TEEHAZER (namespace2) HEII—IE PVC (pve2)  EH cloneFromPVC
& cloneFromSnapshot » MK cloneFromNamespace sFfEKIEEKIE PVC ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi

PR
* ¥ {EH ontap-nas-economy SEEIFZNECERY PVC ~ FZIRMEEE A o

8 SnapMirror {§ X E

Trident T IEEZE FNRFHIEEMHBERE T EEHEE 2 BB RGERF » LUIER
BEEETKEER o Er]MUERA% % Trident Mirror Relationship (TMR) Mg Z=RIE
sEREE (CRD) RBITFIIRIE :

* EHERE (PVC) ZMEIIRGREE

* BIRIEGEE 2 RIAVERSIRAAR

* TR ER AR R (A

c EXHERT (BFHEBE) RAREMEE

s EEFEIAKMEER N BRIR  EREREXTEEMNEIEER
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ERBIRTRIRM
ERIRZ A ~ FAHERAT A THSTRIGM

ONTAP #£&

* Trident : f£F8 ONTAP {EA & IFAIEAR Kubernetes & B4Z Kubernetes &5 _F WM JB7ZTE Trident RxZs
22.10 SKEHThRES ©

© R ATERREF BRI ONTAP £ VB FERERMREEMSE ONTAP SnapMirror JEEIF 151 - 552
B "SnapMirror %1242 (ONTAP) "W THREEZE

m ONTAP 9.10.1 Fi% » FRAIREEILL NetApp IREREZR (NLF) HERIRHE » S — BB ZIAEINEE
—REZE o WNEEHAAEN > 55288 "ONTAP One FEMTHYIZHE" o

5 {3218 SnapMirror JEEIF 1REE ©

HE
* #=EM SVM | ONTAP R In R HFER - F2MH "S5 SVM HFEEMI" U TRESEN -

BE HERm{E ONTAP & BESRAFEDERA SVM ZiBEM—RY o

* Trident #1 SVM : ¥Fixis SVM BB EE 89 Trident 8 ©

xEsEEENEI(

NetApp Trident Sz#5 5 SRENTE N ST IR AV ETELER! ~ 38 NetApp SnapMirror I flTiETHIIREES !
ontap-nas : NFS ontap-san : iSCS| ontap-san : FC ontap-san : NVMe/TCP (EE&H{K ONTAP ki
75 9.15.1)

st ASA r2 ZEARSTIRER SnapMirror BUHAIRERS © Y1TF ASA r2 ZARVIERAE « SR2H" T2
° ASA r2 fETFRR"

I8R5 PVC
BIRIRELEL YA CRD &) > X HGEENXNEHEE 2 MR RGREE o

g
1. £ Kubernetes & F T 5L :

a. #i7—{E#A trident.netapp.io/replication: true 28R StorageClass ¥4 ©
#4)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"
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fsType: "nfs"
trident.netapp.io/replication: "true"

b. {FEFSATEILAY StorageClass E13L PVC ©
il

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. BB E A E N MirrorRelationship CR ©

Ll

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

Trident EUSHEFEE AN EAMEEE RN BRiERRE (DP) AKES » RBIEA MirrorRelationship BIAK
REMRL o

d. BY48 TridentMirrorRelationship CR IUEY1S PVC BIAZR&F8F] SVM o

kubectl get tmr csi-nas

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

generation: 1
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spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b31l3clel”
localPVCName: csi-nas
observedGeneration: 1

2. ¥RE Kubernetes & FHITTHISER :

a. ##17 StorageClass {iz%7E trident.netapp.io/replication: true 2 o
#i45)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. 3 B BIEMAEIREENH MirrorRelationship CR ©
i)

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: established
replicationPolicy: MirrorAllSnapshots
replicationSchedule: 5min
volumeMappings:
- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”

TMR spec BUETERRIL : state > ANKREFMEIRFIREE (FB2B Volume EZ KRS
volumeMappings > FARHZSHE PVC BAERR Volume IEREEIIRBANE ; UK FERR
replicationPolicy # replicationSchedule M1 ©
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‘replicationPolicy’ # ‘“replicationSchedule’ R{UAEIER o ;51
‘replicationPolicy’ REZA ONTAP LtMIIEREYP sSnapMirror [RAIGFE > Wi
‘replicationSchedule’ REZ ONTAP HHEHIETE o NRBBKE—MNL > Trident
HHERRINRE N RERRASHHE - SAEEIRMARREELEMR ; RELE > TR
EEBERAEHIE - EEERARNRE » AMPREEHRRZIL TMR

Trident 5 AR EBI4E 5 R BUFNHERZ IR 1L #4815 SnapMirror Bif% o
1. B3[—1& PVC > &S5RI StorageClass fE2&4#Bh (SnapMirror B1Z) o

Ll

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident ##18& TridentMirrorRelationship CRD > 1REERTEE » AU AR &K - W RRBAFREFEE
> Trident #FFERAEERT FlexVol FAEE M E7EEL MirrorRelationship FEZAVER SVM HZER SVM L o

Volume EEAREE

Trident $5%RA1% (TMR) 2—%& CRD » ©& PVC ZRIERBAFZMN—IF - BIZ TMR BEE—EHAEE » s%iREE
EH Trident FREERYAKEE - B1E TMR EALUTARES ¢

* B A&t PVC REEGRAGIBEZHGE - S —EMBIE% o

* Promoted : Zxt% PVC 7 ReadWrite B]#E; > BRI B HBERAEREN -

o BRI . A PVC 2EGBEZNBE M Volume » BRIt BRI EZBERAEAS o

° YNRBR volume BAEEKIR volume HRAEE > RIAFREMBINRE - RAEEERBR volume
AR o

° MNRHIRE 2 BIRARREILRG > AEMBIUIARER RN -

EIEStBIM R EHARIIE X E PVC
ERE Kubernetes &= FHIT T T ER :
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* #& TridentMirrorRelationship B9 spec.state {E{IE#H % promoted ©

TEsT Rl E AR EXRE PVC
EErEMRERE (BE) R JUTUTERMUEAXEZ PVC !
HER
1. £ Kubernetes #5 t « 37 PVC BIIRIB ~ M S RFIRBEILTAH o
2. £EE Kubernetes #& F > 17 TridentTridentSnapshotinfoCR MEXS R ZFF4AE T ©

gl

kind: TridentSnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas
spec:

snapshotName csi-nas-snapshot

a. 7X§4Bh Kubernetes #£ I » 11§ TridentMirrorRelationship CR B spec.state {1 E % promoted > i
1& spec.volumeMappings(].promotedSnapshotHandle B3 2&REBH] internalName °

3. 1T#f#Bh Kubernetes #£ + » B2 TridentMirrorRelationship BIAREE (status.state 1#{iI) SHSIEFH ©

HWEERRIERREERER
TERBESHEZA  FERCEMANEERN—IF

1. 7E8#HB) Kubernetes # & L » FE{F TridentMirrorRelationship _E spec.remoteVolumeHandle {#{IFYEE E
o

2. 7¥RE Kubernetes #£ I » # TridentMirrorRelationship BY spec.state {1 E % reestablished ©

HthfE
Trident 1R 5 T BHIRE N REBHIRE AT FHHERIE

BEE PVC EBEFHIRE PVC
BERCEHEETE PVCHIREPVC o

1. REBIIMEE) (B1E) EEDMIBR PersistentVolumeClaim #1 TridentMirrorRelationship CRD ©
2. ffE (FR) #EEHMIER TridentMirrorRelationship CRD ©
3 EE (KRR BELAEREIMHEE (B1Z) PVC EBIiI—@EHAY TridentMirrorRelationship CRD ©
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ABEG - TERRE PVC BIK/N
PVC AIUBEE —1RAB X/ - MREMEBBERIA/) > ONTAP & BEiRREIB IR FlexVol °

1t PVC BIRER
AEBFER > FHBERNRBHERERIT FIIHP—IEMEE !

* MIB&%EHEN PVC LB MirrorRelationship ° EAEKIEE SRR ©
* 5¥& 1§ spec.state {R{IEHTA promoted °

Mrs—1@ PVC (ZATEHK)
Trident §RERLAERH PVC » M ESMIPFHLERE 2 AIRRERRIF o

kR TMR

MIBREEEREAZE—EIM TMR 2E2FE|ERAY TMR 1 Trident SERUMIBR1EZE 2 BT8R A promoted #RBE o YNERIEIEM|
FREY TMR BEER promoted AREE » RNAIFIEIRGRERF > IEEF TMR i ##0% » Trident @44 PVC 12 A%
ReadWrite ARAE o LEMIFRIZIEETEI ONTAP RZAH4HEIEERY SnapMirror R4 o YN R G ARIESRIRRIMAD(E
IS E » BITER M iR AR N BFERIRAES established BIHIEEEEFT TMR o

ONTAP 455 EHiR G EAA

BERRAZEIIBEIEREL o A LUER "state: promoted 5, “state: reestablished fR{iI3RE R o 18 B 1ZHE
&R S E R ReadWrite HAFEE RS ~ & 0] LAEEA promotedSnapshotHandle 1€ E1% B pilEiE & 2R 2 A4S
TERER o

ONTAP B4R RFEFTiRGRAA

IZEILAERA CRD #1T SnapMirror B85 > ML Trident £ ONTAP EEHIZELR o s52EZLUT
TridentActionMirrorUpdate 5HIH& R :

&)

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-b

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state M TridentActionMirrorUpdate CRD BYAREE o BRI LUEV{ER Succeeded ~ In Progress 3§
Failed °

{53 CSI #hi%

Trident AJLAFIF "CSI Topology THAE"EEIE M4 32 17 BARR & W A EL MY AN E Kubernetes 25
FREVERE, o
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B
f£F3 CSI Topology THAE » FILUMRIE& IS o] F @i A ER & A BUVE IR FRBIFEBR D ERRE | - M5 » RinHEE

#F Kubernetes B2 S Z I BN o] A EREIR, o BigI IR E—EEANFETAE » B EE
AT HEEZIHERRERATFEHECEMIEE > Trident £/ CSI Topology ©

T FEABER CS| Topology THAE "i54E" o

Kubernetes et oViEEBAEL ¢

* 1 VolumeBindingMode 5% ‘Immediate BF » Trident BEARIIRENIBER FEILEIEE o HiEE
ERENHEERREGEREIL rvc KRR - EEFER VolumeBindingMode ™ BARAEFIHITIA
EIRBINERE - FIEHIRENEIZ A ERIEEK Pod BBFEEK o

* # VolumeBindingMode &% *WaitForFirstConsumer B « RAAGIEIREI PVC FUIT B E TG HE
45~ BERIHMENRIFRZ PVC B Pod A LE o WtE—2R ~ I MRIRE AR S 1RIE T SRR %I B 1TAIHE
2R o

B WaitForFirstConsumer HERN AR ELIERE o ©RILURILI CSI HIEINREER ©

REEAENIEE
EEEA CSl Topology * EEETFIER :

* 1T "ZHERY Kubernetes hZs" B Kubernetes 355

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df"”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdo64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elle4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492z2",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* REPHEREZTE BN S| AREREIAIZES (topology . kubernetes.io/region " Hl
‘topology.kubernetes.io/zone) ° ELEIZHFEZELLE Trident ZHITAEENRS=EPIERR > > L
f& Trident BESTRAKIIAIE ©

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{ .metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/

os":"linux", "node-
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role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"node2", "kubernetes.io/

os":"linux", "node-

role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"node3", "kubernetes.io/

os":"linux", "node-

role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

SER1 | BIHRERR B iR
Trident {#F B in Pl s 5t R IREE A A &IEZF ML E IR G - SER A AINE T —(ER 2R
supportedTopologies BRER 0 ARt ENEEMRE
 EEREIRZRES/AReNRARAEKE » 7 2RI ERNEIRE o

UTRBIREZRED

YAML

version: 1
storageDriverName: ontap-san
backendName: san-backend-us-eastl
managementLIF: 192.168.27.5
svm: iscsi svm
username: admin
password: password
supportedTopologies:

- topology.kubernetes.io/region:

us-eastl

topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region:

us-eastl

topology.kubernetes.io/zone: us-eastl-Db

JSON
{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

HHE AL $a18IRRY StorageClasses
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"svm": "iscsi svm",

"username": "admin",
"password": "password",
"supportedTopologies": [
{
"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"
by
{
"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"

supportedTopologies AMRASERIRRHEEFZM I EE

s=E=oo

JBE °

BELEEEM AT ABARAIU

= 7f StorageClass FIR UM AFHEFE - BN B S RIRIERMENEIHM A& F&EHN
StorageClasses > Trident §1ERIHEIL —ERLIEE o

N Al IR TF M E R supportedTopologies © 2RI TEEH :

version: 1

storageDriverName: ontap-nas

backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5

svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes
topology.kubernetes.
- topology.kubernetes.
topology. kubernetes.
storage:
- labels:

.1o/region: us-centrall

io/zone: us-centrall-a
io/region: us-centrall

io/zone: us-centrall-b

workload: production

supportedTopologies:

- topology.kubernetes.io/region: us-centrall

topology.kubernetes.io/zone: us-centrall-a

- labels:
workload: dev
supportedTopologies:

- topology.kubernetes.io/region: us-centrall
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topology.kubernetes.io/zone: us-centrall-b

EULEFIF » region M zone BMBEARMBEEIRMIIIE © topology.kubernetes.io/region
topology.kubernetes.io/zone S E AR E BT EIRAM ©

FBR 2 | EERAIKXFNAEL StorageClasses

R R AR E P ENRAAVIRIEAZE « StorageClasses FAIE &R AT I HREEN  ERIAEMLEFEFTERMEIES
PVC 2RBVREFEHR ~ DURMPLEEFREFERI LG Trident FRECE BVHAERE o

ESREUATESG

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: ext4d

£ EatR Ry StorageClass EEF volumeBindingMode WEREA WaitForFirstConsumer © fERILE
StorageClass 53K PVC R ETE Pod F#5|HEATEM o ME > allowedTopologies IRHEEFHAM
zone # region °© netapp-san-us-east1l StorageClass B _LEFEM san-backend-us-eastl #Bix L
3217 PVC ©

S8R 3 . B A{EA PVC
#2117 StorageClass MiFREYRIBiIHE » FIRERLUEIL PVC ©

Ba FEBF)F spec :

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null

name: pvc—-san
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spec: null
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 300Mi
storageClassName: netapp-san-us-eastl

ERILERBERIL PVC REETIIER !

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer 6s persistentvolume-controller waiting

for first consumer to be created before binding

HEE Trident BIMIRE M A HBLEZE PVC » 357E Pod FR{ERA PVC ° 2R T A :

apiVersion: vl
kind: Pod
metadata:

name: app-pod-1
spec:

affinity:
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nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

=18 podSpec 57 Kubernetes # pod HF2E] us-east1 @IHHFEMNEIRL L » W us-eastl-a 3K us-
eastl-b @IFPFERERIEAREFEI TS o

B2RTYESE

kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>
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kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblela0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FHEIRLEE supportedTopologies

AUEMRERIE > FHER supportedTopologies BB > A tridentctl backend update ° =
FTEFECRENHEE » I BERREBEN PVC -

SEREZEH

 EERRER
* "nodeSelector”
* RN R R ARAN L
* ERERTE"

{#/ Trident 388

Kubernetes 1FAHIRE (PV) BHAIRE RERINSE AT LA L HARR & AU4S TE RFFE BRI AR o [
BRI fEF Trident ZXZAVREREE RER « BE ATE Trident MEREEILBYIREE « LIRA REBE
IR E » MURRCRBRIEREEEER o

R

Volume snapshot = ontap—-nas ® ontap-nas-flexgroup > ontap-san > ontap-san-economy *
solidfire-san ~ ‘azure-netapp-files #l "google-cloud-netapp-volumes EEBIFZ T2 1% ©

FIsEZ Al

LEMFRRE SN BHEAIINPIRBIEHIZZETERESR (CRD) ° &% Kubernetes #RHEeS (Bl
: Kubeadm * GKE ~ OpenShift) RIS o

ANRITHY Kubernetes 3ETHRA & = 1RERIZEHIZSF CRD » 5528 2= Volume Snapshot Controller o

YNRETE GKE IRIFHEITILEHIRE RIR « SH/0Z U IRIRIESZS © GKE (EAARRFRREIRRE

R

#2317 Volume Snapshot
5
1. #1I volumeSnapshotClass ° MNFFHAE  552B "VolumeSnapshotClass" °
° driver $5[E Trident CSI FEFFET ©

° deletionPolicy AILAE Delete B Retain © BREA Retain K » BIfF volumeSnapshot 44K
bR - FEEEE LNKESRRBOEWERE o
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vl

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. BI7IRE PVC BITRER ©
Ll
° EEEHIEEIIIRA PVC RIIRIR o

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

o IEEIFIA%A pvel MY pvc EBIHIREREYIH > WARIRERTERA pvcl-snap
o \VolumeSnapshot $&8{L{i4 PVC > £ “VolumeSnapshotContent #){5+8RAH: > sZH A REBIEIRE -

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots

NAME AGE
pvcl-snap 50s

o fRAILUEBIEMEZ VolumeSnapshotContent ¥R 5! pvel-snap VolumeSnapshot © 5%
Snapshot Content Name EiAIRHUILRIER VolumeSnapshotContent #f4F © 8% Ready To Use
BRI IREB AR R PVC ©

kubectl describe volumesnapshots pvcl-snap

233



Name: pvcl-snap
Namespace: default
Spec:

Snapshot Class Name: pvcl-snap
Snapshot Content Name
525400£3£f660

snapcontent-e8d8a0ca-9826-11e9-9807-
source:

API Group:

Kind: PersistentVolumeClaim
Name : pvcl
Status:
Creation Time: 2019-06-26T15:27:29%Z
Ready To Use: true
Restore Size: 3Gi

IR R IRIREIL PVC

&AL “dataSource BRI PVC » %% "<pvc-name>"HJ VolumeSnapshot fEAERI3KiE o 1 PVC
% > TG EIINE] pod £ > MREREM PVC —1EFERHT o

il

“ PVC BRI E AR R IRIENL - A2/ "HMfE © #EATEERZ IR Trident PVC [RE
= 3#II PVC"

vel
[=
m

LUFEEAIER pvel-snap (FRBERIERIREI PVC ©

cat pvc-from-snap.yaml

apiVersion: vl
kind:

PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage:

3G1
dataSource:

name: pvcl-snap

kind: VolumeSnapshot
apiGroup: snapshot.storage.k8s.io
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BE A HLRR & RER

Trident & "Kubernetes TESCAC B R T2 R E EE B VolumeSnapshotContent ¥4Il (& A £ Trident
SNEREESTATIRER o

FsAZ Al
Trident BB IS EAREBHR Volume ©
1. FEEHES | B3 —@ VolumeSnapshotContent ¥ » 2HR&IRIRER o IFEETE Trident REIENIRIB TIER
2o

° 7 annotations FFEBIRFIRBIILIBIEES trident.netapp.io/internalSnapshotName:
<"backend-snapshot-name"> °

° FATE <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>" FISRE
‘snapshotHandle ° &dMERIRIB T A1 "ListSnapshots A R4S Trident BYME—EET ©

sy <volumeSnapshotContentName> F5t CR dp AR - HIRIRR BB IR IRIR A TEE
i e

il
LUFEEFI3EL T —1@ volumeSnapshotContent " ¥ » ZWH 5| HBIHIREE “snap-01-°

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-f71223b5-23b9-4235-bbfe-e269%9ac7b84b0/import-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. Cluster admin : 17 VolumeSnapshot CR » 288 VolumeSnapshotContent "¥Jf§ o S EERFEVE
IR > UEEIEENGmBZERAPER " volumeSnapshot ©

gl
LU EEFIE I —1E volumeSnapshot CR > #% import-snap ’ % CR 2]
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VolumeSnapshotContent’1%Z%import—snap—content°

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. *RERERIE (FEEIR(E)  *IMEPIRIBIZREBIFNEILAY VolumeSnapshotContent " WHT
‘ListSnapshots MY o Trident 3 ‘TridentSnapshot ©

° 4MEB snapshotter @ VolumeSnapshotContent 5%4% readyToUse * Wif# VolumeSnapshot 5843
true °

° Trident #%[0] readyToUse=true °

4. (FEfERE © I —1@ PersistentVolumeClaim BB VolumeSnapshot » EHMA
spec.dataSource (B spec.dataSourceRef) %FBRE VolumeSnapshot % o

#4)
LUTEH32IL T —{E PVC » 2474 volumeSnapshot "HY “import-snap °©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ERRBRIMEHEEE R

FERRIBER T » RIBEERENIEEAREE » UHERER ontap-nas Ml ontap-nas-economy ERENTE T\ AC & HYHERE
EMRAERY c BXB . snapshot BB EHBERCRBIERER °
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& volume snapshot restore ONTAP CLI i IR & 2 R 2 AT IRFE D SR ATARRS o

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

2[R Snapshot 4K ~ IRARY Volume 4HREEHER ° I Snapshot EAREY Volume EilFR

F o wmmEReEs o

TEIREREITRLI Volume R

Trident f£f8 TridentActionSnapshotRestore (TASR) CR #EIRIRRIFEITRMELIEEER o It CR {EA—
IHAn < U Kubernetes R1EETT @ IRERMEBTAERHARE

Trident SZ#27F ontap-san » ontap-san-economy  ontap-nas > ontap-nas-flexgroup > azure-
netapp-files * "google-cloud-netapp-volumes'#] “solidfire-san EEENTZ T\ _L I TIRIRER o

FRtaZ Al
RN B BHER PVC ] ARIRHAREEREE o

* FESY PVC IRREREHITE ©

kubectl get pvc

* MR E R EEMAE R HAER -

kubectl get vs

1. #2137 TASR CR ° [lb&#%& PVC pvcl FHELRRE R "pvc1-snapshot 17 CR ©

Eis TASR CR 7B PVC #1 VS fF1ERVER R =R o

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

237



volumeSnapshotName: pvcl-snapshot

2. £F CRIERIZER o EEHITERIRER pvcl °

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

BR
Trident E1ERIRIBRE R} o G ABRRRIRIERARRS ¢

kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332"
generation: 3
name: trident-snap
namespace: trident
resourceVersion: "3453847"
uid: <uid>
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:
startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded
kind: List
metadata:

resourceVersion: ""

* ERZHIERAT > Trident FEEIRFRMEEBES! - LEEBRPUTHIRF -

A * BEEIEEHRR Kubernetes BRI SEEEEC ISR THRA SEEHEARER MR ZERF
337 TASRCR ©
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MFr R AERIIRIERY PV

R 61 = RE R IR BB AT A MR E I > HIFERY Trident BREE B E A TIEEMIER) AREE o MIFRERRE & RIBENA]
MBS Trident BERER o

Z8ZE Volume Snapshot Controller

MREHY Kubernetes 1ThR A B2 TRIRIZERIZZH CRD ~ LA LUKER TFFAREEER -

TR
1. #37 Volume Snapshot CRD ©

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. #37 Snapshot Controller °

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

MERVE > FTH deploy/kubernetes/snapshot controller/rbac-snapshot-

3 controller.yaml } T namespace %I JfREYaR % 2o/ ©
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TERAERE

* "Volume [REB"

* "VolumeSnapshotClass"

/8 Trident Volume E¥ZH1RER

Kubernetes A MHIEE (PV) BIMREEEF4HIRER NetApp Trident 12172 3 Z AR &
1RER (MAFEEIRIREFAH) BYTNRE o ILHAIRE BB R ARER —FFEEEZEHEERF
BB o

st VolumeGroupSnapshot i Kubernetes FREY—IEAIEARIOSE » EARIE AR API © Kubernetes 1.32
: 2 VolumeGroupSnapshot BIR{ERRAEK o

#37 Volume Group R&
LU #7758 #2 028 Volume group snapshot :

* ontap-san driver - {£5#F¢ iSCSI # FC %€ > AERI NVMe/TCP #7%E °
* ontap-san-economy - {25 iISCSI H7E °

®* ontap-nas

2 NetApp ASA r2 5% AFX 7 R4 A ZH& Volume group snapshot ©

FEYaZ Bl
* SBAEMRIZH Kubernetes HiZ<% K8s 1.32 T E S HRZs ©
s EEMFRRE » SN EERIMNPRBIESISSMBTEREZE (CRD) - &2 Kubernetes #4R#Ess (U0
: Kubeadm * GKE ~ OpenShift) RIS o

WRIEH Kubernetes #E1THRA B ZSMEFIRERIZEFIZEF] CRD > 552/ &= Volume Snapshot Controller o

YNRETE GKE IRIFEPRIIZFHIRE AR RIR > 57 ILIRIRIERIZS - GKE EAMEIERE

e

* TEIRERIZHIZE YAML A > 18 CcSIVolumeGroupSnapshot INEERFEREA 'true' » LUFETREN IR E BE4H IR

A o
i

© RIS EBFHEIRIBZA 0 RITIEUFI R VIR E B AR IRERERR
* FE{RFRE PVC/ HiFE&ERTER— SVM L ~ A BEEIL VolumeGroupSnapshot ©

* 1237 VolumeGroupSnapshot Z Al » :55c#17 VolumeGroupSnapshotClass  {1FE:#4AE T > FH2E
"VolumeGroupSnapshotClass" °

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
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metadata:
name: csi-group-shap-class
annotations:
kubernetes.io/description: "Trident group snapshot class"
driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERRANREEFERNBIAAMEREN PVC » RELERBINEERAR PVC -

UTFEHIER pvel-group-snap YEABRRKRHIZER consistentGroupSnapshot: grouph #EiL
PVC ° sAR RN ERERIEBRIEFE

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* B BB PVC FIE5EMIZE( consistentGroupSnapshot: groupA'1BEHY VolumeGroupSnapshot ©

HEEEA S 2 T AR @ BHARIRIR

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA
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ERBHARE ISR E E R

&R LUERTEA Volume Group Snapshot —3843 2 17 FUME B! IRFRZKIZRE R Persistent Volume o & EAS
Volume Group Snapshot {EA—{BEETTEITIER ©

&£/ volume snapshot restore ONTAP CLI ik & 12 /R 2| Ao Fi 1R BR A e &R AVAKEE o

clusterl::*> volume snapshot restore -vserver vsO0 -volume vol3 -snapshot

vol3 snap_ archive

=5 Snapshot B4 ~ IRER Volume 4HREE W E R © 1L Snapshot 4% ¥ Volume BEELFR

i wmmEsems o

TEREREITRLH Volume 2R

Trident €/ TridentActionSnapshotRestore (TASR) CR {EIREBFIREITTRMEEIEEER © It CR F&—
I8 Kubernetes 1R1FE1T » IRFEREBAERARE

NFEFAEN - BRI EIRIREITRIM Volume FER" o

fips 2 A FHREEE AR IRERAY PV
P& EE4E Volume TREGES :

* AT AERBEMIFR VolumeGroupSnapshots > TR EMIPBREFAEPAVE — R o

* TR MIBR PersistentVolumes B§z% PersistentVolume EfF7EIRIE » Trident g2 MERE THIkRD) K
& » RANBLBIRIREA ELZ DB IRZMIER o

- MBEASBRIBE THA AR MIGRNEADEIELE » I EEHBISERZ A A
B -

Z8ZE Volume Snapshot Controller
MRIEH Kubernetes E1THRA B8 & RERIZEHIZZH CRD ~ EAIUKEBE T AR IEEMM ©

HER
1. #37 Volume Snapshot CRD °

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. #1317 Snapshot Controller °

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

MBENE > BT deploy/kubernetes/snapshot-controller/rbac-snapshot-

o controller.yaml A EEHT namespace By ZERE o

TERAELE

* "VolumeGroupSnapshotClass"

* "Volume [REB"
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