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1 FIR0E ?
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* "Trident Protect Z3Kk"

Z4E Trident Protect

Trident Protect &3k

Bt AR LNEFIRIE ERREREE - ERAREANRESSEEENLE - BEREW
12 *F}éi_’tb Ko WUBBEMBIT Trident Protect ©

Trident Protect Kubernetes 5 HA S

Trident Protect 1@ 2L EMBZRHY Kubernetes EmMER » &1F :

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSE Harvester 1.7.0 (ONTAP iSCSI)
 SUSE Rancher

* VMware Tanzu Portfolio

35 Kubernetes

* Trident Protect f{1E4E Linux EE &R, - Windows EH I AT IBEREE o

* FEfRZE Trident Protect WEEBACE IEEHITHRYRIRIZHISIFAERIRY CRD - EEREIR
@ BRIZRIES - SE2R "ELEMA" o

* BE{RZE/V7ZE—1E VolumeSnapshotClass o YNFEF4AE N > 526
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* Z28¢ Trident Protect 2& Helm 4.x SRE S HRZS ©

Trident Protect #7Z & IRAA M
Trident Protect ST T EFRIR -
* Amazon FSx for NetApp ONTAP

* Cloud Volumes ONTAP

* ONTAP {#7z[E7
» Google Cloud NetApp Volumes
* Azure NetApp Files

ERARCIREFRRRSUTERX
* FEREIZTIEEM NetApp HTFEEE M Trident 24.02 HESHRA (E:EZfEMA Trident 24.10) o
* BRERITHER NetApp ONTAP #7121 ©
 ERFEERTERRREEDYGREEITE -
* BiuftstEl AR EAEN S EAENEN SR FENTAEAREHRZER o Trident Protect N g A2
SRR ; MREEBTERTIEE T A EENGRER > BIRERERR -

nas-economy Volume AYEXR

Trident Protect 2#&¥} nas-economy BAREEEITHENFIRIRIEE - BRIAZIEE nas-economy M EETTIR
B8 « #858F0 SnapMirror 8 o KEEAHEIE Trident Protect $2 B EFARISEE nas-economy i & B IRFR
BEE o

FHERAEALERRRERNEIRETER - HNELERARER - MFET ONTAP #ERR
EBITU T an < REERRBE &

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

BRI LUE B B8 nas-economy HAR@MITIA T an L REVBIRIBE & » AiF "<volume-UUID> BB EEEE
HIRERRERY UUID -

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ RAT LU Trident 8 iUmAHAE3ETE snapshotDir 884 true ’ AMEIEETEREEIRBEEE o
REMREARAZE o

#F KubeVirt VM {REE R

Trident Protect TE E#IREE(FEEHARIZS KubeVirt [EHHH SRR IEER R URIEMARINGE - LUIFRER—ZE -
R R A IR EREC B /5 /AR TRER1T 4 E Trident Protect IRASTI R » BFThRZN3E® Helm Chart 284 T E



{ERVBCE A T o
@ EEREXEE > FEERAERESS (VM) BII89EA virtualMachineSnapshots ©

¥ Trident Protect 25.10 K& E#hk7s

Trident Protect 1T & KMREEXHRRE B EVRAEF AR KubeVirt IER R4 » UERER—BUE o ¢ Trident
Protect 25.10 FA%A » fERILATE Helm chart Z2E@IZER “vm.freeze’ SERIE A LLINAE o L2 EFER A RN
FH o

helm install ... —--set vm.freeze=false

V Trident Protect 24.10.1 & 25.06

¢ Trident Protect 24.10.1 HRZ<BH%4 » Trident Protect €1 BFMFEEXHAR BB RASFAR KubeVirt IEE
4 o IR AT LUEIBERU T o< ERILEENTA :

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

V Trident Protect 24.10

Trident Protect 24.10 1T B REMREEX R AL BENFER KubeVirt VM 1EZE R A —BUEARRE o R ICAAFER
Trident Protect 24.10 {75 KubeVirt VM Bl » BIEEEEPITERREFE Z B FENRUBIER R RBVREE /AR
RINAE o BRI URBRIERRMEIN—BUREE o

A LAERRE Trident Protect 24.10 ZREEERMRZ(ERIIRE VM ERRRBRGERR > AR ToE ERIE"
ARBEATIES !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

EETHRANEER Trident Protect EHRERAREIER VM > :F52E"EE Trident Protect {R5& KubeVirt FEE i
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* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP
* Amazon FSx for NetApp ONTAP
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* NetApp Trident : NetApp Trident #4ZBRIFFFTER £ ONTAP {EARIRAVZIEF B1E Kubernetes 25
L o Trident Protect #&{#£ M NetApp SnapMirror $:1if » BB TR R X ENHEFEFETES ©

° ontap-nas . NFS

° ontap-san . iISCSI

° ontap-san . FC

° ontap-san : NVMe/TCP (EE&HK ONTAP hixZ 9.15.1)

+ B | AEFEACRAI S 69 ONTAP 5 L ERB B FK RMEF4) ONTAP SnapMirror SRS 121 © 2
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¢ ONTAP 9.10.1 %A » FRE1RHEHLL NetApp EEIER (NLF) BIERiRE » B —ER BB 2 IEINEER
B—1E%E o NFEFME > 5528 "ONTAP One FEMIBYIEIE" o
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MRECHITBEERRFRIRHELRE > FRAECHIRETEUTEK !
* FEF SVM : ONTAP R InAAEIIHEER - F2R "S5 SVM HFEEMM" U THRESEN -
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* NetApp Trident #1 SVM : ¥1Zi5l% SVM AZERHEEIZZEE ERY NetApp Trident {8 ©
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WNREIIRIRRTS Trident Protect FVESK » &0 LUK IR T F BRIERE £ %8 Trident
Protect o #&A LA NetApp HX4E Trident Protect » ] LR B S HIFA A B SR L o IR
TCHEREREZFEVERER » RIMWABRZEGRAEER -

Z24E Trident Protect

¢ NetApp Z#E Trident Protect
SR
1. #7118 Trident Helm {72/ -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {5/ Helm 224 Trident Protect  #& “<name-of-cluster>"Z#1 A% EL1E » ZLBEORBEETLRAN
AR ERE TR

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2606.0 --create
-namespace --namespace trident-protect

3. (BER) AERMEIEASGE (RRANRENR) - FER !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2606.0 --create-namespace --namespace trident-protect

RS BB NetApp XEEABRERENHAFRNERMENE R THERE -

WAL NG ZRZEE Trident Protect

WRIEH) Kubernetes FEEHEFEVAEIRARES » G R LATERA A PRGR E 2L 4E Trident Protect o 1EE L&)+
) R SRR E SR ATIRIEDHNEH ¢

&“%
1. BLATBRMERIER R A « EMIRE « REREMXRIECHNAEER

docker.io/netapp/controller:26.06.0
docker.io/netapp/restic:26.06.0
docker.io/netapp/kopia:26.06.0
docker.io/netapp/kopiablockrestore:26.06.0
docker.io/netapp/trident-autosupport:26.06.0



docker.io/netapp/exechook:26.06.0
docker.io/netapp/resourcebackup:26.06.0
docker.io/netapp/resourcerestore:26.06.0
docker.io/netapp/resourcedelete:26.06.0
docker.io/netapp/trident-protect-utils:v1.0.0

fgn -

docker pull docker.io/netapp/controller:26.06.0

docker tag docker.io/netapp/controller:26.06.0 <private-registry-
url>/controller:26.06.0

docker push <private-registry-url>/controller:26.06.0

B EEBUS Helm chart » BT A FENE BHAERVH%2% _E1E R “helm pull trident-protect
--version 100.2606.0 --repo https://netapp.github.io/trident-protect-helm-chart” T &

@ Helm chart > ZA%BIGESEH “trident-protect-100.2606.0.tgz & ZEE B E G BEARIR IS b
» WIER%E—H HEA "helm install trident-protect ./trident-protect-100.2606.0.tgz' A
EiRFES AETRE -

2. #8137 Trident Protect A4t 2R :
kubectl create ns trident-protect
3. BABEER:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B BARTAEEERERFER pull secret -

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. ¥ Trident Helm #7ZE -

helm repo add netapp-trident-protect


https://netapp.github.io/trident-protect-helm-chart`​下​載
https://netapp.github.io/trident-protect-helm-chart`​下​載
https://netapp.github.io/trident-protect-helm-chart`​下​載
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https://netapp.github.io/trident-protect-helm-chart

6. I —{E%% protectValues.yaml BIHEZE o FERZIEZREZLLT Trident Protect :R7E :

imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

imageRegistry #l imagePullSecrets [BEEAMRMAEHRHGFHRR » 81F

@ resourcebackup # resourcerestore ° IR FGHEEI B RPIVFERHEFEE
R (190 > example.com:443/my-repo) ’ sAESERRIPESTRER - &%
HERFAAIRIGEN <private-registry-url>/<image-name>:<tag> HIHY °

7. {8 Helm % Trident Protect ° #& “<name_of _cluster>" & A# £ 218 » LB OACHREET R
AR E D FIRER ¢

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2606.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (ER) HERMEEHNRE (ZEANEEE - FEM !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2606.0 --create-namespace --namespace trident-protect -£
protectValues.yaml

RS AEEA B NetApp XA SRR ENHAFRNERMENE R THERE -

@ B8 Helm chart BB AYEL{th35ET8 » €13F AutoSupport & EM r =88 » 552E "H5] Trident
Protect &Z4£" o

Z24E Trident Protect CLI 9MEFER

RBILUER Trident Protect s 2% IMHET, ( Trident tridentctl BEREIIETTINGE
) REILFNEL Trident Protect B:TEJR (CR) #{THE) o

Z24E Trident Protect CLI SMET

EEAGLYERERZA EEREZEIFANENEENEN L - FRBLENEINFERNZ x64 EZ ARM
CPU » {REELU R ERIR(E o



TEERAR Linux AMD64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-linux-amdo64

T&ERAR Linux ARM64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-linux-arm64

TEZEAR Mac AMD64 CPU HISMIFEZ(
SER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-macos—-amdoc4

TEZEAR Mac ARM64 CPU HISMIFEZ(
SER
1. F& Trident Protect CLI M2 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-

protect/releases/download/v26.06.0/tridentctl-protect-macos-arm64

1. BUARSMEE R TSRV TIER

chmod +x tridentctl-protect

2. R TEIERE T PATH RIS A ERNTEEMUE o HI0 > /usr/bin 8 /usr/local/bin (&
AEREEESHER)

cp ./tridentctl-protect /usr/local/bin/



3. St B LUSEZRS R B UERERNICE BHR THREMNE - TEEER T » BERFZUEEMEER
B9 PATH IRIGEEL -

cp ./tridentctl-protect ~/bin/

@ RIMIE B R PATH S EEME BN FEEHEA tridentctl-protect %
tridentctl protect {MMEAMUEFERZIMIMER ©

&E Trident CLI SMIEREREA
fEa A fE A eV MEMETUERBATNAE » UABUSIMIMETNTNAERVEEARERER -

iu E]%
1. (EFREAThAEIG AR fEFYER

tridentctl-protect help

h=)

=

A< BE5T
224 Trident Protect CLI SMiMER 1 ~ [KRIAAR L < BB BEITTRINEE ©

7 Bash shell B{FH BEh52RIhAEE

1. B TERIE< -

tridentctl-protect completion bash > tridentctl-completion.bash

2. FIEMEREER TR —EMB LR - ARERIZA

mkdir -p ~/.bash/completions

3. BTEHMMAFZE ~/ .bash/completions BEE :

mv tridentctl-completion.bash ~/.bash/completions/

4. BUTTHEECEEHRTP ~/ bashrc EF !

source ~/.bash/completions/tridentctl-completion.bash



7 Z shell EXFBE5ERL
SER
1. BISERRIESHS :

tridentctl-protect completion zsh > tridentctl-completion.zsh

2. FEHEREER TR —EMBLR > ARERRZ

mkdir -p ~/.zsh/completions

3. BTEHMMWAIEE ~/.zsh/completions B :

mv tridentctl-completion.zsh ~/.zsh/completions/

4 BUMTHIEECEBEFRY ~/ . zprofile B !

source ~/.zsh/completions/tridentctl-completion.zsh

R
TRE A shell B « &8 LAfEH tridentctl-protect IMHTERETEH S BENTERK ©

E3]T Trident Protect &4t

R LLBET Trident Protect BITERRARRS » UFF SRRV ERNK ©

}57E Trident Protect B2 & ERE!

Z4E Trident Protect % > {SE]LAfEEFA4EAERE 2 Trident Protect Best5E EIRIRESF o 32 E B IRRHI ol R G H
Trident Protect {EEFTHENREERE ©
1. BII—{E%7% resourceLimits.yaml FItEZE o

2. IRBREHIIRIRE R > TEHEZEFIEA Trident Protect B3RV E JRIRFIEEIA o
WU TEAERERT A ANRE @ LB ISEERRERIFERE :

JjobResources:
defaults:
limits:

cpu: 8000m

10



memory: 10000Mi

ephemeralStorage:

requests:
cpu: 100m
memory: 100Mi

ephemeralStorage:

resticVolumeBackup:
limits:
CpU. : mwn

nmn

memory:

ephemeralStorage:

requests:

mn

cpu:

memory:

ephemeralStorage:

resticVolumeRestore:
limits:
Cpu : mwn

nmnn

memory:

ephemeralStorage:

requests:

mn

cpu:

memory:

ephemeralStorage:

kopiaVolumeBackup:
limits:
Cpu . mwn

memory:

ephemeralStorage:

requests:

cpu:

memory: ""

ephemeralStorage:

kopiaVolumeRestore:
limits:
Cpu . mwn

memory:

ephemeralStorage:

requests:

cpu:

memory: ""

ephemeralStorage:

mww

mw

mww

mww

mw

mww

3. FEA resourcelimits.yaml HEZEFRIE :

11



helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f resourcelLimits.yaml --reuse-values

Bl ZE2RA RS

Z4E Trident Protect % > (S B LAfEFAARREFEIEER Trident Protect 239 OpenShift Z2 MR RMES] (SCC) o
ELERHIEZR T Red Hat OpenShift #&H Pod HIZ 2 MRS o

1. BT —{E%7% “sccconfig.yaml BIFEZE o
2. (EFEZRPHIYE SCC &I » WiIRBTEHIRIEERIENBH -

LT EHI8m SCC ERNSHIARE !

scc:
create: true
name: trident-protect-job

priority: 1

TERI T SCC EIBENSH -

B2 SILlE EB
=82 BEREMUEIL SCCER & true
& scc.create ERES “true’
B Helm ZEERERFHE
Openshift IRIREF, AL
scc &R o RKE
OpenShift ETT,
‘scc.create ®RES false,
BIFREEIL SCCEIR °
e FETE SCC Y78 o Trident fREETL(E

BEIER E# SCC MBSIER - BEIEF 1
EEEH SCC EEELIEFER
KB SCC ZRIEITEIE o

3. FEF sccconfig.yaml t&ZHRIE :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

ERiETERERRA sccconfig.yaml IEZEPISENE °

12



R EHh Trident Protect Helm Chart 38 E

1RAEI LA BT AutoSupport 38 7E 85 ZERERIEF OpenShift Webhook /REEIE » LURE RIS EER o TR:R
BAR] FRVZERE 28 -

2¥ $ERY sREA
autoSupport.proxy FE& 7€ NetApp AutoSupport ZARRI(L

12 URL ° fEALEThAE RISz IR & &
FRAEIE[EARES ° Al :
http://my.proxy.url °

autoSupport.insecure mME BES true B> A
AutoSupport Proxy AR
TLS BREE o (BARAEEN
;Proxy iR o (FERE: false

autoSupport.enabled HwIE EXA= (=& 8 Trident Protect
AutoSupport A E_E1E - RTES
false K> SHER LER®ER
» (BIR{ AR AT Eh 2 & 2 1R R 46
Bo (FBRME: “true)

restoreSkipNamespaceAnnotations =& LU TR R AR e »
RREGTERIEEFHRR o 2
RS ARE A L 2EfE] o

restoreSkipNamespacelLabels FE LUESEN PR 4 e B »
BARRERTIEREETHR - &
FFICIRIE IR A I Em L ZER o

useOpenshiftServiceCA mikE EFBE2 OpenShift R4 Service CA
Operator ¥ & » LUE% Trident
Protect & A Webhook B&EI7]
AATLS B5E o 884 true K
» Service CA Operator 4B
BEIE Webhook TLS /&RiE o 7T
OpenShift BELFER - (X
fE: “false)

ICRILUER YAML #EREAE St an @ 7 IRAR SRR E B L3R

£/ YAML 8%
1. B —EREELFERRS values. yaml °
2. TSR RS R > IS ICARE B s THVARRREETE o

autoSupport:
enabled: false
proxy: http://my.proxy.url

insecure: true
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http://my.proxy.url

restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

useOpenshiftServiceCA: true

3. £ values.yaml IERHIEAIERNER » ERRTE .

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

{£/ CLI &%
FTER
1. FERAUTHESEME —-set IEHMTHRIEER BRI :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \
--set-string restoreSkipNamespaceLabels="{labell, label2}" \
--set useOpenshiftServiceCA=true \

-—-reuse-values

4 Trident Protect Pod FR&ITE45 E &%

& e] LAfERS Kubernetes nodeSelector BIELEIZATER » RIFENRAZ B AT H HFLE B 2L AT LABNTT Trident Protect
Pod ° FEz&1ER T » Trident Protect {ZRI#{T Linux BIEREL o B MRIR R EE— S B TEENFR o
HER

1. BT —{E%7% "nodeSelectorConfig.yaml FIFEZE o

2. #& nodeSelector FEIRFTIE EHEREH > WEKZAER LML BERRE - EMRBCAIRIBERFRETR
o BIEN - UTFERE STERNEERARS > EtHitHBERIMERIENSTE

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysgl

3. FEFd nodeSelectorConfig.yaml HEZEFHE :

helm upgrade trident-protect -n trident-protect netapp-trident-

14



protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values
ERTER R B RARE nodeSelectorConfig.yaml XHHIEERIPRS] o

=12 Trident Protect

&12 Trident Protect I #EM1ZEUZH|

Trident Protect f£F Kubernetes BB BRFEUES] (RBAC) 1EE o TERXIBR T » Trident
Protect 2B — R B T M R EBRANTERARFSIRE « MNREHNABEERZHFERED
BRENZE2EK E\'J__Uy(ﬁﬁﬁ Trident Protect By RBAC IHAEZR E g 4MsthiZ il B &R dp

%D‘EFEﬁE'JT?HY °

=EEIEEIRRERHTER trident-protect MAEMPERNZFEER » iltﬂtffb(?‘ﬂiﬁﬁﬁﬁﬁﬂ B
BMHMNER - EEHIHERMNERERNNER ) CEEERTHMHRER » TS RMNEREXMIIEELEHDHA
%FEE °

AR (EEREEEIATETERR trident-protect er R ERIPEIEARRNERNEIE CR - KEEEEREASG

REMPRIMBAREAENERE CR (REEREREAENENEE CR Z2UARHAKERREAENGH
EfF) o

REEEB A REFIEAREN Trident Protect BT E R4 » HAEIE :

* AppVault . EERERRTER
@ * AutoSupportBundle : Y51 « HESFEMEURAY Trident Protect 241%
* AutoSupportBundleSchedule : 12 H:EUREHER

REBRZEER RBAC RERFEMHHNEFIRFITEESHER

INFARA RBAC MAEIEHE RN 2 ERMMFIE¥MEE 528 "Kubernetes RBAC {4 o
IEARFEIRE HOMERIE N > 55288 "Kubernetes ARFSIRA ST o

#h - EEMAERENFIER

Ban » —(E4EME—% cluster BI28 « —HTI2AFRM—4E1TEHAE o cluster B EEESHUTER » UE
T —EIRIE - LR FEAEBAEMITHERERHESE REFID B4 E R B namespace FIEE ©

S BUSLEHNaSSERENER
BuatEEARCUIBES N ARER - TEAREGHEAIUFIRELENR

1. BIEREETmRZER !

kubectl create ns engineering-ns
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2. BT AR ZER

kubectl create ns marketing-ns

B 2 | BIBOARESIRA « UEASEGRERPHNERES)

I RS ER R =BT —ERERRBIRE - ELEZASEERERERII—ERTIRS » IUER RN
BRI NE—TERHEZ B DR -

1. B IEBERIRBERS

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. ZITIHBHER I ARFSIRG :

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

B 3 | ABEMRESIRE BRI —(EEH
ARFSR A ZIE AN R ARFIRP EITE 255 - MREBEIRE > AJUERMRLEREL -

ﬁl‘is\%
1. B IERBIRPEILER

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHRFIRA R ¢
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

8% 4 | #3I—1{E RoleBinding ¥ » %% ClusterRole H R T ZISEFMBIARFSIRS

E1{TL4E Trident Protect B » & HEEEI —ETERAY ClusterRole ¥4 o {ERILUIEBRE I W E R RoleBinding ¥

4 > &1tk ClusterRole 48 ZARFSIRE ©

ﬁ"g&
1. # ClusterRole 487 2| TI2RRFZIRE :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥ ClusterRole #E RI1TIHARTEIRE

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:

- kind: ServiceAccount

17



name: mkt-user

namespace: marketing-ns

S8R 5 L REER
A ERE S IER

1. BRI EAE R TIZER |

kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n

2 BRTREMEMAEIITHR

kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n

$ER 6 . 2T AppVault ¥ 1ZEVERR

engineering-ns:eng-user

engineering-ns

engineering-ns:eng-user

marketing-ns

ENTHONRBEENERTT > FEEESRBRTEREREH AppVault ¥H4HEIFEHER -

P

1. B EA AppVault F1ZEE4E S YAML 182 » B FEHAEZE AppVault BIHERR o FIE0 » LU CR 2 FEH

E77EY AppVault BYtER eng-user :

apiVersion: vl

data:
accessKeyID: <ID value>
secretAccessKey: <key value>

kind: Secret

metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect

type: Opaque

apiVersion: protect.trident.netapp.io/vl

kind: AppVault

metadata:

name: appvault-for-eng-user-only

namespace: trident-protect # Trident Protect system namespace

spec:
providerConfig:

azure:
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accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. U EH Role CR > UEREEESAENKT T HHLEMPREERIFIVE - Flg0

apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user—-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B IEFM RoleBinding CR » 3 ERAPERIEAE eng-user o FiIH0 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding

metadata:
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4.

nl:l%

1C3%F AppVault #ERRBYfE & FESZAE S0 EF1RAE AppVault #)14iET

EiEkEvan R =R LUSMNIEREIR - S FISEEFIRRER

name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user—-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user
namespace: engineering-ns

MEsTEIR R S IERE ©

ESERFIA MR AppVault A E

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

Il_;\ 70N Dz

BB LATARABHE#ELL

Error from server
forbidden:

(Forbidden) :
User

appvaults.protect.trident.netapp.io is
"system:serviceaccount:engineering-ns:eng-user"

cannot list resource "appvaults" in API group

"protect.trident.netapp.io"

Al AP 2SI ERMFIIRE A #EsHRE AppVault Bl

in the namespace "trident-protect"

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n

trident-protect

TREZEEIHRLUUTAENES -

yes

EZ1 Trident Protect &R

TEAEAEN SRR » LEFEZKENE

&R LUEF kube-state-metrics * Prometheus #1 Alertmanager 2 4L 7R T B3R EZIZEH
Trident Protect {Re&RVEIRERREART ©
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kube-state-metrics BRFEEHE Kubernetes API B ZEEISIZE o #FEHEL Trident Protect &5 & # M » I AMBRIR

B ERRENEAEHN -

Prometheus E—E LA » ATLUIZEWHE kube-state-metrics EAREE » MEHEIRA SR BENEEYHSE
&1 o kube-state-metrics #1 Prometheus & &1FH » ARIEH—TES L REIZ(REEA Trident Protect EIENE IR
B EEARREFARRE ©

Alertmanager 2 —IEARTS > ERIMIZUL Prometheus T HEEMNER > WRTEMEBIICERENBIZEANE °

BESRDEAIFELNIERERES ; CFERBECHIRIRETHR] - ARMARRBANXE
» R2RUTEAXMG

@ * "kube-state-metrics sRBESC4"
* "Prometheus :RBASCHE"
* "Alertmanager 14"

T REEETR

E 7 Trident Protect PRI ERELE » (KEELEEMRTE kube-state-metrics ~ Prometheus 1 Alertmanager ©

224t kube-state-metrics
1B LA{EFE Helm Z24E kube-state-metrics ©

1. 1% kube-state-metrics Helm chart © H40 -

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. ¥ Prometheus ServiceMonitor CRD FER#E -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus-operator-

crd/monitoring.coreos.com servicemonitors.yaml
3. A Helm chart i —E:REHE (FIE > metrics-config.yaml) o EEIMUBEFTUTEHFIREURTESEMN
IRIE -
metrics-config.yaml : kube-state-metrics Helm chart fic &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true
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customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

S

4. iFBEFE Helm chart BREEE kube-state-metrics © fiIf :

helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. FAIKER "kube-state-metrics B5] &R "HRI:REABCE kube-state-metrics » WAE4 Trident Protect fEFRY
EHEVEESE R
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4t Prometheus

e LAFRIR "Prometheus 5788324 "HEYEREEZE2E Prometheus ©

it Alertmanager

EAILUZER "Alertmanager X4 "HBIERBAZ 4L Alertmanager ©

T 2 RKEGET RAUGEEFE
ZEEETAR > CRERECMIUEEBREIE -

1. # kube-state-metrics £2 Prometheus ¥4 o 458 Prometheus ECE X 14 (prometheus.yaml) MiETig
kube-state-metrics BRFSE M o H40 :

prometheus.yaml : kube-state-metrics fR#5£2 Prometheus FI% &

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- Jjob name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. %7 Prometheus iFEREEHEZE Alertmanager © #R%8 Prometheus 4BREHE (prometheus. yaml > WFTFHELL
—FEER :

prometheus.yaml : i E#REXZE Alertmanager

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

mR

Prometheus IRTERTLATE kube-state-metrics WWEEISHE » W[ Alertmanager ZXEHR o IRTELE IR EBZLR
MR R LRIV EIE U E ©
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TR 3 REETMERERM
REFTAFGEIFR  CEERLEMLELANUNENSRELT » URETEZEXEIPAE -

ZIREA) - BRI

WUTEHIESRT —(ERIBELER - EEMBETERNREERES Error BIFERRNES 5 S ERE » 5B
4R o LA LURIEE CHIBIE B ETILEEH) » WAZIE YAML 2BE R ER3rtE = 8HY “prometheus.yaml 4HAEHE :

rules.yaml : E&EHDKHAY Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

BCE Alertmanager LS ERSXAEHMEE

UEJL,( %E Alertmanager » FEEZRHEMEE (FIANEFEH ~ PagerDuty » Microsoft Teams st E @I ARTS
) E3X@EA] 0 HETE alertmanager. yaml XEFIEERENECEEDA o

LT EHIBCE Alertmanager [A Slack $8iE 35X 5E ] - AERBLENIRIZEBETILLES > 551 api url BEZHKR
AEIRERE AR Slack webhook URL :

alertmanager.yaml : [a Slack 838 83X %R

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:
- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false
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E Trident Protect XIEEH

Trident Protect :EBIESEF B ¥ NetApp ZIEEXE ANENNEEEE » fINZEIE
HEMERARERXNAE « I5EMREEN - MREEEEINERE > ATUFERAETER
(CR) tEZiEZIE®EEE HEE NetApp XML (NSS) o

£ CR BIL X IBEMH
1. B BHiTER (CR) EEREIZHESAA (BIEl v trident-protect-support-bundle.yaml) °
2. RETHIBME
° metadata.name : (#1H) WLEHFTERNEHE  FACHNRBEE—(AE—BAEHRNLE -
° spec.triggerType : (WH) MEZROBINEFERTRES: - TEREL ST UTC REVER
12 BEIEAT o AIEE(E ©
- BHE
" FH
° spec.uploadEnabled : (M) EHIEELZERFEEERETERSHE LEZE NetApp AL o 1
RKIETE ~ BIFERRSA false o AIEE(E :
= true
* false (¥E=R)

° spec.dataWindowStart : (M) RFC 3339 XMW BEFSE » BRiEEZBEHFESIER
?EETEI’\JE%‘E,HﬂﬂE%Faﬂ o YNRKISTE » AITERA 24 /KA o oI LUEEMNRERERIA 7 X
Ay °

YAML &4

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. £ trident-protect-support-bundle.yaml fEZEFHIEAFENER > EFCR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect
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£ CLI B XEEMN

1. BIUSIES » BiEFEPNEBSRATIRERMNEN o trigger-type RERYAEN T ECAERIRE
HEFZ2EEIr 0 HERLME "Manual '3 Scheduled ° TEERERES Manual ©

fugn

tridentctl-protect create autosupportbundle <my-bundle-name>

--trigger-type <trigger-type> -n trident-protect

BB RARTS &
ERE-—FERIUZEENR  CUGEEHETEET R ERBNERE RS o

HER
1. #fF status.generationState #EZF| Completed kA o ERILUERAU TR SEIEESEE ©

X

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BZREMHESHINESKAR o LE5TMBY AutoSupport EfFEEEUSHERSM S :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

HEBHRE] kubectl op M ILE(TE > S EIESUBIRNA CEENAHEH o

H 4Rk Trident Protect
&I L4 Trident Protect AHARERFTRRZS » LUFI BRI THSES#EERIE1E ©

* 1 24.10 RRAFHRES > FHREAEAMITRVRIBAIAE G KK o IERMAEMHIERRBIREE (HEim
EFHEEHE) R - IRRBREARPERK > ERIUFENEIRIRIBUEFRE R
AR ERE o

@ HBRBENE - CRILTEABREIERPIAIRIRHHE - BEARERENRRA B2 » B8
GEFHRHAEFIE EBFZRVREGER -

* BRNARGEERE > FHEABZRAFEN Helm chart MIREGEFERENMLABREERE
> WERSEERIBET Helm {BE23 chart IRASABR - MFBFAAEN - F2E "EAAAGEME

Z4E Trident Protect" ©
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SER 1 BB

Trident Protect iRASEEETS HHARY YY.MM s iR8) » Hep TyY) ARFEHEWUEKT > MM RKRA
7 o PARANEFREE YY.MMXHRA > Hef TX) AR TR o ERIRBEEARBIRAEZZAREIBRRES o

* EaI L B RTARAS B iR AR EI S E AR Z A BB I E AR A5k 8 B AZRhRZS o a0 » el BN 24.10 (SEM
24.10 B9/)\hRZs) FH4REI 25.10 ©

* NREERB L UARABHASERIARA TR ° SFAITSTRAR o EREEARE "FHRAE" RAEERF

MRERPA » FHAREIT SRR AIR B RARYERATARZS o B9 > ANREERTHAITHRE 24.10 hikzs » W BBEARE
26.06 hR7s :

a. BRI 24.10 FHARE 25.02
b. sA181 25.02 A4RZ] 26.06 ©
HEF 2 . FH4k Trident Protect
EEF4R Trident Protect ~ s5H#{T FFIFER o

ﬁu%
1. EB#7 Trident Helm {72 -

helm repo update

2. 4% Trident Protect CRD

@ WRISEUE 25.06 ZFIHIRRAF4R » AIEERITIEFER > H%& CRD IREEEFTE Trident
Protect Helm [E&R & ©

a. PITIEE < CRD MWEIEREIRY trident-protect-crds "YJ#%E] “trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs -1 {} kubectl patch crd {} --type merge -p

{"annotations":{"meta.helm.sh/release-name":

'"{"metadata":
"trident-protect"}}}'

b. #MITIUTI5SMIBR trident-protect-crds chart BY Helm secret :

@ BNMER Helm ENEX “trident-protect-crds’ B3R » EAE ]S 2 MR CRD F{E{AI4ERE

kubectl delete secret -n trident-protect -1 name=trident-protect-
crds, owner=helm

3. ##4k Trident Protect :
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helm upgrade trident-protect netapp-trident-protect/trident-protect

--version 100.2606.0 --namespace trident-protect

i® E_[LXLLT‘H%&‘%’%EP%E --set logLevel=debug REEFHRIFENBHZEELR o TBR
() BES®B varn - REETEEDHLETHIEHE  RATAYR Netpp ZEAEY
B » R BR s G R B -

EENREEAREL

£ Trident Protect AppVault {4 R E IR 1FHF

Trident Protect U@ EFTEIR (CR) #% AppVault ° AppVault ¥4 2 FEF @
It Kubernetes T{ERTZFRT © AppVault CR B2 H#FREITIS T (ReE(EE (FlanEm ~ 1R
B8~ BE/EZEM SnapMirror #8%) H{ERAPAERVAERE - REEIESZHEEIL AppVaults ©

EHRARAPITERHREIREE » SREFHEEBHSFEIL AppVault CR ° AppVault CR Z#HHHITAIRIR
RER > LA 2E L EE ERSERIZREIL AppVault CR °

@ FEFELR AppVault CR IR %24 T Trident Protect BUZEEE £ o 1R AppVault CR RTE/ESE A 5h R
» IR EETREEER ©

E AppVault 512515

f=4v]

3L AppVault CR Z A1 » :5HE{R AppVault IS EZNE R B ERN B RIREEN T AIERMERETS R

o
e
%ﬁnﬁ °©

Data mover £7ZEZE

BT CR T Trident Protect CLI #MIMENEEIL AppVault #1456 » A LIFSE Kubernetes Secret » HPIE S
FA1? Restic 1 Kopia INZHIEFTZHE o YIREKRISTE Secret » Trident Protect S fF FHFER RS o

* FHEIL AppVault CR B > 3515 spec.dataMoverPasswordSecretRef {15 E £8& o
* {#F8 Trident Protect CLI #1 AppVault #1145 » s5fEMA "--data-mover-password-secret-ref 2EI5E T ©

B ENBESRHEEERERE
BERL T EFIRILZ SRR © 1 AppVault ¥4EF » ]IS Trident Protect (£ It Z B M B 28185
T?Fﬁ EITERES ©

* RIBGFERANERNEBRTIA ARG sZENBR T EHEIZEEIT o FIE0 » MREE
FRIZE Restic > 1 B2 AFTEEF Kopia » BITEEIL secret B REE S Restic FIZRHEAN

© =
* ARERERE  TRBEALTBER —SENHMEE LEREN - MRFEW trident-
protect R ZERERMER - RARBERELIERFEDIRE -
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f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

A CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 HEARETE IAM R#E[R

E1{T{EMA Trident Protect 77EY S3 #A 7 (40 Amazon S3 ~ Generic S3 "StorageGrid S3"5{ "ONTAP S3")
B > BRERAAFIEENEAERZAEFEIHFITRNLERER « UTEEFEA Trident Protect ZENFMER
BRERRARRIEEA SRR EREEIE S3 HAHEFIrBRINERE o

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"

1,

"Resource": "x"

AR Amazon S3 RESHEZE » 552/ "Amazon S3 4" HREYEEH] o
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FAt Amazon S3 (AWS) §g:EHY EKS Pod Identity

Trident Protect 323& EKS Pod Identity #417 Kopia BRHERZIRE o ILIHRERI L 217N S3 17T » MEETE
Kubernetes Secret Hf#7E AWS 5058 ©

f£F Trident Protect #J EKS Pod Identity 75>
1E4% EKS Pod Identity 52 Trident Protect &&& {5 > 4 » SHEUTEHE :

* %89 EKS EREERIA Pod Identity ©
* KERUAAKE S3 HEFHERN IAM A& « EERARR > 552K "S3 HEFTF IAM FZR" o
* 1AM &8T5 Trident Protect ARFS IR A AERAEH -

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

BRARRA Pod Identity M IAM A BEIRRFER F RARAYEFAEERRR » 552 B "AWS EKS Pod Identity SZ{4" o

AppVault 587 FF EKS Pod Identity B » 55{FEF "uselAM: true 125555 € AppVault CR » T EREMRE/R:S ¢

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

AppVault BimfRFREENSIBELHEM

TEF AppVault CR E; » BRIEFER IAM 5558 » DRICHEZE S FIRMESETRIVES - BETRINEES

ﬁ!?ﬂ tEMRE - U TFEREREENGSIERELERLS - CIUERAUTEASSEZRRHENRERILS

Google Cloud
kubectl create secret generic <secret-name> \

-—from-file=credentials=<mycreds-file.json> \
-n trident-protect
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Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
—-—from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \
-n trident-protect

iBF s3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
—-—-from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect

AppVault 3237 &

LT RRRMHEM AppVault E&ZEH ©
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AppVault CR &5l

TWRAILUERUT CR &8RS AT RIZHERIL AppVault ¥+ -

* {RATLUEIEIEE —1@ Kubernetes Secret » EFEE Restic 1 Kopia #EFEEMZHNETE
15 o UNEEFFAMEE » 5528 Data mover [#1FEZHS o
* 1L Amazon S3 (AWS) AppVault ¥4 » {EEJLEEIZE 4 MIEE sessionToken » YIREFHE
@ —&A (SSO) #1TBMEE > E¥IFEER - LWSEELARMEESSBREL
AppVault EiGARIFIRME N SIBELEH) o

* H52 S3 AppVault HR » {EAJLUFEMA spec.providerConfig.S3.proxyURL SEEZE MM
EXE 4 S3 MERHOMIE URL ©

Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
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endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3-secret

@ $HERA Pod Identity £2 Kopia data mover BJ EKS 1815 » &a] A5 F4
‘providerCredentials’ B E% » Mii& “uselAM: true FTiEE "s3 8RE A °©

Microsoft Azure

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:

key: accountKey

name: azure-trident-protect-src-bucket-secret

jBH s3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:

name: generic-s3-trident-protect-src-bucket
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namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret



StorageGrid S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

M3 Trident Protect CLI #1317 AppVault FYE ]

TAIAERLUT CLI ss 2 & A3 B ERME T AppVault CR °

* AT LUEIEISE—1E Kubernetes Secret » EFE & Restic 1 Kopia #FEEMZEH BT
@ B8 o UNFEEAME R » 552/ Data mover fETFEZR o

* ¥5? S3 AppVault B8R > EB]LUER “--proxy-url <ip_address:port>" 2 BUEE 45 E H ik
S3 MEMHOMIE URL °

Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \
-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect
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Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

#F S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect



% 1BH) providerConfig.s3 BCEIEIE

RSB TRUT M S3 R EMERREIR

2% Sk TEER i
providerCo {ZH SSL/TLS /REEERE o Fic "true" ~ "false”
nfig.s3.sk
ipCertvali
dation
providerCo EYFEL S3 iRELAIZE HTTPS & © true "true" ~ "false"
nfig.s3.se
cure
providerCo I5EFMEIEE| S3 #Y Proxy fAliRes URL> & http://proxy.ex
nfig.s3.pr ample.com:80
oxyURL 80
providerCo IR SSL/TLS EEs5MBETIR CABRE - & "CN=MyCusto
nfig.s3.ro mCA"
otCA
providerCo ENFE IAM B858 LATFEY S3 {#7F4E o B EKS fhsR true ~ false
nfig.s3.us Pod Identity °
eIAM
A AppVault E:fl
fE&AI LAfEA Trident Protect CLI MEMENE BB RAEGTERE LB AppVault ¥RV E ©
1. & AppVault YIFHIARR :
tridentctl-protect get appvaultcontent gcp-vault \
—--show-resources all \
-n trident-protect
gL -
fomm - fomm e o
o +
| CLUSTER |  APP | TYPE | NAME
TIMESTAMP |
o - o —————— e
e +
| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |

37



| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— e o o
e +

2. (A1) EEETESMEEIRM AppVaultPath > FFEMATRES —-show-paths °

R B7E Trident Protect Helm ZIBIZIETE 7 = ERMEHR » REE—-FIPHNREREA A - flg

--set clusterName=productionl °

#B% AppVault

& B] WA MERSFE B4 AppVault #{5 o

sm
—_—
=
aap
T
B
4
i

@ TEMIBR AppVault ¥4 & > 5570588 AppVault CR FfY “finalizers’ & o &E
AppVault FEFEEPREER > TEEEPELENMIERE °

FRtaZ Al
e RIS EMBRERIBREY AppVault FrfEFRBIFR A REBFIHERD CR o

£/ Kubernetes CLI fiif& AppVault
1. MIBR AppVault ¥4 > #& “appvault-name Ea A EMIFRAY AppVault Y4258 -

kubectl delete appvault <appvault-name> \
-n trident-protect

& Trident Protect CLI fi|f% AppVault
1. MIBR AppVault ¥4 » #& “appvault-name B A EMIFRAY AppVault Y4278 :

tridentctl-protect delete appvault <appvault-name> \

-n trident-protect
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{# M Trident Protect E&EIEFERIZ

BRI LUEB R FEATER CR MRFHLAY AppVault CR KREZE(EA Trident Protect BIERY

FEREL -

#2317 AppVault CR

IREEE I —E AppVault CR » % CR B HERREX I TERREEERER » BiZ AppVault CR AZEAIF?
ZHE7 Trident Protect BYEREE £ ° AppVault CR 5 ERERVIRIE ; BRI AppVault CR YA » 552/ "AppVault

BsJ&EIR "

E&ERER

TEEEEEMFHA Trident Protect IR EEERER o ErILIEEFE#EIERER CR I fEA Trident
Protect CLI REZEEIENERTEL

HEEH VM BENEARR > URLBmMIFRER R RERAEITEN KubeVirt E#i23

@ (VM) - s5{#F Application CR H1A9 “spec.includedVirtualMachines ##{i8f CLI H# --virtual-
machines FEIZ o WIEEFAAE N « HAIZ2EF YAML &4 > :5288"E A Trident Protect {Rz&
KubeVirt FE#FE25" o

£ CR #MEEMARER
1. B BrYHAERET CRIESE :

a. B HFIER (CR) ERULGHSMARA (B maria-app.yaml) °
b. RETHIEM :

* metadata.name : (WEH) FEARRERNBITERISGTE o AL EEENSTE - RARE(EER
EWHEM CR IEREZ 2RIt E -

* spec.includedNamespaces . (KE) FHEGLEENEHREESRKIEERBAENFERNG
LEMEMER - ARG THANEESHEILEED - ZREZSREEN » iJAKREES
BeEmBZTmPNEIR o

* spec.includedClusterScopedResources : (GEM) FRLIBHIECECSEEREAECS
FHEEHEZR o LLBEREECREERNEHE « RAS ~ ERMNEERREEELEER

* groupVersionKind : (%E) 5SEREHEEIRI API 8540 ~ hRAFEEE o
* labelSelector | (FJ%E) KEBFHEEREHLZENER

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze : (F]#E) Itz EBERAR
RERHISTERIERAELR > HIIN7E KubeVirt IRIEF » EERRAGERBZANRE o I5TULFE
BREAERRBRR S AR AERAMR - MIRKRTER true > AIEARARBERIFRE > I

AT IREBARRDRAS o MNRISTE 7 ULsHAR - BRARNERTIRA ERNES - BIZERRR2
B& o YIRFKIETE > BB GEIE 2K Trident Protect AT E" ©

MRBETEARNEIRERILERE > AIUERN TSRS !
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kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"

+
YAML #5451 :

-+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: nhamespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. GER) WARE - LR EREBEMEEMEEN CR - UESHHFREER
° B EEA

* resourceFilter.resourceSelectionCriteria : (BREME) £ "Include' 8 "Exclude KRB &
U HEPRTE resourceMatchers PEZRNE IR o FIELLT resourceMatchers 28UUEEEBR I
BERRRETR ¢

* resourceFilter.resourceMatchers : resourceMatcher #){4-RIFESI o YNSRIE EES) P E S
ZEE » efziRiZ OR BEHIE » BEcEARIMEAL (group ~ kind ~ version) Z[E
1% AND EHULHL o



* resourceMatchers[].group : (FJ#E) EEFEMEIREHE o
* resourceMatchers[].kind : (FJ#E) EEFENERIER o
* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]#) EiEEAEIRR Kubernetes metadata.name i
REETE o

* resourceMatchers[].namespaces : (F]#%) EEFEAEIRR Kubernetes
metadata.name E{IPRYEF B 2R ©

* resourceMatchers[].labelSelectors : (FJ3%) EJR1E Kubernetes metadata.name il
RERAZEEIZESIFH "Kubernetes sREASA" o FiIgN :

"trident.netapp.io/os=linux" °

EM3B resourceFilter M labelSelector [AIRFEAE
(D) resourcerilter EGHT > 4 labelseloctor HEEMMERMEVH
T8 o

fign

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

° (2[R PVC RYERE2Z LA

ETEEHER PVC WERER - KENBEEREFEINPTES PersistentVolume
*VolumeSnapshotClass °© [RERFIEIDIRIEMEB Persistentvolume (HFEZIEE PVC BIZ
EEEMIREE) A volumeSnapshotClass (REREEEFHIER) @ B EMEZ R - a0 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-pvc-app


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: my-app-namespace
resourceFilter:
resourceMatchers:
- kind: PersistentVolumeClaim
version: vl
- kind: PersistentVolume
version: vl
- kind: VolumeSnapshotClass
version: vl

resourceSelectionCriteria: Include

2. By RETAIRIGAENNEREZEN CR%& - EFZ CR - fli0 :

kubectl apply -f maria-app.yaml

TR

1. AU TENZz -2 WEARARIES » LiHERPNESRATIRIEPIENR - S UERES)
PRS2 E > LIRSS RN AEERARAEETE IR EMMNER

BRI « R LUEEEREARIEERARATREPERR S AIUBAERERR - EEBERAIMR
ERIRIREERNEMAED « HILNTE KubeVirt IRIZH ~ RIBRZ BTGB EERANRE - MRREERD
true ~ BIEAREN T ZREERE « AT RBHBRAERRM - MRGHRS false ~ QIEARENE
REERIGRTE - BERARSTRBEARIRL c IRECERERE - ERAEAERT A ERKR - g
BE&E AR o YIRS EMERE « BIEARENEEE 23K Trident Protect RAGRE"

+ 7E{ER CLI B FERRERE » BEIEEE » nJUER "--annotation £ ©
+* BURARR L EASIHRERIEFIERERRRGETTH
+
tridentctl-protect create application <my new app cr name> —--namespaces

<namespaces_to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace>

+* BURAEA TR EAKERAENREUEFIERRARRETS -

-+

tridentctl-protect create application <my new app cr name> —--namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --annotation
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protect.trident.netapp.io/skip-vm-freeze=<"true"|"false">

R

+* B LUER --resource-filter-include M “--resource-filter-exclude i > 1R
‘resourceSelectionCriteria (BINE¥4H - 848 ~ hRAs ~ 125 - LB ZTM) KESTHFRER
> N BIRRT ©

+

tridentctl-protect create application <my new app cr name> —--namespaces
<namespaces_to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names" : ["my—
deployment"], "Namespaces": ["my—-namespace"], "LabelSelectors": ["app=my-
app"] }] |l

+* BERER PVC NEARER » BEXN BTSSR ELSITESR PersistentVolume
*VolumeSnapshotClass ' ° [REBFMEIDIRIEMHFE PersistentVolume (HFEZIEE PVC HNEEEHE
WiFE®) # volumeSnapshotClass (IREREEENFETN)  ER/DEMAEE R o Fl0

=+

tridentctl-protect create app my-pvc-app —--namespaces <my-app-
namespace> —--resource-filter-include

'"[{"Kind" :"PersistentVolumeClaim", "Version":"v1"}, {"Kind" :"PersistentVo
lume", "Version":"v1"}, {"Kind" :"VolumeSnapshotClass", "Version":"v1"}]"
-n <my-app-nhamespace>

{#H Trident Protect {FEFEAER

ERI LUfE AR B EhRER B SERE 5 TR R IR (D > LUREE Trident Protect EIZRVFRA
FEAER ©

@ AT LAERRE Trident Protect FEBFHAEFE MR REREIRREIERRM o "R ABEII A

Trident Protect R EE R R RLE" ©

BIBEERR
A LABERT 2 AL FERR IRIR o

@ MRBEBENETREEAENERTHRAES A > HEIA T EAEARENGRZER » AIELEE
BREIERD © RIBIERT -
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f#F3 CR E1II{RR
B ER
1. B B:TER (CR) #EEIREMHS trident-protect-snapshot-cr.yaml ©
2. EEERIUAMERED - REUATEM
° metadata.name : (¥IH) WWEFTHRNGHE ; HAENRIFEE—(AH—BEER&ENELHE -
° spec.applicationRef : 1/ IREEIFERTZILH Kubernetes %478 ©
° spec.appVaultRef : (IH) EREREBAR GTER) B AppVault %58 o
° spec.reclaimPolicy : (G#£M) THRERE CR MIFREF » REEAY AppArchive BEEMHEIENR o &
BRZERMER A Retain » REBH MR - BRUEE !
* Retain (FBER)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. £ trident-protect-snapshot-cr.yaml HEZEFIEAERNER > EACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

{5 CLI EITRER
1. BIRER > WRHESEHREEB R A TIRIERAE o fi

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIuMEREND
TR A RER (R FEFRAE R ©
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@ MRBEBENEREEAENEEZDKAES A > 5B T EAEARENGRZER > AIELEE
RRESERD © RIBERF -

ez Al
AR AWS B35 < ERVE MEAFR R U EHERREFEEITH s3 BN 1FE - MRS IETEHMIFRIRIBHEE - A
RIFPIBEE R -

* BRREERN SR EHRENESEN - 552H "AWS API 51BAS "

* W% AWS BIRRERFEE > 552R "AWS IAM SRBASf" o

M CR Eif&H
1. B B5]ER (CR) EREIGES®E trident-protect-backup-cr.yaml °

2. FEEEIURERD « REUTEMLE :

° metadata.name : (41H) WLEHFTERNGHE  FRACHNRREE—(AE—BAERNLTE -
° spec.applicationRef . (/F) EFPHIEREZEINR Kubernetes %78 ©
° spec.appVaultRef . (1E) FEREFHENDNER AppVault 58 o
° fpgc.dataMover D (BER) —EFH > EREARENEENEHN A - JkiE (BoK/NE
" Restic
* Kopia (TE:R)
° spec.reclaimPolicy : (M) EHRHNEHBRAPEREGELME - AIEE !
" Delete
* Retain (FEER)
° ;Pﬂe;r;;apshotRef D (%) ERFHMORRENIRESTE o tNRKRM > BEEBINED—E

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

3. £ trident- -protect-backup-cr. yaml* ZHIEAEENER > EFCR:

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI B3 D
1. B ES » TRERPHNESIRACIRIERAVE - Fla0 :

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

AT LUEERER --full-backup FebRIEERBN S RIEEERD - BRIERT » FREHHEHEE
B0 o EALRER » BIRERIEEERD - Eﬁﬁ:gi@%fiﬁﬂﬁﬂﬁ?&%ﬁﬁ s WEMRTEHRZ
BT ERD » URARZEMFEERER -

REBNEREE
TERREAR I CR FFEIEAREERE

Fi3 4BR Sl Bs(E
protect.trident.netapp.io/full- = &h IEEHENES AT E{ﬁ{ﬁ TS ‘true'n] "false"
backup B IHEEHN - RIFER zeﬁﬂiitﬁ B

7> WEMRTEHD ZANTIEERD » U
RAEEMEEERRR

protect trident.netapp.io/snaps =& AR ERB AR R o "60 555"
hot-completion-timeout

protect.trident.netapp.io/volum =& A & RERES A FIARRSFR A ST R RIS o "30 38"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum =& IR R IREBFT AT RRERA o "5 D iE"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  F & LRFFRA R PersistentVolumeClaims ~ "1200" (20 9
bind-timeout-sec (PVC) ##ZF ‘Bound FEERMIR R (TP §#)

BB o EBIREHRER SR -

BIUERRERZ
ReERAEBRERNIFZEILIRR « HHUMERFERBER - MAILUEES )\ « X - SBENSAET

REBHNEL » LRIEE BERENEIAEE o RIS full-backup-rule FEAZREHZIEIG EREED - FRRIER
T FRERMHEEIZERD - EFRITRERMUKRAERNEEED - AR ELEEFRBANERE

SERILUEIBHE "backupRetention 5% 7T I “snapshotRetention’ &2 K FAYERIE L EM
@ 73"’?91?35’3?335& #& “snapshotRetention 58 &R NMERIBHENHED I Z EILIRE » (BELR
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FREERR > WEEHDTREILEMMIER -

* MREBEHENEREFAEAEEPRERES A > 5B TEMEARENSRZER > AliE
EERFESERD « RIESERF -

£ CR I
1. By BFTER (CR) BEREIZHEGHAA trident-protect-schedule-cr.yaml ©

2. FEICRURERD « REUTEME -

° metadata.name : (H) UWEEFTERIRME ; FACHNRREE—([A—BATRNRTE -

° spec.dataMover . (GERA) —EA¥&H > IEnEARBRIEENBEHIE - AIENE (BEoKRNE
)

* Restic
* Kopia (FE&R)
° spec.applicationRef : EF S HIFEATENAY Kubernetes %78 ©
° spec.appVaultRef . (%1E) FEREFEHEMNRER AppVault %58 o
° spec.backupRetention : (#H) EREMNENHE - SRLABEILEMAEGR (EREB) o

° spec.backupReclaimPolicy : (M) AENMREFRDHBEARPRER CR B » B EEEME
189 o (REBHARBE » BH—EZWMER - TREME (BEDANE)

* Retain (FBER)
" Delete
° spec.snapshotRetention | (#1H) BREHIREBHE - TRMAEILEMIRE o

° spec.snapshotReclaimPolicy : (#F) RETRBHEARAMIERIRE CR K » RREBEFLEMESE
oo REBHARB®E - REB—EERMIER - AIRENE (BDK/NE)

" Retain
* Delete (FEER)
° spec.granularity : HF2ZREHITAISER o AIRERVELURABRAR AR
* Hourly (FERIETE spec.minute)
" Daily (BELIEE spec.minute # spec.hour)
" Weekly (BELIEE spec.minute, spec.hour “ spec. dayOfWeek)
* Monthly (BE{E5TE spec.minute, spec.hour “ spec.dayOfMonth)

®" Custom

° spec.dayOfMonth : (EM) SHEEHITHRMBEE (1-31)  MNRBAER% Monthly 2 A
LI A METE o SZENBUF R IR o

° spec.dayOfWeek : (f) BIERMITHERXK (0-7) -~ ER 07 XEHA - MRGEE
Ry Weekly » BUMHRMIARMATE o ZEXANUFHAEM -

° spec.hour : (EF) BIEEHITH—XRPBVNE (0-23) - MRKERTES Daily © Weekly’
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B0 ‘Monthly > RUMEH{UAETR o REXRNFHEIIEM

° spec.minute : (Ef) FAEEHITHVN\EDEH (0-59)  MRKERES Hourly
Daily ™ Weekly 'B{ ‘Monthly > BUMARIAXIAETE o ZEXANFHANIEM

° spec.runimmediately : (EM) RES true UERIHIERAE —EIIAEERT BRIER
BREETEM / WIRE) o FBRE false o EARBREBENEERNIT

B AIREBHFAZRIEES] YAML :

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "0O"

minute: "O"

EIRIRBEAZAVEES YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-nhamespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

A YAML X+ > B BIRIENETHHMZES -
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"
snapshotRetention: "7"
granularity: Daily
hour: "3"
minute: "O"

runImmediately: true

3. 7 trident-protect-schedule-cr.yaml HEZEFHIEAERENER > EACR:

kubectl apply -f trident-protect-schedule-cr.yaml

B/ CLI B 82
R
1. B REHHE » URERPHESRACIRIEPRIEN ° Fla :

@ &R LAEA “tridentctl-protect create schedule --help 2R E F& L d < BIzEAARAAE A o

tridentctl-protect create schedule <my schedule name> \
—-—appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
—--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
--full-backup-rule <string> \
--run-immediately <true|false> \
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-n <application namespace>

W ER R C B2 ETESES

° SEEHEHNHIE | A --full-backup-rule FEREFZIFEETREE D o IRHEBRAR

--granularity Daily ° AJ%E(H :

* Always | B REERIUTERFMD ©

- BEIER : s —EZELERSRAVEER (B0 > "Monday, Thursday™) ° BRIE
.- Monday ~ Tuesday » Wednesday * Thursday * Friday ~ Saturday * Sunday °

®

--full-backup-rule ZSABARENE - SEHE/NE °

o I BNEARIRGE | £ --run-immediately true TEEIIBFZRFI BN IIVIAHEM IR » A
BEHERIFZRITRIME o HRA false o

o (ZIRERPFIE | 5RE --backup-retention 0 A --snapshot-retention IHBEKNREHIE

ZIRHHHRTE
TERAM T B IIBEE CR FRFe] LUEFARYEERE !

SR HE
protect.trident.netapp.io/full- =&
backup-rule

protect.trident.netapp.io/snaps =&
hot-completion-timeout

protect.trident.netapp.io/volum =Zz &
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum =&
e-snapshots-created-timeout

protect.trident.netapp.io/pvc- F =
bind-timeout-sec

THIBRERER
M EEZNEFEETEIRE -
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s5tEA

IEETEEMRAERA o MAIURHEHRES
Always FETEED - SIRBEHNERET
BT o Bl - INREEEG HHE > BIRIUE
EHITTTRENORERR% (P -

" "Monday, Thursday") o BB EHALE
% EH— - BH” - EHf= - 2H ~ B
E -~ BH - BHAR - AR 0 EERRAEE
2% “granularity’ 3 E 4 "Daily BY5t & —iEfE
Fﬁ o

FEFTEREEIRIRIF RN R RERE

HARR & RIRIZE R AT AR REFR STV R R A o

B MR & RRFT A STHIR RS

SHFTBIEILM PersistentVolumeClaims
(PVC) #%| Bound FEERMIRRESR (UAFL
BEA) - BIBIERHREE Sk o

¥asf{E

Kk (FRE
BHINRIEE
#&1%)

"60 ﬁﬁin

"30 g

"5 738"
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1. MUBREIRERAERARHAVIRER CR ¢

kubectl delete snapshot <snapshot name> -n my-app-namespace

RV
MEFTBREZNIH2HN BT ED -

AT (R DU SRBE R TE#S Delete » UIRMIMHREFTRRIFFAIAE BN ER o ILRIBIITRRRES
@ Retain > BUBRBINERIER - MRRGRBEES Delete » AlBEMNERRFREEMHHETTR
» BEFHIMIER o

1. MUERE AR ERAERAY A CR !

kubectl delete backup <backup name> -n my-app-namespace

BEFBIDFERRRS
CRAILME A LRI EIEEETT » BT ERMBIBD RIS

1. RN T LBREGERORE » RIERFRESRATIRRFHEN

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXFA azure-netapp-files (ANF) {EXREHIER

WMREE L4 Trident Protect > BRI AR azure-netapp-files 77485 B 7 Trident 24.06 Z A1 FIGETFE
IR B PR B = EIAB (D FDIB R INAE o IEThAEEAM NFSv4 M E » WA S(EAAREMHAIEEINER o

RG22 Al
FRIEIRIA TSI !

s RB %4 Trident Protect ©
* 8B 1E Trident Protect FEER T —ERAREDR o ERTMIIEFZA] » ZEBRRERNARENEZZ ZIPRS o
* 8B 4Z “azure-netapp-files {EA 17 & InAVTER 12585 o

vV EBRLUIGIRBESER
1. 4N ANF HIEEE2EARE Trident 24.10 ZBTERILAY > :51E Trident REITIATIRIE ©

a. ZEERR azure-netapp-files B EFERTZNERARLAY PV BUE Snapshot B :

51



tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. B ASERIA PV BXA Snapshot BE :

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE :

snapshotDirectory: "true"

+
SNRAKRRAIRIRB &R > Trident Protect i EEEZEERE N INEE - ZEEERMBEPERLAEEMFHY
ZEfE o EEREIER T © REASEMNTA EHNERRE L —ERFHEHERE X/ VBRI EREIRE

e
ZIERRBEEAIFER Trident Protect E1THMHMIER - §E PVC Al EMERERBNBEHRNER -

Z=RERRER
{#H Trident Protect |{EFE AT

1B LAUER Trident Protect RREBHBHEREARER - MREBREHAREANERTFE—E
=5 HRARBEREREGER -

- BREAREDNE > FrASZERARARENNTHFREBRAEN—EER - IREFEE
RERTHTF > CERERRFEEFEINT

* qtree EZZWCS'Z%%%@E@?UTHE’J N B RIATh R 2R o B » qtree AR ERIE
NRERIEREE AR EE SRR dr % 2 o

@ s BRI LUEREMRRERBETERIRE - EEFRAERR > 5528 (FHERE Trident Protect 2R
ERTE" ©

* BERBEDERITEMN KubeVirt EHEES (VM) MAERFIEGLERHER » A ERER
CR 89 “includedVirtualMachines ##1iI ° BRIZIER CR ~ {#{IZ2F M YAML &4 > 525"
fSEF8 Trident Protect {5 KubeVirt [E#4%38" o

RN ERIRRE R ZER

& &£ BackupRestore CR #EH{2ERZIRREHIds % 2= » Trident Protect E1EFTRISn R =M PIERERTE
N WARREBNERAEXEL —EREAER CR - EEREEFENERREN » BURIIBEHMIIRE » 5
BRI (REEHEZ o

- REMERIEARAERNARSRERBFAGTEELFHE L TERRAGNENER - 52E
@ REMPNFREER > ARRLEEHREL BReRER > SiHEHEREIFGRZER -
* £/ CR BREIFepHZERF - MRAFHEIBRHRZER > ABBER CR o Trident
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Protect E1E{FF CLI KA BB dn % 2o o

RG22 Al

FAREIR AWS TEPSESHER YA EHEAPR B A FEHMERIRFFEHITH s3 BIRIEE - MRENTERIEXEIRRB
HA ~ 1RERIBEG R

* BB EER RSN EZE » 5528 "AWS AP s7BESZ 4" o
* N AWS BIR/RERIEEME N » 5526 "AWS IAM sREESCHF" o

E1EEH Kopia FABRNBE TREREHDE - A LUEEE CR PREfEA CLI 8 » LUE
#l Kopia EFEREZMTA - BRIAECERIBMEZEN » sA2RE "Kopia sRBE 4" o A
“tridentctl-protect create --help 85 < ABF B RAER Trident Protect CLI 15 E s ENEZSEH

fEFA CR
1. B B5]ER (CR) BEREIGES®E trident-protect-backup-restore-cr.yaml °

2. EISEMRERP  REUATBME -
° metadata.name : (WMEH) LEFTERNETRE ; FATHNIRIREE—([EAH—BAERNELTE
° spec.appArchivePath : AppVault RfEEHED ABHIERE o [MEILUERU T <RSI ¢

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef : (#1E) REGHDRE AppVault 78 ©

° spec.destinationApplicationName : (GER) Z2REAEXNRE - MRIEMH « EERNERAER
BEALERTE - MRFKREM - ERNERAEXSERAKERARERATE -

° spec.namespaceMapping : ERFENR R TME BEma T REE ° 5518 "my-source-
namespace ] my-destination-namespace i A TIBIE PRI E o

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]
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3.

(AI8) MRCRAFEEZRARANELETERETNE » FABEEANT > UESTFHERER
BHVER -

Trident Protect & BV — L2 - (R4 S SRR ERARN © Al - MR
() mETREMERESER - &R T —E Pod » Bl Trident Protect 1 &&IR
SR Pod ©

° resourceFilter.resourceSelectionCriteria : (EFZEMNE) #H "Include 5 "Exclude K155 HE
BRTE resourceMatchers FEZEE R o FZ LT resourceMatchers 2N EEE S S HIGHE
P

* resourceFilter.resourceMatchers : resourceMatcher 489S o {0 R7E LEEY P EHZE
7T ° ©fZEi% OR ER A » SETHERBIMRAL (group ~ kind ~ version) Z &%
AND ZEHUTHL o

* resourceMatchers[].group : (FJ) EEFENEIREAE o
* resourceMatchers[].kind : (FJ#) EEFEMNERIER -
* resourceMatchers[].version : (FJi%) EEREMNEIRIRZ o

yee

* resourceMatchers[].names : (F]#) EiEEEIRR Kubernetes metadata.name ##fiL

PEYTE o

* resourceMatchers[].namespaces : (FA]i&) EEFZEMNZIRA Kubernetes
metadata.name I AYEF % ZERM o

* resourceMatchers|[].labelSelectors : (F]#E) &HIRTE Kubernetes metadata.name &1L
EEIZESEIZIIFH "Kubernetes sREASIHE" o FIgN

"trident.netapp.io/os=linux" °

fgn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ff trident-protect-backup-restore-cr.yaml HEZEFIEAIFHENER » EFCR:
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kubectl apply -f trident-protect-backup-restore-cr.yaml

M CLI
1. BENEREARNMRZER > Wi A ERPNESRACIRIERIEN o namespace-mapping’ 5|
BEAERDMRIGRZER » KR RS AEEHEIERNBRGRER > 85

“sourcel:destl, source2:dest2 o {0 :

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

REHEREIRIGG B ZER

TR BRI BN RIR IR R =M o MITHMMIZRE > Trident Protect & B BN EIRREBEMEITHRIEE
> ARG LEEERS VB R RS

* EERMBZA > BAEINMEERAREFZNEER - EAMEEEREARENERRRNITHZNG
RERIRER ©
* MIEMThTTRE » REMERMERBNEEEEMMRA - R EFEANIFENAEFERERE

* EREEETHRORRISFH S EERFMGRIBUN o MRIRIFE 5 DEAREUE » RIERREGEET
WEER CR RREPEEERES o

o

ez Al
FRFE(R AWS TERS R I9A REHEAMR B U HMEFI REEBITH s3 BRIEXE - MRENTERIEXEIRS
HA ~ fEEPIREE R -
* FRREERN SR EHRENESEN - 552H "AWS API 51BA "
* W% AWS EBRRERFFEE » 552F "AWS IAM SRBAS " o
E1GER Kopia (FRBERBE TRZEREME » ERILUERERE CR EERM CLI 512 » LUE

il Kopia EFANEE/I1T4A - BRATEERENELEN » 5528 "Kopia sRIASH" o (£
“tridentctl-protect create --help 85 < ABVS B RAER Trident Protect CLI 18 E RN E S EH ©

M CR
1. BT B5]ER (CR) HEEIGHEMAA trident-protect-backup-ipr-cr.yaml ©
2. EIBEIANERP  REUATEM -

° metadata.name : (WIH) WWEFTERNBRE ; FACHNRIREE (AR —BASRNRLE -
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° spec.appArchivePath : AppVault Rf#EFENRABRIERE o EaIUERMU T i LRSI !

kubectl get backups <BACKUP NAME> -n my-app-nhamespace -o
Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef : (W41H) FEEHEDARER AppVault %58 ©

fuan

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

(A1) MRERAFTEEZRARANELEERETNE > FMEEERG > UESTHRFHFERER

WEEE

Trident Protect & EBHEE—L R » R EMRRRNERARMY - it » NRE
() mETH@EMmREEEER - BRERMHT—E Pod » A Trident Protect tEHER
SR Pod -

° resourceFilter.resourceSelectionCriteria : (EFZEMNE) {#H "Include 5 "Exclude KB 55 HE
FRTE resourceMatchers FREZEMIE IR o FIZLLT resourceMatchers 28U E HZE G SRV E
b

* resourceFilter.resourceMatchers : resourceMatcher #{4FHIFES o YNRTE L FES h E ZHZ1E
7T ° 2% OR ER A » SETHERBIMEAL (group ~ kind ~ version) 2 fEIH&%
AND JEHULAL o

* resourceMatchers[].group : (F]#) EEFEMNEIREHE o
* resourceMatchers[].kind : (F[#) EEFEMERIER -
* resourceMatchers[].version : (FJ3&) EEFEMNEIRIRZ ©

* resourceMatchers[].names : (F]#) EiEBEEIRR Kubernetes metadata.name ##fiL

FRyRTE o

* resourceMatchers[].namespaces : (F]#E) EEFEAERR Kubernetes
metadata.name R RIS ZERE o

* resourceMatchers[].labelSelectors : (F]#E) EJR{E Kubernetes metadata.name &I
PREREEEIZR TR "Kubernetes sREASZH" o Fla0

"trident.netapp.io/os=linux" °

fugn
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 7 trident-protect-backup-ipr-cr.yaml HEZEFIEAIFENER  EFACR

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
SER

1. BBERIFERGRZTER » W SERPNESRATIRIEPHNEN © backup 2EERTHHAZERM
MEDLTE > BB <namespace>/<name> © fl40 :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>

REHEBERITRIRE
MRREFEDIREE « EAURENERETFNEE

* BIREH Kopia (EABRBHI T EERENDE » GAILUEER CR Fs{EA CLI I5E 32
LA Kopia EAENEFH1T4A - BRATIECERIENE S E » 552/ "Kopia 574"
@ £ “tridentctl-protect create --help #n < A EIS A RAE R Trident Protect CLI I EENES
B -

* {£F CR BRI TR » X BELEFEEILBIZHRER > /ABBEHMA CR ° Trident
Protect €721/ CLI A € B&EL R LR ©

ez Al
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SRTEIRAT & FHFTRIGM

© BIREREB %8 Trident Protect ©
© BfZEETFEERIREEMRRA AppVault FHERIRE » B ERMEEEZREH o

* #1T “tridentctl-protect get appvaultcontent’ s LB » FEFERAIRIRIRE 0] LUEIZ R AppVault CR REZRRIIMH
R o WRAIEFIEREEFE > ANAEBRREN Pod A#IT Trident Protect CLI ©

* SHFETR AWS TIEREEREM YA MR E UEMMEM REFEMITHEREE - IRENTERFEIRBG
HA ~ EEPIREE R -

- BRAIREERSETHBHRRENESEN > 5526 "AWS API sREAS 4" o
° WIEE AWS BIREREGEAME » 552/ "AWS X" o
1. {# 3 Trident Protect CLI #M#FET0EREE AppVault CR BB EHENBIEEE L ©

tridentctl-protect get appvault --context <destination cluster name>

@ AR BIZEE FRTF7E AppVault CR » :EFZER "( A Trident Protect AppVault ¥4 5 E T2
EFiE" AT BREILE °

2. EEBEEE LA AppVault B AZA » W58 T "appArchivePath BiEFEAVHER -

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \
--show-paths \

--context <destination cluster name>

HITIL AR < BRR AppVault FREYRTFHED » BIEHRIRRE « BRNEARNLE « REEGCRER

@

gL -

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

Fommm - Fommm fommm———— e e e
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3. f£F AppVault LIENFRIEREREARIERIBREE

(D ®mCcrRE FREENERRUERNS R ERFEN B EE L -

f£MA CR
1. Zi7B:TER (CR) EEUKHGHA trident-protect-backup-restore-cr.yaml ©

2. FEICRURIERD « RENUTEME -

° metadata.name : (WMEH) LEFTERNSE ; FATHNIRIREE (AR —BERENLTE -
° spec.appVaultRef . (1E) EFHEDARH AppVault $4#E o

° spec.appArchivePath .| (W41E) AppVault REEFHDTRANERE o FATER 2 PR EEHE
A NA > W Z appArchivePath B3 RAIHED ©

° spec.destinationApplicationName : (GEf) Z2REAEXNRE - MRIEMH « EENERAER
EALERTE o MRFKRREM - ERNEAEXSERAKERARERAME -

° spec.namespaceMapping : ERFENR R EME BEma T RVEE ° 5518 "my-source-
namespace ] my-destination-namespace i A TIBIE PRI E T o

fBIgn -

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

3. £ trident-protect-backup-restore-cr.yaml IEEFHIEAEENER > EF CR:
kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. FERUTHLWERBRELDR » Wi HERTHNEBRACIRETNEN - R EHMB2HBERT D
PRAVEN 2R » R Ra R e FE R B B2 B 2= » 8804 source1:dest1,source2:dest2 ©
fgn -
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

WERFIE R R RIRYAr % 2=

T UMERBIER (CR) ERURBEREN » ERIFENGLERBHRBIFERRTRE o ERER
SnapshotRestore CR #IRIRIER | R EHIaH 2 Z=MEEF » Trident Protect EEMIIMmZ R PERERER » I
AEFENERAEREIL —EREARER CR - EEREEFENERRER > Mo EIPEREMSIRE » HEIL(RE
HERZ o

* SnapshotRestore x1& spec.storageClassMapping B4 » BEEREFHFEFIFNBEEZE
HFENFEAERNRERIGRA IR - MREABFRIERAFRFHEFERIFN
@ StorageClass > RIEFIRERERA -

* £ CR ZREIFmA TR » X BELEFEELBIZHRER > ZABRBEHA CR ° Trident
Protect {£7E{#F CLI A G BB LM °

%G Z Al

FRREIR AWS TEPSESHER YA R HAPR B A FEHMERIRFFEITH s3 BIRIEE - MREMTERIEEIRRES
HH EEAREERR o

* BRAGEEN GETHEBIIRENEZEHN » sA2[F "AWS API sREASCH" o
* N AWS BIR/RERIEEME N » 552R "AWS IAM sREESCHF" o

€M CR
1. B B:IER (CR) #ENHFHEMBS trident-protect-snapshot-restore-cr.yaml °
2. TECEIIANEER  REUT BN :
° metadata.name : (H) WEHFTERNEHE  FRAENRIBEE— (A —BAEEENLE -
° spec.appVaultRef : (#1H) RERBRZEH AppVault 75 ©
° spec.appArchivePath : AppVault RfEZFIREBATIIERE o el UERU T i< RS -

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace =-o0
jsonpath="'{.status.appArchivePath}"'

° spec.destinationApplicationName : (GER) ERFERAREXNGE - MIRIZHE « BENERARER
BFERALLRHE - MRKEMR - ERNEREXAEFERARFERAREN RS -
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° spec.namespaceMapping : ER{EENRKIFEMAEEE B R R TRV o 3518 "my-source-
namespace ] ‘my-destination-namespace &4 LIRIEFAELT o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (A1) MRECRAFEZEFEARANFELEERETNE - FMEEHEES > UBSTHIFHERER
BHVEIR -

Trident Protect & BN — LS - (R4 S SRR ERAR © Al - MRC
() mETREMERESER - BERRE T —E Pod B Trident Protect t&BIR
SR Pod ©

> resourceFilter.resourceSelectionCriteria : (Ef#E%5E) £/ "Include T "Exclude R ST HE
BRTE resourceMatchers FEZEE R o T LT resourceMatchers 2N EEE S S HIGIE
D

* resourceFilter.resourceMatchers : resourceMatcher {895 o #NR7E LEET P EHZE
7T ° ©fZEi% OR ER A » SETHERBIREAL (group ~ kind ~ version) 2 &%
AND ZEHUTHL o

* resourceMatchers[].group : (FJ%) EEFENEIREAE o
* resourceMatchers[].kind : (FJ3) EEFEMERIER -
* resourceMatchers[].version : (F]i%) EEREMNEIRIRZ o

* resourceMatchers[].names : (F]#) EiEEEIRR Kubernetes metadata.name ##fiL

PEYTE o

* resourceMatchers[].namespaces : (A]i&) EEFEMNZRA Kubernetes
metadata.name R AYEF % ZERM ©

* resourceMatchers[].labelSelectors : (F]#E) HIRTE Kubernetes metadata.name ##1iL
REEIZESEIZEIIFH "Kubernetes sREASE" o FIgN

"trident.netapp.io/os=linux" °

fgn

spec:
resourceFilter:

resourceSelectionCriteria: "Include"
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it

1R

0N

)

* IRAERIhTERE » R
* AERIEFEET E’J%ﬁﬁﬂ?
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resourceMatchers:

- group:

my-resource-group-1

kind: my-resource-kind-1

version:

names: ["
namespaces: ["
labelSelectors:

- group:

my-resource-version-1
my-resource-names" ]
my-resource-namespaces"]
["trident.netapp.io/os=1linux"]
my-resource-group-2

kind: my-resource-kind-2

version:
names:
namespaces: ["
labelSelectors:

my-resource-version-2
["my-resource-names"]
my-resource-namespaces"]

["trident.netapp.io/os=1linux"]

4. £ trident-protect-snapshot-restore-cr.yaml HEZEHIEAEENER > EFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

&M CLI
HER
1. RERIE

° snapshot 5| FEAMBAERMIRELE > KA
° namespace-mapping 5| E{FER B3R DRV

fEl > MBI
fan

REIFRENERZER > AERPNESRATIRIEFHNER -

‘<namespace>/<name> °

PR o KRR EEE AR EENBRaRE

‘sourcel:destl, source2:dest2 °

tridentctl-protect create snapshotrestore <my restore name> \

--snapshot <namespace/snapshot to restore> \

--namespace-mapping <source to destination namespace mapping> \

--destination-app-name <custom app name> \

-n <application namespace>

IRIRIEREIRiAen R 2=

A LABERF A IRERIE
ummmﬂmtn%.

ﬁuﬂﬂéaduﬁﬁ $ﬂ

TRLHNIEREF > Trident Protect & B B2 REHHEMNEITRAIEE

* HERRBZE 0 BAREINMEERABREFZHNEER - EAMEEERERRENERRNITHEZNG

REIRER ©

ITEER CR AARE

i
sagnesa

e E AR

EHERA - SR EFERIIHENRFERIRE

)

iﬂﬁﬂfﬁﬁﬁf BIREARIECH © SIRIRIETE 5 DEAREUH > BIIERREEETT



FIsEZ Al

satEfR AWS T {EREERIEMRL RV EAFR B U HEM REFEHIT s3 BRIEE - IRENTERIEEAME
HA ~ EERIREE R ©

* BERREERNSETHAMREIESEN > 55268 "AWS API SRS
* W0%E AWS BRRERFAE > 552R "AWS IAM SREAS " o

M CR
HER
1. By BFTER (CR) ERIZHEG®AA trident-protect-snapshot-ipr-cr.yaml ©
2. EERBIUAMERED ~ REUATEY -
° metadata.name : (H) WLEHFTERNLHE  FACHNRBEE—(AE—BAEHRNLHE -
° spec.appVaultRef . (41E) EFIRIBAZRH AppVault 478§ o
° spec.appArchivePath : AppVault AfEFIREBABRIERE o [MaIUERU TSRS ¢

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

+. (A1) MRECIAFEREZRABRANFELET RETNE > SHREEEEN > UESTFFERER
BHVER -

+3EE Trident Protect @ BENEHZER LR » A CFRIERENERERE - fl0 - MRTEEETH
BUHIERESER 0 BZE RN T —(@ Pod » 8l Trident Protect th &iE[Fs% Rl Pod ©

* resourceFilter.resourceSelectionCriteria: GEEMXNE) fF Include & "Exclude REBFIHHE
|3$T;E resourceMatchers FAERMNER o FE %] resourceMatchers 2R ERZRETSEHFN
BJR . resourceFilter.resourceMatchers . resourceMatcher ¥R o YR 1FEUEPESTHE
£%ZETE > EfiZzERR or EELE » SETEAMIREAL (group * kind » version) Z[E#F#Z
AND ZEHULED o * resourceMatchers([].group: (FAJ#E) EEFRAEIREIAH o *
resourceMatchers[].kind: (F]¥E) EEFEAEJRTESE o » resourceMatchers[].version:

(FI3%) EEFEMEIJRIRAS © * resourceMatchers[] .names: (FJ3) EEHEMNEIRN
Kubernetes metadata.name IR{AIPHIRKTE o * resourceMatchers|[] .namespaces: (F3E) B
ERIEMVEIRM Kubernetes metadata.name ME{IFPRVERZGZERT o *
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resourceMatchers[] .labelSelectors: (RAJiE) BHJRM Kubernetes metadata.name (I
RVIERIEZES TR > Wl "Kubernetes =RBAG"HFTES o HIU0 -

‘"trident.netapp.io/os=linux" °

+ f5gn -
+
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

+ 1f trident-protect-snapshot-ipr-cr.yaml {28ZFIEAIFENER » EFCR:

+

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

M CLI
HER
1. BRRIEREIRESAZER » Wi A ERPNESRAKIRIERINER - Fi1

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <namespace/snapshot to restore> \
-n <application namespace>

BEBRIEENRE
TR ARG L IIRIGEIERET - BETAEERBBVERIEREAARE o
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1. RN THLBRERERIRE » KAERPNERRATIRIERNEN

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
Jjsonpath='{.status}'

{EFR#PE Trident Protect i2/F:8E

TR R AR s R ERIRENFFEREFERRERBTEREE - LinErEE

BRI HBE RN L MRS

TERNAEZEEELRE - Brthe % EEPIRRANRES SRR % EEPERATRAERN KR
EfEPEFEE B R ER PN FENRRGERE SR - MEMNEFENRRIEER ERBRUNER
REpRZERTNE o EEER Bt SR ERPIERSGEERERIFRERE -

SNRIT(ERA Red Hat OpenShift » sEF5@0 T an ZEFEIFEARTE OpenShift IRIFHRIRATR(ER o &n
@ 2R ATFEMRIERDY Pod B1E OpenShift 2 E FXAIR (SCC) EZHRREREERMZ 24
& > WAEEEREEMF ARG - IFFHMEN » 5526 "Openshift Z2 EFXAIRXIIE

ERILUSBEITE RN EEBIREZATRE Kubernetes IRIFEE
RESTORE SKIP NAMESPACE ANNOTATIONS ’ 3RF5LEB 1R e & ZERPRIFERBRER o flu :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

HITERN R IEREIEER > restoreSkipNamespaceAnnotations

@ restoreSkipNamespaceLabels FISEMMEMMmAEBEFENERATNERER S EREE
ZErhHEbR o FBRRIEVIE Helm LR EELRTE - GERARR » 5520 "E Hith
Trident Protect Helm Chart 225" ©

WNRIEFERA Helm WA --create-namespace {ERZE T HRKIEEAREN > BIZH name EHRBEITIFIRE
12 - EREH A EREIBIZP > Trident Protect FiF bR BRI E| BRIt a2 » BN RKIFRRIE B2 R s
TR IEREEHABNM G ERE - MRILERKEMAEBAER > RSN EtHEE
I AMIERIEEE o

Lyl

LT EfIRR 7 RiRa R ZEM B R ZER > EfR B AATRNERNRE - A UEERFIRBRS%
EFRIIARE » DU EMIREE B R ZHP U EENEE -
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TR RS R AT
TR T RSB A BUACTR 5 22 RIH SR & 2 REORAS -

GEEZRS sHg B8
@HZERns-1 (& annotation.one/key: Tupdatedvalue * environment=production
) * annotation.two/key: Itrue] * 5% =hipaa
* %i8=ns-1
;z)%%%% ns-2 (H * annotation.one/key: [true] - AE=-ERE

* annotation.three/key: [false]

BRIFER

TRER T ERNHZEBEEREN B R REEUAREE - —LERERAN > —EREWEE > X H name 17
BEEMUCE B RanRZzER -

GEEZRA 23 =L
R ZEM ns-2 (B * annotation.one/key: updatedvalue * $fE=ns-2
) * annotation.two/key: ltruel] * &M% =hipaa
* annotation.three/key: lfalsel * environment=production
* BE=EHE
SR

AENERAA ] AR B R PRI ELfRIIL -

EFRRI L

Itt “spec.storageClassMapping' B4 E & T RN P IHEEFEERNE B 2R E L HEFENEE - TF
FERERERBRIEEFRHEFENMNEE B » 58 E BackupRestore 1R1ERHZR IR » A LUERILBM -

&
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"

- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

RIENGERE
KEFIH T REPANRESETANIIEERE - MRERERPRRELE » REREATERE -
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SEfE L
protect.trident.ne =F&
tapp.io/data-

mover-timeout-
sec

protect.trident.ne =&
tapp.io/kopia-
content-cache-
size-limit-mb

protect.trident.ne =&
tapp.io/pvc-bind-
timeout-sec

R ERERERRENEIR

=REA
BRZHIBREAFFELENRRERE (URAENM) o

Kopia ABREXEIA/NLEFR (WA MB #&E8{1) o

ERFFRAEIEILA PersistentVolumeClaims (PVC)
#Z3| 'Bound FEEIMRREHE (UMABEN) - Balt
FEEIRIER G R - BAMRBEER CR HE
(BackupRestore * BackuplnplaceRestore » Snapsho
tRestore + SnapshotinplaceRestore) o MREAIFETF
RERHAERERETEFLHRME  ATHESNE -

fas e
"300"

"1000"

')'1200" (20 iE

BREIRINEE AR EEERERIBREPETEN - EEREBINRANEELRIGIRAEFR
AEIEs > LEINEEIRHEB R » Al > EREARNEREITERERER » E3 ConfigMap H

RYER AR

BREHEEA

The transformations MY SnapshotRestore » BackupRestore » AppMirrorRelationship &
HERERT » A:EEEERBAEZETIEN Kubernetes BER - EERZNEAEAEEARBERRENRAR
[EIHVARRERS » HINNEATE THRFE « B8 URL ~ BIRIREHISNIRIZES » IEThEIERER -

BREHER "RFC 6902 JSON Patch"#fEFN "RFC 6901 JSON Pointer" B3R E I F{ELL Kubernetes BiFEH

RO REMRL ©

THRETRT @3B RERIERYIMTHIESEES

apiVersion: protect.trident.netapp.io/vl

kind: SnapshotRestore
metadata:

name: my-restore

namespace: target-namespace

spec:
appVaultRef: my-vault

appArchivePath: /path/to/snapshot

namespaceMapping:

— Source: source—ns

destination: target-ns

transformations:
- resource:
kind: ConfigMap

# Required: resource kind
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group: "" # Optional: API group (empty for core

resources)
version: "" # Optional: API version
name: "" # Optional: specific resource name
operations:

- op: replace # Operation type
path: "/data/key" # JSON Pointer path
value: "new-value" # New value (for add/replace/test)

SENER

AR E R MERENS TIRHNER

* kind (#1H) : Kubernetes BF4EE! (fI#0 > ConfigMap » Deployment ’ Pod)

* group (FJ#) :APIE#4E (Il > apps® route.openshift.io) — HRZLER
* BRA (BI#E) © APIRRZA (B9 v1» vibetal)

* 218 (AE) [ EEAREELRBNER

A

=1}

@ BRI AR ZIBIE PersistentVolumeClaims Fl&p$& 2R o

SEREE
SR AfER I MEERIENEIR ¢ add » copy ’ move ’ remove ’ replace ’ LK test °

HEIRATIEE
fEF add 1RFRITHEE R ISHTE R AIEE SR A SREsFIEER o

f£/A CR
LU T &5 Deployment BiRILEIELSEIZSS

transformations:
- resource:
kind: Deployment

operations:
- op: add
path: "/spec/template/spec/nodeSelector"
value:
"topology.kubernetes.io/zone": "us-east-la"

disktype: "ssd"

M CLI
ERU T i< EBm <y AITILE R
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tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
'apps,vl,Deployment:add{"path":"/spec/template/spec/nodeSelector","valu

e":{"topology.kubernetes.io/zone" :"us-east-1a", "disktype":"ssd"}}"

ERERPHE
R copy BRIFFIFERFRARER —ERESEREISZ—ERE - RREFGRE -

f£F CR
LUTFEHIES configMap MIHRIEBERHE ©

transformations:
- resource:
kind: ConfigMap
operations:

- op: copy
from: "/data/source-key"
path: "/data/backup-key"

f£/A CLI
ERU T < EEMITITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—-transformation ',vl,ConfigMap:copy{"from":"/data/source-
key", "path":"/data/backup-key"}"'

TEERABEE
gﬁﬁ ‘move R{FRIRBRIERPIER—EREBES —ERE - R EREBER » ERRNEEBRREE

£/ CR
UTEHIEFHTH ConfigMap YIHHIEREE

transformations:
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- resource:
kind: ConfigMap
operations:
- Oop: move
from: "/data/OLD KEY"
path: "/data/NEW KEY"

A CLI
ERU T < EEm LI ITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
—-—namespace-mapping <source-ns>:<dest-ns> \
-—transformation

',vl,ConfigMap:move{"from":"/data/OLD KEY","path":"/data/NEW KEY"}'

WERPBIFRE
£ remove #RIFRIMFFIEEREPRIRUIIE

f£MA CR
LT &M ConfigMap BRI

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: remove
path: "/metadata/annotations/kubectl.kubernetes.io~1llast-
applied-configuration"

()  fELatEfImssEsh - ~1 2 / 5 JSON Pointer B o

fEF CLI
ERUTHmLERmTIHITIER

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—-transformation

',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.
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io~llast-applied-configuration"}"'

BAERFHNE
fEALE “replace R FAJ VLIS ERE T HEIRFRIIEAE - JSON BIEXNAEFAE °

f£F CR
LUFEHIEE Route MM EILETE

transformations:

— resource:

kind: Route

group: route.openshift.io

operations:
- op: replace
path: "/spec/host"

value: "prod.example.com"

A CLI
ERU T <L EBm <y ITILER R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \

—-—-transformation
'route.openshift.io,vl,Route:replace{"path":"/spec/host","value":"prod.

example.com"}'

Y

ARERIER
fEF test ##1F » EHITHMRFZABREREENERSHETEIERER - MRASKK > BEBKFEREIR -

f£M CR
LUTFEEHBIETE environment BREA staging B » A2 EH database-host :

transformations:
- resource:
kind: ConfigMap
operations:
- Op: test
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path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"
value: "prod-db.example.com"

M CLI
ERU T i< EBm <y AITILE R

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

—-—transformation
',vl,ConfigMap:test{"path":"/data/environment","value":"staging"}, repla
ce{"path":"/data/database-host","value":"prod-db.example.com"}"'

853 NetApp SnapMirror # Trident Protect {8 fEFATZT

£ Trident Protect » {&RT LA B NetApp SnapMirror 35 1iTHIIER S EBLINAE » HEERIFN
FERAR{EE N —(EREFRIRENDZ—(ER#EFRR » Bl —fERNERTAEE
=il

B REMBEBEERIRE a2 EREEREMRE

TERNAEZEEENRE - Bt EEPRBAE S EARe % ERPORBAEREARRT KR4
EfEPEFEE Rt R ER PN FENRR SR SR - MEMEFENRRIEREREREBERUNER
REpRZERTE o EEFEER Bt A ERPIRRSGERERIRITAE -

WREH A Red Hat OpenShift » 5575w R a4 ZEBIFEAETE OpenShift IRIZPRIBHRRIER o n
@ H MR O FERIERD Pod E1E OpenShift 22 F TN (SCC) E&EHIBERIRFMZ 2
BoE o WAEEMEIRREMIFEAREE o MNFTEFAHE » 5528 "OpenShift % XA R HE

"o

TR LB BT E R FEEBIREZ AR E Kubernetes IRIFEH
RESTORE_SKIP NAMESPACE ANNOTATIONS ’ 3RF5LEBE1Rap & ERPRFERBIRER o flt :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values
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HITERN R IEREIEER > restoreSkipNamespaceAnnotations Fl
@ restoreSkipNamespaceLabels FISEREAdr % EEFENEEB R RN B HREE
ZErhHERR o FBRRIEVIE Helm ZEHARREELRTE - GERARR » 5520 "wE Hith

=Ly

Trident Protect Helm Chart 52&" °

WRIEFER Helm WA --create-namespace {Em 28 T HRFEERAREN » BIEH name 1EHBEITIFIRE
12 - EREHAEREIBIZP > Trident Protect FiF bR R R E|Bpyithan 22 » BN RARRIE B2 R dn
TR > AEREEHABNMMRTREE - MRILESEFERRTEEAER » AEREERE Bt H
IMABIERIEEE o

5

UTEMRTR Y KRR EEM B R ER » EfSEEETEEENIRR - KrAIUEERFEBEGS
EFRIIARS » DU MRS B R AP N AEEGEER -

TR BB R A
TR T RS B2 A AU 2 Z2RIH SR & ZE RO -

GEEZRA SR S
ﬁ%%F‘aﬂ ns-1 (% * annotation.one/key: updatedvalue * environment=production
) * annotation.two/key: [true] * &£ =hipaa
* %i8=ns-1
;E)%%F‘Eﬁ ns-2 (B  * annotation.one/key: ltruel * AB=ERE
Z

* annotation.three/key: [false]

BRIFER

TRER T ERNHEEBEREREN B IR A ERUAREE - —LERERHAN > —EREWEE > X H name 17
BEEMAUTE Bz -

GEEZRAS SR L
BEZTM ns-2 (B * annotation.one/key: lupdatedvalue] * %iB=ns-2
) * annotation.two/key: Itrue] * 5% =hipaa
* annotation.three/key: [false] * environment=production
* BE=EHE

@ A AERTE Trident Protect TE B RHAE(FR ARG RBIRRGIER R o "R ABREI{A R

Trident Protect sX EE R R4 REE" ©

MR R R FRAR BT TN
f£F AppMirror BAfREEFEAZIURT > EAEEBN R ARERRE - CRZITE{TH AN ETS
WSS > JITHFEEISRRREERIIBIRERE - CERFHENEL - WESBER > JiTHF
AR ERIEINF » WAENTIEERIRIEREETT -
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* EREABZHRAERTBERET - BRAREN LFAARANRNITHFHRERENR - EXRREAENEDBRR
P2 » BT FS SRR AR M ER AR LEE#3AT ©

AERABRRBANITEEN > 552F "€ Trident Protect F1THNA" o

BB R RE
BIERAFSKRTYIESR !
* 342 Trident Protect 1RiRE AR IVIRRAVIER (EIEEAEIH Kubemetes EIRUKR AR SEMIEE
AYRARR @ TRER)
c EEREHHE (84 Kubernetes TR RIFE L HEE SR
* 3R EAIR Snapshot FIBERS

1. ERRRE L > ARIRREAREINEL—E AppVault o iRIEBEAVETFALIER - &2k "AppVault BETEIR" Y
EHILUBRITRIRIR

£/ CR &1L AppVault
a. B BFIER (CR) #ERUFZAHGHA (FI#0 - trident-protect-appvault-primary-
source. yaml) °
b. BETTIBM
* metadata.name : (#3H) AppVault BETERIGTE © 550 MEEENSTHE » RAERBIEMR
THVHEM CR XG5 ALLE -

* spec.providerConfig : (WE) FEFEAIEEIRMETZE AppVault FTERRVAHRE o B2
bucketName MUK HEFTBAVEMEMEFAEN o A TIREENE » AAEREFFEN
Hith CR i E G2 MBS LEE o A2 AppVault BT SR UEVSH iR HE# AppVault CR &

Bl o
* spec.providerCredentials : (Required) fETFER1EERMEZI AppVault FRFERERIEE
8% o

* spec.providerCredentials.valueFromSecret : (Required) R /&EEEKEEHE o
* key: (IE) ERPENNAERER
* name | (WH) BISULENAIER secret 258 o BN E—{E namespace A ©

* spec.providerCredentials.secretAccessKey : (WE) ARERIRHENFEE
& - name &L spec.providerCredentials.valueFromSecret.name #87%F ©

* spec.providerType : (WAE) FEEHDIRTSE ; FI40 > NetApp ONTAP S3 ~ #BH S3
+ Google Cloud 3f Microsoft Azure o AJ3E(H :

= aws

= azure

" gcp

= generic-s3

= ontap-s3
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= storagegrid-s3

C. £ trident-protect-appvault-primary-source.yaml {2ZFIEAIEERNER > EF CR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI £3Z AppVault
a. ¥17 AppVault > M HESRHPIESHRATIRIEPIEH -

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. ERFEHREL « BURREAER CR:

£/ CR BIKIRFEARER

a.

b.

B BFTER (CR) BELZEGHAS (BIM0 v trident-protect-app-source.yaml) ©
E MBI

* metadata.name : (WH) FEARRENBITERIRTE 550 NMUGEENST » RAERRERT
TWHEM CR IERE5|HItE -

* spec.includedNamespaces . (KE) TR EBEBIEENMESY) o FHRGRTHSTE
A6 AT I St e AR B AR 4/ \an R R RIMVEEE - LUEEILERY B R R EENE R o &
BREXmE RN AT SIS o

YAML &3 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. £ trident-protect-app-source.yaml {EEHIEAIEHENER » EFACR:
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3.

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

A CLI B REATE
a. B RRFERRED o Fin ¢

(FIE) 7ERFEREL > HRREAEIVETRE - ILRIREAEERRE LRAREIRER - NRPEEILL
el

e EE S
EEFX

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

T —RIFZIRIRETT - UERISRMAVIRIR - SRZIRFRR > F2R "EIBETRE

4. ERFEHREL BUERHHECR:
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BRT FHRMEVEMEZ SN - BRI — AR/ E AR » TRFREHRER 7R U
BTEHE ONTAP B i —RERRIIRIR - ERATUERRREZHA 7 X » BFE
HARTLUMRIBERE R RETHET ©

YNRBEMRER - RIFAIUIERABERIRETRS 7 REVEMIRIF - BT ARILUNIRE
MBRTRESHRE » BARGEH B ERIRBLURFIMINEE > MAZFREER -

MREAEANRBIHEZETAMBNREERX » WFTEEMBHE -

fEF CR B FHIE
a. BRFRAREARILERHRE

L #BIBFTER (CR) ERILEHMH%A (B0~ trident-protect-schedule.yaml) °©
i, R TS :

* metadata.name : (WAEH) HIHERTERNRATE o

* spec.appVaultRef : (#IH) IHEXEHERFEERTZINA AppVault metadata.name 1#1iL
FBTF o

* spec.applicationRef : (W3H) ILENBEHFFEERTEI CR BY metadata.name H#1i4H

o
* spec.backupRetention : (WAH) IEiEAIAMIEIE » HEXNERA O o
* spec.enabled : H%BHRTES true °
* spec.granularity : ZB:&EA Custom ©
* spec.recurrenceRule : % UTC BFEAIRELE B EBF EERIFR o

* spec.snapshotRetention : NZERES 2 ©

YAML &5 :


https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

I. £ trident-protect-schedule.yaml {&ZEHIEAIEERNER > EFCR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-
namespace

fEF CLI B HEE
a. BIUERHHE  WiESRPNESRATIRIERNEH ¢

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200%

\NnRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app namespace>

5. EEERE L By —ERAERREE A AppVault CR HEFRIBVIRREATZR AppVault CR » Mg HE s
%% (- trident—protect—appvault—primary—destination.yaml) °

6. EACR:
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kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. ZEREE LHBREAREINEIBR AppVault CR ° RIFEHIEEFHIER > 1224 "AppVault BETER" &
AYEEHILUBRRISRIRIR

a. B BFTER (CR) BELFHEG®ZA (FIU v trident-protect-appvault-secondary-

destination. yaml) °
b. RETHIBM :
* metadata.name : (%) AppVault EI5TERAIETE © 358 FICEBIRIE » EAERAIARRRY
Hfth CR iR g5|BILE -

* spec.providerConfig : (ME) #1FERIETIRHEZE AppVault FRrERVAERE o EEiE—F
“bucketName U iR B FF B E M EMFAAE o 55 FIUEENE » AAESGFrENEM
CRIEEZRMRELEE o A2 "AppVault BETER"UESHtIZHEBY AppVault CR i o

* spec.providerCredentials : (Required) {#iFFEBIsEIRMHEFE AppVault FREERERI/&RES
% °

* spec.providerCredentials.valueFromSecret : (Required) R &S EEKEEE o
* key: (WHME) ERPERNANERE
* name . (WE) BFULBNAIER secret &8 o MBI E—E namespace H ©

* spec.providerCredentials.secretAccessKey : (WME) ANEFEURHEMNIFEEHE - name
F&£4 spec.providerCredentials.valueFromSecret.name #8%F °

* spec.providerType | (WE) EFHDIRTERE ; HI0 > NetApp ONTAP S3 ~ @M S3 ~ Google
Cloud BY, Microsoft Azure o AJ3&E(H :

= aws
= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. £ trident-protect-appvault-secondary-destination.yaml {gZFIEAEENER > ER
CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. fEE1E %L | « 237 AppMirrorRelationship CR #£22 o

@ £ CR Kf » s57EEH CR ZAIF#EI Bt e % ZEM o Trident Protect {£7£fER CLI BFA
FEBEIIMBTR o
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£/ CR ##1I AppMirrorRelationship

a. Zi7B:TER (CR) BEULWRKHGHA (B0 trident-protect-relationship.yaml
) o

b. RE 5B :

* metadata.name: (#41E) AppMirrorRelationship Bi]&ERAIETE ©

* spec.destinationAppVaultRef : (WH) IHEXEHEBERRE FEIZRAERNA AppVault %
TEARTT o

* spec.namespaceMapping : (%) BiZamETRMKER R EENERTEREREN CR
PEZRNERER R ZTREAER o

* spec.sourceAppVaultRef . (Required) IH{EX/AEIIFEREATZEINAY AppVault SAFEMERT
* spec.sourceApplicationName | (%F) IEXEREERFEERAEZER CR PEZRNKIEE

2B BAER -
* spec.sourceApplicationUID | (KE) ILEXEREERFEHRER CR PEZRNKIFER
F2AY UID 4855

* spec.storageClassName : (Ef) FEERE B WHFENNGE o FENNBEEEH
RIRIRIZEZER) ONTAP f#7F VM o IR KRISHEHFER » MRS FERRE LNTERHEE
Al o

* spec.storageClassMapping: (FJiE) #&[E— AMR R&{E PVC BIRIRF#FERHEDIBF
EEFEER - BEFRBEEFTE—E source M “destination EFER%LTE - RER
‘storageClassMapping #45e2BE storageClassName ; BERSHEREER PVC
HERRETERHFLER > MIE storageClassName ©

7 AppMirrorRelationship CR Hf§f “storageClassMapping B > & £ = LIRS :

" storageClassMapping B=E storageClassName HNEEAR - EMERMIERREE
storageClassName T4 7B o

* IJRFETFEERITE storageClassMapping FRBEREFEBER pvc BEREETERERT
#87 >» MIE " storageClassName ©

* HEIRBEBEE—1E “source ] "destination (& °
* BB R HFER T EAFIRRTE EREIIIIEHER PVC o
* spec.recurrenceRule | & UTC BFERVGHIA B HAFN SRR ©

YAML &6

apiVersion: protect.trident.netapp.io/vl

kind: AppMirrorRelationship

metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace

spec:
desiredState: Established
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destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. £ trident-protect-relationship.yaml {§ZEFIEAEHENER > EFACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-
namespace

M CLI #1L AppMirrorRelationship
a. B IER AppMirrorRelationship #1114 » &SR ES A TIRIEHRNER !

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> --storageclass-mapping

<src class:dst class> -n <application namespace>

A --storageclass-mapping B ZEIRIEEFIERNHED BIZGHEEFER o 35
E—EZZME "source:destination LUZRAFRHVEREE (FIN

@ “"class-a:class-b,class-c:class-d") e {8 *:destination-class {E&5E
Bt > oA REERN PVC HER|E—BIEFHFLER o & --storageclass-
mapping :RE% » --storage-class iE 1R ZARE o

A E— B2 EFIERAEH) (--storage-class)

tridentctl-protect create appmirrorrelationship my-amr
-—-destination-app-vault appvault?2 --source-app-vault appvaultl
—-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app --namespace-mapping "my-source-nsl:my-dest-



nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbcecec36 —--storage-class my-storage-class —-n my-
dest-nsl

9. (FIE) ZEREEL - BEERMFRIIRENAARS :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

HEEREERMEE

f£F3 Trident Protect > {MRAILIFERNERRA S HBEEEMEE - ILIZFEFIEERAG - LEFEHAER
FEMEE ER E o MRRREE LHERRENIETEF > Trident Protect R E{FIEZEAE ©

1. EEZEE L > 45E8 AppMirrorRelationship CR 22 (/81 > trident-protect-relationship.yaml
) > Wi spec.desiredState FIEE T4 Promoted ©

2. (#7Z CR#8Z o
3. EAHCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (%) EREEBRAEIN_ LRIMBINEMRED R
o (AIE) WERRRFRIIMRREMAMAES :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENETHIEEBIERRE

ENAS XS EMBUERME - RITENETFER - RIGRFEAREXNERSRITHHERER - MEN
EE FRITHRARAMMNEMNEEHEWIEE -

SRR G B IR AL B MM AR o
()  sremsmrsA B ERARROEMENSEES o

1. 3ER  EREREL » BURREAERORE - ErRAHICKERENRTEE

2. EBREE L > 47EE AppMirrorRelationship CR 1828 (B4 > trident-protect-relationship.yaml
)  ii#& spec.desiredState FIEEEE A Established ©
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3. #7Z CRIEZE -
4. EFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

S MNREIEBAMEE 2T T EARESZRFEXEEZNRAER » FFEBE - ERARBHBERS
BRHIRRRBRR

RAEHES BERHEBENERRE

AR - MIEES AR Y B R AR MRS ER R RS o

1. 7RI BIZE#EE F > MR AppMirrorRelationship CR ° EifE B IZRESARREE - MRIFEEEE LN
BEMAREDR > BIEEMIS -

2. FRRRAANEIRAFN CR EXRERIIMERESE » LUZIERRRRE
3. HEMRHMBER (RiKRERESE) ECE 7 MfE AppVault CR °
4. EHERMEE LRITERRE > TRERME -

RAERERERAE

ENREERTEE - Trident Protect &R EARRENREBRIMEEF R - AREEEROIRIGIRFHEFR
I © Trident Protect EFIE2RIFEMIER « LERHBEEEMEARENZA « REHERERR/M o

FEERER T @ CEESSAsRRI BRI

1. fEsRRERE L > EIIRAHIRR ¢

3 CR ZILRAEIRR
a. EAKFEAERNFRERGRE -
b. #37 ShutdownSnapshot CR &% :
i BIUB;TER (CR) #ERILEHEHGHRE (B0~ trident-protect-

shutdownsnapshot.yaml) ©
ii. BRETFIEBMY :
* metadata.name ! (@H) BETERAVATE
* spec.AppVaultRef . (Required) IH{EXEBRRIREATEILH AppVault metadata.name

TRAIAETRT o

* spec.ApplicationRef . (WE) ILEXEEEERIZR CR 122/ metadata.name
AR ©
YAML #54 :
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apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. £ trident-protect-shutdownsnapshot.yaml t§ZEHIEAEHERNER > EFACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI 2 IIRAMIRIR
a. BIURAIRER > WRERPREZRACIRIEFRIER - HII0

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. EXR#EE L > B#% Snapshot SekE > EXSRA Snapshot FIAREE :

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ERBHEE L > FEALL TS S shutdownsnapshot.status.appArchivePath BI{E » MECERIEZEERE

Ri&

By (hEAELRE ; EREER—EMBEZRNFIERS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

Jjsonpath='{.status.appArchivePath}'

4. IEB B REEDIMMNRFRERITRHEBE > WETUTEE :

®

EREERIBEND R 2 F > #& spec.promotedSnapshot HIEETE
AppMirrorRelationship CR 1§+ » WA HEREATELENDER 3 PtV E LRSS o

B9

83



°. fE [RAEMAT ERERENERMRE PRITROEMRTS T
6. 1ERIRERE LR RAEHHE -

HR
HRREES » GRELITENE :
* HEIARIREFRTZRAY Kubernetes BiFEITIRE o
« SEIBMPRERIERM Kubernetes BIE (152 PVC M PV) » B IEEIASEREBIZM Pod ©
* 1£ pod FAFA% > HEATENA Volume EITIRBIEITES
* SnapMirror FAZE T > RS EEETFETEIN/ BA ©

* ZFEFAEIA Kubernetes BIRZRERARABNREBEHRIER » ERANEERIGRIREAREZREREE SRR
&HFik o

© B LUER NSO ERRL -
AR S EOEERIAKIRRE
87 Trident Protect » AAIMUSIBLI FH BHEMISIIB(ELE IR [HISHER) - FULTIERET » AT IWER
RS  Trcent Protect BERBER AR > SITARBEALERS (BHES) ERERARRE
T o
UARRF i Bse A A E B HOIRIARIL BB R T A -
- ARSI RAERALA -
© RIEEHFIS MR -

(D FEMTERNEFRESEE - RARRSRASHEBRTHNRARWHBENREN .

* REERTSA °

1. T RMERFAY EFHEBEMNERARIDR
2. Y TREERENER PR
IFR#E R R %

ggﬂLX&EﬁﬁﬂHUFﬁ%ﬁ%Tﬁﬁ% - MERERENERRGRR - REEMERIEIOEARER - EAZBEREEFH
f o

1. EERTBZEEE L - MR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace
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{5 Trident Protect B EATEI

;EJ.:JjTL,( BERBHER  TREZEBRRARINRERRENBR I FTEHES
|

@ BREAENR > IAAZERARILENNTH FERSRRAREN LSS - MREFTERE
HTIF > EERERREEEFEESNT

D EBIRIFE
AEHETNINENNTHRMREREE » EAIUBBATRENRDEERIE -

BREIE—=RE
LEREARIENIF—EEE « FRURRBHHED - ARKENERIF—EEE -

1. T BRI
8. "I o
b. "R o

2 GR—HE L > RECRINRRBERREN » $UT TP —E ;
a. "HRIFHERIE" o
b. "R ATIEERY o

EBRETFENRE

EEREARENENIS—EEE MITEREER) > FAEREEELEIUEDR  ABRBEHENERIS—EZE
£ o BRE{REEEE LB %4 Trident Protect ©

() fEEEm "SnapMirror #40" TR E > RIEMAE AT o

T

1. "R o

2. [RIREREE L ERE S F ORI AppVault CR o

3 EERBEL RO TIEDE" o

T PR — (B BRUET BB — 7

EELUEB R EERE B RHE RN  BEBER I — B IR RS — B o
FI (TR CR PRIME)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore

metadata:
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name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude

f£F CR ERIRER
1. BT B5]ER (CR) HEREIGHEMAA trident-protect-snapshot-restore-cr.yaml °
2. EERBRIUAMERED - REUATEY -
° metadata.name : (#1H) WLEHFTERNGHE  FRACNRIBEEE—(AE—BAEHRNLE -
° spec.appArchivePath : AppVault Rf#EFRIBABTHIERE o EaJLUERMU T i LRSI !

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
Jjsonpath="'{.status.appArchivePath}'

° spec.appVaultRef : (W41H) AFRIBAZAD AppVault %78 ©

° spec.namespaceMapping : ER{EENK R LM BEEm T RIEFE o 551F "my-source-
namespace M ‘my-destination-namespace &4 LIRIEFAELT o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]



3. (BH) MRCFEEEFZEFNEARANELER » FMLHERMS - LSBT ARE
REBENER

> resourceFilter.resourceSelectionCriteria : (EFEXZE) M “include or exclude & = S HEFRTE
resourceMatchers FEZRHEIR o FELLT resourceMatchers 2B EZE O S HHRNER !

* resourceFilter.resourceMatchers : resourceMatcher #){4HIFES o YNRTE L FES  E & Z1E
7T ez Ei% OR ER A » SETHERBIMREAL (group ~ kind ~ version) 2 &%
AND JEHULAL o

* resourceMatchers[].group : (FI¥) EEFENEIREH
* resourceMatchers[].kind : (F[#) EEFEMERIER -
* resourceMatchers[].version : (F]J#) EEFEAEIRIRZA o

* resourceMatchers[].names : (F]#) EiEBEEIRR Kubernetes metadata.name ##fiL

FRyRTE o

* resourceMatchers[].namespaces : (F]#E) EEFEMEIRR Kubernetes
metadata.name 1R AYEF R ZER o

* resourceMatchers[].labelSelectors : (FJ#E) HIRTE Kubernetes metadata.name ##1i
HE RAVIZEREIZISF B "Kubernetes sRBASZH" o Fil40 -

"trident.netapp.io/os=linux" °

fgn

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. £ trident-protect-snapshot-restore-cr.yaml HEZEHIEAFEMNER > EFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml
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£/ CLIZRIRER
1. BIRREREAER SR ZER > TRHERPNESRATIRIEPINER

° snapshot " 5|BERAMBTEMIAIRELTE » BXA <namespace>/<name> °

° namespace-mapping 5| #fEAERARIGRERM » FRIFEmHEMEERERNEEihaET
R A sourcel :destl, source?2:dest2 °

fuan

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>

{§/ Trident Protect 1Rz KubeVirt [E#F14%25

Trident Protect AI:E{E D BLIZRMITHY OpenShift Virtualization _EBY KubeVirt [E#i14%2s

(VM) o el UERHMRE—HZ B TEPE VM » 5 EH
includedVirtualMachines BB TBIEELFER VM ° Trident Protect E1E {7 EAME
BENREBABKE VM BIR > MERRARE » S0 DS R BER F I EE iR E R
VM o

KubeVirt REE

Trident Protect SZiEMTEE R ERER KubeVirt EHEHEBENAT - EREARRR > FEEHP—BREL !

B i 5Lz
Y AR includedNamespaces {RE—(EHZERZEBPAERTESHNER - AT
(% B _L{EA “labelSelector RENAEIE I 61 & P LE R HE
125 o
ER A E0 E includedvirtualMach {KipBZEMMBTBREFE KubeVirt VM o & VM 31
ines EZEGRE™F » RIEFEREFREMRTHERE
> FEERIEET o

fRWAJBTE Applicationspec FIEEAIF—EMHEAI (includedNamespaces B
includedVirtualMachines) e &EEER—ERARATRERERARE o

MR TS IR BRI M ERIE TN AE

* {8 “resourceFilter KRB S WHRIFTEER ©
* {#F3 “includedClusterScopedResources U B S HBMEELSHLEER > FI40 "StorageClass ¥4 ©

(D Trident Protect AITE B RHMREFEHARIRGETN AR KubeVirt [EHRIEIIERAS » UFEFRER—5
1t o MMEFBHEREFAER > 552F "7/ KubeVirt VM {REEHK" o
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BIMIRRAAERERNEIR

B8B83 KubeVirt VM RIFEFARRIUE BN SRR » Trident Protect EUREEEEERT VM BRI BBIRFHAE
RER ©

WETRBRARUTHRERR

* {FR VM SEMEAT R includedvVirtualMachines ©
s BN AR BB E KubeVirt VirtualMachine BEBRMNERER o

VM #ERIUE

1t VM EEERIFERTER > Trident Protect # "VirtualMachine' %! H #9451E “includedVirtualMachines' Bg%4 »
WIFRIEBEEZ VM FIENERER

BREER #i[E] BEAR

VirtualMachine #3f4%EfH % “includedVirtualMachines ;5B E1ELEE -

VirtualMachineI #pf4%Efd] MR EEE S ET T » AR ER BRI 2 ZEMEA%

nstance 8 o

VirtualMachinel &nfa%EfE #5|H spec.instancetype B “kind:

nstancetype VirtualMachineInstancetype °

VirtualMachineC #£ H spec.instancetype 28 > & kind KRREH kind:

lusterInstancet VirtualMachineClusterInstancetype B o

ype

VirtualMachineP #pfaZEfE #5|F spec.preference B “kind:

reference VirtualMachinePreference ©

VirtualMachineC #H&E HH spec.preference 88 > & kind REEK kind:

lusterPreferenc VirtualMachineClusterPreference B o

e

DataVolume A ZE R # spec.template.spec.volumes[].dataVolume.name 5|
}Eﬁ o

PersistentVolum #p%4ZEfH] ¢ DataVolume X1&H) PVC H#R%E » i5LE PVC £

eClaim DataVolume 1HERI%HE ; Hi% PVC 2RI
persistentVolumeClaim.claimName ; solBRSIEE] PVC i
B2 memoryDump.claimName ; UKRER4 PVC it
ephemeral .persistentVolumeClaim.claimName ©

PersistentVolum ZE& BBER spec.volumeName EBEUWRER PVC B9EE PV

e BRE=R o

Secret i ZEfE TS & £58 “secret.secretName H#RZZE! ; containerDisk B &
12EN£$& ; CloudInitNoCloud # CloudInitConfigDrive {EH& &1
AR ERIEIRSZE ; Sysprep &R ; KernelBoot & 23 BR{ERIZEY
%188 ; W% AccessCredentials SSH S RZIEE 8 o

ConfigMap GEEERAS T EHERR & ConfigMaps B “configMap.name’#l1 Sysprep
ConfigMaps FFZZ| o

ServiceAccount ApLZER 1% *serviceAccount.serviceAccountName FEiE & 2 Z HIFERE o
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BIRER FE EEAR
NetworkAttachme #p%4 2] ERRLEIES /Ko ©®

ntDefinition spec.template.spec.networks[] .multus.networkName
HHHY Multus HBERERER © EUREARRar% =AY

NetworkAttachmentDefinition 208 o SRk R TR o

Pod A =M BEEREIESS virt-launcher Pods IF&R
kubevirt.io=virt-
launcher, vim. kubevirt.io/name=<vmName> °

7FIER) ~ Trident e 75 2t BUEL A s R R RO FBRZ VAR > LUSHE VM RREIRG
RATREA] Trident 7% PVC Z5H o
=

@ TEWETFA ERL S E R m AT E R » Trident Protect EERIZE# resourceFilter (
MRERE) ° A% =EHENERBRERRBET
ENmaElmEs

HRER R ZERRERTER » Trident Protect BiRtHEENmA T B INEFFEHEAINE R o (NRLENEM
KubeVirt virtualMachine ¥Jff » Trident Protect @ HENWEHBKER > SIFHITERIER - REREM
virt-launcher Pod > EA R EREIE VM SEEAEXAXAER -

ERFRERERAENEMA includedNamespaces €% ° VM {5 E SR E G I EHEMEIREH o

EREN SR ERNERRENERREERES

T2 Al en R EMREATEINE > Trident Protect SRR E M R EMMWEFIBER » BLFEFIA KubeVirt
FEHRHEER o MR EIRVEEEHE] > Trident Protect th & UREEEIR TR R % E SR 2P R AVARIKER ©

e EMERERES CR !

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>

namespace: <application namespace>
spec:

includedNamespaces:

— namespace: <Vm_namespace>

EiERENE > AEAREN Trident Protect TERIZEITHRNDFNIRE !

* BRARIR YAML 861 > A2 R EIIERIRE" o
* BRI YAML 86 > B2 EIERREHD"

e RN AR =R ER SR EARENTS
MR ER R EENERAENEEEN G AEREWERR - FILBHSIRBAIEE S KubeVirt UITRIEY
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# KubeVirt EEMFHEER] - HPREEMHRBERER » AR EPINRKIREEN NI TRERE o

E1ERBEFEA > Trident Protect EEF KubeVirt [RIENEIRR B IR IRFEZEE TE R BEEEF KubeVirt BIR © &

BB KubeVirt 7E1ERBVIRIZ e P R 1L E A RS o

&R i
VirtualMachine FBBRLL “kubevirt.io/ BIZERVIZE AT RS ©
VirtualMachinelnstance FBERLL “kubevirt.io/ BISERVIZE AN o

VirtualMachinelnstanceMigration B2 B AR ME o
VirtualMachineSnapshot B2 B FME o
VirtualMachineSnapshotContent BZBRBE KRME
Pod (virt-launcher) & pod A “kubevirt.io=virt-launcher 12 BB o

Trident Protect BkIRTALEZMIBERFER KubeVirt BIR » LUESABMI4ERIRE - CDI

@ DataVolumes (cdi.kubevirt.io) EELER » UHFRERILEEIESIYG 2 > EEEES
MR E R B A ER o 2% > VirtualMachines (kubevirt.io) B7E VirtualMachinelnstances
ZHIBIR °

ERRREERETHRRER NS RE
REFHEFRE VM > EXAESHEE VM 278 > SBFEREN A EZRANEREAESMRREES -

3% VirtualMachine CR EEAZH o 1BKER (U0 DataVolumes » PVC ~ Secrets #1 ConfigMaps) & B

°
&

1. ERHEARBARCEREES CR !

kubectl label virtualmachine <vm name 1> app=<label value> -n
<vm_namespace>
kubectl label virtualmachine <vm name 2> app=<label value> -n

<vm_namespace>

2. B ER includedNamespaces # labelSelector HFEMREIL CR :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>

namespace: <application namespace>
spec:

includedNamespaces:

- namespace: <vm namespace>
labelSelector:
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matchLabels:
app: <label value>

3. {FHAE Trident Protect TIERIZR I BHFIEE o
Hths¥amEkl
s A PR S B S B R AR S SR SR E A B RS

kubectl label virtualmachine <vm name to add> app=<label value> -n
<vm_namespace>

kubectl label virtualmachine <vm name to remove> app
=<different label value> -n <vm namespace>

* A UE S Ea R EEERREEERRS

spec:
includedNamespaces:
- namespace: <vm namespace 1>
labelSelector:
matchLabels:
<label key>: <label value>
- namespace: <vm namespace 2>
labelSelector:
matchLabels:
<label key>: <label value>

£ F includedVirtualMachines {R:&43 E S #1423

BB (RE— (AN Z AR RTRIF M —A4EIEE VirtualMachines » ME{EERHE ARSI |4 R R4S E B I4RS > 35
{FF includedVirtualMachines ©

FEFRTZRFIER CR #EAMERM “includedVirtualMachines 122818 =, ©
EARE LT XX PERILEESS

* EFEERAERX CRA» EEEHET WLEERIMSSZEIRE o

* HEFE CR > EEE T REMIIREBEHFHERMLESHLS o

@ 7E32/5 CR B » b4 “includedVirtualMachines il Z&EER L - MR AEFULHEAL > AIEERE
EE477 o MNRISEUENAL > BIEERYI A ERI%BRREBRER

BUF YAML 250hE R 7 HE B a3 4518
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includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name 1>
- <vm_name_ 2>
- namespace: <vm namespace 2>
names:

- <vm_name_ 3>

@ ZAEMEBIF? “includedVirtualMachines 1 » AJUAZ2ZREIMNdRZER °» KMBRZLHBZEM VM
RAERREAEENER o

1R $aE s5iPH
R T B2 BREREBIYHR Kubernetes st 2= o
g FHRYE ItEep % =R RB— B S B E R 2 TE o

B ER SRR

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: <application name>
namespace: <application namespace>
spec:
includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name_ 1>
- <vm_name 2>
- namespace: <vl _namespace 2>
names:
- <vm_name 3>
includedClusterScopedResources:
- group: storage.k8s.io

kind: StorageClass

BEYSE KubeVirt VM

AT LUEER CincludedVirtualMachines 32[R CR » {Z1E4E10 » REBSERIRBIFEFIERETEH KubeVirt EHE
%% o

& includedVirtualMachines 7388 CR LIi5ERF > Trident Protect 1EERSFIHH
VirtualMachines REMKEIR > FI¥1 "virtualMachineInstance > DataVolume *
PersistentVolumeClaim“ PersistentVolume > Secret > ConfigMap ‘> ServiceAccount * UK&E

fth VM 18R 1 o

93



1&

X #EMER CRH CLI 632

=4

YNREKEER CR F5E includedVirtualMachines » Trident Protect i51EI21ER CR X E 2R TEEMNER

TRYIHE T ZEBMIEF CR "includedVirtualMachines' R EL ¥ fERY CLI 5% ©

i€ CR CLI 5% B

BackupRestore  tridentctl- REH BRI ER a2 T HERET o Z1&
protect create namespaceMapping # “storageClassMapping ©
backuprestore

BackupInplaceRe tridentctl- REOERIREH L EENSEnRZEmM o

store protect create
backupinplacere
store

SnapshotRestore tridentctl- RRIERZFTRVH A BV Er 4 ZEERREY o 248
protect create namespaceMapping # “storageClassMapping ©
snapshotrestore

SnapshotInplace tridentctl- RRBIRR T RIAtr LB ZE Bz o

Restore protect create
snapshotinplace
restore

ReplicateSnapsh f£3%1% YAML 83 > HERMIRRIER o 21K namespaceMapping *

otRestore FINRECIRIERSE storageClassMapping » MUK fER ‘inPlaceRestore FEIZ T
%> MAIMUERRR FEHER o

B CLI#% o

tridentctl-protect CLI TEERM < EBBEBAMN includedvirtualMachines BIFELE o
FEZERIBIEN VMs » BN BEIZEFA kubectl apply EFREER CR YAML 1222 o {Ea] LAREEE
5 YAML > 2 E --dry-run --output yaml M CLI UELEVIEIEZE > £ spec FH
¥ includedVirtualMachines B » RABREHE o

®

ERLSRHENERITS
The includedvirtualMachines %8 CR FAYEANI{EREERIET CR HEEIAVEIZESZET ¢

includedVirtualMachines:
- namespace: <source Vvm namespace>
names:
- <vm_name_ 1>

- <vm_name 2>

HIYER CR > “includedVirtualMachines' FEYsr % ERIEIRHIRHE D » RIBERIRIEEFREFERIRIRSD

ZEfE o

YN5R(ER namespaceMapping  Trident Protect & it RIRERIEPEEZEERNERK > AREERBETER
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B ZTEMEE c MNRFHA storageClassMapping * Trident Protect BB R EHRME L E R FAFLERHFE o

£/ CLI E4ER YAML 152

fEAI LA tridentctl-protect KREEEAXRER cr RERE vamr LGHIE

“includedVirtualMachines °

tridentctl-protect create <restore command> <restore name> \
<restore options> \
-—-dry-run --output yaml > <restore name>.yaml

REEELERY YAML » W 7E spec FAIE includedvVirtualMachines i ' AR ERZIEE !

kubectl apply -f <restore name>.yaml

P | EE—EERERENERARER
BUT FE P2 T\ (Re8 B8 Ml s ZE B = (B4 E R R4 2% o

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: production-vms
namespace: prod
spec:
includedVirtualMachines:
- namespace: prod
names:
- app-server
- database-server
- namespace: monitoring
names:
- prometheus-vm
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

#4) : EIIED
AERERLSENERAEREIENR » AFERREHED CR o A1) CR AR R EHR S E AR o
apiVersion: protect.trident.netapp.io/vl

kind: Backup

metadata:
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name: daily-backup
namespace: prod
spec:
applicationRef: production-vms
appVaultRef: s3-vault

#oh : REOBERE—ERE

LU T EHIER BN FETIER database-server ° IFIERREMELES (BIM0 app-server
prometheus-vm) AF#EHKE o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: restore-db-only
namespace: prod-vms-restore
spec:
appVaultRef: s3-vault
appArchivePath: backups/production-vms/2026-03-10T00-00-00%
namespaceMapping:
- source: prod
destination: prod-dr
includedVirtualMachines:
- namespace: prod
names:

- database-server

kubectl apply -f restore-db-only.yaml

{£ *database-server REFKER (U0 DataVolumes » PVCs ~ PVs ~ Secrets * ConfigMaps&48RE KubeVirt
BR) gi&F -

FH : REOFIMERE—ERIE
LT EERI{ErF database-server IEH IR FEEREIHRAa R ZERE o

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: ipr-db-only
namespace: prod
spec:
appVaultRef: s3-vault
appArchivePath: backups/production-vms/2026-03-10T00-00-00%
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includedVirtualMachines:
- namespace: prod
names:

- database-server

kubectl apply -f ipr-db-only.yaml

) : RRERE—

LU T &8 HHERIRBIEREZER ubuntu-vm-blue-a627be38 ©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:

name: blue-vm-snap-restore

namespace: blue
spec:

appVaultRef: my-appvault

appArchivePath: snapshots/protectctl-blue-vm/snap-1

includedvVirtualMachines:

- namespace: blue
names:
- ubuntu-vm-blue-a627be38

kubectl apply -f blue-vm-snap-restore.yaml

e ERR IR ERAEMIBIRSRE S A

el LIEE—EE/R CR FEFF{FR includedVirtualMachines ~ resourceFilter ©
‘namespaceMapping # “storageClassMapping RiAEEZERINAR °

¥11% “resourceFilter' B » Trident Protect B % 2842 “includedVirtualMachines %1 VM REIBEKE R o R

RERERMES  E—PW|\EEGRTEIUIFNEBHE -

spec:

includedVirtualMachines:

- namespace: <vlm_namespace>
names:
- <vm_name>

resourceFilter:
resourceSelectionCriteria: Include
resourceMatchers:

- kinds: ["PersistentVolumeClaim"]
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names: ["<pvc name>"]

%ﬁéBackupRestore* SnapshotRestore #ll ReplicateSnapshotRestore ’ namespaceMapping #
storageClassMapplngﬁ%rIIfFlncludedVLrtualMachlnes° includedVirtualMachines AR

LEMSEHENBEPHRNRRRRZER o s R ZHEMHEFERMRPTERTHE - NERBIAFEERER -
BRIBRITANFEAEN > F2B £/ Trident Protect iEEMATETL" o

£/ CLI B Efti sl EEARER
R "--virtual-machines 1Zz& Al i FE FERZ XV EEEPR EHF ERY KubeVirt VM » A EE{Edr % ZEM © --virtual-

machines 125582 "--namespaces B [ ©

1. BITUTHLSZ—UBILERRER » UHEEFHNESRAGIIRIEES o --virtual-machines 1258
%% <namespace> (<vm_name>) ° HiItZ(E VM » sFEIEFRAERERDIRIRE -

° R EREPRE—ERES

tridentctl-protect create application <application name> \
-n <application namespace> \
-—virtual-machines "<vm namespace> (<vm name>)"

° B =MD G EREES

tridentctl-protect create application <application name> \
-n <application namespace> \
--virtual-machines "<vm namespace 1>(<vm name 1>,<vm name 2>

) , <vmn_namespace 2> (<vm_name 3>)"

MERAER
EREEERRER"
* ReEMEAEI
* "f$ /A Trident Protect V{EFEAIZR"
* ERERERRE"
* 224t Trident Protect CLI SMEMEZ"
* " AppVault ¥4 R EIREFR"

E1E Trident Protect H{T##

HITHFR—EBGTRE > CAURHEERATERAREANEMREIR(F—EET -
B0 - MREE—EERERAELR - MR UERRITH FERIRBZAEEREER
BEF > MERRTABIRESS - SR UEFREAREIVREN 3L -
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HITH ALY
Trident Protect SZ#R A T B HNITHFEEE > BURI EFIRVAITRH

* [REERD
* RERTR
* fwinE
* fwink
* BRE
* MEEERR

HITIER
PITERHRERER > AITHIOSHERBUTIEFZE

1.

o >~ W Db

HAEAN B EEABITHAMEEEEND SR LT - CIURITETESHEN B RRENTF -
BEEHFEREZANATIEFEEAREEELE

WMRERA > BERMGRE o "RABRBUMFIEERA Trident Protect SREAEZERFURAE"
HITERMREEE o
MRER > BIRRERGEIIERRR

HAEAR B RIRMENITH FEEERENASE LET - CAURINBETESHEN B RIRFNTF -
BELEHFERERIAITIER R A REHNEALE -

MREEIZERERENNTHF (G0 > REHAHEF) - BEEHFHNRTIEFEERE - B2 0 TEHRE
HWFRNTIEFZ B RER  fIE0 » UTERESFA R ERE N FRERRRAITIER

1.
2.
3.
4.

BHITIRIRRIHF
HUTIRIRR 8
TR
HITHRD RN

() stEFBAEERR TR ERRARBIEHES o

FEEREPREANITHFRANZA > SO EETAR o MR UER kubectl exec' 5<%
@ EHARHELENA - FEERIBETRANITFR > SFAEEERNRBNER - UBERTMN—
% o SRR REN NIRRT - BRIRRESHED - ARAFHERERN -

@ YNRIREBATITE) FRIE « EBMIBR Kubernetes B > BIEEEER B STRBEHEHD UK
HAREERIFES -

RN BT TR E 2R
ERBIE AT FE, FE BT RS

* HITHIRRERIETIBRNITENIE - SFERITHI I U RE—EE < -
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* Trident Protect ZRHITH FERBMALIRTAT shell HAEIR RS ©

* IELBEA/REZS 96KB o

* Trident Protect f FAEAITHMNE R ENEAIABRHF 4 RF TR B AR ERER ~ B0 SUERIFE o
HRATHFREERAEESTEFERAEMFHNEAREININE - RItEEZnREEMEEEE]

@ AT FRIRNITRR o MIRERE T —ES AR THFRIBMEUIRIRIRE - BEREUNT &

1#1E > RBHEHIRBIRFELERG - BEHFHARTUAIT - EEREHHERNTHFPER
BYBE A AERE fn BAETEM ©

HITH AR

BTSSR ERARENRITH AR » MRIUAZRITHFRINERES - UBENFIFTAHLERES - ks
BFRATTEFRA Container E{EA#EE Container B > BEIERSEMRGRARTRBRNEREN (Fg
Elasticsearch) o EfiE2RFlRICR I AITHIER D (BF—EZ2E) 18R Container EHITHIEIR - MNRAE
—HITHNEER T ZEERESS 0 EFIERERE AND EE FETHES - BERTHIRZEIIUE 10 EERAFER

IS EBITH TR SE TR E A ERFRRIVR L HEE PR Container © E#F LA IR » EREZS
28 DETHBBNNA o ERNERRTREAERERTR 2 (RE2) 5% » AR BRI A B D5
f% Container RYER#EE23 © ARA Trident Protect IR TH FBIESR ERRTIZ ENELEN > F2H
"Regular Expression 2 (RE2) &% 18" o

@ WNRTEBRTEREEZ BHIITHORITHF I s T REmER - BIERSERRRIRHN B8t
URAENSRZERT > Bl EHEmEREERR BRIt R T/ o

HATH 0S5

#&3h "NetApp Verda GitHub EZ" F&#EH Apache Cassandra #1 Elasticsearch FZFIERREZNNEBHNIT

#F o WA UBEHG) > WRPEISEEBTHITHFIRE -

@ Verda fE1ZEFRIZSIZRARIRM > WHRIES NetApp B HZIE o NetApp ZIEEIRZE Trident
Protect ARV THISTNELZR ©

B HITHNG
RB]LAER Trident Protect ZFERAENEIBETHITHF o MEEHS Owner ~ Admin 5 Member # R 5512
ITHITHF o

f£FA CR
HER
1. By BHFTER (CR) ERIZHGAA trident-protect-hook.yaml ©

2. BEUTBHEURTSE Trident Protect IB1EF 2405 :

° metadata.name : (H) WWEITERNEHE ; AATNRIEEE—(AH—HERENELHE -
° spec.applicationRef . (#1H) BHITHITHFRIFEATZTNRY Kubernetes %78 ©
° spec.stage . (WF) —EFH > IHTHITHFREETRENEMERSECSETT - AJEEE !
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- i

* spec.action : (BE) —fEFE - IRITHTHHITHRE - BRFAEMISEHRTHTEH
5% o AT

" RER

- &5

- REERE
° spec.enabled : (AJ3%) ERILHITHFEEEAIEA - MRKISTE > BIFERES true ©
° spec.hookSource : (HiE) B E base64 4RIEHY hook MIASHIFER o

° spec.timeout : (FiE) —EHF > EEAITHFATFETHRRERE (UDEAEN) - &R/IME
%1988 MRKIETE > QIFERES 25 D o

° spec.arguments : (F[3%) KEIUABITEMIISERN YAML 51805 ©

° spec.matchingCriteria . (F3E) FHREHRNEEE » SEREHEN—EHNTHFAIE
23 o BERNITHFRZAILLAIE 10 E:EE2S °

° spec.matchingCriteria.type : (F]#8) AMNHEAHI T FRIERFEEMNF SR o AJEE -
= Containerlmage
= ContainerName
= PodName

PodLabel

= NamespaceName

° spec.matchingCriteria.value : (F]#) #HFIHITHFRIERENFHRFERKTI ©
YAML £

apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10

arguments:
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- FirstExampleArg

- SecondExampleArg

matchingCriteria:

- type:

value:

- type:

value:

- type:

value:

- type:

value:

- type:

value:

- type:

value:

- type:

value:

containerName
mysqgl
containerImage
bitnami/mysql
podName
mysqgl
namespaceName
mysqgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. TAIEMMEIEA CR#E%% » EFACR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI

1. BT » WAHERPHEBRATIREPHEN - FlM

tridentctl-protect create exechook <my exec hook name> --action

<action type> --app <app to use hook> --stage <pre or post stage>

--source-file <script-file> -n <application namespace>

FEHITHITH

EOI LAFEIT execution hook LAIETTRIE » B EEMBEEFHEIHIT hook o EFEEHS Owner
~ Admin 3 Member #[E A SEFF#1T execution hook ©

FEHTHITHHEIMEERTE

1. BUBRER > ZBEMEREERLEIICFMNER » RMEEH FRENVEFIE
2. HEFHHRITRITES

v $ER 1 BIUBERED
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fEF CR
HER
1. B BT8R (CR) #EREILZHMDHA trident-protect-resource-backup.yaml ©

2. /BEUTBMUFEED Trident Protect IRIBFZE&E4RRE -

° metadata.name : (H) ILEFTERNGHE | FACHNRIEEE—(AE—BEAERNGTE -
° spec.applicationRef . (%iH) BEAHEITEFREHNIEBERMN Kubernetes %78 ©

° spec.appVaultRef : (W3H) FEEHEHDAEH AppVault &8 o

° s.pec.appArchivePath . AppVault REEFHD ABTHIERRE o AT UFERAU T < RSHIULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. TAERNEEA CRIEE®% » EFCR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
FER
1. BIBD » T ESRPNESRAKIRIERNER - Fla

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n <my app namespace>
--app-archive-path <app archive path>

2. RENRE - EOIUERERLENSRS > BEEIEETR
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tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HEREHNEEMI

kubectl describe resourcebackup <my backup name>

Vv S$EF 2 | #11T execution hook

M CR
1. B B:1ER (CR) RIS HGSA trident-protect-hook-run.yaml °

2. ZEUTBEEUREEH Trident Protect IRIZ 2 E4HAE ©

° metadata.name : (H) ILBEFTERNGHE ; FACHNIRREE—([AH—BEAESHRNRME -

° spec.applicationRef : (#18) FERILERGIELDER 1 HEIIH ResourceBackup CR HHIFE
RN BIBIERT o

° spec.appVaultRef . (4H) ARERILEREGEDSE 1 PEILH ResourceBackup CR #Y
appVaultRef 18fF ©

° spec.appArchivePath : FFERILERETEL R 1 FEILAY ResourceBackup CR AIHY
appArchivePath 18%F o

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
Jjsonpath="'{.status.appArchivePath}'

° spec.action ! (¥E) —EFH » IHETRBITHFRIITIRIE - RRESEAIEENRNITHF
EhiEas o AIEE !

" RER
- o
* R

° spec.stage ! (WFE) —EF&H 5 IERAITHFRERIEHMMEMSERETT © It FETAGERE
RIEMPEERETTH T - AIE(E -

- i

YAML &34 :
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. TAEREEA CRIEE®% » EFCR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
B
1. B FHHITHRITARK ©

tridentctl protect create exechooksrun <my exec hook run name> -n
<my app namespace> --action snapshot --stage <pre or post> --app
<my app name> --appvault <my appvault name> --path

<my backup name>

2. IBEPITHEIIBITRURE - M UERNITILGR S » BENRIERA ¢

tridentctl protect get exechooksrun -n <my app namespace>

<my exec_hook run name>

3. it exechooksrun ¥4I E B R FHAAE ARG ¢

kubectl -n <my app namespace> describe exechooksrun

<my exec hook run name>

fRB&Z2EE Trident Protect
MREERABAIRARE TR IREMR ° FI8EEERR Trident Protect Jofi ©

£ EF5P4 Trident Protect » s5#1T FHLSER o
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HEF
1. MIP& Trident Protect CR #£2€ :

() s 2500 REBRARBELLSEE o
helm uninstall -n trident-protect trident-protect-crds

2. #P4 Trident Protect :

helm uninstall -n trident-protect trident-protect

3. #8[% Trident Protect #p$4 28R :

kubectl delete ns trident-protect
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9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !
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88 IMEERSNAERNIEZEFEZAREMSETRA o
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JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
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AR E
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