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apiVersion: storage.k8s.io/vl
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parameters: <Trident Parameters>
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map[string]StringList

Trident 3B 1 > ©fI&5:F Trident WA A Z BRI EMIER o

~
/
"

55
H2RUTEIEE D
BinwEE HPRETENE

BinatBR HpREENE

BinaiBR HpREENSE

=
=

ES YRR GY
=

B YRR Gy
l7:|<

B YRR GY

HEBERAPENERNUD A REFERNERER SN Kubernetes BIE ©

FEFERNEZEBMN

BLBRURTE T AWML Trident BIEMHTFE RN EMATELNHMIEE

B4 L
A FE
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FBEENERRTIVE o A LUER tridentctl get backend EViF#& i K EL{H#IFthAYBEE o

Kubernetes Bf

ELEBMRERXE Trident TERERAECEHAREIFEGFTE IR / Bif o MK > BLEB MR ERM Kubernetes
Persistent Volume X128 - TIEEMESERZRRAMREILEE > R EEZRAARER » AW
xfsprogs °



B $aR EEER SR MERASESNTEN ~ Kubernetes
N
fsType Fa& extd ~ ext3 ~ xfs EBIRHLREERIFE  solidfire-san e
RRpEE * ontap-nas

~ ontap-nas-

economy ~ ontap

-nas-flexgroup

» ontap-san

~ ontap-san-

economy
allowVolumeExp #a#k{E true - false EYFS{EA%E ontap-nas 1.1+
ansion X PVC &/\#Jsz * ontap-nas-

B economy * ontap

-nas-flexgroup

~ ontap-san

» ontap-san-

economy ~ solidfi

re-san » azure-

netapp-files
volumeBindingM =8 Bp BHEMEpRETH 23 1.19-1.26
ode B ~ WaitForFirst FEE4BEFBNAS

Consumer BRCE

* £sType 2EAMRIEH] SAN LUNs FREEIIER R AR o th4h > Kubernetes th @ 7E{#77485!
F{ER fsType RERMERRAREETE - RBEERTE fsType B » 785 pod #Y
fsGroup ZEMRBRIEHIHIREHEBE o 352[ "Kubernetes © % Pod 3k Container 5 E
Security Context" XESER fsGroup NARTE MR @R AL o Kubernetes (E&7E
TH)IERER fsGroup & :

° fsType SREILAIZEARP ©
° PVC FEUER % RWO ©

£ NFS #ZEHEN » ERAKCIES NFS BHM—EBD1EE c EEFEMA fsGroup * 4
FHERNERIETE £sType © EWRILURHERES nfs ERIEZEE ©

* MEHIREETFHAEN  F2RH ERMEE"

* Trident ZEERNEMRME T REHLLIHEFLERIER > 718 Trident ZACEAR sample-
input/storage-class-*.yaml ° fllf& Kubernetes #7585t ZEEEFER Trident (#1F
$ERwmIER o

Kubernetes VolumeSnapshotClass {4

Kubernetes VolumeSnapshotClass ¥4 EELIY StorageClasses ° BTN EEZEHETFIER » AR
EREZS|A > UERHIRIBEFT RV IRIREER B EHEESR o SEMIRE RIRER B —(ERAIR & (RIR LR R A R R -
EEEVRE > KNEREEEFES VolumeSnapshotClass © Volume Snapshot Class U T E&HRE :

apiVersion: snapshot.storage.k8s.io/vl
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kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

‘driver [A Kubernetes 8§ ‘csi-snapclass $8RIBVHIEEIRBEANKE Trident BRIE ©
‘deletionPolicy IEEXEMIPRIREBEIEMNITEIE - € "deletionPolicy RES

‘Delete K > MIFRIRIBR & ERRAERR RBMEFUREEFERE LNEERR c (& > REKRES
‘Retain /MR ‘VolumeSnapshotContent  FIEBRSREGHIRY o

Kubernetes VolumeSnapshot ¥{+

Kubernetes VolumeSnapshot ¥ BEIMIEE RRAVEER o IEW PVC KRFEHEEHEENFER— » i
REREBIEAEHIRE PVC B IRBIYAENK °

B INRI IR @ REREEKES » Trident € BENTERIGEIMIEERIR » WS AEI—EE—
“VolumeSnapshotContent ¥4 R AR IRER o [ERIUNIRA PVC EILRIR » WIERILH PVC RIEAB LRI
{£75 DataSource ©

VolumeSnapshot B4 dpiERRELZKE PVC #Rf - BIEEZRIR PVC #IER 5 REB(NHATETE - RiFRA
() A#ERIREER PVC B > Trident MiSIL PVC BUBHEILEIRSA Deleting 1A » BR R
% - EATE M AYRIREERIGE - BHREA SR -

Kubernetes VolumeSnapshotContent #J{5

Kubernetes VolumeSnapshotContent ¥R EECE VAR E PESFAYIRER o ©EELHY
PersistentVolume * Rnf#EFRE LB EAIIRE o B PersistentVolumeClaim'#1 "PersistentVolume ¥4
$81L0 » FILRERRE > "VolumeSnapshotContent ¥4 & 4E5E 52 “VolumeSnapshot ¥4 ——H FERIREZ > 524014
ESREI R o

5% VolumeSnapshotContent ¥ E S M—IZHIREBAVEEAHEN > A0 snapshotHandle © 45
“snapshotHandle’ 2 PV % #&#1 "VolumeSnapshotContent ¥4+ & iBHIME—4HE ©

BULENIRERAKET > Trident FTERIRIEZILIRIR o IRIBIZIUSTAHE > Trident BEcE—E
"VolumeSnapshotContent ¥ » MG IRER A4S Kubernetes API o

(D BRBERT > EEESEIEZZ VvolumeSnapshotContent ¥4 o BUNREAE "[E A Volume
Snapshot" £ Trident Z9MNEIT o

Kubernetes VolumeGroupSnapshotClass ¥4

Kubernetes VolumeGroupSnapshotClass ¥ VvolumeSnapshotClass © BfIEBMNEEZEHETF

£85) > T AR EEHAARIBRZ2E > LUERIRIREFTEAVIREREERZE IR - SENIEEEHAHIRBEE E—HIRE

BHAH|REREER) 2 1L R o

BIESFETERE VolumeGroupSnapshotClass » B IIRIBEFAE o HIRERHARIRBENEILIEERNT ¢
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apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

‘driver '#8%E Kubernetes 1§ ‘csi-group-snap-class FHAIBEEEEBEARREBE KRR
Trident BRIE ¢ ‘deletionPolicy IEENEMIREHEREBRESNITHIE B
‘deletionPolicy RIEAY

‘Delete K > MIFRIRIBR & EIFRF R FREIR @ EHA R U R #EFRE LHKERE o HE > FHEHSR
A "Retain TR "VolumeGroupSnapshotContent  FMEBREIRIBRHKIRY o

Kubernetes VolumeGroupSnapshot #J{4

Kubernetes VolumeGroupSnapshot ¥ B Z AR ERBAVEEK © IEW PVC AREAEHUEEIR L
HEER—1% > IR EFHARREEAENZEIIRE PVC RERIELAEEK

SWEIEEEAARIZEEKRE > Trident @ BEITE R IR IR EAVBFHAEIRE » MHBEIE—RY
"VolumeGroupSnapshotContent ¥4 R AL IRIR o ERIUEIREA PVC B IRER » W7ERIF PVC BERE
e REBEZ DataSource °

VolumeGroupSnapshot FI4E snBHAEA SR PVC ERE | BMEMIFRIRIR PVC > IRIBIHZIRE o il
() EAMERIREN PVC B > Trident BHFLt PVC MBI RIILEIRITA Deleting $1E » B E5
2785 - MIRFAERIAIEES » AR ERHANRE -

Kubernetes VolumeGroupSnapshotContent ¥4

Kubernetes VolumeGroupSnapshotContent ¥HFR AL E A E VIR E REISRIEHEIRIR - BN
PersistentVolume > Rinf#FaE LB EAIIRE o B PersistentVolumeClaim'#1 "PersistentVolume ¥4
$8{ > FRIIREREF > "VolumeSnapshotContent ¥4 &2 4E5£E2 “VolumeSnapshot ¥4 ——H FERVRAA » 214
EREEIIRR o

#% "VolumeGroupSnapshotContent ¥4 & = B H2 s B RERBHAERVEFAAE A - BI40
‘volumeGroupSnapshotHandle' WA K {##F &4t _LIRBHIER!I volumeSnapshotHandles °

BRI IRIBIEREF « Trident ZERIRE L EEHEIRE - HIEEEHARBEILSTHE « Trident :RE
"VolumeGroupSnapshotContent ¥4 ~ #EMHFIRIR AFE4S Kubernetes API ©

Kubernetes CustomResourceDefinition ¥4

Kubernetes H5JEFE Kubernetes APl HlVIRRL ° HEIEEESE ° AREELWIHS4E - Kubernetes Z1ETE
B TERREEFEYHES o B LUEBBIT "kubectl get crds’ REVSELE RES ©
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Kubernetes i HFTERES (CRD) KMEMEMMGPEBSRHEEEEPESHERED - BHEMAEE
Trident ;R EBBNERE

Trident {#F "CustomResourceDefinition #1424 Trident ¥4I Z 15 > HIA0 Trident i ~ Trident E7FEE5
#0 Trident BAREE o ZLEYIEE Trident B2 o 1ESh » CSI Volume Snapshot Z2485| A7 —EE Volume
Snapshot FrEEY CRD ©

CRD & Kubernetes F—FE5E1E o LI E RV E Trident 37 o HI30 > EEA tridentcetl BITEIHE »
EET—AHEN tridentbackends CRD ¥4 Kubernetes &/ °

REI? Trident BY CRD » EEER{F LA T 4L, -

2 Trident Bf » I —#H CRD » A UG EREMEMERIER —xFEAEL CRD °

* A “tridentctl uninstall’ s5 < EN&EL Trident BF ~ Trident Pod &2#MIER ~ {BEIIHY CRD A EHIEME: © 520"
IR A Trident" ABRARANFAITEER TSR Trident M ESERIAEITRE o

Trident StorageClass ¥4

Trident €% Kubernetes StorageClass ¥ RIIMBRIVEEFIER 0 ELEYHEE provisioner I{IHIEE
csi.trident.netapp.io ° EFiERHLIBEHEFTLZR Kubernetes StorageClass A TBER ©

/8 Kubernetes B » E1EH Trident fEAMETZETNAY Kubernetes “StorageClass sHEF » S4E
Mg BRI °

HEEEE—RTHEIRERXK © Trident i LT RESERENTEENEIEETER ; NRTE > R
RN EAZHFRNEEMRENERER

SR LUEF REST AP BB AFHENAEREEFHFER  BR » Hi Kubernetes #8%& » HMHEEM
#1189 Kubernetes storageClass YMFBFE (#1ZHERECE

Trident Bim414
‘IR Trident EE _FECEMBRERIHEFIRIEE ; E— Trident JUTERRAIUEEEIEHMEN R o

@ EREANBTELNEENMEMGEE 2 — - 53— Kubemetes StorageClass ¥ff o
NERUNAIERAEE M RVEHAE R A2 "FE Rl o

Trident StoragePool #J{5

FEMAREEARRITANERLENARE o Hi ONTAP » BLEMFMEEL SVM FRS  #it
NetApp HCl/SolidFire » BRI EIN EIEEIEER QoS $8E - BEKFHEHE —HARNHTEEL > &
EEEER T HUMESHAMERHRESRE -

BILREHEMGARR « FEERNEEH R EEFRRNER

Trident Volume #J14

MREEREANEEREET » 3% IEHEL (Fi0 NFS HF) ~iSCSI # FC LUN ° 7£ Kubernetes o » i3tk
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IR BEIEHER PersistentVolumes © BIHIREER » :BRGAREBEEH#FEN (AREEHEENEE (L

8) MK

* 7f Kubernetes 7 » ELEYIEH RGBT o ERIUETEFELEYIE > LT HR Trident EECE

* MIFRE S RARIREBA PV BF > HAER Trident AR & EEH A Deleting tRAE - ZEMIER

Trident BRE&E

Volume #HEEEE T EBCE Volume FEEBHIRE ©

B
hiR s
ez

storageClass

R~

B IRE

internalName

cloneSourceVolume

splitOnClone

snapshotPolicy

snapshotReserve

exportPolicy

snapshotDirectory

unixPermissions

blockSize

fileSystem

skipRecoveryQueue
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Trident API RigZs ( T1] )
BEITHNMIEEZTE

o B AR G P B {E AR A
7485

ERERMREA/N (X
I AE A EE D)

ERANBELED ; [filel
g block]

HEAGZTHYHNRE
B Trident B4

ontap (nas ’ san)
&solidfire-* | ZHFHM
Volume $%&

ONTAP (NAS ~ SAN)
RHESREE RIRDE]

ontap-* : EfEAK
Snapshot R8I

ontap-* : % Snapshot 78
B3 Volume B LE

ontap-nas* : EFAME
HRA)

ontap-nas* : Snapshot B

BESAR

ontap-nas* : #J%8 UNIX 1
S

SolidFire-* : @IR/HEE K
N

ERERRGER

MIBSRIRL RS ~ ASiBiE
LERIERTE) « 117
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Trident ZERIIHMIEERFEEY internalName © IWBRESAMETER - Bk > ©CEEMKIEERBRIEN L
Frisk (AILLETESR trident HBIHRAETHFIER) * EE <prefix>-<volume-name> IETLAIEFE o 74
% > TEHABETEER  HRBIERALTFNFTT o« HIY onTar Rls > TEREFTRENRAREE (B> A
IRABER <prefix> <volume-name>) °© ¥j% Element &l > EEREEBRAETR o

o] UFE IR EACE B8 REST APl HiZX EHIRE > {B7E Kubernetes ZPEH » HIFEHAAZHERE S
FATZZERY Kubernetes PersistentVolumeClaim 7% o Trident E1E:%EBFEF EENE L ILHIE E ¥4 -

Trident Snapshot #J14

RIB R EERSEREIMNEIZ » AT ARREMEIEEHEFARRE o 7£ Kubernetes # » {REBEIZFHER
VolumeSnapshotContent ¥ o HEIRIREPEA— (AR ERAME » ZHFEEREIRBRERBIKIR

1@ snapshot YMHEESUTEM :

B B =i R s5AA

A FE =0 Trident API RRZs ( T1] )

H F& =i Trident REBYI 4RV TE

internalName Fh =8 FHERME Trident REEY)
T TE

volumeName )= 21 BIREBIIFAMIEE S
78

volumelnternalName F& =89 HIF R4 _LRAREY Trident
MR E YT

@ £ Kubernetes # » BEYIHRAREBEIE - MAIUERELEYH > LUT#E Trident EECE T
LR o

E 37 Kubernetes VolumeSnapshot ¥JF:EREF « Trident BERIGFEERAA LEIIREBYIMG o IHREBYIGH
internalName =HAIEN “snapshot-"# “UID YA “VolumeSnapshot #HEMAEL (HIUN ~
*snapshot-e8d8a0ca-9826-11e9-9807-525400£3f660) © ‘volumeName #l volumelnternalName Bl
HRES R I ERFFAE R SKIEA o

Trident ResourceQuota ¥4

Trident SFETZF&EE A system-node-critical Priority Class (Kubernetes 1R FBRIER S Priority Class)

» LUFE(R Trident SE$07EENELIBHERARHHART MR A B IBHARRE » M 2257 Trident STETZF 5 Pod TEREIEM
EEDRGELIBFRENIIEESH -

%7 BIRE—2 > Trident fEF—1E "ResourceQuota ¥4 K {R Trident BEHEXNERN S RARELRAE) B%
%’ﬁﬁ?ﬁ o EEREFMBI FEENEZ A » Trident @E3#L5% 'ResourceQuota ¥ » MNRIAEZ » BIEARZY

MR TR EEITER Resource Quota ] Priority Class #1TE 2% > RIMUES “custom.yaml'ZfEA Helm chart
ACE "ResourceQuota ¥f5 o

LT R2—1E ResourceQuota YMFESE & Trident daemonset FYEEH o
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apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator: In
scopeName: PriorityClass
values:

- system-node-critical

MEEIRACEEAGFAAE » 552/ "Kubernetes : Resource Quotas" ©

MRLEKH > 55HETT/AIE ResourceQuota

YNRTEEIL ResourceQuota MHBLZRLH (BRIERRIVR) ~FLER "HELE" - AREERLE -
NRIERFT > BF PR ResourceQuota ¥ o

#P* ResourceQuota

MRIEHEBITIERE RS » ATUER T515<MBR Trident ResourceQuota ¥4 :

kubectl delete quota trident-csi -n trident

Pod Security Standards (PSS) # Security Context
Constraints (SCC)

Kubernetes Pod Security Standards (PSS) #1 Pod Security Policies (PSP) FEZ 7 #R
4R PRSI pod FI1TA ° OpenShift Security Context Constraints (SCC) [kt %t
OpenShift Kubernetes Engine £ T pod PRl o & TIRMHILEFTINAE » Trident L EEHA
FERY RS ERERR o A T 2855 405RPA Trident 52 E RIHERR ©

@ PSS EXf{T Pod Security Policies (PSP) © PSP B7f Kubernetes v1.21 EH » WiiFHt v1.25
R - MMREZEN > ALM"Kubernetes | 24" o

NER Kubernetes Z 24 AB BRI AL
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FERR
151k

EHEAERS

Fi# IPC
F1% PID

THAEE

Seccomp

SELinux

DAC

Pod Z&1Z4# (PSS)

B

pod-
security.kubernetes.io/enf
orce pod-
security.kubernetes.io/enf
orce-version

=R EH

CSI ER#H B LMAY » FFRn Trident Ei%s pod &%
BHITIRESES o WFEFHME » 5526 "Kubernetes
B EERE o

iSCSI TR EEULTH © iscsiadm BIE iSCSI
BHELEL > WA EMAEEREL iISCSI <TERZREE ©

NFS {ERERRRI@EN (IPC) 1 NFSD #1738 o

EYEh rpc-statd BAETT NFS BFEZEILIER © Trident
FEAFERURET rpc-statd BHIEEHIT » R
B EEEL NFS HRRE o

SYS_ADMIN REF R R 2RI TR IRl —EB 01
fft o B4 > docker BIFHERIRHRE T A TINEE -
CapPrm: 0000003fffffffff

CapEff: 0000003fffffffff

TE4SHER 25 > Seccomp RENEIRILAE T
Unconfineds ; AELtE » BEE7E Trident FELA o

£ OpensShift b » R BHEITE spc_t ( NBARY
BER2R ) 4BEP > IESEREITE container t
491 © £ containerd £ WRZET
container-selinux * BIFFEARERTT spc_t 41y
hiE1T » BB LEZR7T SELinux © ALt » Trident &
B seLinuxOptions AINEIBEEH ©

HER ISV AELL root EAAE S DBIT o JEFHER LU
root (FFE B DT » LUETFEL CSI FAER unix 1%

Fo
A EEA
SEF Trident Controller MENELEHTE enforce: privileged
ELEMATER o SBNEFTHRRALT  enforce-version: <version
RIEE o of the current cluster or

highest version of PSS
tested.>

BB EMRB TSN Pod BIARE > WHIR MNEITF#ER .. 1 B ME&& ! trident-csi-

O

SBEMEE Trident ©

Pod ZZ %[RRI (PSP)
s

allowPrivilegeEscalation

allowedCSIDrivers

...... 1 LIRS c MRBEAETEER » BT privieged SnREEIERES

BE - NMRE >

R EH FE
HERBVBRFEREF © true
Trident REAAHER CSI BEERFMHIIE TR

ga ©

17


https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation

1L
allowedCapabilities

allowedFlexVolumes

allowedHostPaths

allowedProcMountTypes

allowedUnsafeSysctls

defaultAddCapabilities

defaultAllowPrivilegeEscal
ation

forbiddenSysctls
fsGroup

hostIPC

hostNetwork

hostPID

hostPorts

privileged

readOnlyRootFilesystem

requiredDropCapabilities

runAsGroup
runAsUser

runtimeClass

selinux

supplementalGroups
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Trident §12% Pod A BHITHIER 25
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R o

Trident Ei2% Pod EERN ISR 2
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