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"storage": [
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"labels": {

"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",

"defaults": {

"luksEncryption": "false"

2. {§fH parameters.selector REFRMFH LUKS INZERIEEEA o U0 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:

csi.storage.k8s.io/node-stage-secret-namespace:

3. BiI—ES S LUKS BHEIE o Flu -

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind:

metadata:

Secret

name: luks-pvcl

stringData:
luks-passphrase-name: A

luks-passphrase: secretA

luks-${pvc.name}

S{pvc.namespace}
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svin: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

rm

FAREA LUKS IR &R PVC 485

EEFHEEEA LUKS % > 3518552 trident.netapp.io/luksEncryption' #8872 “true' ME7E PVC 8 Z R LUKS HY
775 » WAEHIFAT ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: luks-sc

Wi LUKS Z85
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. HRHEERE SRR LIRA MRS o
HiiR&E

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

.luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["A"]

3. FRHIRER) LUKS &8 » LUSEMIASHIRY TS  FE(F previous-luke-passphrase-name #l
‘previous-luks-passphrase’ SRR BEAZEE—2X ©



apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. B pod MHMEFEIEE - EREENSREFMTMNERN o
S. HEEREIEE iR o
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

.luksPassphraseNames: ["B"]

TRER

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

+
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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HIBIECL ONTAP FE R

CEEAIREH ONTAP [EH SRISHIZRE » sRIIFHAVEHSREE » LISZIBE ONTAP 77 VM R E LA Bz 2
% Kubernetes # &R ONTAP HELREE 1T Kerberos N2 o 318 A9EE SRR RIS 2 AUFHEE L
RIREESTIE LT EEGEMFZEER :

ﬁ BHTM/E
fEF3 NFS ~ NFSv3 #1 NFSv4 fZEUGE 8 B EA o

FEGHEER
EAI LIRIBHAR &R EESK ~ BLE =R RERREH Kerberos IIFZ— :

* Kerberos 5 - (E&:5F0/NZ)
* Kerberos 5i - (B:8f0% » BB D REINGE
* Kerberos 5p - (B&:EFINNE > IREH D FEFARE)

EREE E’J?_EWfEBE T ONTAP EEHEBILE] o HI0 » MBS Kerberos 5i ] Kerberos 5p MIENES
HE NFS HiERE - ﬁﬁﬂ?ﬁuﬁm*ﬂ* :

pEpitl FBTFEY BEY | BATREE B EAEF
UNIX B R ERA ERA
Kerberos 5i EEE 2R BERA
Kerberos 5p BEEA BEEA BEEA

BRINEEIL ONTAP BB RAIMELRAFRANENR » F2ETIIXMH !

* "EIrEEHRA
* "RRAETIE EELRA

fERVAEFeXEYio
R LI B1E Kerberos NNZETHAERY Trident FETF B IRARRE o
R IEAERS

EI AL E Kerberos MNZM R IHREER » B]LUER spec.nfsMountOptions 283I5E =ERERRAR
Kerberos &z — :

* spec.nfsMountOptions: sec=krb5 (BE:EEENNE)
* spec.nfsMountOptions: sec=krb5i (BR:EEMNERE D {RE)

* spec.nfsMountOptions: sec=krb5p (BesBEinnz » BEE a9 HEFARE)
HAEFSE—1E Kerberos MEE4R - MIRETDEEEPIETE 7 Z1E Kerberos MEZE4R » BIEFRE—EREE -

ﬁu%
1. ERtERE L ERANUTHARILFFERRERE - 851ER < FNESRALIRIEFENR
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. fEA E—PRUMNBERRIERIIER

tridentctl create backend -f <backend-configuration-file>

MRBIHEILKR > AIRTRIFACEGFERE - CAIURTUA TR SEEARURERA !

tridentctl logs

TR MAS IEAAREAERI IR « ISR IABRIAT create a3 < ©

BIf#EFSER
AT LRI #FEERRECE B A Kerberos MNZRIHIRE o

RERL ILEAETS
B RIFLERYMEE > AILUEA mountoptions 2#IEE = EARERRAR Kerberos INEBZ— :



-

* mountOptions: sec=krb5 (BREEENNE)
* mountOptions: sec=krb5i (BREFENE KRBT D 1R:E)

* mountOptions: sec=krbS5p (BREEEENNE > BHE D EEFARE)

2

HEEISE —1@ Kerberos MNZEELR - MMREDHUFEFIEE 7 2@ Kerberos MNEELR » BEFERFE—(EEEIE o
MR EHFERIRAEPISENINEEREAEFFENEFPISENMEBERRR » I RHFENESZE o

o0

SR
1. #3—1@ StorageClass Kubernetes ¥ » s52E T &4 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true
2. EIfEEFLER

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. AMEfRE EIL#ETFLER :

kubectl get sc ontap—-nas-sc

TREZEEIRLLATRBHEL

NAME PROVISIONER AGE
ontap—-nas-sc csi.trident.netapp.io 15h
FCEIR&

B FFRmNGEFENER - Bk EHIRE - FERRET » 5526 "IcERE" -
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f£F3 Azure NetApp Files H4iR &% E1FE#HF Kerberos 1%

oI AT E R EEE — Azure NetApp Files f#1Z&ixaE Azure NetApp Files 7R IRERNZ MNHERE
B Kerberos M%7 o

FtAZ Al
* BAEREEZEIEM Red Hat OpenShift #&& B Trident ©

c ERRETLUER tridentctl AR

* SHEIRIGEA Kerberos MR EYF Azure NetApp Files #1F#&if > 52 = ERIIBIE "Azure NetApp Files
SCEHBYERER o

* AFEIRFTA L Kerberos NN —iEEAAHI NFSv4 HARE AR E IEFESRRE © 552 NetApp NFSv4 IRFC E 289
(3% 13 H) "NetApp NFSv4 18 INAE AR EETFIE™m" ©
FERVAEZEZE
SR I B S Kerberos MIEINEER Azure NetApp Files f#1F & IR4RRE o
RARILEAETS
BN ALE Kerberos MMEMREFRIREEER » oG EEEZAERAN TIMERRZ— :
* f£/ “spec.kerberos ' f#{iI#Y storage backend level
* {8 “spec.storage.kerberos i FY* & i & IRt E 4R *

EERERMNERE ZEREE - SERMHEENFHRBRERE R
ERTEMMERR ~ EERRT LIS RE = A RRRARY Kerberos MEZ— :

* kerberos: sec=krb5 (EE:EEAINE)
* kerberos: sec=krb5i (EREENNZREDIFE)

* kerberos: sec=krb5p (ER:REINIZE > BEEE D HERE)

1. ERERE LD RELCTEETEZFAERENUE (RERRSRUERBERMER)  EATIHP—EE
PRI REFRIFERE - iS5 <> PREBRALCIRIEFHEN

TR E AR LA

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
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apiVersion:

trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-tbc

spec:
version: 1
storageDri
subscripti
tenantID:
location:

verName: azure-netapp-files

onID: <SUBSCRIPTION ID>
<TENANT ID>
<AZURE REGION LOCATION>

servicelevel: Standard

networkFea
capacityPo
resourceGr
netappAcco
virtualNet
subnet: <S
nasType: n
kerberos:

credential

name: ba

ERERME RS

apiVersion:
kind: Secret
metadata:
name: back
type: Opaque
stringData:
clientID:
clientSecr

apiVersion:
kind: Triden
metadata:
name: back
spec:
version: 1
storageDri
subscripti
tenantID:

location:

tures: Standard

ols: <CAPACITY POOL>
oups: <RESOURCE GROUP>
unts: <NETAPP ACCOUNT>
work: <VIRTUAL NETWORK>
UBNET>

fs

sec=krb5i #can be krb5,
S:

ckend-tbc-secret

vl

end-tbc-secret

<CLIENT ID>
et: <CLIENT SECRET>

trident.netapp.io/vl
tBackendConfig

end-tbc

krb5i1,

verName: azure-netapp-files

onID: <SUBSCRIPTION ID>
<TENANT TID>
<AZURE REGION LOCATION>

or krbbp



servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:

- labels:

type: encryption
kerberos: sec=krbb5i #can be krb5, krb5i, or krbb5p

credentials:

name: backend-tbc-secret

2. SR E—P R UMNAARERT B

tridentctl create backend -f <backend-configuration-file>

MRBIHERILKHY > AIRTRIFALEFERE - CAIUBTUA TR SEEARURERA !

tridentctl logs

RGB! EABREAE RV « MR LABRIIT create a5 % ©

B EFER
fEo] B F 4R RECE B A Kerberos MNZRIMEFEE o

S
1. #3—1@ StorageClass Kubernetes ¥ » s52Z LT &34 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

13



2. BIHEFER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. ERERERILHFER

kubectl get sc -sc-nfs

EREZ R E IR T POREIB -

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
FCEHIEE

BIf#AFRIENFETERNE > BREHIRE - IFERET » F2R IEWIRE"
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