=12 Trident Protect
Trident

NetApp
October 30, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/trident-2606/trident-protect/manage-
authorization-access-control.html on October 30, 2026. Always check docs.netapp.com for the latest.



Sk

E12 Trident Protect
EI2 Trident Protect M ZEUEH|
#if . EIEMABAERENFEER
EZ#E Trident Protect BiR
SRR LREETA
SBR 2 . RERIET BAURREE
$ER 3 . REETMERERIM
4 Trident Protect TiEEM
B HAE 2 IR ARTE B
F+4k Trident Protect
HER 1 L IEERRE
HER 2 | F+4k Trident Protect

© N O = o

10
11
12
12
13
13



=12 Trident Protect

=18 Trident Protect 1Z#EFN{ZEIZH

Trident Protect £ Kubernetes B9 & EIFEUEH| (RBAC) 1EE o FERIER T » Trident
Protect IRt E—R A dn LR REBRFNTERARFFIRE - IREHEBEE RS FERAEN
B ENZEEEK E\'J_Il,(ﬁﬁﬁ Trident Protect BY RBAC IHAEZR g 4MsthiZ i H &R dp
% ZEMAYTEEY ©

HEEIESRREREETER trident-protect MAEMPERFEHER » I BiEAIUF EXF A B A GEEZRS
FPNER - ZEZXFIHBRNEAREANGFE  CRERLHMaRZER > TRAERNEAEINEEEEam4
ZEfE o

AR (EAEREERIATETAS trident-protect i L =M EZEAEXNENERE CR - KHREEXEAEN D

LEFAPRIBAEAENEIE CR (REBREFEAENENEIE CR B THEHRAMERAENEENGS
ZEfEF) o

REEEB A AEFIEAEN Trident Protect BT H IR » HAREE :

* AppVault . EERERRTER
@ * AutoSupportBundle : YtEE$51ZE ~ HESFEMEURAY Trident Protect 2(1%
* AutoSupportBundleSchedule : &2 HzEUREHER

REBERZMER RBAC RERHEMHHNEFIRFITEESHER -

WNEER RBAC WA EIEHE RN G2 EEFIREEEEN » 5528 "Kubernetes RBAC X {4" o
WMERFSIREAIABARAIE N > 55288 "Kubernetes IRFSIRE ST o

6 | EXEMAEERENFEER

BN » —E4EMBE —% cluster BI28 « —4HTIRABM—4E1TIHEE o cluster BEIEEEE TR TER » LUE
T —EIRIE > FTIREREEANTIHEREEES B REEND B4 E R B namespace IER ©

T BusmdEHUESSERENER
BisaZEERELBES N RER - I EAYIEGH I UEFRELEER

1. B IEBHERTRRZER !

kubectl create ns engineering-ns

2. ZITIHARR I AR ZER
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kubectl create ns marketing-ns

TR 2 | BIURBARFIRS - UWEASESLERTNEREH

2T RS ER % E RS —EERRFIRE - ELERZASEERERERII—ERTIRS » UER RN
BRI NE—SERHEZ B DR o

il‘%
1. BITIRBHERIIRTIRS :

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. BITHEHERIARFSIRG :

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

TR 3 | HEEMRTIRP B —EEE
ARFStR A ZIS AN R ARFIRP EITE 285 - MREBEIRE > AJUERMRLEREL -

pg
1. B IERBIRPRILER

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHIRFIRA R IR ¢



apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

F 8% 4 | 1 —{8 RoleBinding ¥{% » 5% ClusterRole ¥ RHITE ZIS{EFTHIARFS IR A

B 1K Z24E Trident Protect B » & BEIEII—(ETE&HY ClusterRole #)f5 o &R LB @EIINE A RoleBinding ¥
£ > ¥ 1t ClusterRole #E EARTEIRS ©

TR
1. # ClusterRole #87E Z| TI2RRFSIRE

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥ ClusterRole #3E 1 TIHARTENRE -

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:

- kind: ServiceAccount



name: mkt-user

namespace: marketing-ns

TR 5 AIEER
AR ERESIERE -

TR
1. SR TR EAERUENTIREER !

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2 BB TIREMEEAFITHER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

S ER 6 . 12F AppVault ¥4 1ZEER
ERITHROIRBEENEIETT > SECTESRTERFERNEREE AppVault ¥HFEIZEERR ©

TR

1. @ILIER AppVault IZEEEE YAML 5 > 2T EMETFE AppVault KIHEIR  FII0 > IUF CR ZFEA
& 17E AppVault YR eng-user :

apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:

azure:



accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. U EH Role CR > UEREEESAENKT T HHLEMPREERIFIVE - Flg0

apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user—-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B IEFM RoleBinding CR » 3 ERAPERIEAE eng-user o FiIH0 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding

metadata:



name: eng-user-read-appvault-binding

namespace: trident-protect
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role

name: eng-user—-appvault-reader
subjects:
- kind: ServiceAccount

name: eng-user

namespace: engineering-ns

4. FEDEIRE DI ©

EFERFIA R ZERR AppVault A E

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TEZEEERLLATRBHE®EL

Error from server (Forbidden):

appvaults.protect.trident.netapp.io is

forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group

"protect.trident.netapp.io" in the namespace "trident-protect"

Al AP 2SI ERMFIIRE A #EsHRE AppVault Bl

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n

trident-protect

TREZEEIHRLUUTAENES -

yes
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Trident Protect {R:ERVE IREEREAA T ©

kube-state-metrics IRFEE 1t Kubernetes AP @& ZEEFE1Z o i EHE Trident Protect &5 & » Al ARBRIR
RS RRENEREA -

Prometheus @—{ET B » aJLUIEURE kube-state-metrics EEMEIE » IR EZRAZ N EBNELEYHE
&1l o kube-state-metrics #1 Prometheus & &R » AR —ES R EEITIREER Trident Protect EIEHE R
B EEARREFIARRE ©

Alertmanager @—IBARTS > ©RILIEUL Prometheus ¥ T AXMER » WREMERBICEENBIZNUE -

?f‘“‘ﬂ?%?q:'@ SZRVARRETNTEREEAEA ; CKEERIEBEE CHNIRIREITE] - ARARRRANSZIE
 H2EUTEAXMH :

@ * "kube-state-metrics sRBESC4"
* "Prometheus :RBASCHE"
* "Alertmanager XX {4"

TER1 . ZREETH

ZE1E Trident Protect FEYAERESE » IGEELEMNRE kube-state-metrics ~ Prometheus #1 Alertmanager ©

24t kube-state-metrics
A LUER Helm 22E kube-state-metrics ©

1. #fi% kube-state-metrics Helm chart © {40

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. ¥ Prometheus ServiceMonitor CRD FEFREEEE -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. & Helm chart I —E:RERE (B8l > metrics-config.yaml) e° R BFTUTEAIREURFTEERN
IRIE

metrics-config.yaml : kube-state-metrics Helm chart it &

extraArgs:
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# Collect only custom metrics
- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics

spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. FBEFE Helm chart ZRZ4E kube-state-metrics o Y :

helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0



3. FAHKER "kube-state-metrics 5] &R "HRVERABBCE kube-state-metrics » LAEA Trident Protect fEFRY
BT ERAVISIZ o

Z4E Prometheus

e LAFRIR "Prometheus 57883 (4" HEYEREEZEE Prometheus ©

4t Alertmanager

IREILUZER "Alertmanager S {H"FBVEREAZEE Alertmanager ©

P2 | REBETRURRENE
ZEEETAR  CRERTCCMNEHBRTIE -

1. # kube-state-metrics £2 Prometheus 24 o 45%8 Prometheus ECE X4 (prometheus.yaml) MiFEFig
kube-state-metrics ARFEE M o HI40 :

prometheus.yaml : kube-state-metrics R#5£2 Prometheus 9545

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. 3R Prometheus FFZRESHZE Alertmanager © #&&8 Prometheus 4A851E (prometheus. yaml » AFTHELL
TEE :

prometheus.yaml : i EREIXE Alertmanager

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093


https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install

KR

Prometheus IRTERTLATE kube-state-metrics YNEEFEHE » Ai[a) Alertmanager EHXERR o IREL AT LR EREE LR
BRI A R LRV EEX AL E ©

TR 3 . REETHETBAM
EEFTARRAIFE  CRERSPLELNENSHRET - UWREREZEEIIHIE o

LIREA - EIHKK

UTEHIEERT —(ERMRBLR » 67 B5TERKEERES Error BIFERREE 5 I ERR » %
4R o LA LURIEE CHIRIE B ETILEEH) > WAEIE YAML 28 R ER3tE = 8H “prometheus.yaml 4HAE4E :

rules.yaml : E&EHDKHAY Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: b5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

BoE Alertmanager U ERBXEHMEE

SR AR RE Alertmanager > FEZREMEE (FIUNEFEH « PagerDuty ~ Microsoft Teams ¢ E fthiEF1ARTS
) S3X@A 0 HETE alertmanager.yaml j{TfFEF'? EAEFERECE RN o

LT EEHIBCE Alertmanager [E] Slack $EE 25X 1EA] - EEIRBICHIRIEEETILER > 5518 api url BEER
AIEIREREAM Slack webhook URL :

alertmanager.yaml : [6] Slack 3838 3£ LR

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:
- api url: '<your-slack-webhook-url>'

10



channel: '#failed-backups-channel’

send resolved: false

EE4 Trident Protect B E

Trident Protect :EE RS E4 B3 NetApp TIEEKAEANENNSRES > fINSEIE
=EMEAREINER - I8 RNEEEN - MRCEERZERE > A UEREIER
(CR) 1EFEZIREFSE LEE NetApp ZIEAILE (NSS) o

A CR BiIEBEEHN
FER
1. By BH:TER (CR) ERIZHMGZA (FIEl v trident-protect-support-bundle.yaml) ©

2. RETHIEML

° metadata.name : (¥H) WWEFTHRNGHE ; FRENRFEE—(AH—BEERRNELHE -
° spec.triggerType : (W1B) MEZEBARINELERTRESL - ERESE7E UTC RRER
12 BhIEAT o AIEE(E :
- BHHE
" FH
° spec.uploadEnabled : (Ef) EHEESZERREEEESERERSHE LEZE NetApp ZHRAL o 10
RKISTE - BIFERA false o OJEE(H :
= true
* false (¥B:%)

° spec.dataWindowStart . (G¥EF) RFC 3339 RIXHBEAFE » ARNEEZBEHTPEEHNER
ﬁ%ﬂ"]@ﬁéﬁ,ﬂﬂ*ﬂﬁ%ﬂ o YNRKISTE > BIFERA 24 /\BFaT o LRI LIEENREREREA 7 X
Al o

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. 7f trident-protect-support-bundle.yaml HEZEFIEAFRENER > EACR:

11



kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fEF CLI B IEEH

1. BB  BifRPHNEBSRAKIRIBERMNEN o trigger-type RAERIUEITRTERRE
HERR#EI » HERMUE "Manual '3 "Scheduled ° TR EA Manual ©

fgn -

tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

BN ST PR AR TS B
ERE—TARUEENE - CRUERHEEEET BRI RS o
S5

1. %% status.generationState EEF| Completed AREE o LRILUERIU T SEITESERE ¢

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BEEREHHEESHNESE AR - HESTMEY AutoSupport EFFHSESERM S :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

E Rl "kubectl cp B R AEITE  IFERSHERALTEENREEER -

4K Trident Protect
& BT L& Trident Protect A4k E &HTHRAS » LAFIBFITHEESEEERIELE

* 1€ 24.10 hRASFHARES > FHRERFEIAITRVIRERPIBE G R o IERBMASHIEARIRBIRIR (R
EFHEEHE) WL - IRRBEARPBKRK > ERIUFENZ IR IRIB U FRE R
R ERE o

@ HBRBENE - GRILTEABREIERPIAIRIRHHE - BWEARERENRRA - B2 » B8
GEFHRAAEFE EBFZRVREGER -

12



* HRFAERGEERE » AERBZERAFTER Helm chart MG EFERENMBRGSE
Er > WESFEREIEST Helm {EELFT chart lRZASHEZR o WIFESHAHE » 520 "R AGERER
Z4E Trident Protect” ©

TR L EERRA

Trident Protect hiRASEEERS HHARY YY.MM ss 18R] » Hep TyY) AREMHVEMAUEAT © MM KA
172 o /NRAERERE YY.MMXHRE » Hep TX) AR T RA o ERIRGEEARAIIRAZEZEZA R EIBVRRES

* el L B RTHRAS iR AR B S EAR ZE R BB I E AR A5k 89 B AZRR AR o B0 » el AE RN 24.10 (SEM
24.10 BYRRZAS) FAAREI 25.10 ©

* MNREERBH U AIBEASEE R RRAS TR » sBRITZ T BRAK o FEREEARDN "SHEARRA" IRdsHERYFH
REREE » AERBIT S EARAR T EANRIARE o FU0 > NREERIBITHE 24.10 kR4 » W AEEHKE
26.06 hrZ :

a. B 24.10 A4RE 25.02 o
b. sR181 25.02 A4RZ 26.06 ©

HEE 2 . 4R Trident Protect
EEF4K Trident Protect ~ 55#1{T FELER o

1. ¥ Trident Helm #77E -

helm repo update

2. F+4R Trident Protect CRD :

@ WRITZNE 25.06 ZATHIRRAFH4R > BIEERITULPER » B4 CRD IREEESTE Trident
Protect Helm B&RH o

a. HITUhEm < CRD MEIEH#FRN trident-protect-crds "HJ#E] “trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{'"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}"

b. T TH5S MR trident-protect-crds chart BJ Helm secret :
@ ENER Helm ENEL “trident-protect-crds [El& » EZ&EA A2 MIPREEI CRD FE{I4ERA
B o

kubectl delete secret -n trident-protect -1 name=trident-protect-

13
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crds, owner=helm

3. 44K Trident Protect :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2606.0 --namespace trident-protect

AT LB BEF R ST H Y --set logLevel=debug REEH R HEEEL o 785
FRA warn o EERRUBETE BESLCEITTHRIELR - A THEBN NetApp ZIRAES
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