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BEMFRERAREL

{&£F3 Trident Protect AppVault ¥4 K SR HTZIF

Trident Protect FY{#FEBEIEE (CR) #87% AppVault ° AppVault ¥4 2 HEF RV E
It Kubernetes TEIZR T o AppVault CR B2 FREITIETREEE (IR ~ R
B~ BIR{EZEM SnapMirror #8%) HERFTERARRS - REEIESZ SEEIL AppVaults ©

EHEARAPITERMRER(ER - LREEFEHTIEEHLTIEIL AppVault CR ° AppVault CR Eit B ITHIRIR
MRER » EAJUSZ ILEE ERYFEHIZREI AppVault CR ©

(D) PR AppVault CR iR ST Trident Protect #988.L - MR AppVault OR T (st i bs
s S FIGRETIER o

5 AppVault E&sEF =S

fE#21L AppVault CR Z Al > 555 R AppVault FTEZEN TR EIZ N ENE B IR HENTABFAERETSH

BasE o

Data mover {F#HZEZE

ST CR & Trident Protect CLI #M#MEZNERIL AppVault ¥148F » EBILISE Kubernetes Secret » HFE S
FA1? Restic #1 Kopia INZHIE T © MNREKRISTE Secret » Trident Protect i B FERZRHE ©

* FE1#EIL AppVault CR FF > :51# A spec.dataMoverPasswordSecretRef {15 E &8 °
* f£/ Trident Protect CLI 23 AppVault #{4+EF > 55/ "--data-mover-password-secret-ref 28I5E &8 ©

BUBHBBRETERRRR

AR U TEFIEILFIEREE o 17 AppVault Y14 » ERILFETR Trident Protect fEA L& M E KIS EhasH
GEEEITRE °

* REBECERANERBER IR  BRECSZENER T AHNENZEAT o fi0 » REE
@ BRI Restic > M BAGRAFTE(ER Kopia » BITEIERIL secret RFRE® S Restic FIZRHEAD
E_" )
* FEERERE  c BREFRIERBERN—FEXHMEE LEFRER o NRFED trident-
protect’ apa ZERIEMIER » RE BB EERFHENDHIRER o

{8 CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret



metadata:
name: my-optional-data-mover-secret
namespace: trident-protect

type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 AT IAM IR

IS8 Trident Protect 77EY S3 #8A#72 (131 Amazon S3 * Generic S3 "StorageGrid S3"8f, "ONTAP S3")
B CMEERFRFIRENEAERE A EEHFIENNERER - UTTEER TR Trident Protect ZEXFIER
{EREPRAY R B EEH o el LGEILRBIEREEE S3 HAMFIFRRAINERSE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

B8 Amazon S3 FREEHIE L EH > s52 [ "Amazon S3 X" FhRYEEH o

FA5% Amazon S3 (AWS) E&:ERY EKS Pod Identity

Trident Protect 3238 EKS Pod Identity #1T Kopia BEEEBZIR(E o ILINFER] Z 2 7FEY S3 #FiTHS » MEEE
Kubernetes Secret F{TE AWS 835 ©

&3 Trident Protect #J EKS Pod Identity &K

7£18 EKS Pod Identity &2 Trident Protect &5 &1EA 2 Al » :AREEMUTEE !


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

* %8 EKS BREE R Pod Identity ©
* KERILEAKE S3 HEFRERR IAM A - SZRARM > 5527 "S3 BEFF IAM HER" o
* IAM B &R Trident Protect ARF51IR 5 A8 RANH :

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

ERIERA Pod Identity T67% IAM £ B ELRRFS IR P BARGBISFAHERPR > 552/ "AWS EKS Pod Identity 314" o

AppVault 22 FF EKS Pod Identity B » 55{EF "uselAM: true 125558 AppVault CR > A ERERE&RE

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

AppVault EiHERFRIEENSIBEL SR

TEF AppVault CR B » BRIEFER IAM 5558 » DRICHEZE S FIRMHESETRIVESR - BETRINEES
EHRHEEMR - U TRAERMENGIBMELES - LRIUERAUTHISEBEZREMENEEETS

fi o

Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \

-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \


https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
—-—-from-literal=accountKey=<secret-name> \
-n trident-protect

B®F S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage—-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault BinkF i EENTIBELESLR

* ¥5° S3 AppVault HR » fEEILUERA spec.providerConfig. S3.proxyURL JEEE M
S 4 S3 RERIH O URL ©

Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret



secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3-secret

(D HHERA Pod Identity £ Kopia data mover BY EKS 1515 » & o] U8 R&
“providerCredentials B E% » M “uselAM: true #iE R "s3 5RE 7 ©

Microsoft Azure

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey

name: azure-trident-protect-src-bucket-secret

i#BF S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:

bucketName: trident-protect-src-bucket



endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

ONTAP S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

StorageGrid S3

apiVersion: protect.trident.netapp.io/vl

kind: AppVault

metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect

spec:



dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

§£F Trident Protect CLI #£17 AppVault A9EE %5

CRAIUERIT CLI a2 AR SERHERIL AppVault CR ©

* {EAT LIRS E—1B Kubernetes Secret » 15 Restic ] Kopia fAZEMZEMNBEETE
@ BE o MNEEFAAE » 552 R Data mover (#TFERE o

* ¥15% S3 AppVault H5 » B LUER --proxy-url <ip_address:port>" 2245 H ik
S3 MEMHOMIE URL °

Google Cloud

tridentctl-protect create vault GCP <vault-name> \

—--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \
-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect



Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

i S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—-endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1B providerConfig.s3 fCEEEIA

2R TRUT A S3 IRIHEEHERRER !
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providerCo
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dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
elAM

s AA

{=F SSL/TLS

SEEL 22¢
{é.g\ﬁﬂt%ﬁ 5g ©

BRBER S3 WESHRR HTTPS 384 -

ISR AR EEE S3 B Proxy fAlARES URL °

R SSUTLS BgsgBETIR CARE » &

S
K5

EH
mi
ik
[s]

true

AR 1AM SREBLUTFER S3 (k71 o JBAIR EKS 3438

Pod Identity °

& AppVault F:1
(SETLAEA Trident Protect CLI SMIMZRAE A BIHERE 1219 AppVault YA o

1. & AppVault HRNARSA :

tridentctl-protect get appvaultcontent gcp-vault \

—--show-resources all \

-n trident-protect

g
o - F——
bt +
| CLUSTER | APP | TYPE
TIMESTAMP |
fom fom————— fomm -
- +
| | mysgl | snapshot
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot

10

NAME

mysnap

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

7l

"true" ~ "false"

"true" ~ "false"

http://proxy.ex
ample.com:80
80

"CN=MyCusto
mCA"

true ~ false

| 2024-

| 2024-

| 2024-

| 2024-



08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— +————— e e

et +

2. (A1) BEEEESMEEIRM AppVaultPath > FBEMATEES —-show-paths °

SR A7E Trident Protect Helm ZEIBIEFIEE 7 R ERME > REFE—FIFHIRERBEAAIA - M

--set clusterName=productionl °

#%B& AppVault
& B LU BERSEB& AppVault ¥4 o

@ 7EMIBS AppVault #1127l > :570%58% AppVault CR HfY “finalizers' &% o T[H » AIREZER
AppVault #EEFRPIREBER > WHEREFELEMIER ©

FRtaZ Al
R e (RIS E MIPREEMIFREY AppVault FREEFRRIFRE TRIEF#E{D CR ©

£/ Kubernetes CLI fiilf& AppVault
1. MIBR AppVault ¥4 > #& “appvault-name B A EMIFRAY AppVault Y4278 :

kubectl delete appvault <appvault-name> \

-n trident-protect

&8 Trident Protect CLI filf% AppVault
1. MIER AppVault ¥4 » #& “appvault-name B A EMIFRAY AppVault Y1278 :

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

11



{# /8 Trident Protect EEEIEERER

W BB FE TN CR FRAERY AppVault CR ZREZRZEEF Trident Protect EIEAY
FEATER ©

#37 AppVault CR

B EE T —1E AppVault CR » 5% CR SR HERERBITERMRE(FERER » BHi% AppVault CR %4ZB{IR
ZHE Y Trident Protect BUZEEE £ ° AppVault CR $ENERVIRIE ; AR AppVault CR BYEEH » 552" AppVault
EHEVCER

EHREARERN

CEBTEHREMF Trident Protect BEIEMNEEREBREDR o KRB EFHELEATER CR A Trident
Protect CLI REHZEEIEHEAIER o

EETE VM HEWERRER » LUZABMIFREER R T RRRERFEN KubeVirt EHiEES

@ (VM) > z51EH Application CR #fY “spec.includedVirtualMachines ##1iIgf CLI 789 "--virtual-
machines FE1Z o MNEHAAE A « WO EH YAML 541 > 552E9"FF Trident Protect {R5&
KubeVirt EE#E#%as" o

£/ CR #iEEAER
1. I BAEAER CRIEE :
a. By HIHER (CR) EHRAGHMRA (B maria-app.yaml) ©
b. RETHIEILE :

* metadata.name : (WIH) BARRNBIERRHE - FLECEENRTE  ARREFEEMR
FHIEMh CR RG2S MRILE -

* spec.includedNamespaces . (KE) FHGAEMNEHREESRKIEERBENFERANG
LEEAER - EREAGLTEABESEINEES o ZREERTEN - I AREES
EfsEmaZT=EMPIER o

* spec.includedClusterScopedResources : (GEF) FRILBMISEEGSERARIEE
FHEEHEZR o B4 ECIRIEERIVEAE « i « ERAIEHRKEEELEER o

* groupVersionKind : (%) IEEREHEZIRI API BH4H ~ ARAFNEER o
* labelSelector : (A]%E) KBREREFEZEHLENEIR

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze : (B]#E) ILsHEREERAR
RERLBRTENERRER > HII07E KubeVirt IRIZH » IERAF T ERBZANRL © F5TULME

BrUTERIBEER AERRA - IRRTEH false > BIEARNFZREERTE > THERR

B& o MNRKIETE » AIEARINEGER/"2IK Trident Protect AT E"

MRFETEAENEIBERIER > IMUERUTHS !
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kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"

+
YAML #5451 :

-+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: nhamespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. GER) WARE - LR EREBEMEEMEEN CR - UESHHFREER
° B EEA

* resourceFilter.resourceSelectionCriteria : (BREME) £ "Include' 8 "Exclude KRB &
U HEPRTE resourceMatchers PEZRNE IR o FIELLT resourceMatchers 2HUUEEEBR I
BERRRETR ¢

* resourceFilter.resourceMatchers : resourceMatcher #){4-RIFESI o YNSRIE EES) P E S
ZEE » efziRiZ OR BEHIE » BEcEARIMEAL (group ~ kind ~ version) Z[E
1% AND EHULHL o
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* resourceMatchers[].group : (FJ#E) EEFEMEIREHE o
* resourceMatchers[].kind : (FJ#E) EEFENERIER o
* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]#) EiEEREIRR Kubernetes metadata.name il
REETE o

* resourceMatchers[].namespaces : (F]#%) EEFEAEIRR Kubernetes
metadata.name E{IPRYEF B 2R ©

* resourceMatchers[].labelSelectors : (FJ3%) EJR1E Kubernetes metadata.name il
RERAZEEIZESIFH "Kubernetes sREASA" o FiIgN :

"trident.netapp.io/os=linux" °

EM3B resourceFilter M labelSelector [AIRFEAE
(D) resourcerilter EGHT > 4 labelseloctor HEEMMERMEVH
T8 o

fign

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

° (2[R PVC RYERE2Z LA

ETEEHER PVC WERER - KENBEEREFEINPTES PersistentVolume
*VolumeSnapshotClass °© [RERFIEIDIRIEMEB Persistentvolume (HFEZIEE PVC BIZ
EEEMIREE) A volumeSnapshotClass (REREEEFHIER) @ B EMEZ R - a0 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-pvc-app
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namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: my-app-namespace
resourceFilter:
resourceMatchers:
- kind: PersistentVolumeClaim
version: vl
- kind: PersistentVolume
version: vl
- kind: VolumeSnapshotClass
version: vl

resourceSelectionCriteria: Include

2. By RETAIRIGAENNEREZEN CR%& - EFZ CR - fli0 :

kubectl apply -f maria-app.yaml

TR

1. AU TENZz -2 WEARARIES » LiHERPNESRATIRIEPIENR - S UERES)
PRS2 E > LIRSS RN AEERARAEETE IR EMMNER

BRI « R LUEEEREARIEERARATREPERR S AIUBAERERR - EEBERAIMR
ERIRIREERNEMAED « HILNTE KubeVirt IRIZH ~ RIBRZ BTGB EERANRE - MRREERD
true ~ BIEAREN T ZREERE « AT RBHBRAERRM - MRBGHRS false ~ QIEARENE
REERIGRTE - BERARSTRBEARIRL c IRECEHERE - ERAEAERT A ERKR g
BE&EA AR o IRIETEMERE « BIEMARENEEE 23K Trident Protect RAGRE"

+ 7E{ER CLI B FERRERE » BEIEEE » nJUER "--annotation £ ©
+* BURARR L EASIHRERIEFIERERRRGETTH
+
tridentctl-protect create application <my new app cr name> —--namespaces

<namespaces_to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace>

+* BURAEA TR EAKERAENREUEFIERRARRETS -

-+

tridentctl-protect create application <my new app cr name> —--namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --annotation
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protect.trident.netapp.io/skip-vm-freeze=<"true"|"false">

R

+* B LUER --resource-filter-include M “--resource-filter-exclude i > 1R
‘resourceSelectionCriteria (BINE¥4H - B4 ~ hRAs ~ 125 - LB ZTM) KESTHFRER
> N BIRRT ©

+

tridentctl-protect create application <my new app cr name> —--namespaces
<namespaces_to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names" : ["my—
deployment"], "Namespaces": ["my—-namespace"], "LabelSelectors": ["app=my-
app"] }] |l

+* BERER PVC NEARER » BEXN BTSSR ELSITESR PersistentVolume
*VolumeSnapshotClass ' ° [REBFMEIDIRIEMHFE PersistentVolume (HFEZIEE PVC HNEEEHE
WiFE®) # volumeSnapshotClass (IREREEENFETN)  ER/DEMAEE R o Fl0

=+

tridentctl-protect create app my-pvc-app —--namespaces <my-app-
namespace> —--resource-filter-include

'"[{"Kind" :"PersistentVolumeClaim", "Version":"v1"}, {"Kind" :"PersistentVo
lume", "Version":"v1"}, {"Kind" :"VolumeSnapshotClass", "Version":"v1"}]"
-n <my-app-nhamespace>

{5/ Trident Protect {R:EFEFHIE

WA LAE RS B B iRaE /R A SR 75 TUIRRIRERAN (D - LURSE Trident Protect EI2RVFRA
FEATER ©

@ GBI LAERTE Trident Protect T B FHRE(FEHARIRA M ERRGIER AW o "F AU {ER
Trident Protect R EE R R RLE" ©

BIUMEFRIRE
IERT AR I FE TR IR o

@ MRE=EBENEFREEAENERTHABES B > 5| BT EAEARENMRER » IIELEE
RRESERD © RRSERF -
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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f#F3 CR E1II{RR
B ER
1. B B:TER (CR) #EEIREMHS trident-protect-snapshot-cr.yaml ©
2. EEERIUAMERED - REUATEM
° metadata.name : (¥IH) WWEFTHRNGHE ; HAENRIFEE—(AH—BEER&ENELHE -
° spec.applicationRef : 1/ IREEIFERTZILH Kubernetes %478 ©
° spec.appVaultRef : (IH) EREREBAR GTER) B AppVault %58 o
° spec.reclaimPolicy : (G#£M) THRERE CR MIFREF » REEAY AppArchive BEEMHEIENR o &
BRZERMER A Retain » REBH MR - BRUEE !
* Retain (FBER)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. £ trident-protect-snapshot-cr.yaml HEZEFIEAERNER > EACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

{5 CLI EITRER
1. BIRER > WRHESEHREEB R A TIRIERAE o fi

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BibEFREND
SR BERS A FE AR o
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@ MRBEBENEREEAENEEZDKAES A > 5B T EAEARENGRZER > AIELEE
RRESERD © RIBERF -

ez Al
AR AWS B35 < ERVE MEAFR R U EHERREFEEITH s3 BN 1FE - MRS IETEHMIFRIRIBHEE - A

IRIERIBEE R -
* BRREERN SR REHRENESEN - 552H "AWS API 51BAS "
* W% AWS BIRRERFEE > 552R "AWS IAM SRBASf" o

M CR Eif&H
1. B B5]ER (CR) EREIGES®E trident-protect-backup-cr.yaml °

2. FEEEIURERD « REUTEMLE :

° metadata.name : (41H) WLEHFTERNGHE  FRACHNRREE—(AE—BAERNLTE -
° spec.applicationRef . (/F) EFPHIEREZEINR Kubernetes %78 ©
° spec.appVaultRef . (1E) FEREFHENDNER AppVault 58 o
° fpgc.dataMover D (BER) —EFH > EREARENEENEHN A - JkiE (BoK/NE
" Restic
* Kopia (TE:R)
° spec.reclaimPolicy : (M) EHRHNEHBRAPEREGELME - AIEE !
" Delete
* Retain (FEER)
° ;Pﬂe;r;;apshotRef D (%) ERFHMORRENIRESTE o tNRKRM > BEEBINED—E

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia
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3. 7 trident-protect-backup-cr.yaml {EEHIEAFHENER > EFACR:

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI B3 D
1. B ES » TRERPHNESIRACIRIERAVE - Fla0 :

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

AT LUEERER --full-backup FebRIEERBN S RIEEERD - BRIERT » FREHHEHEE
EfR7 - FRIRR > BORERIBEERD - REERREHRNTERD » LEMRTERNZ
BT ERD » URARZEMFEERER -

SENED TR
TERMMBEILHED CR BRI ERREER

EEa:i R atFA Fa®
protect.trident.netapp.io/full- ==& IEEHEOEREAIEERD - _RES true'n]  "false”
backup BIIREERD - REERETHNITEE

7> WAEMRTEHND ZERITIEERR > XU
RATEEMEEERER

protect.rident.netapp.io/snaps & AT REERBIEE R RER o "60 45"
hot-completion-timeout

protect.trident.netapp.io/volum = P E SRR DI R RS A ST R R o "30 HiE"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum =& TR B IREBRT A SR R o "5 S3E"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  F & LA IEID PersistentVolumeClaims ~ "1200" (20 4
bind-timeout-sec (PVC) #EZE| Bound PEEEMEREME (U $#)

RE) o EBULRERERERM -

BUBENREDE
(REEFAIFBEERNPRRINE « BHAMERRECEAERN - CALEES)E - §X - SENSARY

REBAIED » LAIIEEERBHNEIEREE o R full-backup-rule ZEREHZIFIE SREED - TRER
T FRERMHEEIEERD - ERRITEERMUKREREERD - ABREELEEFRBRENER

@ * {EAILAEIBHE “backupRetention s A # “snapshotRetention’ 58 2 KX B REILER
FAIREBRIHEAR © 4§ “snapshotRetention A E R NMEMHHERN BB EILIRER » BELEHR
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FREERR > WEEHDTREILEMMIER -

* MREBEHENEREFAEAEEPRERES A > 5B TEMEARENSRZER > AliE
EERFESERD « RIESERF -

£ CR I
1. By BFTER (CR) BEREIZHEGHAA trident-protect-schedule-cr.yaml ©

2. FEICRURERD « REUTEME -

° metadata.name : (H) UWEEFTERIRME ; FACHNRREE—([A—BATRNRTE -

° spec.dataMover . (GERA) —EA¥&H > IEnEARBRIEENBEHIE - AIENE (BEoKRNE
)

* Restic
* Kopia (FE&R)
° spec.applicationRef : EF S HIFEATENAY Kubernetes %78 ©
° spec.appVaultRef . (%1E) FEREFEHEMNRER AppVault %58 o
° spec.backupRetention : (#H) EREMNENHE - SRLABEILEMAEGR (EREB) o

° spec.backupReclaimPolicy : (M) AENMREFRDHBEARPRER CR B » B EEEME
189 o (REBHARBE » BH—EZWMER - TREME (BEDANE)

* Retain (FBER)
" Delete
° spec.snapshotRetention | (#1H) BREHIREBHE - TRMAEILEMIRE o

° spec.snapshotReclaimPolicy : (#F) RETRBHARAMIERIRE CR K » REBEFLEMESE
oo REBHARB®E - REB—EERMIER - AIRENE (BDK/NE)

" Retain
* Delete (FEER)
° spec.granularity : HF2ZREHITAISER o AIRERVELURABRAR AR
* Hourly (FERIETE spec.minute)
" Daily (BELIEE spec.minute # spec.hour)
" Weekly (BELIEE spec.minute, spec.hour “ spec. dayOfWeek)
* Monthly (BE{E5TE spec.minute, spec.hour “ spec.dayOfMonth)

®" Custom

° spec.dayOfMonth : (EM) SHEEHITHRMBEE (1-31)  MNRBAER% Monthly 2 A
LI A METE o SZENBUF R IR o

° spec.dayOfWeek : (f) BIERMITHERXK (0-7) -~ ER 07 XEHA - MRGEE
Ry Weekly » BUMHRMIARMATE o ZEXANUFHAEM -

° spec.hour : (EF) BIEEHITH—XRPBVNE (0-23) - MRKERTES Daily © Weekly’



B0 ‘Monthly > RUMEH{UAETR o REXRNFHEIIEM

° spec.minute : (Ef) FAEEHITHVN\EDEH (0-59)  MRKERES Hourly
Daily ™ Weekly 'B{ ‘Monthly > BUMARIAXIAETE o ZEXANFHANIEM

° spec.runimmediately : (EM) RES true UERIHIERAE —EIIAEERT BRIER
BREETEM / WIRE) o FBRE false o EARBREBENEERNIT

B AIREBHFAZRIEES] YAML :

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "0O"

minute: "O"

EIRIRBEAZAVEES YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-nhamespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

A YAML X+ > B BIRIENETHHMZES -
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"
snapshotRetention: "7"
granularity: Daily
hour: "3"
minute: "O"

runImmediately: true

3. 7 trident-protect-schedule-cr.yaml HEZEFHIEAERENER > EACR:

kubectl apply -f trident-protect-schedule-cr.yaml

B/ CLI B 82
R
1. B REHHE » URERPHESRACIRIEPRIEN ° Fla :

@ &R LAEA “tridentctl-protect create schedule --help 2R E F& L d < BIzEAARAAE A o

tridentctl-protect create schedule <my schedule name> \
—-—appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
—--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
--full-backup-rule <string> \
--run-immediately <true|false> \



-n <application namespace>

LU IERAIRCHPRETE S

o SEEEDPEE | A --full-backup-rule ESREFZIFIE ETEMEHD o IR EBERR
--granularity Daily ° RJ3&E(E :

* Always | B REERIUTERFMD ©

- BEIER : s —EZELERSRAVEER (B0 > "Monday, Thursday™) ° BRIE
.- Monday ~ Tuesday » Wednesday * Thursday * Friday ~ Saturday * Sunday °

@ —_full-backup-rule EERERANE/E « SERSHRE o

° _Lﬂﬂg (F{RE | A —-run-immediately true I BHZRFIIENEE I IMAHEDTIREE » TR
FEXYRERNITRRE ° E58%A false o

o (ZIRERPFIE | 5RE --backup-retention 0 A --snapshot-retention IHBEKNREHIE

SERPFEEERE
TERAEA T EIIHHE CR BRI AR AAYEERE

SHAR G2 AR FER1E
protect.trident.netapp.io/full- =& IEEREERIAERA c MALBERES REKE (Fﬁﬁ
backup-rule Always FFETTEHND EJZ*EFUE’JEE%E{T BIntaAiLE

B&T o g - MREEBEHNE > AnfiE  H7D)
ERITEBEONERL (fiw -

*"Monday, Thursday") ° BMHIEHFE

% BHi— BH— - 2H= - 20 - 241

F~ 2H5~ 288 o FFE 0 IR EEE

B “granularity 22 E % "Daily’ Y5+ E|—EfE

o
protect trident.netapp.io/snaps =& AR AR RN R R o "60 558"
hot-completion-timeout
protect.trident.netapp.io/volum =& M & RERES A FIARRSFR A ST R R o "30 38"
e-snapshots-ready-to-use-
timeout
protect.trident.netapp.io/volum =& IR R IREBFT AT RRER o "5 D iE"
e-snapshots-created-timeout
protect.trident.netapp.io/pvc-  F £ EFFRBEMEILAY PersistentVolumeClaims "1200" (20 3
bind-timeout-sec (PVC) =X Bound FEERMIREERE (UFY §#)
READ) o BBIREHRMER gL -
fHIBRIRER

MFFTBREZNESZNFEFIRE
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TR
1. MIBRELIRIRABRARKAYIRIR CR ¢

kubectl delete snapshot <snapshot name> -n my-app-namespace

il B e i
M T BRENIRREHRRERER o

AT (RIS AU SRBE R E#S Delete » UIMIMHREFTRIFFFAE BN ER o ILRBIITARRES
@ Retain > BUBRBINERIER - MRRERBEES Delete » AlBEMNERRFREEMHHETT
» BEFHIMIER o

1. MUERE AR ERARRAY A CR !

kubectl delete backup <backup name> -n my-app-namespace

BERDERIIARS
TCRAIME RS LRI EIEEETT « BT ERMBVBD RIS

1. RN T LBREG ERRE  RIERFRESRATIRRFHEN

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXF azure-netapp-files (ANF) {EEHHEDIER

IR E L4 Trident Protect » BRI AR azure-netapp-files 77485 B 7 Trident 24.06 Z R FIGETFE
IR B AR BN ERBEHDFIERINAE o IEIHAEBE A NFSv4 HIRE » Y B RS (LAB=MhAIZEINER] o

FIsEZ Al
RRERU T HIA !

* X2 %% Trident Protect ©
* fRE1E Trident Protect P EZR T —EEBRER - EETHILIERF 27 » 2RI REINERZ EIRH)
* [RBEEE azure-netapp-files {EAETF R IREITER FEZEERY ©

VvV BHELURHREES R
1. YN ANF B Z2EAARE Trident 24.10 ZBTERILAY » 351E Trident PEITILTIRIE :

24



a. ZEEER azure-netapp-files B BFEFTZTUAERARLAY PV BUE Snapshot BE# :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. FEREASERANAY PV ELF Snapshot B :

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIfE :

snapshotDirectory: "true"

+
WERKREVAIREBE SR > Trident Protect i Z E AN INGE » ZIAEBEHRMEREPERMLASE NP/
=R o EEEIBERT » BREAREM T E BT/ R E N —EEFHEMOHEE X/ VBRI N EERHSTE o
4tem
ZIEREN B EHIFER Trident Protect #ETHNFIER o &E PVC et EMERERXBEREHRIER o

ZIREAERN

{# M Trident Protect [R1EFERTZI

f&a LUEFR Trldent Protect NRESHEDERERER - MREZEAEXEREIE—E
=5 NHRARRERREZER o

- BREAREINE > FrARZERARARENINTHFRERRAEN—EER - IREFEE
RERTHTF > CERERRFEEETEINT

* qtree HEFEE TR NHE N IREI ARG TR HRBHHRZER © B2 0 qtree HEE AR
RRRERE AR TR RGN o

O - conememmERaTERR: - SERARRE  BSH EHLN Tident Protect 57
RIE" ©

* EENFEIEDERSEN KubeVirt E#i143% (VM) MAERFAEGREMER » Eﬁﬁﬁﬁ(ﬁr
CR 89 "includedVirtualMachines ##1iI ° BRIZIER CR ~ #{IZ2F M YAML &4 > ;525"
{53 Trident Protect {7:& KubeVirt FEH#if&28" o

REHERII TR ZER

& &{65 /8 BackupRestore CR #ENER IR R 2RI » Trident Protect B1E# a2 EEPEREERTE

i UREREHNEAEARI—ERMAER CR - E2FEERNEAEN » LILERIBERMIIRR > 5
BILREHHE

() - #EHERIAEHESRNTESLZEF EEERER PRGN ENEE - 528
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R Z Al

REGTHFREER @ SR ENREZIBRnRER » GREBHERENmRZER -

* £/ CR BREIFepAZEREF » MRAFHETBRGRZER > ABBER CR o Trident
Protect {2712 CLI A € BER AR o

SRREIR AWS TEPSESHER YA R HAPR B A FEHMERIRFFEITH s3 BIRIEE - MREMETEFRIEEIRRES
HA ~ EERIREG R -

* BRMEEREETHANRENESERN > 55268 "AWS API SRS
* W% AWS BEIRRERVSFHEE - 5SF2B "AWS IAM FREASIH" o

E1CER Kopia (FAENBE T RERHDE - K LURIEE CR ZfER CLI 5 » T
il Kopia EFANEE/1T4A - BRATEERENEZLEN » 5528 "Kopia sRIASH" o £
“tridentctl-protect create --help 85 < ABVF B RA{ER Trident Protect CLI 18 EFENE S EH ©

{#H CR

1. BT B5]ER (CR) EEIGHSAS trident-protect-backup-restore-cr.yaml ©
2. EIBBIANERP  REUATEM -

26

° metadata.name . (1) LWLEFTERNGHE ;| FACHIRBEE—([AH—BERRNHE o
° spec.appArchivePath : AppVault RfEZEHD AT o ] UERU T i< RS IR -

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFEHDAZRH AppVault $478 o
° spec.destinationApplicationName : (GER) EEREHARENHE - MRRHE « BENEARER

SREALLSTE - MRKREMY - ERNVEAEXNSEARREMAENRTE -

° spec.namespaceMapping : ER{EENRKIFEMAEBE B R TRV o 3518 "my-source-

namespace ] “my-destination-namespace & A IBE PRI E o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name

namespaceMapping: [{"source": "my-source-namespace",
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"destination": "my-destination-namespace"}]

3. (AIE) MRCRAFEEFEARANFELERETNE - FMLHERS - UBSTHIFHERER

BHER

®

Trident Protect € BEIEE—LER » AATMREEZNE RARE: o 40 > MNRE
EETHEMMITFEEEER » HZERRE 7 —1& Pod » B Trident Protect h &4&/R
%88 Pod ©

> resourceFilter.resourceSelectionCriteria : (EfiEME) EH "Include 8 "Exclude 3R €1 & 55k
B&7E resourceMatchers FEZENE IR o Fit¥LLT resourceMatchers 28U EEZE B S HIGHE

PN

* resourceFilter.resourceMatchers : resourceMatcher #){4BIFES o YNR7E LE[ES | EHZE
0% ez EEE OR ERILE » BE;TEABIMEAL (group ~ kind ~ version) Z &%
AND ZEHULHL o

spec:

resourceMatchers[].group : (AJ3%) EEFENEREFAE o
resourceMatchers[].kind : (F]#E) EEFHENERIER o
resourceMatchers[].version : (F]i%) EEFEAVERIRE

resourceMatchers[].names . (AJ3%) EiREHIE R Kubernetes metadata.name &1L
FELTE o

resourceMatchers[].namespaces : (FJ3#) EEHENE RN Kubernetes
metadata.name fE{IPRYEF B 2R ©

resourceMatchers[].labelSelectors : (F]#) ZJRTE Kubernetes metadata.name ##{il
REERAIZEEIZEIIFH "Kubernetes sREASCHE" o FIgN :

"trident.netapp.io/os=linux" °

fgn

resourceFilter:

resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
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4. 7 trident-protect-backup-restore-cr.yaml HEZEPIEAFRENER > EFACR:
kubectl apply -f trident-protect-backup-restore-cr.yaml

A CLI
1. BERMERIIARNGAZER > Wi AIERPHESRATIRIEPEN © namespace-mapping 5|

HEAERARNGRER » FREmLEEHESERNEEHRRZTM 0 K5
‘sourcel:destl, source?2:dest2 o fli :

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

REmIERRIRE R ZERE

TR LIBRHR BN EREIRIAe B =M o BUTHUIERET > Trident Protect & BENERREFZMEITRHIESRE

>

LARIE SR AR IRES

* EERMBZA > BAREINMEERAREFZNEER - EUMEEEREARNERRRNITHENG
PERIRER ©

* MIEMTHTTRE » RAEMER ERANEIMEEE/MA o A EFERANIFZMNFRFHERIRE
* ERERETHROIRRISFT G EERFMGRIBUN o MRIRIEE 5 DEARECH » RIERREEETT

WERR CR RREPEERES o

ez Al

sAREIR AWS TERSERHER B9 MHAPR B A HERIRFFEHITH s3 BIRIEE - MRENTERIEEIREB
HA ~ EEPIREE R -

28

* BRREEN SRS RBRENESEN - 5527 "AWS API 51BA "
* W% AWS ERRERFEE > 552F "AWS IAM SRBAS " o

E{T(EMH Kopia FABRBE T RERHMDR » o LUEIETE CR RO CLI 5T » LUE
#l Kopia SEFEVE ZH1T4 - BRATIECERENE S E » 552/ "Kopia REASH" © £
“tridentctl-protect create --help 85 < ABS B RAER Trident Protect CLI 18 E RN E LS EH ©

f£FA CR

TR
1. By BFTER (CR) BEIFHEGHAS trident-protect-backup-ipr-cr.yaml °
2. EIRBIHMERP  REUATEMY
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° metadata.name . (#1EH) LEHFTERNGTHE | FACHNIRBEE—([AE—BERRNHE
° spec.appArchivePath : AppVault RfEEHED AT o el UERU T i< RS HUERRE -

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef : (#I8) HEHEHREN AppVault $FE o

fgn -

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (FIE) MRCRAFEEFEARANFELERETINE - FMLEHERMS > UBSTHIFHERER
BHER

Trident Protect & BV — LR - (R4 S SR ERA RN © Al - MBLC
(D) EETHRELERESSER - BSCRME T —E Pod » B Trident Protect th BN
SR Pod -

> resourceFilter.resourceSelectionCriteria : (EfiEME) R "Include 8 "Exclude 3R €1 & 55k
B&7E resourceMatchers FEZENE IR o Fit¥LLT resourceMatchers 28U EEE B SN HIGIE
p

* resourceFilter.resourceMatchers : resourceMatcher ¥4I o YNR7E LE[E | EHZE
0% ez EEE OR ERILE » BB ;TEABIMEAL (group ~ kind ~ version) ZEHE%
AND ZEHUTHL o

* resourceMatchers[].group : (FJ#E) EEFEMEREHE o
* resourceMatchers[].kind : (FJ#E) EEFENERIER o
* resourceMatchers[].version : (AJ3%) EEFHENEIRIRZA o

* resourceMatchers[].names : (F]#) EiEEREIRR Kubernetes metadata.name il
FRETE o

* resourceMatchers[].namespaces : (F]#E) EEFEAEIRR Kubernetes
metadata.name fE{IPRYEF B 2R o

* resourceMatchers[].labelSelectors : (FJ3%) EJR1E Kubernetes metadata.name ##1iL
EEAIZEEIZEIIFE "Kubernetes sREASA" o FIgN

"trident.netapp.io/os=linux" °

29
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B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]

4. 7f trident-protect-backup-ipr-cr.yaml {EZEFIEAIFENER > EFACR

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI

1. BEHEREIFESRZER » TG AERPNESRATIRIBEFNEN © backup 2EEAGHREM
MEDBTE > BINA <namespace>/<name> © 0 :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>

REPIERITRENESE
MRRIREELIREE « ERIUREHEREFRNEESE

* BIREMH Kopia (EABRBEI TRERENDE » BRI LUEER CR Fs{EA CLI I5EERE
LA Kopia EENEFENTTA - BRATIECERENE S EN » 552/ "Kopia 574"
@ £ “tridentctl-protect create --help a5 < LA EVF B R Trident Protect CLI 15 €S ENE S
Bl -

* [ CR EREIFr AR » MALFHEIBIEHRAZTR > /ABRBEH CR ° Trident
Protect 127E{F M CLI BFFA Z EENEILdAp B TR ©

30
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FIsEZ Al

ERRT A TIISERIE -

* BRZEE DL Trident Protect ©
s BiZEE AU FEEAREEEFERR AppVault FEFRRE » BIDEEMRFEFEZRES o

* #1T “tridentctl-protect get appvaultcontent’ s LK > FEFERAIRIRIR Bl LUEIZ R AppVault CR REZRRIIH
R o MRARIEFIEREEFE > ANAEBRREN Pod A#IT Trident Protect CLI ©

* SHFETR AWS TIEREERER YA MR E U EMHEM REBMITHEREE - IRENTERFEIRBG
HA ~ EEPIREE R -

© BRIREER SR BHRENESEN - 552R "AWS API 51BA "
° YN%E AWS ERRERFMAE > 552H "AWS XX o

1. {# 3 Trident Protect CLI #M#FET0EE5E AppVault CR BB EHENBIEEE L ©

tridentctl-protect get appvault --context <destination cluster name>

@ AR BZEE FRTE7E AppVault CR » :EFZER "(E Trident Protect AppVault ¥4 5 E T2
Fha" PP BRI o

2. ZEBEEE LA AppVault B AA » 58 T "appArchivePath BiEFEAVHER -

tridentctl-protect get appvaultcontent <appvault name> \

--show-resources backup \

--show-paths \

--context <destination cluster name>

HITIL AR < S BR AppVault FREYRT D » BIEHRIRRE « BRNEARNLE « REEECNREER

% o
gHEL
P Pommmmmmmm== Pommmmm== Fommmmmeeeeeee=e=
Fommmmmmrmeorrrrrrreememos Fommmmmmomomos +
| CLUSTER | APP |  TYPE | NAME TIMESTAMP
| PATH |
Fommmcmmoooo=e Fommmmmmmom= Fommmmmoe e e e e e
Fommmmmmcosssssrssssossamos Poccmmsmsmemes +
| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC)| backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |
Fomm - fomm - fomm - Fomm e
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3. f£F AppVault LIENFRIEREREARIERIBREE

(D ®mCcrRE FREENERRUERNS R ERFEN B EE L -

f£MA CR
1. Zi7B:TER (CR) EEUKHGHA trident-protect-backup-restore-cr.yaml ©

2. FEICRURIERD « RENUTEME -

° metadata.name : (WMEH) LEFTERNSE ; FATHNIRIREE (AR —BERENLTE -
° spec.appVaultRef . (1E) EFHEDARH AppVault $4#E o

° spec.appArchivePath .| (W41E) AppVault REEFHDTRANERE o FATER 2 PR EEHE
A NA > W Z appArchivePath B3 RAIHED ©

° spec.destinationApplicationName : (GEf) Z2REAEXNRE - MRIEMH « EENERAER
EALERTE o MRFKRREM - ERNEAEXSERAKERARERAME -

° spec.namespaceMapping : ERFENR R EME BEama TRV EE ° 551 "my-source-
namespace ] my-destination-namespace i A TIBIE PRI E T o

fBIgn -

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

3. £ trident-protect-backup-restore-cr.yaml IEEFHIEAEENER > EF CR:
kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. FERUTHLWERBRELDR » Wi HERTHNEBRACIRETNEN - R EHMB2HBERT D
PRAVEN 2R » R Ra R e FE R B B2 B 2= » 8804 source1:dest1,source2:dest2 ©
fgn -

32



tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

WRIRIERE TR %M

TRAIUERABIER (CR) ERERNRBERER > ERIIFENGLEEB/RRIRRRZER - EEMEH
SnapshotRestore CR fFIRIRIZR E| R EIAVA % ZERIFF 2 Trident Protect E7EMTBYfR 2 =M PERERRER » A
AHEFENEARENZI—ERARER CR - EEFREZRNERER > BRI LURIMBEREMDSIRER » HEIL(RE
BEiZ o

* SnapshotRestore Sx#& spec.storageClassMapping B4 @ BEEREHFLERNMBEEZE
HEENFERERNEERIGR A IR - MIREHAZRFRIFERARFEERIFRLN
@ StorageClass * BIiERIREF R o

* £ CR Z2REIFma TR » M BELEFEELBIZHRZER > ZABRBEHRA CR ° Trident
Protect {£7E{# /8 CLI B4 G EENEII B ZERM °
FaYaZ Bl

SAREIR AWS TEFSERHER A9A RHAPR B A EHMERIRFFEHITH s3 BIRIEXE - MRENTERIEXEIRRB
HH EEFIAEE R ©

* FRREEREE < RBRENESEN - 552K "AWS API SRBA "
* W0%E AWS BERRERFAE > 552R "AWS IAM SREAS " o

fEF CR
1. B BHiTER (CR) EEIZHSAA trident-protect-snapshot-restore-cr.yaml ©
2. TEICEIIANEER  REUTEMN :
° metadata.name : (H) WWEFTERNGHE ; FAENRIFEE—(AH—BEER&NELHE -
° spec.appVaultRef : (#18) EEFRBASH AppVault £ o
° spec.appArchivePath : AppVault Rf#EFRBABTHERE o EaJUERU T <RSI

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.destinationApplicationName : (GER) EFRFERARENHE - MRIRHE « BENEARER
BEALLETEE - MRKREM ERNERARERASEAKREAERNSHE -
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3.

° spec.namespaceMapping : ER{EENRKIFEMAEEE B R R TRV o 3518 "my-source-
namespace ] ‘my-destination-namespace &4 LIRIEFAELT o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

(AJ%) MRCRAFEEZEARANELETERETNE » FBEEAM > UBESTHFHFERER
BHVEIR -

Trident Protect & BN — LS - (R4 S SRR ERAR © Al - MRC
() mETREMERESER - BERRE T —E Pod B Trident Protect t&BIR
SR Pod ©

> resourceFilter.resourceSelectionCriteria : (Ef#EW5E) £/ "Include T "Exclude R ST HE
BRTE resourceMatchers FEZEE R o T LT resourceMatchers 2N EEE S S HIGIE
D

* resourceFilter.resourceMatchers : resourceMatcher {895 o #NR7E LEET P EHZE
7T ° ©fZEi% OR ER A » SETHERBIREAL (group ~ kind ~ version) 2 &%
AND ZEHUTHL o

* resourceMatchers[].group : (FJ%) EEFENEIREAE o
* resourceMatchers[].kind : (FJ3) EEFEMERIER -
* resourceMatchers[].version : (F]i%) EEREMNEIRIRZ o

* resourceMatchers[].names : (F]#) EiEBEEIRR Kubernetes metadata.name ##fiL

PEYTE o

* resourceMatchers[].namespaces : (A]i&) EEFZEMNZJRA Kubernetes
metadata.name R AYEF A ZER ©

* resourceMatchers[].labelSelectors : (FJ#E) HIRTE Kubernetes metadata.name 1#1iL
REEIZESEIZIIFH "Kubernetes sREASHE" o FIgN

"trident.netapp.io/os=linux" °

fgn

spec:
resourceFilter:

resourceSelectionCriteria: "Include"
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resourceMatchers:

4. F trident-

kubectl

&M CLI
HER
1. RERIE

group: my-resource-group-1

kind: my-resource-kind-1

version: my-resource-version-1

names: ["my-resource-names"]

namespaces: ["my-resource—-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

apply -f trident-protect-snapshot-restore-cr.yaml

REIFRENERZER > AERPNESRATIRIEFHNER -

° snapshot " 5|#EHAMBZTRMRELTE » XA <namespace>/<name> °

° namespace-mapping 5| E{FER B3R DRV

fél > AT
fan

=} “sourcel:destl, source2:dest2 °

tridentctl-protect create snapshotrestore <my restore name> \

--snapshot <namespace/snapshot to restore> \

--namespace-mapping <source to destination namespace mapping> \

--destination-app-name <custom app name> \

-n <application namespace>

WRIRIERERa e R 2=

A ABE RS IR IRE R EI Raen R =M  MITHMIEIRE - Trident Protect & B ENEIR{REHFIZMET

» WA LEEE VIR R RS

* EERRBZA

RERIRER ©

* MIERTHTTRE » REMIERERARNEIESE/MMA o LA EFERANIRZMNFRFHERREE
* (EREEETHRO RIS G EERFMGRIBUN o MRIRIEE 5 DEARECH » RIERREEETT

WTEER CR

REECERE S o

protect-snapshot-restore-cr.yaml {&RHEAIEENER » EFACR:

PR o KRR EEE AR EENBRaRE

THRREE

RN ERAREIENEER - EUMEEEREARERRRITHENG

35



FIsEZ Al

satEfR AWS T {EREERIEMRL RV EAFR B U HEM REFEHIT s3 BRIEE - MRENTERIEERRE
HA ~ EEFIREE R ©

* BERREERN S ETHAMREIESEN » 55268 "AWS API 513"
* W0%E AWS BRRERFAE > 552R "AWS IAM SREAS " o

M CR
HER
1. By BFTER (CR) ERIZHEG®AA trident-protect-snapshot-ipr-cr.yaml ©
2. EERBIUAMERED ~ REUATEY -
° metadata.name : (H) WLEHFTERNLHE  FACHNRBEE—(AE—BAEHRNLHE -
° spec.appVaultRef . (41E) EFIRIBAZRH AppVault 478§ o
° spec.appArchivePath : AppVault AfEFIREBABRIERE o [MaIUERU TSRS ¢

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

+. (A1) MRECIAFEREZRABRANFELET RETNE > SHREEEEN > UESTFFERER
BHVER -

+3EE Trident Protect @ BENEHZER LR » A CFRIERENERERE - fl0 - MRTEEETH
BUHIERESER 0 BZE RN T —(@ Pod » 8l Trident Protect th &iE[Fs% Rl Pod ©

* resourceFilter.resourceSelectionCriteria: GEEMXNE) fF Include & "Exclude REBFIHHE
|3$T;E resourceMatchers FAERMNER o FE %] resourceMatchers 2R ERZRETSEHFN
BJR . resourceFilter.resourceMatchers . resourceMatcher ¥R o YR 1EUEFEESTHE
£%ZETE > EfiZzERR or EELE » SETTEANMIFEAL (group * kind » version) Z[EHF#Z
AND ZHULED o * resourceMatchers|[].group: (AJ#E) EEFRANEIREIAH o *
resourceMatchers[].kind: (F]¥E) EEFEAVEJRTESE o » resourceMatchers[].version:

(FI3%E) EEFEMEIRIRAS © * resourceMatchers[] .names: (FJ3) EEHEMNEIRN
Kubernetes metadata.name IR{AIPHIRTE o * resourceMatchers|[] .namespaces: (F3) B
ERIEMVEIJRM Kubernetes metadata.name ME{IFRVERZGZERT o *
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resourceMatchers[] .labelSelectors: (RAJiE) BHJRM Kubernetes metadata.name (I
RVIERIEZES TR > Wl "Kubernetes =RBAG"HFTES o HIU0 -

‘"trident.netapp.io/os=linux" °

+ f5gn -
+
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

+ 1f trident-protect-snapshot-ipr-cr.yaml {28ZFIEAIFENER » EFCR:

+

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

M CLI
HER
1. BRRIEREIRESAZER » Wi A ERPNESRAKIRIERINER - Fi1

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <namespace/snapshot to restore> \
-n <application namespace>

BEERFFEIRE
TAIUERS L IIRIGEIETET - BETAEERKRBVERIEEMRE o
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1. RN THLBRERERIRE » KAERPNERRATIRIERNEN

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
Jjsonpath='{.status}'

{EAEPE Trident Protect I2[ERTE

SR AR FAEERE ~ sp B EEREMNFHFERFERBRERBIREREE » LUnEEHEE
R o

BRMAHESEFRABRN 2 EAERENRE

ERMAEREEEME - BRvta A EMPERN R G ERG A ERPIERMEEERNT - KR4
EfEPEFEEE I A ER PN ENRR GRS RE - MEMNEFENERIERREREBERUNTER
Rep R ERPHE  EFER BRthe R PR SERERRT A -

WNREEA Red Hat OpenShift » 575w R i A2 MEHER1E OpenShift IRIEFRIRETE(ER o &
@ %R R FE(R1E R MY Pod Z1& OpenShift ?c%J:szﬁ’JEE (SCC) EEMIBFEREIRMZEM
BLE > WACEEIRRIEM IR E o INFTEFMET > 5526 "OpenShift 2 F FXXAEHE

TR LGB BT ERIHRFEEBIREZAIRE Kubernetes IRIFEH
RESTORE SKIP NAMESPACE ANNOTATIONS ’ ZRBflEBiRap =M EFRER o il :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_k
ey to skip 2>}" \

-—-reuse-values

HITER YR EBE(EER > restoreSkipNamespaceAnnotations

@ restoreSkleamespaceLabels i E’J’E’E”np%wﬁEﬁﬁﬁiﬁ%ﬂﬁﬁét}_—i@r BISEE(E
FEhHERR o FBRERIENILE Helm # CHARRCE S LR T - HEXARRE > F2R[ "wEHM
Trident Protect Helm Chart 385" ©

UNRIGHER Helm W#A --create-namespace 1E L& 7T HFEARER » BIEH name BERETHRHE
12 o TEFRNAEREBIZT > Trident Protect S IILIZEE R Byt a2 > BNRKRIEEFRM S
TRIER > AIEREEHABNSZTRE - MRILERARRHREBMAER » A EERE Bt
R AMIERIEEE o

gl

LT EfIRR 7 RiRa R EEM B R ZzER > efRBAATRNEBRNRE - HAIUEERFIRBRS%
ZEFEIBARRE » U RR ST B R R EREP 2N ESHEER
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TR RS R AT
TR T RSB A BUACTR 5 22 RIH SR & 2 REORAS -

GEEZRS sHg B8
@HZERns-1 (& annotation.one/key: Tupdatedvalue * environment=production
) * annotation.two/key: Itrue] * &M% =hipaa
* %i8=ns-1
;n;z)%l%ﬁsﬁ ns-2 (H * annotation.one/key: [true] c AE=ERE

* annotation.three/key: [false]

BRIFER

TRER T ERNHZEBEEREN B R REEUAREE - —LERERAN > —EREWEE > X H name 17
BEEMUCE B RanRZzER -

GEEZRA 23 =L
R ZEM ns-2 (B * annotation.one/key: updatedvalue * % ¥8=ns-2
) * annotation.two/key: ltruel] * &M% =hipaa
* annotation.three/key: lfalsel * environment=production
* BE=EHE
RO

B Iy U e O T

RFLERHAE

Itt “spec.storageClassMapping' B4 E & 7 AR NP IHEEFEERNE BERE L EFENEE - TF
FERRRRBRIEERNRIHFIERNMNEE X > S8 BackupRestore I2{EMIATFBIRET > BAIUUERLILEX -

i hTI I
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"

- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

IRAVEERE
REIFIH T REPARRE RSB TANIRTME - MREAERAERETR » RFTRERTERE -
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52 Lt 09 HREE
protect.trident.ne &5 BRBEBRMEATFLENEREE (UMREM) - "300"
tapp.io/data-

mover-timeout-
sec

protect.trident.ne g Kopia PIZSRERAIA/NEFR (I MB B Efi) o "1000"
tapp.io/kopia-
content-cache-

size-limit-mb

protect.trident.ne & LALLM PersistentVolumeClaims (PVC) "1200" (20 iE
tapp.io/pvc-bind- % "Bound FEERMR RS (UFVAEAD) - BALE )

timeout-sec FFRRIER 2R - BRAMRFIAERE CR !

(BackupRestore * BackuplnplaceRestore » Snapsho
tRestore ~ SnapshotlnplaceRestore) o NRTHIETE
RERENEEBRREEEZRME  AERESE -

EABIERERERRENER

BRI R EEERERIBREPETEN - EEREBIRAEEZLRIGRAFFR
AEE - EIhE %%ﬁ% g0 > ERERENEREI R ERVEER > Fif ConfigMap H
By ER AR

BRERVEFRT

Thetransformatlons*ﬁﬂdﬂﬁASnapshotRestore‘ BackupRestore > AppMirrorRelationship &
HMEREIRY » AEEEEREAEPIEN Kubernetes BIR - EERENEREATELRRERAREXRAR
[EIRVARRERS > PINNEE E MR FE « Bik URL ~ BRRHISIRIZEESE > ILIhAEIEEER

BEEHAER "RFC 6902 JSON Patch"#2{/EF] "RFC 6901 JSON Pointer"B&{E 3R EAIFEH Kubernetes BjEH
A4S EMREL o

THERTRT 2B RERIVERYGHIERGE

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-restore
namespace: target-namespace
spec:
appVaultRef: my-vault
appArchivePath: /path/to/snapshot
namespaceMapping:
- source: source-ns
destination: target-ns
transformations:
- resource:

kind: ConfigMap # Required: resource kind
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group: "" # Optional: API group (empty for core

resources)
version: "" # Optional: API version
name: "" # Optional: specific resource name
operations:

- op: replace # Operation type
path: "/data/key" # JSON Pointer path
value: "new-value" # New value (for add/replace/test)

SENEIR

TR E RERERERS TGRSR
* kind (#3H) : Kubernetes BF4ER! (FI#1 > ConfigMap > Deployment ’ Pod)
* group (F[#E) @ API &4 (fl# > apps ® route.openshift.io) — HPZLER > BEK
* hR#s (FI3E) :APILRRZS (B8N > v1 > vibetal)
c &g (A8 [ EEAREELENER

@ BRI AR ZIB(E PersistentVolumeClaims Flep$ 2R o

SIRIIEE
AT LUERU TIRERIBENEIR ¢ add > copy ’ move * remove * replace ’ MU test ©

RHERMEE
fEA add BRIFRITEEE RIS (IE(E o RIS fETFTIEE R o

fMA CR
LUTFEE6IE Deployment BIRFTIEEIELEEIESS !

transformations:
- resource:
kind: Deployment

operations:
- op: add
path: "/spec/template/spec/nodeSelector"
value:
"topology.kubernetes.io/zone": "us-east-1la"

disktype: "ssd"

M CLI
ERU T o< EBm < AITILE R



tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
'apps,vl,Deployment:add{"path":"/spec/template/spec/nodeSelector","valu

e":{"topology.kubernetes.io/zone" :"us-east-1a", "disktype":"ssd"}}"

EREFPHE
fEA copy BRIFRIRBERZERAREL —EREEREZ—ERE - RREFGIE -

f£F CR
LUFEEFIES configMap ¥R ERIE ©

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: copy
from: "/data/source-key"
path: "/data/backup-key"

£ CLI
ERU T i< EBim <y AITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
-—-namespace-mapping <source-ns>:<dest-ns> \
—-—transformation ',vl,ConfigMap:copy{"from":"/data/source-
key", "path":"/data/backup-key"}"'

TERASEE
EFH ‘move R{FFIRIMBRZRFRELE —EREBES —ERE o FRBREREBR - ERRKETERERE

f£F CR
LUFEEfE#Hhen4 ConfigMap YMFRIERIE !

transformations:
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- resource:
kind: ConfigMap
operations:
- Oop: move
from: "/data/OLD KEY"
path: "/data/NEW KEY"

A CLI
ERU T < EEm LI ITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
—-—namespace-mapping <source-ns>:<dest-ns> \
-—transformation

',vl,ConfigMap:move{"from":"/data/OLD KEY","path":"/data/NEW KEY"}'

RERPBIRE
M remove 1RFRIMIFRIEE RIS RBIRAISE ©

£ CR
T &I “ConfigMap ERFMIbREEAR

transformations:
- resource:
kind: ConfigMap
operations:
- Op: remove
path: "/metadata/annotations/kubectl.kubernetes.io~llast-
applied-configuration"

()  ELABANESH . ~1 2/ 8 JSON Pointer B o

M CLI
ERU T i< EBm <y ITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—transformation

',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.
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io~llast-applied-configuration"}"'

RAERFNE
fERILE “replace 1R ERTELIEE R E TEREHHIIRAE © JSON BIENABTEE °

f£F CR
LUTFEHEE Route ¥R EILLTE

transformations:

- resource:
kind: Route

group: route.openshift.io

operations:
- op: replace
path: "/spec/host"

value: "prod.example.com"

A CLI
ERU T <L E BT ITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
'route.openshift.io,vl,Route:replace{"path":"/spec/host", "value":"prod.

example.com"}'

ARHERIESR
fER test #1F > EATEMIRFZAISERCENER T RATERERRN - MRAELK » BEEGEEEER -

f£F CR
UTEHIETE environment sREA staging B » 7 & HH database-host :

transformations:

- resource:
kind: ConfigMap

operations:
- Op: test
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path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"
value: "prod-db.example.com"

M CLI
ERU T i< EBm <y AITILE R

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

—-—transformation
',vl,ConfigMap:test{"path":"/data/environment","value":"staging"}, repla
ce{"path":"/data/database-host","value":"prod-db.example.com"}"'

{5 NetApp SnapMirror #1 Trident Protect & fE HFE(

/3 Trident Protect » &R LAF] A NetApp SnapMirror 3l FIIER S EBITHAE » A& RN
RARAEER—ERFFREERIS—AHFRR > EREER—S=ERNEEERFERE
EZM o

BRI A EBEFRAREN A EMERNRER

FERMAEREEENME - BRtas A EMPERN R G ERRe A EMPIERMZREERNT - KR4
ERPEFEEBNM L EMRAFENRRIGGREERNE - MEMEFENRRIGRAEREBERUNEGR
Ren R ERPHE  EFERBRthe R EEPRB SRR R E -

AR E(EF Red Hat OpenShift > 557524 B ot ZERIFFAETE OpenShift IRIZEAFRIBASRIER o &
@ =R R R FE(RIERAY Pod 3&1& OpenShift 22 L FXAIR (SCC) EHMIEEERMZ 2N
B8 > WAEMIEIREIREM Z LR E - MNEFME » 5520 "OpensShift €2 _EF AR E

TR LGB BN TERIHRFEBIREZAIRE Kubernetes IRIFEH
RESTORE SKIP NAMESPACE ANNOTATIONS » ZRBiLlEBiRap =M EFRER o flu -

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values
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HITERN R IEREIEER > restoreSkipNamespaceAnnotations Fl
@ restoreSkipNamespaceLabels FISEREAdr % EEFENEEB R RN B HREE
ZErhHERR o FBRRIEVIE Helm ZEHARREELRTE - GERARR » 5520 "wE Hith

=Ly

Trident Protect Helm Chart 52&" °

WRIEFER Helm WA --create-namespace {Em 28 T HRFEERAREN » BIEH name 1EHBEITIFIRE
12 - EREHAEREIBIZP > Trident Protect FiF bR R R E|Bpyithan 22 » BN RARRIE B2 R dn
TR > AEREEHABNMMRTREE - MRILESEFERRTEEAER » AEREERE Bt H
IMABIERIEEE o

Ll

LT EEfIRER T RiRa R EEM B R ZzER > EfIRBAATRNEBRNRE - HAUEERFIRBES%
EFRIARS » DUREEEMIRERE R R AP UEEGEE -

EERNBHBEIEEZA
TRAAT ERNBEBEIEEZ A FI 3R % ZE M B 1R en % ZERERIAAAS

GEEZRA SR S
ﬁ%%F‘aﬂ ns-1 (% * annotation.one/key: updatedvalue * environment=production
) * annotation.two/key: [true] * &£ =hipaa
* %i8=ns-1
;E)%%F‘Eﬁ ns-2 (B  * annotation.one/key: ltruel * AB=ERE
Z

* annotation.three/key: [false]

BRIEERE

TRER T ERNHZEBEER LN B IR AR - —LERERAN > —EREWEE > X H name 17
BEEMUTE ERn =R -

CEEZRS T SHig S
xR ns-2 (B * annotation.one/key: updatedvalue * % f8=ns-2
®) * annotation.two/key: Itrue] * 54 =hipaa
* annotation.three/key: lfalsel * environment=production
* HE=BKHE
@ ERIARE Trident Protect Eiﬁ*ﬂ%ﬁ%ﬂfﬁ,ﬁﬂF'a‘?lﬁ.%&ﬁ@%ﬁ%ﬁé%%ﬁ o "R BRI A5 A
Trident Protect 5% EHE R AA A" ©

ISR & R FRARE BB T
5578 AppMirror BAMREME AR  FEMISEBAMR RN CRZIERNTHFEMORETS o

* WIEEBERE > JITHFEESNRRREENIBRERE - TERFHENEY - WESBE > 7T
RAFERERIEINS » MR TIEERIRIEREETT -
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* EREABZHRAERTBERET - BRAREN LFAARANRNITHFHRERENR - EXRREAENEDBRR
P2 » BT FS SRR AR M ER AR LEE#3AT ©

AERABRRBANITEEN > 552F "€ Trident Protect F1THNA" o

B EERA
BIUESRFRS R TYIER :
* 342 Trident Protect fRiRE AR IVIRERRVIER (EIEEAEIH Kubemetes ERUKRERAENSEMKEE
RIREREE IRER)
s EIEEEHIE (813 Kubernetes BRI RIFEM MR ER)
* 3R EAIR Snapshot FIBSRS

1. ERFEEE L > ARRERREREIL—E AppVault o RIBEAIGEZHER - 1820 "AppVault HETER" Y
HBHILUERTAIRIE -

M CR #3Z AppVault
a. Bi7EFTER (CR) ERIUKHGB®A (HU~ trident-protect-appvault-primary-
source. yaml) °
b. E T
* metadata.name : (W1H) AppVault HFTERRETE © sAsC MERIEZENSE » RAESEMER
THVEM CR B g 5| FALLE -

* spec.providerConfig : (ME) HEFERIETEIRMEEIFE AppVault FrEERYZERE o 382
bucketName U IR HEFFENEMEMFAER o 5hsc FEENE » AAERBEGFIEN
Hith CR 2GR BIELE(F o 520" AppVault BETE R WUEVS E M2 HE R AppVault CR &85

Bl o
* spec.providerCredentials : (Required) f#EFFHE1STEIRMEZE AppVault FRERERI&RE
8% o

* spec.providerCredentials.valueFromSecret : (Required) R /&S EEKEEHE o
* key: (IE) ERPENNAERER o
* name . (HE) BFILFEGIER secret &iE o HENIFE—1E namespace H °

* spec.providerCredentials.secretAccessKey : (WME) ARFEIRHENEINS
& o name FEEL spec.providerCredentials.valueFromSecret.name #8%F ©

* spec.providerType . (WEH) HEEBKDARTSE ; HI%0 > NetApp ONTAP S3 ~ 38F S3
+ Google Cloud 3f Microsoft Azure o AJ3%E(H :

= aws

= azure

" gcp

= generic-s3

= ontap-s3
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= storagegrid-s3

C. £ trident-protect-appvault-primary-source.yaml {2ZFIEAIEERNER > EF CR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI £3Z AppVault
a. ¥17 AppVault > M HESRHPIVESHRATIRIEPHEH -

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. ERFEHREL « BURREAER CR:

£/ CR BIKIRFEARER

a.

b.

B BFTER (CR) BELZEGHAS (BIM0 v trident-protect-app-source.yaml) ©
E MBI

* metadata.name : (WH) FEARRENBITERIRTE 550 NMUGEENST » RAERRERT
TWHEM CR IERE5|HItE -

* spec.includedNamespaces . (KE) TR EBEBIEENMESY) o FHRGRTHSTE
A6 AT I St e AR B AR 4/ \an R R RIMVEEE - LUEEILERY B R R EENE R o &
BREXmE RN AT SIS o

YAML &3 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. £ trident-protect-app-source.yaml {EEHIEAIEHENER » EFACR:
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kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

A CLI B REATE
a. B RRFERRED o Fin ¢

3. (FIEE) 7ERIREE L > HRFEARINETRE - WIRBEAFEREE LRARENANEMR - INRBUAILL

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

T8 AREEH T —RIHRIET > UENISRMIVIRIE - SRZIURFERIR > 2R "EIBETRE

4. ERFEHREL BUERHHECR:

®

BRT FHRMEVEMEZ SN - BRI — AR/ E AR » TRFREHRER 7R U
BTEHE ONTAP B i —RERRIIRIR - ERATUERRREZHA 7 X » BFE
HARTLUMRIBERE R RETHET ©

YNRBEMRER - RIFAIUIERABERIRETRS 7 REVEMIRIF - BT ARILUNIRE
MBRTRESHRE » BARGEH B ERIRBLURFIMINEE > MAZFREER -

MREAEANRBIHEZETAMBNREERX » WFTEEMBHE -

fEF CR B FHIE
a. BRFRAREARILERHRE

L #BIBFTER (CR) ERILEHMH%A (B0~ trident-protect-schedule.yaml) °©
i, R TS :

* metadata.name : (WAEH) HIHERTERNRATE o

* spec.appVaultRef : (#IH) IHEXEHERFEERTZINA AppVault metadata.name 1#1iL
FBTF o

* spec.applicationRef : (W3H) ILENBEHFFEERTEI CR BY metadata.name H#1i4H

o
* spec.backupRetention : (WH) IEEAIAMIEIE » HEXNERA O o
* spec.enabled : HBHRTES true °
* spec.granularity : #ZB:&E A Custom ©
* spec.recurrenceRule : % UTC BFEAIRELE B EBF EERIFR o

* spec.snapshotRetention : NZERES 2 ©

YAML &5 :
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

I. £ trident-protect-schedule.yaml {&ZEHIEAIEERNER > EFCR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-
namespace

fEF CLI B HEE
a. BIUERHHE  WiESRPNESRATIRIERNEH ¢

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200%

\NnRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app namespace>

5. EEERE L By —ERAERREE A AppVault CR HEFRIBVIRREATZR AppVault CR » Mg HE s
%% (- trident—protect—appvault—primary—destination.yaml) °

6. EACR:
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kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. ZEREE LHBREAREINEIBR AppVault CR ° RIFEHIEEFHIER > 1224 "AppVault BETER" &
AYEEHILUBRRISRIRIR

a. B BFTER (CR) BELFHEG®ZA (FIU v trident-protect-appvault-secondary-

destination. yaml) °
b. RETHIBM :
* metadata.name : (%) AppVault EI5TERAIETE © 358 FICEBIRIE » EAERAIARRRY
Hfth CR iR g5|BILE -

* spec.providerConfig : (ME) #1FERIETIRHEZE AppVault FRrERVAERE o EEiE—F
“bucketName U iR EFF BRI EMFAAE o 55 FIEENE » AAESGHFrENEM
CRIEEZRMRELEE o A2 "AppVault BETER"UESHtIZHEBY AppVault CR i o

* spec.providerCredentials : (Required) {#iFFEBIsEIRHEFE AppVault FREERERI/&RES
% °

* spec.providerCredentials.valueFromSecret : (Required) R &S EEKEEE o
* key: (WHME) ERPERNANERE
* name . (WE) BFULBNAIER secret &8 o MBI E—E namespace H ©

* spec.providerCredentials.secretAccessKey : (WME) ANEFEURHEMNIFEEHE - name
F&£4 spec.providerCredentials.valueFromSecret.name #8%F °

* spec.providerType | (WE) EFHDIRTERE ; HI0 > NetApp ONTAP S3 ~ @M S3 ~ Google
Cloud BY, Microsoft Azure o AJ3&E(H :

= aws
= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. £ trident-protect-appvault-secondary-destination.yaml {gZFIEAEENER > ER
CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. fEE1E %L | « 237 AppMirrorRelationship CR #£22 o

@ £ CR Kf » s57EEH CR ZAIF#EI Bt e % ZEM o Trident Protect {£7£fER CLI BFA
FEBEIIMBTR o
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£/ CR ##1I AppMirrorRelationship

a. Zi7B:TER (CR) BEULWRKHGHA (B0 trident-protect-relationship.yaml
) o

b. RE 5B :

* metadata.name: (#41E) AppMirrorRelationship Bi]&ERAIETE ©

* spec.destinationAppVaultRef : (WH) IHEXEHEBERRE FEIZRAERNA AppVault %
TEARTT o

* spec.namespaceMapping : (%) BiZamETRMKER R EENERSEREREN CR
PEZRNERER R ZTREAER o

* spec.sourceAppVaultRef . (Required) IH{EX/AERIFEREATZEINAY AppVault SLFEMERT
* spec.sourceApplicationName | (#%F) IEXEREERFEERAEZER CR PERNKIEME

2B BAER o
* spec.sourceApplicationUID | (KE) ILEXEREERFEAER CR PEZRNKIFER
F2RAY UID 4855

* spec.storageClassName : (Ef) FEERE B WHFENNGE o FENNBEEEH
RIRIRIZEZRY ONTAP f#7F VM o IR KRIGHEHFER » MRS FERRE LNTERHEE
Al o

* spec.storageClassMapping: (FJiE) #&[E— AMR R&{E PVC BIRIRH#FERIHEDIBF
EEFEER - BEFRBEEFTE—E source M “destination EFER%LHE - RER
‘storageClassMapping #45e2BE storageClassName ; BERSHEREER PVC
HERRETERHFLER > MIE storageClassName ©

7 AppMirrorRelationship CR Hf§f “storageClassMapping B > & £ = LIRS :

" storageClassMapping B=E storageClassName HNEEAR - EMERMIERREE
storageClassName T4 7B o

* IJRFETFEERITE storageClassMapping FRBEREFEBER pvc BEREETERERT
#87 >» MIE " storageClassName ©

* HEIRBEBEE—1E “source ] "destination (& °
* BB R HFER T EAFIRRTE EREIIIIEHER PVC o
* spec.recurrenceRule | & UTC BFERVGHIA B HAFN SRR ©

YAML &6

apiVersion: protect.trident.netapp.io/vl

kind: AppMirrorRelationship

metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace

spec:
desiredState: Established



destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. £ trident-protect-relationship.yaml {§ZEFIEAEHENER > EFACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-
namespace

M CLI #1L AppMirrorRelationship
a. B IER AppMirrorRelationship #1114 » &SR ES A TIRIEHRNER !

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> --storageclass-mapping

<src class:dst class> -n <application namespace>

A --storageclass-mapping B ZEIRIEEFIERNHED BIZGHEEFER o 35
E—EZZME "source:destination LUZRAFRHVEREE (FIN

@ “"class-a:class-b,class-c:class-d") e {8 *:destination-class {E&5E
Bt > oA REERN PVC HER|E—BIEFHFLER o & --storageclass-
mapping :RE% » --storage-class iE 1R ZARE o

A E— B2 EFIERAEH) (--storage-class)

tridentctl-protect create appmirrorrelationship my-amr
-—-destination-app-vault appvault?2 --source-app-vault appvaultl
—-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app --namespace-mapping "my-source-nsl:my-dest-



nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbcecec36 —--storage-class my-storage-class —-n my-
dest-nsl

9. (FIE) ZEREEL - BEERMFRIIRENAARS :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

WEERERMESE

A3 Trident Protect > SR LISHERNERREASHBEEAMEE - KEFEFILERREGF > LEEARER
EEMEE G E o NRRFHE LAEARENETEE > Trident Protect R E{ZIEZERRE ©

1. EBEEE L > 45EE AppMirrorRelationship CR 1% (#I#1 > trident-protect-relationship.yaml
) > i spec.desiredState FIEE T4 Promoted ©

2. #17 CRHEZ o
3. EFHCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (F]#) EHlEEBRAER LEIPMRIEAREDE o
o (AIE) BERRRFIIAREMAARRE :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENEDHIEEBHE R

ENMRASEXGEMBUERME - RITENRIEXER - RIGRFEARAEAARTTHEAER - MEXN
wEE FRITHRAEIFMAEMNSERTRIEE

SRR R EATRIMS 2 AL B MR L R -
()  srsmsmRIsA B EEARREMELEE. o

&“%
120 [ ERIRRE L > BIRREMAEIIAMNE - SrRARBICRIRRENRITEE o

2. (TB1EEE > #7EE AppMirrorRelationship CR ##2€ (f54l > trident-protect-relationship.yaml
) » if% spec.desiredState FI{ESIE A Established ©
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3. #7Z CRIEZE -
4. EFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

S MNREIEBAMEE 2T T EARESZRFEXEEZNRAER » FFEBE - ERARBHBERS
BRHIRRRBRR

RAEHMRY BAEREIERRR

ECHBEERNENERETRAEDE - BREARARSERKFEAREN - MRREAEARESBERE
R - MIEEE AR Y B RERE MRS ER R RS -

1. R B1REE L > Mk AppMirrorRelationship CR ° EiE B R EERKIFRE - IRWBEERE LD
BEfAFRZELNR - SHREMIFR

2. FEBREVANEILREN CR EXERIMRNESE  UBIUERRE
3. HfRITERR (RYARIFHEE) BCE T MME AppVault CR o
4. EHERNEE LRYERRG » TRERRE -

REERAENERAHE

BT REERTGEE - Trident Protect @i EARRNB EBMHEFER R - AREBEEREIFRARRHTE
I ° Trident Protect E{FIE2RIFREAIZT « LERHBEEEMEARENZA « REHEREB/IM o

FEERBERT @ CEESICR B o

1. fERRERE L > EIIRAIRE ¢

/8 CR EILRA%IRER
a. (FRARFEAENRERAIEHE o
b. #37 ShutdownSnapshot CR 12 :
L BUBTER (CR) ERELKHSDEA (B4 trident-protect-
shutdownsnapshot.yaml) °
i. BT TFIEBMY :
* metadata.name : (WIH) BFTEIRAILE
* spec.AppVaultRef : (Required) ItL{E/BEIZEEERFEZINEY AppVault metadata.name

FEAARST o

* spec.ApplicationRef : (W4H) IHEXEBRFEREAIER CR #2228 metadata.name 1
(VZ VS
YAML #54 :
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apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. £ trident-protect-shutdownsnapshot.yaml t§ZEHIEAEHERNER > EFACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI 2 IIRAMIRIR
a. BIURAIRER > WRERPREZRACIRIEFRIER - HII0

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. EXR#EE L > B#% Snapshot SekE > EXSRA Snapshot FIAREE :

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ERBHEE L > FEALL TS S shutdownsnapshot.status.appArchivePath BI{E » MECERIEZEERE

Ri&

By (hEAELRE ; EREER—EMBEZRNFIERS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

Jjsonpath='{.status.appArchivePath}'

4. IEB B REEDIMMNRFRERITRHEBE > WETUTEE :

56

®

EREERIBEND R 2 F > #& spec.promotedSnapshot HIEETE
AppMirrorRelationship CR 1§+ » WA HEREATELENDER 3 PtV E LRSS o

B9



S. 1 [RAEHELS B RERENESF] PHITRAEZEHREIS FER o
6. IEHAREE R {REHHZ o
R
HRREES » GEELTENE :
s HREIAARERTZZNA Kubernetes BiREITIRE o
« SEIBMRERIZH Kubernetes BIE (15 PVC M PV) » EXH{E IEEIAKEREBIZM Pod ©
* 1£ pod R » SHEAENH Volume EITIRBIAEITES
* SnapMirror B B Rl > 1 B At & EFIFEITERN BA ©

* ZMEFAEIA Kubernetes BIREWERAFAIBIRERIER » EANEERIGRIREAEZ AR ERAIHER
&HF o

* ERELMERBISRERZEIL -
RERENRHBRIEE R RRESE
R Trident Protect » #ERILUEBU T REKFERFERER MMEER) - HLIERRED > B TMER
géﬁ%ﬁ%ﬁr’:ﬂ » Trident Protect EEREBERARZA > RPAEEBARENEEER (ENRY) LRGERRERRE
T o
IR EE e AR EE B BIRERRLR » WK TR -

* EPEERIRRERALA o

* RAEMEDERRIE

@ FEHTEBNEMRT(FE > ARESRERETEREEFHESABMEENER

* REERSA o

1. BT RMEMED BB HERERNERRIEIDR o
2. g kmERENER ISR
MBS R RR (A

gg'iﬁﬂx%ﬁﬁﬂﬂu{‘ﬁ?ﬁ%ﬁﬁ% - MEREREERRIER - REEMERIBLINEARER > EfZBEREEMH
i o

S
1. EERTBZEEE L - MR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace
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£ Trident Protect BEEATER

TR AR - T2 B R B SR
I| o

@ BRERARENR > IEAZEARILKENR T FHSRRAEN—EER - MREFTERR
HITHF > CERERIRFBETEFNT -

I EEIR(FE

EEHHTIEAITHEMREREE - TIUBBPIITRENENDEEBRIE -

BREE—=E
HEREARNERIIE—ERE - FRIUIRREER - ARRENERIIFE—ERE -

558
1. BT FHIEH—IBfE
a. "ERIHREE" o
b. "REILHEA" o
2 EA—#EL > RIBCEINSRBESER » SUTTHIEP—E :
a. "RIREBBEER" o
b. "{ME PIREEAL" o

EREIRERIEE

EEBEARENENIS—EEE BITEREREER) » FEREEELEIUEDR  ABBEHENERIS—EZE
£ o AR BIZEEE B ZE Trident Protect ©

(D) EAILUER "SnapMirror 5" RIS 2 RIE R IR o

58

1. RIHH" -

2 WIREEEE LERE O AHDIIEHIFEN AppVault CR o

3 EEMREEL  HEHGPIERE o
&Rt — BRI BB 2 5 — (A48

RSB HERE BREEER » BIERRR G — B BRSBTS -
I (FEIEER CR hH0E)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
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metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude

f£F CR ERIRE
1. B B:]ER (CR) HEELEHSEA trident-protect-snapshot-restore-cr.yaml °
2. TEEIMINEER  REUAT BN :
° metadata.name : (IH) WLEHFTERNEHE  FRACNRIBEE—(AE—BEEENLE -
° spec.appArchivePath : AppVault AfEFREBABIIERE o [LaIUERAU T <RSI ¢

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
Jjsonpath="'{.status.appArchivePath}'

° spec.appVaultRef . (4E) EFIRIBAZRH AppVault 478§ o

° spec.namespaceMapping : ER{EENKIEMATEME EIEh % TRV o 3518 "my-source-

namespace ] “my-destination-namespace i1 & FIRIZ HAYE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name

namespaceMapping: [{"source": "my-source-namespace",
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"dest

3. (ER) MR
EHENER

° resource

ination": "my-destination-namespace"}]

CREEEEZERNERAEANREEER » SFEHERNT - eI THIRETCARE

Filter.resourceSelectionCriteria : (EFZEME) {#HH “include or exclude B & S HEFRTT

resourceMatchers FEZRHEIR o FIELLT resourceMatchers 2EUAEZE O S HHHFNER !
* resourceFilter.resourceMatchers : resourceMatcher 47{4£HIFES o YNR1E ItEFES FEHZ(E

TTE

ez Bz OR EHULE » SETTEAAIREAL (group ~ kind ~ version) Z &

AND ZEHUTEL o
* resourceMatchers[].group : (FJ#) EEHEAZIRELAE o
* resourceMatchers[].kind : (FJ3) EEFEMERIER -
* resourceMatchers[].version : (F]i¥) EEREMNEIRIRZ o

* resourceMatchers[].names : (F]#) EiEBEEIRR Kubernetes metadata.name ##fiL

PEYTE o

* resourceMatchers[].namespaces : (A]i&) EEFEMNZJRA Kubernetes
metadata.name R AYER % ZER o

* resourceMatchers[].labelSelectors : (FJ#E) HIRTE Kubernetes metadata.name 1#1iL
REEAIZESEIZIIFH "Kubernetes sREASIHE" o FIgN

"trident.netapp.io/os=linux" °

fgn

spec:
resour
reso

reso

4. F trident-

kubectl

ceFilter:

urceSelectionCriteria: "include"
urceMatchers:

group: my-resource-group-1

kind: my-resource-kind-1

version: my-resource-version-1

names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]
namespaces: ["my-resource—-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

protect-snapshot-restore-cr.yaml I8ZHIEAERNER > EFACR:

apply -f trident-protect-snapshot-restore-cr.yaml
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£/ CLIZRIRER
1. BIRREREAER SR ZER > TRHERPNESRATIRIEPINER

° snapshot " 5|BERAMBTEMIAIRELTE » BXA <namespace>/<name> °

° namespace-mapping 5| #fEAERARIGRERM » FRIFEmHEMEERERNEEihaET
R A sourcel :destl, source?2:dest2 °

fuan

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>

{5/ Trident Protect 1Rz KubeVirt EHi14a3

Trident Protect AI:B&H{7 ELZR#ITH OpenShift Virtualization £BY KubeVirt [E #1423

(VM) o EelUERHMRE—HZ B TEPE VM > (A
includedvVirtualMachines H{UIKZATBIEELFER VM °© Trident Protect Z1E {7 EAME
BENERMBAEKN VM BIR > MEEERERE » S SR RERFIEEE IR RER)
VM o

KubeVirt {R:EER,
Trident Protect S {EMiEE ZE{REMN KubeVirt EEHERM A - THREARIN » HEEEh—BES

L AL B!
Y R ARA includedNamespaces fRee—EHZEFBEBTFAEMNSHNER - EHHZE
B{& B _E{EA "labelSelector FREhAE 1204 €1 = R LE E#iE
14233 o
[EHR 2SS0 E] includedvVirtualMach {XEp&ZEEMBIBREIFTE KubeVirt VM o & VM 95
ines EZESLERD » R EREFREDRERERE
» SAEALEER ©

fG&WAZETE ApplicationSpec FIEEIGF—{ER{L (includedNamespaces
includedVirtualMachines ) ° &EZEER—ERBERXTRERERRE ©

MBI T IR BRI NIV R INAE

* {#F8 resourceFilter RE S HHRFEE R ©
* f£A “includedClusterScopedResources’ U B ZHENEREEHEER > /40 "StorageClass #4F ©

@ Trident Protect AT B FIRFEEREAREURAEM AR KubeVirt ERIEIERRR > LUEREN—X
4 o NFAERGFMAER] > 5528 "FIA KubeVirt VM {REER]" o
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IR ARNENER

EIEAEE KubeVirt VM FIFERIZ NI H S IRIBES > Trident Protect GUREZER VM HiRT HEHFZREHA
RER o

WETABRNRULTMEER -
* £ VM S EMERTER includedvirtualMachines ©

s EN AR BB E KubeVirt VirtualMachine BERMNERER

VM EEIRIURE

it VM sEERIFERTER, > Trident Protect # "VirtualMachine %! H#94E "includedVirtualMachines B84 »
WIFZERZ VM FrEERMERER o

BEIRER o EEA

VirtualMachine #n$aZeR] ¢ “includedVirtualMachines ;BB R E L ¥ o

VirtualMachinel @&nfaZEf IR EREASEENT » B A E RIS ARG =R 4

nstance 8o

VirtualMachineI #p%42ERY #5|H spec.instancetype B “kind:

nstancetype VirtualMachineInstancetype ©

VirtualMachineC #H& H spec.instancetype 28 » 8 kind RREDK kind:

lusterInstancet VirtualMachineClusterInstancetype B o

ype

VirtualMachineP #p%%ZERS #5|H spec.preference B “kind:

reference VirtualMachinePreference °

VirtualMachineC =& H spec.preference 8288 > & kind RE&ED kind:

lusterPreferenc VirtualMachineClusterPreference BF o

e

DataVolume ﬁ:‘%g‘:cnf'aﬁ W spec.template.spec.volumes|[] .dataVolume.name g|
FH o

PersistentVolum #ps42Zef] 1t DataVolume £1B8Y PVC HRZE » FLE PVC FHHE

eClaim DataVolume HREIAV&TE ; HiZ PVC 2R{UN
persistentVolumeClaim.claimName ; sClBRSHEEN PVC i
B2 memoryDump . claimName ; MERE PVC it
ephemeral .persistentVolumeClaim.claimName ©

PersistentVolum & FEBFER spec.volumeName EEEWER PVC 19518 PV H

e }?ﬁ% °

Secret AR EHEIEE £ 48 “secret.secretName HiEZF) ; containerDisk BR{R
1REX£$8 ; CloudInitNoCloud 1 CloudInitConfigDrive A& &k
AR BRI £IEBE ; Sysprep 288 ; KernelBoot A 2SI {&IREN
%148 ; UK AccessCredentials SSH S 5% 58 o

ConfigMap R st ErERE& ConfigMaps B “configMap.name™#0 Sysprep
ConfigMaps HEZE! o

ServiceAccount #p%4ZEfy it “serviceAccount.serviceAccountName HIE @ 2 & HiFRE o
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BIRER FE EEAR
NetworkAttachme #p%4 2] ERRLEIES /Ko ©®

ntDefinition spec.template.spec.networks[] .multus.networkName

FRBY Multus ABESERER o {EURERABIRIAn 4 ZEfEIAY

NetworkAttachmentDefinition 208 o SRk R TR o

Pod A =M BEEREIESS virt-launcher Pods IF&R
kubevirt.io=virt-
launcher, vim. kubevirt.io/name=<vmName> °

7FIER) ~ Trident e 75 2t BUEL A s R R RO FBRZ VAR > LUSHE VM RREIRG
RATREA] Trident 7% PVC Z5H o
=

@ FWETE EIE IS HE R TREIRE » Trident Protect EEAIZZE resourceFilter (
MRERTE) - A% FEHENERBRERRBEET

Hilana TENES

HRER MR ERERTER » Trident Protect BiRtHEENMmA T B INEFFEHEFAINE R o (NRILEUEM
KubeVirt VirtualMachine ¥)f§ > Trident Protect & BEIWEEBKER » SIEFERITERIEDR « REFREM
virt-launcher Pod > EAEERIE VM SEERARENASLER -

EEGENFEEAIEREMEA includedNamespaces &% ° VM I EBE RSB SERBDIIRE S o

fEREN R ERNE AR ERFEE K

R EN %= EAIREAREIIE - Trident Protect ERHEE N 2 =ML WEPIEEIR > BIEFIA KubeVirt

FEHIEER o WK BN ES(EEEIE2S » Trident Protect th B UEEER TIE R X E K 2RFT R AVBIKER
Eiler R ZEREERRENEA CR !

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>

namespace: <application namespace>
spec:

includedNamespaces:

- namespace: <vmﬁnamespace>

EIIFERREINE - sAERREN Trident Protect TYERIZEITHERMNFIIRE :

* BRIMRER YAML &2 > SF2B" EIIFEFRIRIE" o
* BRABH YAML 86 > SE2REIBERED"
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e R fr % =R E R R AR TR

HRENSREENEREASREEN SR ERWERR » FILEMDIREAEES KubeVirt SUITRIEYIM
M KubeVirt EEMFHEER] - HPREEMHRBERER » AR EPINKRKIFEEN NI TRERE o

TE1E/RIBIZH > Trident Protect @& KubeVirt RAIEHURZIRIREE TERHLPEBE T KubeVirt BIR © &
BB KubeVirt 7E1ERBVIRIZ e P R IL R HEI4RS o

= it

VirtualMachine FBERIA “kubevirt.io/ BRERRVAR A 1T o
VirtualMachinelnstance FPRIL “kubevirt.io/ FASERVIZ A SEHE o
VirtualMachinelnstanceMigration BZRE R E o
VirtualMachineSnapshot EZBRBEXRIIE o

VirtualMachineSnapshotContent B2 B R MWE o

Pod (virt-launcher) & pod A “kubevirt.io=virt-launcher 12 BB o
Trident Protect €{XkIBFALE ZMIERFER KubeVirt EiR > LUE A IERIRE - CDI

@ DataVolumes (cdi.kubevirt.io) EELER » UHFRERILEEIESIYG 2 > EE%ES
MR E R B A ER o 2% > VirtualMachines (kubevirt.io) B7E VirtualMachinelnstances
ZHIEIR °

AR REESRETI R ER A (R
IMREBERE VM > BB HEE VM 278 > BERERSREMORAREIESNIRHEES -

3% VirtualMachine CR BEAZH o tBER (U0 DataVolumes ~ PVC ~ Secrets #1 ConfigMaps) & Bk
% o

1. ERERREIRCEREEE CR:

kubectl label virtualmachine <vm name 1> app=<label value> -n
<vm_namespace>
kubectl label virtualmachine <vm name 2> app=<label value> -n

<vm_namespace>
2. By ER includedNamespaces # labelSelector HFEMRTEIL CR :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>

namespace: <application namespace>

spec:
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includedNamespaces:
- namespace: <vm namespace>
labelSelector:
matchLabels:
app: <label value>

3. {EAE#E Trident Protect TERIZZ I HEHRFIRE o
HhsranER -
o (e LA MERS B RS EIE R AL S B PR T (REEAY E K42

kubectl label virtualmachine <vm name to add> app=<label value> -n
<vim_namespace>
kubectl label virtualmachine <vm name to remove> app

=<different label value> -n <vm namespace>

* A UE S Ea R EEERREEERRS

spec:
includedNamespaces:
- namespace: <vm namespace 1>
labelSelector:
matchLabels:
<label key>: <label value>
- namespace: <vm namespace 2>
labelSelector:
matchLabels:
<label key>: <label value>

{#H8 includedVirtualMachines {F3&43 & S 1428

I E(RE— (AN ZERRTRT M —A4EIEE VirtualMachines » ME{EERHE RS I2 |4 R R4S E B II4RS > 35
{FF includedVirtualMachines ©

FERFZXFNER CR #EAMERM "includedVirtualMachines BEFE23 181, ©
EARREM XA EEERS

* EEEAERX CRA» EEEHETWLEERISSSTEIRE o

* HEE CR > EEE T REMIIREBEHFHIERML SIS o

@ 1E32[R CR BF > b “includedVirtualMachines (i1 & B - MRS ZULHEAL > B ZIBREE
BE1F o MNRISTE ULHEAL - BIMEEIRTY HAYE 23 R AR K ER o
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LUF YAML 2V S B T L A ERIE 34518 ¢

includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name_ 1>
- <vm_name 2>
- namespace: <vm namespace 2>
names:

- <vm_name 3>

@ ZAEMEBE LR “includedVirtualMachines' & > AR ZARENHLZER > MBIRZSHRZE/[ VM
RAERAREACENER o

1R kY 55
CEEZES T B BIRERKBIYHN Kubernetes anZEf o
2y FHRYE ItEan4a 2= R AP Y — B EN S B R % 2R 0 18 o

I ER S ERTEEEE)

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: <application name>
namespace: <application namespace>
spec:
includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name 1>
- <vm_name 2>
- namespace: <vm namespace 2>
names:
- <vm_name 3>
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

IZ[FE45E KubeVirt VM

] LAER “includedVirtualMachines #2/& CR @ {E1¢fE D ~ REBIESRBEEDERZETER KubeVirt EHEH
gg o

=

2 includedVirtualMachines TE&E crR HIEERF > Trident Protect {EEEFIHE
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VirtualMachines MEMMKEIR > FI81 vVirtualMachineInstance > DataVolume *
PersistentVolumeClaim ™ PersistentVolume > Secret > ConfigMap * ServiceAccount * UKRE

fth VM BRI 1 o

UNREKEER CR FI5E includedvVirtualMachines » Trident Protect #51Ei21ER CR %

1& o

Z1ERVER CR Al CLI 88

TR T ZEMIZEE CR ‘includedVirtualMachines' R EL¥IFERY CLI 5% ©

& CR

BackupRestore

BackupInplaceRe
store

SnapshotRestore

SnapshotInplace
Restore

ReplicateSnapsh
OotRestore

CLI 5%

tridentctl-
protect create
backuprestore

tridentctl-
protect create
backupinplacere
store

tridentctl-
protect create
snapshotrestore

tridentctl-
protect create
snapshotinplace
restore

%18 YAML 18 >
FMREHIRIEFS
B> o ERASX
1BH CLI f3% o

=RER
REMERIFNH AR RS o Z1E

namespaceMapping’ # "storageClassMapping °

REBMERDRED BB S AR ZER o

WIRIRZE R EIRRVEARIBan s ZEFEBRET o S24&

namespaceMapping’ # “storageClassMapping °

WRIREREIRaan R EEN S Ean % ZERE o

T"a

RERAVIRIZIZR © 23R namespaceMapping
storageClassMapping * MURf#EHA “inPlaceRestore EIZETT
[FHUEIR o

tridentctl-protect CLI FEER<L EBBEBEN includedvirtualMachines HIFEAE o

®

?EE
E=3
=

EEZFREBFEN VMs » BN BEIZFEA kubectl apply EFAZEE CR YAML 22 o
5 YAML > SEHEC --dry-run --output yaml M CLI UELENIAIES »

el LAEER
1£ spec A

% includedVirtualMachines i8I » ZABERTE ©

Ei IR HENERITS
The includedVirtualMachines %8 CR R ERALEEREI CR HEEAVEER[B :

includedVirtualMachines:

— namespace:

names:

<source vm namespace>

- <vm_name 1>

- <vm_name_ 2>

R
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HHYER CR > “includedVirtualMachines' RV ap 4 ZEEHEIERIZHED « RIBSE R IRBHEFERFERIRIRSD
3%gﬂﬁ°

WMNREA namespaceMapping * Trident Protect &7t SRIREE P IERIZFE RN EER - ABERFRBREFER
A ZTEMEE c MNRFHA storageClassMapping * Trident Protect BB R EHRME L E R ATFLER HFE o

fEF CLI E&4ER YAML 1E%

fEOILUE M tridentctl-protect " KRELEEARER cr ARRE vyavn LE

‘includedVirtualMachines ©

tridentctl-protect create <restore command> <restore name> \
<restore options> \
-—dry-run --output yaml > <restore name>.yaml

REEEARM YAML » I7E spec FAMIY includedvirtualMachines 11 > AR ERZIER .

kubectl apply -f <restore name>.yaml

EBh : ER—ERNERKSENERRER
LUT FE A2 TV (ReEs mufEl et ZE B = (B4 RE R it 2 o

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: production-vms
namespace: prod
spec:
includedvVirtualMachines:
- namespace: prod
names:
- app-server
- database-server
- namespace: monitoring
names:
- prometheus-vm
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

A BIiED
HERERHSBNERARENZIFHNE » BEARERD CR o A7 CR RAFEREMER ST ERIRMIL -
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apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
name: daily-backup
namespace: prod
spec:
applicationRef: production-vms
appVaultRef: s3-vault

#H : EHRDERE—ERK

LUTEHNER BN FEPER database-server o FAEPEMERESS (FIU0 app-server
prometheus-vm) #F#EEkA o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: restore-db-only
namespace: prod-vms-restore
spec:
appVaultRef: s3-vault
appArchivePath: backups/production-vms/2026-03-10T00-00-00%
namespaceMapping:
- source: prod
destination: prod-dr
includedVirtualMachines:
- namespace: prod
names:

- database-server

kubectl apply -f restore-db-only.yaml

{£ *database-server R EABIKEIR (I DataVolumes ~ PVCs * PVs ~ Secrets * ConfigMaps& 4878 KubeVirt
BR) g&8F -

A WD PRtERE—E R

MU E51{£1 " database-server R E N TFIEEREIH R IGe B2/ ©
apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore

metadata:

name: ipr-db-only
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namespace: prod
spec:
appVaultRef: s3-vault
appArchivePath: backups/production-vms/2026-03-10T00-00-00%
includedVirtualMachines:
- namespace: prod
names :
- database-server

kubectl apply -f ipr-db-only.yaml

A : EIRIE R E — B

LU EEFIMERIRBIZFAEIER ubuntu-vm-blue-a627be38 ©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:

name: blue-vm-snap-restore

namespace: blue
spec:

appVaultRef: my-appvault

appArchivePath: snapshots/protectctl-blue-vm/snap-1

includedVirtualMachines:

- namespace: blue
names:
- ubuntu-vm-blue-a627be38

kubectl apply -f blue-vm-snap-restore.yaml

i ER AR R A HMB B E S ER

AT FER—EE R CR H[ERHMERA includedvirtualMachines » resourceFilter ©
‘namespaceMapping # “storageClassMapping 2RMAERRNAA ©

1% “resourceFilter B » Trident Protect B4t &3%#2 “includedVirtualMachines % HAY VM REMBKE R o 73
BRERSRENSES > E—P i/ \EEERTESERNIEREE -

spec:
includedVirtualMachines:
- namespace: <vm_namespace>

names:
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- <vm_name>
resourceFilter:

resourceSelectionCriteria: Include

resourceMatchers:
- kinds: ["PersistentVolumeClaim"]
names: ["<pvc name>"]

%ﬁéBackupRestore* SnapshotRestore #ll ReplicateSnapshotRestore ’ namespaceMapping #
storageClassMapping BB IT{E includedvirtualMachines ° includedVirtualMachines HRYdR

LEMSEHENBEPHRNRRRRZER o s R ZHEMHEFERMRPTERTHE - RERBIAEERER -
BRIBRITANFEAEN > F26 £/ Trident Protect iEEMATETL" o

fEFE CLI i EH st E R ERRER

{8 “--virtual-machines 1Zz5 Al i FE B2 XAV EE EIPR EHMF ERY KubeVirt VM » A 2EEdp B ZER] o --virtual-
machines 12:%£2 “--namespaces B [k °

TR

1. BITUTHLZ—UENEARER » UiHERPHNEBRATIRIZEN o —-virtual-machines 125589
A <namespace> (<vm_name>) ° HINZE VM » sFTEIRRAFERERDIRIVRTE :

° e ERM PRI E—ERIES

tridentctl-protect create application <application name> \
-n <application namespace> \

--virtual-machines "<vm namespace> (<vm name>)"

° B =MD G EREES

tridentctl-protect create application <application name> \
-n <application namespace> \
--virtual-machines "<vm namespace 1>(<vm name 1>,<vm name 2>

) , <vmn_namespace 2> (<vm_name_ 3>)"

MERIE N
" EESEERRER"
* "REEFEFRET"
* "3 Trident Protect k1S fEAATZT"
© ERERSERRE"
* "Z#E Trident Protect CLI #M#F2("
* "EF AppVault ¥4 R E R EATER"
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E1E Trident Protect #1715

JITHFE—REBTIRE  EIURHEEEAETERAREANEREZEIR(F—EET -
HIgn > MREE—EENERAREL » BIATUERRITH FERIIRIBZAEEREER
BEE > WERRBTABNEST - EURARARIREN—2IE -

HITHMAYEREY
Trident Protect 1B FATERTH TR > BUAREMEHITRIE |

* [REERD
* RERTR
* finEn
* BNk
* BRE
* WEEBR

HATIER
PITERHREERR > AITHIISHEIRBUTIEFEE !
1. EEEANEIMERRHITH IR EEEENA R LT - CURITETERREN B RRFENTF
BEEHFEREZRNATIEFEEARE N EARE
2. WNRIER > ERRRGRE o "RABMUNFEIGEA Trident Protect SREIERERMRAE" ©
3. BUTERHREIEE o
4. MRERA > ARRERENIERRS
S EEEAR BT RIRFHITH FH SRS R LET - EUMBINETEERHENBIRIFENT
BELENFERFRIAITIER A RENEAEE -

WMRCEIIZEMEEHRENRNITIF (FI5 > RREEF) - AEENFIRITIEFEARSE - B2 - FREE
HWFRNTIEFZ B RER © A0 - UTRESFIAREEE N FRERRRAITIER

1. BRTIRIRRI#F

2. YITIRIR R H

3. BUTHDATH

4. PITHM R

()  tEFEAEERR T REREE RBHERE o

FEEREPRAR T FNAZA > SFHO B EETRR o MR LUER kubectl exec' 5<%
@ EMRAFELERN A - FEERIBEPRANTHFE » SFASEERRBNGED - LEREFIN—
M - MAILGRERRENEREIERR R ZER - BRRIRHER - ARASEARE -
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@ NRIREBRIMITEFHIE « EEHMIPR Kubernetes BIR > BIEEEE R B SERBHERD UK
HAREEREET ©

B BE T iTHNI E 2R A
EREIE AR NI TH FR EE BT %R o

* MITH AR RISCHERMITENE o SF2RITHSIRI U2 RBE—EE<HS

* Trident Protect R M1TH#FERMIZA LRI T shell AR IARS ©

* FESHBEANREIA 96KB ©

* Trident Protect £ FA#A1 THINA 8 E A RIABRHME G2 F ERPLL B B A S IRER ~ RN SURIRIEE o
BRI FREEREEET2EAEMMHERERNINGE - ALItERZIGRESAERBET

@ BATSFROFITIRRE o WIRICRREN T — (BB RN I TH FRVEDSUIRIRIRIE » BREREUN T

1R1F » RABHEMVIRRIZFEERG - BEHFIHATURT - EEREBFHNRATHFHER
BB AERE 1D BT o

HITHER SR

IS o AREEE AR TH TR > o UAZIITHFRINEESS » USEENFREUCTEHLERSS - fiEes
FAMTEFTA Container L{EF#EE Container BAR » BRI SE SEPME BN AREBARVERRER (FIa
Elasticsearch) o ffiE2s BB BITHIESD ((BER—EZ2E) #8FE Container L#ITHVEIR - (MR AE
—HITHN R ZEEERESS » TS AERE AND BE FETES - SEHITHHRZAIUA 10 BEERTE
B35 o

G EHITH FHESEE RS ERAERTRIVKR L HEE T Container o E#FILEL R B2 » SREZS
23 EITHRIMAIN A - BRERMERBTAEAERRTI 2 (RE2) 387% » LB AN BREN RN A /BB

FR Container FYEHEERS © BERA Trident Protect ZIRHM{TH FABARIERRTNE ZNEZSEH » 552 [
"Regular Expression 2 (RE2) sB7£Z 8" o

@ WRAEFRTERERZ RAITHIRITIF g an R ERES » BIERSERICRMN B ath
URAENSRZERT > QLR EREERN BRIt R R -

HITHEEE G

1&3h "NetApp Verda GitHub 2" T &% Apache Cassandra # Elasticsearch ZZAFIEARRRAMNEEHIT
#F o AT EHS - WEPEISEE BTHI T FaREE ©

@ Verda E1ZEFRMZSIZRARIRM > WRES NetApp B HHIE © NetApp HIEEIRE Trident
Protect FREYNITHIMENEZS o

BT HITHNS

f&R] LUE R Trident Protect ZEBRRENEI BTHITHF o EEEHEE Owner ~ Admin 3¢ Member #ER A SEE
ITHITHF o
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fEFA CR
HER
1. BiB:TERE (CR) ERUFZHEMBHS trident-protect-hook.yaml ©

2. HEUTEBMUFEE Trident Protect IRIB M 4RRS .

° metadata.name : (¥IH) WWEFTHRNGE ; FRENRIFEE—(AH—BEER&ENELHE -
° spec.applicationRef : (#38) E#ITHITHFRIEATEILH Kubernetes 5478 ©
° spec.stage . (WF) —EAFHE 5 5T FREEIRENIMERSERETT - AIEE

- B

* spec.action | (%E) —(EFSH  IETAITHTHITHRM > BEFSEMIEEHNRITHTE
5252 o CJIE(E :

- RER

- &5

* B
° spec.enabled : (F[3&E) EMRUILMITHFEERATER - MRKIETE » BITERES true ©
° spec.hookSource : (#IH) B base64 ARFEHY hook MIZASHIF &R o

° spec.timeout : (FJ%) —EHF > ERNTHFAFETHNRRER (UDEHEMN) - &/IVE
#1088 MRKIETE > AITERES 25 DiE -

° spec.arguments : (A]EE) EEIAAHITHMIIEERN YAML 5|80FE -

° spec matchingCriteria . (FJ3%) FHREHNESE » SEREEER—EHNITHTFRIE
o BEHITH FRZ AT LAFIE 10 EEELS ©

° spec.matchingCriteria.type : (F]#) AR#RHITIFRIESIFEIMF A o AJEE -
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value : (7[3) #FIHITH FABRENFRFIERKTR °

YAML #5451 :

apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:

name: example-hook-cr

namespace: my-app-namespace



annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage:
action:

Pre
Snapshot

enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

10

arguments:

- FirstExampleArg

- SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName

mysqgl

containerImage
bitnami/mysqgl
podName

mysql

namespaceName

mysgl-a
podLabel

app. kubernetes.io/component=primary
podLabel
helm.sh/chart=mysgl-10.1.0
podLabel
deployment-type=production

3. TAIEMMEIEA CR1E%E®%E » EFCR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI
SER

1. BIUHITH T > WRESRPOEBRASEIRIFPIIEN o A0 :

tridentctl-protect create exechook <my exec hook name> --action

<action type> --app <app_ to use hook> --stage <pre or post stage>

--source-file <script-file> -n <application namespace>

75



FEIRITAI TN

EAI AFB#TT execution hook LUETTHIE » SNEBERBEBEEFHEFHNHIT hook © [EFEEWES Owner
~ Admin 3§ Member #[R 7 SEFE#1T execution hook ©

FERITATHOESMERARTER

1. BUBRER > ZBEMEREERIEIITMNER » RMEEH FRENVEFLE
2. HEFHORITRITE

Vv $EF 1 B ERED

76

f#HH CR

1. B B:1ER (CR) RIS HGSA trident-protect-resource-backup.yaml °

C BREUTBMUREEH Trident Protect IRIZFNIZESE4RAS ¢

° metadata.name : (@H) ILEFTERNGHE  SACHNRIEEE—(AE—BAERNLTE -
° spec.applicationRef . (%iH) BEAHEIEFREHNIEBERN Kubernetes %78 ©

° spec.appVaultRef . (E) #EFHEIDASH AppVault 4FF o

* spec.appArchivePath : AppVault REFENARABRE o M UERAMNU T <RSI

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. EAEMMEIEA CR 1E%E% » EACR:

kubectl apply -f trident-protect-resource-backup.yaml



A CLI
B
1. BIBD » T ESEPNESRAKIRERNER - Fla

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n <my app namespace>
--app-archive-path <app archive path>

2. RENRE - EOIUERERLENSRS > BEEIEETR !

tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HEREHNEEMI

kubectl describe resourcebackup <my backup name>

Vv SER 2 . #$11T execution hook

£ CR
FER
1. B B:]ER (CR) ERIGHMHAS trident-protect-hook-run. yaml °

. BREUTBMHEUR SR Trident Protect IRIFF R EEAHAS

° metadata.name : (WH) ILEFTERNGE ; FACHIRIEEE—([AM—BEAESHRNRME -

° spec.applicationRef : (W1H) FE{RILESREEDSER 1 PEILA ResourceBackup CR HHYFE
RN BIBAERT

° spec.appVaultRef . (XE) FBRMFRILESEEDSE 1 PEIA ResourceBackup CR Y
appVaultRef #87F o

° spec.appArchivePath : FFHERILESRETELSER 1 PEILRY ResourceBackup CR AHY
appArchivePath 87T ©

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o0
jsonpath="'{.status.appArchivePath}"'

 spec.action : (%) —(EFH > IWRITHFHITIMRE - BRNAEMEENNTHT
EFIESS o PTEME :
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* RiEgE
° spec.stage . (W) —EF&H > ERHITH FIRTEIRIEBIIMEFSRETT o LI FEITAEEE
RIE PR EIETTHF - AJEE(E :
* A%k
i

YAML &4 :

apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. TFIEFERYEIAA CR1E%E®%E > EF CR!

kubectl apply -f trident-protect-hook-run.yaml

fEF CLI
HER
1. B FEHITHRBITEK ¢

tridentctl protect create exechooksrun <my exec hook run name> -n
<my app namespace> --action snapshot --stage <pre or post> --app
<my app name> --appvault <my appvault name> --path

<my backup name>

2. BEHITHERITIARES o M UBERITILS S » BRI !

tridentctl protect get exechooksrun -n <my app namespace>

<my exec hook run name>

3. it exechooksrun ¥t BB BAHREMARAS :



kubectl -n <my app namespace> describe exechooksrun

<my exec _hook run name>
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