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Azure NetApp Files

BCE Azure NetApp Files &1

883 Azure NetApp Files {E% Trident BY#& 1% o L& IFZ & NFS 1 SMB H4HRE © Trident
£1& Azure Kubernetes Service (AKS) Z&EREE S DA ITIEEE S DHA o

F1EM Azure BiFISIE
Trident X% %1& Azure EiRIRIE A Azure NetApp Files i ©
S1BM Azure EIREIE ©

* Azure BZRR

* Azure Government (Azure Government/ MAG)

* Azure HE

EBZE Trident 2% E Azure NetApp Files & IfEF « s5HE{R Azure Resource Manager FER:5ImEREAGHY Azure &2
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# & Azure NetApp Files SEEEI2 R % 18
Trident $2{&£LLT Azure NetApp Files fEZEEENFZTL ©

S ENEEER EIE ReadWriteOnce (RWO) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) #[
ReadWriteOncePod (RWOP) o
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* Azure NetApp Files R3Z#&/\i¢ 50 GiB HIHEREE o B KE/NIHEERF > Trident E23—1{& 50 GiB AY
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* Trident {232 3R#HEFI7E Windows Ei%E_E#ITHY Pod B9 SMB HARRE ©
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WNRITFEA “tridentctl I EIE Azure NetApp Files & » sAEREFEHE B AIERERN Azure BIFIRIE ©
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* £/ AKS ZBERY Kubernetes =5
* 7 AKS Kubernetes &% FEEREE S 9D

* Trident BLEN#E cloudProvider RES "Azure"

Trident 12/Fi2

#R¥E tridentorchestrator cr.yaml METE “cloudProvider'#Zy “"Azure" ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

MU & & 228 Trident Miz%E cloudProvider @ {ERIRIEEE scp ©

helm install trident trident-operator-100.2606.0.tgz —--create-namespace
--namespace <trident-namespace> --set cloudProvider=$CP
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<code>tridentcti</code>
LT EHIZE Trident MAF cloud-provider 1255584 Azure .

tridentctl install --cloud-provider="Azure" -n trident

£ AKS N ITE& &2 H# A

T1E& #5578 Kubernetes Pod BB U T1FE & & 2 EITEERZE Azure IR ©

WRTFER “tridentctl BN EIE Azure NetApp Files &l » 5RO EHECE A 1ERERN Azure BiFIRIE o
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* f£/ AKS ZFER Kubernetes &
* 1£ AKS Kubernetes #& £ _F5&TE Workload identity #1 oidc-issuer

* Trident BEZ4E » cloudProvider sREA "Azure" * cloudIdentity sREA LIEEEHFIE

Trident 1212

#R¥8 tridentorchestrator cr.yaml YE&FE ‘cloudProvider % “"Azure" ° FRiE

cloudIdentity'% ‘azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX~-
KXXKXKXKKKK ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-
XXXX-XXXX-XXXXXXXXXXX' # Edit

Helm
EATHIRIBEEEERTE cloud-provider (CP) #l cloud-identity (CI) #Zs5R91E :
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXKX-XXKXKX—-XXKXXK—XKXKXK—
XXXXRXXXXXX""

LA T &665%8E Trident Mif$F cloudProvider R $CP» Wi cloudIdentity BRAE SCI -



helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>
BERUTIBEEEERTE cloud provider 1 cloud identity 1Z5EHI(E :
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX=XXXX—XXXX=
XXXXXXXXXXX"

LUT %2 8E Trident Wi cloud-provider "BREA “SCP i cloud-identity BREA ~SCI !

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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* £ AKS E&E HFEHRFEE MBI > subscriptionID ™ tenantID™ clientID
location # clientSecret ER]JEER o
@ * FAKS HZE HFHAZEIRE D > tenantID clientID M clientSecret R o
* Azure NetApp Files TEIEF 3 Azure ZEiRIRIEHPEPEZEFEAFENR ZiHAY Azure Resource
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s REh o 3528 "Microsoft : 2 Azure NetApp Files BB Et" o
* Zik4a Azure NetApp Files BYF48EE o 552B] "Microsoft © i FAHEEZI k4G Azure NetApp Files" o
* subscriptionID 3RE BRI Azure NetApp Files B9 Azure TR ©

* tenantID® clientID # clientSecret ZRE "fEFATEINFEM" Azure Active Directory FEH EIHERTE
EX Azure NetApp Files BRFEBIIRE - FERAREXZFMEFRUTE—SR :

c EAESEMEAR R Azure TRITER" ©

° "H35] Contributor A &" 7E5]RIB4K (assignableScopes BIB:]AE » 2B EER TR » St
REFR1ZPRAL Trident FREREVHERR o BRI BFTAGBE » "(FH Azure ADHEILIEIRARE" ©

v B ERMERR

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr

ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de
lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets
/read",
"Microsoft.Network/virtualNetworks/read",
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"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []

* BEE/L—E location M Azure "FTIKFHIE" c B Trident 22.01 # > “location B2EEEIH
4HREAETER M MERML - EERE RAPIEENUBEER KR

* BEfEM Ccloud Identity’ 55t "EAERIKIZIZES "I client 1D WTE
“azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX 5 E % ID ©

SMB HiFEE R EMEES
EEEI SMB Volume @ BABEEUTEG -
* Active Directory EsRE I 4R E Azure NetApp Files ° s8R "Microsoft : ZEI7FIEIE Azure NetApp Files
Y Active Directory ZE4R" o

* Kubernetes =585 —1@ Linux ZEHIZZEEFIE /D —E#TT Windows Server 2022 BJ Windows T {E&f
2t o Trident {22 1BHMEEITE Windows Ei%5_E#1THY Pod B9 SMB HHEE

* E/OEE—EESE Active Directory R:EHY Trident 4% » LAE Azure NetApp Files TJLL[E Active Directory
HE1TERRE - EE4 £88 snbcreds !

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'
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* CSI Proxy :2E% Windows fRFS « HERTE csi-proxy * :HZEI"GitHub : CSI Proxy"s{"GitHub : #ER®
Windows 9 CSI Proxy"LABE#ZTE Windows #1178 Kubernetes 124 o

Azure NetApp Files 1&im4HREZEIEF S5
T f# Azure NetApp Files BY NFS #1 SMB & ims% €518 »

B iInERGEIR

Trident (FRAKTRIRRTE
NetApp Files Volume » i fF & B KAIARFEE RN FHRE o

Azure NetApp Files &imie L TR EZEIE ©

EEREH -

(FHERE ~ EEHAEER « IRFFSMANME) EERNUEITANAEM LRI Azure

2¥ =R EH BER
version BIRFCERRZS © YRR 1
storageDriverName FHIZERENER LTS "azure-netapp-files"
backendName EERHRNB]SE EEEhiZNatE + " " + BE =T
subscriptionID Azure FTRIRYETR ID (7€ AKS &
TRAFEEER A AER) o
tenantID £ AKS ZE HFRAEES R ER
55 KBRS MO
F ID &EEMRER -
clientID £ AKS ZE HFAEE SR ER
B8 > B App Registration B9
BFEi% ID A5ERAER o
clientSecret £ AKS £E HERFEES DR EiR
o8 REEBRRENEMIAR
IS ABAIER o
serviceLevel Hp”— standard s Premium 3§ " (FEt)
Ultra
location REEPEIFEERER Azure fiI
BB AKS £ FRVBEEE D
AR BRF A BE o
cloudConfiguration.cloudNa &3 IHAY Azure EiRIRIE o £/
me Azure Government BFs&E 2
AzureGovernment °
resourceGroups EH@E%%E,?éfﬁﬁﬁﬂ'\Jﬁﬁﬁﬁﬁ‘}% " (EIER)
B
netappAccounts AREREEEIRE R NetApp 1RE "' (EIELR)
L 2IES
capacityPools BREECBIRERNEEEEE " (BEE - MEE)
B
virtualNetwork BEDIRFHERE E R A TE
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subnet ZR4A
Microsoft.Netapp/volumes HY
THARTE

networkFeatures HEREERY VNet THEEEE » AILLE

Basic B{ ‘Standard ° 4ERINEE
WIETEFRE &I ER e A » BJ5ESE
ESTRARRA o 7ERERNAIHSERE
7 “networkFeatures' & &% &
e

nfsMountOptions ¥ NFS B & 1mE TR "nfsvers=3"
il o SMB B4 BBEULRTE o HEME
FA NFS hR7s 4.1 #&% > 55ENE
SR PRAVE S E IR R E PAIG
nfsvers=4 LUEE NFSv4.1° 1
REENERPRENEHSIEES
EERIRAE P RERBEIEE o

limitVolumeSize MRBREIREANKRUEE > " (FERAFEEIBIT)
=P N0

debugTraceFlags R RE#HEERETEIERR © I null
\{"api": false, "method":
true, "discovery": true} °

PRI IETEEITRRE BRI TR R
HRYECERABEN > BRIEIER LY
BE ©

nasType BCE NFS 3¢ SMB MR &ERIEIL ©  nfs
IS nfs ~ smb'E null ° :RES
null BIFEERIEIL NFS HIEE -

supportedTopologies Kb BEZERNEIRA T HES
* o MNFTEFMEN > B2 "£H
CSI $h##E" o
gosType R QoS R : BFTFH o =EE2
maxThroughput BEATNEARIESE (B 4 MiB/sec
:MiB/ ) o {£Z1EFE) QoS BE
£E&-

() mTEmsshseavs BN - BB RE Azure NetApp Files B EAIAERTNAE" o

Z & Azure ZIRIRIT (26.06)
1% 26.06 hixZsBHYE > Trident XIETEZ(E Azure EiniRiEREIIFEIE Azure NetApp Files i o
1BM Azure EiRtIE

* Azure BIZERR

* Azure Government (Azure Government / MAG)
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* Azure H[E

EZBZE Trident Z¢}E 1L Azure NetApp Files & imkF « 55FE (R Azure Resource Manager AR5 inBh EL{RAY Azure &
IRIRIEAART o W RIBELRAETT « “tridentct! FLIESEERE « BipEIIthERE o

12 Azure Government &1 > FETERIFAHREPERE cloudConfiguration.cloudName :

cloudConfiguration:

cloudName: AzureGovernment

FRERERRME R

SNSRTERIL PVC U E] TRIEIREM) 553 > AIRIAERICHEAIZEMER D PRREERMNER (F48E8
FERAERE « REM) o IREA TREIEEL > Trident FECER I BIRFFEIRA Azure B © RIS RERT
BENAE o

‘resourceGroups’ ¥ ‘netappAccounts' > ‘capacityPools' > ‘virtualNetwork' I
“subnet’

MERUERELBNTERELTERIEE - AZSHIER TERERATERERMS » FAEBHEAI5E
ENEZERRER

(D R vNet {72 E2 Azure NetApp Files (ANF) fEFIRE RRNEIREHAEP > BIFERER IR
resourceGroups ;BB > AR ERMERIEEEIREHAE

‘resourceGroups’ ¥ ‘netappAccounts’ # “capacityPools®
BERiERESS > ARRZEENERERTALFFRIETTANER » L BTMUESHESIETE - T2MR
ELBEREUTHER :

p i) B

BiREFE <resource group>

NetApp 1RE <resource group>/<netapp account>

ReEt <resource group>/<netapp account>/<capacity pool>
[ AES <resource group>/<virtual network>

FHIER <resource group>/<virtual network>/<subnet>
Volume B FACE

TRILUIEBERERBTE R D PIEEU T EBERIEFIFRRERERE - MFTFAEN > 552H [SEHIERS] -
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exportRule R ENEEIRE o "0.0.0.0/0"

exportRule WIBRLGER D PRRY
IPv4 {7318} CIDR FR~AR IPv4 F
HERNESAESRE - SMB &2

BELEEZRE ©
snapshotDir 7ZH . snapshot B true, false (BBFEERFE) ©
size IR EAYTRERE A/ "100G"
unixPermissions R ERY unix #FR (4 /&AL " (FEEEINAE > HE:IRFTMABRSR

#¥F) °SMB ERBEILRE -  E)

UTHHRETTBARE » HPAZHSHANREERE - ERERRHRGENSIE -

v

v

10

/) \KERE

BN R/ NBIKAER - EAIERE > Trident @EIRTFAEH NetApp 1RF - FEEENFHER (ERK
BN EREMER Azure NetApp Files ) > WBEHRITHERERETHP—EEERMFHERL - B
‘nasType &R > ‘nfs TAREGER > BiniSEMHIE NFS HRE o

NRCMIBALAER Azure NetApp Files I ETER > EEREREEN » BEERF - KFEELTRACHIHIR
&R HERIMIEEE] o

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus

AKS MR EEH D HE!

HRBIRAEEZIE T subscriptionID ™ tenantID>™ clientID Ml “clientSecret ’ ELEEFEHEES
P Z R EER o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig

metadata:



name: backend-tbc-anf-1
namespace: trident
spec:

version: 1
storageDriverName: azure-netapp-files
capacityPools:

- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:

- resource-group-1
netappAccounts:

- resource-group-1/netapp-account-1
virtualNetwork: resource-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

V AKS WERS 7D
MHBIHAIEEEIRT tenantID ™ clientID M “clientSecret ® EFERAEIRSDRFEMEEIERN o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451

v BAREE NSRS ERBFHRAER

It B IRAARE E R AR E M ETE Azure BY “eastus {UEHRY "Ultra B2EE © Trident  BFIIRRZUEFTEIK
#5 Azure NetApp Files BYFTE F48RE » M BBIESITGIEE M EBEEE P —EFAKR L -

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
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tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

vV %iREf 0 B5FH QoS BEER
LB I E S E N BT Azure B "eastus IIE ° T EBEFE) QoS REER -

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

v ERRAERS
IR ImERRE - RERERELEE R N EE—FHER > ARtUSENBIMIREE REETARE
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de%91le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"

v EREIRhEE
IRIFEEEEE—EEPER T ZEMFN - ENEZIERENIEARARNRGRR > TEHERE
Kubernetes I RELERSMIHEFERE > ILEEIEEER o EERMERAMNEIE performance 2K
EHELE o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
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v

capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

SRMUIRIEAERE

Trident SE$0IRIEE G AT AEA TFE &R EMIEE o "supportedTopologies’ b imfD & AR AYFZ T hE & 15 FB
RAESERGBREESNTHAEERE o bEiEENEIR A EEXNBESE Kubernetes B EEIRMEER Y
@I AEEARR o ELEEFEMNAAERRFEFENFPIUIRENATESE - BN E3RIRRHENES
M BAEFEMNEEFSE > Trident ETEISEN &I AT BEPEIIHEE o NEFMEN » 5208 &/H CSI
R o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

HEEER

LAF “StorageClass' E & &5 L illf#EEFEE R o
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{£F3 “parameter.selector {E M EHIES

£/ “parameter.selector & B LA A& "StorageClass 15 AR sTE HAPR & RYEHE A o IR E NS BB PsEf

FHPERNRESR

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver

provisioner: csi.trident.netapp.io

parameters:
selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze

provisioner: csi.trident.netapp.io

parameters:
selector: performance=bronze

allowVolumeExpansion: true

SMB HHRE R HIE S

ﬁﬁﬁanasType‘ node—stage—secret—name\ﬁﬂ ‘node-stage-secret-namespace ’

WA & MR PR EEAY Active Directory /&8 ©

o

v FERen Rz EWEAER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: anf-sc-smb

provisioner: csi.trident.netapp.io

1R

on

BJLUIEE SMB
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parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

v SEHEEHERRRNEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v SEHRE ERRRENHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb EfiEszik SMB HAER&EVHTEA ©
nasType: nfs 3% nasType: null ffizE NFS #FEAM o

FENVRED,
BiURImAERBER > JUTU T2 -

tridentctl create backend -f <backend-file>

NREFERENEIEEENR Azure Eif > s5HE(R “tridentctl’ EAFH R E A Azure Resource Manager #1 Azure
ERiRIRIEAVER R IREL c MRBIRIEILKN > BARERIGAR TSR ERUFIENRE -
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tridentctl logs

FECHANL S ARSI ARIRER ~ (CALUBRIIT create B9 o
Google Cloud NetApp Volumes

A& Google Cloud NetApp Volumes

&AL Google Cloud NetApp Volumes 58 E 4 Trident BY1& 1% » LU{EA Kubernetes T
EaHEcERHTRE

B
Trident 37#& Google Cloud NetApp Volumes » AT NAS (NFS #1 SMB) & (iSCSI) T{F&# -

* NAS TE&#FM google-cloud-netapp-volumes &if
* @i (iSCSl) IfF&a#FHR google-cloud-netapp-volumes-san &l

NAS Volume 1218 2Rz » M(EMA NFS = SMB S5 T1EE © 5Lt Volume BB Z{E Pod ¢
IR HZ=TEE o

IR RIRHFIREIRHFRE - LLUEEE Kubemnetes EEGRY iISCSI £ B VETTER - EEARERATE
&R R FENE » I B RS LR -

EERARUTIRIE
* Trident 26.02 K E#HRA

* Google Kubernetes Engine (GKE) =¥ Red Hat OpenShift
* Google Cloud NetApp Volumes f£7Z it

FERERE (SCS!) f#fFsth « F2H "REELFHEFRE (SCSI) "o

e fin=

-

55738 Kubernetes T{E& BBBL T (F& 88 I THEREE Google Cloud HiF » TIIEEMAFAER

)] IH

|:|5'.°

EEREIREDE Google Cloud NetApp Volumes & 1ER « IEHBEBLU TG

* f£/A Google Kubernetes Engine ( GKE ) #BZER Kubernetes #5
* GKE RE LEMATIEa#Ha7H#A - BihER FERAPEER RS

* A% Google Cloud NetApp Volumes BIEE A A Google Cloud RFEIRSE(roles/netapp.admin) {EE
MHNEFTAR

* Trident %% » BiRigHERTES ccr WEREE RS 9 5HR
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Trident #{F125
HEMR Trident BET%4E Trident > 5548%8 tridentorchestrator cr.yaml :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

Helm
£/ Helm %28 Trident B ~ SR EEmPEEBMNERS 7D :

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BBIEE B ERMER S D REZE Trident :

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com" \
-n trident

BCE NAS {#7F

@ 1 Google Cloud NetApp Volumes UNIFIED f#7zith » Trident EITHAE BIRIER S ER
UNIFIED EEaYsn BEssEiRA] o

ESHHERER - Trident AILGHAZEEBTHHIRERBER (FIMEFRMEGE) » LURBEANKRR
AYRTSEN% -

BEEi2TlaHEE R

Trident 21 google-cloud-netapp-volumes SBENFET » LA Google Cloud NetApp Volumes BCE NAS
HEEFEZERM ©
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IEEREN 2N S2 IR T EUET -

* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod (RWOP)

EHE {@#ipE  volumeMod LIEM7ZEVET SIEMIERAS
e

google-cloud- NFSSMB  ##Z&#  RWO » ROX » RWX + nfs, smb

netapp-volumes RWOP

B 7E Trident NAS &%

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"

storage:
- labels:
cloud: gcp
network: "<vpc-network>"

EZE NAS Volume

NAS HREFE® google-cloud-netapp-volumes BIRACE > W& NFS #1 SMB 1#%E ©

T NFS I4FE&R) StorageClass

L EME NFS WEE > 551 nasType 884 nfs ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io

parameters:

19



backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: true

A SMB Wifx &R StorageClass

EERCE SMB Volume 551 nasType &4 smb MWigHEREER ©

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim 5] (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-—-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim £ (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:

- ReadWriteOnce

20



resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS FFR&EFEA volumeMode: Filesystem ©

A E Google Cloud NetApp Volumes Ut SAN T{E&H,

fEAI AR RE Trident » AEL(HF iSCSI ##EHE Google Cloud NetApp Volumes Bt & & 1
TZHERER o SAN FARE&EBI3ER "google-cloud-netapp-volumes-san {17 EEENFE R Flex
Unified EfFMEITRCE ©

()  EBRAGERERIEEE - FHE NAS HE -

@ google-cloud-netapp-volumes-san ZBifEACE iISCS| EIRHIREFTNERN © google-
cloud-netapp-volumes ZBIR{EXZ1E NAS H7E > BAFN SAN T{E&H o
R

Trident 2#& Google Cloud NetApp Volumes SAN (iSCSI) T{E&& > £ google-cloud-netapp-
volumes-san FEBHFEL( o

SAN HEEE L Flex Unified (#EEEMAPEZE > WL iISCSI @I BN R 245 Kubernetes EiEf o
SEARUTIEIE .

* Trident 26.02 K E#hik4ds

* Google Kubernetes Engine (GKE) =¥ Red Hat OpenShift
* Google Cloud NetApp Volumes Flex 4&—1{##7z:th

* ERiSCSINTIEa®

Flex Unified f#7z:th
Flex #i— {7 E R A iSCS| HEIRHERHFRME » & SAN HRECEFINEM :

* % 1& Flex Unified REGIONAL & o
* 14 Trident 26.02.1 B2 1E Flex Unified ZONAL 1 o
* SAN T{EEEEX1E Flex IRFEZHFLR

%7€ Trident SAN &R

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
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metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

performance: flex
network: "<vpc-network>"

servicelevel: Flex

#2137 StorageClass

&5t SAN &imf8 » 1 —1{@ StorageClass 5| google-cloud-netapp-volumes-san BEEIFET ©

ERARFLERZE StorageClass PEZRN » MABERIFERAY ©

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

SIERMERERGLER

* ext4 (FER)
¢ ext3

¢ xfs

@ SAN BEENTEN(EZIR Flex IRFEARA! > AEHE NAS FHENRIGZE > HIU exportRule »
unixPermissions * nasType * snapshotDir v ‘nfsMountOptions 22453 [@1EREIRYERTE ©

fc & @ RHERR &
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ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-—-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX W—EE RIENEEHITE ReadWriteOnce HARE & b8 BHLIR & B B A MRS o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:



kind: PersistentVolumeClaim

name: gcnv-—-san—-rwo

ReadWriteMany (RWX) — {£R{5& 15

{£1£ “volumeMode: Block Bf7 2 #& ReadWriteMany ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san

BRSBTS
EIREAIEELL iISCSI LUN R ECE » WU EIRE E N 21048 Kubernetes &2 o
EIREEE -

* £/ iSCSI ##7E

* TRERAFNRRERZIN
* E Trident KIMNFNEIE

* 12 %% Kubernetes ZEUET

AR
Trident EEB A B SRHAN B 2 B FHIFAUES

* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX) » (Z7EUTIER FZHF volumeMode: Block

volumeMode 177

‘volumeMode " HE{IEHIEIREIEEN ARAR -
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* Filesystem Trident A&V B ERFLIR(E ©
* Block Trident B BN R EEARIGERIRIEE AR o

SIRHVEZE
£ google-cloud-netapp-volumes-san SREIFENAC BN EIRMIEE IR ¢

* Bl
* MFR

2A5h GIB BEFCETTH

Google Cloud NetApp Volumes &I E &= AETERFEE - BMEERENS 2L - R RIMZOE]
REVEEE K/ o

A REET ¢

* VIR IIFFARKITRE 300 KiB RYERSMEf
* BRER/NMERZA 107 MiB BIZESMNFEES

FHi% Google Cloud NetApp Volumes R GiB B3 HEC » Trident BB T A R A IS B K/NAZRMET
#8318 PVC 3K :

* AR/ E EEEE T —EREE GiB
*© ¥MIERESMY 1 GIB BE&E
0
* PVC 83K : 100 GiB
* Google Cloud NetApp Volumes FEEEIA/ : 101 GiB
* FERRE RAATAZMR : £ 100 GiB
Pod 5
BRAGHEEREEE (RWO)
apiVersion: vl
kind: Pod
metadata:

name: app-rwo

spec:
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containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

i@ E (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw-rwx

FeNAIHEITA

#1721 Google Cloud NetApp Volumes B2 EHJ SAN MR E :

* Trident 7 Flex Unified fRE7Z P2 IR EE TToRAE (LUN) o
* BEFGHAR » Trident 4% LUN HFEZISEEIREAYEEEHE o
* EENRAEETFHART « Trident :
° B A iSCSI BiE
° $RZE LUN
° FEE SR
* Y18 volumeMode: Filesystem® Trident B4R EERACEB WG EHEE -
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* Y18 volumeMode: Block ’ Trident BAFEEEEIZN HIZSRE4A pod » MEERINICIHM o

@ SAN ERHERE MR D TUHE N E A BRIIEE ° B S AR @ RHIRE
(ReadWriteMany volumeMode: Block) @ ERREXITIERAZANATIEWEN o

ZEHEE Google Cloud NetApp Volumes f&if

7EBcE Google Cloud NetApp Volumes &ixZ fi » EERFMEUATEX °

NFS 5 SMB WHRE RS0 R IR 4

WRIEFEHR(ER Google Cloud NetApp Volumes SHTEFEIMI B ER » QB EEIT—LYBALE T BERE
Google Cloud NetApp Volumes %237 NFS 55 SMB & o s52E "BiE 2 A" ©

7E5RE Google Cloud NetApp Volumes &2 7l » ARG E BEHEU TR

* B&R7E Google Cloud NetApp Volumes ARFSHY Google Cloud 1RE ° 552/ "Google Cloud NetApp
Volumes" o

* {&HY Google Cloud lREBIERLRIR o AR "= -

* B NetApp Volumes Admin (roles/netapp.admin AE&H Google Cloud ARFSIRSE - 5208 "S5 9EifF
IREEAEBNER" -

* {THY GCNV 1RA B API £IB1EE - SF2R"ELRBIRF R"
* T o SRBE MR o

BRAUNEIEREE Google Cloud NetApp Volumes ZEVEIRRIEFARE T ~ A2 "s2E ¥ Google Cloud NetApp
Volumes BY7FEXHERR" o

Google Cloud NetApp Volumes 75 & S IEF1 &5 45
T f# Google Cloud NetApp Volumes BY7& lm#4H AR 352 IE M 143 B AR AR &0 45 o

R inHRGIETR

S{ERIHETEE— Google Cloud BIFHEREHMIRE - AETHMENFEIMRE & S UEREMEBIR o

28 SR Fa®

version YREA 1

storageDriverName EEEEENNLTE storageDriverName 8y
BEXZESE# lgoogle-
cloud-netapp-
volumes] °

backendName (ER) #ERIRNBEI%E EREhiZNfE " " API 8
N—ER 5

storagePools BARIEE IR E R 2 BEFEAERZH -
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#

projectNumber

location

apiKey

nfsMountOptions
limitVolumeSize

servicelLevel

labels

network

debugTraceFlags

nasType

supportedTopologies

Volume FCEEIE
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=R EH

Google Cloud tREZEZ4R3% 3BT Google Cloud
AOMILEBEHRE o

Trident #3Z GCNV H4HEERY Google Cloud i & © #
L BB&EI Kubernetes 225K » 7E “location’ R I RYH
& e AR AEZIZE Google Cloud &ig&IZE FAYT
EaH - BEIETEGELIEINER o

=)=k =] netapp.admin\ﬁéﬁg Google Cloud
IRTSIRSERY API &i8 c B8R Google Cloud i3
FEIRIEFAIBIEZEM gson BARD (REFEHER
BRIHREET) © apikey RHASFUTRHNE
BY : “type-» project id» client email®
client id» auth uri>™ token uri:»

auth provider x509 cert url'#l
‘client x509 cert urle

¥ NFS #HEEIRETIREER] o
INRFBREERE A/ BBILE > BIECERMK - "
EEN R EMERE AR ER o BUER flex

standard > premium'3{ ‘extreme °

EEARUEENERE JSON BIEKRE "

B Google Cloud NetApp Volumes f4tE&HY Google
Cloud 43E& o

BN RREHHEREEEIERR o B30 ("api”: false,
"method":true} o BRIFMCIETEEITREE AR R
SHMRYECERMBED » F[RIFEDERLEINEE ©

FCE NFS B SMB HAERERYEEIL o BEIHA nfs
“smb’8% null ° FRIE A null BUFEERERIL NFS HAIRE o

KmtBiRZ EN&FMN AT AR - NFFMAEN
B2 A CSIRE" o fi -
supportedTopologies:

- topology.kubernetes.io/region:

"nfsvers=3"

null

nfs

asia-
eastl
topology.kubernetes.io/zone: asia-eastl-

a

RBIATESRTERER defaults BEEPEEGHIFARMEIEEACE ©

W

#

exportRule
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2¥ sREA HER
snapshotDir FEX . snapshot B&% true, false (¥R ’?ET'@EEFE
A o sHEAFERRE) NFSV3 REA
"false"
snapshotReserve AIRBRRENEIEE S DL " (3FZTERIE0)
unixPermissions HRERE&ERY unix PR (4 L )\&L ™"
HF) o
SPIAERE

UTEARTTBARE » HRARZSHSHERETERE - EREHERINREENTT X -

=3

v &/\ARE

EREBHE/\WBIHERE o FERAILAER > Trident BEEREMNMES » BIRFREZIR4S Google Cloud
NetApp Volumes FYHEFERA » WSt ERETEP—EZ RN E - B nasType #&EE > 'nfs’
FEREEER » BIHHEMHME NFS W& -

WMNREMIFAEE A Google Cloud NetApp Volumes WEITER » IEACE SIEERVEEE » (BIEERSH » (&0
EEAR BN EIRMHEEINVEE -

@ A% "<id_value>'#1 "<key value> & A THARFSIRE /&:E ©

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"

private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6

servicelevel: premium

29



apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

vV SMB #ifEAE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelLevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/cauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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V {#F3 StoragePools EfiE23 I TAHASRE

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-westb6
- premium-pool2-europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

v EREIRNER
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IERIFAREE—EREPEERT ZEERE R o ERE RN storage’ BERPERE - BB ZELZERR
HE?‘@ REVEFEEIREAM « WABTE Kubernetes IR ARELERAMNGHFENR - ERERNIEEER - £
BRERAMZEEANREDE R o HU0 « T TEHIFH « “performance 12 “serviceLevel R AN&E D E
BREIRA o

B AR E — B AR A ERANTERE > TEBEE R EERMTERE c E TIEH6H »
snapshotReserve #l exportRule MAFRH EHMBITERIE ©

WNFEHME » B2 "EREEA o

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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defaults:

snapshotReserve: "10"

exportRule: 10.0.0.0/24
storage:

- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

V¥ GKE HNERS D

EFEA GKE iR B D&k Trident I » BInEUTEFEEH B DEITEE > MHEK apiKey & © Google
Cloud NetApp Volumes ERBIEXHNZEiHZDECEHIVER o B—HIEEER storageDriverName®
& : NAs (NFs 3§ sMB) HEEEEER " google-cloud-netapp-volumes > SAN (iISCSI| &IR) FFEEE

A google-cloud-netapp-volumes-san °

RN HTBIRT DIIZIEFEE Trident 26.06 HESHRZA © google-cloud-netapp-
@ volumes-san SAN HAHEEREIE Flex Unified fEfFMAFHER » ELLEER

N . N A N | N
servicelLevel ":RIEA “flexo°

NAS EEE1#2T{ (<code>google-cloud-netapp-volumes</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: Premium

storagePool: pool-premiuml

SAN EEFNF2R (<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig

33



metadata:
name: backend-tbc-gcp-gcnv-san
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: '012345678901"'
network: gcnv-network
location: us-west?2
servicelLevel: flex
storagePool: pool-flexl

v SZEREVHRERAERS

Trident SE$0IRIEE I AT AEA T EFE &R EMIEE o "supportedTopologies' b imfc & R AIFZ T A& 1R FE
RASERREEESRNTHAERE o LEIEENEIRA B EEXBESE Kubernetes S EEIRMEER Y
IR e AEEAER o L&A H Eﬁ?ﬁﬁ%ﬁiﬁﬂuqzﬁﬂ)(??'ﬁﬁiﬂ’\]ﬁ%ﬂé%ﬁ HieaRime &R
?D;;Fﬁ@?%ﬁ'ﬂﬁ%ﬁé » Trident B1EISEMNEIAF I HEPEIEREE o NFHMEN 0 55278 FH CSl
Hig" o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl

topology.kubernetes.io/zone: asia-eastl-b

ETRRIE?
BiRimHERRER - BT o< -

kubectl create -f <backend-file>

AERERIEETEMINEIL  FFRIT Fm<e

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID
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PHASE STATUS
backend-tbc-gcnv backend-tbc-gcnv b2fdl1£ff9-b234-477e-88£fd-713913294f65

Bound Success

MRBIHEEINKY > ARTBIRICEFERE © {8AJLAEMA kubectl get tridentbackendconfig
<backend-name> fp TR - HMITUTHRSEERFURERRA -

tridentctl logs

TEIEHER S E ARSI AR « S URIPREBIRIEBRIMAT create < ©

HEEES

LUF 220 Eillig iR E 7 "StorageClass % ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

{#FH parameter.selector HHMMEEFIESE :

£ parameter.selector BAIUABEE StorageClass IEEARTEEMIEERY "EHERAM" o ILHEAIRER
BEMMERFIPERNRTEE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io

parameters:
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selector: performance=premium

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: standard-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=standard

backendType: google-cloud-netapp-volumes

T ERIBAREN - A0 R o

SMB HHR&E R FIE S

£/ nasType node—stage—secret—name‘_ﬂ] ‘node-stage-secret-namespace’ SR L3EE SMB
MR& W IR {HFTEERY Active Directory /&:E © {EI A BT ERERIEEFRAY Active Directory & % 18/Z 059 1]
FR1RERRAPEER 48 o

v Rk an M LR E AR

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

vV SEanHERERTRAE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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v SEHERE ERTRNEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb EfiESZE SMB MIREMETEM © nasType: nfs B nasType: null B
NFS f&fzith -

PVC E &

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

HERE PVC BHREEE AT T IE< ¢

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY

ACCESS MODES STORAGECLASS AGE
gcnv-nfs-pvc Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb7%9a213 100Gi
RWX gcnv-nfs-sc  1m

AL E Google Cloud NetApp Volumes FIBE E/8

BEDE 2R Trident BIRZSEAH PersistentVolumeClaim sHR1EHEIE & AC & B E
TR o ] LAER Trident 4 Google Cloud NetApp Volumes :&E BEIDE o

E)'L
Tax
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Eﬁﬁlﬁ%?’;ﬂb P Trident BBECEMIRE » A TRENMEUEERERTER - SRR RREERE
RERE(RIREFENE I BIRRAE ©

Trident EEZIUHEERERBEIDERE © Trident 26.06 A ZIEFALEREE

BENE

BEDEFFSREFIRRN » REIRRRENENMEEERERER - ERBERIFET EITHY » WIFRD
RFAERL o

DERRY
DERARERE SURERAE#DE -
IR | % auto | BAEREFEEHBEDE * none | FREHNE
RENRE
an %%fﬁm?ﬁﬂ@iﬁf N EDBHEEF R ZAGRFREIEESRERIRIERH o SAXRETE D EHEFRES

Fd

BES “auto BB

4HAENETRY

4HARECE

BN EREZESHERNETRE

s HEFMEE BBRERZAEENFIAHGE o
* Volume #5[E 3% PersistentVolumeClaim sHfEFERAN BE—HEE o

Trident ERIBEERENERMUERRTE G WAL o
{HREBLIER

SRR EW E BT ZEEREER > Trident EEBR FIBLIERS :
1. PersistentVolumeClaim 3%f#

2. Trident & im4HRE

3. EEMTERE
EREELIEFEENR T BESRBEBRAE
Trident 26.06 X IEAIIHAE

Trident 26.06 238 LLF Google Cloud NetApp Volumes B &3 EINAE :

* R E SRR ASER B RN E
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* 1£ Trident BinZAREHER D ERA
* £ PVC sifRBEE D BRI EMHIEERN S AKE
c AREBEEBSENHRERE /A
Trident 26.06 ARSZIEAIINAE
RZIELUTRME -
* EERUHIEERERBEH D ERE
* £ Kubernetes BTEFIRAHMEEN D EIREY
* 1 Trident EEMNHETEREZINEREHDERTE
BIRFCE 2
LUF2#E]7E Trident BiniARER EERFIEHIBEID BT !

=Y Wi
tieringPolicy &=
tieringMinimumCoolingDays &

{E 8 PersistentVolumeClaim i1 fZETHIE R EBAES

Bk
R & D ERA(auto 3 “none)

BRI BRINIETRRE (5E : 2-183 ~
FE:R1E © 31)

S EREEE

PersistentVolumeClaim s A sF S S EIEEN B I D EREEITEE ©

R =R EH
trident.netapp.io/tieringPolicy BEMEENSERA

trident.netapp.io/tieringMinimumCoolingD BEHEEAY/SANKEE

ays

&3/l : PersistentVolumeClaim EE#H N EEBE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:

trident.netapp.io/tieringPolicy: auto

trident.netapp.io/tieringMinimumCoolingDays: "45"

spec:
accessModes:

- ReadWriteOnce

storageClassName: google-cloud-netapp-volumes-auto-tiering
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resources:
requests:

storage: 500Gi

172 MRS

BRRETA

* B D EREEERIEEERETIHEMER o

* Trident FEECE TR BT EIHADEECE ©

* EDEBRIZRTES none' B o SAIB R ZES o
T & PR

* BEIDE(EZIE NAS Bifk& (NFSHM SMB) o

© BIRMIEE (SCSI) AZIEBEEBNE o

* Google Cloud NetApp Volumes {#7FMw4ZB7E Google Cloud FEFH BEI D E(#ETF ©
XENE

* tieringMinimumCoolingDays BBEXMEEE : 2 = 183

* FEEME | 31
i%E Google Cloud NetApp Volumes ONTAP &I #1Fith

1 Trident 26.06 BA%E > ERILAEREIRA "ontap-san # “ontap-nas &im » LUETE Google
Cloud NetApp Volumes (GCNV) ONTAP R #FM L MHEF#E o LLIIBERIITTRE -

LEINBETE Trident 26.06 FAIXMITREIR © HMTTRBEINSEAEAEEIRIERER - FIEN LT

& (GA) AT » ELINAE « ARSI BT R A PR o

ZEIER

Trident EEEARIRAR ontap-san #fl ontap-nas BENFETNEEE - M3E4B GCNV RIBIHEAEEEH ONTAP
REST MERY o b5 AR R IGTEEEE A GCNV Y ONTAP & HHEMEIRFEFRE » RS RFEERE ONTAP
BIHMEBEZELERIE - ONTAP XA E 5| AFTNEEREE o EolLUEBER gonv ABEIRINEE
ontap-san B ontap-nas &if * KHHEERIEEAEE °

BCERREWT :

PersistentVolumeClaim — Trident (ontap-san 3f ontap-nas) — ONTAP REST FBFim — GCNV {12
2 — GCNV E£EHRY ONTAP =&

RXEMARRNEE
HER M FREE AR SZ R A T IORE
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* BEEEIFE2Z0 | ontap-san (iISCSI) # ontap-nas (NFS 3 SMB) -°
© EBAEHITEMBHRIRE | BIHAIRME « EIREREIIAMPRARAERIR ONTAP REST Jfi1E ©
* BREERE  TIFEHESEE (WIP) « IRFSIRA £18MEMRENTAR/RE (ADC) H#iE -

UTABAERREMTAEREE R

ontap-san-economy * ontap-nas-economy M ontap-nas-flexgroup SBEIFET ©
* ASA 2 FMERRTR o
* ZAPI [O]3R - ONTAP t2I{{ZE{FF ONTAP REST ©°

FoRII
TESRE ONTAP =l Rin 2 Al » sAERISE R BU TR -

* Trident 26.06 SAE S A4S ©

* EEZERMAIEHE—E GCNV ONTAP X #EEih o

* GCP IAM RIZFZTUIR(EHEIR > I BIRIBRENIRIBE TR EHERE

* BIRFALE BFE proxyURL » projectNumber » location #l “poolIDe

* B iSCSI SAN TIERTE » A2 BT AFnEREIRL iISCSI ML IR FRIRY o FDR "EETIEER" o

=Rty

ATridentBackendConfig requires credentials o 5 ONTAP &3 » It&i@R7FE GCP IE/&:E » MA
& ONTAP managementLIF / username / password ° svm z&RJ M) . {8 GCNV ONTAP = EE B Fi#l
BE—E SVM > UNREEE > Trident EREERITEE ©

ERBEYE GCNV HEMRTSIREE © JEBURB LA genv. apiKey ™ private key ’ M secret FHJ

private key id ° :52M "Google Cloud NetApp Volumes 5&E 51" ©
ontap-san &

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: gcnv-ontap-san
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
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location: "<region-or-zone>"
poolID: "<pool-id>"

svm: "<svm-name>"

ontap-nas &

42

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"
apiKey:
type: service account
project id: "<project-id>"
client email: "<service-account-email>"
client id: "<client-id>"
auth uri: "https://accounts.google.com/o/oauth2/auth"
token uri: "https://oauth2.googleapis.com/token"
auth provider x509 cert url:
"https://www.googleapis.com/oauth2/vl/certs"
client x509 cert url: "<client-x509-cert-url>"

apiVersion: vl
kind: Secret
metadata:
name: gcnv-sa-secret
namespace: trident
type: Opaque
stringData:
private key id: "<private-key-id>"
private key: |



N 5701 private_key'I% “private_key id A "TridentBackendConfig' ###&#H——CRD &{E4ETE
: 19 - @ IREETE > 55(EMA ontap-san ECAEFEIR "genv FI/RFER o

svm: "<svm—-name>"

== Authentication
Trident resolves credentials for proxy access in the following order:

Workload Identity Pool (WIP)
Service account key
Application Default Credentials (ADC)

For this Tech Preview, use the following practices:

* Prefer Workload Identity Pool where it is available.

* Do not embed raw private keys in version-controlled backend files. Store
credentials in a Kubernetes secret.

* Apply least-privilege IAM scoping to the service account.

== Validation and initialization behavior

Trident validates an ONTAP-mode backend during initialization and fails
fast rather than partially initializing.

Backend initialization fails if a required “gcnv' field is missing, the
driver is unsupported for ONTAP-mode, or credential resolution fails.

== Known limitations

* This feature is a Tech Preview. Behavior and the supported matrix can
change before GA.

* ZAPI fallback is not used in ONTAP-mode.

* Protocol and node-readiness requirements still apply. For example, 1iSCSI
workflows require the node-side prerequisites described in

xref:{relative path}../trident-use/worker-node-prep.html[Prepare the
worker node].

* Existing ONTAP and GCNV environment constraints still apply.

== Upgrade and compatibility



ONTAP-mode is opt-in per backend through the “gcnv’ configuration block:

* Existing non-GCNV ONTAP backends are unaffected.

* Mixed deployments that combine direct ONTAP backends and ONTAP-mode
proxy backends are supported through backend-level configuration. Each
backend is configured independently.

* To stop using ONTAP-mode, remove or replace the affected backends. No
global switch is required.

== What's next?

Apply secret before TBC; use " kubectl apply and "-n trident  to match
examples.

z2 € NetApp HCI I} SolidFire &1
T BRUNMAI7E Trident 2L FEHE Element & o

Element EEENTZTLEEAAE N

Trident &t solidfire-san fEFRENTENEIRERT o IEMEFIIENXEIE | ReadWriteOnce (RWO
) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) ~ ReadWriteOncePod (RWOP) o

‘solidfire-san’ {#EFRREIENZE EBHE M &IE MIRERI - HIY "Filesystem’
volumeMode * Trident EEVHEEWIEVIERRLL - ERZRMHBEEH StorageClass }E5RE °

EEEE e FwminE VolumeMode SZHENEFERER ZIERIERAR
solidfire-san iSCSI &R RWO -~ ROX - BIERRL - FRE

RWX ~ RWOP IRAEE o
solidfire-san iSCSI EEEX RWO ~» RWOP xfs, ext3, ext4d
FHtRZ A

fE#1L Element BinZ Al « IGHRETHIER °

* #11T Element EXBEN S LB HTFERL
* NetApp HCl/SolidFire ¥&£BIEERERAERENRE > TSEHRE o
* FiB Kubernetes T{EENELERFELREEEIFER) iSCSI T A - :520) "T/EEN 2 EEE" o

>

BimABRRIER

i

¢

2R TRINT AR IRERREE
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W

#

version

storageDriverName

backendName

Endpoint

SVIP

labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

=R EH

RIFEESIEXAIRTE

ERHEA eI
BEAHBREERM SolidFire 5
B MVIP

f#FsRME (iSCSI) IP {itflEZE

EERRHIRERNER JSON &
REEE -

EEANERRE (REAER
B1r)

% iISCSI RERFIZFEEHE

fEF CHAP R E %t iSCSI E1TH1H
EREE o Trident FifEEF CHAP 137E °

E{FRM7EEE4E ID B E
QoS #R&E

NEREBRAVHIRE K/ BB E »
AECE XM

R R AR RV RERIRAR o B

a0 ~ {"api":false, "method":true}

an
HoxX
YRER 2 1
$44R 2 "solidfire-san”

"solidfire_" + {772 (iSCSI)
\P {iriik

"default"

true

S5 Trident) FITZEEEAE ID

" (FERAEHIBT)

null

s®a PRIEIGIETEEITRE S HEAR N B E MY EREED » T[RIFEZEA debugTraceFlags ©

6 1. solidfire-san ERENETVAR = BHIRE AR R IRMER

g BB T —EEA CHAP BRsBRv R IR » WH=FBRABE QoS &

FERVHIR @ ERETT TR - [TRA

FEEEER IOPS RFLEA S BURE R RHEFER - UEERASEREFER -

version: 1

storageDriverName:

solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0

SVIP: <svip>:3260
TenantName: <tenant>

labels:

k8scluster:

backend: devl-element-cluster

UseCHAP: true
Types:

- Type: Bronze

Qos:
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minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

#f 2 . solidfire-san BEENEIVISFCEREE AV R InAl (17 AR AHRS
AT TRE T BN ER AR S EELER N StorageClasses ©

Trident S1EECEFHRHAEF HRMN ERIRBEREIRIRFHT LUN - T AEER » EEESIUSASEERE
RNMEERE » WIHIREASHERE DA -

T T HAFRREVEEHRIFERETR » FIARFHERE TR ENTERE @ BEER type SRE Silver o EHFHMTE
‘storage’ BERHPES o TEULEGIT - BAREFHRE T BCHER > MBARHEFHRBR T LlifEzE -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
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burstI
type: Silver
labels:
store: sol
k8scluster
region: us-e
storage:
- labels:

OPS: 10000

idfire

: dev-1l-cluster

ast-1

performance: gold

cost:
zone: us
type: Go

- labels:

"4"
-east-1la
1d

performance: silver

cost:
zone: us
type: Si

- labels:

"3"
-east-1b

lver

performance: bronze

cost:
zone: us
type: Br

- labels:

"2"
-east-1c

onze

performance: silver

cost:

zone: us

"l"
-east-1d

LT StorageClass E &8 _Fiti E#Eth4ERE o £/ parameters.selector i > S{E StorageClass #3315

E A ARt EMRERERM - HIRERAAFMEERIPERNSE °

55 —1E StorageClass (solidfire-gold-four RHEEFE—EERREN - ERME—IREEERIUEE

Volume Type QoS % Gold BYETFM o &1E—1@& StorageClass (solidfire-silver BisEEMIRHERIRRK

MAERIETF A © Trident REREEZEMEERE N - MHEERTSHERNK

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:

selector:

csi.trident.netapp.io

performance=gold;

fsType: ext4d

apiVersion:

storage.k8s.io/vl

kind: StorageClass

cost=4
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metadata:

name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver; cost=3

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: ext4

SHREZE
* "Volume TZEXEF4H"

ONTAP SAN EEENFETX
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ONTAP SAN EeENFETUHLat

T #EUN{E/{E A ONTAP #1 Cloud Volumes ONTAP SAN EEENFZTLERE ONTAP &1 o

ONTAP SAN FEENFEEEAEE R
Trident 2L SAN E7ZEEFFZR ~ FAFE ONTAP EEE - ZIEMNFIUER 83F | ReadWriteOnce

(RWO)

BeEhZ 0

ontap-san

ontap-san

ontap-san

ontap-san

ontap-san—-economy

ontap-san-economy

(CLaNond

iSCSI SCS
over FC

iSCSI SCS
over FC

NVMe/TCP

A2H
NVMe/TCP
BHEHMhEE
FHo

NVMe/TCP
A2
NVMe/TCP

HEMhZ &
FHo

iISCSI

iSCSI

volumeMod 7 iZRI7FEURT

e

&1

&1

&1

RWO + ROX ~ RWX -
RWOP

RWO  RWOP
ROX 1 RWX T£

Filesystem MR EEN T
FAE[F o

RWO + ROX ~ RWX -
RWOP

RWO ~ RWOP

ROX #1 RWX 7£
Filesystem HiFREEN T
FaEfF o

RWO *» ROX » RWX -
RWOP

RWO  RWOP

ROX 1 RWX 1£

Filesystem HiFREEN T
RaElF o

s ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

SIRBER R

BERAM  REERE
=

xfs, ext3, ext4d

BERAN  REERE
B

xfs, ext3, ext4

g*&f—?—%% ; RIgE RS

xfs, ext3, ext4

* EETEHIT A E ERREE I SZIER ONTAP Volume [EH|"BF » A fEHH ontap-san-

economy °©

* EETRHRR AR E ER RSS2 ONTAP Volume [RH" B#EAfER ontap-san-

i
Of

economy BEENFENEF > A{FH ontap-nas-economy °©

* MRETRFREERMRE « KBERITENE > 5570 ontap-nas-economy ©

* NetApp F& ontap-san b » REZHTEFTAE ONTAP EEEIF2 R P Flexvol BENIERINGE - 1F
AEBEHE > Trident ZIRFEAIRERTEY > WABEMIER Flexvol HAIEE o
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FEREER
Trident HZE L. ONTAP 5 SVM BIEE S 2¥1T » BEMEA "admin' REFEAE D 'vsadmin'SVM fERE > SifE
FEAHERAREBLERRNERE - 1 Amazon FSx for NetApp ONTAP 282 « Trident S2Z L4 ONTAP &,

SVM BIEE G 71T > FREE fsxadmin EHAE D vsadmin'SVM £AE > HERAABERABRELERE
BIERE o “fsxadmin EAE ER=EEEERAENARENAE -

UNERER “limitAggregateUsage' 2% » AIIFEEREEIEERIR © % Amazon FSx for NetApp
3 ONTAP £ Trident 12 > “limitAggregateUsage' 22 E2 vsadmin' 1 ‘fsxadmin {ERE IR
EARER - MRIEE L2 - ARSIEEFKRE -

HEPARTLATE ONTAP FREEIT EBARRIA B Trident BRENZINER » BIFITEZRESIKR - KSHBHhRAHY
Trident G ILAYZESIN APl > BLE API REZE > BERARESREESF HIE

NVMe/TCP FIEhE &R 1R
Trident STIEFFIBEMRIRAERENE (NVMe) 1HE » EF ontap-san BBENER > ©IF !

* IPv6

* NVMe HitRERIRIBRIMEZR

* 8% NVMe Volume BIA/N

* B ATE Trident SMEREEIZAY NVMe BEER&E » LUE Trident EIRH 4 dpiBHE
* NVMe [REZ R

* K8s ENREAVBIERAPASKIFETERARE (24.06)

Trident A% 18 :

* NVMe R4/ DH-HMAC-CHAP
- HEHERRR (DM) TERE
* LUKS &

st NVMe {££1& ONTAP RESTAPI > 7%1& ONTAPI (ZAPI) o

ZE{5{EFH ONTAP SAN EEEFNE N ECE & i
T #EfEFE ONTAP SAN EREIFZTUECE ONTAP RBimAYE KM ExsHIEIH o
¥ FRB ONTAP &l ~ Trident Z3KZE/iE—1E Aggregate $5Ik45 SVM o

"ASA 2 R4 "ELH M ONTAP %4t (ASA -~ AFF #1 FAS) EH#EEZEEBNEELBFIARRE - £ ASA
=3 r2 B > FERHEA&MIE Aggregate o :H2E] "E" FBENXE » BEEINATE ASAr2 &4t
& Aggregate $5Ik4 SVM ©

dsofl > METUBITZERSER » TEIEREP—ENS —(ERENZXNAHEZIER o Fla > EIURE—
& “san-dev'#85! > £ "ontap-san'SREIFE T » WA —1@E “san-default $85! > £/ "ontap-san-economy BEENTE
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= o
Fi% Kubernetes TFERBEERAZRIMERN iSCS| TR o QTHAREN - $HSB0 2% TR o
535 ONTAP &I

Trident $2{£/#& ONTAP & ihEREE o

* ENUREE | ABFTEREIRE ONTAP FRENFRERBNEN - ZRFEABAEENZEZEABE > fHIT0
admin'8{ ‘vsadmin > LUFE{REL ONTAP hREBIRAEEM ©

© BRUREE | Trident o] UL ERERIRAVEEE ONTAP REEH - EEEERT > BlhERLAESE
Pim&sE « EMUKRZIEE CARE (MNRMEM > #5%) B Base64 MRHSE o

TRIUEMIRE Bin - UEENTENENRRENGEZEBE - B2 ) —RAXE—EERELE - GEUHRE
FRENEEEZE » EOARBIRERPRIFREL X -

x  NRECESHREHRAUREN/ESE - AIRIREIISERN - WHIRESR » RmERERRMETZE
= BRs8 0k o

g

YRR TR AR

Trident BE SVM i[E / =EsENEIES/REZ EE ONTAP BimE - B AEETALEEZNAE » FlT
admin 3 “vsadmin ° 35 AJFEfRELRZE ONTAP FRZASEIFTES, A& R KRASATSEZ AR Trident ARASERRY
INAE API o #ZATI LR B IR 2B AABIGHE Trident IBECHER, B REZEHEM o

& i E ZEHII0TFr -

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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HER ) BmEE e —UAXFR A HEEREERNNMS c BYRIE2 % > FHERE / RIS Base64
4Rb5 > f#7FA Kubernetes % o B EMRIHEW —EERMAITENNTSE - Bt - E2ERBESH
THIEZ > B Kubernetes/ (#1FBIEE#{T o

BUFAER BB MERE
HEMIBARIRE AT UER/EEE ONTAP & o BinERTE=1E

W

2o

* clientCertificate : F§ P ix/&R5E0Y Base64 4RESE(H ©
* clientPrivateKey: BABtFAZ £i8HY Base64 ARIHIHE ©
* trustedCACertificate : Z{51F CA /&:EFHY Base64 {RIE(E - MRFHAZS1ERN CA » BIABIRMHILS 8 - 1
RAKFHAZEEN CA > BRI UZRIERE -
HANTEREZEEUTESR -

1. BEEBRIHRENER o B4R 7 Common Name (CN) REAZEHEITIRER ONTAP EHE

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. BS1ER) CAREEHMEE ONTAP F& - (HFEEE A RIEILIER - NRKEMEER CA > FR
B o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. £ ONTAP #& Rt AR IR/E&ENEE CRELE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

BITIEE <& > ONTAP ﬁ?%?ﬁﬂﬂ)\,m o Bt FAER 1 chELR "k8senv.pem HEENS » A

S e END LSRR

4. BE3D ONTAP RREAABLIE cort BEBHE o
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security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEEMRTRIEEREE o #§ <ONTAP Management LIF> 1 <vserver name> 122 Management LIF IP
M SVM 278 o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"

6. f£F3 Base64 ¥/R:E « SIMMNZISERT CA RFBEITHRES ©

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. fERE—PEFIERILRI o

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"trustedCACertificate”: "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

Fommmmmmemm== e B it
Fomommmme Frommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmomomme Frommemememooomom= Fommmmmmomossosorrenoomememenesemommm o
Fommmmmms Fosmsmsmss +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
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online | 0 |

EEREE 7 A SR IET R B

SR EMRE RIRUERTEN S PR EmRERE  WIREERAN | ERERERH / BN
AIUEMAERESE ; FRRENBHIUERTAENERAERR  BBNSMEEE o ALt » B ERIRRAN
SRR A AN IIE NS RERE G £ - AR EROIFMELHIIENEN backend.json HEZERHTT
tridentctl backend update °

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

R frememesessess==== R
f=mm==== fememema== +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

femmsmmmameae R R
e e X

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

frecsmsmamme=s fromsoesseso==a=== frecssssmeeeme e me s s e e e e
fe======s fremmmeme=s F

IRIARIEES  (AFEIERMARTEN ONTAP LEMRENEN - 2% » BInHRRETEN - K
3 mah o IUBRERENESERE - BRinEREEMUERMES » ZREAHE ONTAP &
EPMFREES o

BRI AP ERTHRENER > AR EZ BEIUNMIREER - BIRERMIIZRT Trident AT
81 ONTAP BimiBs I R IR R IRAVHIR & (F2E o
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# Trident I H:] ONTAP & &

TR B —(ERAREERA ONTAP £EAE > SREMA LR ONTAP EESABIE Trident RHITIR
E o BIGTE Trident BInAARE P B 2 EAELTEE - Trident EEAKGEIA ONTAP REABIRMITIRE

MERIEIL Trident BT A ERFMEEN > 552H "Trident BFIBERELER" ©

{5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident (BRI FEHERE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

3. BAGHREEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

/8 System Manager
7£ ONTAP System Manager #7588 :

1. BYBTAS
a. AEAEERENREIBIAR > FEN Cluster > Settings ©

() BEE SVM BREIIBTAE « 5515EH Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 42 Users and Roles Z2HATEETR (—) °
C. 7£ Roles T3&E#E +Add ©
d. EERAERA] > ABEGE Save o
2. BABEHES Trident fFf# : + 7E Users and Roles Bl L#1TF5ISER :
a. 7f Users THEE Add Bl +©
b. BHEFTEHIMERE TS » ARTE Role THINEEREEZAME o
C. ##—T Save °

MEEZEN  F2ETYER :

 "FIRAETE ONTAP MEITAR" & "R RET AR’
 ERBENERE
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{EFE [ CHAP Ei5iEsy

Trident A]LAfEFA &M CHAP ¥t iSCSI TERSEEITEREE » B “ontap-san'# “ontap-san-economy SEEhFE
R c EEEERBIHTEETEA useCHAP EEIE o HRES ‘true B » Trident & SVM MTEREENSRL 2 MHRTE
j%ﬁ'*r'] CHAP > {8 IRtE 28 E A ERIBIZHE o NetApp iR EEM CHAP REGHELR - AL TE
WIJ“ llla\ :

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

“ useCHAP B2 AHMMEREIE » REARE—R o TERES false o BHRA true 8 > BIEBHBHER
= 72 false

g

F%7Y useCHAP=true Z4%h> ‘chapInitiatorSecret » chapTargetInitiatorSecret *

‘chapTargetUsername’#l “chapUsername’ {R I th X BB ZERIGE ZTF © BIFEILSTHE > AIEBRIT
‘tridentctl update JREF HiE o

EEAN
1 "useCHAP 57 true 18 » fAFBEIEE G5 Trident 7EREFRIRRTE CHAP - EEIEUTAEA :

* £ SVM L&27E CHAP :

° YIR SVM WA BIEERF L2 A S none (FRRRE) *BHEREHRBTASFTER LUN > Bl Trident
ERFERZEMERS CHAP > WSS TE CHAP RN B REAERBRER -

° Y1 SVM &3 LUN > Trident AR &7TE SVM LR CHAP ° EFEfR¥E SVM EBZTERY LUN BIFECR
PR o

* BcE CHAP B2 B R ERELBNEE  BEERAATRIREREDPIEE MWL) o

BRI TeE > Trident @RI HEM tridentbackend CRD » A% CHAP &igfl{EHRERIBHEES
Kubernetes &% ° Trident 7EILBIREIIAIFRE PV &#BH&E1R CHAP 1 EE1TH S FNEL

SRIRETRE BRI BT R I

R LUEBEFT backend. json FEEABE CHAP 28K EH CHAP /&:E - EEEFEH CHAP £ » i fEMH
tridentctl update AR RIS LEETE o
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st EHBIEA) CHAP ZHERS > (RpAZBER “tridentctl RE #1181 © 557018 ONTAP CLI 5 ONTAP
= System Manager Bt Fa= 5 _LRUFEEE > H% Trident iFHER S LEEE o

Tk

cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+—————— f—————— +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

o - o B et ittt P
- - +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1ad472ffbeb5c |
online | T

- f————— e
o to—— +

RAEBEGRAZE ; IR Trident 7£ SVM LB 7e0EEK > BEEGRAEERS(ERATIRE  MERER
MBS E R RAEZGAMERRSFRTIREG - RENERUEIEREN PV REREERERIER

/|

ONTAP SAN =5 EZEIEM &5

7T Trident 2R ITFIER ONTAP SAN EEENFZT o ANERIR(EBIR4AREEEH » WU KEE
imARETZE StorageClasses FIFARE T o "ASA r2 245" B E{th ONTAP %4t (ASA « AFF
M FAS) ERGENEBELAMAR  -ELEEEGTERLE2HWNGEH > WEHEFR o "E
ABEfR ASA r2 Z A EAE A ONTAP 2482 ERVZRE" © 1F Trident BIR4ARAEH » [MEFIETE
R4 ASA 12 o BIT3ERE “ontap-san {E% “storageDriverName & » Trident & B&{&8)
ASA 2 S ELfth ONTAP R4t o I FRFIR » FRERIRERSERERI ASAr2 R4t o

=F ASA 2 Z#RESIE “ontap-san EBENFZTX (f£F iSCSI ~ NVMe/TCP 1 FC ) ©
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¢ 26.06 hrZsBRYA > ERTLAERFE ONTAP M E » LAE ONTAP ¥ Volume BEIES4E o

BIREITIOE N E" BT RMEF o
2R TRNUT AR ImrHRRETE

H2E "FH ONTAP

2¥ sREA HER

version R4 A 1

storageDrive fEFRERIIZNAIRNE o BIUBEIAER - EEFEH ontap-san H ontap-san-
rName b2 8 » HERIFEL economy

backendName BE]ABHFH#FERN EESNFEZNHE + "_" + dataLIF
managementLI E&EIH SVM BIE LIF B9 IP i3l o "10.0.0.1", "[2001:1234:abcd::fefe]"
F

ALUEETEREMNBME (FQDN) -

YR Trident ZEF IPv6 HEARZERY > BIRTUARES
{58 IPv6 il o IPv6 it %BRAIEEES » ALl

[28e8:d9fb:a825:b7bf:69a8:d02£f: 9e7b:355
5] °

YNEEMmAE MetroCluster )4 ~ 55280 MetroCluster &3

B o
MREA T vsadmin | 3958 ~
‘managementLIF B #4782 SVM BIE3

5 78 WNRER T admin 1 5358 »
‘managementLIF B 4B £
o
dataLIF 1%AE LIF 89 IP fidit  4NR Trident 2 IPv6 E12% B SVM &Y
28 > BRI LGRE AR IPv6 fizdt o IPv6 {iiibA 8
FiESRER > Fu

[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 o *E 52 iISCSI > FBFMIEEUEBE © *Trident &
F"ONTAP Selective LUN Map"5REIREB S REE:
FREERY iSCSI LIF o Y18 “datalIF BAFEE S T LE 28 »
BEEAEZE o *515) MetroCluster > EEBRIERE o *
23 MetroCluster &35 o

svm EFRNEFEREES *MetroCluster BRIM  *352F WRIEE T managementLIF SVM
MetroCluster &35 o s BSTAE
useCHAP fEF CHAP ¥t ONTAP SAN BEEIFETUAY iISCSI #1788 false

5 [fAMME] © FRES “true' BF  Trident 1% E@ CHAP
RELRERIHDISE SVM MTERERE - INHHME
i o AR "EEER ONTAP SAN EESIEECE %
" o A3Z#E FCP 8 NVMe/TCP ©

chapInitiato CHAP EiEh28ZHE ° 1R "useCHAP=true BI&IEIE ™
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labels EBEERAMEEERNER JSON BRIZHRE "
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#

chapTargetIn
itiatorSecre
t
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chapTargetUs
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clientCertif
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clientPrivat
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trustedCACer
tificate

username

password

svm

storagePrefi
x

aggregate

=BA FE%
CHAP B1ZEiEN2335hE o YN “useCHAP=true BjZ% ™
1HIER

AILEHELTE o MR "useCHAP=true B A EIER ™
B2 ERELTE o 1R 'useCHAP=true Bl AMETEE ™

F P in/REER Base64 4RIE(E o AR/REEERE

ARG EIRA Base64 fRESE - ANERERRE

Z{SE CAJR:EH) Base64 4REFME © M - ANEER ™
Basg o

E1 ONTAP REBAFIFHNERE R - ARERRSE ™
KB 15 85 - BRE Active Directory &% > 35288 "(&
FA Active Directory /Rs&¥1& i SVM 1T Trident 2
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g °©

£ ONTAP ZEEAFIRZEN - ARERRENSH ™
E%:% o HRE Active Directory E8:% > ;520 "# 4
Active Directory /Rs& ¥ &R SVM 1T Trident B2EE" o

EFANREERRS WNERIEE T managementLIF SVM

» BT

7£ SVM H&#1 Volume #EITERECERFTERAMNAIE trident
3 o ZBEIAEN c BEEFHILZE  BEEREIHN
Bz o

BRERENZR (A1 ; MRRE > AInEEK "
4 SVM) o ¥4 “ontap-nas-flexgroup EBENFER, » It
EETEH AR 2R o UNRKIGK » BRI AERERIR B/
SHRERAE FlexGroup Volume ©

& SVM YA ERIET » Trident €5
BERs SVM M EH 0 EEEHEE
Trident 28 o MNRIKETE Trident A
BRETHEN=LERKERAE Volume
B » W B Z AW BRI SVM B
Y > BITEERE SVM =42HART > Trident
R E IRHEE A BPEIREE o IEAZEIG %
BHEEE A SVM RIFENELE > i
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FRN# ASA r2 RIRIERE o
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“true°
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=R EH

HE#T Volume BYSEARIFEIZZRELLE ONTAP [fRM{E] ©
Z ONTAP 9.19.1 SR E#HRZA > H useREST RES

“true © FEEHL "aggregate #HEFEH ©

H2B "EH ONTAP BIRETIIENE" UBREEX

A

6

false

MRERAREBBILEDLL - AIEERK - MREEA " FERFEEIHIT)

2 Amazon FSx for NetApp ONTAP #if » 5706 E

limitAggregateUsage © Ry fsxadmin'#l

‘vsadmin' A EL & {EMA Trident 12 Aggregate fER1E
S NNABRBIFFEEHIHERR © 55717 ASA r2 R4RIETE ©

NRFRAVHRRE A/ NEBUILE > BIFCERR 5 -

T ERHFIHEIER LUN BiR&K/NER ©
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A
R REREHFARRVREETEAR o B0 ~ {"api"false,

"method":true} FRIFISIETEEITRE 2B AR TR 5409

SCERMEED ~ BRIGEER o
W28 > FEFNMER ONTAP REST API ©

"useREST ERES “true BF> Trident
f£F ONTAP REST API

BlgInE ; BRES false®

Bf > Trident fEF ONTAPI (

zAPT) MEDYEABIRIEE o LEINSERE onTAP
9.11.1 ZREHARZA o tEsh > EEHY onTAP
EABBYWERR

‘ontapi FEAENMFEUER - FALEEDN
‘vsadmin M “cluster-

admin ABIMELEEX c £ Trident
24.06 HRZASFN ONTAP 9.15.1
HNEShRASFIE ° “useREST FERRERES
“true' ; BEMA oNTAPT (

ZAPI) PROY > 554% “useREST EFEA

“false  °

useREST Se2RTE NVMe/TCP 124 o

NVMe {£371& ONTAP RESTAPI » |

ot % 1& ONTAPI (ZAPI) o

?H%?‘EE B —#%% true (GEAI ASA 2 241

null

true A ONTAP 9.15.1 k&S
HrZs » &8l false ©
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sanType BERE iscsi BAR ISCSI » nvme WAR iscsi WIRAZ
NVMe/TCP 8% fcp R SCSI over Fibre Channel
(FC) -
formatOption {#F ‘formatOptions' % ‘mkfs e8 SIEESTIZH
s L2 BESRBRIE Volume BREHR - S0 :ETIRE

B oOMREFEIE Volume ° :BREEISER
formatOptions £ mkfs A<M » BEFREZEE
PR1E o 4N : "-E nodiscard"

S E(ER iSCSI F#i1#ER ~ontap-san™#l “ontap-
san-economy SEEIFER o *IlESh - (R iISCSI H
NVMe/TCP fEEtHERs > th321% ASAr2 R4

limitVolumeP fE ontap-san-economy &im{ER LUN BFE[iAKMIRK " (FEERAS&HIFIT)
oolSize FlexVol K7Jx o

denyNewVolum PR ontap-san-economy & imiEII#TAY FlexVol HEhtE

ePools EUBEEZH LUN ° (£FRTESEER Flexvols Kz
Ay PV o

£/ formatOptions HJ#E:%
Trident EEIRAU T EERIEREEER -

* E nodiscard (ext3, extd): 7EH1T mkfs EABEREZENER (EELLENFR / BUREREL
DEEREHEREEH) o INEERRTERMEA [ -K | B8 « B extd Fl extd MERS -

* K (xfs): #11T mkfs FAREEAEZFTENEIR o ILETEBRAR xfs 1ERA4 ©
f£F Active Directory /&5 %1121 SVM 1T Trident 5858
IRAILAERTE Trident {1 Active Directory (AD ) ZFE¥ & IR SVM #175855 © 7£ AD IRE A LUTFEX SVM Z
Al ~ AR TE AD AIIEFIEEEE R SVM NFEHERR - EEFR AD IRPETREEIE « AR
3B o WNFEFME > 552E0 "7 ONTAP FREEE Active Directory 48ig3Z 6 2377 EY" o

TR
1. Af%&l% SVM sREAINZIBAL (Domain Name System » DNS) R :

vserver services dns create -vserver <svm_name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. $11T 564 ~ 7E Active Directory 17 SVM T BSIRS :

vserver active-directory create -vserver DataSVM -account-name ADSERVERI1
-domain demo.netapp.com

3. fERILEr LRI AD fERE BHEREIELES SVM

security login create -vserver <svm name> -user-or-group-name
<ad user or group> -application <application> -authentication-method domain
-role vsadmin
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4. 1F Trident BIRABRERER > #& username M password 2D HIRES AD EHAE T EHAHLTEF S o

HihR & Ao B YR i RE R TR

WA AR defaults ECERRDHRVE EEIRRIEFITARACE - HIA0 -

W

#

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

luksEncrypti
on

tieringPolic
y

nameTemplate

Volume EC& &34

=R EH
LUN B9ZERE 2 S

TRRZEER ; Tnonel (FER) =X T volume 1 (
S5CEE) o $1¥ ASA 12 R24EE% 74 none ©

EERARREERE] - $1¥ ASA r2 2458 E 4 none ©

BEAEIHEIEEISK QoS KIgEHE - SERELR

/& iR R] 1583 qosPolicy I§ adaptiveQosPolicy 2z
— o ¥&HC Trident £/ QoS REGEHAATEZE ONTAP 9.8

EARA o EEZFERIEHZM QoS RELEHHE » 1

BRZRBREHEEBERAESAERE - £EM QoS &

BREHAAZRFIPRFIFAE TIFREHMNETHE LR -

AEIEIREIEKI EERE QoS RAIEAE - AEE
EEEIRM / BiHEEE qosPolicy 3%
adaptiveQosPolicy iz —

ARIRFARBMIRE B I LL © 55707 ASA r2 Rifits
E o

BRI R FE R H IR E

7E%f Volume _EEYFE NetApp Volume Encryption
(NVE) ; F85%% false o WAZBTEEE FEVS NVE 1
B » 7 BEfEFRILEEETE - NSRBI E A NAE » Al
£ Trident FERECERYE Volume EZERA NAE ©
BB > F2E  "Trident B NVE #1 NAE BYE
ERT" o

EFE LUKS 1N%5 o 3528 "&£ Linux Unified Key
Setup (LUKS) "o

DERBRGER 1 55704 ASAr2 RIFISTE ©

RS BETHARR & R BAYEEZ o

WUTRE&HTERENEHA :

version: 1

storageDriverName:

managementLIF:
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ontap-san
10.0.0.1

s 2R TEAYERREES) -

=
HoxX

"true" YNRIETE ~ sAETH ASAr2 %
M TES true ©

"none"

"none"

& “snapshotPolicy'% none >
A% Toy > B[AIA T

"false"

"false" MIRISTE - sAEH ¥ ASA r2
RN TES true ©

" ERTES false A ASA T2 %
4 o
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svim: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

R ERLE ontap-san EBENFZTNEIZAIFAA Volume » Trident EZEIMENN 10% HIBFEZE FlexVol

» A4 LUN RAEER] o LUN WEIRRCE X/NAFERETE PVC PEKRMANTEZ—E o Trident
B EBIMENN 10% = FlexVol (£ ONTAP FREETRARBA/N) o FRERENESMEXRNTRES

= o WEEMAFSIE LUN EaAEBARTEFER 2 BIEAMEERRE o IWEERERR ontap-san-

economy °

IR ERER T snapshotReserve Y& LH > Trident ZRIB FH AR s EMIEEAIA/

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident £ FlexVol ZE5MENNEY 10% » MARHN LUN JTER} o 1L snapshotReserve =5% > B PVC 55
K =5GiB » #8HEEA/NS 5.79 GiB » RIAAA/NA 5.5 GiB ° “volume show' fn< FERE T~ B I SR FIERLIAVAE R

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

BAl > AR NERSE R AN RAMIRENME—T5% -

B/ VERREE I

UTEARTTBARE » HRAZSHSHERETERE - EREHERINRMENTT X -
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AR ITIE NetApp ONTAP LR Amazon FSx for NetApp ONTAP 12FZ Trident > NetApp 2%

2 | |F 5% DNS RAETIE IP firkt o

V¥ ONTAP SAN #ifj
E=fFH ontap-san BEREMENHEANEE

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

¥ MetroCluster &5

TR RER « LUBSRE "SVM 25 EER" HRETUIRMRR FHEMRIREE

A7 BIREAYNIAMNEER > AH managementLIF 5 SVM WM& BE svm 28 o 40

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

V¥ ONTAP SAN £z &4

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>

v B REERIBREE 15

EEEREAREEHFIP clientCertificate © clientPrivateKey #l trustedCACertificate €3

B MNRFERZEERN CA) ZIEA backend. json B2 M3 BERB B P IH&RE -
7HE5 MY base64 4RIE(E ©
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version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIJwYXB...ICMgd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

Vv %[5 CHAP &3/
S FIIEN T —E% T > Wii§ useCHAP 584 “true ©

ONTAP SAN CHAP &5

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP &5

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz



chapTargetUsername:
chapUsername: uh2aNCLSd6cNwxyz
username:

password:

v 1R ES
LEEEHIRRA ONTAP FERE » LUE ONTAP 23 Volume BEiESEAE o

7 o MR

¥ NVMe/TCP &5

version:

backendName :
managementLIF:

svm:

username:
password:
useBalancedPlacement:

1T/ ONTAP B IR A ERE —BZ1E NVMe B9 SVM © 52 NVMe/TCP By A&
version: 1
backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1
SVm: sSvm_nvme
username: vsadmin

vsadmin

1JF4heBRTOTCwxyz

<password>

sFAAE

1

storageDriverName:

m2H

svm_iscsi

vsadmin

“{$EH ONTAP BimETHEHE"

ontap-san

san-balanced-placement
10.

0.0.1

<password>

true

password: password

sanType:
useREST:

nvme

true

V¥ SCSl over FC (FCP) %WJ
ZH9 ONTAP &l

66

version:

backendName :
storageDriverName:

managementLIF: 10.
svm: svm_fc
username: vsadmin

1

// ={=174

E—EZ#& FC B SVM ° 52 FC BRI

fcp-backend

ontap-san
0.0.1

THREEE ONTAP 9.19.1 S EHHR

‘a?s

ok
mAHRE o



password: password
sanType: fcp
useREST: true

Vv {#F nameTemplate FY1&im4HAS S5

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.Volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

Vv formatOptions ontap-san-economy EEENFE &5

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:

formatOptions: —-E nodiscard

BAERERNNR RS

EELHFBILERIET » FTAREAMNERE T ERTERE » B spaceReserve’ % none »
“spaceAllocation’ % false 1 “encryption'# false o ERE RMERFEERPEE °

Trident £ T&EE) HAIPRERERE o B8 E7E FlexVol volume _E © Trident 7EEC & R E#7 E JRoth _E AP

zﬁﬁ RERNIRFEFHURE - AT HFEER > RFEESIUASEERERNEREE A LIERBREFEED
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EELEEft - PORHEFEEFRMRTE T HCH spaceReserve » spaceAllocation #l encryption B M
BAFEERNAEBR T TERE

¥ ONTAP SAN #ifj

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us east la
defaults:
spaceAllocation: "true"
encryption: "true"
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

gosPolicy: premium
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east lc
defaults:
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spaceAllocation: "true"
encryption: "false"

V¥ ONTAP SAN £&575 &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:



department: legal
creditpoints: "5000"
zone: us_ east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ NVMe/TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"
encryption: "false"

& inEfEE StorageClasses

LUF StorageClass &2 MR [EA EEE RAMAEIREH) o FF parameters.selector ML » @
StorageClass & &1 HiLE E T E R A A EEE Volume © Volume IRIEEBFFRERES NPT ESHEB o

* The protection-gold StorageClass M:59%] ontap-san BIFHNE—EEREFAN - EEM—IRHtES
RIRENEIRAM o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"
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* The protection-not-gold StorageClass BESYZE “ontap-san' #BipH IS —ME = EERE Rt c EL2

ME—IR B RLSNE REERBIE M o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* The app-mysqldb StorageClass B:412| “ontap-san-economy &imH I E = BB EEFE Rt - EE2H—

—{E7% mysqldb HE AR REFFERNERNHEFEER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass #fEE ontap-san #BimAYZE —EEHE

Bt - ERME—IRHEIRHKREN 20000 SARIER ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io

parameters:

selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass 73 BI¥F& “ontap-san &im A 58 = (B E#EE R/t #0 “ontap-san-
economy BiIFHHFEOEEREFEAN - REEMEEFEAEREME 5000 creditpoints ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
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provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"

fsType: "ext4d"

* StorageClass my-test-app-sc BYE] “testarp ERBIEXHBIEREIFM ontap-san » WHEE
sanType: nvme ° EelE—E{ testApp IE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc

provisioner: csi.trident.netapp.io

parameters:

selector: "app=testApp"
fsType: "ext4d"

Trident JRE BHEMMEERE R - WHEFRTSHESRX

ONTAP NAS EEFHFE
ONTAP NAS EE&1f2 T\ttt

T #RU{E{E A ONTAP #1 Cloud Volumes ONTAP NAS EEENFETERE ONTAP &1 o
ONTAP NAS EEShi2 (s 4mE 1l

Trident 32T NAS #775E172, « At ONTAP ZEFE - XEMNFEER 81F | ReadWriteOnce
(RWO) -~ ReadOnlyMany (ROX) -~ ReadWriteMany (RWX) -~ ReadWriteOncePod (RWOP) o

EREhiE BtE ~ volumeMod IEMIZEUET TIEMIER RS
e
ontap-nas NFS SMB  HEZEZR# RWO » ROX » RWX + ™ nfs, smb
RWOP
ontap-nas-economy NFS SMB ERERS RWO ~ ROX ~ RWX ~ ™ nfs, smb
RWOP
ontap-nas-flexgroup NFSSMB  {E#ZRA4 RWO » ROX » RWX + ™ nfs, smb

RWOP

s EETEHIT A E FERREE ST IER ONTAP Volume [EH|"BF » A fEH ontap-san-

economy °

I

==}
[=]

 EETERRFA MR FERAREEN "2 EH ONTAP Volume fRH|" B#A# A ontap-san-
economy BEENFENEF » A{FH ontap-nas-economy °©
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* MRETEA T EE R 7E - KHEEIITENE > 55708 H ontap-nas-economy °

* NetApp B& ontap-san Jb » REERTEFRA ONTAP ERENFZ A EA Flexvol BENERINGE © 1F
AEEBRHZE > Trident ZIRFRARIBTAR » WABFEMIBRE Flexvol BFR& o

fERAEER

Trident EELL ONTAP ¢ SVM BIEE B 2#17 » BEFEA "admin' REFERAED vsadmin'SVM ERE » 3fF
BAEEHEEABELEARARNFERSE -

15 Amazon FSx for NetApp ONTAP ZFE - Trident EELL ONTAP 5 SVM BIEE 50T > FREE
“fsxadmin' FEH&E T "vsadmin'SVM % > iFEHAEEHERACELBARRNFERZE o fsxadmin FHEEE
SEEFRENEREATR

YR limitAggregateUsage' 28 » AIEEHREEIES R © #§ Amazon FSx for NetApp
3 ONTAP £ Trident 2B > limitAggregateUsage' 282 vsadmin 1 ‘fsxadmin {ERAE IR
BEARER - RIEEL2E - ARRIEEFRE -

HEPAR]IATE ONTAP I E BRI A B Trident BBENEINER » ERFITEREHRM - KSHGHRRAR
Trident R EPLAUZAINGY API > B API BEE S > SERARBFHRBESH HE -

A (55 F ONTAP NAS EEENE R E R I

T f2{EF ONTAP NAS EBEFENECE ONTAP BIHRIESK « Eaz5is1af5E HRE] o 7%
25.10 HRZ<BH4E > NetApp Trident Z3B"NetApp AFX H#1F 244" o NetApp AFX fFEfF R4t
H1th ONTAP 4t (ASA ~ AFF 1 FAS) 7EREEFENEES X LBFIAME o 1 Trident &
InAAREHR ~ BEBIEE R MAA AFX o BITUERE “ontap-nas'{E% “storageDriverName’

B ~ Trident & BHE{HAI AFX R4

= AFX R#R1ESIE ontap-nas BRENETN ((FF NFS HBE) ; A& SMB 37E ©

* HAFRA ONTAP &if » Trident EXRZE /Mg —1@E Aggregate 15k SVM o

s R UITZERRENTET - MR IIERAEP—E S —ERSZEXH#FLER] o HId > eI UREER
ontap-nas ERENFEILAY Gold $8RFEMA ontap-nas-economy EREIFZTLAY Bronze 87 ©

* FiA Kubernetes T{FENELER A BLEFEM NFS TH o INTFMEN > 520 58" o
* Trident (£ £ & ZI7E Windows 525 EH1THY Pod B SMB HAIE®E o INEF4ANET > (A0 EELE
SMB Volume °
BG5S ONTAP &
Trident I2{EMTE ONTAP B iHEREIET o
o HpVEE | BN EEY ONTAP BinER BSIAVEIR - ERFRREATCEZE2EAA TGRS > §)
Ul admin 8 “vsadmin > MUFE{REL ONTAP IRAESHIEAHEEME ©
o BHVESS | HERERTRIERERSS > LUE Trident B1 ONTAP E£&EF: - GERBBRT » BTSN A
BEERIREE « RUKRSZEE CAKE (WRFEA » #:&) B Base64 4RIGE o
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CRIUEMRA R > LU %E\E’J\Eﬁﬂgﬁ\ BIENTEZEBE - BR > —RAXE—EEELE - BEUNHRE
RS » EOARRIRERPRIFREL X -

&= HD%UE.:KHE#BE{ REMRE » BIRIREIIRERMN > WHIRHER » RmERERRM T ZE
= B3 0% ©

T

R REN IR RERE

Trident &2 SVM $E[E / EEHLEREIERREZSEHE ONTAP BinE:R - EREAREFRLERNAE > HIUN

admin 3 ‘vsadmin ° & A FEMREIRIE ONTAP FRAERIES, AARKIRASATSEG ARME Trident AR A AR
INEE APl © BESART AR B2 2B AR B G HE Trident 15F R, B ERESHEM ©

& i E ZE A0 TR -

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"

AR BinEREW— M%@S‘(—?—ﬂﬁ%ﬁ?—;&ﬁﬁﬂﬂ’ﬁiﬂﬁ o BIRIHZIE > FRAERTE / EIEE A Base6d
4RES > WiEFES Kubernetes #% o BII/EHMEIREM —FEMERZERNT R - ALt > E2EREESEHIT
BIEZE > B Kubernetes/ (fZEIEEHMIT ©
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BUFRER BB ERE
HEMIBARIRE P AER/EEE ONTAP &R c BIRERFTE=_ESH -

* clientCertificate : F§ P im/&:50) Base64 4REE(H ©
* clientPrivateKey: BIEFAZE £&HY Base64 #RIEG(E ©
* trustedCACertificate : Z{51E CA /R:EH Base64 4RIS{E o tNRFAZE1EEY CA » AIABIREIEZRE - 10
RARFEHZEEDN CA > BIAUZERIE2 % o
HANTEREERIEUTTSR -

1. EXZRIERBENESHE c B4R > ¥ Common Name (CN) :BREAEEITEEEN ONTAP EHE -

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BIS1ER) CA JBREEIMIEE ONTAP BE © HFEIEEFAEELRIBILIEE - MRKEAEER CA » BR
B o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7£ ONTAP #& Rt AR /&ENEE CREPE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. FE5E ONTAP 22 F AHBZIE cert BREHE ©

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. fERELMERS AR ERE o i <ONTAP Management LIF> 1 <vserver name> i1 Management LIF IP
M SVM 4418 o i BhE(R LIF BIARFERRIE 84 default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
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LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {#F Base64 ¥/&:E - BT EEM CA RTEITRE o

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERA E—PEGHERILRN

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

fom - fomm e e
fomm - fomm - +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

fomm - Fom o o -
fom - e +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

fom - Fomm o
e it fomm - +

EEREE 7 A SRR B

TR AEFIRA R ERA TR S (0575 AR R /EE o ILIRFEMAR | ERERAERRE | BB R
AIUEMAEREE ; FRGENRFEIUERSENERAERM / BENREE - Bt CUABIRRARN
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BPERETANIEMBR D ERE S L - AREAESPIRSHEIEMEE backend.json 1EZFRAIT

tridentctl update backend°

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

o fmm e —— e ettt
- e it +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

F——— o e
+——— o +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o e — e ettt
- e +

ERINEIEET » AFEIESWMAKEN ONTAP LERENERN - 2% » BRIRFERETERN - R
3 ek AIUSZRERENESERE - RinMREEMUERNES » ZRENARE ONTAP &

EPMIPRESES -

BHRIFEAGREN B2 THIRENFE - AR EZREIUNMEIREER - RinERMBIIZRT Trident AT

£1 ONTAP & 81l BRI R RAVBERRE (F3E ©

# Trident I H:] ONTAP & &

TR —(ERAREERE ONTAP £2EAE > EREMT LR ONTAP EESABIE Trident RHITIR

1 o BIGTE Trident BISARRE S EAERTER - Trident BEAIEIA ONTAP EREAGERRITIRME o
YNFRERIL Trident HETABEISHMEN - A2 "Trident HEJABELL"
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{§5F3 ONTAP CLI
1. EEUTHSELHAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager F#{T 588 :

1. B E:TAR
a HEAREBRZIBTASR > :5EE Cluster > Settings °

(3) BEETE SVM BRI BTAE - 55%EE Storage > Storage VMs > required SVM>
Settings > Users and Roles °

b. 232 Users and Roles Z2HETHEEITR (—) o
C. 7£ Roles Ti&E#E +Add °
d. EEMAERA] > SABEIE Save ©
2. BAELES Trident fEAZ&  + 7 Users and Roles B _E#{T AT !
a. 7f Users THEE Add ElR +©
b. BHEFRIIERE TS » ARE Role THINEEREEZARE o
C. #—T Save °

MEEZEN - F2HRTIER !

* "EIEIZ ONTAP TS B "EBEITAE"
 ERAEAERE

EIE NFS EHERE
Trident £/ NFS Bt R Al ZRIZ ¥ EFrBCE 2 HAERE RY7FEN

Trident 7EERIEE H R B R M ARIEIS !
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* Trident AIUBIREEIREH RIS ; EERIERT » FAFEESIEE CIDR BIf%)3R » FLE CIDR EIRKR A
B9 IP i3k o Trident 27E M BB E A LEEHBEARBEREIR 1P (AFIE EEH KR - & » IRERE
}5%E CIDR > RIS & 2SI M EN RS IR EIRVFRAE 210 (E I EERE IP (I3 HY 2 0 B 5RBK o

* REFEESRTURIENRRY FEFIERA o BRIFHERPISE RNERNELRRRTE « TR Trident &1
FAfERMEHRE -

B EIRE HREY

Trident $2{ft 7 BIREEIE ONTAP RimtE L RAIBIINEE - EEFHEFEESANATIFER IP 5E AT
6 > MEFFHEZRAMRL - EXABIETEHRINERE ; HELRRNEITBEREREE=ELETTF
B8 o IS - BEAPNREREEENTFIRFITEHEWERER P tEisE SENN TR L > #

M ERIFANBEEERE o

EFABNAREE IR AT > SR/DfEFR AT (NAT) © BUAB NAT & » [#FEHISRERRERH
=t NAT fiilt > MAZERDY IP AL - FE > NREEHRIPHRAZNTEIE » BIGEER

Y o
Ll
WA FAMTEARRSIEIE - T 2R IR E R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

fEFILETNRERT » WZBEHE(R SVM HRVRIZ SR E TR EYHRE » BHZRAIE S 257R1E: CIDR
5 EIRELRE (FIUNFERELRRA) o AFEAENE NetApp BENREBREMUE » A Trident B
A SVM °

BUTF LA B BB 26 ~ SREAILEIhAER TFRIE

* autoExportPolicy BEES true ° &E3/n Trident BAFRILEIRA svml SVM LB S EMIEEZ
T—EEHREE » W{FA autoexportCIDRs filltl&BERIEFRAIBVFTIEFIMIPR o EHAIREERZEEEZ 7]
» TR & R — ARV EE L RS - AR B ERAIZKE I B2 E B R IRENTEZR - EHEE M
ZIEREAEE > Trident I —{EBK/E gtree FARIELRER > 5% qtree B2 3 157E CIDR BIRABVERRL IP fiL
At o BLE IP (U EANAZIAR FlexVol HihRE 6 FAYEE H SRE& A o
o fBIyn -

* &% UUID 403b5326-8482-40db-96d0-d83fb3f4daec
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autoExportPolicy BRES true
" #BFATER trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* 7% trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c MY gtree B 2447 “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol I EL R « BE%A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By gtree EIZEH/RR] » M7E SVM EFEIL
$%5 “trident_empty FYZE B EEHIRRY o FlexVol EEHRAIAVIRAIKZ qtree EEHRBIRFrEEMRA]
HIEBEE o RMIMNAVHIRER ERERERELRA o

* autoExportCIDRs BIEMNMRTIR o ILFERAPIEFEL » FAR(EA ['0.0.0.0/0", "::/0"] » YIRKERR
» Trident FHTIE7EE B MEHS M TIEERRE LI EIRVFRA 2RI BB -

EAPIF > BT 192.168.0.0/24 {UHILZTEMR » BRTRMUMLILAAEEAN BB A MY Kubernetes Bif: IP
RIS E Trident ZIZHIELRA o & Trident sEMEAITFRIERVENRERT - SRABGXEIRLAY IP ik > MR
autoExportCIDRs FHRMAVIN @ IREITIRE o 1E3MHET - &5 IP & > Trident A H B MHERERBVAR
I IP 3237 BEHRBIRAY o

BT BIRE o [ErIAEHHE autoExportPolicy # “autoExportCIDRs ° f&RILLA BT IEMEIRMIINHT
#J CIDR ZfHIFRIZERY CIDR ° ik CIDR Ffsgisw/) vy » UERIRAES A ZHE o St LEEEERRIR
autoExportPolicy > M[EIREIFENEIAEHRA - SEEERIFHEPERTE exportPolicy 2 o

Trident B S EHEIRE « o] LUFEA tridentctl HEER tridentbackend CRD HKig&EE -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EEERRTEIRET « Trident SR EFIAELIRA « UBIMREZERAENEFIGRA - BT EERIFAIELR
AIFRRSERILERRS IP ~ Trident AJRILEE RS - FRIFREFRIFEIRSEGERLL IP -

80



R ARITZEIEMIBIR » 8 tridentctl update backend BB AIFE(R Trident BENEIREHRE) - EEEE
BRI MERELRE) > 9BILEBIFR UUID 1 gtree &iEd% o Bin LML E EEE SHHEEE - &
BB IEL R o

fEREA BB EIRE LR R IR M FRENEZIIAIELRR] - MRBMETZE > AIgRH

B g IR ER o

MRIEFEHITHRIENEEAY IP AIULEFH - SN BEFEENZEEE LA Trident pod o Trident B @ EHMEEIEN
BIRELRE] » LU BRI IP I3 o
#EEFZE SMB Volume

THINZEH > BNRIfER ontap-nas BBEIENECE SMB Volume ©

T ZBTE SVM ERIBFEE NFS #1 SMB/CIFS BRRE » 7864 ONTAP AEFEpBRERET
= ontap-nas-economy SMB Volume ° HREZEHPE—BAHE > #EE SMB Volume EiL
N

g

Eid autoExportPolicy Az SMB HIRE o

ez Al
ZECE SMB HARRE 2 AT ~ A BEHUUTIRM ©

* Kubernetes &= 85 —1@ Linux #ZHI23E2EF = /D —{E#1T Windows Server 2022 89 Windows T {E&f
Bt o Trident 232 #EH# &2 7E Windows HiZ4_E#11THY Pod BY SMB HARER o

* EOEEEEFEH Active Directory RsEHY Trident &8 - EEL£18 smbcreds !

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* CSI Proxy s&E 4 Windows RS c BERIE csi-proxy > A2 "GitHub : CSI Proxy"s%"GitHub : R
Windows HJ CS| Proxy"ABEFZTE Windows L #1THY Kubernetes &2} o

1. HHLAERERE ONTAP ~ IERTLUEEM R SMB A& ~ 3¢ Trident AIAREE T —(E o

Eed Amazon FSx for ONTAP £E SMB & -

ITAIBBmEA NEIL SMB B | A "Microsoft Management Console" BRI R AR EIEE
TCEfEF ONTAP CLI o HZEfER ONTAP CLI }#37 SMB £ :

a. MBALE - FEIHAERBERRISHERE -

IlE “vserver cifs share create’ 15< Z R EEEII L ARFES -path RIBIEE R - NRISEBRERE
£ > ISR SITHRER ©

b. 3237 B57F SVM #EREHEAY SMB HFH -
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. HESBHABET :

vserver cifs share show -share-name share name

5t HIEE2R "B SMB HARE" ©

2. By BmE > WARRBEUTARABRUIERE SMB HHEE - BRIFFAE FSx for ONTAP & im:=% E5EIE » ;526
"FSx for ONTAP 5% EZEIEFIEH"

N

4 s5LPAA eyl

smbShare R LIS E LT EIE 2 — | {# A Microsoft smb-share
Management Console @ ONTAP CLI 37 SMB
HALTE ; AFF Trident #3Z SMB HEMNETE ; o
% TR AR 2 E B L EH IR EN AR EAE
HY o IR AEPEFE ONTAP » LB A EARATER - ¥
 Amazon FSx for ONTAP &l » It ANEIR
BEBEFREAZER

nasType * WAJBEZ Ay smb o *YIRA null > BIFEERA nfs © smb
securityStyle HHEIREMNZ 2R o Y SMB & » B E ntfs B mixed BAR
Z ntfs 3 “mixed ° SMB iR &

unixPermissions T ERET - SMB HiEE N BRETEH o "

EYFEZ 21 SMB

it 25.06 hRZSBEY4 > NetApp Trident 2 3EfEF “ontap-nas'# “ontap-nas-economy % imiE 7Y SMB it &M%
EMERLE - BMA%Z%E SMB % » eI LUEAFEEUERIBE (ACL) 7 Active Directory (AD) fEFREMEA
EFHARME SMB HANZEFEUER ©
ERRENER

* RZIEFE A “ontap-nas-economy HEEHEE o

* ontap-nas-economy MM EET IEHBEEZ o

* WIREAT Z% SMB » Trident 4 ZBR B IHIEEIAY SMB £ o

* BB PVC 51% ~ IR BIR RN S EH SMB A ACL ©
* #5 PVC SEHPIEEM SMB HA ACL #HBFH IR PVC HRY ACL o
* BIFZ & SMB B > sERERIZHB MBI AD FAE - BUERERAGHMAZIACLH ©

* MBLEBIE  FHAFAERIA PVC thsE—{8 AD ERERETRIER » BIEREIEFS | PVC - (178
B> AR

* Z% SMB & ‘ontap-nas st EMIREEA » BREANIFTEHIEEEA
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HER
1. 8B7£ TridentBackendConfig F$§%E adAdminUser > 81 FAIFFT

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svmO
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

2. TP BRI -

## trident.netapp.io/smbShareAdUser HEHTIE EEFEER > UBAZZE SMB MAEXK o AsF
f# trident .netapp.io/smbShareAdUser IEEMFEAEERE smbcreds BigPIsEERELEE
[E o &R A% smbShareAdUserPermission #EE FFIHEHA—IE | full control ™ change B read°
TERIERS full controle

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. 37 PVC o

LUF &L PVC :
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS =% EE=IEM &5

7E Trident ZZEEFREITHI(ER ONTAP NAS BEEIFET o AREMRE B InAHREE R » LUk

InBREYE StorageClasses FYFAMES T o it 25.10 kRZsFA%A » NetApp Trident 238 "NetApp
AFX FE1F 247" © NetApp AFX R RATEE tERT ONTAP RYZR4R (ASA « AFF # FAS)

EREFENEELEMAR -

= {28 ontap-nas BEFFETN ((FF NFS #%7E) FAHY NetApp AFX 4% ; A& SMB t#7E °

R imAHRSETR

7E Trident BimZAAEF ~ MAEEIEE R4 NetApp AFX HFE R o B183EEY "ontap-nas 1E4
“storageDriverName B ~ Trident & BEMEAI AFX fEFR A © SN RIRERSENERR AFX [#FRAR ©

it 26.06 hRZSBEYA > EETLAERF ONTAP ¥ E » LUE ONTAP % Volume 2548 - ONTAP 9.19.1 &
%Hﬁz!stﬁ’g AFX HFERSGEEEURYEREINGE - A2/ "FF ONTAP BlRETHE R E" LIBEARSERFNEE

TRETRIREREER !

2% A8 8%
version YRERA 1
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storageDrive
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backendName

managementLI
F

dataLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

=RER
HIFREREERNRTE o

BURRAEN  AERBMUILSH > HRRIWIIE
uﬁﬁ o

1 NetApp AFX &%t > £%1E
ontap-nas °

=

ERIES IR I

=5 SVM BI2 LIF B9 IP iriit » eI LUEE 8481
2% (FQDN) o ¥N2R Trident 2{FEF IPv6 FEIZZ 4R
> BB AR EAER IPv6 fiztit o IPv6 (it % BRAIE
SEER » BN
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
] o WNEEAE MetroCluster YJi ~ 55288 MetroCluster
#if o

#E LIF BY IP itk o NetApp B%$5E dataLIF o {ll
BoR12H > Trident 1€ SVM B4 dataLIF o #REILLEE
E—E=2REMANZTE (FQDN) AN NFS #E1E
¥ > WMEILERE DNS U 2@ datallF ZETE
TG o WARERBTLUEE - ;A2 o MR Trident
={EF IPv6 FEZEZEERY » AR R E AR IPV6 (i
ik o IPv6 b AER S IEIRESR » Bl
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
] o *#$5% MetroCluster > FERIRILZRE - *:552H
MetroCluster &35 o

E(FEFANEEERES “MetroCluster BRI o *:52F
MetroCluster &3 o

R EEhtE R AL ER [(FRE] © 8
“autoExportPolicy’ #1 “autoExportCIDRs 18 » Trident
AU EHEIEELREA -

B “autoExportPolicy R EfiE Kubernetes Bk
IP 89 CIDR jBE ° {3 "autoExportPolicy #l
“autoExportCIDRs #5818 » Trident AT BB EIREEH R

Bl
EERANHBKRENES JSON RIREE

P in/REEH) Base64 #RbE{E o AM/SREERS
AR IGTAREEIRAY Baseb4 MRIGE o AN/REIERE

R{Z1E CA /R:ERY Baseb4 RIGE  BEMA o AI/ERE
BusE

FRRERERE / SVM NERERTE - ARERREN
ER% o AR Active Directory E&:% ~ 55201 "FH
Active Directory /Rs& ¥ &k SVM 1T Trident B2:E" ©

=
HoxX

ontap—-nas > ontap-nas-
economyéﬁontap—nas—
flexgroup

EeEpiE2(%atE + "_" + dataLIF
"10.0.0.1", "[2001:1234:abcd::fefe]"

IEERGIAL SR SVM 758 (MR%
BE) (RiE=)

WMEIEE T managementLIF SVM
> BfTEE

E}E
=113
Ho

[0.0.0.0/0", "::/0"]
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storagePrefi
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aggregate
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limitAggrega
teUsage
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ki iE

ERTRE / SVM BN - ARENRENRE - A
Rl Active Directory B&5& ~ 552 "{£F Active
Directory /&R:5¥%&m SVM #1T Trident E&z5" o

7E SVM %8 Volume ETERECERFIfEMATE "Trident’
5 o REREEAEMN

E {3 ontap-nas-economy B
storagePrefix & 24 A EZF T

» gtree AR B R AfEFR BRI > B
E1F1ER Volume &F8H o

BAREREENZE (FIE ; MRRE > AnEERK ™
4 SVM) o ¥4 “ontap-nas-flexgroup EEENFER, o It
ISR 28 o MR KSR > BRI LUERE AT AR
SHAWEEBLE FlexGroup Volume ©

s

& SVM YA ERIET » Trident 85
BhER:A SVM A B 0 EEEHEF
Trident =28 o MNREETE Trident
RE T HENEEREREE Volume
E » BZEEW SR SVM B
» BI7E8R50 SVM =440F > Trident FRAY
BIRHEE AMPERREE o SNBSS
BEA SVM EEELE > iEHES
2185 > FREERIREIMIELR L o

a7 AFX fETF R MTEE LAY

57015 E (Al useBalancedPlacement " 5% E 25
“true °

HHHT Volume FUSAREEIZRETAE ONTAP [FiMfE] c & false; true #AI ONTAP
ZE ONTAP 9.19.1 Sy E#HRAS » B useREST :RES  9.19.1 HEHMAREW AFX BERS
“true ° FEEEL "aggregate #HETFH ©

SE20 SR ONTAP EIETOEHNE" LBRER
A1 o

UNRIETE » HIL ONTAP 9.19.1 HEFERZHY AFF
F&RH > —ERES true ©

MERFERAXRBAIILB DL - AIfRERK - RERR " (FERAEHIEHIT
Amazon FSx for ONTAP ° ;5714 AFX ZRFIEE
LIEFRAY o
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flexgroupAggreg
ateList

limitVolumeS
ize

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol

smbShare

ki iE

FRBCER Aggregate J58 (GER ; MRRE > Blws ™
JBIgIK4G SVM) o $5IK4E SVM BIFRE Aggregate #D
AR ECE FlexGroup Volume © ontap-nas-

flexgroup {#7ZERENTENZ IR ILLINAE ©

2 SVM =485 R EFEF > Trident
BRI SVM REFHZIIK > HEE
EFERE) Trident 14128 - NREEHE
Trident F:&E TR ENRALBEERE R
. ACE Volume > BINNRZEAEERE
: e BTt SVM g > Trident 7£%%
1 SVM S4ERFE R IR B HPER
RE o IMINEIG S E4EY | RETF A SVM
REENTIR » HREEHTE2B 0 745

BRIRRERL -
N RARAVELRRE A/ VBRI E » BIRCE KRR - " (FEER A& FIEIT)
A SR EBHRIVEEEIEAR o B8N ~ {"api™false, null

"method":true}BRIELR IE TEXEI TR HEAR N S5 B35 ARV
SCEREEN ~ BAFEZNEA debugTraceFlags ©

BCE NFS o SMB HEFREERIEEIL o #EIEA nfs » smb’ nfs
o null °c 8&EA null BIFERREEI NrFs HIIRE o
WMRIETE » HIY AFX REFERA > BRERTES

‘nfs°

LUESRPRAY NFS 858518 EE o Kubernetes FFAME ™
HARR & P S ERTEE B R EE R BRI IS E o (BINR
EIFRERER P RIS E (T EEEEEIE » Trident A% B3R

B RHAERERIGAEERPISE RS TS - 1R
EeRt - E eI R e S S Sy ab i g ]

> Trident i A G ERABIAIIF A Volume EEREFMA
BEERISEIAE o

=@ FlexVol IR K Qtree IS ZB7E [50, 300] #F "200"
A

oIS E U TEIEZ — © A Microsoft smb-share
Management Console 3 ONTAP CLI #178J SMB £

F%#8 ; 225 Trident 217 SMB H£AMRTE ; HELK
AU 2 H B U HEHMIREEN AR AFE - H

FRAERERE ONTAP » LB AERIEE - HiR

Amazon FSx for ONTAP &l » It BHANBIEER

REEAZER
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W
st

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

=R EH

W28 > FNEHE ONTAP RESTAPI © useREST®
HEUES true B> Trident f#F ONTAP REST
API HABIHEH ; EREA false B’ Trident
£ oNTAPI (zapI) MEAYERBURIEE o HEINAESE
ONTAP 9.11.1 ZHEFRRAS o LS > EFARY onTAP
EAABBNEER ontapi’ FERRZTNAITZENHENR o
FEHEEEZEN vsadmin M “cluster-admin B8
ARELEER o £ Trident 24.06 RRZASF] ONTAP
9.15.1 HESARARE > “useREST FERRES
‘true ; BE(EF ONTAPI (ZAPI) FEDY > 3545
UseREST #EA false o YIRIETE » HHL AFX
BFERH > SRIRHERTES true ©

7E ontap-nas-economy B IHFFEH Qtree FRFal:EKAY
K FlexVol K/\ o

PR “ontap-nas-economy & imiE LT FlexVol Wifik&
RIFHMHE Qtree ° {EFHTESLFEER Flexvols KRR
B9 PV o

BAY SMB HAT2FEUERRY Active Directory &
BEFERENEREEE - FRLLLSHETH SVMB
HAMWTEREEHIRER o

iR @ ECE R R IniHRREIR

WA AER defaults ECERRDHRVE EERRIEHITARACE - HIA0 -

#

spaceAllocat

Vi

ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese

rve

splitOnClone
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AR
Qtree BYZERI D AD

(¥588) ¢ T volume 1 (

I none |

ERREEL ;

)

E{FEMAM Snapshot REI

BARITHEEESTR QoS R - ASEMEE
JEH 1 %12 qosPolicy I adaptiveQosPolicy H A
Z_

AR EISIKE BEE QoS [RAIEHAE - S1EfR#
FE Rt/ %BiH T 52 qosPolicy 8 adaptiveQosPolicy
Hehiz— o ontap-nas-economy A3z #& o

ARBRBRHIREB DL

BIURREAREERIEDE

6

true WA ONTAP 9.15.1 HES
he7s » &BH false ©

" (FERRASEHIIIT)

s 2 E TEAERESES) -

6

"true"

"none"

llnonell

% “snapshotPolicy' 4 nonel
A% oy »J/AIA 1)
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2¥ Sk

encryption 1£%#7 Volume _EEYFE NetApp Volume Encryption
(NVE) ; TEE& % false o 7AERE FES NVE 24
WiERAR » A SefE A ILEIE - NRBIHERKA NAE » A
£ Trident ':F':éf/}_ Bo & R9EM Volume ERZEXA NAE ©
WNEEMMEN > 5520 © "Trident 82 NVE 1 NAE B3
ERT" o

tieringPolic “EHRBE{ER "none"

Yy

unixPermissi FREEET

ons

snapshotDir  #ZFl¥t . snapshot BHIRAITFEN

exportPolicy EfFREREL/EA

securityStyl HHIEENZZ2HEIC o NFS T8 "mixed M "unix &

e BT o SMB %1& "mixed # 'ntfs' B2 o

nameTemplate MR B:IHEELBIEZA o

?KEE Trident £/ QoS HKEEEFAHTEE ONTAP 9.8 S FEHhR4s ©
B » W RARABHA DB ERNSERKE ©
ﬁﬂigtl‘ﬁ °
Volume ECE &

WUTREZHTERENHR :

version: 1

storageDriverName: ontap-nas

backendName :

customBackendName

managementLIF: 10.0.0.1
datalLIF: 10.0.0.2

labels:

k8scluster: devl

backend: devl-nasbackend

svm: trident svm

username:

password:

limitAggregateUsage: 80%

cluster—-admin

<password>

o

limitVolumeSize: 50Gi

nfsMountOptions: nfsvers=4

debugTraceFlags:

api: false

method: true

defaults:

=
HoxX

"false"

NFS WiiE& A 7771 ; SMB HihE
EAZT (FEHA)

true, false (BAFEERTE) ©

"default"

NFS F8:8{E% unix o SMB FE:%{E
?% ntfs o

TREZEMAIEHL =D QoS [RAIES

HEB QoS RELEFE T R HIPRHIFAIE TIFRHRIAR
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spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default

snapshotReserve: "10"

¥5° ontap-nas M ‘ontap-nas-flexgroups ’ Trident IRTEFERFBETE L E » LIFERR FlexVol YA/ 2
snapshotReserve B73tEH PVC [EREULAC - EfEAEZER PVC B > Trident E{EAMNEE R ERILEANIER
44 FlexVol o ILETE FEAERFERAET PVC HESFSHFKRNAIRAZER > MAR DR HEFKNZER - 77
v21.07 ZA1 > EFEREFER PVC (140 5 GiB) H snapshotReserve B4 EE% 50% BF » fth{fI 2 AE%#TS 2.5 GiB
AR TR - EERAFERAEERNEREMIRE » M snapshotReserve BEBSLE o £ Trident
21.07 H o FREERNEFATEAZLR » Trident #§5% “snapshotReserve BEEHEAREMEENT
LE o EARBEAR “ontap-nas-economy ° ;AU TEHIUT HETERIE :

StEAENT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

7 snapshotReserve = 50% LB PVC 553K = 5 GiB > 484t & A/)\% 5/.5=10 GiB » Bl A/\%A 5GiB > &
[E2EAETE PVC s RFFAERMIA o “volume show i< FERERELIL S HIFEMAIAER

Vserver Volume Aggregate State Type Size Available Used%

_pvec_B9f1cl156_3801_4ded_9f9d_034d54c39574
online RW 18GB 5.806G3 %

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

FH4R Trident BF » BRI RENIRA R © BIKIE L ERAAETT Volume BRECE o BN ARAIEILAY
Volume » IEEEREBEA/NAREFEEELEN o FIi0 > 2 GiB B9 PVC BFL “snapshotReserve=50" Al E 4R
Volume 1£121H 1 GiB FIRIE A ZER o f5I70 » 1§ Volume 8% %4 3 GiB » ENr] AFERTEI7E 6 GiB BY Volume L
1efit 3 GiB VAT AZER ©

B/ VERGEEP
UTHHRTTBARE » HRAZSHSUHRBEERE - ERERRERGENSGIE -

s UNRIETE NetApp ONTAP _L{FF Amazon FSx 1BEC Trident » E:&#% LIF 357 DNS &f@mIiE IP
8 i3t o

¥ ONTAP NAS #2515

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

90



svm: svm nfs
username: vsadmin

password: password

¥ ONTAP NAS FlexGroup 34

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ MetroCluster il
AR ER IR ~ LUBRIE "SYM E5L 518 R " BBMETUIRM IR FHEMRIRES °

A7 BIREAYBAATIHE] > 55(ER "managementLIF 5 SVM M & & “dataLIF # "svm 28  F40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

V SMB FHEE &)

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

v B R EERE
Ee—ER/NRIFREEED © clientCertificate v clientPrivateKey #
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trustedCACertificate (WMIRFEAZEEH CA» BIARE) DFIEFTE backend. json B 2 W35
B EPIREE - AABFZE1ER CA JRER base64 4RIGE o

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

v BFELRAE G

EFIREANAIIET Trident FEABESELRAIZRBENZILMEIEELRR] o ¥ "ontap-nas-economy
“ontap-nas-flexgroup BEENFE T BVIE(E S TUARIR) ©

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4

v 15t fhEER

IEEEHIRRAE ONTAP &R E » LUE ONTAP %3 Volume 3EE4E o THINEFRE ONTAP 9.19.1 S(EHhi
7S o INFFAE » 5526 £/ ONTAP BIRETIHEME"

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1
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dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin
password: password
useBalancedPlacement: true

v IPv6 (it
IR "managementLIF &£/ IPv6 it o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:1090:1b41:d491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipv6
svm: nas_ipv6_ svm
username: vsadmin

password: password

Vv {#F8 SMB FE &R Amazon FSx for ONTAP i3
{$FF SMB F5HEEE R FSx for ONTAP 22& smbShare 8% o

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXR0ZXJwYXB...ICMgJdJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

storagePrefix: myPrefix

Vv {#F nameTemplate FY&im4HAS S5

version: 1

storageDriverName: ontap-nas
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backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

AR ERERTREIRSEG

ETAPTNERRHRERET » FIERENERE T ENTERE » FIE spaceReserve % none ~
“spaceAllocation’ % false 1 “encryption'% false ° ERE FRMEHEEEERFER °

Trident 7£ M5t BAIPRTEREEE o HBEIUEE ontap-nas'7E FlexVol ERTE » 3(#H# “ontap-nas-
flexgroup' 1 FlexGroup E&&7E ° Trident EECER S EH B RN LHFMARBENIFEERIREE - 27 H{EE
R FEEESIUASEERERNIEREE » WHFEREIREES4AE -

LG » WOEEERMNRE THCH spaceReserve  spaceAllocation # encryption =il
HoEFERNBBRE TERE -

V¥ ONTAP NAS 5

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1

region: us_east 1

storage:
- labels:
app: msoffice
cost: "10Q0"
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zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
cost: "50"
zone: us_east Ic
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"

¥ ONTAP NAS FlexGroup 34

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

svm: svm nfs
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username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:

spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS 57545
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version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us_east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:

spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



1% IR FEE StorageClasses

LR StorageClass E& P28 (AR EEE RMEEIRES] o 6 parameters.selector i » FE
StorageClass & &5 HiLE E &R A A EEE Volume © Volume BEEFMEERERNHERNBM -

* The protection-gold StorageClass ¥fEZE “ontap-nas-flexgroup & imH B E—EFE _EEHRER
Mo BLEEH—IREEEERFENERAM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=gold"

fsType: "ext4d"

* The protection-not-gold StorageClass ¥IfEZE "ontap-nas-flexgroup & iH Y5 =1 OB EH ER
Ao LR —IRHESLIMRERRNE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

* The app-mysqgldb StorageClass BE§1E| “ontap-nas' B ixH R E B ERHEFE RN - EEE—ES
mysqldb $EEFE AR IREHFERAMARNREERRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass ¥{fEZE ontap-nas-flexgroup &iHH
M =EERE RN - SR —IRHUBIRAKIREN 20000 EAMNEIRM
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* The creditpoints-5k StorageClass 73 BI¥FE "ontap-nas & imHHY 5 =B E#E R/t #] “ontap-nas-
economy &imHHE _EERSFEN - RAEMEZRANERIEH 5000 creditpoints ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident JRE BEMMEERE R - WHEFRTSHEERX

IRFCE R F# dataLIF

VAR ETTAE » ISP AMITUA e < 2REEE datallF » LUREE 2 H dataLIF BYF{&is JSON 422 -

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-datalLIF>

., % PVCEIEEI—(ENSE Pod « ALLAMEFA LN Pod « AEFHEBME - LS
; 2084 dataLIF 23 o

%% SMB i

f&F ontap-nas EEENT2TUETTRIGMAER

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident

spec:
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version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy EEENTETUET TR IRARRS

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

‘RinfcE A REFERAL

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:

app: msoffice
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defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

{8 ontap-nas ERENFE AV ETFEE R S5

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

i EFSWETIE "annotations’ UENFEE R SMB © E#1BIHE PVC hEEEE ~ H1RE
? %% SMB #EEIEFEEE ©
£/ ontap-nas-economy EBENTZ AV TZLE R S5

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

PR -
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volumeBindingMode: Immediate

BEE— AD EAER PVC &4

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B35 %E AD £EAER PVC Ef

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
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- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

£ ONTAP RimETTHIENE

BT LLTE ONTAP 2imELA ONTAP %M E - BYEHE%E N ER » ONTAP EAEEH
Volume EEZER{ESLE » FILSESETE Trident P EIR=LE DA ©

HEECENEEL T

FasIE | > Trident GRS SVM IR » KB ERQRA—(ERFERL > WEFRAEE Volume FFE
E— A= -

BmathEER
Trident i EEME SVM B|REBE—RHEFERM > MIFRSERIRE -

* ONTAP Z&1E#T Volume BEEFAR » W1E 0] AAVRAR 2 T Volume o
* Trident {8 ONTAP /application/containers RESTAPI #17 Volume °©

#i— ONTAP R4t (AFF ~ FAS #1 ASA) # NetApp AFX {#FRAEITRI LA FHME

* BIEMAEFEA ONTAP 9.19.1 S E AR o
* Trident A ZE{HF REST £1 ONTAP @3 o ZAPI RZIEHHLPE o

* BInABREARSIEE =4 o 198 E BN =R EIERSERRER o
il
Y8518 “useBalancedPlacement BURIMHETZ R4 -
RERGR TER MisE
#— ONTAP (AFF » false PRIEENFIOEINE » T Trident ZRIEELE
FAS ~ ASA)
NetApp AFX (ONTAP true FETLHECE © 1 useBalancedPlacement REA
9.19.1 S EFhRZ) false BENBIREREELHK o
NetApp AFX (872 false EREITHERE -

ONTAP 9.19.1)
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2% R EH FER

useBalancedPlacemen #$# Volume E4EEHELFTLL ONTAP o AILUITERIR false ; “true' WA

t 4BRERYIR B SRl B E R B Rt R E L EETE o ONTAP 9.19.1 S{EE#hRZ~
BJ AFX

TN EEERF IR
PERERRERE S A ERNEER

* NFRAEREIRM > Trident 1§ SVM BREBE—RHEFER > L ERSERERZILFRAR Volume °

* WIREREIRA » Trident FREE KRS ERE ML Volume B Z18FF - MR EHERE FTMEA
THENE > ONTAP €754 Volume 3EERHE o

TR IRHENEBSE TR useBalancedPlacement * AIEERZEMEEERS RN , I FE—EEKES
TR EERTE 0 LUEE MM ER A EX IS ©

il
LR EBHIRIER—BY ONTAP 41 F BEBSHIKE |

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

username: cluster-admin

password: <password>
useBalancedPlacement: true

T EERBIfER “TridentBackendConfig' EX RS #/5

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1
svm: trident svm
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useBalancedPlacement: true
credentials:
name: backend-tbc-ontap-nas-secret

l%(‘F%ﬁWJEE ‘gold’ BB R _ERNFIETE o Trident #£4& 41 "bronze’ E#E B FAMMERTAY Volume EiEE4E

version: 1
storageDriverName: ontap-nas
backendName: nas-virtual-pools
managementLIF: 10.0.0.1
svm: trident svm
username: cluster-admin
password: <password>
storage:
- labels:
performance: gold

useBalancedPlacement: true

- labels:

performance: bronze

18 ImBERRE TR
EUTERT > BRRINERGRN :

*ERE MR

useBalancedPlacement: true {£ ONTAP 9.19.1 E&zB5BY o s5FHH4RZE ONTAP 9.19.1 S{EHHRZS ©
Z AR A A

‘useBalancedPlacement: true {E{&l#fEA ZAPI ERsER o BRIGREAER REST ©
‘useBalancedPlacement: true’ A4S EE4E4E S EREE RN o FBRIR=ALARTERHEEHE -
useBalancedPlacement: false TEi8E; ONTAP Eg:B4RB{ o ONTAP 9.19.1 S EShRZASEY AFX EEEIE
9.19.1 EHARASHY AFX L BRE

Amazon FSx for NetApp ONTAP

¥ Trident £2 Amazon FSx for NetApp ONTAP $2EZ {5/

"Amazon FSx for NetApp ONTAP" @— B 25BN AWS ARTS » AT#I1TH NetApp
ONTAP A EERARITHZIBINER R4 - TRt ONTAP BYIHEE ~ MEEMBIESES > [E
BF3R A AWS BAETR N EER S M - 18R AME Amazon FSx FREEER » AL
WERERER ONTAP £ - SEERARE S —(AZEREFEERES (SVM) > &F
SVM B3 —ExZE RN EFERMN B RIEERE - EEES{FEF1E Amazon Elastic
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

Kubernetes Service (EKS) H#11THI Kubernetes &5 A EIBIIERZE T FEHMGER
ONTAP ZiRBVFHEHIRE o

tESh "Trident E=3R" » ZH& FSx for ONTAP £ Trident B & » IREE ©

« BZ28E “kubectl H93R7E Amazon EKS #££5 B EIE Kubernetes #£ o
* IER Amazon FSx for NetApp ONTAP &R A EFELEEES (SVM) » AIEEEN T EEETEE
* BEEMYF "NFS 2{ iISCSI" FU T {EH&Z o

s SAREIRIRIRIGH EKS AMI $88Y » #2288 Amazon Linux 1 Ubuntu "Amazon Machine Images"
i (AMI) FREBEVERREZE D EREITIRIE

EEFH
* SMB & :
° {3538 “ontap-nas EEENFETNZ & SMB HAIEE o
° Trident EKS SMHRET A2 1% SMB HIRE o

° Trident (2% 1E# EE)7E Windows EiE5_ F#H1THY Pod BY SMB HAEEE o MNT#4AET » ;520 "EHALE
SMB Volume" °

* 1£ Trident 24.02 Z & > TERXF BENMEHY Amazon FSx R A HEM RIS & FAH Trident bR o A7
EERIE Trident 24.02 EShRAH HIRLLRRE » 5572 AWS FSx for ONTAP By & in4HREIEIEE
fsxFilesystemID > AWS apiRegion » AWS apikey #l AWS ‘secretKey ©

s WMRIEEA Trident 357 1AM B > BIo] A EKABFEISE apiRegion » apiKey #
" secretKey {45 Trident o WFEEFAHEN > 552/ "FSx for ONTAP &2 EEEME A" o

[FE A Trident SAN/iSCSI #1 EBS-CSI ERFNTZET

MRITITER ontap-san FEEIFZIC (40 iSCSI) B AWS (EKS » ROSA ~ EC2 Si{HIEMBITERS) HBEcEE
A > RIS R ML R ECE AT AE S 2 Amazon Elastic Block Store (EBS) CS| BRBITZTNEZE - BERZIK
KB E R EFMATEE—ER4 LY EBS Wik - EREAZRERETHR EBS - UTHFIRT T —E
‘multipath.conf' 182 » ARG ZFTEM Trident 527E > RIFFG EBS MR L BRIEHHERR :

defaults {
find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"
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Trident IRHMAEEEIED o

s BERsE (B8 | B/RSELREMETETE AWS Secrets Manager # o &R LUEF “fsxadmin EHEEEARE
HIREZR AL 0 REABTH SVM RER vsadmin' ERZE o

Trident B vsadmin SVM FRESZ#IT » IUAFHERABEBLEIRNERESD
&& #1T - Amazon FSx for NetApp ONTAP 12{& 7 —1@& “fsxadmin % > RI{E4 ONTAP
“admin REFERENBRER S - Hf5RZIEZR vsadmin' B Trident $3ECER ©

© EHRE | Trident i ERAREETE SYM EAV/REE FSx R AH LA SYM #1738 -
BRI ASDRENFEEN  A2RENEEEN BN T DR

* "ONTAP NAS 2:&"

* "ONTAP SAN E&:&"
28549 Amazon Machine Images (AMI)

EKS B2EXEZBEERL » B AWS B EH A2 EKS 815 T FHLE Amazon Machine Images (AMIs) © LY
T AMIs B NetApp Trident 25.02 31738 o

AMI NAS NAS #&25 iISCSI iISCSI 45754
AL2023_x86_64 ST 2y =21 21 281
ANDARD

AL2_x86_64 =1 =1 =HY =h
BOTTLEROCKET x £+ =14 N/A N/A
86_64

AL2023_ARM 64 S =gy =4 21 28
TANDARD

AL2_ARM_64 =1 =/ =2/ =Y+
BOTTLEROCKET A £pg** =0 N/A N/A
RM_64

©  EATEREERENEIELRY B R T RIBR PV
o = #ER B Trident AiZs 25.02 B9 NFSv3 #2ECLfEA ©

s YNRITFREREY AMI RTELETIE > WABEREZEEARZIE ; BEEERBCRHAEEA o IE7FR
i EH2E > JIH T ERNAIEREER AMI ©

ERUTIRETAS :

* EKS R4 @ 1.32
s ZiEF5%  Helm 25.06 FiA AWS Kihnrcd 25.06
* #75® NAS > NFSv3 1 NFSv4.1 #RE/T 7RI
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* #5 SAN 5 ERIE T iSCSI 2 FAIFE NVMe-oF ©
EHITAIE !

* #37 : Storage Class ~ PVC * Pod

* MIB& : pod ~ pvc (FEFE ~ gtree/lun — &R « H AWS FH15HI NAS)
SREZEM

* "Amazon FSx for NetApp ONTAP XX 4"

* "B Amazon FSx for NetApp ONTAP HYZRSE IR S E"

#2317 1AM B &1 AWS Secret

RAT LIESE Kubernetes Pod LUEE AWS IAM A ®IEITER S RIZE AWS BiE > MAEIR
{HBRFERY AWS /&35 o

3 EEER AWS IAM B EETTERE « [ BHEAFEH EKS ZEM Kubernetes FE ©

#2317 AWS Secrets Manager
H¢ Trident #&#¥F FSx vserver 2 API RATEIRHEERE - FALLHEEERNREEN - FREELERFZEN
&2 F57EEFEE AWS Secrets Manager Z55 o [Att » MR TIERERNE > MFEREI—EES vsadmin tRE
TEEERIA AWS Secrets Manager ZH§ o
L &G BRI —1E AWS Secrets Manager Z2H§3K{#7F Trident CSI 53:% :
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\" :\"vsadmin\", \"password\":\"<svmpassword>\"}"

I 1AM BUE
Trident thEEE AWS H#[RAAEIEFEE o ALt ~ EBEEEIT—ERA) « #8F Trident FTRAIHER o

LUT&55)4EFR AWS CLI 3237 IAM [E8Y :

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

Policy JSON #ifji :
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"Statement": |
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines"
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",

"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

#17 Pod Identity 5 IAM A& LRIIRFSIRE (IRSA)

&R LAfEEA EKS Pod Identity 3Y IAM role for Service account association (IRSA) 527 Kubernetes BRFSIR 5 3K
7 AWS Identity and Access Management (IAM) A& o (ERIE % E%ﬁﬁﬁaﬁﬂﬁ?ﬁmﬁﬁﬂﬁ Pod #RRIIATZENEZ M
BEREIRIEM AWS BRFS ©

Pod Identity

Amazon EKS Pod Identity BRI RS EERAENAVREE » 8005 Amazon EC2 TSR EIER
Amazon EC2 #TEREIRM/EEMN AR

£ EKS F 5 %% Pod Identity :

1SR IAE R AWS HEFI B Pod &% > tha] LUER T35 AWS CLI 6% -

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

UNEFAE N » 5526 "% E Amazon EKS Pod Identity Agent" o
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#2137 trust-relationship.json :

#8171 trust-relationship.json &2 > {# EKS Service Principal 8E597&# Pod Identity BILL A o FA%BEALL
EEBEREILIA® !

aws iam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

——description "fsxn csi pod identity role"

trust-relationship.json £ :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
by
"Action": [

"sts:AssumeRole",
"sts:TagSession"

AR IAM A
& E—ESERPRAERIMINE BRI IAM AR !
aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \
--role-name fsxn-csi-role
#2317 Pod B 7R
7 IAM B EF Trident BRFSIRE  (trident-controller) Z %I Pod & %3 BEH

aws eks create-pod-identity-association \
-—-cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \
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--namespace trident --service-account trident-controller

RFEEERAE: (IRSA) BY 1AM B
{8 AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json f&22 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

AT trust-relationship.json XHEFMHUTE :
* <account_id> - &89 AWS BR3E ID

* <oidc_provider> - {&fY EKS Z&ERY OIDC o SR LAFE BB ITLA T en < IREXF oidc_provider :

aws eks describe-cluster --name my-cluster —--query
"cluster.identity.oidc.issuer"\
—--output text | sed -e "s/“https:\/\///"

& 1AM A& 1AM [ AR
BuAtE  EAILa<RERR (ELATRPEL) WNEASR !
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aws liam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>
Ba5g OICD 1R {itE 2L ERAH

RSO GHY OIDC fR1HE BRI ZICRIRE o MRILUERU T <E1TESE !
aws ilam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -£f4

MRBHEAZE  FEAUTE<HR 1AM OIDC BRI EISHIRE

eksctl utils associate-iam-oidc-provider --cluster Scluster name
--approve

UWRICFERE eksctl > sFFEHLUATEHITE EKS PARFEIRSEIL IAM B !

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

-—attach-policy-arn <IAM-Policy ARN> --approve

Z#E Trident

Trident 8167 Kubernetes 5 Amazon FSx for NetApp ONTAP {#Z&1E » :ZIZMFEEA
SNEEEENEFTNEARENIE o EaIUERTIIAEZ—%EE Trident :

e Helm

* EKS Mmoo

NRTABERIRIRINAE » FFRE CSI RIRIEHIZIIMIMET - MNFFHMEE > 5F260 "% CS| HAERE BB RIELS
akn °

Be

%@ Helm &% Trident

Pod Identity
1. ¥71% Trident Helm {72)E .

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart
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2. FKRIRT5EEAIZE Trident

helm install trident-operator netapp-trident/trident-operator
—--version 100.2502.1 --namespace trident --create-namespace

ICRILUER helm list SPLRMAREFMEEN > HII1%E » s =R « B* - AR5 ~ EAREIURE
FMUEETSR ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-
100.2502.0 25.02.0

ARFEIRF AN (IRSA)
1. 1% Trident Helm #77E -

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. %7 cloud provider 1 cloud identity A9{& :

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace

fEAILAEA helm 1list ap2RAGIRLEEHMEN » FIUNRTE « e M ~ BFR ~ AR ~ EARELRE
FMUETSE ©
helm list -n trident

NAME NAMESPACE REVISION UPDATED
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STATUS CHART APP VERSION

trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-
100.2510.0 25.10.0

MRICFTHEEF iSCS| » FERAFIRER BRI iISCSI  NREEABZE AL2023 Worker
node OS > FILAZEBTE helm ZEBREZPIIEHRIEFHSBOREE LK ISCSI BRI

2

A helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

#iE EKS SMEETN Z4E Trident

Trident EKS it B S &ML EMEEMIZI « SBRIELE > THE AWS BRsE FT B Amazon EKS #EECHE
F3 ° EKS fnct el:R EHr &R Amazon EKS BENZEMMBEN » Wik D RE  REMEMIMTHFR
FHIEE -

SR
145 AWS EKS %7 Trident Mo 2 Al @ ARG EEEHEUTRG ¢

* EAMMNETER Amazon EKS #=EIRA

* AWS ¥f AWS Marketplace BIHFR :
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $82Y : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_64)
* ENZG4ERY | AMD 3¢ ARM
* IREH Amazon FSx for NetApp ONTAP 1EZ 24t

EYFREAR AWS B9 Trident 0o

EEIEA
1. 7E https://console.aws.amazon.com/eks/home#/clustersBEER Amazon EKS 4 o
2. EEAIEERET ~ EE Clusters ©
3. BEEAHE NetApp Trident CSI MIINTTHFHIRERTE o
4. 342 Add-ons ’ 7A&IEIE Get more add-ons ©
S. SAMIR AT P BRI N T
a. [ THEIE AWS Marketplace MifilTofF 205 > REBTEESEPREH A "Trident" o
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https://console.aws.amazon.com/eks/home#/clusters

b. #EEY Trident by NetApp /5184 _E ARIZEN SR o
C. EI T—% o
6. £ Configure selected add-ons :REEME L » HITIUTIRIE :

23 MRE(ERAIZ Pod Identity association > F5BEBELESER o

a. EEEE(FEFR Version ©
b. iNRIEFER IRSA B15EE » AR (RRE A EAL B R EPIRHNEEE !
» AV EE AR Version ©

* fkB& Add-on configuration schema #17#%{E > Wi configurationValues 2#7
Configuration values 3§93 s% & 2 EE L —ESEREILA role-arn  (EFERA T51&30)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

tl[l%i%?% M= (FAEREALI > AIRAIMMEH —ESZEREFTIES K Amazon EKS Jhi
BRaT

RIANREEE - IRAMBILEFEELARARERER » MIRERERK - 8] LR B EERIEES

BIRBFEHR  BIZUIEEZ A > MR Amazon EKS SMHEVR A EERLREBITERNIRE °

7. 3EFE Next o
8. 7 Review and add E & I > 42 Create °

T RETAE  EEBIERENWMTH

AWS CLI
*1.38137 add-on.json tEZE

712 Pod Identity > sAERAL TR :

3 fE£F

{
"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.1",

¢ IRSA 5058 « sAEAUTHI !
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"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v25.6.0-eksbuild.l1",

"serviceAccountRoleArn": "<role ARN>",

"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

= #% “<role ARN> & 4 F—FERRIEITTAIAE ARN ©

2.%4%E Trident EKS Mifnscfs o

aws eks create-addon --cli-input-json file://add-on.]json

eksctl
LUT&66n S Z24E Trident EKS Mifnrcis :

eksctl create addon --name netapp trident-operator --cluster
<cluster name> --force
T3 Trident EKS KiAN7ois
BEIES

1. BEX Amazon EKS & https://console.aws.amazon.com/eks/home#/clusters °
2. FERAISERERS « B Clusters ©
3. EBEAHTH NetApp Trident CSI SMIMEXNHIEE LT o
4. &2 Add-ons 1Z% -
5. JEEY Trident by NetApp » ZA%&3EEY Edit
6. 7£ Configure Trident by NetApp EE Lt ~ ST Ti2/E :
a. ERSEEAD Version o
b. FERH Optional configuration settings W iR T E TSR o
C. #£1Z Save changes °

AWS CLI
LUTSE6IE3#T EKS MnnToft
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https://console.aws.amazon.com/eks/home#/clusters

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role—arn: <role ARN>'\"}"

eksctl

* &Y FSxN Trident CSI SMEMEXBIB ATARZS © # “my-cluster EAAEHNRERTE ©

eksctl get addon --name netapp trident-operator --cluster my-cluster
g
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* BHINTTHEME L — P EREEF UPDATE AVAILABLE TME[EIRIARZS

eksctl update addon --name netapp trident-operator --version

v25.6.0-eksbuild.l --cluster my-cluster --force

WRIEFBE " —-force 18EIH » HIE{TJ Amazon EKS SMEMER R E ELIGIR BBV EESE » BEH Amazon EKS
SMEMETUR E R ; CEUREITERAE » UURBNIGHRESE o TEIEEILEIB 2 ) » s5HE (R Amazon EKS 4h
HEXFEERCEEEENRTE  AASLEREEWILEEES - BRALLRENEMBRBENEZEN > 5
S5"9MEMETL" © B Amazon EKS Kubernetes I RN EZE: » 526" Kubernetes B EIE" o

R ZeEE | 7504 Trident EKS MifNso:
A MEEIET PR Amazon EKS Mimnc -

* REBHE _LAMIINERS — LLEIER IR Amazon EKS HFIERENEIE - EIEEHFR Amazon EKS BHIIE
SERTU R IR RIB E#T1& BB EHT Amazon EKS MiNERESHIINEE - ER » EEREBEHE_LRINMNEREE o It
FEIREMINEREE R A B EEZRE > A Amazon EKS MNERES o SEALLEEIR > MIMNEEER & LIRS HEET
[ o 7ER S HIRE --preserve FEELUR B HINNERAS o

* REBESTEBIRMINNITHEEE — NetApp BB ETELHNEE LR BEARBZMMTHERE - THEE
#B& Amazon EKS KINTc o i "-—-preserve 3§< 18R “delete FEIBLBBBRMI M TTH ©

at SNRMANTTHREEE T IAM 0RF > BIR SRR IAM #RA o
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BEFES

. 1£ https://console.aws.amazon.com/eks/home#/clustersBIEX Amazon EKS F#& o
- EEAIZERES « 2 Clusters ©

. BHEEHR NetApp Trident CSI SMIMERXRIEE RS o

. ¥EEY Add-ons 1% > A% EEEX Trident by NetApp ©

. #&1Z Remove °

. £ Remove netapp_trident-operator confirmation ¥3Z/4 185 « #1717 FF2E :

a. NREFHEE Amazon EKS ZIEEBIMIMETNAVERE » 555E1Z Preserve on cluster o YR EFHEH
SMEEERN S REBERE L » WELEAIUBTEEIMMEXFAARE @ sBHITIIRE -

b. #i A netapp_trident-operator °
C. 3512 Remove °

—_

o o0 b~ WD

AWS CLI
% “my-cluster BB ITHNEERM > AEBAITUTEHL ©

aws eks delete-addon --cluster-name my-cluster —--addon-name

netapp trident-operator —--preserve

eksctl
LT a2 EfERZEE Trident EKS MiNTTls -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

R IE EFLER!

It "Kubernetes StorageClass ¥ "al# A BIRECERE D » Wism &R B2 VA EIFC &
& o ZAEIEREBUN{AIEEE Kubernetes StorageClass #14 » LIS Trident {fEAE RECETR
fﬁ o

#2137 StorageClass #1f

1% 4 FSx for ONTAP 17 StorageClass B » Trident 1 EH BRI BIRARAE o

s MRETEEFERE FF R > F2REL—ERTHEHEIHRECER Kubernetes StorageClass
: 8 > BRARUNAI D BUEEIL Trident BiRFNEHETFLER ©

ISTEFTFERY StorageClass 2

#2137 StorageClass RFEEEZU T =EZ2H :
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2 WAE 2Rt s B

fsxFilesystemID = FH FSx for NetApp ONTAP 12Z 4% ID

storageDriverName =8 T8 Trident EFEEEIFEX (FI%0 ~ ontap-nas B
ontap—san)

credentialsName =/ F& B35 FSx for ONTAP /&:EHY Kubernetes
Secret %1%

IEEERZH

f&A] LU StorageClass HE A EMEIRSH o £ StorageClass parameters BRI EEEEREAT
& o BRIRIHSBRITEYIR « 552H | "FSx for NetApp ONTAP & im#HAR" o

&3] StorageClass & E1E °

LUF & B StorageClass ¥N{AlfE 3% B R IRECE o

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete
volumeBindingMode: Immediate

JSON

"apiVersion": "storage.k8s.io/v1",
"kind": "StorageClass",
"metadata": {
"name": "ontap-fsx-demo",
"annotations": {
"description": "Demo StorageClass for FSx for NetApp ONTAP"

by

"provisioner": "csi.trident.netapp.io",
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"parameters": {

"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"
by
"allowVolumeExpansion": true,
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"

Iy

#£17 StorageClass

BIREERER - FUTUTas S UBILRHFER -

kubectl create -f storage-class-ontapnas.yaml

IRTT IS FEEXTE Kubernetes 1 Trident P& 2| basic-csi #7485 > M Trident FEZ BRI T Bin FAYETEA o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

EH StorageClass & > Trident @ BB &G o ABRIERILIREIL PersistentVolumeClaims 2R28R1LE
StorageClass °

Trident BB IHIE I HIAERECERTE StorageClass sHEH o

B RER
trident.netapp.io/configuratorStatus AHREAER (Success gf Failure)
trident.netapp.io/configuratorMessage SHAMARRE S FR RS
trident.netapp.io/configuratorName AEPECE 28 BRIV LTE
trident.netapp.io/managed T StorageClass H Trident EIF

trident.netapp.io/additionalStoragePools AL B iIRE N NEEE RN

EEREIRRG ~ SFBRT ¢
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kubectl get storageclass ontap-fsx-demo -o yaml

FESR trident.netapp.io/configuratorStatus & DERAELS Success © MIREA Failure ’ FAIBRE
trident.netapp.io/configuratorMessage WABEEREEER ©

i Hith FSxN fEZ R4
R TTEAEE(EFAHER StorageClass FVIEN FREFEINVEEDE » sAHISEEIMNY FSXN HERAMK ID ©
4RmEE StorageClass W FMIG LA T2 ©

metadata:
annotations:
trident.netapp.io/additionalFsxNFileSystemID: '["fs-

XEXXXXXXXKXKXXXXXXKXKKXX" ]!

EREE®%E > Trident FEMMBIRABRRIEFERT StorageClass 535 o

1R 1FZ 2 BRG]

* MIBREE BENRIRAERER StorageClass BE ZMIPRERARY Trident &% o BRI SEE PEMRTZESR I EXMIT
P T EEH D - EMIFRETER StorageClass Z A » sB/cEiEHEZ o

* { AWS FSx for NetApp ONTAP %1EBEh&im4aAE o
B —EAARFEHERIRAER Kubernetes StorageClass

AR ITABEIHIENL Trident & UHA] StorageClass » BIKIR FFDERIR(E o

TERESRIEEEREFS

Trident ¢ StorageClass E&FIKEBIRACE o EEEM StorageClass B » Trident ZEGENEMNSH « BiI%
i > M {EFAARREAEEC StorageClass ©

Trident R &7 —= VolumeSnapshotClass © Trident & %148 StorageClasses E1EfEFAARRY
VolumeSnapshotClass °

#2137 Trident i
B Trident 8% > BEEEI—(E JSON ¢ YAML IRNAVRTEEE - sZE X EBIETAENHFER

(NAS 8¢ SAN) ~ HEERH « 2REPEUSERIRT SVM LURINFEBEITEE o U THAIRTUFEIEZRER NAS /Y
77 » UK ANEEER AWS Secret ZREFEFEEERRN SVM 1K -

YAML
apivVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:
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name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:xXXXXXXxX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fsS-XXXXXXXXXX"
by
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"

FSx for ONTAP EBENTER ¥ 4R K}

R AE R T35 ENF2 A& Trident £2 Amazon FSx for NetApp ONTAP 24 !
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BeEniz i tE 55t EA

ﬁﬂﬁl 2EEN PV HZ
EARBIRHER

ontap-san

345 o

ontap-nas

NFS #1 SMB °

ontap-san-
economy

LUN B9 E ©

ontap—-nas-
economy

B gtree B2 o

ontap-nas-
flexgroup

AREERN AR

BIUREERER » PITU TS

* %t yaml #EZE# 17 Trident & im4HAE (TBC)

520 "NAS EEEIFZZ0" A0 "SAN EEEHFER"

s WHIT AL !

H B 5 Amazon FSx for NetApp ONTAP W&REE A9 —1@ LUN o
SEEEEN PV 2 —ETER Amazon FSx for NetApp ONTAP HEE o #ERR
SECEREMN PV ZBZE—E LUN » &8 Amazon FSx for NetApp ONTAP BiFE & RIs8E
BECEERN PV #2—1@ qgtree > &8 Amazon FSx for NetApp ONTAP it & Al fic &

BECEEMN PV #2—E5TEAI Amazon FSx for NetApp ONTAP FlexGroup F4HER o

o

SHREIIMERSE Trident BiFZE (TBC)

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* ER:% Trident BimZHAE (TBC) BB SRKINEIL :

Kubectl get tbc -n trident

NAME
PHASE STATUS
backend-tbc-ontap-nas

b9ff-f96d916ac5e9 Bound Success

MFEEMABRRERNFAEN > AR TANEIRE

B MER* BB RIRECERER TECE #FLER)

LUF 2 Trident 1 FSx for ONTAP —Ef ARV #7748 7155

BACKEND NAME

tbc-ontap-nas

RE g

BACKEND UUID

933e0071-66ce-4324-

PEAERE RSB & ER o
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NFS {7587

GBI U2 Z L& HI L EEA NFS BIHLRER StorageClass (BRISTEMNEBIEYER »

#B453)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iSCSI (#7485

EEALU T EFIRE R iISCSI ML &ERY StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{&H NFSv3 1 AWS Bottlerocket HI{£ 7187

=== L2
BE

BN ERY Trident B4

B E17E AWS Bottlerocket LECE NFSv3 HAIR&E » 551G AAHTIE "mountOptions’ E{#F4ER! -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
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- nfsvers=3

- nolock

Trident StorageClass &t

BLESRRTE T FEEAMLE Trident EIEMHFERNRALERTELAHIREE

B
fRRS"

provisioningType

backendType

IOPS

faRY BEH
FER HDD ~ E&
I » SSD
& g
FEH ontap-nas
~ ontap-nas-
economy ~ ontap
-nas-flexgroup
~ ontap-san
~ solidfire-san
~ azure-netapp-
files ~ ontap-san-
economy
mikE true ~ false
mE true - false
nME true ~ false
int 1EEEEh

' . ONTAP Select 8 FSx for ONTAP R4 ZIZIEINEE

1BE
Pool 1 & ItE5EEY
BUERRE 5 BReh

RTMERE

BRI R I
B*

Pool BiiEtEsE
BRy1& i

Pool 2R RER
AYHARRE

EFNTIRER
iR &

EF TR E
iR &

Pool SE$A{REE L
#ERAY IOPS

23K
fRERIRASAERY

BiEEMESE

-

15 R

B R IRIR BV
fr&

(S5 02 e RN N7
&

E RN ZRYEE
&

Volume 1R:8 T &

£ |OPS

XEE

ontap-nas *
ontap-nas-
economy *
ontap-nas-
flexgroup
ontap-san *
solidfire-san

thick : Ff8
ONTAP ; thin :
Fr B ONTAP #
SolidFire-SAN

FRrEREENIET\

ontap-nas
» ontap-san
* solidfire-san

ontap-nas
~ ontap-san
~ solidfire-san

ontap-nas

» ontap-nas-
economy ~ ontap
-nas-

flexgroups ~ onta
p-san

solidfire-san

FA2F"Kubernetes # Trident ¥4 " LA B R TFEE R AN EL “PersistentVolumeClaim B & > M K3%EH| Trident &t
BEHEEN 2GS o
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B LR
ACE5EhY StorageClass & » BIAJTE Kubernetes I E

1. E2—1@ Kubernetes ¥4 > EItbE5E B "kubectl £ Kubernetes I E

kubectl create -f storage-class-ontapnas.yaml

2. 7T AEZTE Kubernetes ] Trident & Z! basic-csi £7Z585! > M Trident FEZE &L HIR T B iK LAIGHTE
/'lﬂ °

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

fZE SMB Volume

GBI LUE ontap-nas BEENTENRECE SMB HAIRE o (B » EEHITULRIE » S BSTRUTEER | "EEI
E SMB Volume" ©

®Bin=RE AR B
2R TRINT AR IRERRER

2% Sk il

version Yas 51

storageDriverName EEREHEXNRE ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
San—economy

backendName B %I EFE R EREpFZTN%4HE + "_" + dataLIF

126


worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes
worker-node-prep.html#prepare-to-provision-smb-volumes

W

#

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

=R EH

#EES SVM EIZ LIF #9 IP fadt -
IS E ST B %iE (FQDN) o
R Trident 2 A IPv6 [EIRZEE
89 > BRI AR E A LA IPV6 {iI

ik o IPv6 (b BEAFIERE K
fan
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] o YN RTTE
fsxFilesystemID FBY aws f#fi
M#t7T managementLIF > B AREE
EHBEM managementLIF » F%
Trident ¢ AWS HEEX SVM &3l ©
FHIt > 4B %E SVM FHERE (
40 : vsadmin) 1EMHEREE 0 Bzl
BEVEER vsadnin B

% LIF B9 IP fiiilk - ONTAP NAS
EBENTZ\ © NetApp EiHiEE
dataLIF o gNER KR > Trident Rt
SVM EWf& dataLlF o &a] LIS E—
BE2REMILTE (FQDN) B
A NFS #H&81EZ > REMmiEILER
DNS LITE% 1@ dataLIF ZR&ETE
T 1E o YIIARERTUE

T o ONTAP SAN EEFFE : iSCSI
MEIETE o Trident {8 ONTAP
Selective LUN Map FRIFZ=EII LR
E T VEREERFREERY ISCSI LIF - fNR
BAFEEZ T datallF » BIEELE
£ o AR Trident 2fEA IPv6 HEIE
ZEEW > QIR EREA R IPv6 fiI
ik o IPv6 (bR BEIA S IESRE R
fIgn
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555] o

R B EhEE B R B I A SR [FAK
{E] o £/ "autoExportPolicy #
‘autoExportCIDRs 218 » Trident BJ
U EEEIEELERER] o

EUF “autoExportPolicy” B Fa i ffisse
Kubernetes &i%k IP Y CIDR j5EE o
{8 “autoExportPolicy' #
“autoExportCIDRs %18 » Trident AJ
M BEEEELRE) o

EERANERERER JSON &
PECES

FA P im/Rs80) Base64 #4RiS{E ° F

SEE 232% O LIY
RREE RS

BRiRfAZ+i8H Basebs RIS
B - B /RERERS

g
"10.0.0.1", "[2001:1234:abcd::fefe]"

false

"["0.0.0.0/0", "::/0"]"
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W

#

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

128

=R EH

Z{=1E CA /&:5HY Baseb4 4RIEE o "

B o AN/REEERE o

R EERES SVM MERES
8 o ARENERENS (7 EEE  f

i > vsadmin o

EiEEED SVM VRS - ARER

BIEBE 1 EEEE
BEANRFERKES

1£ SVM #1433 Volume E1TERED
ERPAEANAIER o BIUBEE
B - BEEFTHIULZE « KEERE
IHTEYRIR ©

*sA707% Amazon FSx for NetApp
ONTAP 157 ° *EHH) “fsxadmin’
# "vsadmin' AEEEMA Trident 1%
& Aggregate fERIE R NNLAPRS]
FREE AR o

N RARAVHELRRE K/ BB IS »
BIBCERRY o tbIh » EERHITH
EI1EH gtree 1 LUN ERIRA K/
» A B#% “qtreesPerFlexvol IR
FFE:TEE FlexVol HiE&MR A
gtree (=2

g

MNRISET SVM I8 LIF » BJE1T
ﬂio

trident

sA/IER o

' (TR EFIAIT)

1@ FlexVol volume BI&A LUN £ “100”

SWZETE [50, 200] EBEA © {ZR
SAN o

AR SRR AR RV ERIER o B

a0 ~ {"api":false, "method":true}fRIE

ISR T R BRI R E S ARy
SCERIEED ~ BRIFEDER
debugTraceFlags °

LUEESEDBRAY NFS 58I H

B o Kubernetes A M HiREE AY#H
HEEEREGEENPEE B
W RFEFHER PR IEE A e
18 » Trident i EEREIfE R FHEFER IR
R EFE IS AYEMEIETE - NS (GH
FHERM R E R PRI T &=
18 > Trident i A 7ERABIRVRFA
HERE & 2R E (b isETE o

ACE NFS 5 SMB HE&EAIERIL ©
BEETEA nfs ~ “smb'EY null o *@%ZA
REA smb A BEFEIL SMB Hifk
& o *3REA null BIFBEREEIL NFS
MR o

null

nfs



W

#

gtreesPerFlexvol

smbShare

useREST

aws

credentials

iR @ ACE R R IniHRRIEIR
WA AER defaults ECERR DRI EERRIZFITARACE - HIU0 ~ A2 A TEVAERRSES -

#

spaceAllocation

Vi

spaceReserve

snapshotPolicy

siLPH eyl

1@ FlexVol volume BIFA Qtree  "200"
=2 W ZETE [50, 300] EEA

o LsE Y%z —  FH smb-share

Microsoft Management Console I,
ONTAP CLI #2378 SMB %18
» Iy SAEF Trident E1Z SMB H Y
%18 o IE28E K Amazon FSx for
ONTAP &ifE N ER o

HMZRE > FIN{ER ONTAP REST false
APl o BERTES “true BF > Trident #%
/3 ONTAP REST AP| #8138

T o LEIHAEEE ONTAP 9.11.1
EHThRZ o b5k > AT ONTAP
BABBHXNERTR ontap FERARER
H7FEVERR o TASEEERM 'vsadmin®

0 “cluster-admin A& R ELEE

K o

f&B] LATE AWS FSx for ONTAP Hy
BRI E THER -
fsxFilesystemID : 57 AWS nn
FSX EERAMM ID o - apiRegion ™"
: AWS AP| &i5{#%78 o - apikey "
: AWS AP| &8 © - secretKey

D AWS TR ER ©

IETE B#1F1E AWS Secrets

Manager 189 FSx SVM 53:% © -

name . B85 SVM R:5HIZBHERY
Amazon Resource Name (ARN) © -
type . ERIEA awsarn ° ¥4
&Hifl 0 A2/ "1 AWS Secrets
Manager ZH§" o

Sk B
LUN B9ZERE 2 S true

TRMEZEEX ; Tnonel (1EFS) none
g volume ] (52%)

E{FFRY Snapshot FE| none
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W
st

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

Ac& PVC

=R EH

EREUMMIREISIK QoS HKegEE ™

A - SEREFERARBIRERE
qosPolicy 3} adaptiveQosPolicy H
th2z— o $BE¢ Trident £ QoS &
BSEFARTEE ONTAP 9.8 EHHR
7 o MREZERAIERLZR QoS KK
B4R > WM (REXRISBHAEERER
ESMERE - L= QoS KI&EF4H
SoaFIPREIFTE TIFaHMEEH
EFRe

AEIEIREEIEKIEEE QoS
[RRB$4E - BERFEIR MRS
B]#E$2 qosPolicy 3¢
adaptiveQosPolicy EF 2

— o ontap-nas-economy R3z#E o

ARBRENHEREF DL "0

BIURREAREERIEDE

TE#T Volume EEXF NetApp
Volume Encryption (NVE) ; T83&%
false o W/ATEERE LEUS NVE %
REMEBRFE > A BE(EFRLEEEIE - YR
BIHERA T NAE » BITE Trident
HENEAHEEEZ A NAE o
WFEHAEN » 552/ © "Trident £2
NVE 1 NAE BYEER " ©

BB LUKS 0% - 552/ "/
Linux Unified Key Setup ( LUKS
) "o {2PR SAN o

EFEANDERE none

R snapshotPolicy 7  none

) ‘else‘llll
false

false

R ERIRT - SMB BAFREAEFR

BxEH -

HHRENZ 2 o NFS 218

NFS F838{E%A unix ° SMB JE%{H

‘mixed # “unix 2% cSMB X A ntfso

& ‘mixed 'l 'ntfs Z21ER, °

ENE S UN{AIEEIL PersistentVolumeClaim (PVC) fEREETE Kubernetes StorageClass
KRR PV BIERBA © WIRALTH > BIRTLURE PV #184E Pod A ©

##3i7 PVC

https://kubernetes.io/docs/concepts/storage/persistent-
volumes [" PersistentVolumeClaim "] (PVC) EHEE & persistentVolume
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HNEEGEER © pve AIUBCEAHERKFEX/NNEEZEHFEUER © BB
StorageClass ’ B BIEENMETLUEH] PersistentVolume
KNHFEUER > BT LUESIBER RS REE LS °

#2137 Trident &4 StorageClass & > BRI PVC © £37 PVC % > BIalig 4t & #E3) pod & o

HHIENFE
UTEHIETT PVC FUEZARRREIS

BB RWX ZEUEFRRY PVC
IEEERIEETR T —EEZ %A basic-csi B StorageClass RV AR RWX 7ZEVERAIEZ PVC o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: ontap-gold

fEF3 iSCSI B9 PVC £E45l
IEEEFIET T —8Ei% 2 "protection-gold B StorageClass RAEERY « B RWO 7ZEUEIRRY iSCSI #Zs PVC

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: protection-gold

##37 PVC

1. #3 PVC o
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kubectl create -f pvc.yaml

om

2' *ZE‘EE PVC Hﬁﬁb\ °

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

FH2R"Kubernetes #1 Trident #7{4" WA BB ER(EZEER N £ *PersistentVolumeClaim B & » LA K1%E%! Trident B
BEHEEN 2 HGEHME o

HERARER
I (#FEERIAN PVC 18 > BIWIiE PV #180E Pod L o ASE(%IHAF PV ZE1EE] Pod RYEEH

EPELAIEAERL

1. 7£ pod H#&] volume ©

kubectl create -f pv-pod.yaml

LUFEEAIRTR T #§ PVC &5 pod BUEZAAERE | BANHERE !

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80

name: "http-server"
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volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

2 RATLAER kubectl get pod --watch ESiFEE o

2. PR B EHEE] /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IRELALMIER Pod T ° Pod BRARIRTERFE ' BERRE -

kubectl delete pod pv-pod

1f EKS &£ 35 F Trident EKS Kifilcis

NetApp Trident 15T Kubernetes @ Amazon FSx for NetApp ONTAP {#ZRIEIE » ;B
MBI A BMEESREE TN ERTENZE ° NetApp Trident EKS SMEMEXE R ¥EEI’J
Z2MHEMIENFIERIEE » WALE AWS ER5E » TEL Amazon EKS fgﬁﬂﬁﬁﬁ EKS K0
T IR ERE (R Amazon EKS REMZE2MMBEN » MR/ 228  sREMEFHTI0
ToHFFTEN TIEE ©

FoRIGH
43 AWS EKS 527 Trident f¥INTiE 2 A0 > sARERIGE BEHEUTRM

* BEAFEAMNTHREIRAY Amazon EKS EZEIRE o 35280 "Amazon EKS MiNToi" o
* AWS ¥}t AWS Marketplace FIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI #88! : Amazon Linux 2 (AL2_x86_64) 3§ Amazon Linux 2 Arm (AL2_ARM_ 64)
* ENRLEERY ¢ AMD Z{ ARM
* IREH Amazon FSx for NetApp ONTAP 1EZ &4t

133


https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html

1. FFENEIL IAM BB AWS 8 > LUFE EKS Pod SE£72EX AWS BIE o MNEMERAIET » 35
AEF AWS Secret" o

2. 7T EKS Kubernetes 5%  » & ZE Add-ons 1Z% o

2

B "I IAM

tri"env'eks @ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now J

information, see the pricing page [7.

¥ Cluster info it

Status Kubernetes version info Support period Provider
© active 130 @ standard support untl July 28, 2025 EKS
Cluster health issues Upgrade insights

00 ©0

Overview Resources Compute Networking Add-ons [E Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-0ﬂ5(3] Infa View details ) Edit iy Remove )

[0. Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. Hi{E AWS Marketplace JMIMET » SRR EEE storage $87) ©

AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on ]

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Arwpricing model ¥ }( Clear filters )

NetApp, Inc. X < 1

M NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the
ideal choice for organizations seeking efficient containerized storage workflows. Product details [2

Standard Contract

Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23
Cancel

4. % Z| NetApp Trident > #EEY Trident JMEFEXHIIEEEIE > JA%EIE—F Next ©
S. BHEPTEMIMIIN TR AS ©
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

(D You're subscribed to this software X ‘

You ean view the terms and pricing details for this product or choose another offer if one is available.

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel Previous

6. ECEFTRBYMIMNTTHRTE ©

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J 1
Add-on name & Type v Status
netapp_trident-operator storage @ Ready to install
Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)

1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

A2 REMEBT R EE" -

7. NRICTEEER IRSA (ARFEIRAR IAM Af)
8. BEHY EIL ©

-
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9. FESTMIINTTHRIAREE S Active ©

Add-ons (1) nfo View details Edit Remove Get more add-on
[ Q. netapp X \| \ Any categ... ¥ } | Anystatus ¥ 1 match 1
. O

fNetapp NetApp Trident g

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for

ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [

Category Status Version EKS Pod Identity 1AM role for service account

storage @ Active v24,10.0-eksbuild.1 - (IRSA)

Not set
Listed by

NetApp, Inc. [3

10. HITU T an S LUEREE Trident ST EIERZEEEE L ¢

kubectl get pods -n trident

N BEETREVRERFR - IFEMENR > F2H "LEFFER"

£/ CLI ZE/fRIRZ4E Trident EKS KMo

£/ CLI &4 NetApp Trident EKS M2 :
LU I35 S &4t Trident EKS YMEER ©

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.l ({FRAZEMBIRZ)

LR EEfI15 < %24E Trident EKS MiMEZCHR S 25.6.1 -
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.1-eksbuild.1l ({EFAERRRZES)

LT 86352 228 Trident EKS JMEETURR S 25.6.2 ¢

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.l (FRAZEMBIRZE)

&M CLI ED% NetApp Trident EKS SMiMER :

M2 EEPRZEE Trident EKS MmNt :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{5/ kubectl EiI &1

BIRER T Trident BARF R 2 EIRIRAR o E&HFF Trident MBI EFRAEE » UK
Trident FEZANEIEPECEMIRE o 28 Trident 18 » T —F BRI B
‘TridentBackendConfig' EiFT&/RE# (CRD) FI:EEEES Kubernetes NEREIME
I Trident &l o KE]LUER "kubect! SEAT R Kubernetes 251ThRAVZERL CLI THEK
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SERCIEIRIE

TridentBackendConfig

TridentBackendConfig (tbc tbconfig tbackendconfig) e—{EFliHir%ZER CRD » AJ:E&E A
kubectl EIR Trident &l o Kubernetes M#EEFEIESIRE AT UEREER Kubernetes CLI @I EIRR IR -
EEHANGSHERERX (tridentctl) o

$£37 TridentBackendConfig ¥4 » FEELITER :

* Trident IRIFEIRMHRIRE BENEIULBIR © BEAZPRMTA TridentBackend (tbe tridentbackend)
CRo
* TridentBackendConfig M—#FTEZIMA Trident #iZHY TridentBackend ©

1@ "TridentBackendConfig #3£2 “TridentBackend {RiF—H—HBLEIRAA © AIE BIRHAFERERMAER
IHHINE ; BER Trident RNBEBIEMHNAR ©

= TridentBackend CR H Trident BE1E1L o (*FEZEHNEM - MREHEEFTHEI « 58
= IBIEER "TridentBackendConfig #){4 RITULIEEE o

53

AL TridentBackendConfig CR &TLE) :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svim: trident svm

credentials:

name: backend-tbc-ontap-san-secret

S eI EE "trident-installer" BExPBVEH > T BEFTEHFETFS/RFENESEHEE

‘spec R BIHIFENMHERBRE o EAFIP  Bin{FEA ontap-
san " EEEEIER « LFEAILLEREPIIHIERR Y - NFE 1%@%[@]&?&5’] AREZEIEBEE
Zf1ink:backends.html [ "{EEFERENTEXNBIRHEEERN"]

‘spec’ BEEMEE credentials’ #  “deletionPolicy’ i > SLERIEE
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"TridentBackendConfig™ CR FRHETSIAR :

credentials ! IEBHBRERL > B2 ARRARERR/RFETRERNEEN - L2BRESERE
E2ILHY Kubernetes Secret © 5358 BRI A REMAE X FRITVEE » BRIGEEIER -

deletionPolicy - I E 2 TridentBackendConfig I BREFFEATHIIRE - TRIUEUA TREEZ

° delete : EFER TridentBackendConfig CR B EBAB Y& InER MR - ERTERIE ©

° retain . & TridentBackendConfig CR #B&Ef » BIGERIEFEE » WrIFEB tridentctl EITE

12 o BMIFRFERIEE retain FIREREFEREZRTEIRA (21.04 ZRTRA) LFREBERILNEL o B
"TridentBackendConfig' 2 1& » RIIAERTILHEIAY(E ©

B InLTBEB spec.backendName RE © MRKIETE » BInBBRRES
E TridentBackendConfig ¥){R%FE (metadata.name) ° #E:H{FH spec.backendName B
MR T RIHHE o

M tridentctl EBIMEBIRIEREIEY TridentBackendConfig ¥ o [ERJLUEIESE
BEEIL TridentBackendConfig CR: {#H kubectl RKERELERIE - B FTRISEMERE

I RIZAREZRE (BIY] " spec.backendName © spec.storagePrefix »
“spec.storageDriverName'%) © Trident & BEIA&#2ILAY "TridentBackendConfig BAIR G HI1&
I &R RE ©

EEA "kubectl BIIFHVR YR  EIEZHITLUTRIE

1. #3I "Kubernetes Secret" o L& E S Trident Bl(17 &£/ IRFSBAFAEMIEER o
2. $13[ "TridentBackendConfig ¥4 - EF G S FEFRE / IRFEAVEMEN « UREL—PHEINEZS

A o
i

EirBimE o EeILAEA kubectl get tbc <tbc-name> -n <trident-namespace> REREXEGRAEME UL

EEZFAEM -

S EZ 1 . E1I Kubernetes Secret
EI—EESRIRFIGEREN Secret - BEGEIRT | FEEEM—R o LI E—EEAF :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
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username: cluster—-admin

password: password

TREBE T BERFF TS Secret RUAEEZRIMIL

{#7ZF & Secret Fields ##ift
Azure NetApp Files

Element (NetApp HCI,SolidFire
)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

=

clientID

IRk

EREHE

clientPrivateKey

chapUsername

chaplnitiatorSecret

chapTargetUsername

chapTargetlnitiatorSecret

EETLE
FERENEMPRIARE ID

BAMEPR/ER SolidFire 5
B MVIP

FRREERE | SYM NfERES4
18 o AR BRI 5E

EIZFIRE / SVM ER - ARE
L IREER B0 ERE

AR IRRAE £ IR Base64 4%
{8 - BRER/RENEEE o

AUEERERTE - MR
useCHAP=true |4/ 1EIH o A
#? ontap-san'# ‘ontap-san-
economy

CHAP EXEh23ZHE o 1R
useCHAP=true Bl 438IE o A
B? ontap-san'# ‘ontap-san-
economy

BEERELE - MR
useCHAP=true BIIZWEIE ©
B? ontap-san'# ‘ontap-san-
economy

CHAP B1RERENREHE o 1R
useCHAP=true RI|Z#/1E1H o &M
It ontap-san'# ‘ontap-san-
economy

FUET BRI AY Secret » B EHET—FEILN TridentBackendConfig MY spec.credentials i

hSIA o

HB% 2 . #81[ TridentBackendConfig CR

RIRTE R LAEEIL TridentBackendConfig CR T o £ » M ontap-san FEENENNBIREFERAUT
FARBY TridentBackendConfig ¥4EIIAY :

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
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kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-san
spec:
version: 1
backendName: ontap-san-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svim: trident svm
credentials:

name: backend-tbc-ontap-san-secret

UE% 3 B85% TridentBackendConfig CR FYAKAE

#£1I TridentBackendConfig CR & ~ & oI LABEEE ELKAE o sA 2RI T &6 «

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BIHERINEBIL N AIEES] TridentBackendConfig CR ©
P ES T AER A T H P —1E1E -
* Bound : TridentBackendConfig CR &R > BZBIRE R configRef RES
‘TridentBackendConfig CR AY uid BY{&

* Unbound : f#f """ &R/MR° ‘TridentBackendConfig ¥MERMEREIR ° FRAEFIELH
‘TridentBackendConfig CR TERRABGRISULPEER o PEEREER » EIZHMIES Unbound AKEE o

* Deleting : TridentBackendConfig CR HY deletionPolicy HREAMIE - &
‘TridentBackendConfig CR #fHBREF » EE#EA TEEMIBRI ARRE o

c MNRBIHEAFEFAMEEEETS (PVC) » BB "TridentBackendConfig i &%% Trident fiip&1& s 1A
Kz “TridentBackendConfig'CR ©

° MNRBIRFE—ERNZE PVC > BB imEAMIBRIRAE ¢ TridentBackendConfig CR BE&thiE A MR
FESER o & ImAN “TridentBackendConfig' R B TEFAE PVC ##MIERE A 2k o

* Lost . Ed TridentBackendConfig CR ARV B IR BN EMIBR > M TridentBackendConfig
CR WAREBHEMIFREIRAIZRE o #Ei® TridentBackendConfig {EAfI > “deletionPolicy CR 1M}
PR AR PR o

* Unknown:Trident #EAFEEEE TridentBackendConfig CR BAHHYRIRHVARRES BB EE  HIU0,U0R API
{AlfR2s /R B EIFED tridentbackends.trident.netapp.io CRD &5k  BIRJREEEEN A ©

Et > BIREMINRIR | BERTLEE—LEHEMIRCE > fIE0 "Ein SRR R
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(GEM) HH 4 WEELHEER
CEIUSTU T o RENEMERNES EH -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

ItESh ~ fRIEETLAETS YAML/JSON 883 TridentBackendConfig ©

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success

message: Backend 'ontap-san-backend' created
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phase: Bound

backendInfo % backendName # “backendvUID [BIfE ‘TridentBackendConfig CR MEILVE
U © lastOperationStatus H{iF TridentBackendConfig CR RE—RIR{ERVAREE » sZiR{ERILAE
ERERZE (fIW > EABEEET spec PHELERS) FE Trident #5ZE (FIUN > 7E Trident EFTEAEIHAR

) o EH{ERILLZE Success T§ Failed © phase &R/ TridentBackendConfig CR E11& %7 BIRHARVAREE o 1
LHEREHIF > phase BYEA Bound ° EEME TridentBackendConfig CR BEE1&imRANME o

RBIAFTT kubectl -n trident describe tbc <tbc-cr-name> Bp< REVSEHHHEMNEFMAE o

st &£ E A " TridentBackendConfig #1458 “tridentctl REFH S MIFR € SRR IR - EE T 7
= 7£ “tridentctl' £ “TridentBackendConfig' Z RIYIFAERLER » 55 5 E 52" o

I

S
{E£F kubectl I Trident &R
T EEUAI{E A “kubectl TR IFEIRIRE o

il B 12

fflpf TridentBackendConfig &5/~ Trident MBR/(FRERIEE (BURH ‘deletionPolicy) o° HZEff
FR1BIM > 55FE(R deletionPolicy REAMIFR - EEEMIPR "TridentBackendConfig ’ sAMEIR
“deletionPolicy B EARE ° BRI UBFRRBIRNIATEE > LB AIUFA tridentctl #EITEIR ©

HITRIGmL .
kubectl delete tbc <tbc-name> -n trident

Trident A ZHIB& Kubernetes IETE{FEFERY Secret TridentBackendConfig ° Kubernetes R & &AIE
Secret ° filfF Secret RRAZEIEIMIWD o B E Secret B R IRFEARE > A FEMIBR o

BIRRA R
HITTHHS

kubectl get tbc -n trident

&t BT LL#1T “tridentctl get backend -n trident 5%, “tridentctl get backend -o yaml -n trident’ JREV{SFR B IR A % ik
HYEEE o IEBEEF SRR tridentctl I E I ©

e
B mNREREARS !

* HERAIRECENR - EEFTH/RSE MEEH TridentBackendConfig ¥FHERM Kubernetes
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Secret © Trident #FFHIRHNRITEEBIEHEIR - MITLA TS EH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* RETEM2Y (BIUNEEFERA ONTAP SVM H&HE) ©
o R LUER U T a2 EiEER Kubernetes 883 “TridentBackendConfig ¥4 :

kubectl apply -f <updated-backend-file.yaml>

o I FE O LUMERU T LEIRAE TridentBackendConfig CR EITHE :

kubectl edit tbc <tbc-name> -n trident

* MRBIREMRY > BIFRAEERFE LREXMVECE - SR LEEBEIT "kubect! get tbe

<tbc-name> -o yaml -n trident ¥ "kubectl describe tbc <tbc-name> -n trident' 2REH HEELA

2

B HERH
© RGBS EARREAERIRIRER » CRIUEHRNITEH®S o

{# 8 tridentctl EIE Trident &
THEUNE{E A tridentctl BTR IR EIEIRE o

FEVEET

tridentctl create backend -f <backend-file> -n trident

MRBIRERILRY » AIRTRIGECEFEEE - CRAURTUTH<EEAGZURERR !

tridentctl logs -n trident

R WEERENEFEER » LRAIUBRHIT create B2 ©

HEUE Trident MIFFR I ~ BT FHHRLE
1. BiS & ImRTE
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tridentctl get backend -n trident

2. fFRER -

tridentctl delete backend <backend-name> -n trident

s QD% Trident EfCILERIRECE T NHIATFERIMAEREAITRIR > BUMIBREX1E i BE L HEC B #ROHARR
i o ZEB I HEAELL TIETEMIPR) ARREFTE ©

BRI
EBIRIA Trident BRI « BT ISR
F EERGEE BRI TASS

tridentctl get backend -n trident
* EEESPIAEFEER BT RIS S !

tridentctl get backend -o json -n trident

BT I
BIMBRIRHEREER > JUTU TS

tridentctl update backend <backend-name> -f <backend-file> -n trident

MEBIHEMEY > ARTRBIGAEFERNE » B LES T ERNWEINRE o KalUBITUTHSEEHFEU
HEEREA :

tridentctl logs -n trident

R WEIERENEFEER » LRIUBRHIT update B2 ©

sHR! 8 AR 18 I BY 77 4R
ER—ERIUER tridentctl AEIRYIHEHHA JSON BRIREIZREEM - SREMT jq EARER

CEB L EZEN °

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
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storageClasses: [.storage[].storageClasses] |unique}]’

EMEAMNER TridentBackendConfig EIIREIR o

1E Trident BIREIES

T BRTE Trident FEIBRIFMARE AR ©

ERBIRIVER

B "TridentBackendConfig' V¥ » EIESIRTAEMEERNRIFEIES c 5518 T THRE :
* {FH “tridentct BIZE IR P LLA “TridentBackendConfig R & IR0 ?
* £ "TridentBackendConfig 37 V& IR A] LAfEF “tridentctl’ SRETENF ?

f#F tridentctl BIHEIE ‘TridentBackendConfig

RENERAAUNAI3E4E Kubernetes MHEIEEIEIL tridentctl W TridentBackendConfig ¥ REIRR IR
L ER o

EERRUTER :
* BFEMRYS » /2A TridentBackendConfig * RAEMEA tridentct! 1LY o
* fEF “tridentctl’ IRV B LR » FERFFEHEM TridentBackendConfig 44 o
EAMEER  BIREREETTE © Trident B EHFRHIRE W HEETIRE - SIESREMEEE ©

s #4EF A tridentctl REIBFERTEILAREIR ©

* B{EMA tridentctl B MNBIREBEEZHB TridentBackendConfig Y o ERMEKRERIERZER
kubectl MIJE tridentctl ETEIR o

EEFA kubect BIRIRABIE > EEEEI—E TridentBackendConfig SIEFIIRA R - U THATEI %k
[FIE .

1. #37 Kubernetes Secret ° Itt Secret &5 Trident Ei(E{F &/ RFIFE N EMNEIEER o

2. 3 TridentBackendConfig ¥t - HHBEFHEFERE / RFBFMEEN - UREL—FTHELINE
B2 o WE/NMEEMRERBIVAERESE (HIU0  spec.backendName © spec.storagePrefix »
‘spec.storageDriverName'%) © “spec.backendName W 7BsRE AIRB RIGHILTE o

SR 0 © HREIE
HERI TridentBackendConfig #EZIIR AR » LEENSRIRKE - E4F0F » HABRKRBEZERAUT
JSON ERZIUM :

tridentctl get backend ontap-nas-backend -n trident
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| NAME | STORAGE DRIVER |

| STATE | VOLUMES |

o fom e
oo to—mm———— +
| ontap-nas-backend | ontap-nas | 52f2ebl0
96b3be5ab5d7 | online | 25 |
e e Fom -
e fomm - +

cat ontap-nas-backend.json
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"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",
"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
}I
"labels": {
"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
by
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"
}
}I
{
"labels": {

"app" . "mysqldb",

UUID



"cost": "25"

}I

"zone": "us east 14",

"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"

$ER 1 | 17 Kubernetes Secret

B — A8 2 & in/&EM Secret > M TFHIFAT :

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

8% 2 . 1 TridentBackendConfig CR

T—% @I TridentBackendConfig CR » FEBEEMIEEIIRE ontap-nas-backend (WMABFIFFR) o
AERMENLTENK !

* HHEMNEIFZTBETE spec.backendName FE S °

* e B2 HERI%RIHER o

* ERERM MNMREFE) HEFRFEFRRBHERNIER o

* BRRENFEB Kubernetes Secret Fefft » MIEMAEIXFR R IRM o

TEREERT > TridentBackendConfig' BEER Z RIS :
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cat backend-tbc-ontap-nas.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
dataLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created
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$E% 3 | BR:¥ TridentBackendConfig CR HUAREE

7f TridentBackendConfig JBiIZ 1% » HFEEWES Bound o BiREKRMEIERIFERENEHKLHEMN
UuID o

kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3be5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

o= -

et ettt F—————— F————— +

| NAME | STORAGE DRIVER | UuIlbD

| STATE | VOLUMES |

o o

Bt it et L e PP +——————— o ———— +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
906b3be5ab5d7 | online | 25 |

et ke -
e - - +

RERImEETEFA tbc-ontap-nas-backend TridentBackendConfig ¥ EITEIR o

{#F8 TridentBackendConfig BIREIE "tridentctl

‘tridentctl® ATARFILEMFER TridentBackendConfig®
EIAIARIE o IS 0 BIEEMALUEEEE tridentctl’ TEREIBELLRL 0 BB
‘TridentBackendConfig' MiFEfR “spec.deletionPolicy’ =RIEAy ‘retain’ ©

HER 0 © A ER

B8N > RE&MER TridentBackendConfig 2L T T E&R :

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident
fom fom
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| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom - fom e

fessssmsss s e s ss s oses s s s ess R frossmm==== ¥

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosessssssssssss==== fosssmsmsm=ssas=s
fesssssssssscsesessosssassssassssasmaaa femmm==== fosssm==== 4

REEHAERAUEBL > "TridentBackendConfig' ERLINEIRE » M4 EEIR G (BRZREIRA UUID) o

S 1 | HESY deletionPolicy ERRES retain

FETIZKE—T deletionPolicy HIfE © E%E?&EE retain ° = AJFE{RMIFR TridentBackendConfig
CREf > BInERNGEE » Wnl{EMA tridentctl ETEE

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

E2d FRIE deletionPolicy RAES ‘retain’® [REIFRBEITTF—F o

ER 2 . filB% TridentBackendConfig CR

R1%&—% P& TridentBackendConfig CR o HEsR "deletionPolicy 52 €% "retain'1& > BIAT I TMRIBRIZ(E

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident
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e R - +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

o e

e o t——— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

e e ——
et ettt et L L L e P o f——— +

filBR TridentBackendConfig ¥4 » Trident REARGFEHBEER > MAGEBRMIFREBIHAS ©
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