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ZIRERREL

&8 Trident Protect [{EFERTE

e LUE A Trident Protect IEIREBHFEHDZEREAREN - IRERKERARERNERDIE—E
=5 NHRARRERREZER

© BREAREDNE > FrARZERARARENNTHFRERRAEN—EER - IREFEE
RERTHT > EERERRFEEFESNT

* qtree HFEE T IRNHEMNREI RN G TR HREBHHRZEM © B2 0 qtree HEE AR
RRBIBERI AR A EER/RATRZER o
@ * SR LAE RS SR R BETRIRIR(E c BERAREME > 5520 "EHERS Trident Protect 121

* EENFEIEDERSEN KubeVirt £33 (VM) MAERFAEGREMER > sAERER
CR 89 “includedVirtualMachines ##1{i - BREIZ1ER CR ~ HBNI2ZF YAML &4 > s52R"
f§£F8 Trident Protect {R5& KubeVirt [E#E&2s" ©

HNEREIRER % ZEM

2 & BackupRestore CR & {2EREIRE B dn % 2= » Trident Protect B1EFTEAn R B HIERERTE
N WAERRNWERAREINEIL—ERERARER CR - EEMREZFENERRER » EI U BIIPERHDHIRE > 3
B REHE o

* BEHERIEAEHRAEERNAEGREBMATEFLEHE NI ERRAMNENER - EEE
@ FEGTNFAESR > AR EHEBIZEHETR » BENERIFNGRZER -
* £ CR ZREIFmA TR » X BELEFEEILBIZHRER > /ABRBEHA CR ° Trident
Protect {£7E{# M CLI A S BB BZERM °

Az Al
sRFEfR AWS TEREERRER B9A HAMR B MU HEFI REFEIBMITH s3 BIRIEE - MRENTERIFERS
HA ~ EERIREE R ©

* BRMEERNEETHAMREIESEN » 55268 "AWS API SRS

* W AWS BERRERVEFHEER 0 526 "AWS IAM FREFSIH" o

E1EEH Kopia FABENBE TREREHDE » SR LR CR PREfEA CLI 8 » LUE
%l Kopia SEFME FH174 - BRACIECEEENESEN » 552/ "Kopia sRAH" © £
‘tridentctl-protect create --help 85 % W ENS A RAER Trident Protect CLI 5 E BN E S E o

fEFA CR
1. B B5]ER (CR) EREIGESRE trident-protect-backup-restore-cr.yaml °

2. FEEERIURERD « REUTEML -
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° metadata.name . (#1EH) LEHFTERNGTHE | FACHNIRBEE—([AE—BERRNHE
° spec.appArchivePath : AppVault RfEZEHD AT o ] UERU T i< RS HUERRE -

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef : (#I8) HEHEHREN AppVault $FE o

° spec.destinationApplicationName : CGEf) EFREHAERXNLTE - MRREMH  ERENEAER
FEALLRTE - MRKRME - ERNEREASERARRREAREXLE -

° spec.namespaceMapping : ER{EFERRIRF B ZEME BFmLZEREE o 3B "my-source-
namespace ] ‘my-destination-namespace i & FIRIZEHAYE o

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (FIE) MRCRAFEEFEARANFELERETINE - FMLHERYE - UBSTHIFHERER
BHER

Trident Protect & EXBYSEIE— L2 » (KA EMSUHEENERA RN - Hi - NP/
() mETREMERESSER - BRI T —E Pod » Bl Trident Protect & 1&IR
SR Pod ©

> resourceFilter.resourceSelectionCriteria : (EfiEME) #FH Include I "Exclude 3R & 50 HE
B&RTE resourceMatchers FEZENEIR o FZ LT resourceMatchers 2N EHZE B S HIGIE
i

* resourceFilter.resourceMatchers : resourceMatcher #){4B9FES o YNR7E &S| P EHZE
0% ° Bz OR ER LA » BETHEMBIMEAL (group ~ kind ~ version) 2 RIHF%
AND EHULTHD o

* resourceMatchers[].group : (F]#) EEFEMNEREAE o
* resourceMatchers[].kind : (F]#) EERERERIER o
* resourceMatchers[].version : (AJ3%) EEFENEIRIRZA o

* resourceMatchers[].names : (F]#E) EiEEREIRR Kubernetes metadata.name i
Ry HE o



* resourceMatchers[].namespaces : (F]#%) EEFEAZEIRR Kubernetes
metadata.name PRV ZEM ©

* resourceMatchers[].labelSelectors : (AJ3%) BT Kubernetes metadata.name il
PERMZEEIZR TR "Kubernetes sREASZH" o Fla0

"trident.netapp.io/os=linux" °

fugn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. f trident-protect-backup-restore-cr.yaml {&ZFIEAIFENERE > EFCR:
kubectl apply -f trident-protect-backup-restore-cr.yaml

A CLI
HER
1. BEMERIIARNGRZER > WigAIERPHESRATIRIEPEN © namespace-mapping 5|
HERE MR RZER » BRI R R M HER EREEmA R » 85

“sourcel:destl, source?2:dest2 o fla0 :

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>
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tminERERIGe R ZERE
e ABERF BN R R IR IAT R ZERM o MITHMHIZRES > Trident Protect & BB S IR (REFHZNEITHIIMEE
> ARG LEEE BV R AL
* EERMBZA > BRAEINMEERAREFZNEER - EAMEEERERAREXERRRNITHEZNG
RERIRER ©
* MIEMIhTTRE » REMER ERABHEESEMA o LrEFRNIFRZMIRFERIRE
* EMEEETHROHIRRER S EERFRGRIEUH - MFRIRIFE 5 DERRECH » AlIERSEEETT
WAEER CR RREHEEEES o

FRtaZ Al
sRFEIR AWS TERE IR I9A RHEAMR B U HEFIREFEBMITH s3 BRIEXE - MRENTERIFERB

HA ~ FEEAIREG R o
* BRMEEREEHAMRENESEHN > 55268 "AWS API SRS
* W AWS BEIRRERVSFHEE - 5F2B "AWS IAM FREASIH" o

EICER Kopia FAENBE T RERHMDE - K LURIEE CR FZfER CLI 5 » T
il Kopia EFENEFE/T1TA - BRATEERENEZEHN » 5528 "Kopia sRIASH" o £
“tridentctl-protect create --help 3 < LAE{S B RA{ER Trident Protect CLI 15 E BN EZLE ©

fMA CR
HER
1. B B5]ER (CR) HEREIGHMAS trident-protect-backup-ipr-cr.yaml ©

2. EITEIAMERP REUTEM

° metadata.name : (1) LLEFTERNGHE ;| FACHNIRBEE—([AE—BERRNHE o
° spec.appArchivePath : AppVault RfEEHED AT o el UERU T i< RS -

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef . (1E) EFEHDAZRH AppVault 5478 o

fgn -

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-hamespace
spec:
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appArchivePath: my-backup-path

appVaultRef: appvault-name

3. (FIE) MREAFRBEEZRARANELEERETNE - FMESHRFG > UESTHHFFERER

BHVER -

®

Trident Protect € BEIEE—LER » AATMEEZNERARE: o Hi0 > INRE
BETHEMHMIEEESER » BZEERF T —18 Pod » Bl Trident Protect th &2/
sZFAE Pod o

° resourceFilter.resourceSelectionCriteria : (EFEME) fFH “Include 5% "Exclude R 5 5k HE
FR7E resourceMatchers FEZRMEIR o FTIELLT resourceMatchers 28U ERE D SR E

P

* resourceFilter.resourceMatchers : resourceMatcher #){4HIFES o NRTE LEFES 1 E ZHZ1{E
7T ° 2% OR ER A » SETHERBIEAL (group ~ kind ~ version) 2 fEIH&%
AND EHULAL o

spec:

resourceMatchers[].group : (F3%) EEFENEIREHA
resourceMatchers[].kind : (F]#E) EEFEAVERIER o
resourceMatchers[].version : (AJ3%) EEFENEIRIRZS o

resourceMatchers[].names . (FJ3¥) EiREHNE IR Kubernetes metadata.name 11z

FRyRTE o

resourceMatchers[].namespaces : (A]3%) EEFHENEIRH Kubernetes
metadata.name IR ZER o

resourceMatchers[].labelSelectors : (F[3) EIRTE Kubernetes metadata.name ##&1iL
HHE RAVIZEEIZESSF B "Kubernetes sRBESZH" o FI40 -

"trident.netapp.io/os=linux" °

fugn

resourceFilter:

resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource-group-1

kind: my-resource-kind-1

version: my-resource-version-1

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
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labelSelectors: ["trident.netapp.io/os=linux"]
4. f trident-protect-backup-ipr-cr.yaml {&ZFIEAIFENEE > EFCR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI

FER
1. BB BRIFERGRTER > MW SERFNESRATIRIEPHNEN © backup 2EFERATHHAZERM
MED %R » BA <namespace>/<name> ° 40 :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \

-n <application namespace>

HEOERZITRRS
INRRIAHE IR « CATURHERETRNEE o

* BI%(ER Kopia EABRBH T REREHNDR » [SILUEETE CR FE#ER CLI I5EE »
IU$ER| Kopia EENEFHNTTA - BRI EEBENESEN » 552/ "Kopia 574"
£ “tridentctl-protect create --help &5 LUEVIS B RAfE Trident Protect CLI 5 €N E S

©) & o
* A CR BRI BRI » HBLFEEIBIEMHZER > ZABBEHR CR ° Trident
Protect {£7E{# /A CLI B A @ BHEL M ZER] ©

a2 Al
PRTEIRFT & FOJTRIGM

* BRRRES L Trident Protect °
© BRER SR FEERR SR AppVault ETFREEETS > B ERMAEFEZRISH o

* #1T “tridentctl-protect get appvaultcontent’ s LB » FEFERAIRIRIRE 0] LUEIZ R AppVault CR REZRRIIMH
EFR o MRARIEFIEEEEFE > ANAEBRREN Pod A#IT Trident Protect CLI ©

* AR AWS T1EFEERMERL RV MEAFR B MU HMEM REFEHITIERFE - MRENTERERIHEB
HA ~ EEPIBEE R -
© BRREERN SR IBHRENESEN » 552H "AWS API 5RBA "
° W1 AWS EBRRERFEE > 552H "AWS XX o

1. {# 3 Trident Protect CLI #M#FET0EEEE AppVault CR BB EHENBEEE L ©
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tridentctl-protect get appvault --context <destination cluster name>

@ NRBERE ERTEME AppVault CR » s5#2HR "(FF Trident Protect AppVault ¥4 5 E 127
FiE" hMPEREILTE ©

2. EEBEEE L AppVault IEHRE » Wi T "appArchivePath EiEREVHER -

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

HITILER < REER AppVault FREVRI B » BEHKIRRSE « HERNEARNLE - REBEECNREER

o

EHEL -

| CLUSTER | APP [ TYPE | NAME TIMESTAMP
| PATH |

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f£F AppVault LIENFRIEREREARIERIBREE

(D @M CRE - SRRANERRE RS 2 EREER B0 HEE L o

fEF CR
1. BT B5]ER (CR) EEIGHESAS trident-protect-backup-restore-cr.yaml ©

2. FEICRIRIERD « REUTEME -

° metadata.name : (H) WWEFTERNGHE ; FAENRIEEE—(AH—BER&NELHE -
° spec.appVaultRef : (#18) EEHEHREH AppVault £ o

° spec.appArchivePath : (W%1E) AppVault REEFHHTABSHERE - FETE 2 hIESEEE
A NA > W Z appArchivePath B3 RIED ©
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° spec.destinationApplicationName : (GER) EERFERARENHE - RIRHE « BENERARER
SEALLRTE - MRXREME - ERNEREXEFERKFEERARERE o

° spec.namespaceMapping : ER{EFERRIFF BT BEmLZEREE o 358 "my-source-
namespace ] “my-destination-namespace B & KIRIEHAVE o

fgn

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. £ trident-protect-backup-restore-cr.yaml {EZEFIEAIFENER » EFACR
kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. FRUTHSRERARER » WA ERPHNESHRATIRIEPTHNEN - A THRN2BERERS
FREVA S 2/ > iRRm A R E R EREN B ZEm M » % source1:dest1,source2:dest2 ©
4

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

TWEIRRIEIR B A E Ry a2 ZE

TRIUERBEIER (CR) ERREBERER » BRIARANGmRERHFBKRRRIEME o EFER
SnapshotRestore CR #FIRIRIZ/R E| R REIAVE % ZE /T » Trident Protect E7EMTBV TR R =M PERERRER » 1

#EFRNEAENZL—ERAREN CR - BEREERRNEARERN » M LEEIBRFHEHNIRR - SRILIRE
Hrig



* SnapshotRestore S5 spec.storageClassMapping B4 > (BE2EREHEFIERNFMBEEZE
P ENERERNRFRIRRA IR - MREAEFRINERFRFHF R
@ StorageClass ’ BIRRIREF R -

* {£F CR ZEREIFen 2T » W BLAFEEILBIZHAZER > ZABRBER CR ° Trident
Protect {£7E{#/H CLI A G BHEImHZEER ©

ez Al

sEE R AWS TEPEERHEMRL AV REAPR B U EHER REFEHITH s3 BRIEE - IRENTERIERARMA
HH EERIBEG R -

* BT ER RS EBIRENEZEN » 52K "AWS API ZREASCH" o
* UN%E AWS BRU/RERVEEMER o A2 "AWS IAM sRBESCHE" o

fEFA CR
TR
1. B B:TER (CR) #EETKEGBGHEAS trident-protect-snapshot-restore-cr.yaml ©
2. EEERIMINEER « REUAT BN -
° metadata.name : () WEFTHRNSGTHE ; FATHNIRIBEE—(AR—BEERNGT]E -
° spec.appVaultRef . (1H) EFIREBAZRH AppVault 5478 o
° spec.appArchivePath : AppVault AfEFRBASHERE o MalUERANU TR RSHUILERE

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

° spec.destinationApplicationName : (GEf) Z2REAEXNRE - MRIEMH « EENERER
BEALERTE - MRFKREM ERNERAERSERAKERARERATE -

° spec.namespaceMapping : ER{EERNRKIFEmAEEE B R %RV o 3518 "my-source-
namespace ] ‘my-destination-namespace Zi & FIRIZEHAYE o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my—-cr—name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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3.

(AI8) MRCRAFEEZRARANELETERETNE » FABEEANT > UESTFHERER
BHVER -

Trident Protect & BV — L2 - (R4 S SRR ERARN © Al - MR
() mETREMERESER - &R T —E Pod » Bl Trident Protect 1 &&IR
SR Pod ©

° resourceFilter.resourceSelectionCriteria : (EFZEMNE) #H "Include 5 "Exclude K155 HE
BRTE resourceMatchers FEZEE R o FZ LT resourceMatchers 2N EEE S S HIGHE
P

* resourceFilter.resourceMatchers : resourceMatcher {89 o {1 R7E LEES P EHEZE
7T ° ©fZEi% OR ER A » SETHERBIREAL (group ~ kind ~ version) Z &%
AND ZEHUTHL o

* resourceMatchers[].group : (FJ) EEFENEIREAE o
* resourceMatchers[].kind : (FJ#) EEFEMNERIER -
* resourceMatchers[].version : (FJi%) EEREMNEIRIRZ o

yee

* resourceMatchers[].names : (F]#) EiEEEIRR Kubernetes metadata.name i

PEYTE o

* resourceMatchers[].namespaces : (FA]i&) EEFZEMNZIRA Kubernetes
metadata.name R AYER % ZERM o

* resourceMatchers|].labelSelectors : (F]#E) FHJRTE Kubernetes metadata.name &1L
EEIZESEIZIIFH "Kubernetes sREASHE" o FIgN

"trident.netapp.io/os=linux" °

fgn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. £ trident-protect-snapshot-restore-cr.yaml H2ZEHIEAFENER > EACR:


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

M CLI
HER
1. BRBIERZIARNGRZER » TERPNESRATIRIBERNER o

° snapshot " 5|#EHAMmBZTRMIRELTE » XA <namespace>/<name> °
° namespace-mapping  5|EERERAMRIVEFRZER » KRKIRGP R EMH R ERNB IR T
M A sourcel :destl, source?2:dest2 °

fuan

tridentctl-protect create snapshotrestore <my restore name> \
--snapshot <namespace/snapshot to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

RERIRE R B RYGeR B 2

ERI LABBRIRIRE R B [RYAen B 22 o BUTRMIERET > Trident Protect & BENEIRREFIZMEITRHIESR
) LXBJSJJ:T#T%'YQEI’\J}%}?EE

- IEEERA AT TR RMFTE CRUBRENFN B S o BEM L EE R AR R R TH0E
(BRI o
- PHERIISERE © RAIEN DEBNIR S EHEE o LA E AANIRNRSERRE

* (HAIEEETHEG SRRIREE S EERFGRIECH - MNRIR(EE 5 DEARECH » BIERREEETT
TEER CRRREHEHRES o

FIsGZ Al

FARETR AWS TERSERHEN B9 MHAPR B U EHERIRFFEHITH s3 BIRIEE - MRENTERIEEIREB
HH EEFIBEE R -

* FRREERN SRS RBHRENESEN - 552H "AWS API 5RBA "
* W% AWS BRRERFAE > 552R "AWS IAM SRBASfH" o

M CR

B ER

1. B B5]ER (CR) EREIGHEMAS trident-protect-snapshot-ipr-cr.yaml ©

2. EERERIUAMERED - REATEM :
° metadata.name : (#iH) ILEHFTERNGHE  FACHNREEE—(AE—BAERNLE -
° spec.appVaultRef . (1E) EFIRIBARH AppVault $478 o
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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° spec.appArchivePath : AppVault AfEFREBABIIRE o el UERMU TSRS ¢

kubectl get snapshots <SNAPSHOT NAME> -n my-app-hamespace =-o
Jjsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

+. (A1) MREIAFZREFARANFELET RETNE - SARIEEEST - LB STHFHERER
BER

B

+ 735 | Trident Protect @ BFRIZFELER » AATMBECEIZENEREERAK o M0 > MREEETH
EMHMEETSER 0 BZE R T —@ Pod » Bl Trident Protect th &8 R %R Pod °

+ * resourceFilter.resourceSelectionCriteria: CG&BEME) /A Include 5 “Exclude KEEHTHE
BRTE resourceMatchers HEZMNER o ¥ %) resourceMatchers REREZE B SEBHFEN
B . resourceFilter.resourceMatchers . resourceMatcher B[S o YNRIEULFEESFE
EZETE > EfZMEEE or EHE » SETEANNMIL (group * kind ~ version) Z[EHF##
AND EHULED o * resourceMatchers|[].group: (AJ#E) EEFHEANEIREIH o *
resourceMatchers[].kind: (7J¥E) EEFEMEJRTESE o » resourceMatchers[].version:
(A]%E) EEHEMNEIRIRA © * resourceMatchers|[].names: (A[) EEFEMBIRN
Kubernetes metadata.name MBEIFAYRETE o * resourceMatchers|[] .namespaces: (JE) =
BFENEIREN Kubernetes metadata.name HRAIFBRIERRZER] o *
resourceMatchers|[] .labelSelectors: (rJ%E) BJEMY Kubernetes metadata.name HR{IH
AEERIEIZESRFER > W "Kubernetes REAF"HERES  HlE0 :

“"trident.netapp.io/os=linux" °

+ fn -
+
spec:
resourceFilter:

resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1

names: ["my-resource-names"]


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

+ 1f trident-protect-snapshot-ipr-cr.yaml {2ZFIEAEENER » EFCR:

+

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
HEER
1. BREBIEREIRESAZER » Wi A ERPNESRAKIRIERNER - FI1

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
-n <application namespace>

BEERIFRIIARS
CRAIUERS L IIRIREEEET - ETMEIERBMBVEBRIFEMRS o

ﬂ;u%
1. EAUTHLBRERIEENRRE » BAERPOESTRATIRIEHRHER :

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}"'

o

{F AP Trident Protect :ERERE

CRILFIBRER « o EMRENREBEPERRER TR  UAROHIE

ZREMNAEBEERMA G ERERNRE
ERREMNASEBEFEIRE - BRvtheZEPREMZE S ER R EERREAREER KR4
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ERPFEEBNMSBHEMTAFENRRIGEEERNE - MEMEFENRRIERISRBERUNEGR
Ren R ERPHE - EFER BRte % ERPRB SRR RITRE

IMNREEHE Red Hat OpenShift » sBF5A BB ZEBEERE OpenShift IRIZEAIRAHEIER o &
@ 2RI R FEIR1E R Pod 81E OpenShift 22 F FTX4®R (SCC) EHEMIEEMEIRMZ 21
BoE » WAEEEIREEMZEAREE o INTEHAAE » 5528 "OpenShift % T XA R HE

TRILUSBEHITE RN EERIREZATRE Kubernetes IRIFEE
RESTORE SKIP NAMESPACE ANNOTATIONS » ZRF5LEB1Rap & ERPIIFERRER o flM :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

HITERBIEBE(EER > restoreSkipNamespaceAnnotations
@ restoreSkipNamespaceLabels FiSEME MGG EBEEMERATNERNBSEREE
FEPHERR o AMEREMIE Helm ZEEHABECEELERTE - GEAAERE » 2R e HAM

=l—mn

Trident Protect Helm Chart &x/&" °

WNRIGHEER Helm W#7A --create-namespace {ZFLETHRERARER > B2 H name ERBEITRHE
12 o EREH A EREIBIZEP > Trident Protect FiF bR E R E|BpIthan 2 2EM » BIRKIFEREE KR %
ZTRIET  IEREEHABNEGRTEE - MRILERKFEGAEBAER > B EEERNI MGG
I AMUYERIEEE o

#if1

UTEMRTR T KRR ZERMBEReRER » EfSEAETEREENIRE - KrAIUEERFMEBEGS
ZEREBIARS » U sEAEAIR R B R R ERE P EWNE S EER

HERNAHBEEEZA
TRRA T ERNBEBEEEZ A S 53R % 2= M B 1R en 4 = RERTARAS :

R IR —
ﬁl‘%%?ﬁﬂ ns-1 (3K * annotation.one/key: Tupdatedvalue] « environment=production
) * annotation.two/key: truel . 431 =hipaa

* %i8=ns-1
;’E;‘E%F‘aﬂ ns-2 (B  * annotation.one/key: [ltruel . g =R

* annotation.three/key: [false]
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
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https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
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https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/zh-tw/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings

BRIFER

TRER T ERNKEEZEEREH B R RERBGAR - —ERERFN > —LEREWRESE > 11 H nane &
BEEMULE B RanRZER -

GEEERA 1R L
BEZTl ns-2 (B * annotation.one/key: lupdatedvalue] * %fB=ns-2
) * annotation.two/key: ltrue] * &M =hipaa
* annotation.three/key: [false] * environment=production
* AB=-ERE
S RHIR L

AENERAA ] AR B R FEE R EhRIL -

(AR

It “spec.storageClassMapping’ B4 E2& T RKIFEERAEXPHRFERE B RS E L fEFENHE - 7568
FERRRX BRI EERRHFERNMNEE 2R > 8% BackupRestore 12 EMIHIZ B IR » B LUERLLEBME -

i hTI I
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
XIERERE
KEAFIH T RFEF AR RERETANZIERRE - REAERFARRKR TR > RAERERERE -
g R SRR famE
protect.trident.ne =5 BRI EBRMEAT FLENEREE (UMREM) - "300"

tapp.io/data-
mover-timeout-
sec

protect.trident.ne == Kopia AATREXFIA/NERR (A MB AE{) o "1000"
tapp.io/kopia-

content-cache-

size-limit-mb
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SR el
protect.trident.ne =F&
tapp.io/pvc-bind-
timeout-sec

=R EH

LA REIM PersistentVolumeClaims (PVC)
#% Bound lEENZRREHE (UMAREM) - @Bt
FIMIRIER @R - BRAMNFIBIER CR R
(BackupRestore + BackuplnplaceRestore ~ Snapsho
tRestore ~ SnapshotinplaceRestore) o ¥REHIEETF
RERINNEEREREEZRME > AERAESNE -

A B ERERERFHENER

BRERINErRETEERERIAREPETEN - EERBIARANEEZERIGRATFR
AERF > IETHEEIEER A - I - EREAREIVEREIRFERZ=ER » B ConfigMap &

RYERRE

BREBVEEL

fasz(E

')'1 200" (20 &

The transformations MM SnapshotRestore » BackupRestore » AppMirrorRelationship &
HERERY > AEEEEREBRETEN Kubermetes BIR - ERRENEAREATELRIGEAREEAR
[FIRVARREET » BIMNEE 1428 « Bik URL ~ BIRIRBISKIRIZE R - LEThAEIEEER ©

BIREHER "RFC 6902 JSON Patch"#&fEF "RFC 6901 JSON Pointer" B3R E I F{ELL Kubernetes BEiRH

RO REMRL ©

THETT @3B RERIERYIMTHIESLES

apiVersion: protect.trident.netapp.io/vl

kind: SnapshotRestore
metadata:

name: my-restore

namespace: target-namespace

spec:
appVaultRef: my-vault

appArchivePath: /path/to/snapshot

namespaceMapping:

- Source: source—ns

destination: target-ns

transformations:

- resource:
kind: ConfigMap Required: resource kind
group: "" Optional: API group (empty for core
resources)
version: "" Optional: API version
name: "" Optional: specific resource name
operations:
- op: replace Operation type

path: "/data/key"

16

JSON Pointer path


https://www.rfc-editor.org/rfc/rfc6902
https://www.rfc-editor.org/rfc/rfc6901

value: "new-value" # New value (for add/replace/test)

XENEIR
TR UREREBMERERNS TIMRENER
* kind (WAH) : Kubernetes BEIFFEEY (U0 > ConfigMap ’ Deployment > Pod)
* group (AJ#E) : APIE¥#H (fI# > apps® route.openshift.io) — HIZLER > BEEE
* hj7s (FT%E) : APIRRZS (FI9 > vi> vibetal)
* & (A8 EEANEERENER

@ BRI ZEIEDX PersistentVolumeClaims A ap&ZER o
S ENEE
AT LUER UL T IREARIENEIR ¢ add ? copy ’ move ’ remove ® replace ’ LU test ©
AEIRMEE

fEF add #RFRITHEE R ISHTE R AIEE R U SRESFEE R o

£/ CR
LU T &6 Deployment BiRTIEEIZLSEIESS

transformations:
- resource:
kind: Deployment

operations:
- op: add
path: "/spec/template/spec/nodeSelector"
value:
"topology.kubernetes.io/zone": "us-east-1la"

disktype: "ssd"

M CLI
ERU T < EBm <y AITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
—--namespace-mapping <source-ns>:<dest-ns> \
--transformation

'apps,vl,Deployment:add{"path":"/spec/template/spec/nodeSelector", "valu



e":{"topology.kubernetes.io/zone" :"us-east-1a", "disktype":"ssd"}}"

BRERPHE
£ copy ##IFRIRBRERARER —EREEREIS —ERE - KFERZIE -

fEA CR
LUTFEEFIES configMap ¥IMFRIE RIS

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: copy
from: "/data/source-key"
path: "/data/backup-key"

£ CLI
ERU T < EBam < AITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—-transformation ',vl,ConfigMap:copy{"from":"/data/source-
key", "path":"/data/backup-key"}'

TEHERAREE

{Eﬁﬁ ‘move R{FRIRIBRE RPHIERL —EREBES —ERE - KRB EREBE » ERRKEEBRREE

f£/A CR
LUTFEfIE#Hep% ConfigMap MIMEFREBERIE !

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: move
from: "/data/OLD KEY"
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path: "/data/NEW _KEY"

A CLI
ERUTa<EBEMm LI ITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
—-—namespace-mapping <source-ns>:<dest-ns> \
-—transformation
',vl,ConfigMap:move{"from":"/data/OLD KEY", "path":"/data/NEW KEY"}'

WERPBIFRE
£ remove #RIFRIMIFFRIEEREPRIRUIIE

f£M CR
LT &M ConfigMap BRI

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: remove
path: "/metadata/annotations/kubectl.kubernetes.io~1llast-
applied-configuration"

()  fELutEfImssEs - ~1 2 / # JSON Pointer B o

fEF CLI
ERUTmLERmTIHITIER

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.

io~llast-applied-configuration"}"'
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BAERTHNE
fERIE “replace R FRI IS ERE FTERTHVIEAE - JSON BRIEUABETE o

f£MA CR
LUTFEHEE Route VIR EI4ETE

transformations:
- resource:
kind: Route
group: route.openshift.io
operations:
- op: replace
path: "/spec/host"
value: "prod.example.com"

M CLI
ERU T i< EBm <y ITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—transformation

'route.openshift.io,vl,Route:replace{"path":"/spec/host","value":"prod.

example.com"}'

ARHERIEN
fEF test ##1F > EPITHMRFZABRREENERSHETEHERER - MRABKK » BEEEEREIER

fEFA CR
LUTFEHIETE environment BREA staging K » A EEH database-host :

transformations:
- resource:
kind: ConfigMap
operations:

- op: test
path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"

20



value: "prod-db.example.com"

A CLI
ERUTa<EBEMm LI ITILE R

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

—-—namespace-mapping <source-ns>:<dest-ns> \

-—transformation
',vl,ConfigMap:test{"path":"/data/environment", "value":"staging"}, repla
ce{"path":"/data/database-host", "value":"prod-db.example.com"}"'
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