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TridentZB&E+ (F&))

BT
i
oy
prs

‘:;b[]?

Wt
P

*
JE
i
i

TridentE®EF (Helm)

BB

tridentctl "{ZAE Oy B4R

A

it
pid

TEREKFGEZREEE
WRAILCRESERETTE - EHITULIRIEZAT « 55EZ R FAISIA
* AW ERBERERNGARZEMAEIRZE Trident  IRTCEE—FEAEE tridentctl ~ AIEZERBEERN

THEIRRAS tridentcetl HMRFREEE Trident o Bl « MR ERBEE T —IESE « BIFELREE
‘TridentOrchestrator CR MizRFE "spec.uninstall=true’ ZfZBRZEE Trident ©

* NREHEEBRINAUEEESERIIE tridentet]l " REPE Trident -~ BIESLRE
‘TridentOrchestrator Wi E spec.uninstall=true BfERZE Trident o AEMIER
‘TridentOrchestrator FRIEEEPE o REEAIUFEAZEEE “tridentctl ©

* MRECE—EERFHREENEE > LEBBEAER Helm B TridentiR(ESE0E > BIRTFENEISIR(E
8 > AT Helm R4 o I5E1F Helm BES9fEAFAR AR B EAERERE TridentiER F - MNRTEHKM
EIX Helm B9 Tridenti®{F & BR ZEnS RIR B a5 SE AN T AR EREE SHERM R o

* NRIRE—@E tridentctl RN EE » EREH TridentBENEIEITEM Helm S EH Operator FIZEE o

HithE ®4HR=ETIE
7£ VMware Tanzu Portfolio & 24 Trident B :
l-kubelet-dir] FEIZFEERTE ZkubeletB #:HIIE o {kTE:R « &= [/var/vcap/data/kubelet] o

fEF T-kubelet-dir; f5EkubeletiiE -« EXNERAMN TridentE® F ~ Helm&z Ttridentctly ZpE o

{EATridentiREE L4

FEafETridentEEF (1IRZEET)

R AFBIERZE Trident IREERZEE Trident © HEIZFEEAR Trident FREEN A (M5 &
BEEILEERETNZE - MBRIEELEMGELE » HER HGLERRF" o

REHL Trident 26.10 FYREIRE
s RAZBRIE T ERE Trident WEEZ: o *

¥V <strong> Y Trident </strong> tHREE 1

* Trident 26.10 SZ3& Kubernetes 1.27 & 1.37 hRZx ° F4Rk Kubernetes Z 7 > sAIE "Trident F53K" A
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RS ERRASBRIGIB EE o
* Trident B&A&3&%I7E SAN BB EA S EREAHRE « BT multipath.conf IEZEHERE

find multipaths: no?°

FERAIELERREAHRRHFER find _multipaths: yes & find _multipaths: smart ZEK
1. conflEZPRIE G EEENE KM o Tridenti@sH(ER find multipaths: no H21.07ARZASLAZR o

FENEFE TridentiEH Il 28 Trident

RE LA DR RIME R R IR I A SR IRIR I T IE R AR o

ez Al

TERRREEZ AT > BB A Linux T EETEESRETEIEREEPRR "SZiEHKubemetesRE" » URIEERHESE
WERIRERR o

@ fEOpenShifthF « sATEFRBEFIFEER Toc"MIE Mkubeclly - ZA%EE#1T TocLogin -u
system:admini 8 locc login-u kube-admini ~ L{*%&4% © admin*& A o

V Details
1. E§s5KuberneteshR s :

kubectl version

R TIES R -

kubectl auth can-i '*' '*' -—-agll-namespaces

3. FERIS A LURRENfE A Docker HUbBR{&RAIPod M iEBPod4BIREAR EFETFRAT

kubectl run -1 --tty ping --image=busybox --restart=Never --rm -- \

ping <management IP>

HEE . THTridentZERREHR

Trident ZERAEHE ZEZE Trident BIEEM L Trident FREM—1] o I TR AEBEMERITIRZA"GitHub
#Y Assets@EZ"BYTrident 224521 ©

wget https://github.com/NetApp/trident/releases/download/v26.10.0/trident-

installer-26.10.1.tar.gz
tar -xf trident-installer-26.10.1.tar.gz

cd trident-installer
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$EF2 | #3] TridentOrchestrator EFEXH

Bl7Z "TridentOrchestrator Bi]EREZE (CRD) o &HFAIZE—1E TridentOrchestrator {1 Bz 5 R © EHE
EH CRD YAML K7 “deploy/crds &ll% “TridentOrchestrator CRD

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

$ER3 | HETridentEEF

Trident ZERIBHEHIER - AR ZEIRESRIEERAYIMYE - EHERZERHERFEREHTERERER
5 Trident FIRSEE /7%

* H{7YETT Kubernetes 1.24 BYE £ > 35 bundle pre 1 25.yaml ©
* HHHIT Kubernetes 1.25 SUERThARASHIEEE ~ 5518/ bundle_post_1_25.yaml °

FIsEZ Al

* IR#ETEES © Trident ZERXEEFIEEHF trident MRLER o NRZE trident RATEBAFE A
ERU T AL :

kubectl apply -f deploy/namespace.yaml

* AEIENRBEMPIBERF trident SHZEM ~ FHf serviceaccount.yaml
clusterrolebinding.yaml # operator.yaml M{FERAEEEEHEIEZE kustomization. yaml ©

a. #3[ kustomization.yaml EATFE< ~ HFESF <bundle.yaml> bundle pre 1 25.yaml B
bundle post 1 25.yaml X Kubernetes IRAx 2 EHE o

cp deploy/kustomization <bundle.yaml> deploy/kustomization.yaml

b. FRAMUTH<THE=ZENH (HFH <bundle.yaml> ) bundle pre 1 25.yaml 3
bundle post 1 25.yaml M Kubernetes hRAZAEFRE o

kubectl kustomize deploy/ > deploy/<bundle.yaml>

1. BUBRIHESEE

kubectl create -f deploy/<bundle.yaml>

2. BRERUEETF - BENELRE -
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kubectl get all -n <operator-namespace>

(D) Kubemetes# R A —EBHTHITIEAR" © /TR Trident BB ENSEHE o

$ER4 : 1] TridentOrchestrator i Z % Trident

RIRERI RN TridentOrchestrator W24 Trident o EMAILUERE Bl EWTrident 22 FHE
WHMEM TridentOrchestrator ©

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Spec:

Debug: true

Namespace: trident

nodePrep:

- iscsi
Status:

Current Installation Params:

IPv6:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:

false

netapp/trident-autosupport:26.10

Autosupport Serial Number:

Debug:
Image Pull Secrets:
Image Registry:
k8sTimeout:
Kubelet Dir:
Log Format:
Silence Autosupport:
Trident Image:

Message:

trident
Status:
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false
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Installed
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Version: v26.10.0
Events:
Tyoe Reagon Age From NMESSage ———= —ouooos oooo ocooo ooooooo Normal
Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed

{#H TridentOrchestrator Ak5E

AREE TridentOrchestrator IEHZEEEHRIN « WERZIEN TridenthR A o ZEEHARIAIAKRRE

TridentOrchestrator SE MR Installing & Installed ° IREEERE railed iREE ~ MBS EEE

EBTTIRE ~ "RERLER" o

AREE =REA

Tk BIEABIETEFERILE CR Z4& Trident
TridentOrchestrator ©°

B&ik Trident B INZRLE o

IETEfRbRZEE REEIEEREBRZEE Trident ~ EA
spec.uninstall=true®°

B fRbRZEE Trident E2FRZLEE o

E:1 RIEERARE « B ~ FHAPRZLE Trident ; 12
EER BHERMUCAREIRIE o MNRUCIKREERFEFE -
R R E R o

IETESEH EEELEEMRENRE o

FEER AME ridentOrchestrator] o R—{EBASIZTE ©

fEFAPodE AR

A LURBI R IZRY Pod AARE ~ FESR Trident R B R E T !

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-7d466bf5c7-vdcpw 6/6 Running 0

Im

trident-node-linux-mr6zc 2/2 Running 0

Im

trident-node-linux-xrp7w 2/2 Running 0

Im

trident-node-linux-zh2jt 2/2 Running 0
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Im
trident-operator-766f7b8658-1dzsv 1/1 Running 0
3m

{£M tridentctl

EE] LAERR “tridentctl i EE ZEEAY Trident AiRZs ©

./tridentctl -n trident version

Fom e o +
| SERVER VERSION | CLIENT VERSION |
Fom o b +
| 26.10.1 | 26.10.1 |
fom e frmmm e +

FEEHETridentEEF (BEHEEI)

REILFHEFZE Trident IREERZEE Trident © IEFZFEBEAR Trident BRI A 2SS
EFEMEESEFEPMNZE - IREEEMEMGRELE > SAERZELEERE"
Trident WEE &

s INABERIE 5B Trident NEEEZ - *

v <strong> HJ Trident </strong> fHRAE T

* Trident 26.10 21& Kubernetes 1.27 & 1.37 HrZx o 74k Kubernetes Z Hij > 55 E "Trident F3k" AR
RS ERRASBRIGIB EE o

* Trident BRM&SRHIFE SAN IRIFREMA S ERRIEHERR « 5E7E multipath.conf 1EEHERE

find multipaths: no-°

EAIFLHEREHARTER find multipaths: yes 3( find multipaths: smart ZEH
1. conflEZPRIE G EEENERM o TridentiEsH(ER find multipaths: no B21.07ARZASLAZR o

FE#IETridentEBFE FII L2 Trident
W "TEET" U RmE LR M A SV IRIFIEE T IE A S8 EETE o

FYaZ Al
E A Linux £ > WEIE R T EREE—EEREFR "S2i8fKubermnetess " » UREEREHE L ERIHE
IR o
@ fEFAOpenShifths  :ATEFTAEMHITER Toc"MIE Tkubeclly - FABEHIT TocLogin -u
system:adminy 3% locc login-u kube-adminy ~ LA*&#4% © admin*& A o
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V Details
1. E&z5KuberneteshRZs :

kubectl version

2. BRRR B EHER ¢

kubectl auth can-i '*' '*' —--agll-namespaces

3. FEERIE B LAE BN FADocker HubBR{&HIPod ~ M BPod B EBAR EEF R ¢

kubectl run -1 --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

FHEE1 . THETridentZERRXEH

Trident ZEBREMH B SEFE Trident BE R LE Trident FIEEN—1]) o T &I ARERGERFTARZ"GitHub
B9 Assets@EZ"B9Trident 2525 o

wget https://github.com/NetApp/trident/releases/download/v26.10.0/trident-
installer-26.10.1.tar.gz

tar -xf trident-installer-26.10.1.tar.gz

cd trident-installer

$$EF2 : 3] TridentOrchestrator EFEXKH

El# "TridentOrchestrator B JEREZE (CRD) o &igEIZ—{@ TridentOrchestrator & BT &R © (FRE
EH CRD YAML hRZs “deploy/crds’ElJ# “TridentOrchestrator' CRD -

kubectl create -f deploy/crds/<VERSION>.yaml

T3 EMRFERNERUE

£ “/deploy/operator.yaml'# » B ‘image: docker.io/netapp/trident-operator:26.10.1" LA iz BRI& B9 BR (& B BB i1
B o 81 "TridentMcsifZ A" RILUIR—EZ &R » th el UMUK ARRENESRF > BFFE CSI BURHENE—E
"’*ﬁ:qﬂ fgn :

image: <your-registry>/trident-operator:26.10. 1 MRENFBEMGE IR R —EE R o

* image: <your-registry>/netapp/trident-operator:26.10.1 YIREAY Trident BR{REL CSI B
BN AR EEEE ©
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SER4 . B ETridentiEE F

Trident ZERIZHEMIESR - AR ZEISEERETHERAYIYE - ERIEERTEREERFEHTERELER
2 Trident FYRSEE /7%

* H7YETT Kubernetes 1.24 RYE & > 55 bundle pre 1 25.yaml °
* HHHIT Kubernetes 1.25 SRR ANAIERE ~ 5568/ bundle post 1 25.yaml ©

a2 Al

* IR#ETEES © Trident ZEREXETEFIEBEE F trident MAZEM o WRE trident FRRATEBFAEFEE
ERMU T AN :

kubectl apply -f deploy/namespace.yaml

* AIEIENMR R EBPIBER F trident FAZEM ~ BHf serviceaccount.yaml »
clusterrolebinding.yaml # operator.yaml i} WEFEAELELEHASIERE kustomization. yaml °

a. 37 kustomization.yaml EA TGS » HFEE <bundle.yaml> bundle pre 1 25.yaml 3§
bundle post 1 25.yaml A Kubernetes Hﬁzkﬁ'yg o

cp deploy/kustomization <bundle.yaml> deploy/kustomization.yaml

b. FRAUTHLHEEEMNH (HPH <bundle.yaml> &) bundle pre 1 25.yaml 3
bundle post 1 25.yaml L Kubernetes HRZsZEHE o

kubectl kustomize deploy/ > deploy/<bundle.yaml>

1. BUBRLHELESE

kubectl create -f deploy/<bundle.yaml>

2. MEIBRIUERT - BENELRE -

kubectl get all -n <operator-namespace>

@ Kubernetess= S5 FR R FEE*—EEH FHITERE* o AW TridentEEENZEZFE o

SERS | BITPRIMEEERIE TridentOrchestrator

& "TridentfllesiF & IR —EE BN ARBEETF ~ EFBRISCSIEEUAMRRE—EEET - B
deploy/crds/tridentorchestrator cr.yaml RIEEIRAARSHTILERIMOGI BEFRAE ©
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—{EE B RIBR{R

imageRegistry: "<your-registry>"
autosupportImage: "<your-registry>/trident-autosupport:26.10"
tridentImage: "<your-registry>/trident:26.10.1"

REZERHEIRE

imageRegistry: "<your-registry>"
autosupportImage: "<your-registry>/trident-autosupport:26.10"
tridentImage: "<your-registry>/trident:26.10.1"

SER6 | 1] TridentOrchestrator W L% Trident

IR RIIAEENL TridentOrchestrator MZEEE Trident o HE ~ EHOLUE—P "B I8 Trident %
L ERARTREY TridentOrchestrator o N5 EHIEERTridentEcsilE IR R REIZ RPN ZE o

kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Spec:
Autosupport Image: <your-registry>/trident-autosupport:26.10
Debug: true
Image Registry: <your-registry>
Namespace: trident
Trident Image: <your-registry>/trident:26.10.1
Status:
Current Installation Params:
IPVG: false

Autosupport Hostname:

Autosupport Image: <your-registry>/trident-autosupport:26.10
Autosupport Proxy:

Autosupport Serial Number:

Debug: true

Http Request Timeout: 90s
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Image Pull Secrets:

Image Registry: <your-registry>
k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Probe Port: 17546
Silence Autosupport: false
Trident Image: <your-registry>/trident:26.10.1
Message: Trident installed
Namespace: trident
Status: Installed
Version: v26.10.0
Events:
Type Reason Age From Message —-—-—-—- —-————= ———= ———— ——————— Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed

RERRNGEESHE -

{£F TridentOrchestrator AkfE

NS TrldentOrchestrator FEHZEETRI) ~ MEERZEMNTridenthrds o ZEEHARIAVAKAS
TridentOrchestrator B8 ¥/E Installing & Installed o YIRKEEEE| railed IREE s MEZEEE
EBITIE ~ "BERE" o

ARER Sk

L8 REANBIEEERLE CR %4 Trident
TridentOrchestrator ©

B8 Trident BERIhZeEE o

I[ETEfEPRZEE RIEE IETEAEPRZEE Trident ~ A%
spec.uninstall=true°

B fRbRLEE Trident EfZRRZLE o

E:1 RIEE AR ~ (BH - B TAEPRLEE Trident ; 1
EER BBEANEULIREEIRIE - MMRILIKEEFFHEETE ~
TR BB o

IETESEH EEELEEMRENSTE

s AMER TridentOrchestrator] o A—{EBASIFTE ©

{EFPod# I AR AE

o] LU BREE LAY Pod AKRE ~ FEER Trident ZEEHBETEMK -
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kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-7d466bf5c7-v4cpw 6/6 Running 0
Im

trident-node-linux-mr6zc 2/2 Running 0
Im

trident-node-linux-xrp7w 2/2 Running 0
Im

trident-node-linux-zh2jt 2/2 Running 0
Im

trident-operator-766f7b8658-1dzsv 1/1 Running 0
3m

{£/ tridentctl

] LAER tridentctl i@ EE LAY Trident ARZS ©

./tridentctl -n trident version

Fom e b +
| SERVER VERSION | CLIENT VERSION |
fom e fom e +
| 26.10.1 | 26.10.1 |
Fom e oo +

EHRHelmIETridentZBEF (IEEELR)

RBILAERE Trident BEF ~ W{HEA Helm 224 Trident o MEFAZFERAR Trident FIENA
SRIBRKHEFEMEZTRPNZRE - NREENEIRGER » SAER G ERERT"
R Trident 26.10 FYRASEE

s RAERE TS ERE Trident WEEE o *

V <strong> 9 Trident </strong> fHREE
* Trident 26.10 2% Kubernetes 1.27 & 1.37 iRZS © 74k Kubernetes Z A > s5IRE "Trident F53K" Ha
B4 ERRASBRIGBEE
* Trident ERI&5&HI7E SAN IRIEPFA LS ERMER « &1 multipath.conf 2P ERE

find multipaths: no-°

FRAIFZERSMHREEER find multipaths: yes 8{ find multipaths: smart ZEHg
L. confiEZHPHEFTEBH SR o TridentiZFEMFRA find multipaths: no B21.07hRZALAZR o
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ZBE Trident 12{E& - W fEFA Helm £ Trident

{ETrident "E#EXR" KU ETridentEE F -~ Wi T E—FEER L4 Trident ©
BT LA DERRE RESRMER G AGHIRIEEIZE T IERAZEE

FIYAZ Al
BRY "EREITREM" 2 0 IBEE "HelmhR 73" o

1. #H18Trident HelmfE7FE :

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. M helm install MAHEBEBIEE—ERE > WTFFIFFR > HEF 100.2610.0 BEEZRLEER Trident
ARA o

helm install <name> netapp-trident/trident-operator --version 100.2610.0

-—-create-namespace --namespace <trident-namespace>

@ MR ELELATridentiBIIdp R ZER] « Bl M-cree-namespacre)] 2EAZE T Hithep 2R o

";EJLM%H% helm list HEMBIREFMER « FIINLTE « s TR « B - ARRE ~ BARIRE « METH
'lj o

ELREHRREEERER
REKHEA MEEEERENNTT A

RIE Sk

--values (8 -£) IEEEEBEHYamItEE c EAIUZRIETE - RAE
BT B -

——set Fp Ry LIEEEH ©

BN » FEEE debug WTERE @ BT IS <L > HF 100.2610.0 BEBELLER Trident KR4 :

helm install <name> netapp-trident/trident-operator --version 100.2610.0
-—-create-namespace --namespace trident --set tridentDebug=true

ARSI
HEFRARH values. yaml EEE Helm BIRHN—H 7 » RIEEREBERATERE °
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BEIE
nodeSelector

podAnnotatio
ns

deploymentAn
notations

tolerations

affinity

tridentContr
ollerPluginN
odeSelector

tridentContr
ollerPluginT
olerations

tridentNodeP
luginNodeSel
ector

tridentNodeP
luginTolerat
ions

=R EH
Pod 15 kAVETENIZE
Pod :tf&

EEERE

Pod 15K RINAE
Pod 15 KBYRREH %

Rt Pod BYHEERREEEENES © 552
B BRARIEHIZS Pod FEIES Pod XL
EiSsHAlE R

ZE Pod BY Kubernetes A% o 35
2R BEARITHI28 Pod FNEHEL Pod
LB E¥4AE R o

B Pod BYEMthERELEEENES © 552
RS BEARIE4I2S Pod FOENEL Pod WYL
BV ER] o

EE Pod M Kubernetes AE o 35
275 BEARIEHI2S Pod FENEL Pod
LUEAFE¥AE RS o

affinity:
nodeAffinity:

requiredDuringSchedulingIgnoredDur
ingExecution:
nodeSelectorTerms:
- matchExpressions:
- key:
kubernetes.io/arch
operator: In
values:
- armé64
- amd64
- key:
kubernetes.io/os
operator: In
values:

- linux

SEDF5B& values.yaml 12 ZRAUTERR RS
% o BICEEIRM B TRAMER « 5518
FETERRARME ©
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HIH
MG E ek

imagePullPol
icy

limagePullSecr &E

ets]

{kubeletDir

operatorLogL
evel

operatorDebu
g9

operatorImag
e

operatorImag
eTag

tridentIPvo

tridentK8sTi
meout

tridentHttpR
equestTimeou
t

tridentSilen
ceAutosuppor
t

tridentExclu
deAutosuppor
t

tridentAutos
upportImageT
ag

tridentAutos
upportProxy

tridentLogFo
rmat

64

=RER
#A ~ trident FIEMMEGHIE

% “trident-operator o fREZE
BUERTERE - EEHIE | 7fh

B#EFEPZRE Trident B ~ IRE
fEF imageRegistry 23RS
EREFEAME  BNEFFEERRK

FfEA  /netapp/ °©

RENMRGRAIHER trident-

operator °

HRBRRAIHME trident-
‘trident FAEL{ & o

RFFEE kubelet AEPHRBERYFEMAL " /var/lib/kubelet"
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resources:
controller:
trident-main:
requests:
cpu: 10m
memory: 80Mi
limits:
cpu:
memory:
csi-provisioner:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:
csi-attacher:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:
csi-resizer:
requests:
cpu: 3m
memory: 20Mi
limits:
cpu:
memory:
csi-snapshotter:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:

trident-autosupport:

requests:
cpu: 1m
memory: 30Mi
limits:
cpu:
memory:
node:
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helm install <name> netapp-trident/trident-operator --version
100.2610.0 --set imageRegistry=<your-registry> --create-namespace
--namespace <trident-namespace> --set nodePrep={iscsi}
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helm install <name> netapp-trident/trident-operator --version
100.2610.0 --set imageRegistry=<your-registry> --set operatorImage
=<your-registry>/trident-operator:26.10.1 --set
tridentAutosupportImage=<your-registry>/trident-autosupport:26.10
--set tridentImage=<your-registry>/trident:26.10.1 --create
-namespace --namespace <trident-namespace> --set nodePrep={iscsi}
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helm install <name> netapp-trident/trident-operator --version 100.2610.0
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nodeSelectorTerms:

matchExpressions:
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- linux
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resources:
controller:
trident-main:
requests:
cpu: 10m
memory: 80Mi
limits:
cpu:
memory:
csi-provisioner:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:
csi-attacher:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:
csi-resizer:
requests:
cpu: 3m
memory: 20Mi
limits:
cpu:
memory:
csi-snapshotter:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:
trident-
autosupport:
requests:
cpu: 1m
memory: 30Mi
limits:
cpu:

memory:
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Kubernetes "Ei#5EEENES" Fl "A D F5 4" AIRMRE Pod TE5FE IRIFHIEIEL _E#4T © £A T ControllerPlugin'
1 # NodePlugin @ EAILISERHIFIE R ©

* ERIZSMIERN P RIZHIRE B RFCE R EIE « BILIRERFAERE R/
* EERSME RN G RIER AT R BN EERIAIRE o

AEREEEIR

spec.namespace fERISE TridentOrchestrator » "L Trident AYER A ZER o tES
(D %% Trident BREEH * - EEUSEMEEH Tridentorchestrator REMER
‘Failed ° Trident R THE 4 =M% o

NREF4HERBA TridentOrchestrator B °

2% SR A

namespace Z24E Trident BYEpA 2 "default"
'Debug] B8 Trident BY{ESEINAE M&

enableForceDetach ontap-san ’ ontap-san-economy ’ ontap-nas &)

> #1 “ontap-nas-economy {5 o £1 Kubernetes JF
BHENELRAR (NGNS) EoafER » FEREEIESRLN
EENRE B AR Z 2 SR e N TEE #ER
EIFRERRL - BRMER » FB2RER TridentEIRAMEE
FEREXNKEER 8" o

enableDatalLIFRefres & LIF ##TiE « BRIISIFTAIIULEF > A A B MmN RN
h Volume EFEEIE NVMe B} LIF o ARG —

ONTAP £ ontap-san ¥&B2 “sanType: nvme?

LUK ASAT2 EBY NVMe/TCP o tNEF4AET > 352

R"E IR NVMe B LIFs" o

windows |RES true AJTEWindows T{EENIEL_ EZ24E o MR
cloudProvider £ AKS ZE LFEREESDHNHBIRS DHAIRE~ "

A IEAS "Azure" o 7 EKS #&E HERAEIRS 7
RIRFEE%A "AWS" o £ GKE R&E HEAEIRS 7 # 6
EQ% "GCP" o
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#

cloudIdentity

gcpWIFAudience

IPv6

k8sTimeout

silenceAutosupport

Fautosupportimage

FautosupportProxy |

FRbRZ
logFormat

Mridentimage.

7 Sexad

{kubeletDir
wipeout
limagePullSecrets |

imagePullPolicy

l'controllerPluginNodeSel

ector]
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ki iE

£ AKS RE LFHAZIRG 2 HAE - BREATLEE "¢
#HE 95 ( T azure.Workload .idental/client-id :

XXX XXXXK XXX =XXKX=XXKK=XXKXX=-XXXX=-XXXXXKX |

) ©7f EKS EE LERAZEIRE D MR « BRES

AWS IAM A& ( T eks.amazonaws.com/role-arn:
arn:AWS:iam::123456 : A Trident BB ) o 7E

GKE #£& LEREHRS D#HAR > AREAZIHE D
#7 ( Tiam.GKE ° I0/GCP ARFIRE :
XXxx@mygcpproject.iam.gserviceaccount.com ] ) ©

7 OpenShift L2 Google Cloud Workload Identity e
Federation 3EC{ERRTESTIRTSIRP R R R © 55 EH
HEFNREERATE - NFEFMEN > AR "®E
Google Cloud NetApp Volumes & T f& & 5 5 HiR

"o

48 IPv6 &4 Trident g
Kubernetes ¢ {E#IFF o 180sec
@ & 'k8sTimeout 2 EFEA N Trident®
é%o
A AutoSupport EE4HE1HEE NetApp R
=EE)|
EAIR A 23 F B AutoSupport "netapp/trident-

autosupport:26.10"

R {E% AutoSupport B9 Proxy fiIiit / EiEE
bl

"http://proxy.examp
le.com:8888"

PR RBRZ2EE Trident RYFEAE M&
EfFEAY Trident EERHETC [text,json] "text"

EBZHEM Trident B "netapp/trident:26.

10.1"
A EREERAVERTE ~ 830 "registry.k8s.io"
<registry FQDN>[:port] [/subpath]
F 1 FRkubelet B #1ERE "/var/lib/kubelet"
EMIBRABIT Trident TR RIS RISE
R EPE IR REEN IR R BU I =
R TridentEHFIORARIZEURE] « AREMIE . IfNotPresent
Always FKZBHH IR ©
IfNotPresent {£E Bi%h LR REEMGRE A 2B
BRo
Never KEZEAREHBIIRE o
it Pod BYEfhERELEEENES o AR NEIAERF mYE(E ; EH

pod.spec.nodeSelector °
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'nodePluginBolerations
d

nodePrep

k8sAPIQPS

enableConcurrency

E{UF8 Trident Container ¥
REFE (COSI) Al
I o FREARF
enableConcurrency
REA true © Trident
COSI #8118 COSI
PERI SR ERHENE o WNFREE
HEH > F2REEA
COS| ¥4 F"

=R EH BER

ES Pod fY Kubernetes ‘AZ o B1EEAERAIER M|IERME ; B
pod.spec.Tolerations ©
FARS Pod BUELMEARLEEENES o 48T miAR{E ; BA

pod.spec.nodeSelector °

7S Pod B Kubernetes ‘AZ o BEEHERMNER H|IERME ; EF

pod.spec.Tolerations ®

B]:E Trident #4 Kubernetes 5EEIEREL « LUEALE
ENERHEZEHR TR EIBREE - * HAT iscsi' &
M—EHIE o *

@ it OpenShift 4.19 BE%A » EIHAESZ BHY
BR{ETridenthR4s% 25.06.1 ©

1EHI2REL Kubernetes API {RIARBEARFIERRNEST)  100; BERN
%‘%’EJ%I (QPS) BR#l o Burst (EE1REE QPS BB

E o

RUFAYEAT Trident 3 Z=HI831E3E > LURSEEIEE © WX enableCOSI
EEHSHEXNFASN > F2RES

. https://docs.netapp.com/us-en/trident/trident-
use/controller-scalability.ntml#controller-scalability[$2
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resources:

controller:
trident-main:
requests:
cpu: 10m
memory: 80Mi
limits:
cpu:
memory:
csi-provisioner:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:
csi-attacher:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:
csi-resizer:
requests:
cpu: 3m
memory: 20Mi
limits:
cpu:
memory:
csi-snapshotter:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu:
memory:

trident-autosupport:

requests:
cpu: 1m
memory: 30Mi
limits:
cpu:
memory:

node:

=
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HoxX

W

# =RER

7 Prometheus $51Rim%  #5 L Ll

R HTTPS ©

() W=t Pod SHEHMAE « HBH HPodiE AL o

#EREEEP)
TR] LMER B AERETHEE &M "TridentOrchestrator BET TRV RS o

10N

v BEARBTRE
EESHFIREETUTHSERIEN : cat deploy/crds/tridentorchestrator_cr_imagepullsecrets.yaml 525 <
A
< .

RE—EEENEITR

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:
- thisisasecret

v ENRGEEIEER
HEEE A R BN B IE A L8 Trident ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
controllerPluginNodeSelector:
nodetype: master
nodePluginNodeSelector:
storage: netapp

V¥ Windows T {EEI%L

EESEHIEEETIUT S EBAEIZERN  cat deploy/crds/tridentorchestrator_cr.yaml' #%$5< £ Windows T {F

B2y FZ2dETrident ©
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apiVersion: trident.netapp.io/vl
kind:
metadata:

trident

TridentOrchestrator

name:
spec:

debug: true
trident
true

namespace:

windows:

Vv AKS =& FHsEE S,
ZNE LI TridentIATE AKS £ FRVEFEES D

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true
trident

cloudProvider:

namespace:

"Azure"

V AKS & FHNEwRS%)
KEFHITE AKS FBE EZETrident A AR EIRS 7 ©

apiVersion: trident.netapp.io/vl
kind:
metadata:

trident

TridentOrchestrator

name:
spec:
debug: true

namespace: trident
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id:

XXXX—XXXXXXXKXKXX '

v EKS £5£ FNERSH
AFEGITE AKS #EE E 8 Trident U EIHE S ©

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
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spec:

debug: true

namespace: trident

cloudProvider: "AWS"

cloudIdentity: "'eks.amazonaws.com/role-arn:
arn:aws:iam: :123456:role/trident-role'"

¥ GKE K& im & 73585
HEHIE GKE HE F RE Trident VAR EHE S °

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml

¥V TridentiZ #2531 Trident Linux &2 Pod BY Kubernetes &R K [ERAE
A EFH 2 TridentiZEHI23A Trident Linux Bi% pod 58 E Kubernetes B JRaA KPR o

@ REEHA | AHHPRENFERNRFEIEEZRNETRERN  FRECHNIREN TEEHFE RS

BB LEE o

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:
- thisisasecret
resources:
controller:
trident-main:
requests:
cpu: 10m

memory: 80Mi
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limits:
cpu: 200m
memory: 256Mi
# sidecars
csi-provisioner:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu: 100m
memory: 64Mi
csi-attacher:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu: 100m
memory: 64Mi
csi-resizer:
requests:
cpu: 3m
memory: 20Mi
limits:
cpu: 100m
memory: 64Mi
csi-snapshotter:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu: 100m
memory: 64Mi
trident-autosupport:
requests:
cpu: 1lm
memory: 30Mi
limits:
cpu: 50m
memory: 128Mi
node:
linux:
trident-main:
requests:
cpu: 10m
memory: 60Mi
limits:
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cpu: 200m
memory: 256Mi
# sidecars
node-driver-registrar:
requests:
cpu: 1lm
memory: 10Mi
limits:
cpu: 50m
memory: 32Mi

V¥ KubernetesZF:A R ERACE > BAM TridentiZ 23 K Trident WindowsFILinux&iZiPod
&35 2 TridentiZ= 830 Trident Windows # Linux 124 pod 527 Kubernetes &iR:E KR o

@ ZREEH | AHHPRENFERNRFIEERNERERN  FRECHIREN TFEHFEKH

BEELE(E o

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:
- thisisasecret
windows: true
resources:
controller:
trident-main:
requests:
cpu: 10m
memory: 80Mi
limits:
cpu: 200m
memory: 256Mi
# sidecars
csi-provisioner:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu: 100m
memory: 64Mi

csi-attacher:



requests:
cpu: 2m
memory: 20Mi
limits:
cpu: 100m
memory: 64Mi
csi-resizer:
requests:
cpu: 3m
memory: 20Mi
limits:
cpu: 100m
memory: 64Mi
csi-snapshotter:
requests:
cpu: 2m
memory: 20Mi
limits:
cpu: 100m
memory: 64Mi
trident-autosupport:
requests:
cpu: 1m
memory: 30Mi
limits:
cpu: 50m
memory: 128Mi
node:
linux:
trident-main:
requests:
cpu: 10m
memory: 60Mi
limits:
cpu: 200m
memory: 256Mi
# sidecars
node-driver-registrar:
requests:
cpu: 1m
memory: 10Mi
limits:
cpu: 50m
memory: 32Mi
windows:
trident-main:
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requests:
cpu: 6m
memory: 40Mi
limits:
cpu: 200m
memory: 128Mi
# sidecars
node-driver-registrar:
requests:
cpu: 6m
memory: 40Mi
limits:
cpu: 100m
memory: 128Mi
liveness-probe:
requests:
cpu: 2m
memory: 40Mi
limits:
cpu: 50m
memory: 64Mi

{EAtridentctlZ24E

{5 tridentctl Z24E Trident

CRILAEA %S Trident tridentctl o IERZRFERAR Trident RS SR EHTFENLE
EHRPRMEFELAERPRLE - FZBE]ERY tridentctl #8E ~ 552 8" E5 15 A

"o

RER Trident 26.10 BYRGRE
s RABERE TS ER Trident WEEE o *

v <strong> HJ Trident </strong> fHRAE Tl
* Trident 26.10 2 #& Kubernetes 1.37 ° s57cF4k Trident » BF 4Rk Kubernetes ©
* Trident BxA&a&HITE SAN IRIEAR{HE L HJRRSLHRE « 1T multipath.conf FEZEHERE

find multipaths: no°

ERIFZ BRSBTS FE find multipaths: yes ¥, find multipaths: smart ZE KK conf
EETHEGEBH KM © TridentEZE(EA find multipaths: no B21.07hRALAZK ©

{FRAZLEE Trident tridentctl

?55

B "LEEE" MR EZEIURF LA TRIRIRERE T RN REEE -
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ez Al
ERBREREZAT > 58 A Linux THITEFECRREEEREFPR "iEHKubemetesiE" » UREEEHESR
WERER o

@ fEFHOpenShifths ~ ETEFRBEHIFER loc"MIE Tkubeclly ~ ZA%BAHIT locLogin -u
system:adminJ 3 locc login-u kube-adminl ~ LI*&4E @ admin*& A ©

V Details
1. E&z5KuberneteshRZs :

kubectl version

2. FRERETIEEER :
kubectl auth can-i '*' '*' —-gll-namespaces

3. HEERIERIARREN e Docker HUbBRIRAIPod ~ I3EBPodMEREREFF AR ¢

STV

kubectl run -1 --tty ping --image=busybox --restart=Never --rm -- \

ping <management IP>

LB . FHTridentZEREREH

Trident Z8BXNEMEEIL Trident Pod ~ 527 FARAERIEARERAY CRD ¥4 ~ LEHI4A1E CSI Itk ~ UBITEIR
P RAFHREMINERE T HEEE c W THULRBRGERITRA"GitHubaY Assets&EZ"BYTrident 2221 o
7RSI ~ EFEEPTEERY Trident ARZASEHT <XX XX x.tar.gz> Trident ©

wget https://github.com/NetApp/trident/releases/download/v26.10.0/trident-

installer-26.10.1.tar.gz
tar -xf trident-installer-26.10.1.tar.gz

cd trident-installer

W 2 | ZE Trident

BITa< ~ EFTERa R =ML Trident tridentctl install o fRBILUHTIEEMS | BUERIEE R E B (L
£

REERN

./tridentctl install -n trident
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—{EE B RIBR{R

./tridentctl install -n trident --image-registry <your-registry>
-—autosupport-image <your-registry>/trident-autosupport:26.10 --trident

-image <your-registry>/trident:26.10.1

=k zde sl N]NE

./tridentctl install -n trident --image-registry <csi-registry>

-—-autosupport-image <autosupport-registry>/trident-autosupport:26.10

--trident-image <trident-registry>/trident:26.10.1

INFO Starting Trident installation. namespace=trident

INFO Created service account.

INFO Created cluster role.

INFO Created cluster role binding.

INFO Added finalizers to custom resource definitions.
INFO Created Trident service.

INFO Created Trident secret.

INFO Created Trident deployment.

INFO Created Trident daemonset.

INFO Waiting for Trident pod to start.

INFO Trident pod started. namespace=trident

pod=trident-controller-679648bd45-cv2mx
INFO Waiting for Trident REST interface.

INFO Trident REST interface is up. version=26.10.1

INFO Trident installation succeeded.

= l—‘-|
Epsi@rdt

e LAEFBPodI R I AR AR T SREGEE L4 tridentctl ©

fEFIPodiZ I ARRE

/

e DUERREE LAY Pod AREE ~ FEER Trident ZEEEBETEK ©

kubectl get pods -n trident

NAME READY STATUS
trident-controller-679648bd45-cv2mx 6/6 Running

RESTARTS
0

AGE
5m29s
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trident-node-linux-vgc8n 2/2 Running 0 5m29s

@ WNRZ RN RN INSER T, trident-controller-<generated id>"727 Running AR%E » BITE SR ZE
3 o FBEFER -d RFARVEREIET M SR HERRRRE o

{#H tridentctl

IR LAER “tridentctl i EE L 4EM Trident IRZS ©

./tridentctl -n trident version

Fom e frmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmm e +
| 26.10.1 | 26.10.1 |
Fom e oo +
#BRESEMH)

MU T E iR ERZEE Trident BYEEHIZERE tridentctl ©

V¥ Windows &2
EERUE Trident 7 Windows £i25 F#1T -

tridentctl install --windows -n trident

v SR B
BRER » A2 R"ERATridentBIRAREEBREANKZEZEHE"

tridentctl install —--enable-force-detach=true -n trident

Vv EXFEE 2 TridentiZ 2842 E

AZRAAT Trident ZERIZSERLURSRIEE > sAEZEHRME --enable-concurrency & » {7
O - MBEIEREENNFAEN > FSREE | ERISETIE -

tridentctl install --enable-concurrency -n trident

v EEIE NVMe B LIFs

S LIF 4RRE B Ry » BESIEIEE 2/ Volume BY NVMe B#l LIF » 55{ --enable-datalif
-refresh %8 Trident o Y1FEZBAVEEENTE T EIAHASSFAAE R » B2 R "= EIE NVMe Bl LIFs" o
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tridentctl install --enable-datalif-refresh -n trident

B3] Trident tridentctl 224t
RETLUERR Trident 28220 BT 208t o

RABRRLEIZN
Trident ZFZLAIRITCEIEBMY o I > MRIEEHE Trident BMSIEREIFAE #7FE » BIRT LRI EIRGRTE
--trident-image ° MIREER Trident BRELUKRFIEERY CSI sidecar BMGEREITAR #FE » RIFERRA

=

EIVAVASHASS <registry FQDN>[:port] RIGEZMFEEMNE " --image-registry°

EREREERZE Trident B ~ IREFEH --image-registry 3RS KISEHEEMUE -
()  #/DEREEEMSHER /netapp/ o B 1 ./tridentctl install --image

-registry <image-registry> -n <namespace>

MR EERKubernetesfI M AT « MEFB Tkubelet) FEERMRZEEE lvar/llib/kubelet) LISMNIERTE E ~
BB LUER T-kubelet-dir) RIEEBRIRE o

MREEEBTLER - MARELRENNS BN « el BETEEES o £/ T-generame-custom-yaml]
2%~ ERERERN RE) BifPEIL T Yamit§E :

© (EXEEZBA yaml)
* (=XEBE : yaml)
* (=EXEFFFREREEREEREEFZRERERERREREREER
* (Trident - clusterroy.yaml)
* (=XEEIZ ~ yaml)
* (TridentfR#% : yaml)
* (Tridentdn$a 2=/ .yaml)
MTridentfRFEMRS1 © yaml

* trident-resourcequota.yaml®

EEBEERZE « ILUREE CRIBKINLUEDNR « 2R ER N-useB5T-yaml) REZEBEFTEE ©

./tridentctl install -n trident --use-custom-yaml

{£F3 OpenShift SR 5 S E TR
&£/ OpensShift OperatorHub %4 Trident

YNRE(F B Red Hat OpenShift » BRI LU{#EF Red Hat 5858 HVEEE 2K Z4E NetApp
Trident ° s5fEFLERZF » 7% Red Hat OpenShift Container Platform Z2#£ Trident o
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FIsEZ Al
AR 2 A" EE T ICAVIRIE LUETT Trident 5" >

SRA L Trident EER
LB
1. #|Z = OpenShift OperatorHub i = NetApp Trident °

— RedHat
i OpenShift Service on AWS

Project All Projects =
o Administrator

OperatorHub

DrConver Dpvm ars from the Kuberneted community and Fod Hat pariners, curated by Red Hat "r'-:.
Operators Developer Ca 1 providing a self-senace experence

1 =
SN All tems

Installed O perators A st of comma separated
caTegodies that your operator falls Q tndent X

LN,

Workloads

AlfMacting Learning

: Appleatian Rurtim f \
MNetworking o ik @ I Certified
Big Data i

Starage LR rmide MetApp Trident
Database srovided by NetAps, Inc
Builds Developer Tools

Tiident O PEFAlos, 10 mansge
MNetApp Trident nstallations

Development Tools
Observe Drbvers and plugine

Integration & Dellvery

2. 2Hi%E* NetApp Trident* BIRXZEERTE ©
3. FEIEFREAVEIE > ABIR—T T%#) LFBUEFERE -
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NetApp Trident x
TREEWE 2521 provided by MatApp, Inc.
Channel MetApp Trident i an open souwnce storage provisioner and archestrator maintained by NetApp. It enables
you to create storage velumes for containerized applications managed by Docker and Kubernates. For
. - full release information, ncluding patch release changes, see httpa/fdocsnotapp.com/us-
en/trident/trident-rmhiml,
Verslon
2521 -
2521 ol
2520
Source
Certified

(D smemERRIT Operator A -

4 REFMB2H > RBR—TRE -

Cipesaterkiut  »  Operatcr Installation

Install Operator

Install your Oparator by subscribing to one of the update channels 1o beep the Operator up to date The strategy determinegs either manwal or sutomatic updates.

Update channel *

e

Vergion ®
2521

Instaliation made *

® Al namespaces on the chuster [default)
Opovator wil be avpllable in ol Mamespaces
Aspocilic namespacs on thir chatdr

This mode s mof soppoited by this Operator

Installed Namespace *
muperu']ﬂl-np-unm

o B—T TEHIREE) UEFRFEEMFESEN -

NetApp Trident

e provided By MotApg, Ind

2 Tridemt Crchestrator

Used to deploy MetApp Trident.

03 Trident Configurator

Automates AWS FSaM backend
configuration
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Installed Operators » Operator details

NetApp Trident
rripent  25.2] provided by NetApp, Inc.

Details YAML  Subscription  Events  Allinstances  Trident Orchestrator  Trident Configurator

Provided APIs
@ Trident Orchestrator @ Trident Configurator
Used to deploy NetApp Trident. Automates AWS FSxN backend
configuration
@® Create instance ® Create instance

6. #—T TYAML 1&81R) WAFATARI LRIRES :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident

namespace: openshift-operators
spec:

IPv6: false

debug: false

nodePrep:

- iscsi

imageRegistry: ''
k8sTimeout: 180s
namespace: trident
silenceAutosupport: false

() uiRemEREGE - T EREE - AT .

= B AXTT
EERALITY » sATERKRPIE TYIREAL

®

enableConcurrency: true

* Red Hat Enterprise Linux CoreOS (RHCOS) REXFEFIERE iSCSI °
(D * IEAILUFRIE “nodePrep A OpenShift TYEENEL A EFIENE iSCSI 1 Multipath BRFERY

S o
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* 1 OpenShift 4.19 FA%A » tEINBEZIBAIR{E Tridentik 4~ 2 25.06.1 ©
1. #—TF T#E3IL) ; Trident Orchestrator & 522 %28t o

= 3 Operator detais

@ NetApp Trident

ot 7521 provided by NetApp, Inc

Details YAML Subscription Events Allinstances  Trident Orchestrator  Trident Configurator
TridentOrchestrators
Name
Name Kind Status Labels Last updated
@ trident TridentOrchestrator Status: Installed No labeis @ Apr 6, 2025, 8:02 PM
Ay - =] =
EE Tridenti2FE
X

1. REREIRERFEPERN Trident #RIES o
2. MREEREFEFMEFFAARER THITER > FFEBULEER -

(D mmmes - WIRIGESANFAREKED - @RIE > BIRGEHE Trident -
3. T RIREE o

%) OpenShift 2:5HY Trident I&{FS

IR A+ 2R Operator ~ &1L Helm BZ 2o FEhERERY Operator PJ#2Z! Red Hat
OpenShift 585&HY Trident Operator o &/ /ABVBIZEREIREIEIRAE Operator » FREEF
OperatorHub 458580 Operator ©

FIsEZ Al
AR 2 A" T AR LUETT Trident 25" >

EEEBEZPEIMIPR TridentOrchestrator ' Bs]JEIE (CR) ©
(D) ‘Tridentorchestrator CR BEREMERNHFERIEE » BEREDBREREENE
f o

N ErEEm YT

1. f£/A OpenShift FZX&EBIEEXE OperatorHub ©
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OperatorHub

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through f
Operators on your clusters to provide optional add-ons and shared services to your developers. After installation, the Operator capabilities will appear in th
self-service experience.

All tems

Al/Machine Learning
denﬁ

Application Runtime
Big Data
Cloud Provider

Oitaliake Certified Community

lopment Tools NetApp Trident NetApp Trident

prowvi

Drivers and plugins
Integration & Delivery . )

Trident Operator, to manage Trident Operator, to manage
L g & Tracing NetApp Trident installations NetApp Trident installations

Madernization & Migration
Manitoring
Networking

OpenShift Optional

2. 23§ NetApp Trident 11Bf %% o
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A Uninstall Operator?

Operator NetApp Trident will be removed from trident.

Select the checkbox below to also remove all Operands associated with this Operator.

If your Operator configured off-cluster resources, these will continue to run and
require manual cleanup.

Operand instances

Name Kind Namespace
Tﬂ { TridentOrchestrator

Delete all operand instances for this operator

@ HEMIEE - MBI B E FIFTA BT HITERE - -

3. B—TEbREL
4. EDFTTATE - HEBIIT 25 OpenShift sEEEIRIEE o

EERT Helm BYIRIEE LRI

TR
1. FHBEAY Trident ZEEFRERAY Helm R :

helm 1ls -n trident

2. fRPRZEE Helm HRA :

helm uninstall <release-name> -n trident

3. fﬁﬂﬁmﬂz@ ’ ﬁﬁnﬂ#ﬂ ;' OpenShlft i D&}E,Eﬂfé °
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WFHEEEM operator i

FNREZZEMR "bundle.yaml ZEREZNEHFHEVERF B IRIFERRE Trident > 7E1A

RABER ©

TER
1. EREGHESENFEMRREENE

kubectl delete -f deploy/bundle.yaml -n trident

2. EERE - MERIT 25 OpenShift sUEEIR(ES o

24t OpenShift s2:5121FE
SR
1. B|E = Red Hat OperatorHub °
2. S EEIE NetApp Trident BEF o

OperatorHub

fpRtEEIRYER

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through f
Operators on your clusters to provide optional add-ons and shared services to your developers. After installation, the Operator capabilities will appear in th

self-service experience.

All tems

Al/Machine Learning
| Q tridenﬁ x
Application Runtime i =

Big Data

Cloud Provider

Database Cottifisg

Developer Tools

Development Tools

Drivers and plugins

itegration & Delivery .

Trident Operator, to manage
MetApp Trident installations

Modernization & Migration
Manitoring
Netwarking

OpenShift Optional

3. KEREE LA mEEIREAR o

s BB TSR OperatorHub > FERE I EHNEE
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Community

NetApp Trident
provided by Ne

Trident Operator, to manage
NetApp Trident installations
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{£R Trident

& Trident T{EEREL

Kubernetess= & RRIFAE TEENRLERAZASESIH ST B RPodEC ERVHAERE - BEEET
TEERRL » IS AIRIRIGEEZRVERENTZTUR % 4E NFS » iSCSI » NVMe / TCP 8 FC T
Bo

EEEENTA

MREFERNREBENAES « AIEZLEFEVERNEEETEZEN TA - Red Hat Enterprise Linux CoreOS  (
RHCOS ) MRMIRATFEREGLETA -

NFSTH

"ZEE NFS TE"WMNREIEREFER © ontap-nas ’ ontap-nas-economy ° ontap-nas-flexgroup ° 3§
# azure-netapp-files®

iSCSITA
"ZEEISCSIT A" NREFEAME | ontap-san > ontap-san-economy > solidfire-san ©

NVMe TH

"Z4% NVMe TE" MNREIETEEMA ontap-san BAMNSEE TCP (NVMe / TCP ) E#itRERIFER LIS
=& (NVMe) o

@ NetApp Z:&FEH ONTAP 9.12 S EMIRA2KEZIE NVMe / TCP ©

SCSlover FC TH&
2R E FC #EAR ~ FC-NVMe SAN Y755 MR E FC 1 FC-NVMe SAN EH#RIEFMAE > o

Z4E FC TE"MNREEA ontap-san sanType fcp (SCSlover FC) o

s BEEWERL* ¢ * OpenShift #1 KubeVirt IRIEZ#8 SCSI over FC © * Docker &<323& SCSI over FC © *
iISCSI 5&1’5(157 BRI FC LR SCSI °

SMBI A
"EERLESMBEAREE" MRIEETERFER © ontap-nas % SMB 1285 ©

ERE AR IR R

Trident 2 E = BENERIEIREE S RILUETT iSCSI 3¢ NFS ARFS ©

@ ENREARFS IR PIRR SRR EIRARTS ~ BEARERBEERRTE - HRM « RERREIBIRE L
MREGHTR B E R

BRSNS
Trident EAEREITEM ~ LEBBIRREINRT - EERRELEEN - FHIT:
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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

WRBIRREIRIARTS
Trident E&&t5! Trident &i%4 CR LS EERARIARIARTS - EERRRREIMIART « F]IT !

tridentctl get node -o wide -n <Trident namespace>

NF St &
ERFERANMTRELENFSTA - HIRNFSARFSTERLHARIRE)

RHEL 8. t

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D =BNFSTAZ®  AEFABTIRH  WBGS RN ER SRR -

iISCSIAIRE
Trident FTLAEENEIL iSCSI TEREER ~ ### LUN ~ RRZEREEE « )KHEMKIVE » TLFHEKEHZE Pod

iISCSIBFKIEEINGE
¥ ONTAP &4t ~ Trident &R HEMIT—R iISCSI BFAEE ~ L :

1.~ R PR AYISCSI TIEPSERARRER] B ATAYISCSI T IERRERARAE ©
2. *EEBC PR R ARAS B B ATARAS ~ LM RIPRERAVAEIE o Trident BIRTEMIEEBITIER « UK AIRMEBFIHITHEIE
3. BUTHERMELR « LI B RTAISCSITIEPE R ARREIRIE EFRTEAVISCSI TIEREELARRE o

@ BHEETENCIRAIAER) DemPE EEE ARSI H trident-main o HERRCER » [BE
7E Trident ZEEHARIHEEEL "debug’# [true 1 ©

Trident iSCSI BRAEEINBERBINHILE ¢

© B EREAREIER - RE R LIBRE A EBNISCSITIERSEL o IR TVEFSEIART « Trident EEE LA
FtotE - UEMETEADMELRVELR o
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BIan ~ WNSRIEEFIERIZR LIS CHAPHEE « MABERR K AZEMR ~ RIEERY (stal ) CHAPHEE ]
@ FEEFETE - BREERIHHEILLIER - L EBEEIL TR - UEREMAICHAPH

gf o
* JELLISCSITEPEER
* B5LUN
* 4R Trident Z BIFEE BRI, *

* MNREFERSEERREA igroup (5 23.04+ #EH) ~ iISCSI BREER G SCSI ERBFRNFEREERE
SCS| E#fia o

* MNREFERRIREERED igroup (B 2004 & 23 HEEERF) - iISCSI BREER ZHE SCSI ERBEHHY
FEL] LUN ID EXEh SCSI EFrimt o

* MBREEASEERRLRY igroup MR IRSEEIRY igroup ~ iISCSI BIRIEER GRIEN SCSI EifiwH « IS
SCSI EEBFRRIFEL] LUN ID ©

ZEEiSCSITA
ERERANEFER RN IRELEISCSITA -

ez Al
* Kubernetess= & RV EERRERLEEAHE—RIIQN - ERUERFRIFMH o

s EABERARMCOS 455 F#hkas ~ S EtMERHELAEBHILINUXEREEE R4 solidfire-san ERENFET
MTEOS 12,55 ERIRZA s ECHAPE S EH ABEHFFRESMDS /etc/iscsi/iscsid. conf ° g
F12. 71 L E2HIFIPSHECHAPESR ASHA1T ~ SHA-256F1SHA3-256 ©

sudo sed -i 's/”"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* EEAIERD iISCSI PV #1117 RHEL/Red Hat Enterprise Linux CoreOS ( RHCOS ) BT {EEIZLET > 557E
StorageClass F$5%E discard mountOption MAEITRIERZERIEIUK 55288 "Red Hat sRBESCH" o

* BEREEABRERITIRAE multipath-tools ©

RHEL 814 £
1. ZRTINRGEN

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. % &iscsite-initier-utilshR A< 2 5 7%36.6.0.874-2.el 75 EHTHR A :

rpm -gq iscsi-initiator-utils
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3 RRHERATFE !

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BAZERE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ FE{R */etc/multipath.conf &5 “find_multipaths no 7E “defaults’ 1 o

5. FE{RETTHIR iscsid"F]"multipathd"

sudo systemctl enable --now iscsid multipathd

6. EYFMERE) TiSCSly

sudo systemctl enable --now iscsi

Ubuntu
1. ZETINRREN -

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. BRI iISCSIFRAZEE A2.0.874-5ubuntu? - 10 EFERA (GERARELEAEIR) 5(2.0.874-
7.1ubuntub. 1 EFTHRA CEREREER)

dpkg -1 open-iscsi

3 RRHERATE !

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. RAZERE:

sudo tee /etc/multipath.conf <<-EOF
defaults {
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user friendly names yes
find multipaths no

}
EQOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ FE{R “/etc/multipath.conf 825 “find_multipaths no'7£ “defaults d °

5. IFERYBLHIT Topen-iscsiy f MZERETH)

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

@ $ i Ubuntu 18.04 ~ BB ER liscsiadmd) HZRBERERIE « SABEEE) Topen-
iscsil ~ iISCSIHEEA SeRRE) o AT LAELR TiSCSIy ARFS ~ LABENERED liscsidl ©

REH(FH iSCSI BHIEE
ERI AR RE T7 Trident iSCSI BRAEIERE « LUEEIBIFH) TIEREER -

* *iSCSI BRMEEREIRIE * | JRERE) ISCSI BIRAEERIAR (FARfE : 5 78) - EAIUREBR/IEIH
F o HREBRANET « RERESBERT

15 iISCSI SREERTIRMRS 0 B2 1L ISCSI RIS - RFVRRMGA iSCS| BHRIER
(D i ; AR iSCS| BRISEMARMTEBE LR HETERS ISR ISCSI BRIEED

fE ©

* *iSCSI BRMEEZRRME * | JRE iISCS| BHREBESHHNERE « BEHAESNTFRRIEBREAEA (
TaRE : 7 088) o MAUREREABRANHEE lﬁ%ﬁtﬂ'ﬁ%?’ EENTREBROASTRRFEREZ S
- ARBERENEA AR WHERELNRES

2
LERTHET ISCS| BEHEERE ~ 55818 iscsiSelfHealingInterval
iscsiSelfHealingWaitTime 7E helm Z4£8} helm EFTHABRIZSE o

LR EHI# iISCSI BREERRRA 3 1iE « MBREESERERS 6 718 !

helm install trident trident-operator-100.2610.0.tgz --set
iscsiSelfHealingInterval=3m0s --set iscsiSelfHealingWaitTime=6m0s -n

trident
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A
EERTINEE iISCSI BHIEERTE » 557818 iscsi-self-healing-interval # iscsi-self-
healing-wait-time 7E Tridentctl Z4E oy EFHEARIBISEL o

LR g6 iISCSI BREERRRA 3 HiE « MBAREESERERS 6 7iF

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident

NVMe / TCP #iR&
ERBERANEIFERMIIGLRELE NVMe TA ©

* NVMe ZEE RHEL 9 S{EHHRAs o

@ * YN Kubernetes BIZAAIZIORRASKE ~ o NVMe EHEEZRARERIZORRES ~ {ERISEXZE
£ NVMe EH R EEHIZORRAS EHT A —1(E o

RHEL 9.

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$(uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

L% « AR THSE Kubernetes &EPRSEENRLEIB ME—RY NQN -

cat /etc/nvme/hostngn

(D Trident Z1EXUL “ctrl_device tmo'{&  FE{R NVMe EHERAEHERK c AN BULERTE o

FC H4IR& _ERY SCSI
CIRTE R LUEED Trident EFEYC4EE (FC) FHEIAE » 7€ ONTAP 24 LA BE R EIBEFHEFEER ©
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SO R

RIE FC FrE AR M ENRERE o

BB
1. BSERAEN WWPN o IIFBFHMAEN « A2 "ERNEER" o
2. EfSRREDER (EH%) /TEAI WWPN o

F2HHENERIEERFARREN o
3. {EA A B1Z/ WWPN 7£ FC TR FREDE o
INBHAE N > A2 RENEA IR A XM o
INFEEFAAE » FE2 R TS ONTAP X :
° "Fibre ChannelflFCoE} &@4EE"
° "SRE FC &K « FC-NVMe SAN I T57E"
R FC TA

ERFERANMTREKFCIA -

==

« EEAER FC PV $11T RHEL/Red Hat Enterprise Linux CoreOS ( RHCOS ) BT {EERZLES » 57
StorageClass F$§%E discard mountOption MAEITRIERZERIEIUK © 55288 "Red Hat sRBESCHF" o

RHEL 81
1. RETIRGEM -

sudo yum install -y lsscsi device-mapper-multipath

2. MAZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ HE{R /etc/multipath.conf 85 “find_multipaths no 7 "defaults 1 ©
3. FEE “multipathd #1179 :

sudo systemctl enable --now multipathd

Ubuntu
1. ZETINRHREN -
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sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools

2. MAZEREK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ HE(R “/etc/multipath.conf &8 “find_multipaths no'7E "defaults™# ©

3. BB ‘multipath-tools’ BERY I IETE#1T :

sudo systemctl status multipath-tools

Z BB E SMBIiREE
AT LUERMU T AR E SMB & ontap-nas =) o

TZETE SVM ERIEFRE NFS #1 SMB/CIFS #BRIBE > 7 8E% ONTAP REREEREE L
(D ontap-nas-economy SMB Volume ° &RHE LMEF—TEBAIGE « A5 SMB HIREZE L
KB o

@ “autoExportPolicy’ <3z 1% SMB Volume °
Rt Z Al
TEcE SMB HiR& 2z Al ~ S BEFE THIER ©

* KuberneteszZ&=E BB LinuxiZHI2SEIE, « LUIRE/D—{E#1TWindows Server 202289Windows T{EEf
2f o Trident 2 E#HMEZE Windows Bi25 F#1TH Pod 9 SMB HEHEE

* E/DE—@ Trident i %Z A Z A Active Directory 5258 © BEAEMSR smbereds ©

kubectl create secret generic smbcreds --from-literal username=user
-—from-literal password='password'

* BREAWindowsfRFERISCSI Proxy © ZEERRTE csi-proxy  :52[ "GitHub : csi Proxy" 3% "GitHub : A

A WindowsHISCSI Proxy" R Windows E#11THIKubernetesEfigh o
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1. B AEREFZE ONTAP ~ RE]LUEE M7 SMB £/ ~ 5% Trident BJ A& SMB HA

_._

@ Amazon FSX for ONTAP & SMB #£% o

el LEBEMES N —REIISMBEIEHARE "Microsoft EIRF 4" HEB KRG ARNSIEE T E
FHONTAP CLI - ZE{FEFRONTAP CLIZEIZSMBitA :

a. AME « FEUHARBERISER o

o vserver cifs share create MY EEHBREIIARBE-pathiZEIEFIEENEKRK o NRIEEN
BASARTIE « BB S BAK o

b. 3217 B5FESVMIBRARISMBHERE :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. ERHARERL -
vserver cifs share show -share-name share name

() #2m EusVBHEE" LEGREHEEL -

2. BIBIER S IMNERTE THEB UISESMB Volume © H1EEONTAP FiE BIFSXfor Sendbackend4H A535
15 « 520 "FSXIEHONTAP R iE4HAEIBFNEEF" ©

2% s AA &a151

smbShare o] LI3SE FHIEAF—IF . /8 Microsoft EIEF 1T  smb-share
&3¢ ONTAP CLI #1IHY SMB %8 ; 25F
Trident #2317 SMB HAMATE ; HF2HFREZERL
FrLEH AR E o HHXWEPEFE ONTAP ~ LE28%A
BEFAIEH o Amazon FSX BEE LB H AL 1E
ONTAP #if « BARAIAZER ©

nasType *ABEFRE S smb. YR Anull ~ BIFEEE A nfs © smb

CERERTID) HEZEENZ IR o WERTES ntfs i mixed ntfs Bf mixed @

HERNSMBHER © M SMBHEEE
lunixPermissions. HGHEEMNEL - SMBIEE N BREAZTH -+ "

&/ cosl ﬁﬁ@%#ﬁ%@

FERRRYEEENE (COSI) 3FEil Trident fLEHY Kubernetes BiE#% Kubernetes T{E
BHBEFELE S3 Tu%ﬁﬁ o
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COS| H4H-#IZIR M EFIZET Kubernetes TEEE o Trident 12t TFER :

* TridentObjectStore ! f§ Trident FiZZIWHHEFRAKRETEERL o 7 Trident spZEREFEILULE

iR o

* BucketClass ! EEMHFREEZNHEFRMIRRA
* BucketClaim : 55 R—{EETFAE o

* BucketAccessClass | E&HRMAIE R & FFHHIFE o
* BucketAccess ! ER—HSEFFRITRER

Trident &8 T+ #7FERENIFZA$& COSI :

StorageGRID : BIET %4 ©
ONTAP S3 : {8 o

Trident 374% S3 #HRE ° TE#IIBRRAF » ESTIRIRIET S3 Ehk -

ERERS)

* £ TridentOrchestrator BiJ&JR (Torc) H[RERFEIA “enableConcurrency M

“enableCOSI ° COSI FERAZELA °

* TERUBIERIZR AT Z AT » FETEREEPT A ERER Trident BiInESHEASZENEEER - FRZENE

SeEN2 TG EE Trident AR ; A2 R "ERUVAERISETIEZA" o

* 5B704% Trident COSI Ed11 8 COSI $ZEHIZZRFFIIT ©
* ¥J4RRRZAN{ER objectstorage.k8s.1i0/v1alpha2 COSIAPI ©
* StorageGRID TridentObjectStore BRfEARAAMNEFREERFEEK - BE

TridentObjectStore EiEF|—1E StorageGRID 5 ; ZEZ R eI EIZEIE—ERE © iS55 A
7Z7E Trident 34 ZER9AY Kubernetes Secret 1 » iR IEHN L2 M ERMIU{FE o

* StorageGRID BucketAccess XERZ /\EFHFR °

MEAATERISBEEN—RREN > F2RE TR ERLE -

ExF cosSl

1f TridentOrchestrator REP(EIRFEE S MIEEZEIE :

apiVersion: trident.netapp.io/vl

kind: TridentOrchestrator

metadata:

name: trident

spec:
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namespace: trident

enableConcurrency: true



enableCOSI: true

£/ TORC SEA—RIEEE TIEHRENTAER - MAWRE TORC WEAIEN - SR "S5 Tridentis
fFRZE -

&€ StorageGRID ¥4 &E

£ Trident snRZERAH > #F StorageGRID fHEFUEERHEIL Kubernetes Secret :

apiVersion: vl
kind: Secret
metadata:
name: tenant3
namespace: trident
type: Opaque
stringData:
username: <tenant-root-username>

password: <tenant-root-password>

JBII 28 Secret BY TridentObjectStore ° fFEFIIRESFNRE ID B A & StorageGRID IRIFHE :

apiVersion: trident.netapp.io/vl
kind: TridentObjectStore
metadata:
name: trident-tenant3
namespace: trident
spec:
accountId: "<account-id>"
credentials:
secretName: tenant3
labels:
tenantInstance: three
managementEndpoint: https://<storagegrid-management-endpoint>
objectStoreDriver: storage-grid
s3Endpoint: https://<storagegrid-s3-endpoint>

EREMEER :

kubectl apply -f tenant-secret.yaml
kubectl apply -f trident-object-store.yaml
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5 E ONTAP S3 ¥ 1ZIHE

@ i@ COSI 1A ONTAP S3 Z1E7E Trident 26.10 RN TRESE - BAZERTLEER
R o AT AEEXNIBER A SEEBFIERN

7E Trident sp4 2R A ONTAP S3 FEAEIEERIZEIL Kubernetes Secret » SABIEII 2 ER% Secret HY
TridentObjectStore ° IFTERIBEZIRAIR ONTAP S3 IRIEMIE :

apiVersion: vl

kind: Secret

metadata:
name: ontap-s3-credentials
namespace: trident

type: Opaque

stringData:
username: "<user>"
password: "<password>"

apiVersion: trident.netapp.io/vl
kind: TridentObjectStore
metadata:
name: ontap-s3
namespace: trident
spec:
objectStoreDriver: ontap-s3
objectStoreName: ontap-object-store
managementEndpoint: "<management-endpoint>"
svmName: "<svm-name>"
storagePrefix: trident
credentials:
secretName: ontap-s3-credentials

It storagePrefix BEMAM » REKRFFERA trident ¢ EF Secret #l TridentObjectStore :

kubectl apply -f ontap-s3-object-store.yaml

#2137 BucketClass i EBF5{# 171

"BucketClass’
A FEEEER - MG ERERRE S MEREEYHENRE - MRLEEESH > Trident
AU FIE ERENIFFHREPETERE -
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apiVersion: objectstorage.k8s.io/vlalpha?2
kind: BucketClass
metadata:
name: sg-delete
spec:
driverName: cosi.trident.netapp.io
deletionPolicy: Delete
parameters:
selector: tenantInstance=three

objectStoreType: storage-grid

B —{EEAZLER8Y BucketClaim ©

apiVersion: objectstorage.k8s.io/vlalpha?2
kind: BucketClaim
metadata:

name: claim-al

namespace: default
spec:

bucketClassName: sg-delete

protocols:

= §3

E Trident RIZEKE » CEEEZE—(EETIYGERE - MREAZSEFKERN > Trident SEEHIEZE—E >

e EEFRE D ECEBFT R ERE R -

=¥ TFa S H#EFHER
#137 "BucketAccessClass U EHREFINERACE :

apiVersion: objectstorage.k8s.io/vlalpha?
kind: BucketAccessClass
metadata:
name: sg-access
spec:
authenticationType: Key
driverName: cosi.trident.netapp.io
multiBucketAccess: MultipleBuckets

#2371 208 bucket claim BY BucketAccess .

apiVersion: objectstorage.k8s.io/vlalpha?2

kind: BucketAccess
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metadata:
name: sg-claim-al
namespace: default
spec:
bucketAccessClassName: sg-access
bucketClaims:

- accessMode: ReadWrite
accessSecretName: sg-claim-al
bucketClaimName: claim-al

protocol: S3

Trident @2 — B8 SHEEFHFINE M Kubernetes Secret © T{E& & A LUFEAIZZEERY Kubernetes Secret 1
HIZRFEFA L Secret o EXER Secret B8F S3 BARFAME N > HIUIETFIRHFIE  indE « BIEHMEFNER - 57
RELER Secret RERAMARCIRENERENTFEH -

EHH Secret @& COSI_S3 ACCESS_KEY ID COSI_S3 ACCESS SECRET KEY *

COSI_S3 ADDRESSING STYLE “ COSI S3 BUCKET ID* "COSI_S3_ENDPOINT #1 ‘COSI_S3_REGION
—_rﬁ(ﬁv_\ °

RTENREIBEIR
/R Trident B

BIRESR Trident BAFRA 2 EERE o ©EFTridenttl{AI Bz #FE R G E ~ U
K Tridenti{A R F R A EHAFEE o

Trident & et RIRIRMT SRHEFEDFIERRRNFBEERM - BENARERFRANRR

° ||_}'L|—‘—|

—_—

FEAzure NetApp Files —{EEFAE & im"

_IJ.I||

* "3 Google Cloud NetApp Volumes i
* "BRENetApp HCI —{ER R EIN8ERYSolidFire 1&in"

* "{EFONTAP IHEEAR—HICloud Volumes ONTAP NASERENTE AR R E & Im"
* "FEFONTAP RZ1EHICloud Volumes ONTAP SANEEENTE T 2K 5% E & I

* "}&BC Amazon FSX for NetApp ONTAP f&£F Trident"

Azure NetApp Files
2 EAzure NetApp Files —(EZFEE B IR

88/ Azure NetApp Files EZ Trident 89121 o b IHSZ1E NFS ] SMB WEREE o Trident
X 1& Azure Kubernetes Service (AKS) ZEMNFTEES RN TIEEEH S DHA ©

Y 1BM Azure EiRiSiE

Trident X1B8% % Azure EiHIRIEHAY Azure NetApp Files &
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M Azure EiHEIE -
* Azure E2hR

* Azure Government (Azure Government/ MAG)

* Azure HE

ZRZE Trident E{E&E Azure NetApp Files & imfF - s5HE{R Azure Resource Manager #1585 IR ELELIRAY Azure &
IRIRIBARRT ©

& %& Azure NetApp Files EREIFZT 218
Trident 2L Azure NetApp Files {#7ZERENTER ©

THRNFIER 81EF ReadWriteOnce (RWO) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (RWX) #0
ReadWriteOncePod (RWOP) o

EEEfEt BHIBE  VolumelE® ZEMFEUEL TERNERRS
{azure-NetApp-filFiz) NFS EEF N Rwo  ROX ~ rwx * nfs ™ smb
VIS RWOP
BEIEEE

* Azure NetApp Files R3z#&/\it 50 GiB BUHAIR&E © BiEREBVNHIHLIREES > Trident §&3—1E 50 GiB Y
HARRE o

* Trident {32 1E#LZE Windows E1E5_ E#1THI Pod BY SMB F4RER o

: Azure NetApp Files TEFEFZE Azure Eﬁ‘miaiHEPﬁB%E‘E@Fﬁ# ER %A Azure Resource Manager &
FEAR IR o AR Trident M{EIRIGAARSERERABE ST Azure BIRIRIRAVARIRES ©

f#/8 AKS BUsEES 9

Trident 1% "SEE 5703 5!" AKS #E ©

WMRIEEEA “tridentctl I8 B2 Azure NetApp Files B > AR EEEHAL B A ERERN Azure RifiRiE
EEFRSES D CHARRE !

* {$5 aks ZBEH Kubernetes B
* £ AKS Kubernetes #5£ FREERNEES D

* Trident BLEN#E cloudProvider RES "Azure"

TridentiZ2& ¥
HREE tridentorchestrator cr.yaml ) WEETE cloudProvider & "Azure" °

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

1M


https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
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name: trident

spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

e
W& & 224t Trident Wiz%E cloudProvider @ ERIRIEEE scp ©

helm install trident trident-operator-100.2610.0.tgz --create-namespace
-—-namespace <trident-namespace> --set cloudProvider=3$CP

<code>tridentcti</code>

T EHIZE Trident W% cloud-provider 1255584 Azure .

tridentctl install --cloud-provider="Azure" -n trident

{8 AKS N TE&E 5 DH7
TEEE B9 P]:E Kubernetes Pod FBU T EEH & DI TEREREE Azure BR ©

WNRIEHEA “tridentctl I EIE Azure NetApp Files &l » sAEREFEHEEAIERERN Azure BIFIRIE o
EEFRAIEEaHED » EHNERRE

* {#F aks ZPERY Kubernetes F=&

* £ OKS Kubernetes &5 L& EN T EE A oidc-c3E1T &
* Trident BEZ4E » cloudProvider :RES "Azure" * cloudIdentity sREA L{EEEHFIE

TridentiZE&F

4R%H tridentorchestrator cr.yaml WERE 'cloudProvider 73

cloudIdentity 2 ‘azure.workload.identity/client-id:
XXKXXXXXXKKX ©

N e}
"Azure" © FRIE

XXXXXKXXX7XXXKXXXKXX—XXXX—

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident
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imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX-XXXX—XXXXXXXXxXxX"'" # Edit

£fe

EATHIRIBEEEERTE cloud-provider (CP) #0 cloud-identity (CI) #Z:5R91E :

export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXXXRXXXXXX""

LU % 4E Trident Wif#EF cloudProvider sRAE $CP» Mif#F cloudIdentity &€ $CI :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentcti</code>

export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX~-XXXX—XXXX—
XXXXXXXXXXX"

LUT &5 Z24E Trident Wi cloud-provider 8RAEAY “SCP ™ #% cloud-identity REA “SCI -

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident

# (&8 F Azure NetApp Files —ELHAER SR B
EIE%EAzure NetApp Files SERIGINFEZ A ~ [ABRERTS FIIEK
S1EH Azure EIRIRIE
Trident 21&Z & Azure ZEiRIRIEHHI Azure NetApp Files &l ©
S1BM Azure EIREIE ©
* Azure FZRR

* Azure Government (Azure Government/ MAG)

* Azure F[E

TEBIRIER > BRERTHEN Azure BIRIRIEAIEI Azure 57E ~ BDECEF Azure NetApp Files EIR ©
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NFS #1 SMB Hifit& RN B4

MREEERFEA Azure NetApp Files EFBIMIEER » BIFEEEIT—LEYBRRTERKRTE Azure NetApp Files
W7 NFS HAREE © 5528 "Azure © 55 EAzure NetApp Files THEELEEIINFS Volume" o

BHEMER "Azure NetApp Files" &% ~ BB T oH -

* subscriptionID> tenantID> clientID> location'# “clientSecret 7£ AKS
=& HEAFESAHAIRAERER -

* tenantID®™ clientID M ‘clientSecret 7f AKS & HERAEHRS DA ERIE

O =

* 1EIEEE Azure EIRIBIEFERE Azure NetApp Files ERFEAYSENRE IR Azure Resource
Manager MEE:EAIREL o 5BME(R Trident MEfAIRIRARRSEREAE S K Azure BIRIRIZAVAR
IihEh o

s R=EE - :5200 "Microsoft : % Azure NetApp Files B BS=E&" o
* Z&4 Azure NetApp Files BYF4ERE o 35268 "Microsoft : 1§ FHIRZERAS Azure NetApp Files" o
* AzurezTRS$RMHAY M'SubscriptionlD) Azure NetApp Files (SIHRERZIBRIINEE) o
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tenantID™ clientID ' ‘clientSecret ¢ "FEFTETUGEM" 7EAzure Active Directoryd ~ BffiAzure
NetApp Files 3 FHERRBATLEINAE - RN EEREER THIHP—IR :

c EAEENEMEAG "HAzureTRTER" ©

° "Hi]ERMEA® (assignableScopes (FEFTRARAI) > BBEMUTHEIR » (ZRAL Trident FRERAVAEIR o
BiUBTARZEB ERAzure \OMILIERER" > ©

v BF]2REAG

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
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"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re

ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr

ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de

lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets

/read",

"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/delete",

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

Features/features/read",

.Features/operations/read",

Features/providers/features/read",
Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions":

[]

4
"dataActions": [],

"notDataActions": []
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* LIMER cloud Identity :BENS
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apiVersion: trident.netapp.io/vl
kind:

metadata:

TridentBackendConfig

name: backend-tbc-anf-1
namespace: trident
spec:

version: 1
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storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

v BN G5 H5
B IRAARE B ABYULE subscriptionID ™~ tenantID™ clientID M ‘“clientSecret FHAEEESD
sl B A3 BE AR TOAE ©

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet

subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

v Eim 5 55

B IRAARR B ABULE tenantID~ clientID M “clientSecret ((FRAEIRS D HAIFAERINGE
) °

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
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netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

vV AAREEERHESNTERT B RER
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2

v EEF &) QoS BE A EIHEH)
B im AL B i LR & B 7E Azure 1 “eastus’ EBEFH) QoS BEMMINIE ©

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
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- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

v ERRAERE
IR IR P E— D R BN E S E G N EE—F AR « LAEKERD Volume B RECETARRE °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91le5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"

v EREEHER

IR EEE—EZEPER T AR - EEBEZETEMNZRARNRBRL > LEFERE
Kubernetes RZIIARELERSMNEFERNE > ILEEEIFEE A o EEAMEEAIIREE performance’ 2k
Eﬁtm:b/ﬁ', °

version: 1
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storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application—-group-1/netapp-account-1/ultra-1
- application—-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application—-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelLevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

v SZTREVRERAERS

Trident SE$0IRIEE M AT AEA T FEE R EMIEE o "supportedTopologies' b imfc & R AIFZ T A& 1R FE
RAESERIFREESFMTAEBE o bEISENEIHN A& ENEERSE Kubernetes 2 EREHZHR TN
BRI AEEARR - ELEEFNTBAERRFEFENFTIURENATESE - HNE3RIRRHENES
M REFEMNFEEFE > Trdent BEIEENEFFMOIAEFELMIEE - MEFLEN » A2REH lcsi
i "o

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
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location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

REFERIE &

IVENAES StorageClass EHRB2HR LMFEEERM o

{EFARYE 5 E & parameter. selector M1

£/ “parameter.selector & B LA A& "StorageClass 15 & AR sTE HAFR & RV EHE A o IR E NS BB PsEf
FEAHPEERNRTEE o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze

provisioner: csi.trident.netapp.io
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parameters:
selector: performance=bronze
allowVolumeExpansion: true

SMBHHR& FY E 2= &5 5

ﬁﬁﬁgnasType‘ node—stage—secret—name\ﬁﬂ ‘node-stage-secret-namespace ’

MR & MR PR EERY Active Directory /&:% ©

v TR =R AR

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

v SEHETREA RS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

TR L4EE SMB

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v SEHREERTRKE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
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csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb EfiESzik SMB HAEREHETEA ©
nasType: nfs 3% nasType: null EfizE NFS #FEAM o

FERVAEY
BiURIREREZR - FRITTIEa< -

tridentctl create backend -f <backend-file>

QD% TIEFNRIEFEFERR Azure Eif » s5HE(R “tridentct EAF HZE A Azure Resource Manager #1 Azure
EIRIRIRAVEREE RS o MR BIREIL KK > FEERIHAEAR TSR HRUHIENNREA -

tridentctl logs

MBS EARREIERI A Z & ~ ERIUBR# Tcreatedi < ©
Google Cloud NetApp Volumes

ficE Google Cloud NetApp Volumes

& LA Google Cloud NetApp Volumes %€ 4 Trident B8 > LUE7% Kubernetes T
EEHEfERE

“a

&

Trident 37#& Google Cloud NetApp Volumes > BJFH? NAS (NFS #1 SMB) F&#E (iSCSI) L{E&# -

* NAS TE&&FM google-cloud-netapp-volumes &if
* @i (iSCSI) TI{EE#HFER google-cloud-netapp-volumes-san &

NAS Volume 1R EERRIEEZ 018 » M5 NFS 30 SMB (B8 1HRE1TIER o 3L Volume Z1BES(H Pod 5
BREEMSEETFER o

@ISR E IR HRIAEIRETRME - MWEREE Kubernetes BiZERHY iISCSI £BFRETHEN - ERAERTE
&R RAFENE » LB ERELEHIRE o

SEARU TR

* Trident 26.02 K E#hRk4s
* Google Kubernetes Engine (GKE) 8¢7E GCP _E#11TH) Red Hat OpenShift &5
* OpenShift TFE#H S DHEE (WIF) ZEE Trident 26.10 B EHTHRA
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* Google Cloud NetApp Volumes f£7Z it

AEREEN (SCSI) f#fFxf - A2H "RE&lif#FsxE (scsl) "

iﬁ\‘”‘%ﬁ__[u%é Kubernetes TEE&FEBUTFE & DEITEEREZE Google Cloud HilR » MIEFEAFFRER

D5'.°

ERETEEHB D ZA]  FERERERIFIEENERNIES o #i? GKE » EEE Google Cloud #EFR3REE
I HMERE Google Cloud ARFEIRE o ¥5Y OpenShift » ST EE I S FEIEEER WIF 455 » LIKERTE Google
Cloud TE&#H & D EIRMAHERBIHER o

£ GKE TE&#H S5
EER GKE ITEEH &9 8 Google Cloud NetApp Volumes 1EF2fEMA » SN BEERE !

* {#F8 Google Kubernetes Engine ( GKE ) ZFZEM Kubernetes #&5
* GKE RE LEMAIEasES7HA - BitER FERAPEERMERSS

* B A Google Cloud NetApp Volumes EIEE A ER Google Cloud fRFEMRSE(roles/netapp.admin) HHF
MHNBEFTAR

* Trident B%5E » EifigHERES GCP W ERTE

m,ﬂi

I AR

TridentZ&E F
HEMA Trident BE T %4 Trident » 5548%8 tridentorchestrator cr.yaml :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sal@mygcpproject.iam.gserviceaccount.com"

S
fEF Helm %4 Trident B ~ ;AR E DintIERNERE 7 :

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"
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A
BRI E B EENER S DR L Trident :

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident

£ OpenShift LEATIEFEHES NS

1% Trident 26.10 FA%A » &EJ LA Google Cloud Workload Identity Federation (WIF) 7£ GCP E#1T8Y
OpenShift #& &% Google Cloud NetApp Volumes EEENFET o ZE@EAR B E Y OpenShift Container
Platform (OCP > £1E IPI Z82) #0 OpenShift Dedicated (OSD) - {li[ERFZ#E NAS (google-cloud-
netapp—volumes) *DSAN(google—cloud—netapp—volumes—san) EREIFE

WIF #1558 Kubernetes ARFSIRF Token XA FEHARY Google Cloud 588 &R o Trident {FRE LG BRI
ot Google Cloud ARTENRE ; ZARFEIREEY IAM BB EEEE Google Cloud NetApp Volumes API IE0Y o 35
A R E RGP RERIANRISIRE 18 o

£ OpenShift Dedicated L > OIDC #FER 2 rI B EAth OpenShift TTHFHEER o NRHEEH
“allowedAudiences JEE A28 Google FIETHERNRSEERLE (BZURE https:// 7I%R)

(D) > it Trident HREHBHLAER - 5/01EA Trident REBROHRBE - NPHEHSOS
BARMHSR » BEREFIEREEN FE/R—FM‘HJI] Trident #5R o B EEAEGRHIEE M
OpenShift T HEN o

#{% OpenShift #5%

10 OSD » sAE I SRR SEE—(E GCP WIF #BEE o 40 » OpenShift & EIE2F CLI ATLUET—1E :

ocm gcp create wif-config --name <wif-name> --project <gcp-project-id>

EETFRAHB DS (Workload Identity Federation) {EZsR5EEusE4a0Y » Wifd WIF AHRSEAEREERAN: o HH
BHREEN OCP > RE—ESERERIFIRF R ZE1TEM Google Cloud OIDC £F&f - OSD M BHEIR
OCP WEEEBEREEMENIGT L REMARE ; FE1EEAN Red Hat 15/ » MAFHE R AIRENIRHAS Trident
52§ /var/run/secrets/wif-token/token ©

OSD B9 WIF Es5 1IN = EEFFERE © Trident B WIF HRENRIILERTE ; KEESHEIEEMAA
Trident B{A WIF ©

ELIEEH B E Trident ZTEJTJ ) BRI ZEER OpenShift B EBFTRZE S EFAENEEEIR c 2% > 55
FEEDI 4SS AN EREL Pod EIERRYF -

oc whoami
oc auth can-i create namespaces

oc auth can-i create csidrivers.storage.k8s.io
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oc auth can-i create customresourcedefinitions.apiextensions.k8s.io

oc auth can-i create securitycontextconstraints.security.openshift.io

oc -n trident get pods

oc -n trident rollout status deploy/trident-controller —--timeout=300s
oc -n trident rollout status ds/trident-node-linux --timeout=300s
M WIF H5R %4 Trident

Trident EELEHAMREHREF » 7 ERENIESTE] WIF o 557E Google Cloud R & LHAY
‘wipCredentialConfig.audience’ BRI R :

//iam.googleapis.com/projects/<wif-pool-project-
number>/locations/global/workloadIdentityPools/<pool-
id>/providers/<provider-id>

14 cloudProvider &4 " GCP > M{ERMUEIEN LI ERFE gecpWIFAudience -

gt

tridentctl install \
--cloud-provider GCP \
--gcp-wif-audience "<audience>" \

--namespace trident

TridentiZE&E F
7 "TridentOrchestrator #3 & & E S LML -
spec:
cloudProvider: GCP
gcpWIFAudience: "<audience>"
=i

LREIRFFREATE -

helm install trident netapp-trident/trident-operator \
--set cloudProvider=GCP \
--set-string gcpWIFAudience="<audience>"

ERESA OpenShlftWIF 22 7E GKE cloudIdentity/--cloud-identity #EIH o ZEEEE/MER Trident
EHISREE ; SEEGERFMEE o BIRAITE /var/run/secrets/wif-token/token BUSIRRIER o
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‘trident-main Container 7EE shell > FILiEEEIEHIZS2FE R Volume 4BEE » MAR(ER oc exec' 3K
BEEE

oc -n trident get deploy trident-controller -o yaml

2 E Google Cloud {={FE2H#ER

AEERTE Google Cloud Workload Identity Pool 1 OIDC {FERS o HFERG3E1TE MBEEENM iss EEMEFT
s BEHBMHENER assertion.sub HEE “google.subject © HIERMN R FFH R BB EN
By “aud EEHERT ©

{E7EfEF OIDC FEFF » 7EE/AR .well-known/openid-configuration'#1 JWKS 525 o Google th3Z1EfF
‘jwksJson' 3§ "--jwk-json-path” B % & JWKS ©

£ Trident BFEE#HY Google Cloud BRFEIRE £ » #2F WIF 58 roles/iam.workloadIdentityUser f
& o HIMEMFES system:serviceaccount:trident:trident-controller * EEREBUTER :

principal://iam.googleapis.com/projects/<wif-pool-project-
number>/locations/global/workloadIdentityPools/<pool-
id>/subject/system:serviceaccount:trident:trident-controller

zEs Google Cloud NetApp Volumes ETE’J%EEJ: B WIEERMIRTEIRE roles/netapp.admin » (&
BEFfEHRNENETAR - GLEEDIRIVIRE | F—EATEER » £ TEREMERE AP RE -

W RER S KM HERERETRIERT > Google Security Token Service FIREE R “invalid_grant ¥ R EE:RMIEARRS
o FERUTHSHREHRERAERE .

gcloud iam workload-identity-pools providers describe <provider-id> \
--project=<wif-pool-project-id> \
--location=global \
--workload-identity-pool=<pool-id> \

-—format="yaml (oidc.allowedAudiences,oidc.issuerUri, attributeMapping)"

SSEREALAERER » SERERLRY iss  “aud M “sub B HEMAEEM IAM AHRGEITLER © B HZCHRTTERY
RERENL o

#4#% Google Cloud NetApp Volumes 77351

ERIREANEE PRI EFEIRMN o NAS BIRHEZE FILE &iFith ; SAN BinfEM ""‘*Eiﬁhﬁﬁuﬂﬁ
(isCsI) " FFrEAY Flex Unified BEiFith o EREIRMAY VPC 1B ARFEFE (PSA) #HREEANBEMR o

I » ERERMEE PSA EEZAT > FIHARIRENRE VPC HERAKEE :

gcloud compute addresses list \

-—project <gcnv-project-id> \
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--global \
--filter="purpose=VPC PEERING AND network:<network-name>" \

-—-format="table (name, address, prefixlLength, status, network, purpose)"

7E “location FERERMMNE » WEEERF » 7 “storagePools FFE A H TR SRR SHRRES RN - &
IFAERMIERRF « FRFERNERANEEAER - BEERERT) > el A EITREREREE °

R7E Trident 1%

EHFERAEREH] wipCredentialConfig.audience  F{ERTERRRREREIR o “projectNumber H{IR]5H
7Al] Google Cloud NetApp Volumes 2% ; HRGEAE S TIEEHIHBERMNERRET o HiF It F+HTas
I EBHRATIRIENE !

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas-wif
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

network: "<vpc-network>"
servicelevel: Premium
wipCredentialConfig:

type: external account

audience: "//iam.googleapis.com/projects/<wif-pool-project-
number>/locations/global/workloadIdentityPools/<pool-
id>/providers/<provider-id>"

subject token type: urn:ietf:params:oauth:token-type:jwt

token url: https://sts.googleapis.com/v1l/token

credential source:

file: /var/run/secrets/wif-token/token

service account impersonation url:

https://iamcredentials.googleapis.com/vl/projects/—

/serviceAccounts/<service-account-email>:generateAccessToken
7Y SAN &if » 551 google-cloud-netapp-volumes-san {EA storageDriverName * MURIERERY
Flex Unified BIRMEZTE ° BRILZ SN > M{EBESIFZNAY WIF 258 Bk ABREE MR ©
ERBIRnE HEAAKRE -
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oc apply -f <backend-file>.yaml
oc -n trident get tridentbackendconfig <backend-name> -o yaml

FRREE Z A > sBEsREBIRA Bound BE FRIZIEE I o IERIREY “spec M “status ; FLAIEREB
AHRESIAR T RE A R IR B BNV EE o 5 WIF By » B0 8 S53E apiKey sR58 &R ©

EsRiminic &

B —(ES¥18I%RY StorageClass » #A%E I —{E/\EAIE PVC © 140 » NAS StorageClass AJLAEEIE—1E1E
IR -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-wif-smoke
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
selector: "auth=wif"

allowVolumeExpansion: true

BRIEH auth: wif BREINEE Nas BIRENEFRERE > FH gonv-wif-smoke I pvc > WiEREH
HESRBFE Bound o HH SAN BWEAIE » 551 B google-cloud-netapp-volumes-san » SAN EREIFZT
R EMMBEE Flex Unified BIFEA © 5Eak1E > 5AMIBRAIE PVC # StorageClass °

bR REE

R BERE(E

invalid grant HRRUH T ETHY token BY "aud EL{HFER A RFRVE R A
‘wipCredentialConfig.audience #{TELES o

iam.serviceAccounts.getAcc 18E Trident #ZHl28 sub WHEY) wir FEREEERMNRFBIRE LS

essToken H#EPREIE B ‘roles/iam.workloadIdentityUser ©

netapp.storagePools.list ¥ BEWIEEIIRIFIRS EEEIERIEZ E#A Google Cloud NetApp

FRIEIE Volumes #PR > BJ¥0 roles/netapp.admin ©

FEREFE RN ERAMRILE WERBL location » BRMEHAIEER « A& ~ PSA 4HRE » LUK
BRfE R ENREE RN BRI

BIRMEER RGP EAREE & Trident 423 A 3540 TridentBackendConfig ARAE > SIKEEERE -

RS E R S TREESR o

AEREERISRCHR USSR R IR RER

oc -n trident logs deploy/trident-controller -c trident-main --tail=400
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FLE NAS f#77

@ 1 Google Cloud NetApp Volumes UNIFIED f#7Z:t » Trident TE TR IR ERFEER
UNIFIED EEan 54 BERsa R A o

EBHHIRES > Trident ALGHESMIRBHNHRBLRLE FINETHRAERRN) - URSEANRS
HRTGRE ©
BB E

Trident 32 google-cloud-netapp-volumes BEBIFET > LATE Google Cloud NetApp Volumes BCE NAS
fEFZER -

LEEESERZIRIUATERIE -
* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)
* ReadWriteOncePod (RWOP)

EEFiER FEHIBE  VolumelE ZEMNERUEIC SIRIIERRGR
google-cloud- NFS IEERGT Rwo » ROX ~ rwx » nfs > smb
netapp-volumes =V AVToE RWOP

B7E Trident NAS &l

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

network: "<vpc-network>"

EZE NAS Volume

NAS FEFEEFER google-cloud-netapp-volumes BIHACE » MiZHE NFS #1 SMB #7E ©
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NFS Volume B StorageClass

L EME NFS HEE > 551 nasType 884 nfs ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: true

T SMB H4R &R StorageClass

EERBCE SMB Volume ° 551% nasType 524y smb WiHEREER ©

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim &ifjl (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs
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PersistentVolumeClaim &if] (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi

storageClassName: gcnv-nfs

@ NAS FiFR&FAH volumeMode: Filesystem ©

%7€ Google Cloud NetApp Volumes L 5 SAN T{E&E;

A google-cloud-netapp-volumes-san SRENFETLIE Google Cloud NetApp
Volumes Flex Unified {#7F 2 M ERECE iSCSI &1 Volume ©

@ SAN EEEIENEZIREIRTIEEH - EEEIRACE NAS Volume » :5F M google-cloud-
netapp-volumes SEENFETL ©

e

EE.%E@JEE%% Flex Unified 72 E M ERECE Volume » WA E M iSCSI BIREEE 2IR4R Kubernetes &
CTN

IEEEBNTE SR A T IRIR ¢

* Trident 26.02 K E#ThRs

* Google Kubernetes Engine (GKE) 3¢7E GCP _E#11TH) Red Hat OpenShift &5

* Google Cloud NetApp Volumes Flex #t—f{##7z:th

* R iSCSIWIEa#H
1% Trident 26.10 B4 > SAN EEENERZIRTE GCP LHITHIBHKEIE OpenShift Container Platform (OCP > €
& IP1 Z8%&) # OpenShift Dedicated (OSD) =% _L#Y Google Cloud Workload Identity Federation (WIF) o

N WIF SoRIGMH BB IRAERE - 5526 "7E Openshift LEATFEHSHHE" - SHEMIEE _ER SAN 5&5)
2% B Flex Unified TFRERTE ©

= E SAN B WIF

WIF #5389 Kubernetes ARFSIR B HEM R 252 88HY Google Cloud 238 #} o Trident MDY Google Cloud
NetApp Volumes AP| B » S LR ERIRIERE Google Cloud ARFSIRA ©
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7 OpenShift #£3&E Google Cloud Workload Identity Pool 1 OIDC {FERS o AR 21TE M/EEEN K
iss EEERFT > BEBMHENER assertion.sub HEZE “google.subject ©

24 Trident B » IBEERE RETERTES WIF HR o EEE Trident FZZHSSARFS IR B R

/var/run/secrets/wif-token/token °

TridentiZE&F

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

namespace: trident

cloudProvider: GCP

gcpWIFAudience: "//iam.googleapis.com/projects/<wif-pool-project-
number>/locations/global/workloadIdentityPools/<pool-
id>/providers/<provider-id>"

£

helm install trident <trident-operator-package> \

-—namespace trident \

-—create-namespace \

--set cloudProvider=GCP \

--set-string gcpWIFAudience="//iam.googleapis.com/projects/<wif-pool-
project-number>/locations/global/workloadIdentityPools/<pool-
id>/providers/<provider-id>"

gt

tridentctl install \

--namespace trident \

--cloud-provider GCP \

-—gcp-wif-audience "//iam.googleapis.com/projects/<wif-pool-project-
number>/locations/global/workloadIdentityPools/<pool-
id>/providers/<provider-id>"

#5745 Trident 2] wipCredentialConfig.audience  {EAERNER o ;57ERRE GKE

‘cloudIdentity 8 —-cloud-identity ° sA7MEMEIERIZF Deployment 2K#TiE projected token ; Trident &
BEETUBRZES o

£ OpenShift Dedicated _E » OIDC {FER R LU B E M OpenShift ST HZH o YR HAERERY

“allowedAudiences JEEAZE » Google B HEMIREERLTE (BIHRE hitps:// FILR
@ s At EtE REEBRAER o S570(E% Trident :REABNHRIBE - MRMHERCHEERE

HER > FEREFREREENIER TN Trident HR o 58 aIAE & EIEE {th OpenShift
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TOIFSTHAERL o

7E Trident A& E1E#EHY Google Cloud ARFEIRF L » #%F Trident $EFI2RARFEIRFEY WIF 82
roles/iam.workloadIdentityUser B8 o HHItTERM Trident ITHIZZARTEIRE > ENMEES
‘system:serviceaccount:trident:trident-controller ; iafFAAKLNZEMRENES - TES
Google Cloud NetApp Volumes BIFHIEZ L » 12 FHIZERIARFEIRE "roles/netapp.admin’ S ERHERR ©

A TIZE RIS E SAN BIRHY spec !

wipCredentialConfig:

type: external account

audience: "//iam.googleapis.com/projects/<wif-pool-project-
number>/locations/global/workloadIdentityPools/<pool-
id>/providers/<provider-id>"

subject token type: urn:ietf:params:oauth:token-type:jwt

token url: https://sts.googleapis.com/vl/token

credential source:

file: /var/run/secrets/wif-token/token

service account impersonation url:

https://iamcredentials.googleapis.com/vl/projects/—

/serviceAccounts/<service-account-email>:generateAccessToken

ifE GCNV BEENFETUAY WIF 4HREAEE o SAN B iR{HBER google-cloud-netapp-volumes-san 1%
2B Flex Unified REZERA o

Flex Unified f7Fith
Flex #i—f#FERMER iSCS| MERBEIR#EFRE » & SAN BERECEFTMERN ©

* 1 Flex Unified REGIONAL &8 o
* 1 Trident 26.02.1 B2 1E Flex Unified ZONAL #h o
* SAN T{EEEEX1E Flex IRFEHELR

i “location 7B Flex Unified BRI & IAERT o YN Trident I AZZEIR M » BEFEE « FRMNER
HMERRE o

57 Trident SAN &

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-san

namespace: trident
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes-san
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projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

performance: flex
network: "<vpc-network>"

servicelevel: Flex

#21 StorageClass

&5t SAN &imf8 » #1L—1{@ StorageClass 5| google-cloud-netapp-volumes-san BEEIFET ©

FATE StorageClass FIEEREREAMIEL - MAEBERIK o

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

IEERBTE N SIR A T IERAMARE ©

* ext4 (FEER)
* ext3

* xfs

@ SAN EEENF2T{EZ1& Flex IRFSARAI > RER NAS HENBIHRBH > AWl exportRule
unixPermissions > nasType * snapshotDir v ‘nfsMountOptions (145} EHEIRYERE ©

ES% WIF fiCE

ER®BIFIERSE TridentBackendConfig 2B B4 BEERE—XIRERIN :

oc apply -f <backend-file>.yaml
oc -n trident get tridentbackendconfig <backend-name> -o yaml

EARILE®E LB genv-san StorageClass 17 PVC » WiEgsE HE G EE Bound  EAFEIREREE WIF 3332 ~ AR
R E1E#HE ~ Google Cloud NetApp Volumes #FRH] SAN BIRAERE - 5TALE » AMIEREAIE PVC o
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MRBIE LR > B18E Trident $EHIZRHES

oc -n trident logs deploy/trident-controller -c¢ trident-main —--tail=400

AIREN TN E RIER

* B tinvalid_grant B R EE5R 0 FRFERH "aud BFREL OIDC HEE AFFRVEH R
‘wipCredentialConfig.audience #1TELE o

* #J% iam.serviceAccounts.getAccessToken HEPREEER » 5ABREE Trident IEHIZEH wir FERE
EBHWIERNIRISIREA RS "roles/iam.workloadIdentityUser ©

* WIS A “netapp.storagePools.list #fREEER » BRI HIERIRFFIRS RLH ERNERERMEN
Google Cloud NetApp Volumes #[R o

* MRHAZERN > FREHUENEERES R » RnERERTRERAEIIER » UKEBIHEE2R
IERERIARRRFNE IR o

A E @R IR &

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
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storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX H—EE RIZEXNERMITE ReadWriteOnce HAHE & Y iR BMAIRE B & A MEEE o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim
name: gcnv-san-rwo

ReadWriteMany (RWX) — [R5 &1

{£7% ‘volumeMode: Block 7 52 3& ReadWriteMany °

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi

storageClassName: gcnv-san

BRI &I TS
EIREIEE L iISCSI LUN M RELE » U EIREE W 21748 Kubernetes BiZ; o
E IR E -
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* {8 iSCSI BE
s TEEZRZGNFRREIREIR
* B Trident MinNFDEEIR
* Z1EZTE Kubernetes 7ZEUET
FEUET
Trident Ao B EIRELIRE T 18 T EEHET -
* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX) » Z7ELL FIER TZ#F volumeMode: Block

volumeMode 172

‘volumeMode HRZEFRIERHIEFEIAFRAI

* Filesystem Trident A&V {CAE B ERFLIR(E ©
* Block Trident BEEZEBE MR EEARBEIREE NG °
SIRIIEEE
{8 google-cloud-netapp-volumes-san EEENENACENEIRMIFE S IE :
i =-ava
173
o
* Snapshot
© BEXRN
* [EA
Volume X/MAITTR A

Google Cloud NetApp Volumes &1 Volume B3 A HEERFIITHRES © ELt » #Z O RHNEEX/IVINRERS
BENAE -

BRENBITAE

* #8137 Volume BF K%Y 300 KiB
s SARKIVERZL 107 MiB

Google Cloud NetApp Volumes &% U GiB AEAMNAESD A - ARMARNBEEANTEIHEE PVC EX
> Trident .
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* RERNARNEFHEMLET —EZEH GIB -
* ¥ 1 GiB BEE o

fgn

* PVC #3K : 100 GiB ©
* BECERE . 101 GiB o
 ERREXTRWAIESE : £ 100GiB

Pod &3

BRAGHEEREEE (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

Rin&sERE (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
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volumes:
- name: data
persistentVolumeClaim:
claimName: gcnv-san-raw-rwx

By ARAD 1T A

#1214 Google Cloud NetApp Volumes B2 EHJ SAN MR :

* Trident 7 Flex Unified {#77 iR 2 BEEE T5RA5 (LUN) o
* BEFGHAR » Trident 4% LUN HEZIS(ERIELAY EEEHAE o
* EENRAEETFHART « Trident :
° B A iSCSI B2
° $RZE LUN
° FLEZ R
* Y18 volumeMode: Filesystem® Trident B4R EERA(CEB WG EHENE -
* 1R volumeMode: Block > Trident B EEZ HiZR B4 pod » MEEEIUICIHEE o

@ SAN EIRIEZIRE A RMEDNEHE R AR o B2 A FINGE RIRE
(ReadWriteMany volumeMode: Block) * FERRERAHIERRANBESIEN N o

#{%:8F Google Cloud NetApp Volumes i
7EI8E8E Google Cloud NetApp Volumes &2 Al ~ SN BRI ES THIEX o

NFS B SMB HARRE RIS R 11

MREZEHREA Google Cloud NetApp Volumes STEFBIIEER » BIEEEIT—EVHBREET FERTE
Google Cloud NetApp Volumes {3217 NFS I SMB W& - :526 "Fa A" o

7£5%E Google Cloud NetApp Volumes #&ixZ Bl ~ 5 CHER ISR ~51ER

* f#£/A Google Cloud NetApp Volumes ARFEE&ZE R Google Cloud 1RE ° 552 "Google Cloud NetApp
Volumes" °

* Google Cloud tREHIEZMRIE - 5H2H "HAIFEER" o

* A% Volumes Admin  ( NetApp Volume EIE) A&H Google Cloud ARFEIRE (roles/netapp.admin ©
E2HE "o BENEIEA G BRER"

 {5H9 GONV 1R ) AP SHRIEER © S0 BRI RHSIES 255
T o SR RS -

WMFEARIERE Google Cloud NetApp Volumes fZEXEFRBYEEAAE ST ~ 58 "58 € Google Cloud NetApp Volumes
HTZENE 2/ o
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Google Cloud NetApp Volumes & U4R RS 52 IEAN S5
BEf# Google Cloud NetApp Volumes HY1& im4HREEEIE » WERDARREERH) o

R ImAERREETE
BER KA GEE—Google Cloud@IHFE EMIRE - EB2EHMEHETHMIFE « KR UERHE MBI

2 sRER Ha
A E] KB
ltorageDriverName HFRHENLTE &

storageDriverName %
JBIEES T googoogle E
i -NetApp-Volumes | ©

M& it (ER) FEFERIRENBEIRTE SeEniziaiE+ [_1 + AP
TR —H7

storagePools BERAZH - AR EANR B EEENFEEEIRM o
ProjectNumber Google CloudtR R EZ4R5% o tE{ERIEGoogle Cloud
AOEEEEKE o
(VA= Trident 17 GCNV Volume B9 Google Cloud i & © 2

I EBEIE Kubernetes #FBER « EHEITHHIREE
location AJAREZE Google Cloud BEiERIETEL £
BIEN T IEE® - BEERETESTEINRE

FapiKey | BAEILA®R Google Cloud BRISIREHI APl £58
netapp.admin ° EFEEGoogle CloudiRFEIRS FA
ZEBER BEFRERIBRIRARE) FJSON-EARN
A ° apikey WABF TIRRITIRELY
‘type project id® » client email®
client id™ auth uri token uri
auth provider x509 cert url ™ #
client x509 cert urle

'nfsMountOptions | FEARIEHINFSHIEEIE o "nfsves=3"
(PRHIVolumek/)v) MREBRNEIREAX/NSRULE ~ AIEREEEXRK - " (FERAREIBIT)
(AR5 4R) MR EIRENIRTEEMR o SLEERE flex
standard ™ premium 3 ‘extreme °©
(R ERFIHREMNEEISON-BEIZHE
B FA GCNV Volume B Google Cloud 48E& o
'DebugTraceFlags. SEEEHHR T2 ARV EEEIEAR o #66) : null

{"api":false, "method":true} ° [RIEMIETEE
1TREEE RN SR E S ARV ERIBED ~ FRIFEDE AT

o
RE °

nasType SRENFSTHSMBRAFRE IR o ZIBEHE nfs ~ smb nfs
gnull ° NFSHREERIFEER B Anull
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% 55 AA 6

supportedTopologies MRILBIRFIZIENEIFMEHFTE o NFFMAEMN -
#8 "2 Tesithiz) "2/ o flun
supportedTopologies:
- topology.kubernetes.io/region: asia-
eastl
topology.kubernetes.io/zone: asia-eastl-
a

Volume X JRic & 518

TR ATEPIEHIFERAIVolume B JRECE defaults AAREIERI—ED o

2 =R AR FER
MEEHFRA iR ERELIRA - XBEEE  10.00.0.0/0]
SESFREY(E IPv4 (IHHESEEE o
hapshotDir 7ZHY l.snapshot] B#% true, false (FERITARIEEFR
K[E - :EPAMERE) NFSV3 RRES
"false"
MREBREE REBLAREBIIEE B DL " (IEZFERMEO0)
unixPermissionsJ HHEEEERUNIXIERR (4E/\E&Ea "
#gF) o
4HREEEF

THSEABTERER « BABDSHFREERE - ERERRIHEREENTTE -

v &/\ARE

EREHRENEBIRALRE - B 7 EIBERE « Trident ZIFRLEERENMNEFZEIKE Google Cloud NetApp
Volumes MIFTE#EM » MFEERFTSEEREREP—EEE L - RN « Lt nasType nfs EEMTE
R%R{E -~ MBWEA NFS Bt EETERACE -

NRIEMIFLATEER Google Cloud NetApp Volumes METTE R » ILECE BIRBAVEE » BEBERF > 95
REALENERERHIRIINVER -

(D) ##8 <id_value>"1 <key_value> B GHIRISIR A/ -

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"

private key: |
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

V SMB FiRE&EAVARRE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelLevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
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client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com

client id: "123456789737813416734"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com

credentials:

name: backend-tbc-gcnv-secret

V {#F StoragePools EfiEa3 & TAHAS

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-westb6
apiKey:
type: service account

project id: my-gcnv-project
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client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com

client id: "103346282737811234567"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my—
gcnv-project.iam.gserviceaccount.com

credentials:
name: backend-tbc-gcnv-secret

vV EREERAR

B iRAARSEEE —#ﬁqJE%%TIEFEﬁ%E EREERHE—HTER storage - ERAZEREFEES
%THE’JHE?’“@.‘ BEIEETE Kubernetes FEII KRB LEERIFHFIERR « SLEIIREMERR © B
%E*?%ﬁﬁﬁﬁé@ﬁ%@ Blgn ~ E T ERVEERFIH » performance BHM servicelevel R ZRAKED
[EIRER o

BRI LG RLETEREREABRARAEERER « TERER EHRERNTERE © 7 M EIF
snapshotReserve M exportRule MAFMEEREENTERE ©

MBFHAE ~ 55 "ERHERMNSE o

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
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apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my—
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:
performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5H"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

V GKE MY EiRS 55

EITER GKE ZIRE S L4 Trident B » BISEN TIFEBS HIE(TEHE > LA apikey B ° Google

[==RIANY

Cloud NetApp Volumes BRENEXNNEREHEEHIVER - H—HZERER storageDriverName'
& : NAs (NFs 3§ sMB) HEEREER " google-cloud-netapp-volumes > SAN (iISCSI &IR) HiFEEE

A google-cloud-netapp-volumes-san °

EEERERNHTBIRE DT EEE Trident 26.06 ESHRZAS © google-cloud-netapp-
@ volumes-san SAN MBI Flex Unified fEfFMAMHER » ELLEER

N . N A N ] N
servicelevel "sRES “flex©

NAS EEE1#2T{ (<code>google-cloud-netapp-volumes</code>)
apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:
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name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml

SAN EEFNFER (<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv-san
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelevel: flex

storagePool: pool-flexl

v ZIRMIRIEAERS
Trident AIRIFHMEMN I B EE - A TFEHIRHEZEIR © “supportedTopologies' b #& imAHREH EY & 15 FB
RiIREEERIFNEHFEEE o bR ENEIRMESBENBERTSEE Kubermnetes ZEEHIE FIZERNE
HAEEE - ELEEEMEHARAERHEFEENPRENATFERE - NG 3RRFRHEEENEE F&
BEFLER ~ Trident BEPFLEIFFEIHHE I HEIREE o WNFTEEME ~ 55 A TesithiEl "8/ o

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91le5713aa
clientSecret: SECRET
location: asia-eastl
servicelevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
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topology.kubernetes.io/zone: asia-eastl-b

ETRIE?
BIURIRERIEZR « FRIT < !

kubectl create -f <backend-file>

EEMERIRENRIEL « FHITFIRS !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS
backend-tbc-gcnv backend-tbc-gcnv b2fd1£f£f9-b234-477e-88£d-713913294£65

Bound Success

MRBIHBILKY ~ RNBIGAHRARRE o I UER S RIEIMEIR kubectl get
tridentbackendconfig <backend-name> * HEBIT FIdr< KigtRsciz A FIEIRE -

tridentctl logs

A MAEEABREIERIRIE 2 8 ~ IR UMIBR& IR ~ A BRHIT create 85 % ©

RFENESR
TR LEiEimNELR StorageClass EF o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

* FREANERIERE parameter.selector © *
fEF « parameter.selector A LIAREMNEEE Volume WEMEISE StorageClass "EHERE"  ZHIREE

SHEMENER NP ERSERER

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: premium-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=premium

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

NFEHFERFAEN 55 "B FETFER SR -

SMBHERE & FY E F 22

f#F nasType * node-stage-secret-name ' # ‘node-stage-secret-namespace ’ {EAILISE SMB
WA & R PR EERY Active Directory 5358 o BRI BB 1E / EHEFRAY Active Directory & / ZEEER R R HED

RAPEFR TS o

v FEskan =R EAAERS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
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csi.storage.k8s.io/node-stage-secret-namespace: "default"

v SEa =R ER AR E

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}

vV SEHEREERRREHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}

@ nasType: smb XIESMBHREMEREET SRS © nasType: nfs B{ nasType: null NFS&E

& RYERERS o

PVC E& |

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:

storage: 100Gi
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storageClassName: gcnv-nfs-sc

EEEE PVC B2EZMR  sBHIT @S

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gcnv-nfs-pvc Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb7%9a213 100Gi
RWX gcnv-nfs-sc  1m

Bt E Google Cloud NetApp Volumes HIE &9 [E

BH7DERER Trident BIHRZ2EF PersistentVolumeClaim ?ﬁ@?‘ FERE (& P & HA RS 2E
ERY o A LAER Trident 2 Google Cloud NetApp Volumes :&E BEIDE o

R

BE D EfEFIIRE AR Trident BEIRCEMIRE » RAEREREVERBRERERE - BAREERERTMRE -
X AEFERIREFENE FHHIRAAE o

Trident (27EE S ERER BN ERIE o Trident 26.10 AZIBFCEREE
s

BEDE

BEDEFAFEREFIER  RERERRENENEYEEBERERE - BHRBERIFRT EITHY » TIERD
RFAER ©

DERA

PERAARERSAUIFERBEENE -

SIEUTRE % auto | BAENREFIEHNBEDE * none | FREHNE
RENREL

/vﬁﬂfﬁkiﬁmTﬁﬂCiﬁf REDBREERGZIVBRFIETENENRIERE o SAXBEETSEBHERE
BES auto FFiE

AEREREY

AEREECE]
BEDERESELERETRE
* R hEE BRNKEZNEENFIAHERE
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* Volume #5[& %8 PersistentVolumeClaim s fRERNE —HEE o

Trident FRIZSERENERMUERREEAER -

HERSB IR

EMRFERERERTZEERER > Trident @ERA TIEBLIER :

1. PersistentVolumeClaim ¥ fi#
2. Trident & im4ERE
3. FEMTERE

EREEAIEFEENREGBEERBERE

Trident 26.10 Z1ERITHAE

Trident 26.10 2B Google Cloud NetApp Volumes B4 BIHAE

* TR e B ASEREE N E

* 7f Trident Bim4HREPE &R D EIRA!

* £/ PVC s B E N ERANSERREEN A RE
* ARBEBS ENEIEERESANH

Trident 26.10 FRZIEIIIHAE
ARZIRUUTRE -
* EEUMIEERENBEHDERT
* M Kubernetes EfTE EIRAHEER D EREY
* 1£ Trident BEIEEMNHETEREZINEREH D ERTE
BIRIESH
LUTF2#E]7E Trident BinAHBRPERFIEHEEI D BT !

2 VE
tieringPolicy £
tieringMinimumCoolingDays 5

{3 PersistentVolumeClaim R THIEREREBES

SRR
PersistentVolumeClaim 53 2 5F H S EHEE BN BN ER

Bkl
R & D ERAl(auto 8 “none)

BRI EBRIIEERXE (E : 2-183
YEsR{E © 31)

e

BITEE -

155



G %
trident.netapp.io/tieringPolicy BERHREEN SR

trident.netapp.io/tieringMinimumCoolingD BEMIEEAY/SANKEE
ays

&3f5] : PersistentVolumeClaim EAE &N EEE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:
requests:

storage: 500Gi

172 MIBR !

BREETA
c BN RBR BRI E R ETMEER -
* Trident FECE TR EAE AN BEE °
* BOEERRBRES none i > SAIHBH AR o
EERE

* BEIDEEZIE NAS HIRE (NFSHISMB) o
* BIREEE (iISCSI) AZIEBHNE
* Google Cloud NetApp Volumes f#7Z:t4ZB7E Google Cloud FEUEB BE DB #TF o

S &RE
* tieringMinimumCoolingDays BIEMEE : 2 & 183
* FER{E 31

&€ Google Cloud NetApp Volumes ONTAP & {#7Z:th

1% Trident 26.06 B4 @ EEILIEREIRA “ontap-san'#1 “ontap-nas & * LAETE Google
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Cloud NetApp Volumes (GCNV) ONTAP =R EE M _EHRERFTF o ILTHEREARMTEE o

s ILETHBETE Trident 26.10 RARMTAERR  HMTTEENEAZEREEEIRIEPFER - FIERX L™
B (GA) zai > HEINEE ~ ARSI SZIERVIERE I SES B EE ©
TRRIE

Trident EEFAIRAM ontap-san Ml ontap-nas EEENFETNEEE > WiEB GCNV IBimELERH ONTAP
REST MY o W75 74P BIGTEEE S GCNV Y ONTAP & RN EIEMHERME - FRMRIFEERE ONTAP
IR THEATE - ONTAP XA G 3| AR IEIER, - MRIUBIBHR gonv BEEIINE
ontap-san =) ontap-nas &g > REHBERIKETE °

FCERRIEUT :

PersistentVolumeClaim — Trident (ontap-san 3 ontap-nas) — ONTAP REST FiFim — GCNV {IE
23X — GCNV EEHH ONTAP &

SRENAZ ZIEREE
IR T TREERR Sz IR A R IHAE -
* BEEFEL : ontap-san (iSCSI) # ontap-nas (NFS 3 SMB) ©
c ERRIERITEGERRE | BIRVRIE - EIEEEIIMMERU AR ONTAP REST 712 ©
* BEEIRE | TEAHSSEE (WIP) » IRFSIRF 2R REZEXTER/RE (ADC) FEik -
UTABARERXEMEENHER -
* ontap-san-economy * ontap-nas-economy & ontap-nas-flexgroup SEENFET ©
* ASA r2 FMERTR o
* ZAPI [E3& - ONTAP & {ZfEF ONTAP REST °
FERMEH
I8 E ONTAP =X B inZ Al > BAREFREEEEUTRYS :
* Trident 26.06 EEARA ©
* EEERERMAIERE—E GCNV ONTAP = #EEi
* GCP IAM RIERZVIREREIR » W ERBENIRIZETEEHERTE °
* BIRACE E4E proxyURL » projectNumber © location # “poollIDe
* BRA iSCSI SAN TIER12 » s52 BT A BRIEIR U iISCSI MZ IR FRRY o F2E "EETIFER" o

W=t 37

ATridentBackendConfig BBE credentials 288 Kubernetes Secret o ¥15% ONTAP &1 » Itt Secret 1
#t GCP Proxy fFEXAYEREEE ] > MIF ONTAP managementLIF / username / password ° IRIEE D EREEH A
AR > ERUEZRBIRA BB > el UEZFER © svn 2EFW | 518 GCNV ONTAP EXE Rt B Al
#E—E SVM > UNREEE > Trident GREBEFMITEHFZ SVM ©
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HRRFBIRE 2185858 » AEAERYE GCNV HEE | JEBRUBAIAIR "genv.apiKey H » “private_key
‘private_key_id" it secret # o 352 "Google Cloud NetApp Volumes B EE A" - W TIEEH S HEFEM
3% GKE ZEix &7 5E > A2 5ist PavEfl o

ontap-san &

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: gcnv-ontap-san
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<pool-location>"
poolID: "<pool-id>"

svm: "<svm-name>"

ontap-nas &

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<pool-location>"
poolID: "<pool-id>"
apiKey:

type: service account
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project id: "<project-id>"
client email: "<service-account-email>"
client id: "<client-id>"
auth uri: "https://accounts.google.com/o/ocauth2/auth"
token uri: "https://oauth2.googleapis.com/token"
auth provider x509 cert url:
"https://www.googleapis.com/oauth2/vl/certs"
client x509 cert url: "<client-x509-cert-url>"
svm: "<svm-name>"

apiVersion: vl
kind: Secret
metadata:
name: gcnv-sa-secret
namespace: trident
type: Opaque
stringData:
private key id: "<private-key-id>"
private key: |

19 - BN &IRHTF > 55EH ontap-san BECHERER “genv FI/EEEL ©

oA

s
Trident &R T 7B Proxy FEGIEE K !

1. TrafgsE RN (WIP)
2. RFEIRP &8
3. FEARERTERREER (ADC)
HRAREMTEE » sFEBUATHOE
 BREEETFEESERN (WRAIA) o
* FERFEBIABIRAZRISIEFINRIGERP o BREERFHETEE Kubernetes Secret H ©
* HIRFIREERR/)VER 1AM &EF o

‘location Ml ‘genv' BIRMEBRERMBAUERR | BEMERNER

N 501 “private_key 5§ “private_key id A "TridentBackendConfig' ###&——CRD &$E4EE
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zone * MEMEIRMER regione

TraHSERM

## genv.wipCredential FARATE TridentBackendConfig & EAIRAMESMIBIR A BEEE o 7£ OpenShift
> Trident SR IREIE] /var/run/secrets/wif-token/token ; &% Trident Z OpenShift WIF & 5489
ME—RERL RIS » AILEAHEE A credential source.file o # "587E Google Cloud NetApp Volumes £2T
EEEH S HHE" PRt > $H WIF KL Trident © credentials HB{{I 28 Secret » 1B Secret AM3ES

private key©°

apiVersion: vl
kind: Secret
metadata:
name: gcnv-ontap-empty
namespace: trident
type: Opaque
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-nas-wip
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas-wip
useREST: true
nasType: nfs
nfsMountOptions: nfsvers=4.1
credentials:
name: gcnv-ontap-empty
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<pool-location>"
poolID: "<pool-id>"
wipCredential:
type: external account
audience: "//iam.googleapis.com/projects/<wif-pool-project-
number>/locations/global/workloadIdentityPools/<wif-pool-
id>/providers/<provider-id>"
subject token type: "urn:ietf:params:ocauth:token-type:jwt"
token url: "https://sts.googleapis.com/vl/token"
service account impersonation url:

"https://iamcredentials.googleapis.com/vl/projects/—-
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/serviceAccounts/<service-account-email>:generateAccessToken"
credential source:

file: "/var/run/secrets/wif-token/token"

GKE Eim& %

1 GKE » sAELEEFHMKIR " GKE TEE#H S 7" PRIFRIERTE Trident WEHRE 7 - BinfEHARAENTE
RERsEERl (ADC) ; sAEM& genv.apiKey M “genv.wipCredential © credentials HAIARER
Secret » BFENEEFNE private key ©

apiVersion: vl
kind: Secret
metadata:
name: gcnv-ontap-empty
namespace: trident
type: Opaque
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-nas-wi
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas-wi
useREST: true
nasType: nfs
nfsMountOptions: nfsvers=4.1
credentials:
name: gcnv-ontap-empty
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<pool-location>"
poolID: "<pool-id>"

EREEMIIAEITA
Trident TE#MR{CEARIEREE ONTAP R &% » WIRREKMMAEEB D HIR1E ©
MNREHRDNE “genv 1L « EBFFER A LB ONTAP RSP E KRR > BB IRVIAIEERR -
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B RIPRE!

* LEINREE RN M TEEEREEL o £ GA BT > HITANMIBNWH BRI EHBFAEX ©

* ONTAP R TAER ZAPI B3R o

* BEMEBFAEERNIABER o FI90 > iISCSI TIERIZRE "EE TIFERE" PR AYEBAIR SR M o
* 13RI ONTAP #1 GCNV IRIZRHI{HIRAE A

FHRFABE M
ONTAP #I{ A58 "gonv ZHAE @ IRIL B ImiIEIZRUA -

* IHEMIE GCNV ONTAP B RT 2 o

. LLTﬁJﬁ'ﬁ}EQ‘&E"J,%H% » SZIRAE S Hi% ONTAP &ini] ONTAP 121 Proxy BIGRVESEIE - BERIHEEE
IERER °

L EFIEFR ONTAP 121 » FARRIEAZEENRLE - FRERIRIMNES
BTRE?
£ TBC ZRIER#E ; {FH kubectl apply M -n trident RFATSEH ©

= ENetApp HCI —ER R E2I5EEISolidFire 1&in
BEARUN{AI7E Trident ZEEHEIIFERTER ©

TR AR

Trident #21# “solidfire-san #ZRE X LULREFEH - TIERNFIUERXEIE | ReadWriteOnce (rwo) -
ReadOnlyMany ( ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

‘solidfire-san EAFRENTERNZIR file #M block MRERET o Wit "Filesystem®
volemode * Trident BEII—{@ volume ILA**%%% ERAMRERH
StorageClass?aE °

EEEhiZ EEHRE Volumet&z, SHENEFERER TIEIERRR
lolidfire - sanJ iSCSI &% Rwo * ROX - rwx EREEZRL - RIE&E
+ RWOP IREEE o
lolidfire - sanJ iSCSI BERG RWO + RWOP {xfs) ~ (ext3) -~
{extd)
BYAZ i

TERUTHRRIRZA - MEETHIER °

* THENHERL - FJ#ITElementERfs o
* 121H45NetApp HCI / SolidFire= £ EIEE o R FERE RN - UBIBHEE o
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* [RERBEBIKubernetes TEEIREERFEZ LA B EMISCSIT A © ;52K "LERREHEE" ©

BinkERREEIR

MBRIGHERREE - 2R TR .

2% A8 B
TR KBS
ltorageDriverName EFREHENBTE Xiz#% T SolidFire - SAN
Mg imaa T8 EREZERETEXEY I SolidFire 1 + 7 (iSCSI)
IP {31k
it MVIP ~ B SolidFire $RFETHEE
ENAESHEAREDEHENESE
{VIPY E&FRME (iSCSI) IP{IutFNEIEE
(&) ERIHSEEAERISON-EZRE "
1B o
(RE458) EFENERLE (MREAE
SEERIT)
(HIYASSIFACE) BiSCSIMERHITERENEENE "FER"
{UseCHAP) 5/ CHAP E§:% iSCSI o Trident [ 2R
FH CHAP ©
(TZENE$4E) EFREEEHEIDBE 2142 T Trident 1 WITZEXEF4E
ID
(EEEY) QoSHEH%
¢FEHIVolumeA/\) MBRERNEBEE X NSHIRUEE - ™ (FERAFEFHIHIT)
B ERECE R
'DebugTraceFlags. SRBHHRRFEFERANEEEZ o f  null
-~ {"api" : false - "method"
. true}

25 PRIECIEFE & TREZE DR TR S+ AlIRVECEREED « TRIFE/0EMA debugTraceFlags) °

B . VB IHARRE solidfire-san =@M E AR RVERENTE D

B IR ERCHAPER RV RIRIESE « W ABTEQoSIFENI =T VolumeBRRE - {TRAIAEE (&
FA TIOPS) #f74RRI2HURE Z#FERR] « UERSELRR

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>
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labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

&2 : B IREELFIERI4EAE solidfire-san BRENTE T B SRS Rt
LtEFIRETEAERERNRENRIFERE - URBRELEFEMAStorageClass ©

Trident SEHRECER - @0 LARBERERIRRHT LUN - KT HEER « REEESTUHESERE
REFNERRE - TRTESHIEE D4

£ TEFrmAEARIFERIET « FHEMAERENREFERIREFENTERE type IRME - ERERMEE
FEHEN storage BER ° EULEHHF « BEFEFEROITEITRERE « AEERHAEER LilifERE -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver

Qos:
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minTOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us-east-1d

%l StorageClassEE#& 2 L EHE R o fFH parameters.selector HIF - E{EStorageClass & 10y
WRLE R HR B TR A AT AL B8 Volume © IR E R B EFMENERE NP ERSERETE °

% —1@ StorageClass (solidfire-gold-four) AERSTEIE—EEET - EEM—IRHEESRVENER
Volume Type QoS ° Last StorageClass (solidfire-silver (Ef#&—1@ StorageClass ) FAAEAIRHIRE
MHRERITFREM o Trident @ REEENMEERER « LREGRHESRHESRK -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-gold-four

provisioner: csi.trident.netapp.io
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parameters:
selector: performance=gold; cost=4
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver; cost=1

fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver
fsType: extd
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MEFFHEER ~ F2H

* "Volume7ZEXE¥4R"

1R SANEEEIFZTLONTAP

ONTAP SAN EEENFE T AEER

A BB AIEAONTAP B IhSERIThAEA THEE M SANSRENFE T 2R R E ThAE I AV
i © ONTAP Cloud Volumes ONTAP

ONTAP SAN SEBNR2sL3¢ARET K

Trident H2& %! SAN {F7ZEEEIFZTC ~ ATEL ONTAP REETEM o TEMFEUENEIE | ReadWriteOnce  (

rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx)

FTONTAP-SAN

FTONTAP-SAN ]

FTONTAP-SAN ]

TONTAP-SAN]

{ONTAP-san#& i)

{ONTAP-san#& )

* {§MA ontap-san-economy I E?
FR&I" o

* {£F ontap-nas-economy REY

IR
of

BammE

iSCSI SCSi
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iSCSI SCSi
over FC

NVMe /
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H2H
NVMe /
TCP By ELth
EEEIHo

NVMe /
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H2H
NVMe /
TCP BEth
EEFEIH o

iISCSI

iISCSI

VolumetRT{ IRAIFEUETL

&1

&1
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+
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=+ 4
TR

Rwo » ROX ~ rwx »
RWOP

RWO ~ RWOP
ERERGHEEE P E
SE{EF Rox 1 rwx o

Rwo » ROX ~ rwx »
RWOP

RWO -+ RWOP

EEARHEEE P E
SE(FA Rox # rwx o

Rwo » ROX ~ rwx »
RWOP

RWO + RWOP

EERGHEEE P E
SE{EF Rox # rwx o

FRH" #0 ontap-san-economy EEEREEENTEL ©

+ _ReadWriteOncePod ( RWOP) °

SERIERRA
BERAM  REERE
B

{xfs) ~ (ext3) -~ (ext
4)

BIERAY  RIEEHRK
g

{xfs) ~ {ext3) -~ (ext
4)

BIERAW  RIEEHRK
=

{xfs) ~ (ext3) - {ext
4)

B & FRSTEFAEE SN "SZHER ONTAP Volume

IR E RS HMTERE SR "2 ONTAP Volume
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* 58701 ontap-nas-economy MIRETEIAFEER{RE « KEEMEHITEINE
* ONTAP Volume B#iBEHRIEZIE ontap-san ontap—san—economy o ONTAP NAS &@&
RN A ZIRULINGE - MNFBHAFRIFIRE] > FF2B "527E ONTAP Volume EEIFFHZEIRE" o
fEFRERER

Trident TEEEZ LL ONTAP T SVM BIEEM B DHIT - BREREEFHEDN vsadmin SVM FHE ~ HEfF

F admin  EEHEREABHNARELBEERE o HMAR NetaApp ONTAP ZPERY Amazon FSX
Trident FEEAELL onTAP T svM BIEEMED « FHEEMFERAELR vsadmin SVM FHEE ~ EEE
HEABMNARELBIEREERHIT fsxadnin o “fsxadmin ERE REB R EVEESIEFERE

WNREFEALL limitAggregateUsage' 2# ~ IIEERZE IR o #& Amazon FSX for NetApp
£ ONTAP #3#C Trident /S ~ LIt “limitAggregateUsage 280G £ BH] “fsxadmin A ERAE
i “vsadmin £/ o MNRITIEEULDE - AREIEERZTRK °

EEPAR] IATE ONTAP REZIIEARGIMNAE 52 Trident BREITZN AT UG ~ BIRFIFERESHM © TridenthY
AZERIRASERE ML ZRSMIAPI ~ TIELEAPILEAAZ £ « FAREFHRBEESZ M o

NVMe / TCP HEtE EEI1E
Trident ZRFEARENIFEXHIEE R MEIRESE (NVMe ) FEIHE ontap-san ~ 83F -

« IPv6

* NVMe HiRR&ERYIREBFNE A

* FHEE NVMe HEHRE A/)N

* FEEATE Trident Z4MNEIZHI NVMe Volume ~ WUE Trident BIEH 4 apiBHA
* NVMe REZERIE

* K8s HRSIE B AIESRINE (24.06)

Trident 7% 1& :

* NVMe [R4EE R DH-HMAC-CHAP
HEHETHE (DM) ZEEK
* Linux #i—288:%E (LUKS) mn#=

= NVMe {£332ONTAP REST API > 732 ONTAPI (ZAPI) o
H{HEFIONTAP ZiERISANERENTZ T ARER T 164
BEAZ(EF ONTAP SAN EEENIZTLERE ONTAP B iInE KM ESE &=

HICFRA ONTAP i > Trident ERE/Di—ER S DEH SVM o

5 "ASA 2 R4 HHEMONTAPRAE (ASA ~ AFFFIFAS) 1EHEFREBNE(ELBFIARRE  EASAT2
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AR > ERRFIRERMARES - F2H"E"NHEXE » MEMATEASA r2 RFEFRE
Gi5IkiG SVM ©

sRaC(E ~ AT S (EERENTR S « MR ISA—EX S ERER I AIHFLER - Al « T URERE
Fi TONTAP-SAN. BEEhi2z(RY TSANRI. 485 » LURfER TONTAP-SANAZZE ) $BHIK) TSANTEER) 48R ©

TP RIKubernetes TIFEARLER N AL EEEMISCSITA - F2R "EE LIFER" UEUSHMEER -

E%:% ONTAP 18
Trident He{MTEEEE ONTAP RIREIR -

* Sosetd @ ONTAP HEEFIHRIEMRNERELBNEN - EZRERALECENZEEAAE  fIE0 Tadming
5 lvsadminl ~ MUFE{REIONTAP ERBRAMNRAERMY

* REEEY ¢ Trident thRAIAEARETERIHAVREE ONTAP REBH o TUE ~ BIFEERLRESRAP R
i~ ERMREENCARSE (BEMEA) BIBaseb4#RiS(H °

TRIUEMRAEN R « WEEDRENERE S EZZEZE - M - —RAZE—ERRHE - EEMER
EIRVEREE 0% ~ B ARRIRERPRIFRAE

L NRCESRFRAEREEE  RRBEILRERN - MEERETRUESERE A -

ERRsRE B ERE

Trident 222 SVM #[E] / 2EHEEIEEMIERE 7 FEE ONTAP BimiE:l o BB CERZENTELEEZAE
B0 admin 8 vsadmin o YIEEIFE{REIRZR ONTAP RRAHIATTISIER M « ISLERRATIAEE AFIA3R Trident
FRZASFREFARIINEE APl o BE]Z2 B AABAEIIIEAD Trident £ ~ (BFREZFEH

& i E ZEHII0TFr

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON
{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
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"svm": "svm nfs",
"username": "vsadmin",

"password": "password"

Bt B ER W — LA FHEEIEMNE - Bl BinZ % « FAERTE/ZEZ U Base644R5 « Wi #7F
AKubernetesté® o B BB IR —EEAHTENBNTE - At - ER—BATIESIR(E -
HKubernetes {#FEIEE#IT ©

R RENRENS (D5
AR E MR IHPIUER AR « LEONTAP ZBIREH - BinERBE-—E28 -

* BRIm/&E | AR in/&EHYBase64RiS(E
* BRIEALEER | FBLE 2IRAIBase64RIB(E
* {SfEBYCACertifate : Z{EECARFERIBaseb44RiH(E o MNREREERICA « BIAARRMEILBE - IRKERA
S1ERICA ~ BRI /BBRLERTRE o
HANTERIZEE TR

1. EEARHRENER o B4 55 Common Name (CN) (—f&%&# (CN) ) REAONTAP EEE S
5o

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. RISERCAREFTIEONTAP ER(EF£E - ErIscEHHEAFERSRIE - MRREMEENCA ~ FRAHL

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP ZiE#E FZRAFIRERNEE (PW1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true
st 1T <1 > ONTAP SIETEARE o A LD 1 PELER k8senv.pem IEEZRSA > A
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%BEiA "END LUSeh %t o

4. FEEBONTAP SiE loert) BRMSTAMISTIRINAE °

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

5. EAELEMNREAIEEES - LIONTAP Management LIF IPFISVM& FBEt<SfManagement LIF>#<vserver
name> o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
-—-cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {FFBaseb44RiE /&S - £IRFSEMICARSS °

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. ERR L —TEUSHER B o

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

| NAME | STORAGE DRIVER | UUID
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STATE | VOLUMES |

t——— - i e ettt
t——— e +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

e ——— fmm e —— it ittt e L e e e e P P
- F——— +

BEREE A BN B

TR EMIRB R « UERARRIERE S ASeE IR E K - EmES A r1T | ERERERREEN
AyR IR P BRI R/GSE ; ER&RENRIGF EMBERAERE/EE - SREEM - L ABRRRANRES
&~ ABIMEERE Tk o AR EAERMRIbackend jsontE% « HREZHIT ridentct{BIRTER1 FRFRAVSEL -

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

S Fommmmememeememe= Fommmmmmrmsocrrrrrrrre s e e e e e
Fommmmm== P +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmemm== e o csseseses s s s s e
Fommmmm== o= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

Fommmmmmmmmme e s Fommmmmmmmoososorreresmemememeoememmm o
Fommmomoe oo +

SICIEEEER « REEESNALFENONTAP EHAENEN (IiBIOS) - ZERRIRE
3 o ERIR/ERER « AR S E/RENIEERERE - AREMBRIRUCAMBESR « 287
HEONTAP Za=EMIFRER/ERE ©

FHRIEAGRENS B2 2HIRERNFE - hASREZREBIUAMIRERLR - RINRIRIEENRT Trident
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AILLER ONTAP & imiEs « WEEIRR A Volume 1E o

# Trident 12 H5] ONTAP &t

WA UERERIR Privileges ZRE2IL ONTAP =& AE « ERMAEEER ONTAP EIESAERHIT Trident

BYPEZR o BIETE Trident BInEREP B EAELTER « Trident EERLIEILA ONTAP REABRANITIE

ggo
UNEEIEIL Trident B TAGREHAE 55208 Trident BE]BBELSS" o

£/ ONTAP CLI
1. FETYGLELNAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. 7 Trident FEREIFHERTE

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description”

3. BAGHREEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£FSystem Manager
7£ ONTAP AR EIEEHRHIT NI ER :

1. *BUYBTAR " !
a AEARERENREBEIEIAR  FEN"RE>RE " °

(8) EETE SVM BREZIBIAR « FEN * #EFRME > f#7F VM > > required SVMRE >

ERERAE* o

b. BEEY * EAENAE * FHFEER (*—*) o
C. £ * At * TEE +Add o
d. ERMBHRA  ABE—T *fHF* o
2. * BABHEE Trdent EAE * © +7& 1" EAZFEAG ) HELIITTIISEHR
a. 1 * fEA7E * TENHEER + ©
b. EEVFRFRRIEAERTE « REE * AR * W THIEERPENASR
C¥—T I*f@#E"1 °

MBFHAE ~ F2RTIER :
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* "FAIRNEIE ONTAP NETAR " EEB A"
s "EABNERESE

{EF% M CHAP Es5iEs

Trident AJLA{ERAF ontap-san-economy " ERENENRVE M cHapr B8FE iscst TEBEER “ontap-sanc i@
RETBRHEERTEUE useCHAP EIE o 572 “true BF ~ Trident 1§ SVM MITERR E&@J%‘%%‘E’i\’ﬁ ERLR
CHAP ~ It{} & IRHEERRE EAERIBMES o NetApp R EMEFCHAPRERRELR « A2 H TIERRRHA)

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

“ fuseCHAP) 2 EMMEIE « RAERTE —R - ERERAR - RERH/truez % ~ EHEER
| 2 ]
HEAR -

5

B2 T "useCHAP=true"Z %k ~ "chaplnitiator Secret (chaplnitiatort&®%) - "chaptarketatorSecret
(chaptarketusername") - "chaptarketusername" (chaptargetuseamuse") #1"chapusername" (chamusfEiZ
U BiREIRZ % ~ BILUIT Mridentctl update) ZREBEILE o

TERIE
HIZBIEEGIEHRTE useCHAP' % true ~ 57 Trident 1E{#7F& % L% E CHAP - S 8I3ET51ER :
* ESVM_LEERECHAP :

° YR SVM WFER BB 2 MR AE (FBFRA rﬂtJ ) * B * HEREFRATALEFER LUN ~ A
Trident S FAR L2 MRS CHAP ~ WHEERTE CHAP RN BIRERE R BMKE o

° N8 SVM & LUN * Trident AE7E SVM LEUA CHAP o En[FERAIREI%E SVM EEFEN
LUN FY7ZEY °

* RECHAPRENSRM B RERE LBNNE | BEERLAERIFERTIEE (WLEFIR) o

B Bimz% ~ Trident EEIIHEM tridentbackend CRD ~ ¢ CHAP B ERELIBHTES
Kubernetes 1% o Trident 7EIE&IHRIEIIAVFRA PV &2 FEE CHAP #hE R M0 o
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| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o o e
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e —— e — e ettt
- e +

REEGAERETE ; NNR Trident 7 SVM _EEHIGE « BIELEEGREEFRIFERA PRI o FAVEGER
EHHENEER - MRARNERSRERS(ERT - PEEPVAVERILEIER - BEEAEMLITRER

SAN/BRRZEIRELFHIONTAP

£ Trident ZEEFREIFER ONTAP SAN SEENTER o ANEAiR B IRAEREEER » LUIRAFE
iHBRETE StorageClasses FUEFAAE N o "ASA 12 24 "Bl E fth ONTAP Z4% (ASA « AFF
M FAS) EREENEELEMTRE - BLEEEGLERLEZ2UNGEHA » MR © "5
4T R ASA r2 ZEREBLE ONTAP 24 7 [ERIZER" o 7£ Trident BiIRAEREH » [EEEIEE
R4 ASA 12 o EITEERE ontap-san {E4 “storageDriverName B » Trident & B &=

175


https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html

ASA r2 SRE M ONTAP %47 o S FRFIT » HERIFHERSHE RN BRI ASA12 R4 ©

23 H% ‘ontap-san’ASA r2 Z#ZIBEHFET (235 iISCSI ~ NVMe/TCP # FC 1#7E) °

R ImERREETE

1t 26.06 hiRZsBAYA > EETLAERFE ONTAP &N E > LUE ONTAP &7 Volume HIZE4E - ;2R " ONTAP
BISETHE N E " UBERERMEE o

UEBIRAHASIETE « FF2HETX .

#
T3 E]

ltorageDriverN
ame]

M& it

(B FIE
)

Vi

MDatalLlIF

(EHEEER)

176

e iEA

KIER1
HERBREENNLTE - BiBREEEN - EEFH ontap-san’ g ontap-san-
28 > WAERIRR economy
Bl LiBsf#EF R BeEhi2T( %M + "_" + dataLIF
=5 SVM BIE LIF B9 IP {itk o "10.0.0.1" »

"[2001:1234:abcd: fefe]
TRILEE e B BTE (FQDN) o

YNRAEEF IPv6 FEARZEE Trident ~ BIRIRE AL
IPv6 i3k ° IPv6 (it A A5 HEINE S » BIAH
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:355
5] °

YNER#EAE MetroCluster Z FIRIE @M MetroCluster &
B ~ F2E o

MRIEEAMIZ [ vsadmin § 5855 > B

WAZBE SVM BY5% managementLIF 58
B  MRFEANZE T admin | =958 0 A

WA R ENIE

‘managementLIF °

FEELIFBIIPAINE - UNR{EF IPv6 FEIEZEE JRESVM
Trident ~ BIRJE2EAMEA IPv6 {itt o IPv6 fiitAiZE
KUHEINES » Flun
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555

] o * BIEE iISCSI © Trident EA"FIEZAILUNS
FEONTAP" SRIFZRIEI 2 B T ERSELFREERY iSCSI

4in o RPPEEE - MBEL LS datalIF°

MetroCluster Blg& o *:52RIMetroCluster £ o

E(F A E RIS ANRIEESVM "managementLIF"8l)
i
* MetroCluster s5EB& o * 5521 MetroCluster il o


https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html

W

#
(EFHCHAP)

{chaplnitiatoris
=)

(1R

{chapTargetlniti
atort&%z)

lchapUsernam
el

{chapTargetUs
ername)

IR P i/ &eE

lclientPrivate
Key]

Me]{Z%8
BYCACertifcate

(ERERE)

(EHEEER)

ltoragePrefixJ

=R EH

{EFCHAPER:ZISCSILUHEONTAP X EARZIEAISANEE
2 ER[FIME] © 385 true 3 Trident 32 E M1
€\ CHAP A% IRFrIERE SVM BIFEsREsE o a0 "
EFEFFAONTAP HIEMSANERENIZR KRR EBIH" T
SHAMEEN ~ B2 o *A4E FCP g NVMe/TCP o *

CHAPEIENZ23 515 © ANER 2 "useCHAP=true" » BIJ& 24
EIEH

ERFIHIREESISON-EICIREE

CHAPB1ZENEN3S4 % - TR Z"useCHAP=true" ~ Il
ANEIEE

BAFERELTE - IR 2 "useCHAP=true" « Bl ANE
5H

BIEERERTE © IR R useCHAP=true" ~ B 4%E
1E5E

P R i &i8HIBaseb44RiH(E o AN /RREEERE
AR iGTAEEiBAIBase644RiE(E o A /RRILERE

BEECABRNIBaseOARHE(E o M AR ERLE
#o

EAONTAPERERAPIRNFERE S - ARENRSE
17885 o AR Active Directory B8:% » 52 &
FA Active Directory Rz&M11&ixm SVM Bgsd Trident RIS
B e

BIONTAPEEHE TR NS - ARERRENEHR
E%:% o HRE Active Directory E8:% > 520 &4
Active Directory &z MR& LR SVM Egs8 Trident V& 1%

"o

EEANREFERKS

5 o ZREKEIR - EETMULSH > CFEEEILNHY
i o

=
HoxX

RN

ANRISESVM "managementLIF"8l)
1%
7£ SVM HZA#h Volume ETEREERFTEMAMNAIE trident

177



W

% 55 AA 6

(Aggregate)  ARERICEMNEAE (F1E ; NIRRT > ANEIEK
4 SVM) o ¥4 “ontap-nas-flexgroup EBENFER, » It
BEIER AR o MRFKISK » Al UEREREIAN
S4ERERACE FlexGroup Volume ©

& SVM YA EHET > Trident 8 5
Ehimse SVM M EHT 0 MESFHEE)
Trident %423 o YIREETE Trident
BRE TR ENEAEKREREE Volume
B » W AZ AW EFH AT SVM B

H > BfEEREE SVM =48HARYT » Trident
FREY1R Ui HE A BEARRS o A BS54
SR ER SYM PEENELE - i
HE2#bk » ASEFRIFRIELRL -

FREIETE ASA 12 R4 ©

87015 E (Al useBalancedPlacement " 5% E 4

“true °
useBalancedP #4#T Volume BUSAREEIZEER T4 ONTAP [faMifE] TRy
lacement Z ONTAP 9.19.1 S{EH#HRZA > B useREST RES

“true ° AREEL ‘aggregate AHETER ©

$HSE (2 ONTAP BIEITITHRE" U T RER

&L o
iR MRFEARSHIEE DL ~ AIEEZETERLE - IR " (FERTEEIBIT)
#llAggregateusa  {&{FEF Amazon FSX for NetApp ONTAP &% - 55
gel }87€ limitAggregateUsage ° {gfHAY fsxadmin #

‘vsadmin' A ELZ{ER Trident #EENE 42 {E A= 1R
HIFFEREERR « RFEISE ASAr2 R4% ©

(PREIVolume X INIRERNHIREA/NSHILE « WEREEXRM - th ™ FERAFGREINIT)
1) FIRBIEEIE LUN NERKHERRE K/ o

{lunsPerFlexvol &FlexVol {ELUNMIERALUNEE &M ZETE[50 100
) « 200]

MDebugTraceF| 5REEHHRREGEAREEIEIRE - fll~ {"api" : null
agsJ false * "method" . true}

BRI CIEFE & TRE R AR TR 2 S¥ HlRVECERIREN ~ TR
sR/IER °

178



W

% 55 AA 6

{useREST) {EFFONTAP REST API FYFE#A 228k o true ¥ ONTAP 9.15.1 ESHR
x> B[AY false o

‘useREST BE&REA “true’
TridentfEFONTAP REST API
BBInIEE ; BRES false
TridentfMf ONTAPI (

ZAPT) MROUEABIREITE o LEThHRE R EonTA
P 9.11.1 KEEARZ o L5 > FEEBY
ONTAPEAB BN ERRAM

‘ontapi FEA c EREBEEEN
‘vsadmin M “cluster-admin®

A o ¥Trident 24.06 HRASFIONTAP
9.15.1 HEShRZASHHLE »

‘useREST REA true TER , BXE
‘useREST & “false {fM ONTAPI
(ZAPI) FROY o

‘useREST T2/ & NVMe/TCP BYESK o

st NVMe £ #EONTAP REST AP| » 7%
; & ONTAPI (ZAPI) ©

NRIETE > AR RTES true TBRTTASA 2 247 ©

sanType FARERE iscs1iiSCSI » nvme NVMe / TCP E fcp  iscsi HIRZER
SCSI over Fibre Channel (FC) o

formatOption & formatOptions' % ‘mkfs ip<IEEM LI SH »

s B2 BIEEREIE Volume BFEA - EREITIRE
H S RIFEINE Volume o ERERISER
formatOptions £1 mkfs A EEEL > BEFREZEE
E&AE o B30 : "-E nodiscard"

* & “ontap-san'#ll “ontap-san-economy %% iSCSI
HEBBEEIFETL o **ItESh - 7EfEA iISCSI A
NVMe/TCP 13 ERs » x3% ASA T2 R4 o *

limitVolumeP £ ONTAP SAN &HERBimAA{ER LUN B ~ o ESKREY ™ (FERRFa&HI#1T)
oolSize B K FlexVol X/Jy o

denyNewvolum PR ontap-san-economy & imiEIIFAY FlexVol HEhtE
ePools EBUEFH LUN - RAETELEFEN FlexVols AT AR
B PV o

&£/ formatOptions FY#E:%

TridentiZ & ER AL N IR MR IVIERIZ

179



* -E nodiscard (ext3, extd): FEEHE mkfs EEEIR (RYUEZEEBRHESKENFER/GEELERER
ERH) - ERIRAEEREE-K » T HBRAR ext3 « ext4 IEERL o

* K (xfs): REEHIT mkfs REHEZEEIR o ILETEBERAR xfs ERA4 ©
f£F Active Directory /RE M & lx SVM EzzETrident 8517
&R LAER RE TridentA {8 Active Directory (AD) /Re&¥1& iR SVM #E17E5258 o 7€ AD IR RIIA7EEX SVM Z A »
SAERRTE AD AR &S SVM BITFEUEIR o HER AD IRPEITHREEE » BRI AP
8 o 8 "TEONTAPHERE Active Directory ABIiZ b T7EY" T AR=¥15 o

1. Z%ix SVM ECE4I5 BT8R4 (DNS) R7E :

vserver services dns create -vserver <svm name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. 11T 5% 1E Active Directory 17 SVM T ESHIRS -

vserver active-directory create -vserver DataSVM -account-name ADSERVERI
-domain demo.netapp.com

3. EMAILE LI AD e ENEHHEREERES SVM

security login create -vserver <svm name> -user—-or-group-name
<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. HETridentBimREMRER » 5]2E username M password 28754 AD {FHE T EHEL BB o

]

BB RECE MR &R IRERRER
eI AR PRV E LB IR R HITAR EIRECE defaults AAREEES o UIEEH « F2RA THIAERBEF o

2 S| a5
"paceAllocate ( LUNRMYZERGHHED "true" YIRIETE » AIRES “true’ &
L&) " FAR ASA r2 R4 o

(fregE&E) EEFEEEN ; M| (B = T Volume (KE "#&"

) 1 (fB) °FH/BES none BWER ASAr2 R4k o

MRERRAI E{FEFBY Snapshot JRH ° REA ‘none’ BAK ASA "HE "
r2 24 o

FqosPolicy EIRIKAAFTER I IEERIQoSIRAEHAE - BiESEME "
£ & /B IENE D —{EqosPolicygiadaptiveQosPolicy ©
F&EC Trident £/ QoS RRIB#4ATEE ONTAP 9 8 &
HhRAs o TREZAERIERE AR QoS RAEHAR ~ WHE(R
ERFRAEEERESERE - = QoS [FRIEHH
SRFIMITRIE TIEESAEEIEEN LR -

(adaptiveQosP EI5IRAAFTIEI IR E AR E QoSIRAIE A - EiEE "
olicy) Bf#EFEE/ &R EP—EqosPolicy
g{adaptiveQosPolicy

180


https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html
https://docs.netapp.com/us-en/ontap/authentication/enable-ad-users-groups-access-cluster-svm-task.html

W
st

MRERREE.

[PlitOnClone

e

luksEncrypti
on

M BEER

nameTemplate

=BA

L%%’%ﬁ't%ﬁﬁﬂ’\]ﬁm%@ﬁﬁtt o REA ASA r2 2415

E o

BIEAREF ~ RERXEXRDEELR

7E#f Volume _EEYF NetApp Volume Encryption

(NVE) ; F85%% false o /BT E5E LES NVE 1

W KA » A BEfERIILEEETE - tNREBIHE BN NAE » B

£ Trident FEJREACERIE(T Volume EPZEUAE NAE ©

NEHMAET > 2R : "Trident 20 NVE F1 NAE

BECEE" o

EXYFALUKSHNZR o :528 "FHLInux#i—E iRt
(LUKS) "o

DERIEER ME] FNEA ASAr2 RIFISTE °

17 BETHARRE B TBRYSEZ o

Volume = R & &)
T EERTEREREH

version: 1

storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: trident svm

username:
password:
labels:

admin

<password>

k8scluster: dev2

backend: dev2-sanbackend

storagePrefix: alternate-trident

debugTraceFlags:

api: false

method: true

defaults:

spaceReserve: volume

qgosPolicy:

standard

spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

=
HoxX

01 U8 snapshotPolicy
A ME D[RR D

"R

“false” MNRIETE > AIFRES “true i@
At ASA r2 %%

" RES false BRI ASAT2 &
475 o

HHEALE ontap-san EEBIFZ N IZAIFAA Volume > Trident ZZEIMENN 10% B EZE FlexVol
» UIAHR LUN RAEE R - LUN NERECE X/ NEERETE PVC RERMA/NTE—E © Trident

2

R RESMENN 10% = FlexVol (7£ ONTAP FREETRARIFAKR/)

o EAEREAESHERNAIAR

£ o IEEEMAIPILLE LUN ERTBAERRTEERZAE S MBI o ILEBERERI ontap-san-

181


../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html

economy ©

HHIE&ZAEI snapshotReserve » Trident FZU T A EHEESHAN ¢

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 ETridentA A48 LUN JTEEHMEEINRIIEIFlexVol B910% o ¥52 snapshotReserve =5% * PVC :83K =5
GiB » BI4BHRE & A/NA 5.79 GiB » AJHA/\A 5.5 GiB © “volume show' £5% FERE T~ B It &5 5 28 pU4S

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514

online RW 18GE
_pvc_ed2ecbfe_3baa_4afbe_996d_134adbbbBebd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95l1a_@Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

Bal ~ RAEREXN « A eERH st EAREREAER Volume °

RIKAEAEE A

THHGIETERNERE  BARDS2BREFERE - ERERRFERHENSGE -

AR ITTE NetApp ONTAP LHHC Trident 5 Amazon FSX > NetApp ZEEISEEmiEn

2 DNs &% TI9E IP firht o

¥V ONTAP SAN 3/
EeEANERYARE ontap-san BBHIER :

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

V¥ MetroCluster &5l
AR ER IR © R EUIRMYIREARFEEFRBIRER "SVM EZELE[F" o

EERBUIRMTIG » AERLEEE svm° 28KIEE SVM "managementLIF o i :
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v

v

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

ONTAP SAN 487 %825 & 45

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

R AR SR

GAR.

TEUEEALEREEHIF clientCertificate » clientPrivateKey # “trustedCACertificate (3
A~ INREREIENCA) FIEA backend. json MR REGAFIH/KE « AR SR REECAREIERC

AREB(E -

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXR0ZXJwYXB...ICMgJdJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

Vv &[5 CHAP &5/

EE%WJ@%EW@#E useCHAP Eﬁ/rf?% true ©°
ONTAP SAN CHAP &5

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
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svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&7% CHAP &35

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

v 5t E RG]

L& BIERFS ONTAP AR E » LUE ONTAP Z&$7 Volume EEIES4E o AR EBEEE ONTAP 9.19.1 SEHHR
7S o INEFAAE 0 552 EF ONTAP BiIREITIHOERE"

version: 1

storageDriverName: ontap-san
backendName: san-balanced-placement
managementLIF: 10.0.0.1

svm: svm_iscsi

username: vsadmin

password: <password>
useBalancedPlacement: true

¥ NVMe / TCP &34
RAZET7E ONTAP &im L5 E NVMe BY SVM o E2@AI NVMe / TCP FE A& IRARRE o
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version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

SvVm: sSvm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

Vv SCSlover FC (FCP) #ifl
@A ZB7E ONTAP BissREHEAE FC B SVM © 52 FC HEAREBIRARRE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

vV ZEE AR RIRAERREE A

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"
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Vv formatOptions ONTAP - SAN £ RV ERENFZ R, 85

version: 1
storageDriverName: ontap-san-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

EREENRIREA

FELERINTERIERELP - FHEMBRENRTEISENTERE * U spaceReserve #& ~
spaceAllocation B~ #0 encryption is o BB RNEEREFERTEREN ©

Trident €7 ER) WAIPREEREEIZEE o 7T FlexVol volume Trident FRRENSERERERER LB
BRRENITREERNHFEERIEE - AT HFEER - #EEEEYUHHSEERERNEREER - URIER
MR & D4 o

st - BLEEEFENEBITREN spaceReserve © spaceAllocation M “encryption B MFE
EERNEBRTERE -

¥ ONTAP SAN #5fj

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
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store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us_ east la
defaults:
spaceAllocation: "true"
encryption: "true"
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
gosPolicy: premium
- labels:
protection: bronze
creditpoints: "5000"

zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ ONTAP SAN £&78558 25 &5 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:
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store: san_ economy store
region: us_ east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:

spaceAllocation: "true"

encryption: "true"

- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:

department: legal
creditpoints: "5000"

zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ NVMe / TCP &34

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
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storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"
encryption: "false"

& In ¥ FEE StorageClass

LU StorageClass E&HIL 8 [EHEEEIRE(] o B parameters.selector i » &M@
StorageClass #3 G5 HHILE E i &Rt A FR &L Volume © Volume IRTEEBFFEERERNTERNEM ©

* The protection-gold StorageClass BE§1Zl ontap-san BiENE—EERERT - EERE—IRHEES
RARENERAM o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=gold"

fsType: "ext4d"

* The protection-not-gold StorageClass B54ZE “ontap-san' #BiFHAIE —FE =EERE Rt c EE2
M—iR USRI EMRERRNE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* The app-mysqldb StorageClass B:54%| “ontap-san-economy & iig Y5 = (B E R T E Rt - S —
—{E7% mysqldb 2R FEAREIRHEATEE RNABERNGHEZ IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
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provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass ¥{fEZE ontap-san #BimnAYE —(EEHE
Bt o ERE—IRMHBIRAIREN 20000 5 ARNEIRM ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass 73 BI¥1FE& "ontap-san & im A 55 = B E & R /th#1 “ontap-san-
economy & iFHHE OEERE RN - RAEMEEREANESEHE 5000 creditpoints ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

* StorageClass my-test-app-sc BYE] “testarp ERBIEXHBIEREIFM ontap-san ’ WIEFE
sanType: nvme ° iEeM—IEH testApp FIEIRA ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident SAERHEMMAREE Rt > LREHFSHEEER o
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EIEIE NVMe EX LIFs

B NVMe &l LIF EXFEIE » :BE MR NVMe Volume SESAEFA BT « BIRSIEK
HTALAY LIF > TEEEREILR InsERMRE) Trident ©

KBS
He

EIREE ONTAP SAN &ImES > Trident 218 SVM A9 NVMe EH! LIF o FEERIEL T » Trident 1R %S48 LIF
» BRI B R R imo EFEE) Trident ©

#&% enableDatalIFRefresh ' REA true * LUBETE Trident HITRFEFEEIE NVMe B} LIF - B32MHRY
NVMe Volume ZEZFERABEIIE « ERFRHEIERFTAIAL LIF o

IHIRIEA LSR8 > MIERIRAARERH - TARAEA -
% Trident 26.10 (%A » RIfEA NVMe B} LIF EFHEIE o
LEINREERR :

ontap-san AL sanType: nvme FH—HY ONTAP Lt o
* “ontap-san' £ ASAr2 EfEFH NVMe/TCP

&~ EIRSFREEVAFTA BRI LIF S5 Er - MR ERREAFIBEE R LIF > FEMRTERE
= —fEE LIF > LUBRERFERER

Tk

EXA NVMe &7 LIF 3%

TridentE&EF

++

EEETHNZE > 337F TridentOrchestrator spec FEZTE enableDatal.IFRefresh :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
enableDatalIFRefresh: true

ERBE

kubectl apply -f tridentorchestrator cr.yaml

HRIRAZLE > 558 TridentOrchestrator ©

kubectl patch torc trident --type=merge -p
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'{"spec":{"enableDatalLIFRefresh":true}}'

BREFREFRRYE

kubectl get torc trident -o

Jjsonpath='{.status.currentInstallationParams.enableDatalLIFRefresh}'

Zfe
HRN2H%LE > FFRE Helm B ¢
helm install trident netapp-trident/trident-operator \

--namespace trident —--create-namespace \
—--set enableDatallFRefresh=true

HIREAWN Helm RE > FERRABRIEFAARRRZA :

helm upgrade trident netapp-trident/trident-operator \
--namespace trident \
--reuse-values \
—-—-set enableDatallFRefresh=true

S A LATE Helm (BFEZEHEEE enableDatalIFRefresh: true ’ WiiEB -f <values-file> iEEHEHIE
4 “helm upgrade °

A

BHNEIHERE > 535(FH --enable-datalif-refresh JEZ .

tridentctl install --enable-datalif-refresh -n trident

EEEIRA tridentct! ZEEPRIALLETE » sEREFRZEE Trident WEAZIEREMRE - BBIRLERR] > FE1E "7
frzdeTrident” RAGEEEIR

tridentctl uninstall -n trident

tridentctl install --enable-datalif-refresh -n trident

=+ Itt *--enable-datalif-refresh 1255 2 L4532 1E » A HRERTE tridentctl install --help” /A ©
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ASNASEEEITZ T ONTAP

ONTAP NAS SEEHFE U itat

A BB ERAN{A{EFONTAP THAEMEFNTHAEENASERENTZ AR R ETHAEIEAYE I © ONTAP
CIoud Volumes ONTAP

ONTAP NAS SEBIFZTUsFANE i

Trident FEfH T NAS EFERENTETC » FTEL ONTAP REEITE o TIRNFEUENE1E | ReadWriteOnce (
rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) -~ _ReadWriteOncePod ( RWOP) o

EEENE HEtRE VolumetE™, ZiEAIFEUET TIEIIERRR

TONTAP-NAS | NFS BERR Rwo » ROX ~ rwx "\ nfs> smb
i hibEE RWOP

{ONTAP-NANAS&EEEY  NFS IERERS Rwo * ROX * rwx * "\ nfs> smb
i/ hibE RWOP

TONTAP-NAA- NFS IEERG Rwo + ROX ~ rwx * "~ nfs* smb

flexgroup S UNNTaES RWOP

* {8 ontap-san-economy REFHEMIEEFREFHTBIE =M "S2 & ONTAP Volume
PRH&" o

* {8/ ontap-nas-economy REFHEMIEEFREHTBAE S "2 ONTAP Volume

e FEH" #1 ontap-san-economy EAFERRIELR
AMEM ontap-nas-economy MIRETEHIEEERHREE « KHIMESRITHNE -
* ONTAP NAS %EE’J%{W 7 #% ONTAP Volume BEIFAERE o N1FEZER SAN EREHTFETEL
4HREEFANEEEN 0 AR "2 E ONTAP Volume BEFEZEIRE" o
EREERR

Trident FREAELL ONTAP 8¢ SVM BIEENFNHIT « BEERAEEREAE vsadnin SVM EAE « HEfE
A “admin’ BB HERA BN AEREIERE -

AR NetApp ONTAP ZBERJ Amazon FSX ~ Trident JEHAZ L ONTAP = SVM EEEMNE D « FAHESE

FRAEH vsadmin SVM FAE ~ e EEHERABNARLBIFERERHIT fsxadmin o “fsxadmin
EDEARMENEESTIRERSE

WMREFFAL limitAggregateUsage' 2# ~ AIFEER=EEIEHER o #& Amazon FSX for NetApp
3 ONTAP $3EC Trident fEFBBF ~ LIt “limitAggregateUsage' 280G E £ B “fsxadmin EAEIRE 15
Bic “vsadmin £ o MNRICIETELLRE ~ ARSFER TR o

EESATIIATE ONTAP I EEREIMAAE « 32 Trident EBENFZ AT LAEA « BRFIFEZEEM o Tridentdy
A ZEFTRRASEBE LN ZESMIAP] ~ THSLEAPIAZEMAE S ~ FAHREENBE RS HiE o

#E{EFONTAP TS NASHIEEENTE AR E 1814
T #2{EF ONTAP NAS EEFNFZNACE ONTAP ZBIRHVER « ERssEIEME L o 7§t
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25.10 hRZ<BH4S > NetApp Trident 3238 "NetApp AFXHETZZ 4" o NetApp AFX (1724t
E1Efth ONTAP &4t (ASA ~ AFF 1 FAS) EREFENEESX LBARRE © 7 Trident
BiInAERS ~ MEEISE R RS AFX o BIREEE ‘ontap-nas’ {4 “storageDriverName'
BF ~ Trident 2 BENER] AFX R4

Ei 2B “ontap-nas’AFX ##i321E NFS HEBRENZT. ; F%1& SMB H7E °

* ¥i50FRE ONTAP i > Trident BXRE/ M E—ER S D E4 SVM ©

* BRI BT ERSER « LEIsmEP—ESS —EHFER o Al « SR E AR Gold4E5!
ontap-nas EEENIFENHI#AAR * £ ontap-nas-economy — »

* IRFiBHIKubernetes TEENEAER S ALIEBEERINFST A © ;5830 "FigaE" UINEEZHHEAER o
* Trident (£X32#ME(E Windows Ei%5 E#1TAY Pod BY SMB FAREE o 40 ZEHEACE SMBHAFEE Ee¥HET
ESE ONTAP 2%
Trident I2{EMIEESE ONTAP BimpIE, -
* 2RERE | IEIENEEEH ONTAP BinlER BHNHERR - B TEARELEENZEE A A EHEEIR
B~ 80 admin 3§ vsadmin MUFEREONTAP EFIRAH R AERM ©
c BRERE L WEXEETRIRZLEEIRSE « Trident A 5EEL ONTAP EEEH © 7EUEE ~ BinEHRNAESHAR
IR/RE - RIBREEMNCARE (EBFER) MIBaseb4iRiEE o

TR AEFTIRA R  UEESIRENRER G EAZERE - T8 » —RAZE—EEEH X - EBUMER
ERVERSE 505 ~ MR RIREREPRIRRAETSE -

EE NRCEFARRBRMRERE RRELRGRK - MEEREPRMSERES A -

5 e R R

Trident B2 SVM & / £EHEEIEERIETE © 784 ONTAP RiniEH - BREERARENTRLIERAS
g0 admin 8} ‘vsadmin ° YIEEIFEIREASRZR ONTAP hRARIFRIFBIEAE « BLERAFTAESG AR Trident
FRZSFr{ERABITOEE APl - BEIRE2E ABBAIBILIIEET Trident £/ ~ (EFERER ©

®inE ZELHIIN TR

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
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svm: svm nfs

credentials:

name: secret-backend-creds

JSON
{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"credentials": {
"name": "secret-backend-creds"

EecfE ~ BimEE M — LU @Y?fﬁﬁ%?ﬁﬁ’]ﬁ% B kimziE -~ TRAELTE/ZBIESLBasebddRiE « AiETE
#Kubernetest® o EI/EME RS —FEENETNTERNNTER - Bt - ER—BAIEESIR(F -
HKubernetes /{f#FEIESHMIT °

E&ﬁﬁzmuﬂi%ﬁ'
HIFIRAENBIER SRR « TEONTAP ZEiHET - BHEETEE=(A3H -

* AP Im/&RE | AP in/&:E0Baseb44RI5E ©
* ARImRALEE | BAMALZE 180 Base644RiG(E ©

* {S1ERYCACertifate : R{SECA’RERIBase64iRIS{E - MIRERSIERICA ~ BILEIRMHIES R - MRKER
LZI{EE’JCA EIJ__[M_,\Eg.“:tFﬁM ©°

HANTERIZEETIITER -

TR

1. BEEARH/RENER o E4EFF 55 Common Name (CN) (—f&%&# (CN) ) REAONTAP BEEE
4o

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=vsadmin"

2. BISERICAREFIEONTAP ER(EHEE - ErIscEHHEAFERSRIE - MRREMEENCA ~ AR

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>
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ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. fEONTAP ZEEE F ZEARIRRENEHR (PH1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. FEERONTAP & Tcerty BRsB75 ARIZIRINAE o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

S. EAEENRTAIFERSE - LLONTAP Management LIF IPFISVM&FBENX <SfManagement LIF>F1<vserver
name> o {AZEREMRLIFMIARTZRRIRE S TEREREE) o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {EFBaseb44RiE /&S - £IRMSEMICARSS °

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEISHER B o

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",
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"svm": "vserver test",

"clientCertificate":
"clientPrivateKey":
"

"storagePrefix":

}

"myPrefix

#Update backend with tridentctl

"Faaaakkkkeeee. ..

Vaaalllluuuueeee",

"LSOtFaKE...0VaLuESOtLSOK",

tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
o F——————_ +—————
o t———————— +
| NAME | STORAGE DRIVER |
STATE | VOLUMES |
o —— tom e — e
- e +
| NasBackend | ontap-nas |
online | 9 |
o —— - -
o F—————— +
EERE AT e Bk
TSRl EMIRE R - WERREINERE 7 E S

Ay IR P BT IAEARRSE ; ER&ENRIGA EMAERAERE/EE - SEEEM
& PRERMBERSE T X - AR EMETAIbackend jsonfgZE

update backend °

cat cert-backend-updated.json

{
"version": 1,
"storageDriverName":
"NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

" "vserver test",

"ontap-nas",

"backendName" :

"o,

sSvm

"username": "vsadmin",

"password": "password",

"

"storagePrefix":

}

"myPrefix

#Update backend with tridentctl

98el19b74-aec7-4a3d-8dcf-128e5033b214

SE K o EMES A AT | ERERERBEEN
B ABIRRA NGRS

o0

HAEaERITHNESH tridentctl

tridentctl update backend NasBackend -f cert-backend-updated.json -n
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trident

Pommmmmmmmm== Fommmmmeemes=e== B Rttt
Fommmmmoe Frommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e Fommmmeremeeomom= Fommmmmmrmemsrrrrrrr e reme e ee e e o
Fommmmm=e Fommmmmme= +

| NasBackend | ontap-nas | 98el%b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

Fommmmmommmos Pommmmemssssssss= L
Fommmmm== Fommmmme== +

SICIEEEER « REEEESNALENONTAP FAENEN (fIitBIOS) - FERRIRE
3 o EBIREER - RS ERENIEEERE - ARENRImUCLAMBVESE « 28A
TEONTAP ZEEMIFREERTREE ©

EHBIEATTESH BRI HMEENER « W AT E 2 BRI HIEEELR o IR IRERT Trident
AILLER ONTAP & imi@sf « WEEIER A Volume £ -

#5 Trident 1. H5] ONTAP A&
R e] AE R ER{E Privileges 2REZ21I ONTAP &£ AT « EXMAEEF A ONTAP EIEEAEKRHIT Trident A2

gﬂiﬁ o BIGTE Trident BInAERENE S ERERLIER « Trident EEAITEILA ONTAP EEABRMITIF

YNFRIL Trident BE]AERFMAEN  5F2R Trident BFJABELSR"

{£F3 ONTAP CLI
1. EETHIGSRUNAE :

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 7 Trident FEENFHERTE

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description”

3. BAGHREEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fEFASystem Manager
7 ONTAP R EIBEHHITIYIPTHR :
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1. *BIUBRTAR "
a AEARERENREBEIEAG  FEN " R=E>RE " °
() EE7E SVM EBREZIBIAR « 5FEN * #FRME > f#%F VM > > required SVM
fERERAB* o
b. EHY * ERENAR * SHFHEESR (*—*) o
C. £ * At * TEE +Add o
d. ERABHRA - ABE—T *f#FE" o
2. * RABHEE Trident EAE * @+ " EAELEAR ) EELERIT TIPSR
a. £ * EAE * TEBGEER + ©
b. EEVFRREIEAERE « RRE * AR * W TMINEERPENASR o
CH—T I*f@EE*1 -

NFEFAEN ~ F2ETYER !

* "HREE ONTAP B TAR "N EX B A/"
- "EATNERESE

EIENFSELRE
Trident /3 NFS F&H R B sR1ZEH B HFRfic & 2 ERE @ AY7ZEY ©
Trident 1£15 A B 1[5 B PR 2 AR i 138 18

AN ]
i E >

* Trident ATUBREEIRELRRIALS ; FUILEERN P « FEEETIEEAKRAIER IP (3K CIDR &R
BE o Trident SRl BENR B L ERVERERS IP S EELRA - 3E - NRKIEE CIDR -

AT ER MR @ FAEERRS_ L EIRFRE 2 EE B RERE P ML EEL/RA

* REFEESTURIEHRR - WFEFERA o RIFEARPIEEARNELRE%HE « [R) Trident &

fERERELRE -

PREEIEEHRD

Trident fZHENEEIE ONTAP R iREE i RABIINAE - B rlEHEFEES S TIFERIPIEE AFFRIMIALZR] « T
IFFBERAEAVRA - EHABHCELRIER ; EMELRFTBRETFFRELETFINA UL
S BEBNRHEFEENFIIRFIERSMEE BIsEHERE IP N I(FEH « UXEFHEEEHENE

I o
s EFRBREELRAIES « 571 AMRAEE (NAT) o 2/ NAT B -~ REFEHISR S E AR
g NAT fiik ~ MIFEER IP EHEULE « RIEEEHRAPHAZBFTIRE R « SEEEEFN

el

WA FAMTEARRSIEIE - I T 2R IR E R
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

EFRLEIHRERF ~ A BAMRSVMAARIREZE BB LATEIELRR W AB AR CIDRE
& 1R (FIENTFEERELRR) RIELFRRY o sEF5ETE NetApp EEHIREBHEMUE « & SVM EAR
Trident °

LUT =R Lt s FIRBRILEhAE VB S 20

* autoExportPolicy 8REA true ° &/n Trident BEAFEAILEIRA SVM HEMSE Volume EILE
HRE svml ~ TEEAAIIE SRR EIERAIBIFTIEFMIER autoexportCIDRs © fEHAME & I EERLZ AT
ZHRE EEARERANTEELRR « UM LERKENFIZHEEE o ERIREZMHEERS Trident B -
FEI—EELFER - HLBEES15E CIDR BIRAEIE IP FER gtree 1HE] o BLE IP hEFMIEER
FlexVol volume Ffr{E AR EE L /R Al

° fgn
* &% UUID 403b5326-8482-40der-96d0-d83fb3f4daec
" autoExportPolicy 8REA true
* [#FFE trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1c

* gtree &FB2 Trident PVC_a79bcf5f 7b6d_4a40 9876 e2551f159c1c FlexVol ~ &85 gtree
BuELRE - A2 gtree BIZE trident-403b5326-8482-40db96d0-d83fb3f4daec’
HEA
‘trident pvc a79bcf5f Tb6d 4a40 9876 e2551f159clc MUKIE svM E@mEHIZEAE
HEA “trident empty ° FlexVol EEHEREAIRAIKE qtree BEHRAIFIE HEMIFRRIAVE
£ o RIIINAEIHE & E ERERATHNELRR -

* “autoExportCIDRs B Z it EIR/EE o LbBUAZERML ~ 8584 10.00.0.0/01 ~ T:/01 - MARKE
£ Trident FILFAAEE TIEENRL_ B3R FIA0 2 I S0 B8 RSB (HE ~ WARMHHARY) o

FEUEEEBIR 192.168.0.0/24 ~ EHRRMEAIALZER o BRTUMNULUAEEANEY Kubernetes BiFh IP 82 AR
GHTEE Trident R I AEEHIRA] o B Trident BERHMITRIENRLET - © S EEENRARY IP {4k » W KPR
AU & BRI TIRE autoExportCIDRs ° TEZEMRMT » 7EEDEE IP 218 » Trident @R HFEMETREN AP In IP
Iz RAIFRA o

EAIATE I B I%TE ~ EHT AutoExpportPolicyl #1 TAutoExpportCTR1 e &Rl A BENE IR S MIFRIR
A CIDRBVEIRHIINFTAICIDR o MIBRCIDREFAETSMEE « LIBFRATHEIRAMNELR o S LUEIEEA%IE
89 TautodportPolicy ~ #AELIZEIFHEINVELRR] c EHFEXERIHBARFRE lexportPolicyl 28 o

Trident B S E#HEBIRZE ~ o] LUEASEER tridentbackend CRD HKiEERIH tridentctl -
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./tridentctl get backends ontap nas auto export -n trident -o yaml
items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

TEPREARLET « Trident FIREFAAELRE « UBIREENRESHRNFEGRA] o BB EIRRIFAVEL R P
PRICERRS IP ~ Trident AIRALEEEHE ~ BRIEREFIFENREEEFEALL IP o

W ARTZIEBIE « AEHEL tridentctl update backend BIFE{R Trident HEIEIEEHRE - S EHEERE
RFEEIIME L E % UUID F gtree B R AVTEELRE o Bis EAVIZIEE S 7ERTE 1L AYEE B[R B EN &t S it
2%~ FRESEEA o

s fErEE BEERELRRRE  REMFESREIAELRR - MREBMEBILRLR - RIEH
i HAR AR « WEBGRIMAIELREA o

SNIRENEFENRERY IP (LB B3R ~ BTN LEFTERE) Trident Pod © 2218 Trident & ERTELRR! ~ LURHR
HFrEER IP &8 -

A E SMBHIR &

QEREINERS ~ SFLATLUERRECE SMB HHRE ontap-nas SBENE ¢

RAZBETE SVM LRI E NFS 1 SMB/CIFS @13 > A 8E2A ONTAP ASFSFEBEEE T

=5 ontap-nas-economy SMB Volume ° HXRKE LMFE—RBBARE ~ iFEE SMB IR &E R
N
aF “autoExportPolicy’ 73z #& SMB Volume °

FIsEZ Al
EECE SMB HERE Z Al ~ M ARE TFIER °

201



* Kubernetesz& £ B LinuxiZHI2sEIE, « LUKk ZE/D—{E#1TWindows Server 202289Windows T{EEf
2h o Trident {232 1E#ME Windows &2 E#11T7H9 Pod BY SMB HEHEE o

* E/DE—@ Trident H4Z B Z K Active Directory 5258 o MR smbereds ©

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* FRTEAWindowsARFEAISCSI Proxy o HEEETE csi-proxy > sa2[E "GitHub : csi Proxy" 3 "GitHub : 8

A WindowsHISCSI Proxy" #HA I Windows_ L #1THKubernetesfiZs o

1. W AEZPEFE ONTAP ~ e LUSEIB MR T SMB £ ~ 5 Trident BIIA AL SMB =/ ©

=t Amazon FSX for ONTAP 2& SMB H= o

TRIfEAmER N2 —REIISMBEEH AR "Microsoft EIEF X E" HEBRRIRANEIRETE(E
FAONTAP CLI - HZfEFONTAP CLIZIZSMBHA :

a. MAKE « FEIHBHBEEREERS -

o vserver cifs share create SnX EEHAEIIMIGEE-pathiEIBRIEEHIRE - NRISED
BRIEAEE A8 RW -

b. #i7 BFEFESVMIERAMISMBHEARE :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. MRHAEERI !

vserver cifs share show -share-name share name

13 B2 "EISVMBHAE" UESTEHAER o

2. B BIEE IR TE TIEEMIEESMB Volume © T1EEONTAP FiE BIFSXfor Sendbackend4H A5
IE ~ :A20 "FSXIZHONTAP R iEsHAS =TGRS o
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2H s eyl

smbShare e LUIERE FHIEA—IE © {§A Microsoft BEI2F#E smb-share
&0 ONTAP CLI #1778y SMB A% ; /A5F
Trident 17 SMB HAMNEE ; FBHEFEEEALL
B LE R o HRAEREEE ONTAP ~ It2#%
BEMAIER o Amazon FSX BEE LB H A BELIE
ONTAP &% - BEARRIABZEH o

nasType *INBRRTE A smb. MR Anull ~ BIFERR 2 nfs © smb
CEREZRTID) HEEENZ R o WERTES ntfs i mixed ntfs B mixed @
BT SMBHLER o R SMBHERE &

unixPermissions. MM EMNET - SMBEER S BREATH o> "

EiE% 2 SMB

it 25.06 KR ZsBHYA > NetApp Trident SZEFRAUTAVEILR SMB HIEENZ 2 M ECE ontap-nas'# “ontap-
nas-economy &l o BXF% %2 SMB & » fEr] AfEREEUERI/EE (ACL) % Active Directory (AD) fEFREFfE
FREB4AIR Y SMB HAMNSZIEEE -

BESRENER
* #iA “ontap-nas-economy ~%1E# o
* £ IRMEE P “ontap-nas-economy' % ©
* MREAT Z2 SMB > Trident f$ 2B 2 IHIREIH) SMB A ©
* BB PVC 5% ~ 7RISR BRI~ E EH SMB A ACL ©
* 5efE PVC sRERISER SMB HA ACL B ZHIR PVC Y ACL o
* %% SMB B > SBRERIEHEAENN AD FHAE - BRERERTZWIMAZIACL o
. %ﬂ%gﬁ@ﬁﬁ”ﬁ « [#7FEERIF PVC FRZ[E—{E AD ERERMEAEEIR - BIRERETES | PVC ~ (7748
B o
* % SMB X#F ‘ontap-nas sEEMIREEA » FNERRIETEMIREEEA o

1. 7£ TridentBackendConfig 155 adAdminUser » #0FFIFT -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
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defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TEEFLERFINAGERR o

A0 trident.netapp.io/smbShareAdUser sHfREIEFEE » UMBAZE svB MAEXRK - A5TEE
ERERAEE trident.netapp.io/smbShareAdUser MEzZEL " smbcereds #ZR o ERILUEEMT
HipZ— ‘smbShareAdUserPermission : full control ’ change ’ TE read ° FERIERE
full control °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

1. #IIPVC o

LUF &332 PVC :

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |

read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
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resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

FISANASZRARETE Tl ONTAP

£ Trident ZEEHZ I FEH ONTAP NAS EBBIFET o ANENTRIHBIGAHREEEA » LUIKRiFE

iRBRET E StorageClasses RYEFARE N o 14 25.10 ARZSBEYA > NetApp Trident S2#5"NetApp
AFX [#E1F 247" o NetApp AFX fEFRAEAEMER ONTAP BYR4E (ASA ~ AFF 1 FAS)

EHRERNEELEFRARRE -

F 3% “ontap-nas'NetApp AFX 24212 NFS i EERENTER, ; FX1E SMB #E °

B ImAERREIE

7£ Trident BIGF4HE D ~ MAFEISERLE NetApp AFX ETFERAR o BIKEE ‘ontap-nas' 1%
“storageDriverName B + Trident & BEMEAI AFX fEF R4 © B3N RIRAEBSHNERR AFX [#FRAR ©

1 26.06 hiRZsBHYA > EETLAERFE ONTAP ¥HEREINAE » LUE ONTAP A&7 Volume #EEIEE4E - ONTAP 9.19.1
HEHHRA_ LAY AFX SERAEERRHSE MR EINEE - BRIERMEF > 52 FFH ONTAP B inE T
%" o

TEREEBIRAHREEEIE ¢
2% =REA fE5%
) KIEAT
ltorageDriverN {F#FRERIIZNAVHTE o ontap-nas > ontap-nas-
ame|] economy B ‘ontap-nas-
Eﬁ?ﬁﬁiﬂ%ﬂ& c AEFMIL2Y > WBREIME  flexgroup
o
. £ A NetApp AFX &4t “ontap-nas’
: BXik e
Mgim$a s EREZYERETEXEY ERBpFZTN%4HE + "_" + dataLIF
(HamgFIsE =& SVM BIE LIF iy IP (AT LIS E =EM@E%  "10.0.0.1" »
) 7 (FQDN) o UISREF IPv6 HEAZZEE Trident ~ Bl  "[2001:1234:abcd::fefe]
AIRREAMER IPv6 il o IPv6 b HBI S IEINE S
> fdn

[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 o WNEEHE4E MetroCluster Z BRI B @4 MetroCluster
#f ~ FB2E o
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W

% 55 AA AR

'DataLIF EEHRELIFAIIPAIIL  NetApp B3EIEE datalIF o IEEMMERSVMETE (BRIEE
WRKIEM > Trident GHE SVM #EEY dataLIFs ° f&0] ) (REZEFER)
LB 2T (FQDN) > LI NFS #Ei(E
¥, mRIETTEIE DNS » WUE7EZE datallFs 2 f3
EITEETE - AJEVRREZREE - 520 -1
R(EF IPv6 FEZZ4E Trident ~ BIRIREAFH IPv6
ittt o IPv6 HEABSIEINES » HId0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
] ° * MetroCluster &l o *s52BIMetroCluster £ o

CEEHER) EFANRFEREES YRISESVM "managementLIF"HI
1
* MetroCluster 558 & ° * 552 MetroCluster &5 o
lAutoExpportP B BENEEHRAIER I R E#[Hh ME] o 8 &5
olicy “autoExportPolicy #1 “autoExportCIDRs %15 ~

Trident I EENEIEEH/RA o

{AutoExpportCl 7§ Kubernetes &% IP ERETERIARIAY CIDR jBE ['0.0.0/0" ~ ":/O"T
DR)Y (E®)fE autoExportPolicy ° f# "autoExportPolicy

HCTR) ‘autoExportCIDRs #£818  Trident AJ A B EIRE LR
Ao
(EED ERFIEEENTERISONERCIERE "

THAPRIm&EI FAPRiR/&ENBase64RIGE o AN /REI S "

lclientPrivate AR IRIAZ £ i8MIBaseb44RiEE - AN /RERERS "
Key]

Me]{=%8 SE{ECAREMIBaseb44RIG(E - #EMA - AN/EHEEE "
BYCACertifcate] 58

(ERELE) BREZIEE/SVM NERERE - BNERREN
1788 o AR Active Directory B&:% » :52E] "#48
Active Directory /Rs8M1& IR SVM E&s8Trident 89517

"o

ZHE ERTRE/SVM NER - ARERN/RENS (D8 ©
E R Active Directory Bi:& » 528 & Active
Directory /&8 M1 U% SVM Egs& Trident B9 15" o

ltoragePrefix) FESVMAECEMMIRERFAERRAIER - RE®RE " Trident”

AR
& # M ontap-nas-economy B
N storagePrefix 2 24 A E L F T
: > gtree FAEZERAREFERBERE B

EEFER Volume &FBH ©
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W

#
{Aggregate)

useBalancedP
lacement

MR
#lAggregateusa
gel
FlexgroupAggreg
ateList

(PR#IVolumeX
1)

ki iE

BRERRENZR (A1 ; NRHRTE » BINEREK
4 SVM) o ¥4 “ontap-nas-flexgroup EBENFER, » It
BEIER AR o MRFKISK » Al UEREREIAN
S4ERERACE FlexGroup Volume ©

& SVM YA EHET > Trident 8 5
Ehimse SVM M EHT 0 MESFHEE)
Trident %423 o YIREETE Trident
BRE TR ENEAEKREREE Volume
B » BRREAWENRGRRENE SVM BH
» BI|fE8%58 SVM =426F > Trident HIRY
BIRAEE APEAREE o (SN BERZ =L
BEA SVM FRIFEM=4E > i HES
2R0% 0 e RIRMERLE °

“SAIEERR AFX RERF ©

87015 E (Al useBalancedPlacement " 5%/ E 4
“true °

HE#T Volume BISAREEIZRET4S ONTAP [FAfAME] °c 8 false; true AR ONTAP
Z ONTAP 9.19.1 SFEHMARZA > B useREST HEA  9.19.1 SEMIRAH AFX [EEFERHA
“true ° AREEL ‘aggregate AHETER ©

%82 "B ONTAP SIS TIIRINE" I T RER
A -

WRISTE > ¥ ONTAP 9.19.1 SLEHTHRASHY AFF {5
FE2H » — R TES true ©

MBERAXRBBIEEDLE > BIEEBELRK - FEH " (FERRASEHIIT)
¥ Amazon FSx for ONTAP © *:5735E Bt AFX {8

AREBEREEENESRIEE (ER ; RERTE 7Y
WETEIKEG SVM ) © 15IR4 SVM R E S &S
I #R3E FlexGroup Volume © X#& * ONTAP NAS
FlexGroup * EZEEHIE ©

2 SVM =485 REFEF > Trident
EEE%R:9 SVM REFHZIER > BE
EFENEN Trident #4138 - MREEE
Trident FERE TR ENEADBRERER
N BCE Volume @ BINNRZ =4 BEEE
: Hena Tt SVM R > Trident 1£%%
5 SVM =42 g8 18 im B I &R
Rt o MBI L =4E5REE A SVM
FREENSR > HFHTE2BEE > A 5E
ERIRMIELR £ -

INRFBRVHEEREA/NKIUEE > BIECERK © " (FERAEREINT)
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2¥ sREA HER
lDebugTraceF| SFEEHEAZRFEFERAMEEEZ o FIE0 ~ { "api” : null
ags| false ~ "method" @ true}

sA7N1ER debugTraceFlags BRIEMIETESREHEARNL
EEFHRISCERAEED o

nasType BoE NFS 3¢ SMB HRERIEIL © EIEA nfs » nfs
‘smb T ZE(E ° FREA null BIIFEEREA NFS HLREE o
WNERISTE > BMRERERTES "nfs BHAN AFX fFERLE ©

MnfsMountOptio LUESEDFRAY NFS HE&BEIEHEE - Kubernetes 1AM "
ns HARR @RS EIER B ERERBERNPIEE - BUR
RTF R AR P RIS E RIS EIEE > Trident FFEIR
FERRFRERIRAARERPISEREHEE - IR
R A AR AR IS R P RIE B L 8 ETE
» Trident AR E1ERABFRIREA M Volume LEEE(M

AL EIEIE o
"gtreesPerFlexvo f&FlexVol {E:ERIER Aqtree®l « HABTEEE R[50 "200"
I « 300]
smbShare o LUISE FHIEA—IE . /8 Microsoft EIEFIE4S smb-share

g, ONTAP CLI E37H) SMB A% ; 5F Trident
#£1 SMB HANETE ; 2B ERETEA UM IEHEA
R & o B REREEE ONTAP ~ L2 AERE

B o Amazon FSX BEIL2# A 5EZ1E ONTAP &

s ~ BRI AZER o

{useREST) {EFHONTAP REST API B9#a A28 o "useREST 8BE true ¥ ONTAP 9.15.1 HESHR
2 “true' TridentfEFAONTAP REST AP| Ei%gii®sfl; Z<> FHB false o
EREA false Tridentff 3 ONTAPI (ZAPI) PO £21%
i@ o LETHAEEEZEONTAP 9.11.1 RE SRS © LtEsh
» FIfERAIONTAPE A BB/ BEFFEER
“ontapi' FEFE - TAERIEME T&—2 o “vsadmin'#
“cluster-admin" A& ° £ Trident 24.06 FxZsFIONTAP
9.15.1 HESRRASEELS > "useREST :H/ES “true TE8:%
; B8 "useREST 3 “false'{#F ONTAPI (ZAPI) Mt
0 o YNERIETE » BIALRERTES “true WA AFX (#1F

R
limitVolumeP 7 ONTAP NAS &HBEVBIR(ER qtree BF ~ AEKRAY " (FERARHIBIT)
00lSize FlexVol K/NE[R o

denyNewvolum PRl "ontap-nas-economy & imiEIIFTAY FlexVol Wkt
ePools BUEZH qtree - RBETATFER FlexVols AJBRR
REEFEY PV o

adAdminUser BB SMB HAZTE2FEUERA Active Directory BIE
EFERENERAERNE - FRL28A % SMB HAR
HEASTRIEHIENEIESHER -

AR E R B E R InAREER
ISR AE PRV S IR RIE HITER B IRACE defaults AHREEEE - MNFREHH ~ 52 B THIAARREEH
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2 sREA
"paceAllocate ( qtree BYZEEDEC
icE) "
(IRERE) TERMFEER ; T®1 (B = T Volume 1  (tH)
MRERERA ] E({FEFHRISnapshot/RE
FqosPolicy | B IAFT IR AR E I QoSIRAE AR o EIET AR
EE /& IRIE P —{EqosPolicydiadaptiveQosPolicy
{adaptiveQosP EI5IK4APTIE IR & RIRE I QoSIRAIEHE - HIEE
olicy) BfaEEE/ &I EFR—EqosPolicy
Z{adaptiveQosPolicy © N ONTAP-NAS-£&EHE 7 15 o
MRBRBE] FRBEARBIMEEESLE

PlitOnClonel  JRIIEAREF - RERXELDEIEAR

nnz 7£#f Volume _EEXA NetApp Volume Encryption
(NVE) ; 78585 false o A7AERE _FEUE NVE 51
W EKE » A REfEFILEEETE - INREBIH S B NAE » B
1 Trident HEJREECERIME Volume EPZ B NAE ©
WEEFAAE > BRE © "Trident Y{AEE NVE 1 NAE
EECE(E" o
M3 RBEER ) DEIRRIUGER ME)
FunixPermissio gt & RIET
ns.

lnapshotDir PRI EBTEEY . snapshot BHER

MEE ISR ] EfFAELRER]
(RS HHENZ2ET c NFSIE nixed Ml unix 2%
%I : SMBXZ#E mixed Ml ntfs 2T ¢
nameTemplate B B TR E R TERVEE R o

A%
n ¥TJ- "

n4=on
itk

F'0J W snapshotPolicy
7 Tm) ~JBAR T

"R
"R

"777" R~ NFS HEHEE ; SMB i
REAZR (RER)

true, false (EBHEERE) ©
uﬁg_ﬁ"

NFSTEEE2 unix ° SMBYER A
ntfs o

Y&EC Trident f£F QoS [REIBF4EFRE ONTAP 9 8 SUEMIRZA o [MEZEEMAIFHAR QoS [RAEE
3 #H ~ WEEFRERFRIBEERESERE - £Z QoS RAIBHETHEHENITAA LIFRHAERIE

B2 EPR -

Volume = R & &)
T RERTEREREH

version: 1
storageDriverName: ontap-nas
customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

labels:

backendName:
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k8scluster: devl

backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

%7 ontap-nas M ‘ontap-nas-flexgroups TridentIRTEFERAFGTESE > UHERFlexvol MRS
Bl snapshotReserve AL pvc IEHEUEC - EFEEEXR pvc B> TridentBERMNEERERE
TEEEZTEHENEREBFLexvol o KB ABERFEREE pvec RESHEHFBKRKNTEAZTRH > MARVIRESR
KREZER o £ v21.07 ZAI BEHAEEX pvc (FIM0 5 cip) K MRREFEZTDLES 502 AIREE
1T 2.5 GiB NAIBAZXEM - ERAAFRAEERNEEMHIREE © " snapshotReserve BEFHESD
Eb o ETrident 21.07 > EREERNEAIRAZER > MTridentE®&R T ZZEM ©

‘snapshotReserve FHERTAGERBBENE DL - EF/EAR ontap-nas-economy © F52RLATEE
BILLY FREL T EIRIE :

SHEAIVINT

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

HIIRIZFARE = 50% H PVC 55K = 5 GiB BN » #BHAR &K/ 5.5 =10 GiB » JAA/\# 5GiB > BIER
fERETE PVC ARHPFERNK/ o “volume show' i & FERE T EL L S HIXRIAYAS

Vserver Volume Aggregate tat pe Size Available Used%

_pvec_B9f1cl156_3801_4ded_9f9d_034d54c39574

online RW 10GB 5.
_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB 511.8MB
2 entries were displayed.

F+4k Trident BF » SHAERIRERIRB R IR » sAKIR LliERIFETT Volume BIRECE o BN FAARATEILRY
Volume > fEEEHREE A/NABEEETE LR - B0 > 2 GiB BY PVC 1282 “snapshotReserve=50"ScA &4 HY
Volume 12121 1 GiB BRI E AZER I8 > #& Volume %% 3 GiB > EIR] A AT 6 GiB Y Volume £
121t 3 GiB IRI B AZER o
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RIEAERSHEM)
THEHIERERERE  BARDSBREBFERE - ERERREREENSGIE -

st HNER{TTENetApp ONTAP 3z3ETrident#INetAppZ & FIAmazon FSX « EEEEITIEFEIifsHIDNS
? %78 ~ MIEIPALE o

¥ ONTAP NAS #8558 25 &545)

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

¥ ONTAP NAS FlexGroup &l

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ MetroCluster i
AR E RN « BREURMUR R FEEHRImER 'SYM EZEER" o

EEBEETRRMY)A « 55FHAIEE SYM managementLIF WABE dataLIF #l svm 28 o 40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

V¥ SMB Volume 4§

version: 1
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backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

v BieAERsE SR A

ERER/)WEBIRAHRESF) o clientCertificate ™ clientPrivateKey
trustedCACertlflcate GEA ~ MNRFEREERICA) BIEA backend. json W AIEIE AP im/&
8 BB REECARENERCARIGE °

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

v BFELRAEG

A FIFREBANRITET Trident (FEBIREELRRIZR BENEII R EIEEHERER] o M ontap-nas-flexgroup’
EEBf2 X BVZEES R “ontap-nas-economy ©

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
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username: admin
password: password
nfsMountOptions: nfsvers=4

v 19 R S

I EE5IERFE ONTAP & RE » LUE ONTAP A% Volume EIE2E48 o THNEEZE ONTAP 9.19.1 S{EHHR
7S o WNEEHAME T » B2 FH ONTAP BimE 7B E"

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
useBalancedPlacement: true

V IPv6 {i3it &5
It EFIEER management LIF EAIPVE1iiL o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:1090:10b41:d491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipv6
svm: nas_ipv6_ svm
username: vsadmin

password: password

¥ Amazon FSX for ONTAP 1 SMB Volume 3|
° smbShare fF SMB M ER ONTAP EEE FSX 2 -

version: 1

backendName: SMBBackend
storageDriverName: ontap-nas
managementLIF: example.mgmt.fgdn.aws.com

nasType: smb
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datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX

trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

v 2B AN R IR

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}g{{.labels.cluster}}g{{.volume.Namespace}}i{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

EREENRIREA

ETEBERNRIGERIERHGP - FHEMBRFEARERENTERE ~ I spaceReserve H ~
spaceAllocation fR ~ M encryption & c ERE RNEEREFEERPESRMN o

Trident 27F ER) BUPRTEERECEIZE - sT#EZTE FlexVol for 3% FlexGroup for ontap-nas-
flexgroup E&RE ontap-nas ° Trident SEERICER - BEREER LA REERIIFEUHEE - 27T
HEER « EFEEESTULETHESEERS RUIERER « WRIERRBHEEDAE -

LM - BLEEFNEBEITRER spaceReserve © spaceAllocation M “encryption B  MHE
LERMEESTANRE °

¥ ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1

svm: svm nfs

username: admin

password: <password>
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nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"

unixPermissions: "0755"

adaptiveQosPolicy: adaptive-premium

- labels:
app: slack
cost: "75"
zone: us east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"
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zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"

¥ ONTAP NAS FlexGroup 34

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us_ east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_ east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: gold
creditpoints: "30000"
zone: us east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
protection: silver
creditpoints: "20000"
zone: us_east lc
defaults:
spaceReserve: none

encryption: "true"
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unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS &3z &4

version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas economy store
region: us_east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_ east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us east 1b
defaults:

spaceReserve: none

encryption: "true"

unixPermissions: "0755"

- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
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defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

& i fE = StorageClass

LUF StorageClass &2, [[EREE@VEIREf] o A parameters.selector M » @
StorageClass #&¥5H HILE E#FE R AT i EEEL Volume © Volume EEFTEERERMPERNBM ©

* The protection-gold StorageClass ¥{fEZE “ontap-nas-flexgroup #BimF R E—EFE _EEHRER
Mo BB —IRHEEEBRFENE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not-gold StorageClass ¥ifEZE "ontap-nas-flexgroup & i H Y 58 = 1 55 FOME =i &R
Ao BLEEM—IRHESLYMRERRNE R o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* The app-mysqldb StorageClass #4512 “ontap-nas &M ENEERERHFE RN - EEH—EA
mysqldb fERVE RN IR B HEFEE RAMASNEEE R
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass ¥{fEZE ontap-nas-flexgroup &iFH
HNE={AERE RN - S —IRMHBERIREMN 20000 EHMNEIRM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass 93 B¥E “ontap-nas % ixm Y5 =B EHE R A "ontap-nas-
economy &iFHHE _EERSFEN - RAEMEZRANEREH 5000 creditpoints ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident JRE BEMMEERE R » WHERTSHEEX

B dataLIF #JiA4ERE 2 1B

EOI U TEVIAREREE datallF » AT MRS » LUEHHY datalIF IRE#AYE LR JSON 122 ©

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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AEE -
%% SMB #ifl

/8 ontap-nas SEENZ XN RIHACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy B2V R IHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

BA#FEFANRIREKE
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

% ontap-nas SEENTEXHVETFLEREEH)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

FE(RANN “annotations’ BXAAE E SMB ° SRR AR » €& SMB MELENE » ERRingl PVC

= hRETHERE -
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% ontap-nas-economy EEENTE T AU ETF BRI EE )

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

BEEE— AD FHEMN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BE%1{E AD fEFRER PVC I

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
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name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

{58 ONTAP Bim&ETHBNE

TWEILATE ONTAP B ImEXF ONTAP &N E - RBUAISEMER > ONTAP SR EERH
Volume FEEZEREFEH > EILETEEE Trident FEEFEEDEC ©

HEERENEFEAR

FERIER T > Trident EHRFIEIk4G SVM IR > RBERBRS—EREERN  LAEFREE Volume FFE
A=A -

BmtEhEER

* Trident #%{E SVM IR&EAE—HEFERM > MIERSER=HE o
* ONTAP Z&E#T Volume ZEZEAE » Y 1E A FAMEAE 2 % Volume o
* Trident {8 ONTAP /application/containers RESTAPI #37 Volume °©

#i— ONTAP %4t (AFF ~ FAS #1 ASA) # NetApp AFX {#FRITEI LA FHME

* BIEMAEFEA ONTAP 9.19.1 S EHARZS o
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* Trident #ZE{EF REST 81 ONTAP &3l © ZAP| FZIBETEE o
© BIRAERERSIEE R o 198 E RN EEIZ AR RER o

fask{E

YEz%18 "useBalancedPlacement BURIMEIZ R4 -

REFRA Fa® LS

#i— ONTAP (AFF ~ MR PRIERRFAIOEINE » TR Trident EiEERE o

FAS ~ ASA)

NetApp AFX (ONTAP "BHY" FETLHACE © i useBalancedPlacement REA
9.19.1 B EHTHRAS) false SERBIREERM

NetApp AFX (852 Mz EREITHNECE -

ONTAP 9.19.1)

#BREIETIE

2 5RAA FER
useBalancedPlacemen 1i§# Volume HNE4EEIELETLS ONTAP o I ATERIR false ; “true’ WA

t #ARERVAE B R EE R E RA PR E L35S o ONTAP 9.19.1 S EHhRZ

B AFX

TN E A ERE RN
SN E RIS ER RS E AR hEEA ¢
* MERREERE R > Trident 1% SVM SREABE—HEERM > W ERYEREREILFIER Volume °
s BN EREIRMN > Trident 2 E— RS ERERNLIE Volume B2 87T - RS EREREAE
THERE > ONTAP ©45% Volume BEIZE4E o

TR IRHENRB I TR useBalancedPlacement * AIEHERZEMEERESRA , T IFE—ERE
TRt EERTE 0 LUSEIE Mt B 5ZINBE ©

kel
MR EFIRI e —BY ONTAP i D BIREEHNE !

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

username: cluster-admin

password: <password>
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useBalancedPlacement: true

LU &36IME R “TridentBackendConfig Y RIS #1)S -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1
svm: trident svm
useBalancedPlacement: true
credentials:
name: backend-tbc-ontap-nas-secret

M EEAUETE "gold IR IR L RURISEITNE o Trident #4873 52 "bronze’ EERIFIRMRRIHY Volume EEHERAE

version: 1
storageDriverName: ontap-nas
backendName: nas-virtual-pools
managementLIF: 10.0.0.1
svm: trident svm
username: cluster-admin
password: <password>
storage:
- labels:
performance: gold

useBalancedPlacement: true

- labels:

performance: bronze

FEUTERT » RIRETNEMERN
*ERE MR

useBalancedPlacement: true {£ ONTAP 9.19.1 E&z55BY o s5FH4RZE ONTAP 9.19.1 S{E#hRZS o
Z HTBI R A
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RS MR

‘useBalancedPlacement: true {E{& A ZAPI ERsB R o BRIGREAER REST ©
‘useBalancedPlacement: true’ B4F EEAE4E S EREELN o BB MREAEARETEREEHE -
useBalancedPlacement: false TEi8#; ONTAP E&:B<EN o ONTAP 9.19.1 Sk E S hRZSEY AFX EEEIE
9.19.1 S EHARASHY AFX L BRE

Amazon FSX for NetApp ONTAP ZE

f&EZ Amazon FSX for NetApp ONTAP {8 Trident

"Amazon FSX for NetApp ONTAP E&" @— B2 B AWS BRFS » rT#IITH NetApp
ONTAP R FE R MIRHZTIEINER R - T2t ONTAP BIINEE ~ MBEFEIESES » B
BF3E AWS HAIIERMMEER S - IEZRME Amazon FSx FRIFEE R » FALHR
AEPEZLERY ONTAP =5 - BERERZAZAKE S —EAIZEREEREZ (SVM) » &E
SVM & —{Ezk 2@ AR FHEEZI B RNEIRE o ESEE S (ST Amazon Elastic
Kubernetes Service (EKS) H#11THY Kubernetes 258514 B IBMERZE T IEFEHMHER
ONTAP ZIERVRHEMIRE o

BT "Trident =3R" « BERERAT ONTAP By FSX £ Trident B & ~ MIREE ©

* IEMAmMazon EKSEE S BITEIEMKubernetesE5E « E&43E Tkubeclly ©
© AL T EENELTZENAYIRA Amazon FSX for NetApp ONTAP S Z A EFERI%22 (SVM) o
* BEEFIITIEERRL "NFSELISCSI" o

H B EAmazon LinuxfUbuntuPf B BVERELEH S BR "Amazoni#23B&"  (AMis) ~ fRIE

ot HIEKS AMIZERTRE o
£
* SMB Volume :

o EAZIESMBIARERE ontap-nas ZREEFTE ©
° Trident EKS Mifil7cHAZ#& SMB Volume ©

° Trident {232 1B# 8 27E Windows BiE5_E#1THI Pod B9 SMB BHEE o 155 2R " HHC B SMBRAHE
E" o

* 1£ Trident 24.02 Z &1 ~ 7ZTE RN EHEMEIDAY Amazon FSX fER A4k FETMIBER « 855/ Trident
B& o HETE Trident 24.02 SEFTARAS &S LERTRE ~ 557 AWS FSX for ONTAP Mg im#HREIE 22 PI5E
fsxFilesystemID > AWS apiRegion » AWS apikey #1 AWS secretKey ©

WRIEER IAM BBIETEL Trident ~ BIRJIAEEE « "apiKey # “secretKey {#{iBBHEIEE

B opiRegion'# Trident o MTEREANEL « 3 "FSXIZONTAP SBAAAEEIER #6120 o
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[FER{E A Trident SAN/iSCSI 71 EBS-CSI ERHIF2(

MRIEITHEAE ontap-san ERENFER, (BN iSCSI) B2 AWS (EKS » ROSA ~ EC2 SU{EfRIE M TIERE) —itEfE
FA > BIERE: FFrEEM 2 RISECE RIAE S B Amazon Elastic Block Store (EBS) CS| EBBIFZREZRE - A THEFESK
BRER G EBE—EIZE ER EBS Wit » (EEEEZRIERETHER EBS o EEfFET T multipath.conf &
SFETridentsREMIX M > ERHG EBS HREHERIEZRE 20 ¢

defaults {
find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

Trident fREMTEERRIET

il
ko

* 088 (JB38) ' 7 AWS Secrets Manager RE 2 FEE o MO UBERERRIERAZAR - AEFER
fsxadmin vsadmin 2 SVM sREMNERE ©

Trident FELL SVM FHE S EEHERA G Z FARLBIERE S SBIT vsadmin ¢ Amazon
=& FSX for NetApp ONTAP B fsxadmin {EFRAEERERRMEML ONTAP “admin FHEFA
& o HAFIRFUEEIEHE Trident £/ vsadmin ©

* REEEL . Trident #$EMA SVM L REERYREE ~ B FSX R RM LA SVM 3831 ©
MEBR AR SN « A2 REHNEEE RIS

* "ASNASEZEEONTAP"

* "ZIESANERFEONTAP"
2iflzH Amazon Machine B2 ( Amis )

EKS E2ELIERBIEEZL > B AWS BEHHAST EKS R{E{EFLE Amazon Machine B2& (Amis) ° UTF
AMI BE3&3@ NetApp Trident 25.02 Al o

Ami NAS NAS &30 & iISCSI iISCSIAERY
AL2023 x86 64 ST 2m 21 =M =8
ANDARD

AL2 x86_64 21 21 2 =
BOTTLEROCKET x £ ** 28 @R EA
86_64
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AL2023_ARM_64_S £ S =44 =g
TANDARD

AL2_ARM_64 =1 21 2 2
BOTTLEROCKET A £ 28 i FiEH
RM_64

s * INRAEFENBIENRS » RIEEMIBR PV
** RNERAR TridenthR 2 25.02 B9 NFSv3 o

st MRUILERYHEEERN AMI > WARTAEZE » IR o ILEEREABHTET
8 B9 AMI B9F5RE ©

A * PUTHIRIR !

EKSHRZ : 1.32

L8 757% - Helm 25.06 1 AWS BNt 25.06

* ¥ NAS > NFSv3 #1 NFSv4.1 HELBHIE -

* {E#¥ SAN #417 iSCSI A > JE NVMe B o

* BRATHIRIR * ¢

* B1I : f#7F4ERI > PVC > Pod

* MiB& : Pod > PVC (—f% > qtree /LUN -7 > NAS 128 AWS #15)

TSN ~ A2
* "Amazon FSX for NetApp ONTAP Rz & 4"
* "Amazon FSX for NetApp ONTAP HERS&IR S E"

I IAM 65 AWS Z15

Ky

®BI LUHE Kubernetes Pod 2E &L AWS IAM A E1TERE ~ IEIR AR AWS 32
55 s UFEL AWS BJR ©

EE e EEFH AWS IAM A BETTEE « [MABFEA EKS 22 Kubernetes = ©

#2311 AWS Secrets Manager S
H5¢ Trident A& &% FSX Vserver 21T APl » UEAGEIRHFRE - IR ERR A SEEEM o FIRELTE

MWL 275 7AREB AWS Secrets Manager 28§ o FItt » MRTIRRE > FANBREIL AWS Secrets Manager
15 » HhEE vsadmin IREAIER:E ©

EEERIZ2 I AWS Secrets Manager ZRHEH{#7F Trident CSI 5935 :

aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials™"\
-—-secret-string
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"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"

#2317 1AM [FE

Trident HEEZE AWS H#EFRA BEIEREIIT o Flt - TEERT—ERRA > 58 Trident FEAFAERIER o

T5EEHIER AWS CLI 37 IAM [REY :

aws iam create-policy --policy-name AmazonFSxNCSIDriverPolicy --policy

—-document file://policy.json

—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

* I(ZE JSON

* o

"Statement": |

{

"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:

1,

DescribeFileSystems",
DescribeVolumes",

CreateVolume",
RestoreVolumeFromSnapshot",
DescribeStorageVirtualMachines",
UntagResource",

UpdateVolume",

TagResource",

DeleteVolume"

"Effect": "Allow",

"Resource": "x"

"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",

"Resource": "arn:aws:secretsmanager:<aws—-region>:<aws-account-

id>:secret:<aws-secret-manager-name>*"

}
1,

"Version":

"2012-10-17"
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AIRFEIRERIE: (IRSA) 37 Pod Identity I IAM A&
RB] LA EKS Pod Identity 527 Kubernetes ARFSIRE » EELL A AWS Identity and Access Management

(IAM) A E > M IAM ABETTIRFEIR PRI (IRSA) « (EfRIEEE A ERZRFIRA R Pod &R UFEZA
BEEFIAIER AWS BRFS ©

Pod 513

Amazon EKS Pod Identity BAEfR {7 EIEREAEIUREHEES > FHLL Amazon EC2 MITEIRE R EIEM
Amazon EC2 TSR E/RBIS T ©

EI8HY EKS & %% Pod Identity :

eI LUGER AWS S SEA TS AWS CLI 591 Pod 45 :

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BEZEMFEZH"RE Amazon EKS Pod Identity Agent"

Ell# trust-relationship.json :

217 trust-relationship.json X4 > £ EKS BRFS ERSRES0EIE Pod Identity FUILEAE® o ZABREII—ERBIU
TMEERENAR !

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json X :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
by
"Action": [

"sts:AssumeRole",
"sts:TagSession"
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e AEREHINE 1AM B
& E—EPBRPRA G RESMINEIERIA IAM At

aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \
--role-name fsxn-csi-role

#2137 pod B3Rl -
7T IAM A &F] Trident ARFSIRE  (trident-controller) ZR#EI7 pod &% RaEH

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
—--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

ARFSHR E BEEE (IRSA) BV IAM A&
{#F3 AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

* [S1ERA{% json 18%E : *

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":

"system:serviceaccount:trident:trident-controller"
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FHERETPHTY)E trust-relationship.json :

* * <account_id> * - &89 AWS 1RF ID
* * <oidc_provider> * - EKS 5/ OIDC o &R LAETT %18 H 2KE4F oidc_provider :

aws eks describe-cluster —--name my-cluster —--query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

* {EF 1AM [RAIKID IAM B *
BiUAeE > AERUTHSRRE (FLTEPEL) WnEAE :

aws iam attach-role-policy --role-name my-role --policy-arn <IAM policy
ARN>

* B3 OICD RFERTERE *

HESDITAY OIDC {HAE RS S TRY R EEABRREG o ST UERA T8 < 2RER:E ¢

aws iam list-open-id-connect-providers | grep Soidc id | cut -d "/" -f4

MREHBZE > FHEA TSR IAM OIDC SREEE 12 17 Rl

eksctl utils associate-iam-oidc-provider --cluster Scluster name
--approve

NRICHER eksctl > SFERTHIFHIR EKS FEIARFBIRFEZIL IAM A8 !

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

--cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve
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Z#ETrident

Trident f§167 Kubernetes 5 Amazon FSx for NetApp ONTAP #7Z &2 > :EIRAIBREEA
ENMEESENTINERERIE o EoJUFERTIAEZ—%EE Trident :

* Efe
* EKS Koot

MREREERIRIRINEE > 55ZEE CSI Snapshot ZHIZFMIINTTH - MFTFFHAE ~ 55280 "RUA CSI Volume
HYERBRINBE" ©

#EiB helm ZZE Trident

Pod 14
1. #r1%Trident Helm£72)E ¢

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. (ERT5EHIZEE Trident :

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

ICRIUER “helm list 8p SRR RESFAEE KL - BIENRTE > sp Rz > B - AR > EAEIARAHE
SThRARSIE °

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

ARFSIR P 1S (IRSA)
1. #7118 Trident Helm{7ZE :

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart
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2. RE EipiefitE) M IERS5) E:

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—-namespace trident \

——Ccreate—-namespace

CRILUER “helm list sp SARRI LELSFARE KL > BIENRTE > shRZM > BIX - KRS > RAERAHE
5T hRARSE °

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

MNRETITEFER iSCS| > SARMRERPIRE _ ERA T iSCSI » MNREFERARE AL2023 T{EH
BHEE R4 > BIETLY ?ﬁaﬁz’f helm Z2E£ 18 node prep 2EZREEIZLEE iISCSI R -

.

A helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

i EKS KifiycfF L% Trident

Trident EKS MMt &S &RMIVLZEIHEMZT « FERIELE ~ WHEE AWS ﬁuﬂ « AJ 81 Amazon EKS #&FC(E
fB  EKS Py ANTT i RTERICHF B FE (R Amazon EKS #%#iﬁam s MR DR S BRE KRBT FRRE I

E [o]
FoRIRHE
EERE AWS EKS 89 Trident MifNrcZ Al ~ sREELER F51EE .

* BEEMNETRIA Amazon EKS #E&EIRSE
* AWS ¥t AWS TISHIHEIR :

"aws-marketplace:ViewSubscriptions",
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"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $88Y : Amazon Linux2 (AL2 x86_64) 3¢ Amazon Linux 2ARM (AL2_ARM 64 )
* EREEEEEY ¢ AMD T ARM
* IREHY Amazon FSX for NetApp ONTAP 1E&ZE &4k

EXF3 AWS HY Trident Mifnrct

BIETER

1. BAEX Amazon EKS F# 4 : https://console.aws.amazon.com/eks/home#/clusters o

2. FERAISHMERS » B2 Clusters o

3. ERVEERE NetApp Trident CSI MM oY ERTE ©

4. ZEE * IINTTH * o ARBEEER * BUSEZMTH * o

S. KB T BEEMN T
a. [ T #EIE AWS Marketplace FifNyot 35 > ABETESEPREA Tridents o
b. 352HY NetApp B Trident 14 L ARIFZELS 1
C. BEE TP o

6. 1 * REEMNMIMTH * REEEL « BIT TP :

b

at “UNSRITHEER Pod Identity BEHH > sABKBESLEDER o *

a. IEFCEMERRY * fREs * o

CREBCEMERR  fRE o

* RER MiNTHERERT o & BCEE 3298 configurationValues 2#RER LT L—EY
RPEINAEARN (EEZFANTER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

MREHERBRGEEN BRL -~ AIRAMRNITHR—SZERE A UEEA Amazon EKS T
FREER ° WREREAILLEE - BERAREZRESGR « AFERGRN - ErIUEREENER
5B RERHEHHRESR o EHULEIRZ A ~ 5AHE Amazon EKS MNTH A S ERERERTEENR
E o

7B T o
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8. 7£ * {RRIANIE * HE L~ B B v o
T ZiETeaE « KEHIERRNMMITH

AWS CLI
1.81% "add-on.json X1 :

1 Pod Identity > s5ERALU B :

E23 fEF

{
"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

HIC IRSA B8 > sAERMU T !

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v25.6.0-eksbuild.1l",

"serviceAccountRoleArn": "<role ARN>",

"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

Eis Hf “<role ARN> "R —FZ ERFFE2IZ A EBAJ ARN o

*2 228 Trident EKS SMHER o *

aws eks create-addon --cli-input-json file://add-on.json

eksctl
T5EHe S Z L8 Trident EKS MiNTTH -

eksctl create addon --name netapp trident-operator --cluster
<cluster name> --force
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B3 Trident EKS MifNscE

BEFES

. ¥TB8 Amazon EKS #Z#l#Z https://console.aws.amazon.com/eks/home#/clusters o
2. EARAIEREIET > B2 Clusters ©

3. IEEVTE T NetApp Trident CSI MiNTTIERIEERTE o

4. ZEEY * Mmoo * RIIFE o
5
6

—_

- 3EHY * Trident by NetApp * > SATRIEEY * 4REE * o
. 1£ * Configure Trident by NetApp * Bl Lt ~ #1417 F5IF 8 .
a. FEELEFERMN * hRAE - -
b. R ¥ ERMARRKRTE * » WARFEEN °
C. EEHEFEE
AWS CLI
THIEBFIEF EKS MiNToH

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* 17 FSxN Trident CSI MINTHEIBRIARZS o UERELBEUL my-cluster ©

eksctl get addon --name netapp trident-operator --cluster my-cluster

* EHgs o

NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES

netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* RMINTT A B E E— (B B th o P B E PR BRI AYAR S o

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force
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WMRITFEBRIL --force #IE ~ H{Ef Amazon EKS Mt A SIRA S E B4 EZE « BIEHR
Amazon EKS Mokl ; EUWEITERAE ~ HBIIEEERAESE - EISEUEIBZ A ~ ;FHEE
Amazon EKS fiIIcHAE ERCEEEENRTE « BAGLERETUILEBEEE - NFILREWEME
TERYFAAE > A2 "MNTE" o M Amazon EKS Kubernetes IRIBEIRMIFAAE T « 2R
"Kubernetes IRIZEIE" o

fRERZ2EE | FBPR Trident EKS MY07o4
8B MiETLE: Amazon EKS MRS ©

* R RS _LAMIMNERES * —LLEETEE PR Amazon EKS SRR ENEE - M E#FR Amazon EKS &%
IREERAYTHAE ~ WA CRIENEER18 BBIERT Amazon EKS MiiNyctt - R ~ EEREBEE LAIMINERRS -
IEETRRT RN AN T A4 B R EIERI RS « T3F Amazon EKS MifNcH - B 7 EEEE « MixHEmr S
F1% o RE —-preserve AL HRVEBELURBMMTTH ©

> RRETEBIRMIINENS * — NetApp EZLEREEEE LREEMEMAERNERT » A UEERE
Amazon EKS Mol o Wes 2 ik - —preserve EIE delete UUBIRMINMTTH ©

i SNRMIINTTHBIERARY IAM IR ~ BIRETZER IAM #RF ©

BETES
1. BAEX Amazon EKS 4 : https://console.aws.amazon.com/eks/home#/clusters o

2. EAEEREET R EE o

3. EEUEEFSR NetApp Trident CSI iNTTHFAVEERTE o

4. 3%1E Add-ons 125 > JA1REE Trident by NetApp * © *

S. EIE R o

6. 7£ * %Pk NetApp_trident 1 1EEFEST * HzE AR ~ PUTTIIPER

a. YNRIEGAAZE Amazon EKS FIEEEMINITTHAIRTE « FERN * REBEERE * £ - IRCVEREE
£ FRMIINERES ~ UEBTTEEMMITHNRARIE « SFRITIEENE -

b. # A NetApp_trident — operer °
C. EIEEIR o

AWS CLI
MUBELTBE ny-cluster ~ ABHITFIIGHZ ©

aws eks delete-addon --cluster-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl
T en 2L GREFRZEE Trident EKS MifNso -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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RE #F4RR

It "Kubernetes StorageClass ¥4 Bl # A BEREERET » TismE REERENNAECE
& o ZAEIEREANN{AIE8 € Kubernetes StorageClass #14 » LIS Trident {fEAE RECETR
Eﬁ o

#£17 StorageClass ¥4

B 1874 FSx for ONTAP #1317 StorageClass B » Trident #&E B2 BImARAE o

MRCREFHRTEHEEFRIE > FRREIL—EARTBEEFEIHCER Kubernetes StorageClass

S g ERINESRIET Trident BIERIEEAER o

FSTEFRER StorageClass 2%

#21I StorageClass RFREEERUT=EZ2H :

2¥ WE g epid] AR
fsxFilesystemID =80 FEA FSx for NetApp ONTAP 12 %4t ID
MtorageDriverNameJ =1 ¥ Trident E7ZEEEIFZTL (B0 « ontap-nas 3§
ontap—san)
credentialsName =0 FER B3 FSx for ONTAP /&5 Kubernetes
Secret 78
IEEERZH

& B] L3538 StorageClass EIERIIEMBIFR N o 7 StorageClass parameters SR FEFABEIEEERAST
o HRIRIRSHMTEESR « 552[ | "FSx for NetApp ONTAP & IR4HAS" o

&35 StorageClass R EHE
LUF & B StorageClass #N{AlfE 3% B R IRECE o

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials

allowVolumeExpansion: true
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reclaimPolicy: Delete
volumeBindingMode: Immediate

JSON

"apiVersion": "storage.k8s.io/v1l",
"kind": "StorageClass",
"metadata": {
"name": "ontap-fsx-demo",
"annotations": {

"description": "Demo StorageClass for FSx for NetApp ONTAP"

by
"provisioner": "csi.trident.netapp.io",
"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"
by
"allowVolumeExpansion": true,
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"

#17 StorageClass

BIUREERER » ITUA TS URIL#FLER

kubectl create -f storage-class-ontapnas.yaml

IREEFEZE 7T Kubernetes # Trident F[EIBFE R * base-csi* 477485 ~ M Trident EZE& TR IHE HIFRT

BLERE o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

E M StorageClass & > Trident & BEIZ21L&s o SARIERIAIEIL PersistentVolumeClaims ZR2:88
StorageClass °
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Trident A RIGIE VA RECERTE StorageClass sFfEH o

HTE Sl
trident.netapp.io/configuratorStatus #AREAE R (Success BY Failure)
trident.netapp.io/configuratorMessage SRR RE S SR ERETLE
trident.netapp.io/configuratorName AEECE 28 BRIV L T8
trident.netapp.io/managed 7T StorageClass H Trident EIF

trident.netapp.io/additionalStoragePools AILBIREN NEHEFEE R

kubectl get storageclass ontap-fsx-demo -o yaml

F#5% trident .netapp.io/configuratorStatus & E# Success ° YIR{EA Failure ’ FBHIRE
trident.netapp.io/configuratorMessage L/(Egﬁ@f

FTIGEAM FSxN IR RA
YNRICTEHEAE(EAEE StorageClass RYIER THRERRINIHEEFAE > sFATIEERINY FSXN HEZERME ID ©

4R%E StorageClass WFTIELA T2 :

metadata:
annotations:
trident.netapp.io/additionalFsxNFileSystemID: '["fs-

XEXXXXXXXKXKXXXXXXKXXX" ]!

EREER > Trident @E B IRAHRS I FH StorageClass #HFE ©

1R 1FZ 2 ELRE

* MR R A BENBIHAERER StorageClass &% ZMIFFIERANY Trident &% o 5 A AE S FPERREFEAR I EBENT
R TEE & AET o T_HH'JF?_E B9 StorageClass ZHi » sACHEHFZ o

* {2 AWS FSx for NetApp ONTAP 8 BEh&im4RAE o

B — AR BEEHRIHACEN Kubernetes StorageClass

WNRITAEEEIHIE I Trident & IHFD StorageClass » sHHKIR T 7S EFIR(E o

THEEEBRIRERAEESI

Trident #¢ StorageClass E&EFIKERIGALE o EIXEHA StorageClass BF » Trident FEGENENZRE ~ BB
i > W fEFAARREIRED StorageCIass 0
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Trident R &#37— VolumeSnapshotClass ° Trident & %1481 StorageClasses EE AR
VolumeSnapshotClass °

3237 Trident &

EHT Trident #Bif > IGEEET—(E JSON 5 YAML RARREER - ZI5XREIEEMRNRHEFER
(NAS B SAN) ~ IERZLF « ERPEUSERIR SVM MUKRNFERETEE o U THHIRTUNFERE NAS /Y
77 » URNEIEER AWS Secret ZREFEFZEFEAMN SVM 1R -

YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:xXXXxXxXXXX:secret:secret-
name"

type: awsarn

JSON
{

"apiVersion": "trident.netapp.io/v1",

"kind": "TridentBackendConfig",

"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"

by

"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {

"fsxFilesystemID": "fs-—-xxxxxXXxxxx"

by
"managementLIF": null,
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"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:xXXXXXXXX:secret:secret-
name",

"type": "awsarn"

FEFAI ONTAP BRENTZNAFAAE IR FSX

ISR UER TYEEENFETN « #5F Trident 2 Amazon FSX for NetApp ONTAP ¥4 :

BeEN2 TN 18 B7L

FTONTAP-SAN ] SEEEEN PV 2 H B S Amazon FSx for NetApp ONTAP F4HE & FAJ—1&E LUN o
EERANERGETERE

FTONTAP-NAS] SEEEEN PV B2 —ETEH Amazon FSx for NetApp ONTAP WifR& o #EE RN

NFS #1 SMB °
{ONTAP-san#&%y SECEEER PV #2—1E LUN > 18 Amazon FSx for NetApp ONTAP FiE&E 8 E
LUN B9#(Z ©

(ONTAP-NANAS#EE SEBEER PV #2—1& qtree > &1E Amazon FSx for NetApp ONTAP Wit & rIfic &
) B9 gtree B = o

FTONTAP-NAA- FEBEER PV #2—E5TER Amazon FSx for NetApp ONTAP FlexGroup HEHEE o
flexgroup

MEFERREIZFME R ~ 52 "NAS BeENF23(" # "SAN FEEpFZ=(" o
FEAVEE

BIUREERER » PITUUT o< REILMEE Trident BInRE (TBC)

m

* ¢ yaml 2% 1L Trident Bim4HRE (TBC) » ABRHITFIIGS -

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* ESTEERINERIT Trident &iIR4RRE ( TBC)

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
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PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas
b9ff-f96d916ac5e9 Bound Success

933e0071-66ce-4324-

NFEMARERNFAEN > F2R T AN RIRERERREIEE

T NMER*BEFRIREENIERN M & 758D
LUTF 2 Trident 1 FSx for ONTAP —#EfE AR 1Z 4B 8 E &6 o

NFS #7485

SRS IS B R EEA NFS AIHiREE StorageClass (BFRE
ﬁllﬁ) :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iSCSI f#7F4ER!

AfE A T E IR EMR iSCSI B4R &R) StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{#H NFSv3 1 AWS Bottlerocket BI{ 7187

EHBMTI®E

A2 TEM Trident B4

EE1E AWS Bottlerocket %2 NFSv3 FEIRE > sAAF A EHIFTIE “mountOptions’ EfETZ4E5! -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:

- nfsvers=3
- nolock

Trident StorageClass Bt

BLBMRTERERMLETridentmE BT E RMRECES E AR NHMIRE o

Bt ESh s
iR 1A FER HDD * JB&
i~ SSD
BRCERE FH Mg B8
Bimsany TR ontap-nas
~ ontap-nas-
economy ~ ontap
-nas-flexgroup
~ ontap-san
+ solidfire-san
* azure-netapp-
files ~ ontap-san-
economy
TRER Gl E I

2=

= pauseylin
BIpEEE ~ BS
AERTmE

PoolZ{RILER
[=Wapr

EEERILER
ESfEd

EEEAAR
RV &

BRI EER
iR &

2=
=]

1EERVIRER AT

EENERICE
7%

15 &

B RN RER
BYVolume

EREEL
BVolume

ZiRE
ONTAP-NAS

» ONTAP-NAS-
A « ONTAP-
NAS-flexgroup

~ ONTAP-

SAN -~ solidfire-
san

E : ZONTAP 2

FREREENIET

ontap-nas
» ontap-san
+ solidfire-san

ontap-nas
~ ontap-san
~ solidfire-san
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B4 L BfE (- A XEE

mE it E BERMNZENEZ SRANE ONTAP-NAS
HIR&E AVolume « ONTAP-NAS-
RS « ONTAP-
NAS-
FlexGroups * ON
TAP-SAN
IoPS Pa N3 EBAMEEL  Volumeffi®id  solidfire-san

FEERMIOPS  LEIOPS
. ONTAP Select 2, FSx for ONTAP 4R 1EILINAE

WNEFEFERNUWNAI B B 81 RYF4HE ] PersistentVolumeClaim ~ MAKIZES Trident BCEHE B2 E ~ ;52
B"KubernetesF1 Trident4{4" o

B E7EEER
B ESThX StorageClass & » BIAJTE Kubernetes FEILE °©

1. E2 Kubernetes ¥4 ~ i35 kubectl fEKubernetesH#E17 ©

kubectl create -f storage-class-ontapnas.yaml

2. IEIFEZETE Kubernetes # Trident AEEFE 2 * base-csi* 477485/ ~ M Trident FEZ B & 1T B iH FIFEER
FEEERE o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
121t SMB &

TAJLAEM ontap-nas BEENTRTUZRACE SMB HIRE o B » EEWITULIRE » AT THER | "HEE
B SMBHHRE"

& insPEARREAIEER)

B RIGERIER « FRR TR !

2¥ 55 )
MEl K1
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BB ESELRAZILIREMNS M TR
{E] ° {#H "autoExportPolicy I
“autoExportCIDRs 318 « Trident

AU EEEIEENRR o

& Kubernetes &% IP ERiZE7ERZA  "["0.0.0/0" » ":/0""
BFAY CIDR JBEE

autoExportPolicy © fEF

“autoExportPolicy 1

“autoExportCIDRs %18 ~ Trident

AU EENEIEENEFEL] o
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28 kg #0431
(1RED ER TR EMNERISON-1EIE
1EHE
B im&ReE B EiR/&:EMIBase644RHE(E - A "
REE B ERE
lclientPrivate Key BRIRMLZEEIENBaseb4iRIEE "
BRRER RS
MaE]{=#8AYCACertifcate | ZISECA’RENIBaseb4iRiEE - & "
F o AR /REEYERE o
(ERERE) EGEREGSVMBIERE R -
AR sREEELEREE o BIY0 ~ vsadmin o
5 R EREEGSVMBIREE o AR
S EIERY o
CEEER%2R) B(ERNEFE RS IEESVMERLIFEHTAE o
MtoragePrefix ESVMAEC B #hEE @ AEFRERAM  trident

RIES o BUATEEIIBIENR - BE
B2 - ERBEUMIIE
uﬂﬁ o

FR#%IAggregateusage * 5B/ 7E Amazon FSX for NetApp :BZ70{EH ©
ONTAP ° *Z{H#RY “fsxadmin'F
‘vsadmin' R EZ{EH Trident #EX
%ﬁﬁﬁﬂ%ﬂﬁbmﬂﬁ%‘]ﬁﬁ%ﬁ’\]@

(FEHIVolumeA/)\) MBERMNHEEANSHRLILE - ™ (FERFREIIT)
AIEREBELN - hEREIHEEE
gtree 1 LUN IR ABEREE K/ »
AL “qtreesPerFlexvol EIE A3
& BT FlexVol volume BIERK

gtree H=

{lunsPerFlexvol) 1@ FlexVol volume Y& A LUN 2 “100”
WAZETE [50 > 200] EEER o {£5R
SAN o

'DebugTraceFlags, SRHHHRRSEFANEEEZ o ) null
-~ {"api" : false - "method"
. true}

sB7NfER debugTraceFlags BRIE
IS ETE SR B HRR T B E SFARECER
1HEED o
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nasType

"gtreesPerFlexvol"

smbShare

{useREST)
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credentials

siLPH eyl

LS BRAINF SHMEETES "
B8 o Kubernetes-Persistent VVolume
HUB L ETER B B EFERPiE

E ~ BUNRFEFER P RIEEH S
IS ~ B Trident FE11EAFERHE
BIRARRSAE RIS E HIBNEIETE o
MR EFLERHABRAERPKRIEE
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R ENFSTSMBHEREGE IR © 3ETE  nfs
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T2  smb HHSMB Volume © *3&
EAnull ~ FEEEANFS Volume ©

1@ FlexVol volume BIER K gtree  "200"

BT EEE [50 » 300]

A LYEE THIEF—IA | £ smb-share

Microsoft EIE2F 53, ONTAP CLI
FBIIRY SMB HERTE - AT
Trident #1317 SMB A%

8 o ONTAP &% Amazon FSX
EEIBH -

{EFIONTAP Isrest APIBY RS R

o %5 true ' BFF Y Trident #%
{EH ONTAP REST API ElfBimid@
M o HEIhEEEEoNTAP EREHIR
REYRRA o tES ~ EARY onTAP
EABENEEERAREERE
‘ontap °© EETASTEENA G

JME vsadmin cluster-admin

By o

I&BILUTE AWS FSX for ONTAP B
“ERSERIEE THEE -

- fsxFilesystemID : }57E AWS
FSXEERRFR D °

- apiRegion : AWSAPI &g "
78 o "
- apikey . AWS API &8 o "
- secretKey . AWS & &8E o

eEEETZTE AWS Secrets
Manager Y FSX SVM %35 o -
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RRERECE MR &N RIRERRER

1B LU (E AP VS R IA AR TR B RACE defaults AHAEEES o MNEEH S5 2BI THI4RAEEEH o
28 s B FE
"paceAllocate (FCH&) " LUNRYZEE 5B By
(fre&&) TRGEEER ; | (B "
g  Volume 1 (#8)
MRERR A E{FEABISnapshot/RE i
qosPolicy BiEIRAAFT R I EEIQoSRE] "

B4 - RESEMTEEEREBIRN
Hr—{EqosPolicy
g{adaptiveQosPolicy © ¥2#z Trident
M QoS RAB4ATE ONTAP 98
WEHIRA o EFEZFERIET AN
QoS FREIEHA - MFERE R R
BHAERESERE - £Z QoS 7
ABHAE AR HITRIE TIEaHE
BRIEER LR o

{adaptiveQosPolicy) BIERAAPTE  L HERE & AV "
HQoSFAEHH - EIFBERESE
& 3 & imAV E A —{EqosPolicy
Z{adaptiveQosPolicy °
ZONTAP-NAS-#EHE 7 18 ©

MREBFREE ARBEREBOEIEEBR2EE T01 WX snapshotPolicy & ‘none
’ else
rPlitOnClone. BIEAR s EREADEEES TRy
= TEHHERE & _ERUR NetApp Volume TR

Encryption (NVE) ; fa8:%#A
false o WATERE LIV EL
FANVE ~ 7 SEfF R ILEEETE o UNR7E
BIRENE NAE ~ Bl Trident HfcE
BY4E{] Volume #BHGERFE NAE ° #ll
EEZLEM ~ AL Trident Z1EL
NVE #1 NAE $BECEE" : o

luksEncryption B LUKS 0% - 552/ &
BLinux#t—E& 8% E (LUKS) "o
R SAN o
M EBEER EFEANDERE] none
T'unixPermissions MR EREL o NERIESMBHEE "
& - BREER
CERERTID HHEEEMNZE 2K - NFSX 1R NFSTEEE A unix © SMBTEER A
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BcE PVC

REIE FUNAIEIL PersistentVolumeClaim (PVC) {£FE&E Kubernetes StorageClass
PREEK PV BYEREA © UNSRAIH » BURTLAREF PV #183] Pod A ©

##37 PVC

https://kubernetes.io/docs/concepts/storage/persistent-

volumes [" PersistentVolume Claim""] (PVC) eHE&E L PersistentvVolume
HFEGEEK © pve AIMECEAHREFER/ NN FEFERSEFIURT o FEERAn
StorageClass ’ 2R BIEENMETTLUZER] PersistentVolume

KNFFEHER - BRI e RFFEREE LY -

#817 Trident %A1 StorageClass % > BNAJE1IL PVC o £17 PVC % > BIA it & #H 8 3) pod & o
#HHIENAE
UTFEHIRTRT PVC R A4EAREIE -

a77EL RWX By PVC
IEEFHEERER rwx FEUERNEZER PVC -~ BEIATEAR StorageClass #HREA basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

fEF3 isCslI #AIrY PVC
HEFIRTRT AEB RWO FZEUEIRR iSCSI 27K PVC » BB %A protection-gold ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
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resources:
requests:
storage: 1Gi
storageClassName: protection-gold

#iPvC

S ER
1. 37 PVC o

kubectl create -f pvc.yaml
2. FE:R PVC #REE o

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

MNERFENNAEEFHAYFAAE PersistentVolumeClaim ~ LABIES Trident BEBHAIEERZSH - ;52
B"KubernetesH Trident¥J{4" o

HEREMR
BILHFAERIAM PVC B > IEEILIE PV #1813 Pod © AERZHEEHap S AAERE > LUiE PV
F¥ANZE Pod o

HEHGIEARER

1. MR &S A Pod o

kubectl create -f pv-pod.yaml

)}
Uy

ELEEMIRETAE PVC MIMNZE Pod FUEZAARRE @ * EAMEE *

C

kind: Pod

apiVersion: vl

metadata:
name: pv-pod

spec:
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volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container

image: nginx

ports:
- containerPort: 80
name: "http-server"
volumeMounts:

- mountPath: "/my/mount/path"
name: pv-storage

a A ubect et pod —--watchoe
=F IEA LUEREE R kubectl get pod h

2. PR @ EHEE £ /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on

192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

TIRTERILAMIBR Pod © Pod FEAREXRABEFE « BZMRENERE

kubectl delete pod pv-pod

1F EKS £ L5 F Trident EKS Mo

NetApp Trident f&1ET Kubernetes FEFIHL NetApp ONTAP f#ZEIERY Amazon FSX >
EEASMEL Eﬁ%@ﬂ%&ﬁwﬁ%ﬁ‘tﬁﬁi NetApp Trident EKS Ffilyoi & & &HTHY
Z2MEMET > HRELE > WATE AWS Basd > AT Amazon EKS #&ECfER o EKS FiN

Toi FI RIS F B (R Amazon EKS %;.:été?’l‘am ~ AR D REE ~ BRE R BRI oA
HI{EE -

SO E M
7E5%E AWS EKS B9 Trident MifnrcE 2 Al ~ sAEEL AR T5)ER -
* BEAMINTTHEAREIRAY Amazon EKS Z&EIRE o 3528 "Amazon EKS MifNTTE" o
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* AWS # AWS TIBRIERR -
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $88! : Amazon Linux 2 (AL2 x86_64) 3% Amazon Linux 2ARM (AL2_ARM 64 )
* EAZA4ERY ¢ AMD 3 ARM
* I5ER Amazon FSX for NetApp ONTAP 1gZE %4

TR

1. BRI IAM B 8BF0 AWS S » :E EKS Pod SE£7ZEX AWS B - BRE:RAA » :A260"E1 IAM A G
AWS ZZHE" o

2. 7£ EKS Kubernetes 5% + > BIBZE * MiNcH * &S

1R -

tri-e“v-eks @( Delete cluster )( Upgrade version ) :

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [,

¥ Cluster info info

Status Kubernetes version Info Support period Provider
© Active 1.30 @ Standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

@0 @0

Overview Resources Compute Networking Add-ons Access Observability Update history Tags

[ (@ New versions are available for 1 add-on.

Add-ons (3) i ( View details Edit Remave )

[Q Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches < 1

3. HifE * AWS Marketplace MifinyocfF * M33EE storage 187! ©
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q_ Find add-on ]

Filtering options

[ Any category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ J ( Clear filters )

M NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the
ideal choice for organizations seeking efficient containerized storage workflows. Product details [2

Standard Contract

Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23
Cancel

4. $%ZE| * NetApp Trident * AiEEEY Trident MIMNTTHFEIAZER 518 » 2ABI—TF * T—% * o
5. EEIEBFRERRAAIMIINTTE ©

Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

You ean view the terms and pricing details for this product or choose another offer if one is available.

(D You're subscribed to this software x ‘

Version
Select the version for this add-on,

v25.6.0-eksbuild.1 v |

» Optional configuration settings

6. EeEFMERMMIINTTHRE °
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Review and add

Step 1: Select add-ons

Selected add-ons (1)
(Q Find add-on ) ¢ 1
Add-on name - Type v Status
netapp_trident-operator storage (@ Ready to install
Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name a Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)

1
Add-on name a IAM role [3 v Service account v

No Pod Identity associations
None of the selected add-on(s) have Pod Identity associations.

7. MNRIEFER IRSA (ARFFIREHY IAM B6) » BREHEMERELT R EiLEiE" o
8. 1#{E* Create (BB1r) o

9. HESDMINNTTHAIIRES Active ©

-

Add-ons(ﬂ Info View details Edit ) Remove

[O. netapp XJ [Anycateg.,. v J [Anystatus v J 1 match I |

NNetapp:  NetApp Trident
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your pers and ators focus on licati FSx for
ONTAF flexibility, scalability, and integration capabilities make it the ideal chaice for organizations seeking efficient ized storage Product details [A
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild. 1 - (IRSA)
Not set

Listed by
MetApp, Inc. [3

View subscription

10. T TS < » HREE LB IERZE Trident
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kubectl get pods -n trident

N BEETREVRERFERR - IFHEAENR - F2H "KEFHEFER" -

£/ CLI %8 | f#pxZ5E Trident EKS MihNscié

£/ CLI &4 NetApp Trident EKS il :
T EHIIE S L28ETrident EKS KN -

eksctl create addon --cluster clusterName --name netapp trident-operator
-—version v25.6.0-eksbuild.l (MIZEFRRZS)

LUTF &5 % 24 Trident EKS 9MiMET0HRES 25.6.1 :
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.1-eksbuild.l ({ERAZEMAIRZ)

LUTF &5 % 24 Trident EKS 9MiMET0RR S 25.6.2 ¢
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.2-eksbuild.l ((EFAZEREIRZ)

£ CLI fZf2%4E NetApp Trident EKS KNt :
T5ep S SRR LEE Trident EKS Mo -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{EHBkubecliEi & i

BIREE Trident BMEERFZ EBIRAE o EEFHTridentiAI B2 EFE R FAEA ~ U

K TridentilA B ERRECEHIEE o 28 Trident 2% ~ T—FBEIULRIF
‘TridentBackendConfig' B JEREZ (CRD) F:EIEEHIZER Kubernetes NMEEIIK
B Trident & o LIRS EMA CLI TAK kubect! 1T Kubernetes 21 o

TridentBackendConfig

TridentBackendConfig(tbc v tbconfig ™ tbackendconfiqg) ZHIiH - 5% CRD ~ Al:EERAEIE
Trident #&if kubectl ° Kubernetes M#FEIE SR I LA ERHEE Kubernetes CLI I M EIR R I
(tridentctl » MAREEANGLII2HER) °

#23L TTridentBackendConfigl #1421 ~ &L TIIER :

* Trident ERBERHAVERREBNR I BIR © EEAEBRTE A TridentBackend (tbe
tridentbackend) CR °

* TridentBackendConfig B2 Trident EBIIMM—R4E TridentBackend©

1@ lTridentBackendConfigl #A—¥—BI¥IFE « LA TridentBackend] ° A& BRIRMHMAFEAER KRBT
BIRMAE - BERTridentRREBBIHEYHHA ©
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s e TridentBackend CRS s2H Trident B#EIL o B+ REZEBHNELIEH - IREEEE
= gum ~ sAECUFLEEITTERN TridentBackendConfig®

il

2R THER) ~ LUBEAE TridentBackendConfig) CRAVAET :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T RAIUEBRFRIEA "TridentZ A2V FRERF T Q/ARFBEHIHERREER

° spec FARIRIFERHERSH o EULEHFH P « BIHEEA ontap-san HFRENEL « WAEALLETIHAVAERE
B - MEAMBEFAERIIEANERERESE 527 "RV RIRERSH"

I >=f

7f (TridentBackendConfig) (CRR) Aty TsPEC) —&ithEl S 3255 #0 TMIEREREN) 1N

o TERERENL | IEBHAXMERII - 83 ARERRTERN/IRIEIREER o LR EAFEREREIL
BIKubernetes Secret ° ¥ B RHEEMAT N FRIVEIE « FILZEETESR ©

© TRIFRERRL © HERAIFIEZRMIFR TridentBackendConfigy FFFEEEAERIENR - AIAEREME RIS ENEZ —

o TR : ELEEEMIER TridentBackendConfig) FI#ERE#EIR o SE2TERME °

o MREE1 : Bk TridentBackendConfigl (TridentBackendConfig) CREf ~ BInERINEEE ~ LHJ
fEF Ttridentctl) EITEIR - BRIFRRAIRS RE) FIEERAEEFERERERAE (21.04271) ~ LR
BREIIME o IEIIAYEREEIL TridentBackendConfigl Z&E# ©

BImTBEMER TsPEC.backendNamel RERE ° MRFKISTE - QIERKERITHIER
& 7 TTridentBackendConfig) ¥4 (metadata.name) BIL7E o EsRfER T
sPEC.backendName ] BEFE:RE R iH5AHE o

EREIINRIG tridentctl RAREIAY TridentBackendConfig ¥4 o &AL CR
% ‘TridentBackendConfig’ FIEEIRIIERE kubectl o AT EISEMHERBRAEESH

(ﬁmyﬂspec.backendName‘ v spec.storagePrefix® spec.storageDriverName‘%?
) °Trident EEIMFMEBIMNEBIRETCAEFENRIRES TridentBackendConfig e

e
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TRRE

EEFA Tkubeclll EILHAIELS

CHEZHIT 5B ME -

1. 37 "Kubernetesi%Z" o ZHEE S Trident Bi{FHEE / IRFSEAPFAIEMNEDEE ©
2. #1317 ITridentBackendConfigl ¥ff - EF S SAMRGFEEE/RFEHHAEN « M2E L — P BT ALE o

BB 1% ~ O LUER Tkubecl Get the <tbc-name>-n <tridentfp & ZEf>1 REFEREARAE ~ WUREHE fthe%

MER o
$E%1 . EiIKubernetest%®

BB SR IRFIEIEIME o

EESERFFRE T aFEEITAEE - #HMT :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username: cluster—-admin

password: password

TREERPASERFT KBRS IHRI

FF e EmaIsRA
Azure NetApp Files

7t%& (NetApp HCI / SolidFire)

ONTAP

ONTAP

ONTAP

ONTAP

ClientID

U

fERERTE

TS

R RImERER

chapfEfl &%

HRIEREA
FERENEMYA P %D

MVIP ~ 3R SolidFire $LFETER R

BN ERAREDERANESE

BT EE/ SUMMERELTE - A
AR RUER R

BT EE SVMBIREE o AR

RUESSH

AP ImfAR & iEIBase644RiE(E ©

AR ERE RS

BAFERERLE W
BuseCHAP=trueBIIEE - &
% TONTAP-SAN] #1 TONTAP-
sani&rs
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(G IER =y 2o (Ve W

ONTAP chaplnitiatoriZ:
ONTAP chapTargetUsername
ONTAP chapTargetinitiatori %

1RAIEREA

CHAPRRENZZZHE o 1N
RuseCHAP=trueBIIFEE - &
1 TONTAP-SAN] #1 TONTAP-
san#&rs ]

BiEFERERE W
HuseCHAP=truel|EE - B
7 TONTAP-SAN] #1 TONTAP-
san#&irs ]

CHAP B 1ZENEN 23142 o 4
BuseCHAP=truel|EE - B
1 TONTAP-SAN] #1 TONTAP-
san#&irs ]

IS BRI ERB T —S L2 TridentBackendConfigl #)f4# sapec.ecent] H{iL o

#78%2 . 21 TridentBackendConfig CR

CIRTERI LRI TridentBackendConfigl BICRY o 7ELEEEHIE ~ fEFH TONTAP-SAN) FEENRZEXHNEIHE

FB TTridentBackendConfig) #J4#1iL ~ TNTFFIR :

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svim: trident svm

credentials:

name: backend-tbc-ontap-san-secret

HER3 | FESUAYARAS TridentBackendConfig CR

IBEEBL&IERI T MMridentBackendConfigl  (TridentBackendConfig) CR  EFARILABREEARES o B2 T

HgEH) -

kubectl -n trident get tbc backend-tbc-ontap-san
BACKEND UUID

NAME BACKEND NAME
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PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success

BRI % « WA ZE TridentBackendConfigl CR o
PR ES AT ABR A R H AP —1EE -
* Bound : TridentBackendConfig CREEBIGFHERIHG « BRIHE S configRef RES
TridentBackendConfig CR BY uid °

* {Unbound) :fEMA T TR TTridentBackendConfigl ¥ R4EEBIF o IRIETER « FRAEIL
B TTridentBackendConfigl CRSIEEHLEFSE: o FEEREE 218 ~ miEABIEAUnbound (RHZE) o

* Deleting : TridentBackendConfig CR FY deletionPolicy EREAMIE - &
TridentBackendConfig RAAEMIFRCR ~ MEFHA IR AKRE o

c MRBIRAFEHFEBHMITEES (PVCS) - MR TridentBackendConfig i$EEE Trident fill
FR1BIHHA TridentBackendConfig CR ©

° MNREBIH LEE—EHZEPVCS - BIZEAMPBRARAE o B5%& - [TridentBackendConfigl CRE#E A
PRESER - RBMIBRFTBERIPVCSZ & ~ A EMiIPR1&i%M TridentBackendConfigy ©

« &%) B8 TTridentBackendConfigl CRAERIMVEIRESIMHZIEMIBR ~ ™ TridentBackendConfigl CR
MEMRBIRNSEER o 5 TMRERE) EA/ - MTridentBackendConfigy CREIMIER o

* Unknown . Trident HAMEF H CR BIEEVBIRAVAREES/FTE TridentBackendConfig o 40 ~ 1N API
{AlfR2$2EEIFE ~ f tridentbackends.trident.netapp.io CRD &% o BERIGEEENTA ©

TELEPSES ~ RNINIEI R | BASBIEE R UREIMNETE ~ FIUN "B in E A2 inflfR" o
(BEH) P8R4 BUSEZHEER

WRIAIT T3 an < REVS AR IRRIEHAE -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

tESh ~ AT LUERIE TTridentBackendConfigs HIYAML/JsonftEEN o

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
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kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:117%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109£f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svim: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699%¢6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B =[EIfE cr FrEIIE&IR TridentBackendConfig 'BJ “backendName  H]
‘backendUUID © It lastOperationStatus AR crR LEXIEERUAREE “TridentBackendConfig®
ATHEAEEZ (I ~ ERETPEEIEE spec) S(H Trident #&2 (FIM0 ~ 7£ Trident EXFRABNHEAR) ° AI
fE® THITHI 3 TRBU © phase f{FK crR HBIRZMERMARAREE “TridentBackendConfig o 7£ E#l&E
fBlfR ~ phase BERMRE « {T" TridentBackendConfig CR E1&iImiHRAE o

RA 4T Tkubeclt -n triidentiifitoc <tbc-cr-name>] 7% ~ WENEEHILEMVEEMER o

o SEOEMER Ttridentctl) REFSMIFRE Z48REA MMridentBackendConfigl ¥HIE L o HEHR
= BR7E Ttridentctly #0 TTridentBackendConfigl ZREITBRAILER « "sE2RILER" ©

g

12BN
{E 8 kubectl 12 Trident & i

BRAENIER Tkubeclll RBITERIREIRIEE o
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LlERES

fi|B% TridentBackendConfig & ~ &SR Trident bR / REBEIE (IRIE "deletionPolicy) ©
EEMPREIE « FAFEELD deletionPolicy RESMBR - BEEMIPR TridentBackendConfig ™ sAFERE
B deletionPolicy RREAMRE o EARFREIRINEE « UAFEAETEE tridentctlo

HITTAE< -

kubectl delete tbc <tbc-name> -n trident

Trident A& MIFREA T Kubernetes #%% TridentBackendConfig © KubernetesfE & & &AL o f
PR ZBREAZEND c ABERIGREAMKZE - ZTFEMPRELLHE o

BRRANERE
HITTAES -

kubectl get tbc -n trident

B LL#IT Ttridentctl Get backend -n trident) ¢ Ttridentctl Get backend -o yaml -n trident) ~ L EV{SFRAE
BIREVRE - BMREHLEE I Tridentctl) EIIBVEL o

Ei&
ERIRFIEAZSRERA !

* RBERAREERNCEE - EETHEE - WEEMYHFERR Kubernetes Secret
TridentBackendConfig ° Trident EfERIRHNRINE - BENEMRIG c HITFIGRSTUE
¥Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* FEONTAP EM2H (FIMERKISVMERTE) o
o XA LAEH TridentBackendConfig fEF F3a< HIZER Kubernetes 1T :

kubectl apply -f <updated-backend-file.yaml>

o IE ~ BT FIRAR TridentBackendConfig EAT3EH<SH CR

kubectl edit tbc <tbc-name> -n trident

* MRBIHEMRY - BIRDHEREEFTHRBEMBVAER o TRILEIT Tkubecl Get the

B <tbc-name>-o yaml -n trident] 3 kubecl#filitoc <tbc-name>-n trident) ZRAEIRECERLAFIER
[REA o
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* SRS IEAERAERIRIRE Z 18 « BIAJEF#{Tupdateds < °

fE 8 tridentctl EIE Trident i
BEARUNMEIER Ttridentctll ZR#MITRIGEIRIEE o
fERVAE- Ty

BiIz% "RinERE" » ST M8 < !

tridentctl create backend -f <backend-file> -n trident

NRBIRRERILRM « RTRIFERARE o MRIBIT T7ar < RigMRscH « UHEIRE :

tridentctl logs -n trident

RIS IEABREAENRIREZ 8 ~ IEREBRNIT lcreate) an<BIA o

kg% %
HEE Trident MIFRE M ~ BT TR
1. FEEUR IR TS -

tridentctl get backend -n trident

2. MFRER -

tridentctl delete backend <backend-name> -n trident

gnR Trident ERCE ER InfhZHEREMIRIR « BZRR(LEFT  BIMBRER RS SE ILHERE

’E REETHE - BIRREREER THFR) ARRE -

BARIRA R
AEIER Trident BRI R I « SHHIT FIIDER -

* GERSHE « AT ST
tridentctl get backend -n trident

* AREUSFRAHAER  SFRIT TS !
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tridentctl get backend -o json -n trident

BRI
BN RImERREZ R « BT e !

tridentctl update backend <backend-name> -f <backend-file> -n trident

RBHBEMAR - RRIFEFARE - R2EES T EMBIER o LA LUIT T < RIRMRCEE ~ LAFER
RE

tridentctl logs -n trident

A EARENREEZE - ERFBRHIT Tupdate) s5<BIA o

a5l (56 FA B iR A (77 48R

SR A A JsonBEIEIREIREFREE G « HAAY Ttridentctl) E#WEBEHEMG - EEEATREEREN Mg A
Al -

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

EtEARER MridentBackendConfig) EIIAYEIR o

JEIZ Trident BIREIRTE

BRARTE Trident FEIRRIGHARRE A ©

BIRRIRAVEEIR

BEZ #E “TridentBackendConfig' BIE B IREEMEBISNERHEIES X - EBIRE THIME :
* £/ Ttridentctly EIIMVEIG « RESEM TridentBackendConfigy REIE ?

* £/ lTridentBackendConfig) EIM%& il « RERIMUGER Mridentctly REIE ?

EI2 tridentctl &IHfEA TridentBackendConfig

AETERBAFEBKubernetes M EZIL TridentBackendConfigy ¥4 ~ EHiZER Ttridentctly EBIIMEBIHESIEFE
HIPER o

ERERIN TSR

* REMEEE®IR TridentBackendConfig RATCMEMERAEIIR tridentctl ©
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* fEA ltridentctly ZBIZRVFHELE « MEM TridentBackendConfigl #J4RITFTE ©
TEMEBERT « #fFEEHIRBIE « LTE Trident PHZHIEE HEF - RS EIEEAMEEIEY — |

* BB Ttridentctl) REEFEREEINEL
* BMER Ttridentctly BIIMBIRELEEIM MMridentBackendConfigl ¥t o ERRS BEkE BimS £
FB“kubedl"TIAE “tridentctl” 2R EIE o

EEFRA Tkubecll) EIETEREFEENRR - BFEERUELEFTIRA®RIHN MridentBackendConfigy ° T2
fAIEERVAREE ©

1. #3IKubernetest® o 61 Trident EEFHEE / IRFSENPTEMEEE o

2. 3137 TTridentBackendConfigl ¥1ff - EE 2 BRMESE/RFIVFEZN « 2E L —PEUIKE o
WERIEISEABRMAERE 22 (HI80 Ts.pec.backendNamel - [Isec.storagePrefix
1 ~ TsPEec.storageDriverName] %) o #78#% Pec.backendName] :REAIRBRIHAVELTE o

SER0 AR IR

L3237 TridentBackendConfig BEEEFIRENRIR « KN BEISRIRAHRE o TELEEFIA ~ RERFEAT
FllJsonTE FEIL Bl

tridentctl get backend ontap-nas-backend -n trident

fom fomm -
LBttt Fommmmme= P +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

T ittt P memem===

F oo e e +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

Fmm Fomm e
LBt P Fommmmmm== 4

cat ontap-nas-backend. json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
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"spaceReserve": "none",
"encryption": "false"
by
"labels": {
"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
by
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 1d",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"

H 821 . EiZKubernetest%®

BB SR ImEEOME ~ MU TEAIFAR :

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
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name:

type:
stringData:

ontap—-nas-backend-secret
Opaque
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident

secret/backend-tbc-ontap-san-secret created

#78%2 . 1 TridentBackendConfig CR

T—% 2 —@ lTridentBackendConfig

NAS-backend] (UNZSEAFIFFR) © BERATS FIEK ©

* HEINEIRZTEEE s.pec.backendName) FES ©

* A2 HERIGRIRAER o

© ERERM (B8) SREFEFRBRIRERNIERS

* EER2EBKubernetes SecretiZfit « MIELUAI F1R1H o

EEEERT « [TridentBackendConfig) A& FFAT :

cat backend-tbc-ontap-nas.yaml

apiVersion:
kind:

metadata:

trident.netapp.io/vl
TridentBackendConfig
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store

region: us east 1
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(TridentBackendConfig) CR~ &

=

=

BEEEEIRAR TONTAP-



storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

HER3 | MESDHUAKES TridentBackendConfig CR

7137 TTridentBackendConfigy Z1& -~ EFSERMER THIEl - CHERMERERIHHERNRBIRGTE
FIUUID o

kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fm fomm e
e o t——— +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

e e ———
ettt it L o t——— +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4d4c6-4160-99fc—-
96b3beb5ab5d7 | online | 25 |

o Fom e



IR7ERILAER Mbe-ontap-nas-backendl [TridentBackendConfigl #1452 BB R o

&12 TridentBackendConfig Zif{#F tridentctl
BIAfER Ttridentctl) 2% HEMA TridentBackendConfigl ZIZIAV#EH o IESh « RGEIES tha] LRI

& TTridentBackendConfigy - MiFERE Tpec.deletionPolicy’ | &% TREE1 - BEBILEIEFEB ridentctl) KRR
'\"_q iE A Sl
IRt iER I ©

TERO | SRR IR

B40 ~ R=&fEMA TridentBackendConfigl #2317 T3 :

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

o fom e
e e tomm - fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e et E T Fomm e
o fom—————— fom - +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%9bb-b606-
0a5315ac5f82 | online | 33 |

o fom e
e fomm - e it +

e AT LB HE—3, TridentBackendConfig BERINEBIIN BE TR IR [ HREIRAIUUID] °

E%1 . E5D deletionPolicy &%) retain

B IZRBBREE deletionPolicy ° BHREERA retain © YIEATFERMIFR CR KB
TridentBackendConfig * BIRERINEFE W olFEEETEE tridentctl ©

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain
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%

RE—ESEEEMBE TridentBackendConfigl (TridentBackendConfig) o F&sR MHFRERE) 5274 MR

&

fil

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

i PRIER TRUERRRL RER THE) ~ SRIE7EET—F -

E%2 . fff TridentBackendConfig CR

II\ __l-'L/(n\ nﬁﬁu B%

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fomsssssse s m e fomssmsmmmmama=a
et e i 1

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

frossscsscsscsassaa== frosssssasamssma=s
fess===s=s=sssesessososassssssssssssa=s fEmm====== foms====== ¥

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosssssssssss=m===== fos==============
oo e e +

B4 TridentBackendConfig ™ Trident REiFHRER - MAZERRIREIRAE o

B R EIRHEFLER
#2137 Trident FE{Zs8 &38R

2 E Kubernetes StorageClass #1143l 2 37 72485 ~ MA3E Trident Y{AIECEMLFEE o

%5

=

=1

7 Kubernetes StorageClass #J{4

12

"Kubernetes StorageClass #)14+"#& Trident #5|A=ZiERFRERAMNBEIREETZT  WIET Trident WA EIREC

Volume ° 40 :
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

WEFEFRER AR E SR ME N PersistentVolumeClaim ~ MK Trident BLBHAEERNZRE ~ 352
B"KubernetesH Trident¥{4" o

B #FLER
#1I StorageClass ¥+ 2% ~ BRI ETFAER] o [FEFAEREH] IR —EERI UIERTUERBIE A A

1. &= Kubernetes ¥ + 35/ kubectl fEKubernetesH#2IL °

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. REEEZETE Kubernetes F Trident FEIEFEF * base-csi* 577487 ~ M Trident B ELERIE HFR
FIELEER o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

"items": [
{
"Config": {
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"version": "1V,

"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggrd"

(ErezaplEal
Trident 12 IS E R IHNE B FEEFEER" ©
FHE ~ eI LI4REE sample-input/storage-class-csi.yaml.templ ZEEFZTHEMT I EVCHIFEZE

BACKEND TYPE f#{Z5REITZ T\ 478 o

./tridentctl -n trident get backend

fommmmmmmemaa fommmmm s me e fo e e e e e e e e e e ce e e e
T e 1

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

frossssssssm=== frossssmmmmmmsae=s e
f=======c fEm=mmeme== F

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

foss=ms=m===== e fEmsmesessesossssssssssssssessososs====
e frommmem e +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify  BACKEND TYPE  with the storage driver field above (e.g.,

ontap-nas)
vi sample-input/storage-class-basic-csi.yaml
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E12 Trident FEERELER

CEINRERA RS  SERRNUEIR - ARERIES - SRR
IR

EIRIR AR EFER
s BERRIEAEMKubernetes#1Z5ER! ~ FHHIT FIIGH< ¢

kubectl get storageclass

* BEREKubernetesfEFLEREEHAER « SBHIT FIGHST ¢

kubectl get storageclass <storage-class> -o json

+ EEIR Trident BIES HIEER - HHTFIIRS :

tridentctl get storageclass

* BERAA Trident RD HFHEMFHEEN « FRIT &GS !

tridentctl get storageclass <storage-class> -o json

TRk EER!

Kubernetes 1.63#18 7 52 E TERAEFLARIRITIAE - MMREAERT FHEHIREES) (Pvc) HisE—E - 8l
IEREFENGAREE FHEHRE, -

* [EfATFAERERERD « #& shorageclass.Kubernetes.|O/as-default-Class) :1#Es&Atrue ~ LUEEHTERFH1FLE
Bl o IRIBRNE ~ ERIEMERX A EEMZET S HEESR -

* WRAILMER TYan < ~ RIRANRFERNREATRRIHEFER -

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

Bkt « S AT LUERR T an < B BRTER 77 4RR!5E2

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

TridentZKREAEHFR A B S ULHEERIEA

274



s FBEP—RAEE—EFERFETFLER o KubernetesTERAT LI RYGRRIGHES ZERFLER « BE
i TR A NN E 2R A AR HFER % -
E il e sl s g v

SR LARER JSON ZREIZRIRIELRAEEA) « HERERE “tridentct H#HH Trident Bis¥ s - EE(ERA jq°
TARERERZENARRER

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]"’
LillESEEZ =Y

L EfKubernetesPRrFEAFEER ~ BT A< !
kubectl delete storageclass <storage-class>

l<storage —class>'| FECXFRIGAVGETZEER! o

FB I FEEEN B N RERIEE I RITAE « Trident FGEESIRELEHERE o
Trident ¥ EH 7 WL ERBIFHITER £sType © ¥70 iISCSI i ~ 3% StorageClass &

EE e BHIHIT parameters. fsType © EREZMIBRIRAR StorageClasses ~ AR FERIEEN A NE
HEILEM parameters. fsType ©

BREAE N EIEMEE
BCE Trident Volume

#2137 PersistentVolume Claim (PVC) » {ERHEER Kubernetes StorageClass EX1F
BY PV ° A1 ~ 8BTS PV #8E Pod o

B
HE

https://kubernetes.io/docs/concepts/storage/persistent-
volumes [" PersistentVolume Claim""] ( pvc ) BFEEEEL persistentvVolume

HYEEK o
Al PVC REBERFEFHEA/NHFEUET - £REEIES AILUERAERIBY StorageClass ZRIZHIiEBEE
PersistentVolume A/NITFEVRIUAIREIR ~ BIANZAAESARTS B4R ©

3L PVC 218 > IS AR HAIRESE A Pod o
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#iL PVC

$ER
1. 3L PVC o

kubectl create -f pvc.yaml
2. FE:R PVC #RAE ©
kubectl get pvc

STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

NAME
pv-name 1G1i RWO 5m

pvc-storage Bound

1. RHFR@EEA Pod ©

kubectl create -f pv-pod.yaml

&t AT AR ESIEEE kubectl get pod --watch©
2. BERRHREEREE L /my/mount /path ©

kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. fTIRTERILAMIER Pod © Pod R FBFE « BZHFERNERE -

ANy

kubectl delete pod pv-pod

HHOEMFE

EE

V¥ PersistentVolume Claim 35| &E 58
BLEHFIZEERE AR PVC 4HAREETS o

B]77HEX RWO 9 PVC
IEEEHIEETR AR rwo FEVEREZ PVC - Bldn$afY StorageClass #8RAlE basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
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name: pvc-storage
spec:

accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: basic-csi

$%F NVMe / TCP 9 PVC
ItEEEFIZET NVMe / TCP B9EZs PVC ~ WiieitEdds% StorageClass FHREERY rwo FEY protection-gold ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

V Pod B 5B
BLEEHIRETAS PVC EIEE Pod BIEZANAEAE o

BAAERE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
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- mountPath: "/my/mount/path"

name: storage

E 7K NVMe / TCP #BRE

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

B AN B B B4R E ATl PersistentVolumeClaim ~ M IES| Trident BLBHAIEEN R E -~ 32
B"KubernetesF Trident4{4" o

BEERE

¢ Trident 26.06 FA%S @ RFEESVUUETFEEIFEETINERT » 15 iSCS| if&E
FREMtZEI =485 ONTAP REABIRE ONTAP EiEEHIRS o eI LUE#E
“TridentVolumeMove' BsT&ERE “tridentctr HFR A RUEE X FRANEKRZE) > Trident &5
i ONTAP F1FEHE - FEfR /0 A& kR -

=2
MR E BB ThAETE Y iISCSI| HAREE Y “ontap-san EEFIFZ T, o F323E NVMe 1 NAS % °
EREIUIEE 2R ARATE TIEXK !

* #&infEA “ontap-san EEENFZTLIEEC ONTAP REST AP ©

* ONTAP E&EZE/VEMIEHIR

* THEAUTHP SRS !
° MMRFEMAERABET ONTAP At > BIFEZE ONTAP 9.19.1 SiESARA ©
° BHA ONTAP IRAEFPHNHEEIRE/RE o
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TFIRE

Trident §7£[F— ONTAP sEANMEEZ BREHERE (LUN) o EERBEIZA] > Trident BEBRMIE
HIEHTHY ISCSI RS - BURARICTTF » LIHEREMS RICRE B RIFFEL - ONTAP SERUEENE » Trident
BIPRERIIIIREEAE o

Trident 3@ TridentVolumeMove HIRA A RN —BEFIARGRERENISE) - LUEL AT LIEHBENERE -

BENEERE
AR eNUE

1. RENEREH PV BULTE o PV LTBtH EREERNRTE o

2. ¢ ONTAP =& » i TxHERE BRI (ORIR) HiBGH Aggregate » ABIEZBRIM (B1F) EHZ4AN
Aggregate °

BT E)
B A EEBRI L - MiB A EEE AR "TridentVolumeMove BiR > BiR&TBENA PV 478 o

£ tridentctl

tridentctl create volume-move \
--volume pvc-8a814d62-bd58-4253-b0d1-82£2885db671 \
--source-node ontap-node-01 \
--source-pool aggrl node0l \
--target-node ontap-node-02 \
--target-pool aggrl node02 \
-n trident

‘tvm' 2 “volume-move BYFI% o i “--delete-after-success 10m BRI EEN AR IH1E EEIMIFRE R ©

{£F TridentVolumeMove &7

apiVersion: trident.netapp.io/vl
kind: TridentVolumeMove
metadata:
name: pvc-8a814d62-bd58-4253-b0d1-82f2885db671 # the PV to move
namespace: trident
spec:
sourceNode: ontap-node-01
sourcePool: aggrl node0l
targetNode: ontap-node-02
targetPool: aggrl node02
# deleteAfterSuccess: 10m # optional

FERZER .
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kubectl apply -f tridentvolumemove.yaml

AR (L

sourceNode / targetNode

ONTAP £igh%f8 (F=& UUID) o

sourcePool / targetPool

ONTAP aggregate %78 o

deleteAfterSuccess

PIEERHERIR > HI80 30s 80 " 10m° BREAS 0 AIAZEIMIFRER > HERAIFIREEIR

BEREH

fEF “tvm f§#8 “tridentvolumemove IBHLERE :

kubectl get tridentvolumemove -n trident

AEREEFERENSEMNER > FHEAER

kubectl describe tridentvolumemove <pv-name> -n trident

7£ "Moving AKEEHAR » BEREE AT ARIFFFEEZEMIHF » (K% ONTAP AR E— LR SE e A B IR @ BY3E
% o ATHRRELETE > Trident B7F Trident $Z=HI28F0 Trident 252 RT3 - SEREBKEHITUTSER
» B4& 1L “Succeeded BX "Failed 453k ©

Pending Trident 12 W ERERBNER » MERBEAFEEE ZAINEMEN
Bl o

ControllerStaging Trident EEFBIZNE - ©EFBEHINHEENEHES] LUN > IE
# Kubernetes » LUEH SR ENBL EHT RN BN RFRESN AR E IEHERV (U E

NodeStaging EEERE T ZMEERN T E > Trident 2% BIZ 8 AR RIS
IWEIHAREEE » LUE pod B9 1/0 A ATEMARER IS EAREETT o

Moving ONTAP #tiifk & ERHE B A E] B 1Z Aggregate © & BiERF R R AVPE
G B{E:BIZH ONTAP BII5ER » Trident 2EgsE E 5T © TEUEARER
TREFRBEVEER o

ControllerUnstaging BERIEEIE TR © Trident B3 Kubernetes > {EFREEARAE BRI TR ER 1K
» ZR1BTE LUN BUBBRSGY IR REABL IV EF T E ©

NodeUnstaging EESE8TH L > Trident SRRFRBEFAVICREE o 1% F I RBEREE

» ZRCEE A B REETIR 4 /0 BRFS -
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(U

Succeeded HIREE 2RI EBZMUEL L4F © Trident Z1RE
TridentVolumeMove BiR > HEUMNRKEZET
‘deleteAfterSuccess * BZ BENEEMIER o

Failed FAIRAEBVEEER ERUBIS IR (R LE BV EARLE) © Trident ERHIR &R
MEWEESENF > WRBERURERAR - FEERHERAS » EER
KREA > MFFEER > AR\ —RK o

It " .status.attachments /EE FHR S EMTIERLEH state I PRVEE :

RHIIRES BE&

Pending ENFEE AR EER ; TIEH KRR -

Bridged ERARZINTIE BRI o

Migrated MERTEEHEAEE IR MRS ©

Cleaned TEEREE P RSPRIBRFAIZRIRERE ©

Detached TR EBRRRE DR » WHIRTEE—DERZI > M Trident IETEET
LERESEEGFET I -

Failed HEERRE M IRAR IR TEER « SEEEMES o

HIEREEIR

WMELRET deleteAfterSuccess ® Trident EEENRIFEIR c THI > ERILUUFENMIRR o« EEREFE—HEIEE
WITR—RBIZA > AREZMIEE R EEERER TridentVolumeMove #REERVEIR » i "Succeeded
B2 Failed #REE o

st Trident A& EHEIMIPREBAIFEH  Trident & “Failed BiR1R B A&IEZ:CH c EEREKRRERE > 55

8 FEEAZ A FHMRZER ©

&7 Trident Volume

TridentZ Kubernetes (A& IR T ER IR ERIEFTHEIEENSES - SIEMIER
iISCSI ~ NFS » SMB ~ NVMe/TCP #1 FC HiIEEFREEMECERE ©

ERHiSCSI Volume

AR TSCSIBERRCERT RIBFTISCSIHHEHIFE (PV) o

iISCSIFIE&@ETRZIE lTontap—sanl + TONTAP—san#&i#1 « [Poolidfire—san) Z£EEEHTE

3 I« EEKubernetes 1.16 R EHARZS o

HER1 . 3B E StorageClassL{ZEVolumelE 7

#REE StorageClass EFELUEEE allowVolumeExpansion I ZE true ©
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cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

HNBTF1ERIStorageClass ~ :a4REE LIS lowalumVolume Expansion) 28 o

H B2 . ERIGE AIStorageClass I —{EK A B HFRH

458 PVC BRI EFT spec.resources.requests. storage MURMEHIFAEAR/N » IER/NABRIRRIAK

/o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: ontap-san

Trident §#171F48 Volume (PV) -~ WG HEBIERFEE Volume Claim (PVC ) #ERgE# o

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv
NAME CAPACITY ACCESS MODES
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RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO
Delete Bound default/san-pvc ontap-san 10s

FER3 | EE—EEIZEPVcHYPod
& PV MI0ZE Pod ~ LUEREEE K/ o FAEEISCSI PV K/ NEMEB R -

* TNER PV HINZE Pod - Trident BERFRIGIETHIEE « ENBHEE « WARERZRRKIA)

* EESABERMN PV BIANEF « Trident BTEEFERIGIRETHIEE o ER KA EREIREHEEPodz
% ~ Trident@EEFRHEE T SHARERRALBIA o 8% - KubernetesBEIETRIEEMINTRE B
PV o

TEULEERPR ~ SR Tshan -PVe) BIPod °

kubectl get pod
NAME READY STATUS RESTARTS AGE

ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$E4 : EFIPV
HERER1GERIIE2GIHPVAN ~ 354REEPVCES ~ 1§ sec.resumes.requests.storagel EH#52Gi o

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be

ignored,
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# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

RS | BREEIRT

B[ LSS PVC ~ PV # Trident Volume BYA/N ~ WUESBIERERIEREE !

kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82f2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO

Delete Bound default/san-pvc ontap-san 12m
tridentctl get volumes -n trident
it R Fommm———= o

e —————— e ————————————— - —————— f————————— +
| NAME | SIZE | STORAGE CLASS |
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PROTOCOL | BACKEND UUID | STATE | MANAGED |
o fomm - frmmm e
fomm - Tt tomm tomm - +

| pvc-8a814d62-bd558-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |

block | a9b7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
e et T tommm - o
tomm - et tomm - e it +

ERIFC Volume

WA AR CSI BEIRACETZTURIETE FC 548 Volume (PV) o

Eoa ERE#FETLZ#E FC Volume #EFE ontap-san » BE Kubernetes 1.16 KB HhRZs ©

$ER1 | 35 7E StorageClassLAZ1EVolume&E st

#REE StorageClass EEURTE allowVolumeExpansion HfiZE true °

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

HIBEFERIStorageClass ~ saAREELLIEMUEE TowalumVolume Expansion) 2 o

EF2 . ERITEIIStorageClassE I — KA E R AR B

4REE PVC & EHT spec.resources.requests.storage LURMTBIFTE

I\ o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: san-pvc

spec:

NS IERNAZARIRIRIER
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accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident §#171F4 Volume (PV) -~ WG HEB RS Volume Claim (PVC ) #BREHE o

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

FEE3 | EE—EEZEEPVCcHIPod
& PV MiINZE Pod ~ LUERE K/ - BE FC PV WX/NEREER :
- 1% PV HAIE Pod ~ Trident STEMAFEIBISTERALE « EIRAIEE « ERERAGIIAN o
* BESFEKRMNN PV BIANEE » Trident BEEFFERIGETHIEE o T kA ERELIEHEEPodZ

% ~ Trident@ EMFHEE W EHABEZRFHIAR/N o 8% - KubernetesB7ERITIFEEMINTTALE ~ B
HPVCA/ o

TEUEEEAF ~ FEIFER Tshan -PVel BIPod °

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
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volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

SHERA . REIPV
++§

13

AEE1GIIERILE2GIHIPVA/ ~ sB4REPVCES ~ W4 sec.resumes.requests.storage] F#42Gi o

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '"#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#
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HERS | BRsEiE R

R LUEZE PVC ~ PV # Trident Volume B9A/N ~ WUESBIE R E R IEEEE ¢

kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£f2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

o e e mesesese s s s s s e s o= o=
Fommmmmomo= o memeressrrrrrrrrssercreeee e me s Fommemmoe e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommemmmrmsmerrrrrrrrrre s re e ee e em o oo Fommmemememeoes
Fommmmmmm== ettt fommmmm== o= +
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
Fommmmememsesseseses s s s s e o= o=
Fommmomomme Fommomemeressrsreemenessosoeseeoomomoms Fomommmme e e +

ERINFS Volume

TridentXZ 18 A B EB NFS PV 878 A £ © ontap-nas ’ ontap-nas-economy ’> ontap-nas-
flexgroup ° M ‘azure-netapp-files & o

HEE1 | FBEStorageClass L 1EVolumelE s

EEFAENFS PVHIA/N ~ BIEE B A TowiEVolume Expansion) HNIRES Ttruel ~ LIRERFETZEERILL
RFHIREET

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
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allowVolumeExpansion: true

gnR

iR

on

BT TRBIUEENETFER - REMR Tkubecl Edit storageclass') RAREIRA N EFLER  BIA]

ETHIRERET -

S ER2 : EREGEIIMStorageClassE I —EK A E R AFRE

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim

apiVersion: vl

metadata:

n

ame: ontapnas20mb

spec:

accessModes:
- ReadWriteOnce

resources:

requests:
storage: 20Mi

storageClassName: ontapnas

Tridentf&s%#5% PVC 21 —1E 20 MiB BJ NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2mé2s

T3 | RFPV

EEHEILMN 20 MiB PV %% 1 GiB > 554888 PVC IR E “spec.resources.requests.storage’ = 1 GiB :

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab-ab56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

TER4 | BRRIETE
I LAEE PVC ~ PV # Trident Volume B A/ ~ LRSS AR/ NETIEREE :

kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas dm44s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004d£fdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£f3d561-b199-11e9-8d9f-5254004dfdb7 1G1i RWO

Delete Bound default/ontapnas20mb ontapnas
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5m35s

tridentctl get volume pvc-08£3d561-0199-11e9-8d9f-5254004dfdb7 -n trident

frosssscesme s m e e oo s e a e e e e s e e o=
fre=====m==s e R et fre=m====s fremmmeme== WF
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
fosss=ssss=sssesessssosssosossssssss=ssss=s fremmmeme=s e b L
fmmmmmmm==a R fmmmmm==e femememaae +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | c5a6f6ad4-b052-423b-80d4-8fb491alda22 | online | true |

R e S ataat fommmema=e fommmmmma e
fressmm=am=s frommoeesosscs s e e m s e e e e fre=m=m==s e X

T % RWX NVMe FZ4EPRHE!

£ NVMe tHEB ReadWriteMany (RWX) WiERERVIETT EIRHI A EMKIEE 64 (B
2o UTAAEIEELIRE « BBETEP &M NVMe FR 4254 « Wit T R RS

B o

T f# 64 EREEPRE]

MRIEITHAE ReadWriteMany (RWX) HERE&EE NVMe t3E—EFER > BB — RWX NVMe HREE REETE
Kubernetes B 5 HP#iEE1E 64 {EEIRHME ©

TELHBIA 64 (AR EHEFZHE4EE RWX NVMe PersistentVolumeClaim I T{E& & o

IEFREBIEFERER NVMe EEIZER RWX Volume ©

T NVMe T R#FEHER

SEMEE FRFRE (Trident 26.02 Z AAYRRAS)

£ Trident 26.02 Z FIBVRRZASH » RWX NVMe R & IR SEHE & F R RIERETARE - &8 RWX NVMe
IR EEFEIFES] ONTAP EEEM NVMe F 245 o

IEARBYEESARG B > (Er[ER M IREIEUR o AR Kubernetes R » FRAFIEFIR R FRIFED » HAEE
RWX HitR @ Z LA —EERAFRA

BFRMEDR (£ Trident 26.02 5| A)

¢ Trident 26.02 Bi#A ° RWX NVMe HEIREFERARZABRFRAIER o Z{E RWX NVMe iR E H R —1E
NVMe F &%t o

BEBRFARRZ IR 1024 @Azl (MRKE) o BEAEERET RWX TIFR#HATERE - WFE
T#E) ONTAP F &M IREIRIAIHEME -

18 RWX NVMe it E R %2 1E 64 EEIZ, o

291



A B! #E ERAEAR
UNRAFREER LM RWX NVMe Volume > BIREEBRIFEMUL T RISE:SR ¢

Maximum number of controllers reached. No more controllers can be created.

BRIV EIZEE] ONTAP NVMe F R 414 22R4E] o

R F R AR PRE SRR
AERWSEMIRE T RAHIRE] - WHRBRFRFERE > FARE Trident 26.02 S EHTHRZS ©

FH4& Trident UERB T RAIEE
EERBFRAERERR RWX NVMe BIRE :

1. # Trident F+4R %! 26.02 EHARAS o

2. BERBEER RWX NVMe HEHEER Pod &R #SEEA o

3. BEsli9A TIFEMIELEER RWX NVMe HIRE -
4. 4% Pod EHIRE -

IEERRENIERF AT RE RIE B AR F R AREHIIN RWX NVMe HAERE o

* WIREMEBEBER NVMe EEER RWX Volume ©
* 518 RWX NVMe HERE&ERY 64 SRELFREIEA o
s HihzEEXMEMERIREAZTRE o

e s RTTIE

Trident FEi@ie = ZEHERENTE N 2 BBV T R IG R IZEHIZSAIRTHETT 4 o BUREESIZSR]
EFT 4% > Trident THI23 W 1TRIBFAFEE > MIEFFMERIE » tMiesEE XS LT
B2 Kubernetes IRIEHMERIES o

EBER) > sHHEE ML Trident BEBNFE TV IETU S M SIRIEHI S A HRFEME > MILEERENFZTTE Trident 26.10 FRLUKL
MTAEMRBIFZ IR - SABNEMEREREERRL EEEE < 1ZH B ER AR A EAMREE

RIS HE R

EfIER R

PERISS FIRRIE IS Trident 1EHIZRAESINITRIZZ[EREEFIRGE - MARREMBTIELENRE—REZR - &
LR (P ELIRHAER @ BVERIL ~ MUBRANGREEA/) ; IRERRVZRILAMIPR ; HEREREHMBUHES ; UARBRIKER

BERFB RIS IIRTE 1R » HARMEEEMZ IR TIRIEREERETT - EUUIREEME » ARk
PersistentVolumeClaim # VolumeSnapshot 12/EHE R ZIRIE TR IRIRVERFRT o
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BR1TA (BRIURT)

FARIBAT o Trident =GB —RERIE—EIEE - BERIL - MIFF ~ ABARNHIRIRBRTHE » Trident 7 EF
YRERIZ T —EREK - BRITIRINEA RENTRRSIEEL - BEEMERRTE -

HRAZHIFEHMNS » RIENEES - EEHIIEE FHUREEENREER » 7+ RAEHSIERGE

EFISER YR IR
Trident ZIEREINAE FRIVIEFIZ BT - UBRAENHEFEESER
EXETT
W FEBENFEINIE Trident 26.10 IETChR ST IR HI2SHETTIE
TONTAP-SANJ
TONTAP-NAS
* (ONTAP-NANASZZZE)
FTONTAP-NAA-flexgroup
* (ONTAP-san#&i#)
®* google-cloud-netapp-volumes

* {azure-NetApp-filfiz)

lolidfire - sanJ

The google-cloud-netapp-volumes’ M google-cloud-netapp-volumes—-san" E&Eh
Et BXARE o Trident £%3#E “google-cloud-netapp-volumes °© sA7)7E & imbc & oy &2+
f£H google-cloud-netapp-volumes-san ©
T ERENZTNIE Trident 26.10 AR MTTREETHAE RV S iR HI SR IR e -
* asa-r2 (SAN #1 NVMe)
ZREEXFELUTIRS :

* PR B ThEE(E R R FR AR -
* ITATEERERAME ©
* NetApp FEZRTEEIRIZPER ©
enableConcurrency FUEEA T

B 1&H% "enableConcurrency s8R E 4 "true’ B » Trident B1EIEFISR EENFIERIRERIMITRIE o LR E SRR
ERRFARE o BASEHER R inIE RSB 2 URUR LEIhRE o

BEEAENR REUAERENRIMTAERBERNEEER - MREMRIRER T A ENESEN
> Trident i EERNE) » B Trident NG EA A IREENZVEIE
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ERIERE > BN ENEE TAER N HRAESE NN R - EBERRARTM
xRz Al

5= RYFRIERISS rIHRTE It 2 Al » SEFERTFR A B AR E R 1R Indl (5 A IETURR BN R T TR B hi 75 BE FR R BR 072
i o MREMRIFER T A SHRAVERENIZR - B ZINAER Trident i ECERRED o

AERTRRAEESRBERS IR -

YNRITHVIRIR 3

EEARENRESEN 0 BIERSEEFERE - BAERIZSRAETMSE -
EREMAZIRMESIE RIFTERBIIER - F7IRBERRARTE M
RIZRFEERERE REFARFYIRT o

ERRR RIS RTE

It “enableConcurrency 4B A& EIE A FEFIEHIZFAV AT E TR M © WHAJBTE Trident ZEEHARI S EFTIRA 2PE FFERME
RS FRIEEETS o

Trident 12FIZNE=E

B E(HF Trident operator EUBIEFIZHET M > 557F TridentOrchestrator BE]J&ER (CR) A

)
enableConcurrency BREA true ©

MR

JEIE4REE TridentOrchestrator CR Mif¥ enableConcurrency REA true .

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

namespace: trident

enableConcurrency: true

ERCR :

kubectl apply -f tridentorchestrator cr.yaml

RERE

¥I8A TridentOrchestrator CR EITIER » LUBUREZEHIZZAIETM ©
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kubectl patch torc trident --type=merge -p
'{"spec":{"enableConcurrency":true}}'

HESR Trident @S ER T UEKRE -

kubectl get torc trident -o

jsonpath='{.status.currentInstallationParams.enableConcurrency}"’

Helm &

EE(HH Helm EYFEZEHRIZSAIIE T M » 5518 enableConcurrency B4 true ©

Wk
helm install trident netapp-trident/trident-operator --namespace trident
-—create—-namespace --set enableConcurrency=true

RARE
helm upgrade trident netapp-trident/trident-operator —--namespace trident

—--set enableConcurrency=true

& > £85I values.yaml #8ZEH > #§ enableConcurrency sREA true !

# values.yaml

enableConcurrency: true

RREBEERETRENAR

helm install trident netapp-trident/trident-operator --namespace trident
—-—create-namespace -f values.yaml

Tridentctl 2fZ

EERNABERISSTIETR M tridentetl » SATEZEEHARIEIE --enable-concurrency 1258 ©

WA

tridentctl install -n trident --enable-concurrency
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RARE

EERRA tridentct FPBFRUBIERIZR IR » SFIEFRZE Trident MifEMA TR EMRLE !

tridentctl uninstall -n trident

tridentctl install -n trident --enable-concurrency

SRR R B R
RYFRERISS AIHETE IR » 558858 Trident HERIZRE R AL BETVEE o I EHEHIZE Pod BEE -

kubectl logs -n trident deploy/trident-controller | grep -i concurrency

BHERES—ERFEE > BTSRRI °

WATITA
ERFR1EHISIPIHE TR 12 » Trident ZEHISRFERA TI1T% ¢

* Trident i B —2I$HE A MR EIER ZIREE
* Trident BMESHERIE RREREETRINE » LUERFER—E1% -
© ENERENE NI R E M E R EBURERIFETT o
* Trident #&EEIE LIF AYE1T ONTAP API 53RPRHIZ 20 1B » WML BIRHERGBE
s MRZEBBHARE—EEIE LIF > BIEfIEAE 20 REFERMRH] o
R EIEF RS
LT 25E AR Trident 26.10 RAVIEHIZS AT BT ¢
© RIS R M E R E B TR EMRMTEE REPREZN - NFHMEN > 525 B ZA
* Trident ¥EHIZSTEASPEERLITIEE o LEARATFIREERE IR EN LI TIRE] o
* BRATSBURNAMERNHTERSER « BiRLEIERE Kubernetes API EIARZIRLAE ©
* BB EIENRIRHEERANEEH o
* FRIEEFE A2 FT BB 1T AL AR o
* EffrfEENREERER TS aH T A EREAEE - BARIRAZ MHNTARESBREIE o
© BRIEATHT o @A IR ERTAEE NI © 151RA BRI AE R BRI HRAVIR R o
et
RR PRI 2R R E TR M 2 AT > SATERUA T ER -
1. ERESEDRENRIHHERERRIEMTASEREERHREER o
2. EREFRANEERIEZA > REFEESEPETUR
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S EREER - AMTIERIR IR ERA
TEfEREHIRTREMNR - FREUT—ARES :

* HRRESUERMENEERE » AEAEATAMESRER -
* ERFFEEREFERMTAERESZT

© RIFREER > BEiERImANIEH a3 RIRKAE

* FEEEFCNRPRERFIER

BEtEiR &R

HEFEEIEFTINAE IR Trident Be B RHEMIE &SN EEFRAEEIETENEERE
BHER o ILIhAErIFREEERSH - WHBIINP LIRS EXFMENNERENPE - B8
FEIR @3B 7T 2 1F R Autogrow Policies BEERY o Autogrow Policy FE % -

R ETREARERE

* W EERNE

* IR AETNRAA/N

Trident Autogrow JREJZ#E7E PVC o Z81 "ONTAP Volume HEIFEZERIE" FFE » BEZWTER FlexVol IR
B PVC K/ o

B

=t HBIAE R ERRENER  HIREA/NEBEEM - MIREX/IVKEREBEREL

GREEDHRERT A  ARESEUTER :

* Trident 26.02 s¢EH#THRZS
* ERAGWEFEUETIHER » AL TridentAutogrowPolicy BFIEIR
* StorageClasses BiCE allowVolumeExpansion: true
* ZHRH ONTAP BHAIGE
° HERRIER R4 (NFS)
° HARAER VLB ARANE (ISCSI)
o JEfERMEIREESENE (NVMe)
° JHIBEWE (FCP)

PRI

* ONTAP 9.16.1 ZAiTH#J ONTAP Non-Volatile Memory Express [RIA& RIEIEE R IEEHIBT o

* HNEFEEIHEREIER » 1R growthAmount /NAHFER 50 mebibytes ’ Trident EIEREKR/)
ZHIBEEZEEMNE] 51 mebibytes ’ AIlRRELRNAR/NRER "maxSize o

* ERMIRIET 0 ARHIRE R GERITS 0 BERTSER SR AR ERAMREER
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* B EED maxSize' B > AT ERELERER
* TEEEHEEIBETIVENGE -
° MRRIERERS (NFS)
o HEPRAEER/ NS R TE (iISCSI)
° FHERMEIERSENAE (NVMe)
° MIBERTE (FCP)
A EEERRRAEMIEE
Autogrow Policy RJATEMEIE REITRE -
* EFEHERER | REFMEMEENTERE (AR
* PVC %4k . BEREFEERE (EFAFH)
#2317 Autogrow KB
BEE RRE MR EIEEN A ERRERESIERUEE -
AERTCEAMRE
* B4 Trident 26.02 S{E Ak
ERAENERUEHIRERR » ANEIL TridentAutogrowPolicy Bif
* THRI(FaHMRREER
Autogrow Policy B#& 7 B BE T EN AR SHRRERNAIEBNIET ©
ISR ATE TAERAZ PRV AP B BE IL Autogrow ZRES !

* 1£AI% StorageClasses L& ~ A
* StorageClasses F1EZ &
c icEMEEZE

EREEEECENEAEMBIUIRAERNER TSI ABBIER -

BN RRERE

Autogrow Policies  Kubernetes HETE R » E&EWMF :

1R BILE =52 WE 5l

258 M — [ BI) 35 B RE F8 21 production-db-policy
usedThres EEIBEFRINAERDLE BALFE =28 "80%"

hold =2

growthAm ZZ|FRFUERAVIZRE BOkE & "10%" & "5Gi"

ount PN
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ki BILE 520 WE g A

maxSize R AR AR Kubernete & "500Gi" PR
s Bl&

#17 Autogrow RB&

HER

1. #IIEF Autogrow Policy Y YAML #&22 :

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"
maxSize: "500Gi"

2. BRAVERAELHRE

kubectl apply -f autogrow-policy.yaml

3. FENRIREEN ¢

kubectl get tridentautogrowpolicy standard-autogrow

TEHREA
NAME USED THRESHOLD GROWTH AMOUNT STATE
standard-autogrow 80% 10% Success

BIJRAE ~ Trident @R R ISR 7 H P —EIRAE

ARRR s REXRNTE
582 RESEERE » AILURAGER © .

K R ZIBREEHER o BB AEERRAE ©
il MIBREREEfE&EITH © FERFTTH °
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HEEL 5k EL StorageClass 2217 Rt

fEOILU# M trident .netapp.io/autogrowPolicy sEfE#F Autogrow Policy £ StorageClass RBaEEEZR o Ffr
Btz StorageClass Br & HIRLHR & BB 4 K GZ RS o

=¥ StorageClass W7BEH allowVolumeExpansion: true ©

TER
1. BIISEX#E Autogrow Policy 31##9 StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

2. FER StorageClass :

kubectl apply -f storageclass.yaml

3. BEE iR

kubectl get storageclass ontap-gold -o

jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

TRHRE

production-db-policy

BEREBSIER
& StorageClass fl PVC L#E T BB R RIS EEARRF > Trident EFAA TESCRRRY ¢

1. *PVC B84 - *INR PVC 28 trident.netapp.io/autogrowPolicy > BIIA4REAZIE °
2. StorageClass =H#(ZEAI PVC R A RIIER ©
3. MMEMEEZAFME - BIAREEH Autogrow Policy ©
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StorageClass 31f# PVC 7%
trident.netapp.io/a KT

utogrowPolicy:
standard-agp

trident.netapp.io/a
utogrowPolicy:
standard-agp

trident.netapp.
utogrowPolicy:
logs-policy

trident.netapp.io/a trident.netapp.

utogrowPolicy: utogrowPolicy:

standard-agp "none"

REEE trident.netapp.
utogrowPolicy:
policy

#ERESEA

io/a

io/a

io/a
dev-

BRITH

A& standard-agp °

A logs-policy (PVC B% StorageClass) °

mELRRE (PVC EREIMER)

%R dev-policy°

EEFMRECR

U TFEFIRR T ARFEREE THE R Autogrow Policy BRE °

FEBERERRTRA
apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: production-db-policy
spec:
usedThreshold: "75%"
growthAmount: "20%"
maxSize: "5Ti"

BAEEERIEEMAFHT

apiVersion: trident.netapp.io/vl

kind: TridentAutogrowPolicy

metadata:
name: log-storage-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"
maxSize: "100Gi"

o}
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B afERRENR/NRA

K&
&5

BT "growthAmount #] *maxSize B » Trident EHTERRAI(10% RE « EEAX/)

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: logs-policy
spec:

usedThreshold: "85%"

E5 85T maxSize fE:% growthAmount FIZREE

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: default-ga-policy

spec:
usedThreshold: "70%"
maxSize: "100Gi"

#FRBIRVFEIRRL R maxSize

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: aggressive-growth-policy
spec:

usedThreshold: "80%"

growthAmount: "150%"

B2/ BEEDLERERR

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: precise-policy
spec:
usedThreshold: "80.28%"
growthAmount: "10.65%"
maxSize: "100Gi"
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2 THENEEDL c EEIEEBB=(I/NE > Trident ERFHENEAAZT/NAERB =L o
NAS StorageClass E 5B RINAE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas-—-autogrow

annotations:

trident.netapp.io/autogrowPolicy: "standard-autogrow"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"

allowVolumeExpansion: true

A aHLRINGEN SAN StorageClass

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"

allowVolumeExpansion: true

% 7F ONTAP Volume BHEFEEIFIE

H/E Trident UTEZIBFEFEM Volume B FlexVol Volume _ERIF ONTAP Volume BEh:E%EE
FHIE o EEATRIZETRTEMNEERER > ONTAP € B&HE FlexVol IERER AR/ © &
A A RBIHEEFEAIRHEEINMIEE » MEEFHHE FlexVol BIK/ ©

ONTAP Volume BE#FAERIEE DT IEINE IR FlexVol ; EARAGELE PersistentVolumeClaim (PVC) K/ o 528
"Trident Autogrow [REI]" R[E] » BEEHEF PVC ©

Trident 717 ~ R HHE Volume UREAEEIER Volume Ff » SERRBIFBEREBIRERE °

* Trident 26.10 SLESHRA ©
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* THEEEFEZ— -
° ontap-san BI{#EA iSCSI » NVMe & Fibre Channel B#it#E (FCP) o
° ontap-san-economy {3 iSCSI

* ZHIERE ONTAP :

o HAER ONTAP REST API B9f&i% » 822 ONTAP 9.12.1 ERTARZS © NVMe RBimuiBIER ONTAP
REST API ¢

o HFAMER ONTAPI (ZAPI) B9 » 1Efa] Trident x3EHY ONTAP HRZISTE] o s52E0 Trident ZE3K" o

PR

* ONTAP Volume BENAEIRIERZHE/)\ FlexVols ©
* HEERRAEESRBIHRTEN - BIUSITEMNER » UWEHBAREMN T EEHERARRMNEE

* ONTAP Volume BENAEEIRIETE ONTAP NAS EEEIFET( « ASA 2 R4t « NetApp AFX S EfthfZFR T
ONTAP %#t » LB Google Cloud NetApp Volumes ERZH1E o SLEARREMIB IR SR o

* ONTAP Volume BENREMRIERZIE TridentMirrorRelationship #8581 MetroCluster B8 o Trident A& FH
IFIELE4RRE ©

* {/? ontap-san-economy > ‘maximumSize 4B B DL ©

* HIX ontap-san » BHBY "'maximumSize AJER AR o MNREIx FlexVol WA HBBZ RG] » BT
¥&5t PVC S &K -

* —{& ontap-san-economy FlexVol AL EEZ1E PVC BY LUN ° &k Volume EEEN 1§ B AR IHEI B 5
REFRIERTEERAEEE FlexVol - IR ZBERIRHEZE FlexVols » BIFRIA—RIBIEZREHKE - B

ontap-san-economy > REERRE mode: grow WEBE ‘growThresholdPercent #l
p y

‘maximumSize > BB RIRERHERMNTERE

ONTAP Volume EEAEHRIEEE

I3 UR4EREYTENE “ontapAutosize' @R T i5 Lhi5EIE o

I A B WE = #45
ontapAuto
size
F1ERRYTR
Rl
mode RS ESRAERIE o ‘grow' BIA F& S off grow
E@J%ﬁ%iﬁ’fﬁ ; of FRBEERAEER of f
i o
growThres ONTAP #E% FlexVol WEERZERES B & 85 90
holdperce b BRER 2 F| 99 -
nt
maximumsi EA FlexVol A\ > MEANNEALR EHLE & "20%" "20%" 5
ze B AR/NRT o B3 ontap-san'23E%  Kubernetes "2TiM
ABEIRN o ¥E
E ontapAutosize BIRFER ° EEMATERE - MRERZELE > Trident FEEE FlexVols LRIEENHER
RERTE o
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Trident 2B EE maximumsize EHRAABEH A/ » LESRABE volume A/NEFEFETHE o HIU0 > FH
‘maximumSize: "20%" > 100 GiB BY FlexVol BB EEI 120 GiB °

% 7E ONTAP Volume HEEEIRE

1. # ontapAutosize BIRFIE EEAVBIHAERS :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: ontap-san-autosize
managementLIF: 10.0.0.1
sSvm: Svm_san
sanType: iscsi
ontapAutosize:
mode: grow
growThresholdPercent: 85
maximumSize: "20%"
credentials:
name: backend-tbc-ontap-san-secret

2. BB

kubectl -n trident create -f backend-tbc-ontap-san.yaml

3. RIEBIHECE Volume % » EE:EERII E Trident Volume BB EAEEIRERE ©

kubectl get tridentvolume <pv-name> -n trident \
-0 jsonpath='{.config.ontapAutosizeMode}
{.config.ontapAutosizeGrowThresholdPercent}

{.config.ontapAutosizeMaximumSize}'

B _LIAERS - TREREIA

grow 85 20%
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ERIFEM EBRERERE
eI LUEAE M BIRAHTIE ~ @FE R “ontapAutosize &I - EERFIUBNEMIRAH FlexVols :

* ¥ ontap-san * #HEY Volume ~ BN EEASERNRTE © IHA Volume ERBEHBAINRTE » 818
TEAEER/NEF o

* H/? ontap-san-economy * £ZEH FlexVol €7 FX Trident FRE AT ~ sAEE K/ ~ ERIGEA
Volume FHZWHTERE ©

*EREEED)

“ontap-san' £ FCP MBH & A KN

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm san",
"username": "vsadmin",
"password": "<password>",
"sanType": "fcp",
"ontapAutosize": {

"mode": "grow",

"growThresholdPercent": 90,

"maximumSize": "2Ti"

{ONTAP-san&&i5)

IEEEBIEEETE mode » EIE Trident ¥t “growThresholdPercent #1 “maximumSize £ ATERE :

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm san",

"username": "vsadmin",

"password": "<password>",
"ontapAutosize": {

"mode": "grow"
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= BREE
FHAESHE ONTAP Volume EENFEEFRE Trident Autogrow RRIFE SR 7
289 o Trident Autogrow [REIE#E7E PVC » B Trident EES XA/ EHFHtE ONTAP BERREFIER

KA o MNBIERABE "maximumSize £ “ontap-san {2ECEA » :AFREIA "maxSize [REFHE > LUE#EIR
FlexVol fRIFTEZIEHIA © FlexVol Kt PVC > E% Trident Z1EINIREBREFM P ZRIAIZR o

B “ontapAutosize X E ‘'mode: off ZEEHEER ?

MNREEE ontapAutosize * Trident FEELE ONTAP FlexVols R BEEFAEERIERTE o WREZE mode: off
» Trident B7EERILEHM FlexVols L= EEAERE » SENLHRIRERBBRERERENER -

A ERR PVC #E7E kB0 HIR “ontapAutosize maximum ... is below required FlexVol size §£:% ?
5% Volume FEAEH maximumSize * MIETTH PVC FEEF KM FlexVol © ontap-san Volume E{REHZEIL

R AK/ » FAIEEHERIGAZEEFIRE Volume BIERTE ° HHHT Volume » FBLEA0 "maximumSize’ S fERE
DLk o

AT Volume SKH IR B ENATERREHR ?

ONTAP $E48 7 HEIREMRIERTE > PVC EHHESKE ONTAP BRE o fi » R AAK/\EIFEREE ONTAP %
MZIRAIER K FlexVol K/)\ o BEIKBIRAY maximumSize ; Trident T REFEIL Volume RS EREMEAIE o

HERIE
* " Trident Autogrow [REE&#&7E Volume"
* "ONTAP &89 2% : Volume BEIRERIE"
E12 Autogrow REE

#2317 Autogrow Policies 1& > &R LAER ~ ERAMIFRER o FUE e LABTIEM R & E
THRENREA] o

R EsRRA
34 FA A

£/ "kubectl' 5| HEREHBIFFAE Autogrow JFHI :

kubectl get tridentautogrowpolicy

o3& > tridentctl ©

tridentctl get autogrowpolicy
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BRRRFEER
AERRRABTTEARBAARE

kubectl describe tridentautogrowpolicy production-db-policy

EELL YAML MU 1R SRS K AR RAMARE & -

tridentctl get autogrowpolicy production-db-policy -o yaml

B Autogrow KB
el ESERB R > UWEEHERRE - REEF AN LR - EE S ANHMAEERZFRNNEIREER

\

BE ESEEXEMBEAZRBIMEIRE - RE6E > BT FEERRERARHEE

1. #REERAY

kubectl edit tridentautogrowpolicy production-db-policy

2. IRIBEEE spec ML :

spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

3. REAMRY - EFEIUENER o
BiMEEEE
* *IBVEN  *FrEFERLRRNERE &S E TRRRMERHIRBM2H o
EEENREMIEE  EERERR T —RERIEE -
« SRR L BOUREEIEEEIRIEPREEE o
* BREE | BRMEHEEREE > BENERXK o
fiB& Autogrow RE&
BHENERIFRERRERIRE - UM LR & TR AR R Ry = IMBIBR o
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1. MIBRERA :
kubectl delete tridentautogrowpolicy production-db-policy
2. MR MAERZER > BIMBRMEEREA Deleting AREE o ;AR EMLEMIEEZEIRE .

tridentctl get autogrowpolicy production-db-policy -o yaml

3. WEERRENWIRE PBIFZRT o FEETIIHE P —EEE
c EIE A HREREIER » HARRKEMEKRES "none" !

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

° A B TR BRERE

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy-

MIFR1T%

1B1R =

REHERE ERLILERR [RES IZEMMIBR o

HARRE (£ AR LE IR A RESHEEA Deleting ARRE o MAERIGIHLIETTR » HEIFMAHIREERIKIS

Bk o
FrEEE B RZR R PR RARGIEZ P RER - sSZBERHMIER o
BZ#E Autogrow Policy ERIE N
FERRAREEEE

tridentctl get autogrowpolicy production-db-policy -o json | jgq '.volumes'

SR ERRRA

kubectl get pvc database-pvc -o
jsonpath="'{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"
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BEERAEMS

kubectl get events --field-selector
involvedObject.kind=TridentAutogrowPolicy

SEREME
Autogrow R\ MEFEHIHE

* NFS
» iISCSI
- FCP
* NVMe

sy 7Y SAN FARR&E » YR ER growthAmount “ 2 50 MiB &/ > Trident EEIFAE
? KAMEERRREIENMNE] 51 vB» REEENANREBE "maxsize o

XERBIR

Autogrow 71 ONTAP &1 o Autogrow t1373E Google Cloud NetApp Volumes (GCNV) B9 NAS #1 SAN F
R& o

EANPR !

* *ONTAP NVMe [FIAEIRIEEIERE © *EF ONTAP 9.16.1 ZAIRRAE MM EEAZIEEHRE °

IRAWEE (REE) [ BEMERAT AR BEEMRER  BERRIEN IR EHRAMEEE
2 o ﬁtFE%UEﬁﬂﬁAﬁzzﬁEﬁ’fi‘ﬁET_ EITERFIHN - EEMRBRESTMK » sARE Trident 28 HeEHHY
“"Migration completed" 12 ©

w REEE

Trident {A/BFEE(LREIE ?

Trident IFBEITHERERE - ECFERASE8IB "usedThreshold B » Trident @ RPAEEA/NEK » A
KB ER growthAmount IBFEHEE o

fan > LIRS EREEE 80% FEHIET - SRRHIREIEM 10% » &Z A 500 GiB :

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"
maxSize: "500Gi"
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MR EEEETEE > WEELERRRE?

B o {ATLABERFEIL Autogrow Policy » T BHTIESNEH trident.netapp.io/autogrowPolicy sEAZ G HFEF R
A/ PVC - IMEBEIEIL PVC 5 StorageClass °

RERAERERAN PVC !

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="production-db-policy" \

—-—-overwrite

HBIRAEREIRER StorageClass :

kubectl annotate storageclass ontap-gold \
trident.netapp.io/autogrowPolicy="production-db-policy" \

—-—overwrite

IR IK7E StorageClass 1 PVC L#B:E T BEIR KRR G HETFEE?

PVC sHRIA4R B - TSR PVC A “trident.netapp.io/autogrowPolicy 5:# > Trident i fEH%{E > TIAE
StorageClass FI5%E 7 1 ELE © ¥ IBEALME "BERELIERE" ©

a0 > BT StorageClass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
annotations:
trident.netapp.io/autogrowPolicy: "standard-agp"
provisioner: csi.trident.netapp.io

allowVolumeExpansion: true

MmiE{E PVC BE 7 StorageClass Rl :

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: database-pvc

annotations:

trident.netapp.io/autogrowPolicy: "logs-policy"

spec:

accessModes:

- ReadWriteOnce
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resources:
requests:
storage: 50Gi
storageClassName: ontap-gold

Trident {£/ logs-policy for ‘database-pvc® f@& standard-agp ©

MRS EHRENEEIER ?

1% PVC sFFEREA "none" ° LR TEEEEZHFRE I StorageClass E4RERE! :

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

TR A B ENE RINGEEFA ¢

kubectl get pvc <pvc-name> -o jsonpath
='{.metadata.annotations.trident\.netapp\.io0/autogrowPolicy}"

TRHAE

none

B EES| maxSize BFEREHES ?

Trident {21HIEFTHEEE o EMEFERSIFEE MBI usedThreshold » EHMAEEAZEEE(FAHEEELK
IR -

g0 > RIFUEZREE > Trident EREET 100 GiB BR{SFIERE :

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: capped-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"
maxSize: "100Gi"

EENFFERIER > 55EM maxSize BRHERAS 0!

apiVersion: trident.netapp.io/vl
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kind: TridentAutogrowPolicy
metadata:

name: unlimited-policy
spec:

usedThreshold: "85%"

growthAmount: "10%"

BRI EMREN IR E R BN T ERAINE ?

2 - BARANE - FREEALLRAIMHEIRER ST PR RMEFRAMSH - ERENRERE -

AEMMERRR

kubectl edit tridentautogrowpolicy production-db-policy

RIEF2EURAL

spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
maxSize: "1T4i" # Changed from 500Gi

EEFIRL - BRsEEMAIRRA

kubectl get tridentautogrowpolicy production-db-policy

FRRAEIH
NAME USED THRESHOLD GROWTH AMOUNT STATE
production-db-policy 75% 20% Success

T EFEIRAER KRR ?

‘Failed' MRRERTRRIMBESERRIHR - YT MHIen < LURIRIERFEER ¢

kubectl describe tridentautogrowpolicy <policy-name>

FRRASIEEMM usedThreshold (KBS 1-99%) - “growthAmount #8iB "maxSize S EMHY

Kubernetes {E18 T ° FEE ERME I EHFER :
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kubectl apply -f autogrow-policy.yaml

A EREEMPRRR ?

SRER(E ARG ERTREE o MIRMBRE DIAERALRES - MIFRIRIFRIEA "Deleting iARS » W ERFEAFFAAMERERE
% RBE ISR

WA ENHERER -
tridentctl get autogrowpolicy production-db-policy -o yaml

ABWEME PVC DREPRETAR |

# Option A: Explicitly disable autogrow
kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

# Option B: Remove the annotation entirely
kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy-

RPRFAAIREER > Trident BIERRAR4E 23 MIBRIECR o
EENERINAE RIS ?
Autogrow 1 ONTAP &l o 13738 Google Cloud NetApp Volumes (GCNV) B9 NAS #1 SAN B4R(&E o

BE1RRINEESZIE NFS ~ iSCSI ~ FCP #1 NVMe 137E ° NVMe [RIA&E IRFEEE EE ONTAP 9.16.1 SR EHAR
jgo

HNIRBHERIEPHIREE > I pEE B THMIRE AR » AR BIERINFEABEER - EEEREZEN
BE > IR Trident 1423 HES ¢

kubectl logs -1 app=trident-controller -n trident | grep "Migration
completed"

LT StorageClass #BIET T 72 NAS F1 SAN &AL & B ENR R INAE -
NAS &l

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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name: ontap-nas—-autogrow
annotations:

trident.netapp.io/autogrowPolicy:

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"
allowVolumeExpansion: true

SAN &l

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: database-storage
annotations:

trident.netapp.io/autogrowPolicy:

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

SAN HHRENR/)HRERZ D ?

¢ SAN iR & > BERE/IMERER 51 MB ° fIREK
AR AIMERIIE REEIE 51 MB ©

g0 > LEERAIRE T growthAmount ™4y “"40Mi" » {8 Trident @¥EAZRAIAER SAN HIR&ER 51

MB B -

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-minimal-policy
spec:
usedThreshold: "85%"
growthAmount: "40Mi"
maxSize: "100Gi"

"standard-autogrow"

"production-db-policy"

AR BEEAE > B growthAmount BEAAR 50 MiB HIE :

apiVersion: trident.netapp.io/vl

kind: TridentAutogrowPolicy

BCE R “growthAmount 2 50 MiB B{&E /L » Trident & H
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metadata:
name: san-policy
spec:
usedThreshold: "85%"
growthAmount: "100Mi"
maxSize: "500Gi"

& A Trident Volume

& R] LAER “tridentctl import BB @ 8 Trident EE AGHEZEIISAMHBEESESE (PVC)
» IR ETFHREE A A Kubernetes PV o

R ARG G & PE A Trident ~ LUE ¢

* BEEARERRRME - UENFERERANERNSE
* HHERRERRENFERERNENER
© EEMFER Kubernetes =5
* EXEIREIEREEREREN
Z8
EEA Volume Z /i ~ 5Bt TSIEEEIE o
* Trident REEFEEA RW (GEE) #EFUAJ ONTAP Volume o DP (BHHR:E) fHEAIEER SnapMirror BAJi
HAFR&E o IEREZ AP ERTRSIRAA « BiSHEAREERE A Trident o
* BMEERCEREERPEGNER TEAMKEE - EEEAMFEREPL Volume ~ :FEEZ Volume ~ R1E
BMITEA o

s EHEREEERFEE « A% Kubernetes R EHIELATHVELR « MBRB S ERPRIE
= HEEHIINE Pod o ERIAEEEENERIE o

i

* BEPANZETE PVC L3587 ~ 1B StorageClass Trident 7EE AR A ERILRE - B HIEERFEER G
4R ~ BEBFEFR MR RENERFERN - ARNZKEEEELEFT « AILEEARBEAZTEEIEFE
& o At ~ BMEREIEEFTER B PVC PIsEMRBEFERNAEFTNRBIGHER - EAtAZ LK o

* IRAM Volume K/NETE PVC FRAEMREN o ERSHIEXNEAMEE ZE « PVELUPVcEIClaimRefi
7 o

° BIFRBI—F1EERES retain TEPVH o KubernetesfiIhE4E 7T PVCHIPVZ & ~ RS EMEINER
MR & #FERMERERE] -

° WMRFFLERBIEIURES delete > BIE PV #MIERE > Trident EMIPRETFHAERE o

* JERERT > Trident EBIE PVC > LfERIHEHa% FlexVol volume F1 LUN B gtree © {&BILAfEIE "--no-
manage TEIFREAFFFEEHIEE » UK EIE --no-rename IER R (R B LR & 4715 o

° —-no-manage* - YIRE(EA "--no-manage 1FFERA > TridentEMHFHNEmBHAAREEH PVC 5 PV
BATERIERIMNVIRAE o MIER PV B > REFHERE R SWMER - MR (HREERNMEIEERE X
) GRS o
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° ——no-rename® - NREH --no-rename "1Z:5% » Trident BEEAMEERFREBIRAMEESRTE

W EIPHAEE R E dpiBHA o LEEEIB(EXIE "ontap-nas ® ontap-san (B3EASA2 24)
ontap-san-economy ' # ‘ontap-nas-economy (qtree FEA) EBENFETN o

MNREAAER Kubernetes E1TRSHMELEE S » (BEXAB7E Kubernetes Z NS IR TR
=T mEMESEE > PEELEEIEEEA o

* REREITEEPVCIPY « EBEMERAR « RMEBEAMIRE « UKREEEETPVCHIPYV ° REEEHIRILL
PY5E ©

fE A Volume
oI LUEM tridentcetl import SEE@IEII AR Trident BEAGTARER PVC KEAMRE ©

= WNERER PVC 5352 » BIEFE T &I ER tridentctl EEABLIRE o

fEF3 tridentctl

1. #8217 PVC ##Z (%0 pvc.yaml) » AR PVC o PVC 1E2ZEEE S name » namespace
accessModes #M ‘storageClassName ° fEAILATE PVC E&EPISE unixPermissions ©

MU RRERERIEH

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

at EEIVESH - HW2H (HII0 PV Li8HERE X/ FISEEEREARSRK -

2. {8 “tridentctl import' AFSE B S HAIE & A Tridentf® i 2 7B LU R ME— 125 (17 L @ MATBINH S
(5190 : ONTAP FlexVol ~ Element Volume) ° & -f EERMHBBIRISEPVCIERRIRE o

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>

{£/ PVC 12

1. #37—E PVC YAML #82 (I > pvc.yaml) » HAPEZFAERN Trident AR - PVC 18EEE
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o

° name M namespace FEFLEE I
° accessModes ™ resources.requests.storage A0 storageClassName TERREH
° EhEE

* trident.netapp.io/importOriginalName . BiRAVHEIEE2TE

* trident.netapp.io/importBackendUUID : F4FREPFRTERIE IR UUID

* trident.netapp.io/notManaged (FAJ¥E) @ REA "true" RNIFFEEHIRE o TERE
7 “"false"o

T REATEHIREREHIFRRE

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>

annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>
storageClassName: <storage-class—-name>

2. # PVC YAML t#£ZERFETH Kubernetes 2 :

kubectl apply -f <pvc-file>.yaml

Trident E BEEABIRE TG HEBLEE PVC o

5l
s 2F T Volume EASEA) ~ BRARSZTIRAVERENIZT o

ONTAP NAS #1 ONTAP NAS FlexGroup

Trident SZ3&{FEF#] ontap-nas-flexgroup  EBBIFETNETIT Volume EEA “ontap-nase©

5 * HEfFA “ontap-nas-economy SREIFETEEA qtree > FHZ2RIE A NFS gtree © & Trident EEA

318



gtree B > &R FlexVol {fEAE 25 qtree BIGETFREA o qtree HBEEFEA o
®* ©° ontap-nas 0 ontap—-nas-flexgroup BEEIER A AT EENMIEE LTS

FREFSIEXELNSEMIREES ontap-nas & ONTAP Z%E FH Flexvol volume o {FHAEERENIEXEA
FlexVol HMR& “ontap-nas BUEEA VR ° onTap BRELBEEEN Flexvol Volume HJEEAR
‘ontap-nas PVC ° [@#xi#th « FlexGroup Vols thAJ L EE A% ontap-nas-flexgroup PVCS °

{E M tridentctl A5 ONTAP NAS &34
UTFEFIRRIEER tridentct EASEEMMEEMIFTEHEE o

E& Volume

MU TEFGEA R Volume managed volume fE&AMEIH E ontap nas !

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

o - e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm - fomm -
fom - o fommm - fommm - +
| pvc-bfb5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cSabf6ad-b052-423b-80d4-8fb491alda22 | online | true |
- fomm - fomm -
fom - o fom - e +

JEZEE Volume

£/ "--no-manage ' 5|#EF « Trident A EHF e BHEE o

MU TEHIEEA unmanaged volume L ontap nas & -

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-

file> --no-manage

o e Fomm -
fomm - e T e fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fomm - fomm e
fom— - o fom— - e +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad4-b052-423b-80d4-8fb491ald4a22 | online | false |

e et ittt C e e Fomm -
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fEF8 PVC s1f##7 ONTAP NAS 34
LT EE IR IMNAER PVC sHEE AT EMIEE EHIERE o

& Volume

LUTFEEFITEE IR 81abcb27-ea63-49bb-b606-0a5315ac5£21 BA—E®A ontap volumel" 9
1GiB ‘ontap-nas MR » WfHH PVC sF#RTE ¥ RWO FEUET !

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0ab5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: <storage-class-name>

JEZEE Volume

LUF SRt #E I 34abcb27-ea63-49bb-b606-0a5315ac5£34 BEA%Z “ontap-volume2 By 1Gi
‘ontap-nas HHEE » WEA PVC 53 ##:%E RWO ZFEUET :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: <umanaged-imported-volume>

namespace: <namespace>

annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0a5315ac5f£34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
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- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

B qgtrees

5t Qtree EAZ Trident 26.10 FRVXAMTTREINAE © KMTRENAERSHREEERIZEHER ©

] LAER ontap-nas-economy ERENFETNAEIRAHY ONTAP qgtree BEA Trident o 58LL flexvol/gtree T
B9 FlexVol Volume #1 gtree %78 » KRB & qgtree AY&IR UUID 2Ra# 7! qtree o [(EEE S| ARN—REAZE
=tFEAR qtree EA

£/ tridentctl & A qgtree

M flexvol/qtree 18T gtree IEE AR EHTE o U TEHAIEMURL ontap nas_economy £HJ FlexVol
volume flexvoll EEA gtree gtreel :

tridentctl import volume ontap nas economy flexvoll/gtreel -f <path-to-

pvc-file>

LEEA gtree MIAERME% » sAAMIE "--no-rename ' 1E55 « HEEA qtree MAGE Trident BIEH £ dpiBHA > 55
#rig "--no-manage 1ZzE °

£/ PVC 3fEEE A qgtree
BISZUTEH#EN PVC:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "flexvoll/gtreel"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: <size>
storageClassName: <storage-class—-name>

EE{RBIRA FlexVol volume 1 qtree %78 > :531E “trident.netapp.io/importNoRename: "true" st # o & &A%
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gtree LIEEEE A NEA » s5HIE trident.netapp.io/notManaged: "true™ st#% o

RN EIEITA
SEEEA AR

Trident 8% gtree e %A PVC 2iBHERTEISHE » i FlexVol volume EFfdi AR S “ontap-nas-
economy i FRAIRIZTE o EIRERSMRIFARE

——-no-rename

Trident {REIRAEH FlexVol volume F gtree %418 o ZLLELBAEEE Trident BUARSFRA > FZ A Trident
A SR gtree AYMIBRIUHEIEE -

--no-manage
Trident §5|A gtree » BAREEH YL RIE - LIBK/EEIE Trident AR RAIE » B Trident MEAKEIE
gtree FYEBIEELRR] o

FEHRANTS

MR EBIRERBSHELRR > BIEAR gtree iFERAER qtree BIELRAIEE! » Hoh&1{E qtree B B CRIE
HIRA o Trident TEEARFE A qtree 15 k—EZEBIEHRE o 24 > (IREAR T BHELH BIRE FlexVol EEH
[RAIA “default 3{ZEH » Trident 2% FlexVol B EFHARENRBIRNELRERA o

. 3 FlexVol volume BEH/RAIAJSEE P EfFI— FlexVol volume R E RIS #EHVEM gtree © E7E
= FlexVol volume F#4 qtree 2EFENEE > A EA gtree ©

kg

AERZME Kubernetes &EfsmRE—EEE) SVM » h REEA B —EZEMNMEEIEM qgtree ©

B9 emERETE—ERRE  ER RGN EEHER R o
SAN ONTAP

TridentZ 2 FAETEA ontap-san (iSCSI ~ NVMe/TCP #1 FC) #1 ontap-san-economy St o
TridentB] U A £25 8 — LUN EIONTAP SAN FlexVolBiREE o 58 ontap-san BENER » ©AS(E PVC 2
I —{EFlexVol volume » i fEFlexVol volumeP 1z —1@ LUN ° Trident A FlexVol volumellif& EH L PVC E
e o TridenteE] LB A ontap-san-economy B3 %A LUN BYEERE

LT EFIRRINAEATEMNIEEEMEE ¢

5E& Volume
HNFEES » Trident % FlexVol volume Edp B BE&T » WiF FlexVol volume 189 LUN 1un0 BB

pvc-<uuid> °

THEHIEEA ontap-san-managed #if LA FlexvVol volume ‘ontap san default

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d
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| NAME | SIZE | STORAGE CLASS |

PROTOCOL | BACKEND UUID | STATE | MANAGED |

et ettt F—————— et
e ————— e o +——— +
| pvc-doeedf54-4e40-4454-92£fd-d00£fc228d74a | 20 MiB | basic |
block | ¢d394786-ddd5-4470-adc3-10c5cedca’757 | online | true |

R et ettt PP e e e +—————— o ———
+———— T it - F—————— +

JEZEE Volume

LAUTEB5IE A unmanaged example volume el ontap san B

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmemsmssesese s s s s s e o= o=
Fommmommmme Fommomemeressrereemenessosoesee oo moms Fomommmme Frommmmomos +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e L L Fommmmomos Fommmmememesemos
et et Fommmmmos Fosmmmmmes +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
ARttt Fosmmmmmes Focoscsmsmsmsoss
Pommmmmmm== e et Pommmmm== o= +

WRIEH LUN HFEEEL Kubernetes Ei%5 IQN HF3 IQN 89 igroup ~ M1 TFAUEEHIFT ~ S U EIGERAE ¢
LUN already mapped to initiator(s) in this group° REERIREENZSHEUHEIFE LUN ~ A5
PEARAIRE o

Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-4138-9eb@-c7719tc21913
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-05.com.redhat:4c2elcf35e0

ONTAP SAN-economy &3l

W TFEBHIRRU{AI A ontap-san-economy &BimEA LB HIREMIETEMERE o
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£ & Volume

EIREATLEHEEER - Trident HUF FlexVol NFFE RN HE % o BEMUEAEREIRY FlexVol EAZ
& LUN B ~ @4 BZ BILEH®E °

LU &5 "lun1 #EFlexVol “toimport EE A %% % “vol-managed-saneco’ (R EIRIAIEE -

tridentctl import volume vol-managed-saneco toimport/lunl -f
importl.yaml

A% lunl > Trident @E#ans FlexVol (FIUN ~ e84 trident lun pool xyz) ° HEMWME
[E8Y FlexVol EEAEAM LUN ~ ;EERHEY FlexVol %18 :

tridentctl import volume vol-managed-saneco trident lun pool xyz/lun2
-f import2.yaml

s ontap-san-economy BiF—REA—(E LUN o o] AFAIESEEESHITZEEAE

=S

JEZEE Volume

BEAJESTEHIRERF « Trident A& EWS FlexVol FIFRBE#E - B - FlexVol #1 LUN 2 ZEE1E Trident #5%4
1841 -

FlexVol 5 &M1&

trident lun pool STORAGEPREFIX RANDOMSTRING

e

* STORAGEPREFIX 2T IH4HAER storagePrefix MIME o TBRRIES trident ©

* RANDOMSTRING RILAZHEEZEMERIFE o

LUN & EK
LUN 4ZB88%7%s 1un0 ©

#if
WMREH storagePrefix & “xyz ’ Bl LUN BURERES :

trident lun pool xyz randomstring/lunO

TTE

Trident SZ1&{EFERHNFZTLHT NetApp Element #RFEF NetApp HCI Volume EEA solidfire-san ©
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ElementSEENTZ XTI EBERIVolume LTl o i ~ INRB EENAIEELTE « Trident 2{E[0]E5

e RS ARE R — NIRRT TR « ARG E AR o

THEHHIGEA element-managed &ix_ERY Volume element default®

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fosss=ss===ssscsessssssssosossssssss=sssa=s femem==== R e

fro e e e e e e e e e o fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fomm -
frems=m=m==s fremeosesossssses e s s s s s e o s a = R fremmmem==s 4
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
fossssssssss s e sess s oees oo sssssssss s e fossmessmemae==
fe========= femessssssssssss s sese s esssss s f=m====== fememe==== 4

Azure NetApp Files

Trident Sz 2 {F FAERENFETNETT Volume FEA azure-netapp-files ©

EEE A Azure NetApp Files Volume ~ s5#KRHARE & BRI A sZHARR & © Volume BREEZ %
s Volume EEHBEIEBI—EF453 - / o BIEN ~ WNRIEHEETEZ 10.0.0.2: /importvoll ~ BARREERTR
A importvoll ©

TH|EHIEEA azure-netapp-£files &ix EAY Volume azurenetappfiles 40517 HAIREERIE
importvoll °

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

- fom fom -
fom - o fomm - fommm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fommm - fomm -
fom - o fom Fom——————— +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%a5le | online | true |

- e Fomm -
fom - o fom - fom +
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Google Cloud NetApp Volumes

Trident Z 15 {EFEEEENFZNETT Volume EEA google-cloud-netapp-volumes ©

LUTFEEFIERMIEE testvoleasiaeastl 18K backend-tbe-genvl BEABIRE o

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

fossssseee s m oo s s e e e e s e e

e femmm=e==== fes=========cscsessssossssssss==ss=sa=s
Fommmomoe e +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fomememeae
N fremsm=m==== freesmsseee s e me s s s e s e e e e
f=======s fememe==== ¥

| pvc-a69cdal9-218c-4caf%-a%41-aeal5ddl3dcO | 10 GiB | gcnv-nfs-sc-—
identity | file | 8c1l8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

o fomm -
fosssssmee e ae=s fememse==== fessmssee s se s o s s s e e
f======== fememe===s 4

Ty B EEMEIEE AR E—EEEEEA google-cloud-netapp-volumes Volume :

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

e SLEEEEattatt et o=
Fommmmmmmmememeoeoeooo= Fommmmemo= e
Pommmmm== P +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Rttt o=
Fommmmmmmmomooeososmoms Fomoomomoms Fommmmmmmmoososorreresmemememeoememmm o
S it Fromcooomo= +

| pvc-a69cdal9-218c-4ca%9-a%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-—
identity | file | 8c1l8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

Fommmmmmemsmessseseses s s s s e o=
Fommmmmmmmononeososmoms Fromcomomoms Fommmmmmmmoososorrereememememeoememmm o
Pommmmms Froccooomo= +
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BT Trident Volume &iBF11E%;

BT Trident ~ AR UAAKIEI WIS EIS KA RERNABINEER o SABEHE R E
RUB IR EHEE S B Kubernetes B8 ( PVCS ) o IRt RIUAER IREB AR E K&
K~ DB B THEE BB TER ; 217 - EAERMN TR EEH GETEL
FZN o

BAsAZ Al
A EETH Volume &i8FIEH 1B :
* Volume ##37 - B ARIEREE o

* BLULEME ontap-nas-economy SRENERH » RE Qtree MR @I ABRISHIBEIZA ©
* BLLET S ontap-san-economy SEENFETNAH » RA LUN BIBRT S RTBEL o

PRI

* B E S TBEEONTAPAMERENIZ NS o
* EHUTERZIREEIER . ontap-san’ ontap-nas ’ #ll ontap-nas-flexgroup B °
* BEl#ReLBAERANRARKRE -

AIE3] Volume LB EETA

* NRBWHEARPHEEEUMERLY  ARIFETERN - BR - MREAEAHREAKRK - AIERERE
HYaR L B G R RHIRE o

* MREARIFEENREE S LEIRE « RINERRFIES - AR EF T EHRAI U ERREE
A o
LB ATIREAV R IRAERR S

BB AR | HEEBEBRES °
RE AR EEH)

{
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQ0",
"username": "<admin>",
"password": "<password>",
"defaults": {

"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ

estName} "
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by

"labels": {
"cluster": "ClusterA",

"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"

E&EiREH

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "ontap-nfs-backend",

"managementLIF": "<ip address>",

"svm

" < "Svmo ",

"username": "<admin>",

"password": "<password>",
"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

P A

Py {H

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels

.volume.Namespace }} {{ .volume.RequestName }}"

}

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

b
"defaults": {

"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels
.volume.Namespace }} {{ .volume.RequestName }}"

}

R EEAEE A
* gufl 1o
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"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} {{
.config.BackendName }}"

c &2

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

RELENER
1. 7£ Volume BEARIER T ~ RAEIRAR Volume EBRERNARER « RH T EFH - AN

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}} : ©

f£5EE Volume EEAMER T » Volume LB BB RIHERNIREBRFATERNLIBEHA
Trident AXIEEA S HHEFAIENM Slice EEF ©

NREAKRELEW—HHEIEERLTE « Trident FHIMNLEMEEF T « LB —HHIEERTE

o >~ W Db

REFEEh ONTAP BeENTET\ « MIRIMEHRE RIBBERMEIRY « MIREZIZFMERK -

B2 HE Trident NFS Volume

M Trident ~ EAIUEE Eep R =R PREIMIRE « WE—HNZEREn =R P HEA:

HiER& o

THAE

TridentVolume Reference CR FJ:E{RZ 2 I5—TH Z1E Kubernetes fr4ZEBE A ReadWriteMany  ( rwx )
NFS MiE&E o tbKubernetesRERAZEEE T7(BE -

* LEFEUEE - BREEM
* BI$&BCFR A Trident NFS VolumeERE T2
* FK#BtridentctlE R E tIER EKubernetesIHEE

I EER M {EKubernetestn 2= Z AINFS VolumeFtF o

R NAS £&575 Volume B BT BRERBE 64 B=7T ~ Trident BRBIREN R EN KL IHEIEE o H

§II|
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re

________________________

TVol €—p

=
3
2

.......................

TridentVolumeReference

O [
H

primary/pvci

\‘ " 5\ -’J
----------------- - Storage B e
Volume

& QR AE L EFTRAESR ENFS Volume= o

o RENRRPVe U AR E
Ren ERER ER T FESRIRPVCHERIAVER

%P

BT BRIt & =R I CRAVER
EETEEIRTEMNM R ERIEREEILTridentVolume Reference CREVHER o

e 7T Bt s5 %5 ZE E H 22 37 TridentVolume Reference
B #Yithsp 5 MR & € &1 TridentVolume Reference CRIRZBBIHEPVC ©

o EEtE R =R PR IEERIPVC
Baytar R ZEMRER EGEILEBIIPVC ~ LUERRIFEPVCEYERIIR

=% KE SR GRAN B Byt e 22 ]

#TREZZE  BEatZHARRERRGREREEE - REEESNMBERM L EMEAENHEFREE
78 - ERE/ABEESESRPIEE -
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HER
1. * R EMEEE | *BIIPVC (pvcl) (namespace2) f#M shareToNamespace 538 :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 217 PV KHE &% NFS FFHIRE o

° WA UEALERDIRRBE « RAAERFEFRELAESEGmRZEM - Fl0 -
trident.netapp.io/shareToNamespace:
namespace2,namespace3, namespace4 °

2,

: c WAIUEREREMARZER » - flg -

trident.netapp.io/shareToNamespace: *

o AT LIEHPVC, LA A shareToNamespace FEFRFEERE ©

2 *ZETES CBROBIUBEEN RBAC » IR FEEGATEHEEETEEHETERPETL
TridentVolumeReference CR HIHERR o

3. *HIME R EREEEE | TEREKRS 2R B At = A TridentVolume Reference CR
pvcl °

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4 *Brtham B EMEEE | *BIL—EPVC (pvc2) (namespace2) {#F shareFrompPvC sHELIEER
JEPVC ©

331



kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

=t B BY#PVeBY A/NA B/ NI ERF R ZKIRPVC ©

+
i

Trident @:8EY “shareFromPVC BRI PVC ERIMIEE ~ MAE B BUth PV I AXREEE « AT B SSRIGE#
FERERRIE PV ~ THARIE PV #EEIE o BRUMAIPVCHIPVLIFIE BEL ©

fHlFRE=Volume

EA] LUMpREE 2B dn R 2= M A REFRE o Trident i§#BR3R T & M _E MR @ ZEUE « o4 EH A Rdig
E R E fthep 2 =R TZEE o F2BRFRE 2885% Volume MIS B ZEfEEF « Trident € MIPRE% Volume ©

3 tridentctl get EA{{t/EVolume
A [tridentctl AR ~ EAIMUMIT get ML RESHBHIRE o WIFFME ~ 5520 tridentctl
i FNEEIE o

Usage:
tridentctl get [option]

EAR

* “-h, --help : VolumeMJsREA o
* -—parentOfSubordinate string : iFEHERFITEREBIRIEVolume ©
* —-subordinateOf string : BFEEEHITEVolumelI TE °

PR

* Trident EARGLE BRIMEn R EMB AT AMIRE o SR ERERETESHE 2R R LB R A Volume
B o
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o QL FE B RBEEH IREPVCIITEEE shareToNamespace B shareFromNamespace s35% ok bR
TridentVolumeReference CRGERIHFEUE « L BRIBRIEERIPVC ©

s ERBHIRE EEEHITIRE « ERMEFEE o
DESEZEN
EERABEE %2R VolumeZEY

* BE LRYRER "NetAppTV" o

B TEEER Trident Volume

{5578 Trident » {SATLUEFAR—(B Kubemetes 4R El A4 2o R RO B A HARR 2 SR RiAE
BRI T IR E o

FoRIGIF
EEREIRE Z AT » FHEE SR Bt RiRrEREERE - MERBHEERFHFER

£ BRI EERE ontap-san' M “ontap-nas EZERHTZ o FHIERETE o

TRIEAFT
QEXED REI AR EMERERR

7N\

o REKIR PVC RIEHHEIFE
R ZEREER ER T EEURIRPVCRERBIER o

>§+

e 23 1E BMih e 54 2o R T 2 37 CRAVIESR
EETIEEIRTEMM R ERIEAEEILTridentVolume Reference CRAVHER o

e B E R R L TridentVolume Reference
Bt an 2 ZE BRI R B & TridentVolume Reference CRERZRERZHKEPVC ©

o EERt SR TP EIIES PVC
BHt G2 TRNEEEGEIL PVC » REHMZE/MER PVC -

R E KR B Bt an 4 ZE

BTHERZEN > BodEEERNEREFTER MR EMERAE - KEEESNBtmRERESEHEF
EMENTH - EREACEEBETEPIETE -
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https://media.netapp.com/page/9071d19d-1438-5ed3-a7aa-ea4d73c28b7f/solutions-products

1. * RGRLEMERE | * (pvel EREDLEMAFEIL PVC ( namespacel) > BIEFHEBRMGEHE

EiEagze! E’J*gﬁﬁ(namespace2 cloneToNamespace °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: pvcl

namespace: namespacel

annotations:

trident.netapp.io/cloneToNamespace:

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident €317 PV REBIGFEFHER o

namespace?

° WRAIMERLUE R IRAVEE « kA ERFERBELAESEGRZER - fll

trident.netapp.io/cloneToNamespace:

namespace2,namespace3, namespaced .

o RRILAEFIEAFrAEmBZEER * o HJ¥0 » trident.netapp.io/cloneToNamespace:

.
=)

*

)

o ol LUMERFEHT PVC LU A “cloneToNamespace izt o

2. REEES I BAREBIUEEN RBAC » R FEEGREHESEEBRaLERPEIL

TridentVolumeReference CR BY#FR(namespace2) ©
3. *Bmtir R MM AE | (RN R TR PRI —E

pvcl °

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

2 #;E PVC Y TridentVolumeReference CR

4. BRI R ERBERS | " (pve2 EERMESAERPEI PVC (namespace2) fFH
“cloneFromPVC &, "cloneFromSnapshot #1 “cloneFromNamespace s: /315 E ZKJE PVC ©
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi

PRl
* HHER ONTAP NAS &KERUEREIFZTNACERY PVC » RZIEMEEAR o

f$£F3 SnapMirror £ S E

Trident S 1E—(E# & _FAUACRMIRE B S & F i B HUMBIRE > RISAIRIIER » LUE
HEER LUETTSCRIE o (SRIUERSA Trident SERIE (TMR) MSHR ERETEE
%% (CRD) ZRE(T FHHR(E -

* BIHRE 2 BRVERSYRAR (PVCS)

*© BRI & 2 ARSI RAE

* FRERRSTRA(A

* EXHER (BHEBE) HAREEARE Volume

* EEEMRERENRENRRE  REAEANEEREREERE

ER IR
EIEFRZAT ~ SBREER A FIISRIFRM

#F ONTAP

* *Trident * © Trident 22.10 ARZEFARASABRFFENRER ONTAP {EA &R IR IRIEZR S B A
Kubernetes &£

© IR [FERBERMREEMSH ONTAP SnapMirror FERE)L 1214 B[R RFE AR B B9 ONTAP #& LR
FA o YNZEFAAERN ~ A2 "SnapMirroriZ IEILONTAP" ©

% ONTAP 9.10.1 %A ~ FREREERZ LA NetApp IREEREZ (NLF ) BRI « E2—E~ BB ZIEINAEE
RUBE—HEZE o WNEEFAAET « 552/ "ONTAP One BEMHZE" o
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2 {8542 SnapMirror JEEH {R:E ©

£%HR
* RIS SVM | MEE ONTAP (TR BHIEIRETH IR - MAIAN - 5200 "HESSVNES
R o

B8 FERM{E ONTAP &7 FIERRFPERR SVM RiBEHE—8 -

* * Trident #1 SVM* : ¥ /EL SVM HET AR EEE FAY Trident ©

xEnEEEE

NetApp Trident 3Z1Z {8 NetApp SnapMirror S ATPEITHER & ER » AR T7REZ N IEREFLER :
ontap-nas : NFS ontap-san :iSCS|lontap-san : FC ontap-san : NVMe/TCP (ZEXK&{K ONTAP Hx
7 9.15.1)

st ASA 12 R4 ARZIR(ER SnapMirror E1THEEED - BRI ASA 2 RAME R » (AR HE
8 ASAR2 fEFERR" ©

BII8%55¢ PVC
EBIE TSP ER « MFA CRD &A1 FEM N EMIRE Z BRI IRETRIME o

1. £ Kubernetes =& FHIT FIIPER :

a. {2 #EIL StorageClass ¥)fF trident.netapp.io/replication: true °
#4)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {FEFSAIZERILA StorageClass E1iL PVC o

gl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: csi-nas
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spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

C. fEAZAHE NI MirrorRelationship CR ©

&)

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Trident EHEEAIR &R EAMEIEE BRIRVERMRE (DP) #KA& » FABRIEA MirrorRelationship
BIARREAR L ©

d. Hy48 TridentMirrorRelationship CR L HXE PVC MIAER&FEF SVM o

kubectl get tmr csi-nas

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localvVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
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observedGeneration: 1

2. 7R Kubernetes s F#IT Y8R -
a. {§ 8 trident.netapp.io/replication: true 2#(##17 StorageClass °©

gl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. {58 B Bt A 2R E SN 3L MirrorRelationship CR ©
el

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: established
replicationPolicy: MirrorAllSnapshots
replicationSchedule: 5min
volumeMappings:
- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b31l3clel”

TMR spec BOETEERIL : state * ANKREFMENRFERE (528 Volume EFIREE)
volumeMappings > FRHEZSH#E PVC BAEIRNR Volume IEREEIIRARE ; UK T ERS
replicationPolicy # replicationSchedule i ©

‘replicationPolicy’ # “replicationSchedule' MH{UAEER o FH
‘replicationPolicy’ R4y ONTAP ERIIEED SnapMirror [REIAFE > W%
‘replicationSchedule’ REA ONTAP HHEHIHFE o MIREHKIE—ENAL > Trident
RERR IR ENHRERRSERE - AEEIMARRESERL ; MEELR » TR
FEERAFHIE - BEFRARNRTE > BAMPRILEMEIL TMR ©

Trident {FF R EVE S RAIFIHHZ IR HII81E SnapMirror Bt o
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1. {ERSATEILM StorageClass Z3Z PVC ~ ffAXE ( SnapMirror BJith) o

Ll

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident 12 & TridentMirrorRelationship CRD » 1R EMARTETE > BUEEAEEIL Volume ° WIRFEEER
1% > Trident iFFERETHY FlexVol volume HRETEEL MirrorRelationship HE ZHYi&EH SVM H1%H) SVM E -

Volume EEAREE

Trident Mirror Relationship (TMR) 2—%& CRD ~ X% PVC ZEERRAN—in - BaIH# TMR BEHKE
Bl & A Trident PRERAVAREE - BV TMR B F5IHKAE :

* I A PVC BRGTRARRIBRIM Volume ~ EEHMBIRAE o
**FHR Y D2 PVC A RJEER BRI - BRIERSIRG o
BRI ¢ 1 A PVC BRERSIRARRIE AIM Volume ~ SERTIEBIZIRSIRAE ©

° UN5R B AUt EAR & SRR & A ERAR « AR REREREIARE - BB CEER BItERE

° UNRHIRE AR R BRI B ~ RSB AIARRERE Z B o
EIEStEM R BB EHR AR E PVC
7£X Kubernetes & FHIT YT ER :

* ¥ TridentMirrorRelationship B spec.state fIE % promoted ©

RN B EREEAHRRE PVC
EStENRERE (B8 8 ST T BRRARRKRE PVC

1. 7£EE Kubernetes #5£ I « 17 PVC BRI - I ERFIRBIEITTH ©
2. 7T E Kubernetes &£ I » 17 TridentTridentSnapshotinfoCR LEVS AZPsF4AE T ©
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vl

kind: TridentSnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas
spec:

snapshotName csi-nas-snapshot

a. 7E%HBh Kubernetes £+ > #& TridentMirrorRelationship CR HJ spec.state i E#1# promoted » I
#& spec.volumeMappings(].promotedSnapshotHandle B3 2&REBH] internalName °

3. 7TRE Kubernetes #£ t -~ FEE2E ALK TridentMirrorRelationship #AB& ( STATUS.STATUS ##fi1) o

AERERERERRNREEF
BRIESGEZA - BAEEERSNEEN—@E -

1. 7R E Kubernetes =& I - B{REE# TridentMirrorRelationship _E£ spec.remoteVolumeHandle {#{IAY
H o

2. 7¥RE Kubernetes &£ I » # TridentMirrorRelationship BY spec.state {1 E % reestablished ©

HthfE
Trident XIREF EMREUIRE FRIT TSR ©

& EE PVC EREIFMNRE PVC
RECEE®ETE PVC IXE PVC o

1. REBIUMXE (BRIM) ZEMIBR PersistentVolume Claim # TridentMirrorRelationship CRD ©

2. 6 (FR) #HEEMIER TridentMirrorRelationship CRD ©

3. EEXE (FKF) #E FEIIIHM TridentMirrorRelationship CRD ~ MAREERIINFHRE (BRYH)
PVC -

AREERSY « EBHRE PVC KIA/N

PVC RIXEERFE A/ « MREFEEBEBAIA/N © ONTAP EBEEHRFT(EM BRI flevxols o
¢ PVC B3R

EEBRER « FERRNREBHFEE EHIT I EP—IEEE !

* MR E PVC LK MirrorRelationship ° & & e = RE% o
* & - ¥ spec.state HIEHMA updated ©
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fiEx PVC  (ScATEHRSY)
Trident IR EHREH PVCS » W ERMRHIFE Z A TEBER R o

fHEz TMR

fBRERETRAMZ—AIRY TMR 2EEER TMR 7£ Trident SERMIBRZ BIEHAE F+ BikEE o INRENEMIBR TMR
B _Promive #R8E > BIFRBIRERESREE > TMR S 2%6% > M Trident 1414 PVC #4Rk% ReadWrite
o IEMIBRERETE ONTAP it At E B Y SnapMirror RAEE R o W L &R 75 R RAVEE ST REMA P
F ~ AIEBI MRS RAR - eV BEREE B WEEESIRENHT TMR o

= ONTAP EiRE; SR EMRSIRIE

B IRARAR R ~ I LUMERTER Tl o R LAER state: promoted B state: reestablished M
KEFBAEL o #E BRI Volume A4R2A—R% ReadWrite Volume B ~ & B] LA promotedSnapshotHandle R¥g
ERTIRE ~ B BRI Volume ERE ©

= ONTAP BE4RFS B IR aTRIA

ZEILAER CRD ZR#1T SnapMirror B3 > e Trident EREEE4RE ONTAP 5  sE2[K T3
TridentActionMirrorUpdate E5HIH& :

gl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-b

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state RB# TridentActionMirrorUpdate CRD FYAKRE o ERJLAERE sued ~ in progress B Failed BY
o

B TcsithiE]

Trident R LA FASREIZEM MBI R E ~ WG EMINZE Kubernetes S EHHIERIEL " lcsi
FRi¥E] IheE" o

e

fER Tesithix) ThEE ~ AIRIEREMAIAMES -« REIEHERERFE « RecFI—a D8R - 15 - Binfit
FEm ] Kubernetes BIE 5 32 77 U@ 5 AR RIENRS - BiR eI UM FEEREANFRETAERE « SRR E
BIEHZME - BT WEIEZEEEEFTATEEHECEMIRE « Trident £ CSI ik -

R’ RARERR Tosithix) IHsE "SBiniEE" -

Kubernetestz EMEEFHIVolume B4E1ET !
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* N2 volumeBindingMode ":REBE Immediate ’ Bl Trident @1 EREEMIRERINIE R FRIESE o &2
KA EHAERAR ~ Bl RIEHIRERENEEE RACE © ET8:R{E VolumeBindingMode ~ BRAMRA
SEBI I THRIERERINEE o IHFEMIRENEIL A FRFEERN Pod HHEEXK °

* #& TVolume BindingModel % TWaitForFirstH&E | B « GEBREIMBEKAMIEE « HEIFHZNE

SLEFRAHBRRIPodAS LE o YN —2R ~ FLAEER IR & ~ U SRR KRG MITHBEZRE]

i IERERE BERATTEERERE - BN Tesithix) ThEERER o

CEENER
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BEA TesithE) ~ BEETIEE :

* $ITHIKubernetes& & "SZERIKuberneteshii 2"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdoc4"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* EEDEIRER RS EIRERANAZER topology.kubernetes.io/region #

342

topology.kubernetes.io/zone) © topology.kubernetes.io/region HZ&HEH Trident FEYR
ERAEBRLEZHEN o L8 Trident Z Al > BELERBEFETNER L - MRETRREIMENESTHIE
28 > IFEEHEREN Trident B1%4 Pod > Trident BRI EAELEE o

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube

rnetes.io/arch":"amde64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-a"}]

[node2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"node2", "kubernetes.io/

os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-b"}]

[node3,



{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"node3", "kubernetes.io/

os":"linux", "node-

role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

B | B RAREN R IR

Trident {#FRERIFIRETAEEE « BEEEMICEMIRE - SERIFEAUGEE —ERTEN

supportedTopologies BIff - ARZEWEIRFEIFFE - HiXEHILEERIFRIStorageClass ~ REES X
EE/ @& EHEERE N EREF - A ZEIIVolume ©

T EBRImEREG

YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5

svm: iscsi svm
username: admin
password: password
supportedTopologies:

- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

JSON

"version": 1,

"storageDriverName":

io/region: us-eastl
io/zone: us-eastl-a
io/region: us-eastl

io/zone: us-eastl-b

"ontap-san",

"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",
"svm": "iscsi svm",
"username": "admin",
"password": "password",
"supportedTopologies": [
{
"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"

by
{
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"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

“supportedTopologies’ AR B{E & inHEIHFEIFEE o EL &M EE L& StorageClass
3 PO AERE - BN ESRIFMRHEIGINEINFER StorageClasses ~ Trident B7E
BIRRIIHIRE o

TN ERSEREFERNN TIERE) - A2RTIIEM :

version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us—-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us—-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

7EtEEEFIF « TREGIion) #1 [Zone) FEHARMEERMIIGIE o ltopology  Kubernetes.io/region
#0 Ttopology * Kubernetes.io/Zonel JRETFE RMBIERAIRE o

$BR2 | E& AR K hiERStorageClass

R REAAEE P ETRERRIERE « FTLUE R StorageClassUA B BHRIEE o SHIATE M PR Z KA B #EHE
BRERIEERHEFERM « LURAI UG TridentFrie it 2 HAERE R ERRE T8 ©
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2T

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: ext4d

£ _E IR HtRY StorageClass EF&E A volumeBindingMode ° 52 E S WaitForFirstConsumer ° fEPod®15| B
IltStorageClassFAERBIPVCSZ Al ~ RAAZHEIKEITH) © tEI ~ 32 allowedTopologies IREEFERAM
EIRFE o StorageClass g ‘netapp-san-us-eastl ‘ELMEERMEBIREIL PVC san-backend-
us-eastl °

HEE3 | BN {EAPVC
#217StorageClassi HEE BinBIHERHR 2% « MIREMAILREIIPVCS °

AZREUT TsPEC) & :

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERIERBERIIKAERIRIZAISE S ELE TG
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EBTridentZ2 R & WA HELE EPVe « 5H7EPodREAPVC ° 552 R THIEEA -

apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:

- weight: 1
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preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Lttpod1t #REEIERKubernetesTE lus-east1] @IFHAVENEL EHEREpod ~ difE Tus-east1-al Tf lus-east1-by &
IR P AT TIEE

AR T E

kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblela0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

EEREITINEYN supportedTopologies

TAIAGER Mridentct®inTEHT) REMRAN R - UAA TR EERE) BE - EAEGRECKERHIR
& « MERERAREENPVCS -
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MEFFHEER ~ F2H

* "EEASRNER
"B A"
* "FREGHE B S R G 1L

/":_17|</ \ﬁ*nq:

{5 Trident 1R

Kubernetes $548M4fE& ( PV ) BIBEARRE RER ] B AR & FUBF I BN E N o ([SRI LA ($
FB Trident EIZAURERE @ IRER ~ FEATE Trident SMZBERIZAIIREE « (R IRA REBIE L FHVRLRE
& » UERRREREIEEEN °

B
meE

HRIBZTZIE ontap-nas » ontap-nas-flexgroup ’ ontap-san ’ ontap-san-economy ’
solidfire-san ’ azure-netapp-files * #1 ‘google-cloud-netapp-volumes' &)1 °

FAtaZ Bl

AR IMEBIRERIEHIZRAM BEETERER (CRD) ~ ZASEERTRIR o I5=ZKubernetes OrchestratorfyE1E (
40 : Kubeadm ~ GKE ~ OpenShift) e

R ETEIKubernetesZE R A<k & = IR IRIZEHIZFFICRD ~ 552/ ZBZE Volume Snapshot 525 o

s YNR7E GKE IRIFFEIERMIREIRIR « 570 1L RIRIERIZR - GKEEA NERIIRETURRIE
i a8 o

IR E IR
HER
1. #3I VolumeSnapshotClass ° WIFEHAMEL » 552/ "Volume SnapshotClass” °
° “driver' $§[ Trident CSI| EEEhi2= ©
° deletionPolicy AJM Delete Bf Retain © &REAMFF Retain ~ FEHRE LWERBERRRE  BMMEE
VolumeSnapshot M EmBE o
il

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass

driver: csi.trident.netapp.io
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deletionPolicy: Delete

2. BIIRE PVC BITRER ©
Ll
° MBI ERIIRAPVCHIRER o

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

° bEEH A %TEA PVC BY Volume Snapshot ¥4I —1E pvcl 1REEZFER % pvel-snap © Volume
SnapshotfBLIFAPVC ~ W ELAHREAR VolumeSnapshotContent NRERIREBEIIH o

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o Bl AR VolumeSnapshotContent B pvcl-snap $HidtVolume Snapshot © © Snapshot
Content Name AR HIERIEAIVolume SnapshotContent¥Jf © © Ready To Use BEFRMIRIEA]
FARCERILHEY PVC o

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
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Name: pvcl

Status:
Creation Time: 2019-06-26T15:27:29Z
Ready To Use: true
Restore Size: 3Gi

RHEERE RREIL PVC

1EB]MAfEA dataSource ERA%ZAR Volume Snapshot 217 PVC <pvc-name> MABEIHIR o BILIFKAE
REMIMEZ 1% - TAERTEHINEIPod £ ~ MEAFEREAEMKA ERERIRB—RER o

e b HETERIE Volume FRTERIRE—ERIGFIEIL PVC © :A2[ "KB | EATEE & IREIL Trident PVC
= Snapshot By PVC" ©

53

LUTFEEFIEREIL PVC pvel-snap ABRIEKR o

cat pvc-from-snap.yaml

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

FEA Volume [RE&

Trident 323& ~ "Kubernetes TEFTAC BNV IRIEIZ 7 Al B R EBIE BT "VolumeSnapshotContent 44 ~ TEEEA
7£ Trident ZSMEIIAVIRER ©

Bt Al
Trident AZEE I K EARBHRBER o
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*FEEI ¢ * 17 "VolumeSnapshotContent 2ER& IxIREBRIYIHE o B ETE Trident PEAENREB T IERIZE o

° EHRISERIGIRIBAVATE annotations % trident. netapp.io/internalSnapshotName:
<"backend-snapshot-name"> °

° ZA7EH snapshotHandle $§E “<name-of-parent-volume-in-trident>/<volume-
snapshot-content-name> ° j&&an PP IRIBIEIR 4G Trident FYME—E 5 ListSnapshots ©

sy ° <volumeSnapshotContentName> HI¢ CR #pfafRH » FIEKEFSRIGIRESH
C

#4)
T5EEHIEIL VolumeSnapshotContent SRBIRRBRYG snap-01 ©°

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£71223b5-23b9-4235-bbfe-e269%9ac7b84b0/import-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. *FEEIE . * I VolumeSnapshot 28MY CR VolumeSnapshotContent 1§ | EEERIFEUELL
fEF VolumeSnapshot TEIEER AR ©

gl

TEIEEHFEIL VolumeSnapshot CR #5% import-snap Ee2E M VolumeSnapshotContent B&n
import-snap-content °

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
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3.

source:

volumeSnapshotContentName: import-snap-content

*NEPERIE (FEFEEMTTEY) : * SMERIREEME AT TR VolumeSnapshotContent ~ WHTT
ListSnapshots %5k © Trident B “TridentSnapshot ©

° SMNERIRERSES ‘“EﬁVolumeSnapshotContent readyToUse #l VolumeSnapshot & true °

° Trident 8 & readyToUse=true °

4. *{FE{ERZE . * I PersistentVolumeClaim MBZEHM VolumeSnapshot « HFf

spec.dataSource (Eﬁspec.dataSourceRef) %82 VolumeSnapshot F4fE o

&1
TEIEEHEIL—IE PVC 288 volumeSnapshot B&% import-snap ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

{ERRIBI%IE Volume &}

RIB B ERTER AFRRE - URBEREITE R ENEIREEZEZRAEEM ontap-nas # ontap-nas-
economy BEENFETN | BYFH . snapshot BEFERBIREE B LR

£/ Volume Snapshot Restore ONTAP CLI itk & B R A A iRIB R e ERAOARAS o

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot

vol3 snap archive
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WRIRETTRUEREER

Trident i (TASR) CR {tIRERIREIRIE(IHFREEEIR TridentActionSnapshotRestore © ItE CR
& Kubernetes UM E1TEN » EEETREBEFNEFERE °

TridentXz 1B RERM1E ontap-san ’ ontap-san-economy ’ ontap-nas ° ontap-nas-flexgroup °’
azure-netapp-files * google-cloud-netapp-volumes > # solidfire-san’ S)i4 o

ez Al
T EREBRAIRM PVC MRTFAB Volume 1RER o

* FER PVC kA& TBEE#E) o

kubectl get pvc

* BgsE Volume RIBR B EEFmMAE R HER o

kubectl get vs

HER
1. 37 TASR CR ° ZflE PVC # Volume Snapshot Bl## CR pvcl pvcl-snapshot ©

3 TASR CR #AZB{iF? PVC £ VS FRERIs &2/ o

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. EF CR URIRERIER o LERBIHE Snapshot f1E pvcl o

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

353



+
A&

Trident ERERIRIZIRE R o [RILABESE IRIRE

T'Ta
§?
ek

kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap

namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:342z"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

mn

resourceVersion:

* EARZHEIERT > Trident FEEEEXEREHESFE - CEEBRIUTULIEE -

i * FABEESEFIVERD Kubernetes EMEFIAEXRESEIESRER « FEEHRARER
i =PRI TASRCR ©

R = A 1ERIIRIZEY PV

P& = HHRATREBAYIFAE Volume BF » ¥IFERY Trident Volume B #2 MIPRIRAE) o FEIRHEIEE IREB LIPS
Trident H4EE& o

Z8Z Volume Snapshot Z#!/23
MREHIKubernetes MR AR B FRIBIEFISFMNEF AT RA ~ oI UKEB TS REITIE ©

1. #137Volume SnapshotZFZEKH o
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. #37SnapshotiZHlgs o

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

MBENE ~ 5B deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml FEH namespace EERIEH LR ©

=t

TERAELS
* "VolumefRER"
* "Volume SnapshotClass"

&£/ Trident Volume E¥4RIRER

Kubernetes FFAMHAIRE (PV) FEAFRE 4B IRIR NetApp Trident I8 7 I ZEMIEE (—
AHMEFEEIRIR) BUTHEE o AR @ AR IRIBARER —RERE N S AR ENEIZ o

VolumeGroupSnapshot i Kubernetes HJ—1E Beta IHAE » B3 Beta iR API ©

ot VolumeGroupSnapshotFr R R{ERR 4% Kubernetes 1.32 ©
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B ERARR
LMAFRIIE S IR & A RIR

* ‘ontap-san'BBENFER - (AN iISCSI M FC 5% > REAR NVMe/TCP #H7E ©
* ontap-san-economy - {2 iISCSI tHRE °
* TONTAP-NAS]

F NetApp ASA r2 5% AFX 7 RA A ZIRMIEEAHIRER ©

FEYaZ Bl
* FE{RIEHY Kubernetes ARZSZ K8s 1.32 SR EE S hRZS ©

 ISNEERINBIRIBIESIZZAETERESE (CRD) ~ ABEFEMAIRER - 5 2Kubernetes Orchestratorfd &
£ (10 : Kubeadm ~ GKE * OpenShift) o

MNRIER Kubernetes 2 {ThR AN B ZHMEBIRERIZHIEZIA CRD > 55 2BIEE Volume Snapshot /25 o

. YETE GKE B RE R B AR » RS ITRRBIEHIE « GKEE A AEMER
S s o

* TEIRFBIZHIZS YAML F1 > 58 7%E "CSIVolumeGroupSnapshot THAEFIIERE E A true” » MUFERIAIEEARIRIBE
BRAR -

* ERIUHREEAREB A > BIFAEREIREARRERLER] o
* FE{RFTAE PVC/HEEEER—E SVM L » LUESESHEEIL VolumeGroupSnapshot ©

* 7283 VolumeGroupSnapshot Z #7217 —1& VolumeGroupSnapshotClass o YIZEFAHE A « 35 "EM4E R
FRAE" R o

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERRARFENZIAAFRREERN PVC > SREEREIMEERA PVC -

LUTFEFIERU T ANEIL PVC pvcl-group-snap  {EABRKRIIEER
‘consistentGroupSnapshot: groupA ARBENERERIZEEME o

kind: PersistentVolumeClaim

apiVersion: vl
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metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* B B EAMHEEIZEER VolumeGroupSnapshot (consistentGroupSnapshot: grouph ) 7E PVC HIERE °

HEEEHIRR I HBR @ AR TRER

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA

fEREF AR IR IR EHIR & iR

R UE BRI E AR —H 2 PR B EIRIFREBER S EFAMEIRE - SEAREIREARRES
—EERSEITIER -

&M Volume Snapshot Restore ONTAP CLI iR &R E FcaTIRIBPECERAIARES o

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

s ETERRBEARE - §ERIAN Volume #HAE o BRI REBEAZ B E Volume BRIFAHAVE
’ EREEK -

WIRRETT RN EER

Trident {5/ (TASR) CR fIRIRIBMHERINRMEIEEIER TridentActionSnapshotRestore © Itk CR
& Kubernetes A EITE) ~ EFETREAGRHEEE ©
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sk

SEZEH  F2H RBETRUEREER"

fHIpRE2 B 4B IRERRRGKEY PV
fBREF 4B RERRIE TRER B

& 0] LAMIBREE(E VolumeGroupSnapshots » A EMIEREFAE P HIEE—IREE o

MREFASFERBRIER TR T &AL » Trident BRZERE MR KR > ARKELRIRRE
) RETBELZZMIBFZE o

MREEADERIREBIL T 522 - AREMIERZEFE > RISRIGTIEF DR - W BERD TR ZATEEM
BRexBl o

Z82 Volume Snapshot £#//2%

NREHIKubernetesZ ik AR B ZRIRIEGI BN T L FEKA « LAILURIR T A UVETIRE -

1.

2.
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#17Volume SnapshotZ EEXH o

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

#17SnapshotiZHl25 o

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-



csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

MNBENE ~ 5B deploy/kubernetes/snapshot-controller/rbac-snapshot-

o controller.yaml FEH namespace EERITH LM ©

TERAERE

* "SRR

* "VolumeREE"
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SR KBS Trident
4% Trident

4R Trident

7€ 24.02 kB4R ~ Trident EEERRIZETIH « BEAABEERE=EEXERE - =
EFThR A IAERRAERE  WIRMFINEE « MBEIEE « SERMEIERAEINEE - BFIERK
BEEDFHR—R ~ LUFEDFIA Trident BYFRIAHE ©

FHRFIRE =
AR ER IR Trident B « s5EZ B T5IEI1E ©

* E157E8Y Kubernetes 257 ~ PRA M ERIESFEZ R L2 —1(E Trident BITERS ©
* Trident 23.07 K EHFARAFEZE v1 Volume RIE « REX1E Alpha Z beta R o

* FHAREF ~ Trident &AZEiR{E “parameter.fsType ffEFBHHY "StorageClasses Bl ° ] UTEAHEIR B IR &
BYIE T TMIBR K E##E1L "StorageClasses HEHEE o

° EREH BN —IEER "2 A" BANRSANEIRE -

> sample INPUT B##E & https:/github.com/NetApp/trident/blob/master/trident-installer/sample-input/
storage-class-samples/storage-class-basic.yaml.templ F&if|[storage-class-
basic.yaml.templ?] Fl3#4E | storage-class-bronze-default.yaml ©

© WNFEFHAEN « F2E "EAME"

HER Q1 : EEVRRAS

Trident AkZASEEEH YY.MM anai8F ~ B TR BREGHREMUEK - MM 1 2817 - DOT hRAEE
YYMMXER ~ HAf T X ) 2EHEXER o ERIRBEARIRAE « EIEEA R

© RO EEARE LERASHMERRZAS 2 B A RMER B AZRR A o FU0 ~ eI EZHE 24.06  (S1EfT 24.06
FhHRA) FAEARE 25.06 ©

* NREERTERRABIIMNBRAEFA R ~ SFRITS T RAR o EAARRPBIEARERIIRA « LIS EIERR
ZNHY "ESRR" ARE o AU ~ MRISHITEYRE 23.07 ~ TNEBZEFARE 25.06 :

a. B—IRIE 23.07 HLRZE 24.06 ©
b. SA%1¢E 24.06 FHRZE 25.06 ©
T2 MERRRESE
A EHIET TR YL Trident FIRRZS -
1. {8 kubectl get pods -n trident & Pod °

° MNRZEEHRF Pod ~ BfFRZEE Trident tridentctl ©
° YNREIRIEE Pod ~ Bl Trident 2fEF Trident I2EE F B Helm 3RZe4E o
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https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-basic.yaml.templ
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-bronze-default.yaml

2. NREIRVEE Pod ~ 55{ER kubectl describe torc HIEF 2 H{E A Helm Z28E Trident o
° Y1ERE Helm 12 ~ BIfER Helm &£ Trident ©
° NERRE Helm 2% - BIZ A Trident I2EEFEHZEE Trident

WEE 3 I EEAKSE

BEBRT > CEZERAEVIRZENRRN G EETHER » BRI EZE 5 £ 2 HZE)" - BMEAR
Trident BY3%EIH o

* “EATridentEEEETHR"

R BIERCERE EREERA R IR EREE—EARZA

BISEE AR
T f# Trident EEE AR TERIE

TEfEM Trident $2(EE AR Trident Z A1 ~ (EZBEBARPEMELNTRIER - HHR
BI3E Trident 328 ~ #5183 Pod FEIRL Pod FWEE ~ UK AIBIREMAVEIRLREREE o

Trident EEFHAREIE

ZEFNFH4R Trident IR Z £ Trident EE FHVER" 2 —FFEHBHERIE Trident #1 Kubernetes #1144 » A
GHENRARI SRS © 55 » Trident TUAZIRSEHALR » H=ENFEH " o AEEZKER » Trident Operator
Bl Kubernetes #&E&EIL -
* MBS EFE I Trident Controller ZPEFENBLRETE
* LUHThR A< EE#a Trident #5128 Pod # Trident Ei%h Pod ©
o MNRENEEKREH ~ B AR ZPHIEEERETEEEHT o
o DAE#ITH Trident Node Pod BYERELA SEAE EHLIEE o

N B Kubernetes &£ L Trident Z248AYs¥4RE 1" Trident Z248" ~ :3264 ©

EEBARITIERE
EGfERA Trident BHFRIENFAARET :

1. * Trident BEF * :
a. &R BAILEEM Trident lRAs (FRZ<n) o
b. B FTA Kubernetes ¥4 « &#% CRD ~ RBAC # Trident SVC o
C. MIBRhRZS n B9 Trident IZHI2S2RE o
d. ZARRZs n+1 #1L Trident Controller ZFE o
2. * Kubernetes* 2 n+1 3217 Trident #%2§ Pod ©
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../trident-get-started/architecture.html
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3. * Trident EHEF * !
a. Bk n B9 Trident BARLTRECEE o IRIEA BT S ERFHEIR Pod 4R LE ©
b. % n+1 E37 Trident &% Demont
4. * Kubernetes* BTERHIT Trident Node Pod FYEfiRL_EF237 Trident Node Pod o itk AT FE(RERRS_EBYERIAR
7~ AR FAEBIB—E Trident Node Pod ©

{5 Trident =3Z &5 Helm F4k Trident &2&

f&a]LUEF Trident Operator FEZEBE Helm FH4K Trident o {&RILAIE—1E Trident
Operator ZE#E 4R %5 —1{@ Trident Operator 224 » thATLAHE “tridentct! ZEEFH 4R E
Trident Operator krZs o £ FH4k Trident Operator 47 Al » FBACAGRI EIEFHAR 5" ©
FaRFEIREE

SR AR R E L E N TridentZIEE LR REARE S —EREHE N TridentR{FE LEE - FiA Tridenthk A< ER(ER =
SHERERT o

EEREAGREHEEERF (20.07 E 20.10 hR) LM Trident FH4R ~ FFEMA Trident BYF

R e DR A o

RAREIET(E
Trident IR —EEMHER ~ FETCARLZEERE F A4 Kubernetes ARAIZILABRARI M o
* HHRiE1T Kubernetes 1.25 SNBSS IRAHIEE » 55FH "bunder POST_1_25.yaml" ©

FaYa > Bl
BRI ERAN TP Kubernetes £ "7 1EAIKuberneteshRZs" o

1. EGE5IRAY Trident AR :

./tridentctl -n trident version

2. ¥#f operator.yaml > tridentorchestrator cr.yaml > # post_1_25_bundle.yaml EREEFH
REIBIRRAS (U0 25.06) BIFEMRAERECURIERNEE o

3. MIBRAR ZEE BRI TridentZE BB TridentiR(ES o FIYN > WIREHR 25.02 AR > FHITA TS ¢

kubectl delete -f 25.02.0/trident-installer/deploy/<bundle.yaml> -n
trident

4. NBREEABFIVAZELE TridentOrchestrator B ~ BRI A4REE TridentOrchestrator ¥ELUE
N - E R e B R G E IS E 28y TridentMcsiPR &R EEE « BUAEE R aiE EING IR FR
BT -

S. FRBESTIRIEHIIER bundle YAML 12 Z % Trident » E <bundle.yaml> &
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https://github.com/NetApp/trident/tree/stable/v25.02/deploy/bundle_post_1_25.yaml

‘bundle_pre_1_25.yaml'8{# ‘bundle_post_1_25.yaml {RiE{EH Kubernetes ixZs o BN » NRIEIEER
4 Trident 25.06.0 > 55T FHE% .

kubectl create -f 25.06.0/trident-installer/deploy/<bundle.yaml> -n
trident

6. RE=XEIEEUEZER 25.06.0

4% Helm 224t
B AFH4R Trident Helm 228t o
BB R Trident BY Kubernetes &M 1.24 FHARE 1.25 EIIRZASET ~ (S4%E “true’ o E#T

2= values.yaml A& E “excludePodSecurityPolicy Si#iE "--set excludePodSecurityPolicy=true’ &
“helm upgrade 87 < ~ AREAHAREREE ©

MR ELE Kubernetes ZENE 1.24 A4RZE 1.25 ~ MIAFER Trident helm ~ B helm ARG Z R - EEE
FSERFHER ~ sREHIT YD ER

1. %4 helm-mapkubeaps YMEHET https://github.com/helm/helm-mapkubeapis °
2. %28 Trident ISR B =M ~ 2 Trident \REAHITEE - S BERMER o

helm mapkubeapis --dry-run trident --namespace trident

3. LA helm HUTREHITLUIETEIE ©

helm mapkubeapis trident --namespace trident

1. MBRE"EFEH Helm 24 Trident” » AJLAEA “helm upgrade trident netapp-trident/trident-operator
--version 100.2610.0'—FF4R  MNRITLEMIE Helm BEENBEAEATCEITAHR !

a. TR Trident ARZA"GitHubHY_AssetsEEg" o

b. {#F helm upgrade a3% * HEF trident-operator-26.10.1.tgz REEHKFIRIRRES

helm upgrade <name> trident-operator-26.10.1.tgz

NREEVIRLKIEREBTEER (FIUN4ETE Trident 71 CSI BMEMIFLE ~ REEE
t ) ~5EMII0 helm upgrade BRLER ——set B THEAARBTHIEIELEREE « TR
BLEETERATERE-

2. H117 helm list UFENEIRMEARLRIITEFAR c 1T tridentctl logs MURBIMEMAESEAS ©
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RF4Rk tridentctl ZEEE Trident IEEE

TR UARA R ERIARATridentZBH F tridentctl ¥ | IRAMNRIR PVC K& BEHRMHER -

ALK EZA > BRAER "ELEH A2 BB -

1. FEHEH Trident KRz o

# Download the release required [26.10.1]

mkdir 26.10.1

cd 26.10.1

wget
https://github.com/NetApp/trident/releases/download/v26.10.0/trident-
installer-26.10.1.tar.gz

tar -xf trident-installer-26.10.1.tar.gz

cd trident-installer

2. B FEEBEIL MTridentOrchestratory CRD ©

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. ER—Efs L EREPHELERENESTF

kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. 337 TridentOrchestrator CR ML Trident ©
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cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl



kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79d£f798bdc-m79dc 6/6 Running 0 Im
trident-csi-xrst8 2/2 Running 0 1m
trident-operator-5574dbbc68-nthjv 1/1 Running 0 5mdls

S. FEsR Trident EFH 4R EFF RS ©

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v26.10.0

{§ 3 tridentctl 74K Trident
IRe] LU RAEEZEAKIRAER Trident Z22E€ tridentctl ©

RIRERI(E

FRIR LI Ry B R 2 8E Trident ENAFAR o B IREEBRZEE Trident BF ~ A& MIBR Trident 2PEFF{ERRIFELEE Volume
Claim (PVC) ##F48& Volume (PV) o Trident BE43FF « EfER PV MRS ER ~ M Trident 7ERE L
4818 ~ AIFILEAREIIA{ER PVC BEEHER o

ez Al
TEERA “tridentct EITHMRZ AT » SAFARE " EEARTT A" ©

1. BITHIVARPRZEER < tridentctl ~ PR CRD FMABRIMIHFAIMIFRE B Trident ABRIRVER ©

./tridentctl uninstall -n <namespace>

2. BHZHE Trident o 352E "(#FH tridentctl ZZE Trident" o

BE  A7PRERARER o BEZEERITTM
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{E tridentctl EIF Trident

https://github.com/NetApp/trident/releases["TridentZEBEXEEHS 18
‘tridentctl LA ARREN « FEEEKRKREN Trident °EEEE Privileges B
Kubernetes EHERIUFEHRTEHREZE Trident HBEEEE Trident Pod BIMMHAZER

i S R I FER

R LAIT tridentctl help BUSHAIA®TIEE tridentctl SMIM --help B EEMG < « UEUS
ZAFE B T FIETEMEIRRE o

tridentctl [command] [--optional-flag]

Trident tridentctl ABERZE TS 2IHEE o

<

\ A

create

B RITIEZE Trident ©
delete

1t Trident BiF—HZEER ©
get

1% Trident VIS — X ZEE R ©
help

{E{e]en < BUFRRAERPA o

images

FIEN Trident FREE R es 2 R :RAE ©

import

BIRBEIRE A Trident ©

install

ZH#ETrident o

logs
¢ Trident FENEEEE ©

send

¢ Trident EEE R o

fRPRZEE
EEERZ2EE Trident o
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update
£ Trident FIERE IR ©

update backend state

HREFRIR(EE -

upgrade
£ Trident RARER

r3E ]
FI)EN Trident AR ©

v RIREE

-d » --debug
PREBEAIL o
-h > --help

MIEREA tridentctl ©

-k v --kubeconfig string
15X KUBECONFIG AN —1E Kubernetes & EIS —EZEEHI T THIERE o

& ~ S eI L EY KUBECONFIG AITSMIIFTE Kubernetes E A1 RIRERYEEL

i3 tridentctl PR EZEE

-n ' --namespace string

Trident ZPEM B ZERM] ©

-o > --output string
BHART © jsonz—]| yaml| name| wl| ps (F85%) ©

-s ¥ --server string

Trident REST 7T EAY{IE / EIFIE o

e ;I'rident REST7Y EAEEE ~ (#5EMA0127.0.0.1 GEARIPV4) 3K[:1] GERIPVE

Tk

S IEIEMFEAE
[=ava
{8 “create i LB RITIEE Trident o

tridentctl create [option]

backend : i BIRFTIEZE Trident ©
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Bk
£ "delete’ sn S Trident PRER—HZEBIE o
tridentctl delete [option]

IEIE

B

backend : i Trident flfF— B ZEEFRER R
snapshot : i Trident fiIBF—1{E=X 2@ Volume IRER °
storageclass : ¢ Trident filpF—{E N ZEHEFLER ©
volume : ¢ Trident ffF—{EH ZEEFHIEE o

i
£ "get' dp LU Trident BVE—EHZEAE IR ©
tridentctl get [option]

EIE

backend : # Trident R — Az ZEEFRE R
snapshot . & Trident ZEEX—{EIS Z{ERER ©
storageclass : { Trident #HX—1E o} ZE#7FLE o
volume : ¢ Trident #EEXN—{E K Z{E%E

AR

-h~ --help : VolumeRYzRAA o
--parentOfSubordinate string : iFEFARFITEREKIEVolume ©
--subordinateOf string : #FEARHITEVolumelITE ©

BRIR
£ "images FEIZZRFIEN Trident FRIEEMI R ESARRAE ©

tridentctl images [flags]

AR

-h~ —-help : FM&:REA ©
-v s --k8s-version string: Kubernetes ZE&EAEZRARA ©

& AVolume

£ “import volume' ap L HIR B ARG EE A Trident o

tridentctl import volume <backendName> <volumeName> [flags]

A%

volume ™ v

AR

-fs ——filename string : Yamlg{Json PVctEZAIERIK o
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-h --help : VolumeHJzRAA o
--no-manage . {EZEIIPV/PVc e RERREEELEGRBEREIE o

L8
£/ “install FEAR R Z24E Trident ©
tridentctl install [flags]

AR

--autosupport-image string : BEIZEENNASIFMEG (7884 netapp/trident
autosupport:<current-version>] ) ©

-—autosupport-proxy string - AR X BB ENNRIERERA AU ERE o
--enable-node-prep - ERERA EZETENEEEE o

--generate-custom-yaml . BELZEEARAANEIESE YAML % ©

-h > --help @ Z&ER)o

--http-request-timeout : EETridentiZH2589 REST API 89 HTTP sA K@ (BB 19 30%) o
--image-registry string . REBFRFEMREVAIILERIE o

--k8s-timeout duration : A& Kubernetes 12{ERVZAIFFEFR] (F85&4 3m0s) o
--kubelet-dir string : kubelet AEFAKEENEAIE (A% [ivarlib/kubelet] ) o
--log-format string : TridentHz§&IL (XF vjson) (FE% TXFJ ) ©
--node-prep : fETridentsE$7%E & Kubernetes BREMENRL » UERIEEN B HE EIEHIRE o 17
70 iscsi BME—ZEMIE - & Openshift 4.19 FIMA > UETHAESIEMIRETridenthRAA
25.06.10° *

‘--pv string @ TridentfEFARYEERR PV BU%7E > FEREAREFTE (FARA ltridents ) o
--pvc string ! TridentfEFAMET PVC N&HE » RERFE (FAR% Mridents ) o
--silence-autosupport : AEBEEEBZIEEEXTINetApp (FERA true) o
--silent ! ZEHABFEAASIZE@EE o

--trident-image string : EZIEMTridentBfF o

--k8s-api-gps : Kubernetes API s55RIIE T EHE (QPS) fRE (FH3% 100 ; AIEE) o
--use-custom-yaml . ERAZEEBRPEFENEMIRE YAML EE ©

--use-ipv6 . fEF IPv6 #1T Trident BYZEEH ©

0%
£ "logs FEAZHE Trident F!JENECEE ©
tridentctl logs [flags]

=t
-a’ --archive : BIBE B HFNZEFHEEXYH (RIESEIEE) °
-h > --help : H&SER -
-1 --log string : ZEEMM Trident B  EA—{ERE Trident | auto| Trident EHEF |All (FAz4 M8
g1) o
--node string : BREHPUERTEL Pod HEEHY Kubernetes BIRG54HE ©
-p —-previous . EEUARIA Container EFIFVHRE (MNREFE) o
--sidecars : ¥H sidecar B2sAYHES ©

&x

fEF "send B2 Trident HiXE R o

369



tridentctl send [option]

IR

o

autosupport : fFAutoSupport —{7 A 5E A BV ERE S BiX 4 NetApp ©

FRfRR

fEF "uninstall’ FEIZ AR EZFRZEE Trident ©

tridentctl uninstall [flags]

AR

-h, --help : fRBRZEHEAAR o
--silent : EHIEIIEZAARZHEL o

i

£ "update SR L {ELK Trident HRVEIR o

tridentctl update [option]

BIg
backend . 7E Trident FEHBIR o

TR IRARRR

f#H update backend state HERIMERIRIEENGRS o

tridentctl update backend state <backend-name> [flag]

RELZENER
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UNR{FEHA TridentBackendConfig (tbc) B &R ~ BIEAFAEZRZEHEIR backend. json ©

MR ETE tbec FEEE ~ Bl userState FAFHAMLIMMUEDR tridentct]l update backend state
<backend-name> --user-state suspended/normal °

EEEEB tbe 527E Via tridentctl Z B EFEVFERE userState ' IBE Y “userState WBRE tbe B
PREZMBMNL o BRI LUERS ST " kubectl edit tbe ° ‘userState fH{UFBIRE « TR AfEF
“tridentctl update backend state &5 % 3REE "userState’ B IRHY ©

f#H tridentctl update backend state B E userState o WA LAEH userstate A
TridentBackendConfig g backend. Jjson EE - EERZRIENTESHYRE - MBS ZEER
fE e

EAR

-h ™ --help : BImIKEEERAA o
--user-state : 585 suspended HFBIRIES o 8REA normal UMMERBIRIEE - REARF
suspended -

AddvVolume #] Import Volume BEF o

CloneVolume » » ResizeVolume PublishVolume UnPublishVolume CreateSnapshot » »



GetSnapshot RestoreSnapshot ¥ v DeleteSnapshot RemoveVolume GetVolumeExternal >
ReconcileNodeAccess {REFAJFAREE o

R T A B IR AR A AE R e PR (ISR BB IHAKAS usersState TridentBackendConfig
backend.json ° MFEFME « FFRMHE "EIERIFHVEE" fl "LIKECBECVLHITERIGEIR" ©

gh -

JSON
BB YT REAEREM userState backend. json :

1. 4REg backend.json H&Z + userState FFBAIMNERS BEFEL °

2. f§5F “tridentctl update backend an L HIFEHTAYERTE “backend.json X4 ©

f5IF . tridentctl update backend -f /<path to backend JSON
file>/backend.json -n trident

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",
"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",

"userState": "suspended"

YAML

eI UIEERTSEM tbc ZBAREET kubectl edit <tbc-name> -n <namespace> °© F3IEHIE
EFEIEEMBIRAKRELLE (F userState: suspended :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
SVm: nas-svm
userState: suspended
credentials:
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name: backend-tbc-ontap-nas-secret

[7&N
{F version FARNFIENRRZASAIFERE tridentcetl MUKRBITHAITridentfRFS ©

tridentctl version [flags]

AR

--client : EZRARIRRA (FREE[FRSS) ©
-h, --help : KRZSEREA o

SMEIETZIR

Tridentctl SZHE4EEL kubect! BISMIMER o MIRIMIMERX —ENIERLTBENE [ <plugin> 1| BLE - Bl Tridentctl &
EAISMIMET « B TEMMERAINYIE PATH IRIFEHBVEREF - FrEERZIRVIMIMERERZF7E tridentct]
HREBRIMHIE R BEE T o 5 ~ 1B ATLUTE enviornment #2{ TRIDENTCTL_plugin_path F#5ESMIMEX B}
RARRHIES (90 © TRIDENTCTL PLUGIN PATH=~/tridentctl-plugins/) ° SNREAILEE - B
tridenctl R EEISENER KPS o

BZ1E Trident {2 B {EEE
Trident $2ft—%4H Prometheus $51ZimEs ~ ] AR EZIZE Trident 34HE ©

=557
:%:%I\ =

Trident 12805t BATECHIT FHUBI(E

* 1R Trident 2 HCRAAARAZES BH - MAABIEENAINEE « R RS UITERE G RETE
o

- BERBEREN TR FRBNHRENE | LRFAERNEEES -
TR R E R E B T o

* IBHILAE o IATLIETE Trident SUEIIEMAAITAELATBA0RT o

FEERIBER T » Trident WISIZ S RREBEIZEIFIE L o "8001'7F /metrics imEh o Z&ETridenthr »

Bt ELAEIR AR AR - CRILRESEB HTTPS 7EEHHE L HE Tridentf5iR o 8444 th—1#% o

CEEMNER
* 2248t Trident BY Kubernetes £ o
* PrometheusH{T{EIRS o IZRIUE "B 2 {EPrometheusZfE" sE « Fth B LIS LIE{TPrometheus "[FE 4 FE

TN
T E¥1 . E&ZPrometheus HiZ
e % — (8 Prometheus EESRI ISR EAVE B Trident SR04 - BAIRMBZAHN -
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%&"Prometheus Operator 31" o

HEE2 . 21 Prometheus ServiceMonitor

EEFATridenti51E ~ & FEZE T Prometheus ServiceMonitor ~ MBS Trident - csil BRFE ~ M7E metrics.
H1%18 FESEE o ServiceMonitor& 301 FFA- -

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:

name: trident-sm

namespace: monitoring

labels:

release: prom-operator

spec:
JjobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s

It ServiceMonitor [ Z#EENA 775 EERIAIIEE @ “trident-csi'ARFS » 135S =4K "metrics BRFSAIIHES - FLE
» Prometheus IRTEEACE A SESIEAE Trident AYISHE o

BRT AT EZNE Trident BUSBVIEIEZ O ~ kibelet 2 BB B S5 1ZIHEE K 2 BT "kubelet_volume_*'#5
12 o Kubeletrl 12 £ B BAFTMINNHAREE ~ Pod R HRIEMEMAIMEENEN © 5520 "s5i%EE" o

#48 HTTPS A Tridenti5iZ

ERFEIB HTTPS (FEIZIE 8444) fEMTrident}5IR » S RIEDR ServiceMonitor E&EUBLE TLS RIE © {REF
EHEH “trident-csi BAER B “trident & ap B ZERIHER Prometheus EBITPIEN SR ZEM o ERIUEAN TGS
TTUCHRLE

kubectl get secret trident-csi -n trident -o yaml | sed 's/namespace:
trident/namespace: monitoring/' | kubectl apply -f -

HTTPS 51Z/9&3% ServiceMonitor ¥ FEIFAT :
apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor

metadata:

name: trident-sm
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namespace: monitoring
labels:

release: prom-operator

spec:
JjobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- interval: 15s
path: /metrics
port: https-metrics
scheme: https
tlsConfig:
ca:
secret:
key: caCert
name: trident-csi
cert:
secret:
key: clientCert
name: trident-csi
keySecret:
key: clientKey
name: trident-csi

serverName: trident-csi

TridentSz $2FRE %8 /5 7AHHY HTTPS $54Z : tridentctl ~ Helm chart #1 Operator :

* WNREIEFESER “tridentctl install 85 » RAILAEIE “--https-metrics’ BXFE HTTPS $51ZRVIEES ©
* MNRIEFERBIZE Helm Chart > BIIRJLUETTERRE © “httpsMetrics FBFREXFE HTTPS 151ZH 2% o

* MNRIEFERBR YAML X4 > BIRJLFRIELLTAZS | --https_metrics [... "trident-main" Z238 1Y “trident-
deployment.yaml’ XX f§ o

FTEE3 . {EFFAPromQLE g TridentE=
PromQLEBEA N E I ERRFE RS SR IEERNERT °
T —En UERAPromQLES :

B8 TridentE 2 AKX E A
* 3RE Trident B HTTP 2XX [EfEB S LLE
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(sum (trident rest ops seconds total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* Trident FEBARRE(CHEAY REST BIFEBR D LE

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds_total count))) * 100

* H Trident MITZFERTITRERR (UZWRELD)

sum by (operation)

(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

EY48 Trident A&
* I39Volume R/ )\

trident volume allocated bytes/trident volume count
* SERIRAC &R VolumeZE 485"

sum (trident volume allocated bytes) by (backend uuid)

EV{S{E 5 VolumefERE
= QERERWEKubeletEER « A SR LLINAE ©

* Z{EVolumeNE BZER B LE*

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

BEf# Trident AutoSupport &I
RIETERE « Trident EESHP AP - 1§ Prometheus FSIZME RSB IR EEIXE NetApp ©

* BE(ZLE Trident {#i5 Prometheus EEMEKRBIREFZE NetApp ~ :57E Trident ZEEHARIEIE *--silence-
autosupport &1 o
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* Trident tHAJLUE B B 235CEBEEE NetApp BEREIE tridentctl send autosupport ° [BEEHHE
Trident 2R _E{EHEEERE o IR HEEZ AT » EREZIER NetApp
Hhttps://www.netapp.com/company/legal/privacy-policy/["BEFAREEL R "A] o

* BRIESHREA « [RY Trident BB X 24 \RHAEGEER ©

s A LUE R s EsC ik R B P EE0E --since o Il tridentctl send autosupport
--since=1h: ° ELEMGIHEALLERE Trident FEMNRFWEFNEX trident-autosupport © LAY
71 L EVE B 23088 "Trident AutoSupport B" o

* Trident AutoSupport T EUESEEHEAHBFIER (PI) SEAEF o EME "EULARERR Trident &
FRIRBAE o IERTLURABRAE NetApp HERZEMMISERIKE FiaiEE" -

Trident fEXRYEREHEHIIT :

items:
- backendUUID: ff3852el-18a5-4df4-b2d3-f59£829627ed

protocol: file

config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags: null
disableDelete: false
serialNumbers:

- nwkvzfanek SN

limitVolumeSize: ""

state: online

online: true

o IEERBEXENetApply TRE R imEL o AutoSupport AutoSupportil RIGERFTAR F iR HEFES 28I
& ~ AILUER T-image-registry] FEAZ o

s IRt EI L EE L E YamIfEZE & E Proxy URL o fEAILAER Ttridentctl install -generate-custom-yaml) 3K
I YamitEZE ~ WTE TtridentZPE.yaml) FEE Ttrident -autodupport) 28889 T-proxy-URL) 5| o

{ZH Trident 312

BEEIER RS  CEZERBERYAML (F"-generame-custom-yaml"iZ:%) EITARES > LUMIER
H"trident—main" R 23 FrsA A BY"-mication"1Z5% ©

RS L Trident
1 pEEZfE P A% 2L Trident ABEIAY TS A SR AEFRZEEE Trident o

RIRER I

* MREFZEIEEAR ~ BIKRIEREBEEFARRRA R TR RFFRREIVIER » (CEZMRFRRE Trident >
TERAZMBERRTEMZERER " TRAE" - ER2W _ [FR _ [BERERERSHE—ERZTTE -
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IREE

* AT HEARIMEHZEE « MRIRZEE Trident W A PR Trident FrEIZAY CRD AERAMIH - MNREHFEST
2F50% Trident REFREER « 5528"T2% Trident IZEERHE" o

FaYa > Bl
WNRITE(ZH Kubernetes &5 ~ BB MIBRFRIBE MR Trident #3172 Volume FIFEARTIET « AR BMERGZE
4 o WML ATRERTEMIBR Z AT ~ A& 7E Kubernetes Ei%_E 24 PVC o

EERBRERE
R REZ (R B 2 EEAE R 5 A R ARPRZEE Trident o TEFRFIRLEE Z AT ~ AR IIRAZEE Trident BYRRZS ©
1. fM kubectl get pods -n trident &% Pod °

° NRIREEHEF Pod ~ BIfEFFZEE Trident tridentctl ©
° MNRERIESR Pod - A Trident 2/ Trident #{EEFETEA Helm RZEH o
2. NREIRIEE Pod ~ 55EF “kubectl describe tproc trident #|E 2 S {EF Helm %24 Trident ©

° tNRAE Helm 2% ~ AIfEA Helm &2 Trident o
° YNERRAE Helm 1% ~ BIZ{ER Trident I2/EEFELLEE Trident ©

RS ZEEE Trident BEE FZrat
ST F T FEA Helm BEBRZEE Trident BEFZE o

RRZRFHRE
MRIEEREE F LI Trident ~ BIRJUHIT T EF—IRENEARAERR

Tk
1. 4388 TridentOrchestrator CR iR ERFRLEEFEIE ** ©

kubectl patch torc <trident-orchestrator-name> --type=merge -p

'"{"spec":{"uninstall":true}}'

E uninstall FEAESRES true ~ Trident@ & FEEE Trident ~ BAREFZFRTridentOrchestratord<& o 4l
RICBBEILZETrident ~ 355 TridentOrchestratorili 37 FiBY Trident o

2. MIBf TridentOrchestrator : FFRAMNEFZE Trident Y CR & TridentOrchestrator ™ &EIsTIR(E
EfRFRZEE Trident © ?%T?E'@Ei@@ﬁ?itﬁ@%;@ﬁ? Trident ZPEFEBUHIENE ~ MIBREEZLEEATE

“TridentOrchestrator FFT#E1ZRY Trident Pod ©

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

FRPRZEEE Helm Z28E
WNRITER Helm &4 Trident ~ AJLUEAAERZEE helm uninstall ©
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#List the Helm release corresponding to the Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

RS EE tridentetl 224

£ "uninstall P88 % “tridentct! #2BREA Trident MERAFRAEZ IR - 1B CRD FNAERAYIEBRSM -

./tridentctl uninstall -n <namespace>
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Trident for Docker

ERZHITTRIRIF
(EBSAE TN E RE BB TN BRBRBESRIEH 7 HE2PE Trident ©

* FESICHER BN ARARN "HK" o
* FERERERIDockerhR A2 32 1%  SNRITHIDockerhR 4SBT « "2 ZEE] B o

docker --version

* FESE L BEREW R EEAIRE SR EM o

NFST A

ERFERANSTREZENFSTA -

RHEL 8. t

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

LE RENFSIAZRE - FEWMESIIIFER - LB RRHIREMMERSREERE -

iSCSITH

ERBERARIEFER RIS RLEISCSITA -

RHEL 8
ETINRAEN

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. Hiscsite-initier-utilshR A< 2 & 236.6.0.874-2.el 75 B HT AR :
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rpm —-q iscsi-initiator-utils

3 RRHERATFE !

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf

4 MAZERE:

sudo mpathconf --enable --with multipathd y --find multipaths n

33 F{R1E"default" ($83R) TF"etc/multipath.conf"E & "fappe_multipaths no" °

5. FE{FEITHIR iscsid"F1"multipathd"

sudo systemctl enable --now iscsid multipathd

6. EYFEMERE) TiSCSly

sudo systemctl enable --now iscsi

Ubuntu
1. ZETINRHREN -

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools

scsitools

2. BB RIRISCSIFRA R E 42.0.874-5ubuntu? + 10 EHHRAS GEEAREEMHEIR) 5(2.0.874-
7. 1ubuntub. 1 EFTARA CGEREMRER)

dpkg -1 open-iscsi
3. BiFHRATFE :

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. RAZERE:

380



sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

2 (R "default" ($832) TF"etc/multipath.conf"&1 & "fappe_multipaths no" ©

5. FERERAL#IT lopen-iscsiy M TZRETH)

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi

NVMe TH

ERBERANEIFERMIGLRELE NVMe TA ©

* NVMe ZE RHEL 9 s{E#ihRAS ©

st - N8 Kubernetes EREKEIIZOERASAEE ~ 5 NVMe BEHE £ AR EIIOERA « (RaAE%/E

fER NVMe B EIREBVIZIORRA B —1E o

RHEL 9.

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)

sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)

sudo modprobe nvme-tcp

FCTH
ERFERANSTREKFCIA -
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E{FEREEZ FC PV #1177 RHEL/Red Hat Enterprise Linux CoreOS ( RHCOS ) BT {FER2LES » 51T
StorageClass F$5E discard mountOption MAHITAIERZEREIEIN o 5528 "Red Hat sREASZHF" ©

RHEL 81{ £
1. ZRTINRREN

sudo yum install -y lsscsi device-mapper-multipath

2. MAZEREK:

sudo mpathconf --enable --with multipathd y --find multipaths n

13 FE{R7E"default" ($E32) T"etc/multipath.conf"& &"fappe_multipaths no" °

3. BEE “multipathd #1179 :

sudo systemctl enable --now multipathd

Ubuntu
1. RETIRHREN .

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools

2. MAZEREK:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

5+ HE{RTE"default" ($832) TF"etc/multipath.conf"& & "fappe multipaths no" ©

3. &% ‘multipath-tools’ B YA IETE#IT ¢

sudo systemctl status multipath-tools
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ZRZE Trident

Trident for Docker R E1ZEAE Y NetApp FFFSH Docker £RERAES - ©BXEN
HIFFEEDockerEMNHEEFEE RS RECEHEIE « WIRMHZEE « olERKINIEEZ T
4o

Trident BV Z BRI TEREPTIUARRER —SP K _EBTT - SrRREGESERERANEEER « M8

5] Dockert#fik & Fr{E AR R o

A 2R EERTRIE - FEICHEN G RIRMF 2%  BNAJRIEEIZE Trident o

DockersEESMIER A7E (1.1/17.03 R BT RRES)

FsEZ Al

2 4N B IS IS B 75 A6 Trident pred Docker 1.3/17.03 ~ S5FSWASE(ELE Trident 125 ~ 2R
B EHENE) Docker 152 ~ BEALEIMNIER S E ©

1. FIEFFERITHRBYEITIERS :

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. EFfiEREIDocker ©

systemctl restart docker

3. BT LB ZEDocker Engine 17.03 (£#11.13) SE#HARZ o

docker —--version

YNRICHIRRASIBIT « "LESER LR o
1. BT AAREAENTHEE FHEEIE ¢

lconfigl : FERIEZ%TEZA lconfig.json) ~ BERILUEREMRSIE - REEERAEDIEE 1
configy 3EIEBRNA] o AHAEREMAZBNIIR AL Tetc/netappdvpl B &R ©

° SCERER  fEECERER ( Tdebugs ~ Tinfoy ~ Twarny ~ TfiRzZE) - [fataly ) - FARER &

HiT
Debugl : IEETENEEIAECE: o TEREAR o MR Atrue ~ B E BIRCERELR ©
I EIAHRERERINIE :
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sudo mkdir -p /etc/netappdvp

ii. 32 I74AREAE

cat << EOF > /etc/netappdvp/config.json

"version": 1,

"storageDriverName":

"w

ontap-nas",

"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQOF

2. EFAEEIMNIERAREE Trident © 55

X

1R
ZAnY

FERNIMIMETIRZS (xxx.xxx.x ) B <version> °

docker plugin install --grant-all-permissions --alias netapp

netapp/trident-plugin:<version> config=myConfigFile.json

3. FYAEM Trident IEREM RGP IHFERTFRE

a. @ire% lMirstVolumes BYVolume :

docker volume create -d netapp --name firstVolume

b. A SIENENRFEILTEEZ Volume ©

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

c. #8F&Volume TfirstVolumel

docker volume rm firstVolume
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B4 7% (1.12hREE R hRrES)

Fa-ﬁilAZﬁﬁ
1. FBREEEEBDocker 1. 10 RE T AR ©

docker --version

MREHRRAS BB ~ sAE L8 o

curl -fsSL https://get.docker.com/ | sh

WE - "BIREBEHEHIETET ©
2. BREALHNARARENFSH/IHISCSI ©

TER
1. LK FENetApp Docker VolumedMHFE, :
a. THIFERLEEREDR -

-———trident-installer-26.10.1.tar.gz

wget https://github.com/NetApp/trident/releases/download/10.0/
tar zxf trident-installer-26.10.1.tar.gz

. Move to a location in the bin path:
+

[source, console]

sudo mv trident-installer/extras/bin/trident /usr/local/bin/ sudo chown root:root /usr/local/bin/trident sudo chmod
755 /usr/local/bin/trident

Create a location for the configuration file:
+

[source, console]
sudo mkdir -p /etc/netappdvp

Create the configuration file:
+

[source, console]
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cat << EOF > /etc/netappdvp/ontap-nas.json

+

[source, json]

"version": 1, "storageDriverName": "ontap-nas", "managementLIF": "10.0.0.1", "dataLIF": "10.0.0.2", "svm":
"svm_nfs", "username": "vsadmin", "password": "password", "aggregate": "aggr1" } EOF

After placing the binary and creating the configuration file, start the
Trident daemon using the desired configuration file.
+

[source, console]

sudo trident --config=/etc/netappdvp/ontap-nas.json

+

NOTE: Unless specified, the default name for the volume driver is
"netapp".
+

After the daemon is started, you can create and manage volumes by using
the Docker CLI interface.
Create a volume:

_.|_

[source, console]

docker volume create -d netapp --name trident_1

Provision a Docker volume when starting a container:
+

[source, console]

docker run --rm -it --volume-driver netapp --volume trident_2:/my_vol alpine ash

Remove a Docker volume:
+

[source, console]

docker volume rm trident_1
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[source, console]

docker volume rm trident 2

== Start Trident at system startup

A sample unit file for systemd based systems can be found at
‘contrib/trident.service.example® in the Git repo. To use the file with
RHEL, do the following:

Copy the file to the correct location.
+

You should use unique names for the unit files if you have more than one
instance running.
+

[source, console]

cp contrib/trident.service.example /usr/lib/systemd/system/trident.service

Edit the file, change the description (line 2) to match the driver name
and the configuration file path (line 9) to reflect your environment.
Reload systemd for it to ingest changes:
_.|_

[source, console]

systemctl daemon-reload

Enable the service.
+

This name varies depending on what you named the file in the
“/usr/lib/systemd/system’ directory.
+

[source, console]

systemctl enable trident

Start the service.
+

[source, console]

systemctl start trident
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. View the status.
+

[source, console]
systemctl status trident

NOTE: Any time you modify the unit file, run the “systemctl daemon-reload’
command for it to be aware of the changes.

FHAREAEER 2 B Trident

AT Z 2t F4R Trident for Docker ~ MAEHERFHEIEESEMIERIRIZE o EFHRE
2~ BEE—EEEMEIR docker volume ™ F5AIMIER B S HEEERINBIT
MmERARERFE EZREHEE « HRMMEXBRIITAL - EAZHIBERT » B2
ERE o

4k
BT RS ERLAFH4R Trident for Docker ©
1. F|HIREHEE -

docker volume ls
DRIVER VOLUME NAME
netapp:latest my volume

2. {=RsMEER

docker plugin disable -f netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. FHRSMIET

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07
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18.01 AREY Trident BEXfXT nDVP o {EFEZEIZREIE 4R netapp/ndvp-plugin El

= “netappl/trident-plugin’BR{& o

4. RUASMIER

docker plugin enable netapp:latest

o. MESBIMNAENERA ¢

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39%9a5d£5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. FEDHIRER R -

docker volume ls
DRIVER VOLUME NAME
netapp:latest my volume

MRICELERR Trident (20.10 ZAl) FARZE Trident 20.10 BYEHARZAS ~ RISE S 4 HEER o W
RFEEN ~ 5B EAREE 2R o MRBLAIR « GREZSTERIMIER « ABBIRIMIMET

= BEBEIREIMNMIERESHRZENER Trident IRA © docker plugin install
netapp/trident-plugin:20.10 --alias netapp --grant-all-permissions
config=config.json

fRPRZe AL
SHMIT NYILER ~ BRFRZEE Trident for Docker ©

1. BERIMNIE TR S A EATHEERE ©
2. {=R5MIEL

docker plugin disable netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39a5d£f5 netapp:latest nDVP - NetApp Docker Volume

Plugin false
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3. hRsMIE ¢

docker plugin rm netapp:latest

{5 Volume

~,

SRIAERRESR S « TRERIETE Trident BEBITZ TN A « BEREIL « EREBIREIEE

docker wvolume °©

##3i7Volume

* ERERABEI AGREENMEE
docker volume create -d netapp --name firstVolume
* EFRRIER Trident MYTERSEEIL Volume :
docker volume create -d ntap bronze --name bronzeVolume
& YNRIEKIGE S EIE" > R ERRBRENTERE -
* BEERSA/ o A2REUTEN > FEREHZNEIL 20 GiB HWHKE !

docker volume create -d netapp --name my vol --opt size=20G

Volume X/NAB S BHENFHRIRT « WIRAHERENM (/90 : 10g ~ 20GB ~ 3TiB) © 1%
B KISEE ~ AIFEREAGK/NEMAIUTRTRA2 (B~ KB~ mib~ GiB ~TiB) 10 (B~
KB>MB GBTB) WE - = &EtFH2 (G=GB~T=TiB~...) B9 -

#%[%Volume
* #BFRVolumeFL & IR{ER EMDocker Volume—#k :

docker volume rm firstVolume

BE fEF TPoolidfire - san) ERENFETNES « sl MR R AIRMEIEE o

BT FALERLAFH4R Trident for Docker ©
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ERMIRE

fEFAEF ontap-nas > ontap-san » # “solidfire-san A ZERENTEF » Tridentr] IASEPEMEFEE © A EF "ontap-
nas-flexgroup’ & ontap-nas-economy EREIIZ X AL IR TIE o IRB AR & BRI E AL —EFTEYIR

* ImEHIRE LT ERIRE -

docker volume inspect <volume name>

* WIRBHIVolumeZIZFHHIVolume ° S E ELE VIR !

docker volume create -d <driver name> --name <new name> -o from
=<source_ docker volume>

* R E DIRARIRBREIIAHIREE - EREEIRAVRE

docker volume create -d <driver name> --name <new name> -o from
=<source_ docker volume> -o fromSnapshot=<source snap name>

Ll

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstVolume",
"Name": "firstVolume",

"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [
{
"Created": "2017-02-10T19:05:002",
"Name": "hourly.2017-02-10 1505"
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docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume

clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas —--name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

TFENSMER 2 S VAR &

MRBFLEDEE « B Trident TIBHEHIERZRR « AU Trident * only* FEUMIZZNEIREKE (SH
') (BN ERER Trident FEARTVIERY /dev/sdcl #ERRM ~extd) ©

EEEiZ2 L E B VolumeiEIE

BEFFRIZINEE B ERVER « ERAINERIIMIRERIEE - UMBEIER - 52
BT~ UBRARE AR PR E 1 RARRYEIR o

e R @B (R R EARE G LEIRIAIFE R & o TECLURIEHART ~ £ o) EFFREMEENE - 58
BJson BREERRERFRE

EIRRVERBECHONTAP

NFS > iSCSI #1 FC BY Volume Create EIEEIIE :

BEI1g =RER
(KD Volumefy K/ ~ 785821 GIB ©
(REE) FEfS TR A BHIEE « TER AR - BNE
)% 'NONE, (f5f8BCE) # Volumel (RXEECE
MRERER A EERRRIRRREAFIENE c FERES none » &

TAE BEAMIEERIERIRR o BRIECNHEE
HEEN - BAIFFA ONTAP &4 LEiEE—ERAE T
Tas%) MR » ZIRAGE LI REMENE > W{E
FHRBNMESERE - 2B EEEEFBiRH
BB % ~ B RIERBPRENER . snapshot ©

MREBFREE EERRREEREAMENE DL - BREAR
{8 ~ RRONTAP #1REEEEEsnapshotPolicy » ¥
HYsnapshotReserve (BE#A5%) - il
SRsnapshotPolicy 7 #& ~ BIJEEEX0% © F eI LATEARREAE
HRAFMAONTAP MR IRIEE SR E T8
BJsnapshotReserve(& « A LG EB{EFREONTAP
REZIRONTAP-NAS-EBITHREMZIRIEE ~ EAFAE
SIBTEE MR E R BEIE o
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I
[PlitOnClone

e

M BEER

THEMZEIREERRNFS * Only * :

IR

FunixPermissions

lnapshotDir

MBE K EER
(R

THEhEEIRZEARISCSI * -

eI
MfileSystemType.

"paceAllocate (F2E) "

=R EH

HHERVolumel - ONTAP E &SI EREE A
VB ERREADEIFK o FE:R(ES false © 9
EEIRERERES ~ RIFBERIURIENFER
RREADE K - ABARKEIAERIREHENEN
B o flan ~ ERTER B EE KERE - BE7EF
FASAIR D ~ FItRIFIIEN D BN o

TEFRRERE & By FANetApp Volume Encryption (NVE
) 5 TERA MRl o HAERE LIRENEIANVE ~
ZREfEFRILEEEIE o

WREBIHEUA NAE ~ B Trident REZE FY(EM]
Volume #BiGEUA NAE o

MEELEF ~ 2R "Trident 40{a1E NVE F1 NAE 2
BoiE(E" : o

REZANEHRENDERA - EEREEFHEIFF
BAe (%) HEEREZRRE -

=7 EH

EZEHIVolumeZs B BIREIRER TE o 1KTERR ~ HERE R
2 Trwxr-x-x'] ~ HEUEBFRRE0755 1 1
root] BIRHAEE - XFHEFENEREE o

REA true BEHRE . snapshot FEEREREF
A ERE LR o TARES false ~ RO RE
.snapshot B#rFERAFEHR - BLERMK ~ FIIER
MySQL #f& ~ EXUNTERAARIE(E . snapshot HERH]
E o

REEARMEENELRER - FERES Tf8:%1 °

REANEFIHEENZ 2RI c T8RES T
UNIX) o BXEZ TUNIXJ 1 Tmixed) e

=R EH

RE AR EISCSIHIREERANIERRL - TERE
2 Textd) o BXNEEFE Text3) ~ Textd) A T

xfs] o

REA false iZFFARA LUN FYZERIDECINEE o TEERE
7 true ~ {"NAONTAP BHIREZEHAE - BHRE
FRILUNERIZS = AEER ~ IEThRE @A EM o IE
EE‘@E%%ONTAP S IRINBETE F MR E R R 5 Enlo]
UZEfE o
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&l
A2 TSE -
*EBIY—E10GB % :

docker volume create -d netapp --name demo -o size=10G -o
encryption=true

* By —E%EAEREN 100 GiB HRE :

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* B E R setuid il TTHVHIEE !

docker volume create -d netapp --name demo -0 unixPermissions=4755

B/INHERRE&E K/NA 20 MiB ©
MNRFKIEEIREBRYE ~ BIREBREIA none ~ Bl Trident €A 0% BYIRBIRE

BirgARRRRERRBRZOHIRE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* BIUASREBREEIREE « LUK BTIREBRE10%AHRE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

--opt snapshotReserve=10

* B ABRBREAF10%ETRRBARBNEEER :

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* ERRBRAEILMEIRE > 1% ONTAP WTERIREBMRE (BER 5%)

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy
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Element&f&VolumeiEIs

TTERRERIE T RN B R EAERA R ARTS
=service_levell apf AZKIEE BIEABRARIQOSRA! ©

FERATERHEXNERQSIRBERNE—F « BEUE D —BLER  WEABERIEEEAEERNRE -

ARHNRIZIOPS ©

Hh o R e AR R T IR EE

HEIE
(KD

&K/

]
A 2B TFIQoSTE R AIAEREME

"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",
"Qos": {
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

=708

BRI > FEsA 1 GiB SECERE ..

P {*size” 1 “6G"} °

(Qos) REIA/NNME - BIUMIRER « &M o type

.“defaults”

5512814096 * A #5128 AHREIER TR

#%BlockSizes °

=

B
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£ LAERED « ZFIAZERAESR R - IRRMESR - BLELBERETRE -
*BlZ10GB &E£5 -

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G

* & 100 GiB Fifi% :

docker volume create -d solidfire --name sfBronze -o type=Bronze -0
size=100G

e SElR

1SR UK SRR BN SRR HEAR  WISEATERIN 7S BRI 1TDockers MEME S A9 75 ST PR
A o

TR LU TR AR

TR

1. MREEAEBNVEEIMIMEXTTE (TFEMERMSS) REIT Trident docker plugin AR TFHIAE R
R

docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

RESCEERE RSB ASHEE - MREBFERS - AILIBEIERDER o
2. EERNAMRIECE: - SRR EE BRI ECEVIMIME

docker plugin install netapp/trident-plugin:<version> --alias <alias>
debug=true

E - EIMIMENE R KR « sARUARIECERINEE
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docker plugin disable <plugin>
docker plugin set <plugin> debug=true

docker plugin enable <plugin>

3. MREETH EHITEMERS ~ BIF A RETEE T ANGCERE /var/log/netappdvp Bif o &
ERRETERER ~ 5AIEE -debug EEHITIMIFEIERS

—AREEEEHFAERAER

* HEAEREBINBESARER - EBUMMENEANAE - RESERRE « ELEAZEIAI
HMETUR ~ AJREE AT TAR ¢

MEERYSESREIME © 558 TUNIX /run / dock/plugins/<id>/NetApp.sock : Connect : ;2 A EiEIE 25 HEE )

BRONIMMEIUEARRE) - FEME ~ IMMEXNRUZR S IBVECEINSEFTIEMA ~ PIHB S B RBE 7 I At
BEIRRERE o

* MRFPVEE T A SEFEAERE « BREERENHIT Mpcbindl ° FEATHIEERARFIENES SRR
I~ E Trpcbindl BFEEEHIT o BRILUFIT MstystemctliikBErpebind) ELE %3438 B K& Erpcbind IRFS
BIARRE o

EIEZ{E Trident F{T{ERE

SRR FERERZERFFARE - BEZETridentITERS - ZEMITERRREEZE
¥ ERRETridentfs « EAEFEIMNIMEINRY -alias) BEIAZL -volumeBBENTZTN) &
I8~ REfHEERRB R

DockersEESMIET (1.3/17.03hREERIRE) HIDER
1. BEE—EIEE R L MAARRIER BRI TERE

docker plugin install --grant-all-permissions --alias silver

netapp/trident-plugin:21.07 config=silver.json

2. BEE _EMITERE « IEERERIRIBMERLEE o

docker plugin install --grant-all-permissions --alias gold

netapp/trident-plugin:21.07 config=gold.json

3. BIUHARE - i¥RIRIEEAREIZNLE
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fIgn ~ E&Volume :

docker volume create -d gold --name ntapGold

BN ~ FHitER4kVolume :

docker volume create -d silver --name ntapSilver

BRODE (1120 EFhRZ)
1. 5/ & TEEB 2 U DIUNFSIBRE RRBSMIAR R

sudo trident --volume-driver=netapp-nas --config=/path/to/config

-nfs.json

2. {ERABTEHHTZRIDLUSCSIAEERBIIMITER ¢

sudo trident --volume-driver=netapp-san --config=/path/to/config
—iscsi.json

3. AEEEREIENHITERSE B Dockeriiif &
40 ~ FHHNFS :

docker volume create -d netapp-nas --name my nfs vol
fIgn ~ #Htiscsl :

docker volume create -d netapp-san --name my iscsi vol

{H{FAHRGEEIR

s 2 Trident AHRS ] FIRVAHAGERIA o

Uy

INAHREEETR
EREANRETAAN « BLAMEEERR A Trident 41 o
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HIE 55 AA E3egpll

rE] AARSAE AR AN 4R 577 1
ltorageDriverName ] HFEEEEN LB ontap-nas > ontap-san ®

ontap-nas-economy *
ontap-nas-flexgroup *
solidfire-san

MtoragePrefix Volume & BHVER &S ° TH: ! staging
netappdvp °

(PREIVolume /vy Volume K/NHEIZMPRSI o FE5& @ 10g
" (REEHIIT)

HE (B1ETER(E) R “storagePrefix TTE &R © iRIETERR « “solidfire-san' EEENTE & 28
7R IEEETE ~ MAERRIER o NetApp EBEEFERFER Tenantld 384T Docker Volume ¥3F& » 5§
SFEAE S Docker hrZs > EBENFZNE AF Docker [RIAZTBHBMER] » MU FRILTEIEA

TR AR FATRRREEIE « B ESEEIIAVolume LISEBLEEIR o THR/IME) BEIRBERNFAEGI2REE
YNONTAP RN EFAR Volume K/NIEER ~ FH2 R TThec@AHRE) —6f o

18 tREH #5451
(AN B ERTES AN o TR ¢ 106
1G

4HREONTAP

BR7Y LR EZ 5 ~ (EFIONTAP FREiRM T5IRfE %A -

BEIE s5tRH Ei 5
CEAMEPIEFD IP{i3EONTAP : &R LIEETEEL 10.0.0.1
1547 (FQDN) °
lDataLIF ] EEELIFBIIP{IE 10.0.0.2

* ONTAP NAS EE&hfEF * -
NetApp ZEIETE datallF ©
UNRFKIRM > Trident 4 SVM
REEY dataLIFs o fEAILIEET
Bimigsat® (FQDN) » LUA
B NFS SE8{E% » (BB ILE
IZ DNS > LUE7E%1E dataLIFs
ZEEITE T o

* ONTAP SAN EEENFE=t * : &5
$57E iISCSI 8 FC © Trident f&
FA"e R LUNE FEONTAP" 2K
BRREBIUZSEHRE T ERSERFTEE
BV iSCSI T FC & m&# - iR
TR - MBELXES
dataLIF °
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CEHEER) EERANFFERER RE svm nfs
ELIFRRELF » AlAKE)
(ERERE) ERERERENERERRE vsadmin
B EARE R RENEN secret
(Aggregate) ARERECEMAggregate (R ; aggrl

MRERTE  AINBEIEREASVM
) ¥? “ontap-nas-flexgroup'B&
B - LB WA o 18R
SVM WIFTBE S RREN S A

FlexGroup Volume ©

MRfEIAggregateusage MNBERARSHIEDLE ~ BIFE 753
B~ XM ERRE
'nfsMountOptions | IEARYES] NFS SE8E1E ; TAs%4A | -0 nfsvers=4

-o nfsver=3 | ° * {ZFEAR “ontap-
nas'#l “ontap-nas-economy’ SEENFE
N * o "FB2RIILENINFSEEARRS

Bifl" o

FigroupName Trident L netappdvp  BIKE netappdvp
IBSERR igroups°

IEER T EEEE o
*EBAMN ontap-san EHIER *

{BR&IVolumeK/\) A BRI R KHAFRE K/ © 300g
"gtreesPerFlexvol" FFlexVol @2 &z ZqtreeZ ~ & 300
EZEA[50 ~ 300] ~ TER(ES
200 °

7#EF ontap-nas-economy 5E&f
230 ~ tEZEER] 55T FlexVol {ERR
KigtreeH = LR

sanType *{E%#E ontap-san BEENFET ©  iscsi WIRZEH
*FAEEE " iscsi iSCSI ~ nvme
NVMe / TCP 2% fcp SCSI over
Fibre Channel (FC) o

limitVolumePoolSize * ontap-san-economy ontap- 300g
san-economy &7 IR MEEENTET ©
*IE ONTAP ONTAP NAS #&7 I
ONTAP SAN #Z 7 B ERENFZ T IR
1 FlexVol /)y o

TR LUERTARER « BRETEIASEVolume LIEEELEREIA !
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BEIE Sk &l
(REE) )g‘:EFEﬁT%%ﬁﬁQ none (fBRSECE) o volume (M &

=]

MRER A E(FFRY Snapshot R ~ F85&%4 none
MRERREBE]  Snapshot fREBE DL » FE:&%A 1 % ONTAP FE5% 10

&
PIitOnClonel  BIIEAFF « GHRXEARDEIRTERE false M&
mneE IR & B NetApp Volume Encryption (NVE 289
) TESRA TRy o HWATRSE LIRELRIANVE
7 BEfEFALLEETE o

WNRERHEA NAE ~ Bl Trident B2 E RI{E(R
Volume #BAEGEF NAE o

MEELZEN B2 Trident Y1{AEL NVE 1 NAE %

BCE(E" & o
FunixPermissio NAS ZEIREAIK EMER NFS HiERE - A% 777 777
ns|
lnapshotDir AR 1ZENE 89 NAS I8 . snapshot © EXAZ{EAE . snapshot BiEH

77EY o

BAME . true: false ° JERT
ATIRER ONTAP # Trident ARZST
R o FHARRTEUERTA K

MEEHER NFS EHRBIERAR NAS I8 « 85584 default default

CEERERTUD) NAS#EEIE « AJZEXEECERINFS Volume ° unix
NFSZ1E mixed Ml unix Z2HKI | FHRES
unixe°

MfileSystemTyp SAN ZEIFO[EZEER AR « TERS extd xfs

el
M BEER EFERANSERA > TAERA none ©
skipRecovery fHBRMAIR&ERS > 4ZBFEFEHIVERITS) » ILBMMIFREE

Queue & o

=)

TRFTEIE

‘ontap-nas # “ontap-san BBEFFENEASE Docker Volume IL ONTAP FlexVol

o ONTAP HEZEMERZOITIE 1000 A Flexvols *» BERZ 12 » 000 fA Flexvol
Volume ©° MR Docker Volume ERFESEIEMRFI > Bl “ontap-nas HIY FlexVols
Eg;‘ggﬁﬂ‘lﬂﬁ% (B0 Docker volume IBAHIRERFNER) -~ FILFEEFZXESEHEN NAS

REE

NRICTERDockeriiif B EBBFlexVol 7 (&) BIFEE « 55EE TONTAP - NASIEE 1 B TONTAP -
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SANZ T | ERBHFZETY ©

It “ontap-nas-economy ERENZ X Z7E B ENEIERY FlexVol Volume EEEA > UL ONTAP qtree B2 EEIL
Docker Volume © qtreefIETRAEI AIRIRF ~ SEEEERLRZAIE100 ~ 00018 ~ SEFEERZEIE2 ~ 400
~ 0001E ~ T4&44E T 2B IHAE o b “ontap-nas-economy EBENFET A% 18 Docker Volume F54RIRIBEER o

Docker swarm BHiAZ1EIE “ontap-nas-economy BEBNFET, » K12 Docker swarm A& 1EZ{E &I

S me i ERE Y o

It “ontap-san-economy EBENFE N &1 BB EIEM FlexVol MiIEEMEREED > 4§ Docker HAIEEEIIA
ONTAP LUN © #litEFlexVol —2k « A EA REMRI—ELUN ~ T BAERSANTEE SR EIFRvRT M
RIBEETEIESIRE ~ ONTAP SEZEER LT RIE16384MALUN A HEIEE S F/ARILUN « FIb RS2
S #EDockerfHE @ FBARNIRIBIIES o

#EIE “ontap-nas-flexgroup EEENFZ VAR N E — R EIITFITE ~ FHAEZTEHHEEEZRRY PB £

o FlexGroupsfy—LtEIBABE I ZEF G1FEAl / ML / DL ~ Big Dataf1 04 ~ EREEIEE « B3 « IEEHEFE
% o Trident @7EAFR2 FlexGroup Volume B ~ ISR SVM HIFTEEEEE ° ZiETridentth A FFIE &
. FlexGroup

* FEEONTAP 9.2HR S EFTHR A ©

s BERSURER - FlexGroupsfEX#ENFS v3 ©

* EERRFASVMBI64ITTNF SV RIS

* EZEBIR/)\FlexGrouphl B/H4HRE X/\A 100 GiB ©
* FlexGroup MR & RZIREE -

B FlexGroups KRR FlexGroups T EEEMEN > :32R "NetApp FlexGroup Volume RESHHE
BAE{FIER" o

HEER—ERIEPEISER TR AFRIEINEE » el LUEA#ITZ{E Docker Volume SMEFEZNMITERS > H
F—{E{#EHA > 5 ontap-nas-economy —{E{#MH ‘ontap-nas°

Trident BYE5] ONTAP & &
R e] AR ER{E Privileges 2RI ONTAP 2EAE « EEMAEEFH ONTAP EIEEAEKRHIT Trident A2
gﬁﬁ o BIRIE Trident BiHAAET O SFEHERTEIT - Trident EREEIR ONTAP ZEEAGBEKHITIE

UNEEFEEIL Trident BEJABMEHAE « 552/ Trident BE]EEEESS" ©
{£F ONTAP CLI

1. ERTIaG<RIAAR !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. 2 Trident F BRI FHERTE

security login create -username <user name\> -application ontapi
—authmethod password -role <name of role in step 1\> -vserver <svm name\>
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—-comment "user description"

security login create -username <user name\> -application http -authmethod
password -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

3. BABHREERRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fEFSystem Manager
7 ONTAP RAEEEHRIIT ML ¢

1 BUEAE
o EEGEREBGRISTAS HER - BE> BT o
(3) BB SVM BB ETAE - HER * (1781 > (77 VM > > required SvMBE >
ERERAE .
b. B * ERENAE * SNHBET (*-*) o
c. £ * s * TR +Add °
d EHAEHRA  RER—T * 1 o
2 BABHEE Tident (£ * & + 1 [ BRERAS | BELHTTHSHR
a. 7 * fEFRE * TEDETEET + -
b. EEFTRAEMERE « WRE A8 WTHRERTERAE -
c B—T T i ) o

MEFHMEEN  F2HRTIER !

* "HRNEIE ONTAP WEETAR %" EEB:]HE"
s "EAEIERESIE

#HIONTAP : THAEARREAE

Bt

V¥ <code>ontap-nas</code> EEEIFZ LAY NFS &3

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
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"defaults": {

"size": "10G",
"spaceReserve": "none",
"exportPolicy": "default"

¥ <code>ontap-nas-flexgroup</code> EBEFZ AU NFS &3

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"

¥ <code>ontap-nas-economy</code> SEENFZ LAY NFS 34

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

¥ <code>ontap-san</code> EREFZ AT iSCSI &5

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm "svm iscsi",
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"username": "vsadmin",

"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

¥ <code>ontap-san-economy</code> ERENFZ A NFS 5

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"

V <code>ontap-san</code> EEENFETLHY NVMe / TCP &34

"version": 1,

"backendName": "NVMeBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nvme",

"username": "vsadmin",
"password": "password",
"sanType": "nvme",

"useREST": true

¥ SCSl over FC £iffll » R <code> ONTAP — </code> ERENFE

"version": 1,

"backendName": "ontap-san-backend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"sanType": "fcp",

"svm": "trident svm",
"username": "vsadmin",

"password": "password",
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"useREST": true
}
ToiFERREAE AR

PR T 2IE4RBEE 29 ~ EElement$kBE (NetApp HCI / SolidFire) BF « tha]{#i RS LEIEEIE o

IR

{VIPY
(RE=TE)

(#4483IFACE)

(Faa)
"LegacyNamePrefix (ZAi&E:) "

55

https://<login>:<password>@<mvip
>/json-rpc/<element-version>

iSCSI IPitFEEIR

E{FEABISolidFireFfEE (MIRKAR
IR FE v

iFISCSIE PR A IFFRRR T ERT
sRTEREITH

QoS#I%

FHRAR TridentZ 2 E S o YNRIE
£/ 1.3.2 ZAI8Y Trident ARZS ~ Al
ERIREM Volume BITHAR ~ A
WIBEREILE ~ 7 BEZEER
Volume %875 55 FERIE Volume

MPoolidfire - san) BEENFETFZ#&EDocker swarm ©

RS HHRIEEE A

"version": 1,
"storageDriverName":

"solidfire-san",

"Endpoint":
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
by
{
"Type": "Silver",
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)

https://admin:admin@192.168.160.
3/json-rpc/8.0

10.0.0.7 : 3260

docker

default

AZRUTEH
netappdvp-

"https://admin:admin@192.168.160.3/json-rpc/8.0",



"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

2 X0 R S R
TEF8BC Docker {8 Trident BF ~ S EXIRIEMPEHIEVAERIE T ©

RERRF4R Trident Docker VolumedMIE T £20.10 % BHTHR A ~ FERFARELH - BR
A ILEEE RS B EREER o

Y i
1. ERIMIER o

docker plugin disable -f netapp:latest

2. BERIMIMET ©

docker plugin rm -f netapp:latest

3. {RMEASMY Tconfigy 28~ EMREINIER -

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant

—all-permissions config=config.json

Volume&BRENEE/V2EFTT °

iE=Docker Al FIRAIIRSE! - AR ISR E—F o LiBE=ZAWindows R o "5H2[IiER

2 5773
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Docker swarm BEFLITA « 5[5k Trident ESEHFREMESHIERESPHIE
b o]

* Docker swarm B Fi{#HVolume%4#8 ~ MIFVolume IDAEM—BIVolumes# 585 ©

* VolumeE R 2 [FRF X Eswarm# &£ P SEENEY o

* Volume SM#2T( (B4E Trident ) #7E7E swarm JEFREEERE LSBT © FHFS ONTAP BUE(FA
I » BUKRH ontap-san BREMEHAEFS ontap-nas ~ BLEAEMHE—Fc317TE LRHISEEAEFRY
J3ik e

HEANEHIEX e BIHFBEAERE > ERERERERE HX1 NBERT » ABE—ERETAREWHEE ;
g0 > Element BB st & HEAEREZTBERRE ID BIIHEE o

NetAppEEDockerE M E REER « ERBEMRKERIIIIR o

MREENEREENSEE « R FE _EMEEN—EHZEESEEERENIISEEME
@ « BIFRIZ S —{EHEEE - FlexGroup ONTAP FlexGroup FlexGroup FlexGroup
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RIEBEHHENER

Trident ZFEBE S
EZFZE Trident B ~ sA{EALLEY | HAVES ©

BEEHERHZER

"R EEEARNERERN ZEIRHEE LMo - RERILAMMERE o fli - EEGRTRNERKAEE
RESE NS — B RZERIER o Trident 2 Kubernetes 2 EFMFAE SR ZERMIEM PV BIR - At EEA
Privileges 12 FBIARFEIRE ©

ItE5h ~ #FEXTrident Pod ] AE &R (5 B F INHEF R AP M E MR E - FHURARARENERAENEE
FEFAREREIAF I Trident¥) 4 E R FPod 2 & ©

R S E R R A 8
KubernetesBMIBINAE - —B4S ~ TLAEIRAIR RAVIEHIRIRHIFEARXNERERSE o o "HFACEEMWE" 7]
ERAMEEEHHEEGRTERIREERIYMFEFENN B EMYEEERRE o tbsh « AR "sERF" i
FREBEREAXZTERIERER 2] « KAEREBIERNE/ NMEMNEAREEER °
BLEERUSEGREEARRKES SR NEETEEHESEZEENSHEERERNE - NEERAET -
SA2REILEEE "UN{riE A ACEE" ©

Trident HEFZHRER(EETH

NetAppEmAERHNEEREF T LEERITHINE « BnEAEIESS AR ENERE
U SRIFER ©

VAN BE
FERIEE

TridentFI#EACONTAP ERRE—EF SLLEMT A EBSMARARINES - FBEEETAK « BEEE
AREANEREEEKRIEX

TREZEREIREERENERREBHHE « UREFRERNERRE - & « KrEBEZETEIRER
T~ RERERAREEHMOEERE « HEFENAKAERERFPBRERES - URETCHERARANG#RE -

R{EETEMIEONTAP Cloud Volumes ONTAP
BEfRELTEONTAP EA Cloud Volumes ONTAP TridentBYIHAEE R INEEM I REETRMUE ©

WU TEZZREONTAP LA ELIFE & AERIINGEIER « BEAEGHFETdentB B ENLIRE - 5E
IREHEEERMERTER IR

fEATridentE FAHISVM

#EERESE (SYM) FIFRBEONTAP REEREZTFE—ERR LHER - KSVMERRERRENAIERIKE
R~ WA ERAREEFHMUERRFIERERE
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SVMEIEE LRG0 5% ©
* ERRABREPIRHEEESTIENTE - UKRBEEMIEE « ABIEESVMETE o
* EFHONTAP ZEINFEZIBH O CLI ~ ASVMEIZEEMNEIE T °
* EINFSERNE{LAEEAR o

ESEBERT « N EEPEZANDNSH « T B7ERE Tridentfs « FEZEFADNSETE  EHBNHES)—LLDREE
B ~ BISNAfE B4R & D IREBINAEAISVM-DR ©

i~ BUERNMREFASVMREEBEFHEZNEIELIF - FECEZERRERZE2 MRS EEENSE - &
el ~ EIELIFESFESEEDNSFEY ~ LUERIRANESEE "SVM-DR" B Tridenti&BcfER ©

PRI AVolume#

RIZEEERRAFIERE T & ~ RAIIRHEAAIVolumeE © ONTAPEEZ R "NetApp Hardware Universe" $H¥HE
B4 ETF S FONTAP HRZA ~ REFLINIRS] o EHGEE SRR - ERREFERNMEZHHTrident ~ 1 E#HEH
FREREEREKHK -

Trident?y TONTAP-NAS] #1 TONTAP-SAN. EEENE 2 A SEEIIAIKubernetestFé&Volume (PV) &
ftFlexVolume © TONTAP-NAS-P&i4Y]) ERENTEINAI A& 200{EPVIEIL LI — EFlexVolume (RAIERTEA50%)3001E
) © TONTAP-sanf&HE! | EREIFZTNA] A 100EPVEILAI—EFlexVolume (RIEREAS50ZI2001E) o B
R Trident{5 BREFRA LB T BHIREE « EZESVM LRERS] o ol Utds BT TIEENE !

vserver modify -vserver <svm name> -max-volumes <num of volumes>

EAME (maxvolume) NESRFTIRIGINEIBRESRGEMAIRE !

s FEEDFIHAHVolumeZEONTAP
* {EFEHBTE TridentyMEPECE Mt FEBE X AIVolumeEiE
* KubernetesfE BN TEEA S FERMIFEHIEEHE

RARBE) [HEONTAP 5B EZEETRFAER LECER 48 Volume ~ MIFEERIONTAP BYEIFE EFCERY
,g%vmume o [AIILONTAP ~ ERISEEBEI—LEIFR « Al ~ EEREHMHNE RECE S seEa RN SEN HthE

BN - LR ONTAP FER L OJ4EE] 2000 1@ FlexVol HFRE o R AVolume #1250 FIEESIE - R
B~ RAF "SI —EMRIEKEGE SVM ~ IREEHH—ESMRERNESKRETERLE (KU~ AR
BE) - AIB—EEEERAFE Trident EIRECE Volume BIR o ERTIEETIZMEZA] ~ AIREFETIZE
REAVHEERE PR max-volumes « EMFEEMAZERIAY Trident IEMBIRE(EE o LRI GREEFSED
BENE S ISERIERAE TridentEFBRISVM ~ E1EF - FBILEBREBIEN

EREERE

NetApp TridentfE RS2 5EfE% ontap-nas » ontap-san * # “solidfire-san FFEEENTET( o [F AR
“ontap-nas-flexgroup' 8¢ #& “ontap-nas-economy ERENTE A 21k fE o IRA MR & R IR @RI — 1@
FTRYIRER ©

. B RER B H A StorageClass BAlRY PVC © s57E[El— StorageClass AT TERIR(E » LUFE(RHE
= B IERIMTS ©

I
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FRHITridentPT I3 AYVolume X/ LR
EERTETridentA] BILAVHEIEE A/ LR ~ 557 backend.jsont EZEHEA lNimitVolume Sizes)] 28 o

bR T =R FES AR & K/ ~ St FEZE FiKubernetesTIAE ©

PRI Trident FrE1LHY FlexVols X/ EfR

HE FlexVols IRAKR/NEZEAFAT ONTAP SAN £&EEUH] ONTAP NAS &EEIERBIFZNER « 55EFA
limitVolumePoolSize "backend.json' E&EFHIRE o

RETridentEAE B CHAP

TR U E R ImERETISECHAPE E23 M B2 AE LB « WESVM_ERYATridentEXEBCHAP © {§ 8
useCHAP BIRAAREFHIBE ~ Trident@ Egs5iISCSIEAFONTAP ~ LICHAP{EA &I ©

I {FERASVM QoS/RE|

ZEFAONTAP ERESVMAISVMHISQoSIEA! ~ PR&ITridentfrZHEIE @ FIFEAMIOPSHEE - EHIRMBEESR) 78
FrEuZE" SEENDES « BREZTrident SVMLUIMNI T EEH, o

IR AT 4B S BRI SVMMIQoSRE! o YIONTAP ERERMNEN - FREEMARXEH X o LU
I7QoS[RE! ~ #SVMA] FRY4EI0PSBR 25000 °

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

LEESM ~ ANSRONTAP ERIRRASSZARLETHAE ~ eI U E BEAQoS FIRRFEA R TIEEHMNEIRE - AE
M QoSESVMELRIFRRIER o
AR T FAHERANIOPSHERUANHFZEME - HFEE !

© FRREETINEMTEaH - MIREHMTEaHEKubemetesTPERR « ASRMGEER « BRELT
FEHTERINREFREE -
* PN TR HERERTHETNT - MRBESRPHITSIOPSERNLIFEH » RQoSRAIGERTFREE

s UAECIE ~ TESVME#RIEIKEIQoSIR RIS EXFAE BEC B4 SVMAVHATRE H AMEERIIOPSER - INRAE P —
e DB A R CRARENIOPSERES « AISEEMAHMBREIFREHN—KINE - MRZEERE
o ERIBEREE B ERSNEBEERIEKEEVolume QoSIRAY °

5 MRIEHIRRA R HLONTAP 9.8 ~ IRFEZAF QoSIR R BF4ABIEIKASSVM * Only * o
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ATridentiE17QoS/REIEF4H

ARFEmE (QoS) AIHEMREAR TIFRHMERETRGRF TIFEHMIFR - ZHEQoS/RAEFHRIQoSEEIRR AN
HARRE ~ W AIEREAE TR — NS ELIFRHRIEIEE LR - ONTAPUNIFE QoS MUEHAE « :H2B "R:EQ0S
HIERIRE" o

TR UERIRSFEFERNPIEEQOSRAIEHE « TR HEAEZE RSN BRIEPRINSEMIRE

B2 MEQoS/RAIEHE | R AIEE - ONTAPEMRRAEHERIEIOPSHIEME KR (&) HE(IEEE (
EBHTRRAF) - BEMQoSEEHRBRIEERARETIFEH A/ « WHEETIFEHA/NEE « HHHIO0PS
BATBSHILER - EEAREMETEEHTENATEIFEHE « EIREZMEEREE -

EIIQoS/RAIEHER - FEE TNHIFIA !

© WREZERIRAERD THE) BRPRE TqosPolicyl £if - FH2R TR IRAHRREER) :

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qgosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qosPolicy: premium-pg

* TEZAEEVolumeERRAIEAE « UESEVolumeZR e BT RAIBHEISENEEERIESE - FREHAR
HIB4E -

PREIKubernetes®= £/ EFERTFE R

FREI%T Trident FRE2IZAY NFS BEREE » iSCSI LUN #1 FC LUN HI7ZEY > 2 Kubernetes SPELZ L MREBNER
ToiF o BRI LEIEKubernetesZB S — S8 D Y F HEFEEFEE ~ W AT SERIMERE R o

AW B AR e % ZE 2 Kubernetes P ERAVEEZ T R BEa R ERFHIERAIUHA - BEEEMRE R

B a =R ° EXRTEMEPVEEEMH - ERBEER—Ed B ZERFRIPod7 SEFEER] ° iRz
BREEERAREHRDRIIFEEEN -
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EREFEENKEER - SEZEMABE KSR » HETHR » FIERETMIER pauseRequests °

PR

* (EHZoREI 0BT IRAVE - TR EMPERIETE ERELE /0 181F - REFEAREI DB IEREMR&E/PVCHIpod
A EBEEHR

* BENEEBEE 2R = XEIEH SR RENE o YIR5EE trident-controller RYEIRLSEEHIE - BENHIE
KGR - 53 K8s ¥ pod B E{ZFEAVENRS

OB MARRIGERRS S

TR LS ENRL RIS T IR R B AR HAnE R BRI T A » LGS BEIEET - AiERE SIS EBIKE
BE > ERBETHERTERE

© ERRZIERESIER - 1 TNR » ERSEHTEFIRMEIES TNR CR 718
EERLIMIEE TNR EERAINARRERT > MIER TNR o

Z2M
Trident Z& 14 &%
AEALLESHVERR « R Trident ZELZREE o

£ B CRIs R ZER AT Trident

W BLLEARER - BRAENEES « fRENEERAEAEFN Trident ¥ EZRT Pod ~ LUFEIRF] FERYH
Fart - LHHBETERNEEEE o

ERHMEREFFMAAE Trident 235 » sAIRAREH B S Kubernetes #if4 2B %24E Trident (trident
) i Trident BB SIS RERF « AJEREE Kubernetes EIEA BAESH7FEY Trident Pod ~ UK fETEIEm

% CRD ¥4FrIpk e (BIEN#BI%HA1 CHAP 142 ~ tNRERA) - LEBRERAFRAEIESFE Trident fi%ZE
R~ EMEE tridentct FEAATER ©

fEFICHAPE:EEACONTAP £ A2 1R SANBITHAE

Trident 32#& ONTAP SAN T{E&# ) CHAP BU8s55 (£ "ontap-san'# “ontap-san-economy SEEFZ =
) © NetApp BT M EEFRIHZEER Trident V€M CHAP E1TEE ©

HAER SAN ETZEREIFZRAY ONTAP &% « Trident FIUAERE A CHAP - IiEBEIE CHAP ERAE B
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W2 tridentctl o AR EEFEHONTAP ZIEAISANTRENFZ TR E & i UBAR Trident W1fAI7E ONTAP
®BIK ERTE CHAP ©

fEFACHAPEE:ENetApp HCI $EBC A= F1SolidFire A =RIE IR
NetAppiE:Z P E L MCHAP ~ LIFERE#EANetApp HCI ZHEIHAE R SolidFire XIETHAE Z RIAYESREE o Trident f&
FHEEEHEA S SMIE CHAP ZHEMMZMHE o 24 Trident B « EREIE CHAP #% « Wi H 4777T48R8

PV B CR {5 tridentvolume © i PV BF « Trident €EH CHAP #3233 B Eh iSCSI T{EMEES ~ B E
CHAP £ NetApp HCI 1 SolidFire Z473@: ©

£ H Trident £ AR E AR BE(T Volume 7ZENEFAB4ERARH o

$&B2 NVE #1 NAE {#/8 Trident

NetApp ONTAP ZIRFEIBEERINZE - Al TEHARERS « RO EMEHAR « (RESKER - MFTFMEEN ~ F2
B "% ENetApp Volume Encryption48E" o

* MNR7TBIH_ERLA NAE ~ B Trident FECE BI1E(] Volume #BHGELAE NAE ©
o fRAILAHE NVE IIZTEIERES " EILENFE NAE BIHERE o

s WNRBIHAREA NAE > BIBRIEEBiImAERETHE NVE INZBEERS (FERE) » TEIE Trident PEBERE
{A] Volume #BAEELA NVE false ©

TERRA NAE BY1&UR Trident I AIMABR & WA ZENIZE NVE ¢ NAE ©

N * [RATLATETridentBimABREFRAENVENI B EIESR A Mtruel ~ UBENAENE ~ U SEKIEE
E AERERSENNEEE o

* TEERA NAE Mg L ~ 18 NVE INZEERRE S false BEIUA NAE BY volume o &
BAFEBE NE NMEBREERESAKRER NAE I falseo©

* {RB]LATE Trident BFEFHFEIL NVE Volume ~ 5351 NVE MR EIERRRESRES true ©
WNER IRAAASIRIBREFAIE T « 5520 ¢

* "STHESANAHASIEIEONTAP"
* "ASNAS#AREZEIEONTAP"

Trident Linux #i—% &% E (LUKS)

Linux #i—£&RE (LUKS) B— TR NIZFREE o Trident (£ LUKS % ONTAP SAN #
ONTAP SAN ECONOMY Volume 12{HE51E Volume BIEKIHINE » (i IR G A B e
B Volume ¥E7E o

7T Trident 1 > LUKS INZAIFEIE & AES-XTS-plain64 cypher A& "NIST" » WNFAEE:S ©
£ ASA 2 ZEAEEE LUKS %8 - BRA ASA 2 RIS R » AR ASAR2 [HFERH" ©

RG22 Al
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* TFEESROARERIERE2ANESRE (BIEF3.0) - MFBFAE © 551555 "Gitlab | ZHERE" ©
* EUAEIEH 0 NetApp EE TIFEIRIREMRMBRENIES (AES-NI) o SEERFHAES-NIIE « FH

TR

grep "aes" /proc/cpuinfo

MRBEFREAAS « EHEERAFAIZIBEAES-NI o NTAES-NIFVEFAET « 351555 ¢ "Intel : EMENE
TAEIES (AES-NI) "o

EXFHLUKSHNZ:

&R AEFLinux Unified Key Setup (LUKS) ZREUFE&{EVolume ~ FHEIRAVINZEINRE ~ AFIONTAP #HITSAN
FIONTAP Z1BESANKE M IR E o

1. ERIRAREPEZLUKSINZE M o MNFEONTAP BREIZIERZIESAN B IniE A IEIERYFAAE -~ A2/ "
TR SANZRREIEIEONTAP" ©

"storage": [
{
"labels": {
"luks": "true"
by
"zone": "us east 1la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east 1la",
"defaults": {
"luksEncryption": "false"

2. ff] parameters.selector RALUKSIIE EEMAFEIRM o Fla0

apiVersion: storage.k8s.io/vl
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kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. BB SLUKSERIZIEAIILE - fI

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA

# LUKS £ RWX JF15E % Volume —EfEA

¢ Trident 26.10 BEY4 > EAI LU LUKS MNZREL iSCS| ZIEMIRIAER Volume FBECHER » SLE Volume
ReadWriteMany (RWX) fFEUETNE1ZEIZE Kubernetes Ei%L o EH N EEE R EIARMEAERINZR
Volume #E1E3|BAYIETEE > BIRHDEZZIFGREEMN T EEE (U0 KubeVirt [EHI423) JEEEHA -

RWX LUKS ZIR(ZRIMFEIZEIR Volume °© FZIBERAMENH RWX LUKS Volume ° FERRERX B & 1HAY
BRI ITIZEN 5 Trident EEF 175 LUKS 1%

U0 BERFELUKSHNZS PRt » 7£181% ~ StorageClass FZH Secret EFRTE LUKS ° A& A volumeMode:
Block #] ReadWriteMany 21 PVC :

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-rwx—pvc
namespace: my-app
spec:
accessModes:

- ReadWriteMany
volumeMode: Block
storageClassName: san-luks-rwx
resources:

requests:

storage: 10Gi
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ZERIRS_ LR Pod RIAFIE PVC fERRIGEIREE NN o Trident TR E B RIFAHEFER LUKS2 EITHRIE
T ERAEENRE_ERRERABVINE Volume ° XIRIRARY LUKS 121F » BIHEZHEHIRA Volume H&EFE ©

A1EE Trident &% LUKS {E2E17F51E

LUKS2 @ IREERRBRHEFEMEZRRIEREIZR o cryptsetup BRAZFIRBIAEFEERE - BMETEELE
VAR S ITHRR » tAEIEIRAREE - CRUSREMTIERICER - BAWREMEIRE_ ERVEE - R —(EEHRIIER
EHTREE » B —EEFIMIT cryptsetup > B BRI A sE S AR RERIEIR PERERT - SIS ERUR

BRERIR ©

AT BhLEFIFEZEVESE > Trident 2848 RWX LUKS Volume {#/ Kubernetes 47 o 1EEIE5% Volume #1T{E
fa] “cryptsetup 8% Z Bl » ABEIFHEZIEL] o Trident TEIRIERINE G EHIEL - NREFBRLEER A EMER,
ERIZ1E > Trident BRI E M52 » Kubernetes THBE &R - HRE Volume BUIRIERIHILH ©

R cryptsetup fEEKMK » Trident EREREEL » WMERBR—EASEER - HEEREEA
LeaseRetained WESEHZEtRILHIE - HAOFATEEFEN ; RAEIEE RAERPBESEMAM EE2FHIT
cryptsetup {E¥% » AREBIRTEL - MMTBIMEL R » 552H ELE RWX Linux #i—EiE:%E (LUKS

) Volume R{ERIFEAY" o

FAR B Es SRR FARR Volume » FILLTESF 2 A RIENR_ERREN T E& &P B I AELEE AR INZE Volume B
£ o Kubernetes B1E BAT{EX TR B EH G HTEER c TARIEBREETHAR » Pod AISEREEE
"ContainerCreating' BERFE ; A—EEH MW TEE & UHRZE—FFEEEHE -

PR
LUKSHNZ AT & #5555 FHONTAP EE B EHR BRI M7 B BRAE LT o

FARCEEA LUKS Volume RY#&im#H RS

EEE A LUKS Volume ~ fEABTERIRAFER luksEncryption 4 ( true © luksEncryption EIEES
Trident BREEME LUKS ( false) (‘true HATE LUKS) > W0TFHIFRT o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svim: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

B EA LUKS Volume BY PVC #B8E

EEHREE A LUKS Volume ~ #5183 51858 trident .netapp.io/luksEncryption'% “true ™ M7E PVC
PSR LUKS BEFLER ~ INASEHIFAT o
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

TEELUKSHEERE
SR LATR S L UK SHE R Z R I FE 508w oA ©

R

w  ASEEN  IRIECERECABREMERE « RIRSEEFISIA - RS ENVEFATEE
= 9& A REEUA N MR E - BB RIS BEAFHN o

g

RIER T

MRS EHHILUKSEARIE 2 BB EMNPod ~ B E 34| UKSIEZIEREIR  BILHH Pod BF ~
Trident ARG LAY LUKS &3 2SS Z R ER e MR MBI THEES ©

* UNRHIEE BRI IS B Z R ER BB AR - MEEdma o
* MNREIRE AR IS PR E A PiER R IEAERT previous-luks-passphrase 22 o

TR
1. #1¥ node-publish-secret-name #l node-publish-secret-namespace StorageClassZ2 & o Ful

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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2. BB IR E SRR ERIRA RS

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EHIEENLUKSIHEZ ~ LISEFA SIS o FEfR previous-1luke-passphrase-name #
previous-luks-passphrase HESTRIHVBRAZE ISR RT o

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. BIFMIPod A E Volume ° 35 SRXENHEEFRER
S. FERRIEM T fedd o

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>
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...luksPassphraseNames: ["B"]

mR
REEHIREM R L ERIBER RIS « 4 SheiiErmEms o

s fBlan ~ AR BCIMERIERNE luksPassphraseNames: ["B", "A"] > FEEARTTE o AU
: fRESFRAYPod L E s STA iEE ©

EXFIVolumeiEF
A A TELUKSHINZZ B Volume _E BUA Volumelg 7t o

1. BYF cSINodeExpandSecret NAERE (beta 1.25+) o© 552 "Kubernetes 1.25 : {#Secrets#E1THIZ,
BEpISCSI VolumelET" UBSEFMAER o

2. #iE node-expand-secret-name #] node-expand-secret-namespace StorageClassZ# o /40 :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

ER
E1CRENR L REFIRTTR © kubelet & E E RISEE ERMERGIRENIEL -

{E1F RWX Linux #i—%{8:%E (LUKS) Volume E{ERIFHLY

WNRENFATERFA H Kubernetes FAXIRFEEEHZ > BI] ReadWriteMany (RWX) Linux #&—=&
#WE (LUKS) Volume FIREE#RETEH o MIFRIEAIA] - sERESTIR A "cryptsetup {EEITEH
17 EEEHAE EMIPRAISE S i LUKS 1ZEEmEESEE o

T ERFAAY
Trident /8 Kubernetes B4R FEIRE—F R 2B —EENELE LA “cryptsetup ¥ RWX LUKS Volume #7855

FRAITE Trident s ZEERIL > FAAIRTBENA PersistentVolume (PV) %18 o i E S 72 AR EBIFITIERER
B o
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Trident BYE(EZEMINEMIPRIALT o MIRIEEKRRK > Trident EREBFAL > UWERBR—EEHRAIUEH - 4
A EBEEBIASEYN - TEREMNESSEH LeaseRetained B S HRKMIERRIFAE o

A BT AE-R{ERVFRAY
JEAR AT BEE4E pod R7E ContainerCreating 8 "Terminating » Volume ¥&7ELEN » s ETBF 4 HHETHER ©

1. 3 EIZFE8 pod FrfEMARY PVC :

kubectl get pod -n <app-namespace> <pod-name> \

-0 Jjsonpath='{.spec.volumes|[*] .persistentVolumeClaim.claimName}'

2. FHEBEZE PVCHI PV .

kubectl get pvc -n <app-namespace> <pvc-name> \

-0 Jjsonpath='{.spec.volumeName}'

3. FltH Trident dp R Z=EFRRIFALY > WHAFEH PV RHFBAITELY

kubectl get lease -n <trident-namespace>

4. BERTIEY > BEEFAA - FERBNES

kubectl describe lease -n <trident-namespace> <pv-name>

cryptsetup IREBBEERIIERSTA © 838 5 Fl 10 DB SERRELEISEL - BT
LeaseRetained BHELHEEMNER » HAFAEER > TisTHEERNR :

kubectl get nodes
kubectl get pods -A -o wide --field-selector spec.nodeName=<lease-holder-
node>

MREFEFERBENRALEEEMN » FEUERNREZA - @EFRAR LM Trident &iFS pod STk

kubectl get pods -n <trident-namespace> -o wide \
—-—-field-selector spec.nodeName=<lease-holder-node>
kubectl logs -n <trident-namespace> <trident-node-pod> -c trident-main

MR EfEEIRL B IR P] LUETE - S5 1TE1E © B Trident BIHTEMEZERT > Lease RN RI#ERR o
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LEMRFEREL

sANTEMRMFTAE R RENERNIT cryptsetup #RIERMIFRIEAY - R BN EEIFE B R BHBAIHRRY

=7
BE oy “cryptsetup' a8 L FISEEERIE LUKS 1388 o

fEFR MBI TARRTRIEE S S ¢

* FHAEMMERERELCEE | BRI ZERIFERELY - TR ENEN - IRHMETETFEHE
P Z AIRAE > 5ELET Trident STRAE(EEIhRASTEL - IR TFEHERE » FEFHAECERHL
B9 Pod Se2#&1E > HESDSEALIATRTE » ARBIRBRARIFAL -

* A EHMEREESRTEER | ZBEAEMNERNTIEESH - EEEMREL 2RI/ RERHZER, - IR
ZENER AR LUTEEY » A LEEZE0 26 EAY Trident 24 Container » SRICEECEEPRESR © E LS S MIFRTE
B KHIT cryptsetup ° Trident EE7FH Kubernetes AP| A SEE S XIS(ERIESTELY ; B4RIELE > ©
B EEEBN EMIR(E - EEEBRIBRZ AT » SARENANEER VD EFADE - WEEAIEEETHG S EFET
ﬁﬁo

* FASMMNAREELER | BEROLEEEMMN Trident EiRGHE > URERIEIRE - MRFERZHEN
Tra#REE5—ER > FRETARNE > MR ENEAREN Pod (FERFIMER) > FHEFK
IE > PARARRIRBERNRS - RAEMSRRIBIRERNERITRE » A BEMIPREL

QETESERZEEER 0 A AEMBREL -

kubectl delete lease -n <trident-namespace> <pv-name>

1E181% > BIERRER Pod A Volume 1&(F - MNIRBHBRRE > FRABTHENEHPIRER cryptsetup FHERIL
FRRIRASRTRE o

Trident Kerberos E&aH 0%

70 Kerberos 7E4% LN » (AT LU ST ST B M SE BARAZ B 08 2 RO RARAINES » FELLZR
EEREIE R o

Trident 3% ONTAP By Kerberos NIZ{EAE#Z B -

* AEPERE ONTAP - Trident 2353538 NFSv3 #1 NFSv4 E#4Z > 1 Red Hat OpenShift #1_Eii¥ Kubernetes #
2R EPEE ONTAP HEIEER Kerberos % o

ICRTLGRIT ~ MIFR ~ SRR/ ~ RER ~ 18R - MEEERKEA LA NFS MNERHEIRE o

EFRAAEREFER ONTAP HEREE KL ETT4R L Kerberos N
EoIUETE =S EREEIE ONTAP #EF R IR 2 B ERE _LBUA Kerberos 1% o

3 AEBERE ONTAP #T1ZEIHM NFS & Kerberos INZEZIEEMA ontap-nas EZEHEL o

BHsGZ Al
* GAMETEERLIIER tridentctl ARER

* FERICAA ONTAP EF RN EESEFEE o
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* FERISHIERTE ONTAP fEF BRI FARVHIRE RS

* ERELREEET ONTAP #7FE VM ~ LU NFS MEREER Kerberos /%R o s52 8 "7% datalLIF LEA
Kerberos" WBEUSIET

* SAFE{RFIA B Kerberos NNZ—FEERAY NFSv4 HIEEER O IEFERRTE © 55250 NetApp NFSv4 1R & 2845
(3213 H) "NetApp NFSv4 HE8IhREER(EEFFIER" o

HIEEI1ECL ONTAP EEHIRAY

CEERRAFIEEIRAM ONTAP EHRR] « SEMHELRE « LUZHE ONTAP #7F VM R &E R
Kerberos N ~ LA 82 _EifF Kubernetes SR T FARY(E ] ONTAP FEHR(&E o 1S9 EE /R BRI S (S i ST 89 F
BE R AEE & THFEEEA I EMEEERR -

FEERE
fEF NFS ~ NFSv3 1 NFSv4 7B E 5% iE b tHR Al

FEGHEE R

IRB] LUARIE S AR @ FISESR ~ 32 7E Kerberos MNZEM =EARERRAZ— :
* * Kerberos 5* - (E&zEZEANNZR)
* * Kerberos 5i* - (B0 #ARENEEEINZ)
* * Kerberos 5p* - (B3R BPEFARENEREERNNE)

ERBEENFEERAERE ONTAP EEHRAFRE o FIi0 ~ MNRFLEEER Kerberos 5i #1 Kerberos 5p INZE
BRiE NFS MR & - AEHA TIEEGRE -

E=pid] MESETFEY SEEY | B AFEUE FBARER & FEE
UNIX BB BEEA =)
Kerberos 5i S EE BB BERA
Kerberos 5p BEEA BEEA BEEA

AZ2R I « BEREGNEIEE L ONTAP BE R BIFN6E R AIFREY
* "I EHRA
* "HIGARAI EE LRA

BIfHFR

R UL S Kerberos NNZEIDIAERY Trident #TF B ImARAE o

REFEIET(E
EICEEIIRTE Kerberos NNZRMH#IF R IRAHASIERF « RJLUFER RIS Kerberos MMZM=ERRRAZ—

spec.nfsMountOptions -

* spec.nfsMountOptions: sec=krb5 (BB EEINZR)
* spec.nfsMountOptions: sec=krb5i (B i#5IR:E0VEREEMNZ)

* spec.nfsMountOptions: sec=krb5p (B p BAREFAREEAYEREE B NN )
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H3IEE—1E Kerberos B4R o 1N

TR

1. EEEERE L - ®ATISEARIL#E

apiVersion: vl
kind:

metadata:

Secret

name:
type:
stringData:
clientID:
clientSecret:

Opaque

apiVersion:

kind:

metadata:
name:

spec:

1

storageDriverName

version:

managementLIF:
dataLIF':

1R

N

T2 BB PIEEZE Kerberos MZE ~ AR EFEASE—(EEE o

%t BUSIRIR AN AUETN <> PBIfE -

backend-ontap—-nas-secret

<CLIENT ID>

<CLIENT SECRET>

trident.netapp.io/vl
TridentBackendConfig

backend-ontap-nas

"ontap-nas"

<STORAGE_VM MGMT LIF IP ADDRESS>
<PROTOCOL_LIF FQDN OR IP ADDRESS>

svm: <STORAGE VM NAME>

username:
password:
nasType: nfs
nfsMountOptions:
gtreesPerFlexvol:
credentials:

name:

2. EREE E—ESRPEIAE

["sec=krb5i"]

<STORAGE VM USERNAME CREDENTIAL>
<STORAGE VM PASSWORD CREDENTIAL>

#can be krb5, krb5i, or krbbp

backend-ontap-nas-secret

ae
BE
100

TEREIL RS

tridentctl create backend -f <backend-configuration-file>

MRBIREILKAR ~ RRIRERRAME -

tridentctl logs

ae
BE
mnen

sHA! M AEIEAE

1R
o0

BT R < SRR ER ~ MHIENREA :

EREEZ % « SR IBR# Tcreatess < ©
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FERVAE FE2 Y]l
ISR AR 77 4R ~ IAER Kerberos MNZZREC E IR E ©

RAREETE

B IATEERNYER ~ IUER T2 15 Kerberos IIZH={EREHRZASZ— mountOptions :
* mountOptions: sec=krb5 (ERsFELNNE)

mountOptions: sec=krb5i (B #HBIREREREENNE)

* mountOptions: sec=krb5p (B9 #AEIEFRENEEEMNE)

RIEE—1E Kerberos B4k o IREEDHIBFEFISE L@ Kerberos MNE B4R ~ B R SHEHFE—EZEE - 1R
CIERFRIRABREDIEENNE BRRCERFEENYE RIS ENEBRARR -« BIGEFEENYEZEL -

1. AU TEHI3EIL StorageClass Kubernetes #14 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2. @EIEEFER)

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HERE BEEILfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLUTIIMERL

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
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BZE Volume

Bif#EFRIHN#EEFER 2% - KIRETLECE Volume  BRIREA » H2F "EcE Volume" °

£/ Azure NetApp Files H4HEE R ETEAR L Kerberos %

ERI T E B E B8 — Azure NetApp Files f#77#&1%maE Azure NetApp Files #F BRI EREE 2 HHTE
& LBV Kerberos % o

FtaZ Al
* FRICE7EEE M Red Hat OpenShift #& YA Trident ©
c SAMEEE R LIER tridentctl AHER

* AARPMERIEEPIIET « URERIEE ZEHLF Azure NetApp Files f#7FRIH#ETT Kerberos 1% "Zs
X ¥& Azure NetApp Files" ©

* sAMERFTA B Kerberos NNZE—#EEFIRY NFSv4 IR @ E IEFESRE © A2 NetApp NFSv4 B E EB
(33 13 H) "NetApp NFSv4 138 IhAE AR EEFFISR" ©

BIfEERRE
S LRI B Kerberos MZINAERY Azure NetApp Files ETF & IRARRE o

FAREETLF
ENRIUFFRIFERIESIKRTE Kerberos MR ~ RILMMNUER - UEREERE NIMERIERIERZ

* {ERBAIRY * EFERIGELR * spec.kerberos
* FRARUN * EREEBELR * spec.storage. kerberos

ECEEREEERERARER - SERRTERNTHERENEE -
EE—BHR ~ EEEILUIETE Kerberos MZERN =ERERRAZ— !

* kerberos: sec=krb5 (EE:EENE)
* kerberos: sec=krb5i (B HAIRENEEFEENNE)
* kerberos: sec=krbS5p (B4 #AEEFARENERTEME)

1. EREREL RELCTETEFAERE (RERRERIERERER NUE - €A TIHP—(EHEH)
I RTF RIRARRRAEEE o USRI E ENAET <> FavfE :

EERImE RSN

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret

type: Opaque
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stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krb5, krbb5i,
credentials:
name: backend-tbc-secret

R & E AR

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

or krbbp



storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelLevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbb5p

credentials:

name: backend-tbc-secret

2. EREE E—ESRPEIAAREREILE

tridentctl create backend -f <backend-configuration-file>

MRBIHEILKRN - RTRIHERARE o LRILEAIT R < RIgRCER  LUFIERR :

tridentctl logs

A EARENREEZ R « ERIUB R Tcreatedn < ©

B HTFLER
IRB] AR (77485 ~ LAEEA Kerberos TR KA BHAIER ©

TR
1. {EALLTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:

backendType: azure-netapp-files
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trident.netapp.io/nasType: nfs
selector: type=encryption

2. @BIfEEFLER

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HETE BEEIIfETFLER

kubectl get sc -sc-nfs

TREZEEIHELUTREE

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
A& Volume

B FFRImNREFENZE - CIREAIUECE Volume ° BRIHREA > 552K "ECE Volume" o
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{EHTrident Protect {(REERIER

T fZTrident Protect

NetApp Trident Protect {2t FERIE N E RIS IEINAE » 1852 7 FNetApp ONTAPfEZ &
4 F1NetApp Trident CS| {#IFHESS B A IREE Kubernetes FEFITZ X RYTHRERI BT A4 ©
Trident Protect fj{t 7 B AR EM A HIRIEN AR ETEEHNEIR « REMNBRE - B
FEBE AP A CLI 12t BE1EIhEE ©

ISR LUBIBIRI BT &R (CR) B {#EMA Trident Protect CLI ZR{# M Trident Protect fR:EMEATEL ©

B TRIE ?
AT LS T 2 Trident Protect FIFERESESK » A HIE{TZRE |

* "Trident{REE K"

Z4ETrident Protect

Trident{REEK

Bt AR CHETIRIE - EREXEE - ERAEXNREERSEEENLE o BEREN
hiﬁﬁ’é%ﬂ%*ﬂiﬂf‘ﬂndent Protect FYELEEK o

Trident Protect Kubernetes £ HA S

Trident Protect & @ 2L EMBZRHY Kubernetes EmMER » &1F :

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfR%% (EXX)
* Red Hat OpenShift

* SUSE Harvester 1.7.0 (ONTAP iSCSI)
 SUSE Rancher

* VMware TanzuZE &84S

* _E¥Kubernetes

* Trident Protectf&{{EZ1ELinuxEEEIZE © Windows BEEI AN ZIEHN1EE

* FEfRZ I Trident Protect RSB ECE IETEAITHRVIRIRIZHISSFAERIRY CRD - EERER
. FRIZHIZS © SR2R "EEETR

* B{RZE/D7EE—{E VolumeSnapshotClass ° UIE#F4HE T ~ 528 "Volume
SnapshotClass" o
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* Z28¢ Trident Protect 2& Helm 4.x SRE S HRZS ©

Trident Protect 7z & IRERE
Trident Protect 1B T H#1F&1R -

* Amazon FSX for NetApp ONTAP ZEfm
» Cloud Volumes ONTAP

* ONTAP {777

» Google Cloud NetApp Volumes

* Azure NetApp Files

BRENFERHEFS TIEK

* FE{REIETIEEM NetApp HEFE B Trident 24.02 S{FEHARA (R Trident 24.10) o

* FE{RITHER NetApp ONTAP #7211 o

* EREEERENHREITIBURERD o

* BuSstE AR EREX SR ERERENE R EENEREREX Mm% ZER o Trident Protect A& 24 &1L
ELEHRTME  MREEBTERPIEE T AMEENGRZTM > BRI EXK -

A — =k
NAS BEREEK

Trident Protect 323& ¥} nas-economy HIREEITHENDTEIRIEE - BRIAZIERIRER « fEFSnapMirrorfg &Y
%l nas-economy WiRRE o EE A S B Trident Protect —#E{F R AYE{E nas-economy HiFR &R IREBE &R o

FLERMAENEER Snapshot BEIVHIRE AR - HNELRAER » GFETE ONTAP #
FRJLAIT TGS » LUSRIRIBE &R

ES
R.

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR AT E(E NAS EBERERERNIT FIaG< » UUISEEBAYHERE UUID BN » 2REXA Snapshot B &k

<volume-UUID> :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

AT LARE Trident B IRAHRGEIRERE A © 43 true MR ETRREAARIRE R

3 ‘snapshotDir o IREMHIEBEAZHE o

5/ KubeVirt VM {REE K
Trident Protect TE B FI{REE(FEEHARIZS KubeVirt [EHHH SRR B RGURIGMBRINGE » UIHEFRER—2E -

FEHR I R R A IR EREC & 5 /AN TRER1T A Trident Protect I ARRIRAHBPFIARE » BEHAYRRZSERE Helm chart
SHIRM T RHERECE o
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3 TEMRIEIRVERART » f£{a VirtualMachineSnapshots' & E#14%2S (VM) FREIZ BRI A ZRER o

V Trident Protect 25.10 JxE I ERAS

Trident Protect E BEFRMFE(EXEARI BB ELAETNARRE KubeVirt 22248 » LUIFEFR—34E - £ Trident Protect
25.10 Bt > EEILUERU T A EEALETA ¢ vm. freeze Helm Chart Z48BT2hI2 8 o L2 HTER
H o

helm install ... —--set vm.freeze=false

V Trident Protect 24.10.1 = 25.06

¥ Trident Protect 24.10.1 BA%4 > Trident Protect 1 B FHMRE(EXHBR B ENHRAEFAER KubeVirt &2 %4
I UMERU TS ERILLEETS -

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

V Trident Protect 24.10

Trident Protect 24.10 IEEFHMRE(EZ AR A Z BENFE(R KubeVirt VM 1&Z R AGA—BUEAREE o IR CAAfE
FTrident Protect 24.10 {REEAY KubeVirt VM #1E » BIEEEHN I TERMREFEZAIFEIRVBERZRAAER
LEIBRINAE o BRI UBRIERRAGR BN —BUREE o

ICAILAERRE Trident Protect 24.10 ZREEEFHFRE(EEIRRE VM ERRRBVRGEER > 77752 =IEEHE"
ABREATINES

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

EE 7T RAMEERA Trident Protect EXRERRRENFIER VM » s52["FF Trident Protect {R5% KubeVirt E#i4

"e

SnapMirror 52 &>
NetApp SnapMirror#EB4ThAERT B Trident Protect $&EREF » AN THIONTAPRRAE !

* 73 NetApp FAS ~ AFF #1 ASA 4% o BIAT ASA 12 RS2 & ER Trident protect 89 SnapMirror 8
B o

* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE &

SnapMirror {851 ONTAP HEFZK

IR ITFTE{ER SnapMirror 5 » 5HEE ONTAP £EF S TFIEK ¢
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trident-protect-kubevirt-vms.html

* * NetApp Trident * : EFHONTAP{EA R IRARFSHIZKIR Kubernetes 5 B1Z Kubernetes #5 &N ETE
7ENetApp Trident © Trident Protect Sz1EfEEANetApp SnapMirrorf i TER » ZIEMERU TEEIRER X
BHEEFER

° ontap-nas . NFS

° ontap-san . iSCSI

° ontap-san . EBIKELER

° ontap-san : NVMe/TCP (EKR{E ONTAP hkZs 9.15.1)

*CRE L ERABERREEMRY ONTAP SnapMirror FFEF RN AR RFE R B AU ONTAP 25 LRI
F o tNFRFAAE « 2R "SnapMirrorfZ HERELONTAP" o

7% ONTAP 9.10.1 B4 « FREIEHEERELL NetApp IZHEREZ (NLF ) MR « BE— (AR BB S IAAE
HUBE—1EE - MNFRFMEE « 552/ "ONTAP One FEHI#ZHE" o

£ {318 SnapMirror JEREIF 1R:E o
SnapMirror EENHEES
MRECHEERFBERREE > FRECHIRIEFETHEK !

+* EIESLSVM | WEE ONTAP (TR BHIEIRETH SR - MMMMIAN - 35200 "HESSVNES
R o

£ HE(RMIE ONTAP &2 BESETRERRN SVM &2 —a7 o

* NetApp Trident £2 SVM : $ZFi&l% SVM BRI EIZZEE E8Y NetApp Trident fEH ©
* ;BRI | WEEETrident Protect PHTIEFEIZONTAPREFERIG » UEIEXEAE ©

FA5? SnapMirror #85 Trident / ONTAP 4HRE

Trident Protect ZXKIEEDRE — B Z K F=EN B RS R RNHETFRIR - MRKRE=ENBEREER -
B TESREEN  BRERENERERARREREATRNFERIR

SnapMirrorf3f) Kubernetes 52K
RERIZH Kubernetes BERAUTEX !

* AppVault BJ7ZEUE | RIFHREN B REEH L ARBERFEIER > 7857 AppVault FBEFIE ABARER
YIHES -

* MEERREAR | REFAAEIRE ~ FEEFARERAM IP 5FFIR 0 UEIRE WAN BIZEH AppVault Z RIS ©

. TS IEEIRIGTE WAN ERPBEIEMEBIPIAGREE - TEEESRR A - ARG ERERE X

L 5% XE Trident Protect

NREHIRIZRF S Trident Protect BIEXR » ERI KR FY P ERE RS L& Trident
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Protect o & A IUAHENetAppER{E Trident Protect > SRIEIEEH CHIFAANGEARPLEE - {0
RENEEREZENEBA  RILEFMRZESEEER -

Z#Trident Protect

tNetAppZZTrident Protect
1. % Trident Helm {12 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. /A Helm Z4ETrident Protect ° X% “<name-of-cluster>" (£ B L TBIG D ECAREERY » W AMIERERN
HBIPFIREE

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2610.0 --create
-namespace --namespace trident-protect

3. (ER) AERMEEHGE (ZERNWENR - FHEM

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2610.0 --create-namespace --namespace trident-protect

a8 AsECEr A B NetAppSZ iR A B HHGHIR - MEREE QRS RNERBE

WA ZRZE Trident Protect

UNRIEH) Kubernetes S AFENE MR » (O] UAREFAA BB EEZEE Trident Protect o 1E3E &6 »
ARHESRPNEBRAIRIEPRIEN -

1. B TIRGRAREH AL BN - BHRC » ARREMERZIEHNAANS SR

docker.io/netapp/controller:26.10.1
docker.io/netapp/trident-protect-utils:v6.0.0
docker.io/netapp/trident-protect-guestfs:v2.0.0
docker.io/netapp/kopiablockrestore:26.10.1
docker.io/netapp/trident-autosupport:26.10.1
docker.io/netapp/exechook:26.10.1
docker.io/netapp/resourcebackup:26.10.1

docker.io/netapp/resourcerestore:26.10.1
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docker.io/netapp/resourcedelete:26.10.1
docker.io/netapp/filebrowse-transfer:26.10.1

fgn -

docker pull docker.io/netapp/controller:26.10.1

docker tag docker.io/netapp/controller:26.10.1 <private-registry-
url>/controller:26.10.1

docker push <private-registry-url>/controller:26.10.1

B EEBUS Helm chart » :B5CE A FEXE Bi4ERVH%2% _E1E R “helm pull trident-protect
--version 100.2610.0 --repo https://netapp.github.io/trident-protect-helm-chart” F &g

B Helm chart > ZA%B#GESEH “trident-protect-100.2610.0.tgz #E ZEE B E G BEARIR IR b
» WIER%E—H HEA "helm install trident-protect ./trident-protect-100.2610.0.tgz’ A
EiRFES AETRE -

2. 3137 Trident Protect &4 an5a 2R -

kubectl create ns trident-protect

3. BAEER !

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B ARMAEREEORIHENS

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. #r1%Trident Helm{#7ZE

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart
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6. B —ERAIINXMY protectValues. yaml ° saFEfRE B S L T Trident Protect 5%27E :

imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

& imageRegistry M “imagePullSecrets SLEBEARFABAEMGFG  €1F

‘resourcebackup Ml ‘resourcerestore o MIRE IR GEXTFFMERPIFE
3 HFERE (H30 > example.com:443/my-repo) ’ AL iriBAIPE S TTER

& o SR RIRPTBE EIREBICILLEEIRE © <private-registry-url>/<image-

name>:<tag> °

7. {8 Helm 8 Trident Protect ¢ X% “<name_of cluster>" S B¥ & TBIG DAL ERE » W AMEHERN
HIHFIRE -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2610.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (ER) AEMMEEHGE (ZEANWENR - FEM !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version

100.2610.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

&8 B50 8 A Bt NetApp 2 18 A\ EHERRHFE > EEFHFERNEIRGE

s BRAEM Helm Chart 3 E2E1H » G1#EAutoSupportz Efap4 ZEEiEIE » 5H2F "H5] Trident
. Protect Z4&" o

Z#ETrident Protect CLI 3H {4

& B LAEA Trident Protect e S5 H » E 2 TridenttI—{EEFE o “tridentctl’ AR EEILF]
B Trident Protect B3] &R (CR) E@JE’JE%&‘E °

2t Trident Protect CLI &4

EEASLIARRENZA » MNALKELZRTAREFNEENHE L - RIFCHKSEIERRZE x64 5 ARM
CPU » FEBETYIZER
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TEERAR Linux AMD64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.10.1/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.10.1/tridentctl-protect-linux-armé64

TEZEAR Mac AMD64 CPU HISMIE(
SR
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.10.1/tridentctl-protect-macos-amdé64

T Mac ARM64 CPU F95MiMER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.10.1/tridentctl-protect-macos-armé64

1. BRRSMIME R IRV THERR :

chmod +x tridentctl-protect

2. BIMIEX TEMERNERCEHPERNME o 80 > /usr/bin H® /usr/local/bin (FAIFEER
EIRFH Privileges )

cp ./tridentctl-protect /usr/local/bin/
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3. feth eI LUSZRS MR N — SR R F BRI EMNE - TEEER T - BRCHRFAMUER PATH
I —at 7D

cp ./tridentctl-protect ~/bin/

HIMMENE R PATH S8RV EE(IE > AJES#MATN tridentctl protect  fEMIi

2 BEFEAMMER tridentctl-protect e

147 Trident CLI SMiMETEREA
AT LAE A R SMEMETURRBATOAE - BT IMAME TN AERYSHARERER -

iu E]%
1. (EFREAThAEIG AR fEFRYER

tridentctl-protect help

B2 BETM
L% Trident Protect CLI JMIMETNE » ERIUBF LSS RA BEMERINEE

E%F8 Bash Shell I EEh5emINAE
1. BRI
tridentctl-protect completion bash > tridentctl-completion.bash
2. TEERPEUMBHRUBSIESH
mkdir -p ~/.bash/completions
3. B THMIESHERLE ~/.bash/completions’ B EE :
mv tridentctl-completion.bash ~/.bash/completions/

4. B TIITHIGE "~/ .bashrc’ F BERHHIIEE :

source ~/.bash/completions/tridentctl-completion.bash

4=
ﬁ
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EXF8 Z Shell B9 B #5ERLINEE
SER
1. B SER S -

tridentctl-protect completion zsh > tridentctl-completion.zsh

2. ZFXEEHPRIMBHRUESIESN

mkdir -p ~/.zsh/completions

3. B THHIESIERE ~/.zsh/completions’ B # :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. B THITHIEE "~/ .zprofile’ = B #xHHIIEEE !

source ~/.zsh/completions/tridentctl-completion.zsh

4R
THE A Shell B > &0 LS < BEISTRLIIAEER tridentctl-Protect SMIMEIBECEEA o

B:]Trident Protect %24t
eI LA B5] Trident Protect NTERRACE » URTEEIRIEAISEEK ©

}5E Trident Protect B 23E R IE4

L4 Trident Protect & » RIS ER EFERIEE Trident Protect 23V EIRIRH o 527 & IRIRHIPTE
i Trident Protect {FEEHHEREERRIZE o

1. B A ABMIER resourcelimits. yaml ©

2. RBEAIRIZE K » FEAEZERIE A Trident Protect 23RV ERIRHIEEIA o
WU T EAERERT A ANRE » LB ISEERREERE :

JjobResources:
defaults:
limits:

cpu: 8000m
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memory: 10000Mi

ephemeralStorage: ""
requests:

cpu: 100m

memory: 100Mi

ephemeralStorage: ""

resticVolumeBackup:

limits:

cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

memory:
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""

nmnn

memory:

ephemeralStorage:

requests:

mn

cpu:

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""

memory:
ephemeralStorage: ""
requests:

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

cpu: ""

memory: ""

ephemeralStorage: ""

3. EFEZETHE resourcelimits. yaml :
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helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelLimits.yaml --reuse-values

Bl Z2ERBRE

Z it Trident Protect % > &R LAfEA R EHERIEE Trident Protect 28389 OpenShift 2% £ TFX4J% (SCC) ° &
495 E & T Red Hat OpenShift #5£4 pod BIZ 24 RS o

1. B A BBINERE sceconfig. yaml ©

2. 1% SCC EIEMMEEIER » WRBIRIEF/TRIENBHY -

M EEfIRET SCC ERSHNTARE -

sees
create: true
name: trident-protect-job
priority: 1

TR5RH SCC EIENZS# :

=R EH BER

RAESBIUREISCCERE- R ZEW
BERES true B Helm Z#E
2R openshift IRIERF >
FEEBIT scc BR

‘scc.create ° YIRKE

OpenShift E1(F > HUNRRA

false » Bl “scc.create AN EEEIL

{E{a] SCC &R °

ey FEESCCHIATE ° Trident fRE&E T{F

BIIB % SCC WBSIBF o BB 1
fEESHY SCC STEERIE Al
TaTe o

W
st

T
Sy

3. EFEEDHE sccconfig. yaml -

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f sccconfig.yaml --reuse-values

EERTAREINNABEREPIEENE scceconfig.yaml ©
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HEH M Trident Protect fEERE

1RAI LU BT AutoSupport 33 7E  sp5ZERIEREEFR] OpenShift Webhook /&5 EIE » LUREBAFEER o TR
BHT] FRVARRE 2 #
2% g =i Iz
BEIZENIE T #NetApp AutoSupportE4FEC & 1
I2 URL ° {EAILEINREE B R IEREAR
FRHTZEE EE o fIF -
http://my.proxy.url °
HEXE LR E 22 E AR BB AutoSupport{{IBEAR

B9 TLS E&:E true o BANRT LS
BIRIRELR o (FAER: false)

BEZIRERE mE Bk {= & HTrident Protect
AutoSupport/BE B L1F o FRES
false BHER LENEEEA >
BIENeIUAFSIEEZIER o (8

&%: “true)

e Bk @ s % T s FEB AERBINERIEEPHRN S
LZERERIVERDIREE o 5F
SRR B R A B T o

restoreSkipNamespaceLabels =g EEMEATEREE R
LEBRBIERAREE  5F
TR R B AR R o

useOpenshiftServiceCA miE EFE2 OpenShift R4 Service CA
Operator ¥ & » LUE% Trident
Protect A Webhook E&hZI7#
AATLS B5E o 884 true K
» Service CA Operator f#FBE
FEIE webhook TLS &:E o &7F
OpenShift BELFER - (X
fE: “false)

EEMBRBAEGPEER > F2E"NE Trident Protect IREREEHHY AppVault FRAEE R o

AT UER YAML SREAE SR < 7RG R E G LA

/A YAML X
1. BIUREETHA values. yaml °©

2. EISERIISER > IS ISR E B TR BEIE o

autoSupport:
enabled: false
proxy: http://my.proxy.url

insecure: true
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restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

useOpenshiftServiceCA: true

3. 7% "values.yaml BB IEREENNX Y » FEFAREE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

{#/ CLI &%
TER
1. FERUTHS —-set IZFRISTEE—28 ©

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \
--set-string restoreSkipNamespaceLabels="{labell, label2}" \
--set useOpenshiftServiceCA=true \

-—-reuse-values

#&Trident Protect Pod PRHITE4S E &IEE -

&R LUER Kubernetes nodeSelector BiEAZRIEIZAIR - RIRENRAE B RIEHIHILLEREA A BRI T Trident
Protect pod ° BRI T » Trident Protect {ZPRHY#IT Linux FYEIEL o (O] LRI EEE—F BETELERFIE
4o
TR

1. B L AR nodeSelectorConfig.yaml °

2. #& nodeSelector FEIRFTIL EMEZE > WMAEKUEZELAINIE S B EIRLIRE - LURBIRIBEHERANLARS o F4n >
TIIERESTEREERGIRG > Bt B RFEREMERAENRS

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. EREETPHE nodeSelectorConfig.yaml :
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helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values
EERERRHIEAAEEERZDISERIRS nodeSelectorConfig.yaml ©

=1ETrident Protect

&1 Trident Protect IZfEFZEUZH!

Trident Protect f§£F Kubernetes BA & A& EREIFEUEH] (RBAC) 128! o TERIBER T »
Trident Protect $eft—1E R At dn % 2= R R H ARV TERARTSIR D - MMREHABBEERS
FEREIFENZEEK E\'J_Jl/(ﬁ}fHTrldent Protect B9 RBAC INSER EiFAHMIZHIH &
TR % ZERIAYTEEY o

EEEIEE O UFEER A TERPMNER trident-protect » HAIUFEFIA Eftheia TP IE

/F}E o EEPHIHERMERERNNEE  MEBREIEEINIGRER > WiHERMERAREIEEEEmAET
AR REFERAETUEESSRAEETETEAENERNEE CRS trident-protect ° EEEERRE

NP B TP EIERIEXENEE CRS (BEMEIEEEEAREAERN RN GRERPELERERE
KIZIE CRS) o

SEEEEA FINAEB N Trident Protect HFJBERER > HREHE :

* *AppVault* : BEFHEFEREER
3 * AutoSupportBundle : g5 « B ME BRI Trident Protect##%
* * AutoSupportBundleSchedule* : EIZ:CERUNERER

RIEMUERER RBAC RIRFI R A EESFEVERYMG -

N%E RBAC WA RE & RM R EREEAEEAE T > 552/ "Kubernetes RBAC 14" o
WEARFEIR P BIAERAE N » 552/ "Kubernetes ARFEIRE ST ©

Ef . EXEMAERENFIE

fign > HBAREEIES ) —MHIRERMERE » UK—HETHERE - EEEESRTM T ITE » Ui —
fE¥R1R » HhTiEsEMTHEES B REFIE MG S BanR EMIER °

THA [ BUaRTEHEUE 2 SEFENER
BiusaZEERELEEL A RER » LERYMIEHHAEREIELEER

1. RIIRBHAE I mRZER -
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kubectl create ns engineering-ns

2. BITHHBHER IR -

kubectl create ns marketing-ns

DB 2  BIUMBIRBIRE - A ERREHPNERES)

RIS EMr R ERMBETERRBIRE > BERZASEEREFERILRFBIRS > UEHBRELERTT
B2 EE—F DE Privileges ©

1. B IEBERIRBERS

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. ZITIHBHERIIARFSIRG :

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

T3 | AEENNRBIRA RIS
ARF5 IR A IS 2 A ZREEEE IRTS IR - MNRZEIAR » AT A RAMIPRA EREIL -

ﬁl‘ ’E\%
1. B IERBIRPEILMWE

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret

namespace: engineering-ns
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type: kubernetes.io/service-account-token

2. BITHRFSIRA BRI

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$EE 4 : #2137 RoleBinding ¥4 > #% ClusterRole ¥ 45 = SERAIARFSIRS

Z#E Trident Protect FF & E7 —{EFE:RAY ClusterRole ¥4 o A LUEBEIIFNIER RoleBinding #1141t
ClusterRole 4B ZIARFEIRE ©

TER
1. ¥ ClusterRole B45E TIZIRFEIRE -

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. # ClusterRole E4E E1THHARFSIRE -

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
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kind: ClusterRole

name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount

name: mkt-user

namespace: marketing-ns

TR S5 1 RIERER
A ERESIER -

1. BRI RERETUFNIREER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2 R TREAERAEIITHDR

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

HER 6 =T H AppVault ¥HHHFEUE
EEPITENEETE > AINEGIRE - REEIESWUER AppVault ¥HERFEER FERIFERE -

1. B ER AppVault FINIZEAHE YAML 182 » LUIRFERETFEL AppVault YRR © FIi0 » T3 CR #%
AppVault WFEUER FERE eng-user -

apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
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namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. BUNWERMAG CR > BREEESAMRANSRTEREPREERIFEIVE - F10

apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:
- get

3. B EHM RoleBinding CR > R B4 EFEAZE eng-user © HIY0 :
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: Role

name: eng-user-—-appvault-reader
subjects:
- kind: ServiceAccount

name: eng-user

namespace: engineering-ns

4. FESDIEMRIERE o

a. ERMEFTAGRZERL AppVault ¥HE -

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user
TEZEEERLUTNGEL -

Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group

"protect.trident.netapp.io" in the namespace "trident-protect"
b. BN B (SRS R AT A R AppVault H

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREZEEERUTIIMEREL :

yes

nlj:l:%

RERF AppVault #EFRBIE & FEZ A5 AR AppVault ¥R TRRAENER EIRIEE » METHERE
sFEdE ke R ERMLUIMNIERER > BRI MMPIEEEFIBER o

466



B ETrident(REE R

&R LUfERE kube-state-metrics ~ Prometheus # Alertmanager BJR T B &K E 1 Trident
Protect {REEE IRV

kube-state-metrics fRFEIE Kubernetes API BEEAISIZ o iFH B Trident Protect &5 5 1F 8 » AIUBEERARIRIE
RERREERNE AER o

Prometheus 2—E LA > ER]LIEUR kube-state-metrics EAEMENE » TG H 2RAMNELEYEMNZ IR
FBRYE SN © kube-state-metrics #1 Prometheus HERMH T —FE757% » B K] LA EZIZE(FE A Trident Protect EIEHY

BEIRAV AR TFIARES o

AlertManager Z—IEARF5 > PIHEEX Prometheus ¥ T HAFMEXNET » WA HRHAEERER BRI o

BLES RO S ARSI EAGA - CHRBETUNACHIES - ASHTHERYH > U
BRI SIE -

z * "Kube-state}§IEZ 4"

* "Prometheus 4"
* "AlertManager X {4"

SRR RREETHR

FE £ Trident Protect PRV EIREE » MRELEMERTE kube-state-metrics ~ Promethus 1 Alertmanager ©
Z#E kube IREEE

EEILUER Helm 2R&L4E kube MRREEE ©

TER
1. #riE kube AREEFSIZ Helm B o U0 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. ¥ Prometheus ServiceMonitor CRD FEFR I -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator—

crd/monitoring.coreos.com servicemonitors.yaml

3. % Helm EIREIAEMRE (FIU metrics-config.yaml) o EEJUBEEFT NFEHGIAERE > URFEEHNIRE
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=3

BIE 845 -config.yaml : Kube-state E& Helm [BEZRARAS

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info

help: "Exposes details about the Backup state"

each:
type: Info
info:
labelsFromPath:

appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]

rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. Z8ZE Helm BIRIUZE kube HREEEE - fIHN :
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Y]
o8 /En'\:!

helm install custom-resource -f metrics-config.yaml prometheus-
community/kube-state-metrics --version 5.21.0
BHEIERXHE"

Z#Prometheus

T5z3BBAECE kube-state-metrics » WAE S Trident Protect (EFAMI B TEIRIVISIE | "Kube-state E=

IEA R BB AYIE AR 2288 Prometheus "Prometheus X" o
Z#E AlertManager
R

o0

A LUKRBERRYIE R ZEE AlertManager "AlertManager X" o
LB 2 [ REE

P REBRETAUHEESE
LREETAZE  BRESEMRESR—EEE -

==

1. 7 kube ARBEIEIZEL Prometheus B4 ° 48%8 Prometheus BCE X (prometheus. yaml) M0 kube AX
EIEEARTEER - flan -

prometheus.yaml : kube-state-metrics fRF5E£2 Prometheus FI&ERL

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace:
data:

trident-protect
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:

- targets:

['kube-state-metrics.trident-protect.svc:8080"]
5’ E Prometheus #EREEHZE AlertManager © #R&E Prometheus B2E X (prometheus.yaml) 70
MFES -

prometheus.yaml : [4] Alertmanager X%

alerting:
alertmanagers:

- static configs:
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- targets:
- alertmanager.trident-protect.svc:9093

lldu:%
IRTE » Prometheus AJLATE kube-state E2WEE S » T o] {EEE R4S Alertmanager © RIRTE B & BT TR
BETRIVEY » UREEEERHAE °

T3 REETMNETEIM
RETAUHBIEEZ %R > ERERERBETHNENRE » UREBEXETRHIE -

LrEfd : BInRK

UTEHAEEEHRD BB RNRERES 5 W ERFEREZEMEARETR Error o KA BETIHEEFIURT
SIERVIRIE > WAL YAML R ERE S 1E4HREREZED prometheus . yaml -

rules.yaml : E&RKXKEDR Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

8 AlertManager MUEXEREHMEAE

BT LU AlertManager 5% € ABX B4 EMEE » FIMNEFEH > PagerDuty » Microsoft ERXa EthiE
RS » HiERERRPISE@ERIRIAERS alertmanager. yaml ©

MUTEHAFERERERTEAEEBIE Slack 188 - BERBENIRIEEETILEHS > FFSWAERNRS
“api_url IKIRIEREAY Slack Webhook URL

alertmanager.yaml : [7] Slack 838 35X

data:
alertmanager.yaml: |
global:
resolve timeout: 5m
route:

receiver: 'slack-notifications'
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receivers:
- name: 'slack-notifications'
slack configs:
- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’

send resolved: false

E4 Trident Protect 18

Trident Protect R EIZ SAESMEL B ZHNetApp IR A ARG SRR E > BIEERZE
BREMEAENAR « 15RMEEEN - MIREEERIEME > AR UEREE]E
IR (CR) 1§E R 1R LEENetAppZ &AL (NSS) ©

£ CR BIIZIERTFAES
1. By BFTER (CR) #EEWdm% (HU trident-protect-support-bundle.yaml) °

2. RETIIEBMK

* metadata.name*: ( _required ) IEEFTERNGHE ; ACNIRIZEEER—BSENATE

° spec.triggerType : (_required ) RERIUENELZEEN  EERHHEEL - IEMNEHESE
BRFRZA EF 12 85> UTC o BIRE(E :

- BHE
* F
° SPEC.uploadEnabled : ( Optional) EHIRERESIERBESELER » $H LEZE NetApp
R, o AIRKISTE > BIBRERE false o AJRE(E !
=)
& (FEs%
° spec.daWindowStart : ( Optional) RFC 3339 B BHFH » IsEZBREHTFREaER

@?ﬁ%ﬁ%%ﬁéﬁ’ﬂ BHEABLRER] - ANERKIETE » BIFERRS 24 /\BfR| o KA LIS ENRERRBIZ 7 X
Al ©

YAML &4 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true
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dataWindowStart: 2024-05-05T12:30:002%

3. 1#%E# “trident-protect-support-bundle.yaml' EHE IEFEERX 4 > FEF CR :

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fEF CLI B ZIBRFEE
SER

1. B LERFHEE » LIRBEENEUERTAE o trigger-type REEGIIUAEY » BREUR
BIBURARBHE » ﬂJvXIE *Manual '3 “Scheduled ° JEEREREA Manual °©

fugn

tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

ERMBRRSIES

ERE—AZERIUSZEER » EOUEGEREELEETRERREIFHEAR

1. &4%F “status.generationState E/# "Completed #REE © &

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BZEREBRIEHNFERR - WESTHEIAUtoSUpport EF REUFHERIES

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

#E| "kubect! cp EEH AT L IZEITE » BEERHNAHBERIRABERSH -

A4k Trident{F &

7N

& AT LA Trident Protect AHARZIRFTRRZA » UZEZHINAETIE1EEEER o

* TERR 24.10 FHARET > FHREAEAITRYRIBAIAE G R o ILRRUASIHIERRIZIIIRIR (8
= T EIRRIEEFEIRR) o MRARIBERBERK > ERIUAFENRILIIRIBIAFERER
BT ERE o
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B RBIERKIE » SR UEARAEREAARIREE  AREARBENRAE - BZ &
GEFHRAARIERFAA s EIRVIRIR -

* HRMARGEERE - FHEABZRAFEDN Helm Chart MIREGELHNAAREEEFRA

B MRS BET Helm {EEFT Chart IRASHER © EZER » BRE"NTAAGEHEZR
£ Trident Protect" ©

SRR 1 EERRAS

Trident Protect ARASEBER BEARY "YY.MM @3R8 » HEip TYY) KRFMDHEMUEKF > 'TMM1 KFKE
15 o INRAEFFERE YY.MMXHRAI » HEep TX) KRS T 4G o EiRIBEEARNRAEZEA R EIBIIRE

* eI B RTARAS B iR AR E L E AR ZE A BB I E AR A5k 0 B AZRhRZS o a0 » el A BN 24.10 (S1EM
2410 BY/RRZAS) FHAREI 25.10 ©

* MNREERB L AR A BHASE BRI AR » SFRITSTRAR o EREEARE "ERR" RAHERARR

BA > FAREIFT SRR E AR B AThRES © WJ!ZD » MRIEERTAITHRZ 24.10 Az > 1 BRBEARE 26.10
hRZs

a. HE 24.10 H4RE| 25.06 ©
b. sR%1%¢ 25.06 F4kZI 26.10 ©

HER 2 . F4Rk Trident Protect
EEF 4k Trident Protect » 3BT FFILER o

TR
1. S Trident Helm {372 -

helm repo update

2. ##RTrident Protect CRD :

s MRETZENE 25.06 ZRIBRRAF4R > BIREHITIES B - B% CRD IREESE ZE Trident
" Protect Helm BEl&RH

a. BT e < CRD BRI trident-protect-crds & “trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":

{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. 3E1TUILE S MBS “trident-protect-crds' Bl :

s REHH trident-protect-crds’ BIZREH Helm > FA&ERIAEE IR CRD F{E{AI+ERE
. Bl o
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kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. H#RTrident{R:E :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2610.0 --namespace trident-protect

TR LB BB A T RBREEA BRI HFEEFNR © --set logLevel=debug’ F4REE
3 2 o EREFFERS warn - ERRARERSGHRETHRED R  IRERAIUE
BiNetAppziR A B2 ERRE - MERENASSFRNERREE -

BIERFRERBER
fEATrident Protect AppVault 414 R EIRHFE o

Trident Protect FY{#ZHEETE R (CR) 8% AppVault ° AppVault ¥4 2 HEFRAVEREM
Kubernetes T{E/RIZZRT © AppVault CR B ZEFREMREEE (FIWfEH ~ RE ~ BR
EZEFSnapMirroriEsl) HFMERNMNERE - REEIEEASEENERMFRMRE o

EREAREN LHITERMREIRIER - SEEFEFW T FIEIL AppVault CR ° AppVaultCR 5 ER AR -
TRILUfER AR LBSEAI{FA3 1L AppVault CR BY$5E °

HE{R AppVault CR i i3 Z8E T Trident Protect Bg2 5 £ © U1 AppVault CR AEIES G HEFHM

N N P

$R7E AppVault BRsEFNZHE

TE#21Z AppVault CR Z Al » sERERITIERERY AppVault B K2 E)25 F] AR E EER B IREITEEE o

BRSESR HTEER

BT CR Z{ Trident Protect CLI YMHF2 T IL AppVault #1585 » &I LL% Restic A Kopia I ES A B
FTZ S Kubernetes &8 o MNRIEARISEEE » Trident Protect & FFATER RS ©
* FE)EIL AppVault CR B > 3 spec.dataMoverPasswordSecretRef {H{iIiEE£5& ©
* fEMATrident Protect CLI 17 AppVault #4585 > :5FH "--data-mover-password-secret-ref Y15 EZiRHY
B -

BEMZRBMNEG PEEN NEEREFEDH > 55 spec.vaultPasswordSecretRef

= 1ML o 55288 "NZ% Trident Protect 1REBEAFEIDHY AppVault PAEE R} o

474



BUBNBEERFFERBEE

H2ELTEHAIEIIZIERE o 1L AppVault ¥5FEF » SR L3ERTrident Protect {8 It &8 7 B KB Eh23
FEETEE o

* RICFEANERZEHEME » BREEMAZERBEINHEERE o Fli0 > MNREEHER
Restic » MBEARTEERKGH Kopia » BITERIIEER > REEE SR Restic 5 o

* EREBREETZENMES - CRRETCKRERR—SENHMBE LHNER o NRERHH
“trident-protect’ ap % ZEEHMIFRE » RERBERELZEREHFHNDNIRE o

ES
R

f£MA CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <base64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEFCLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
-—from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 AR IAM 1R

ECFE S3 A RIREEZTME (Y1 Amazon S3 ~ #8H3 S3) B » "StorageGRID S3" » ZHE "ONTAP S3"f&
FATrident Protect B MEERFRENEAEREAREIEERNLERIR - U TR FERTrident
Protect #{TEIFI N REERHNBERES o EAILGGILRIBEREEE S3 HHAHERRIBNERE -

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"s3:PutObject",
"s3:GetObject",
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/

"s3:ListBucket",
"s3:DeletelObject”

1,

"Resource": "x"

B8 Amazon S3 RIRMIEZSE » s52R "Amazon S3 Xig" o

FAit Amazon S3 (AWS) 5g:EHY EKS Pod Identity

Trident Protect X1& Kopia B8 812512 1ERY EKS Pod Identity o tETHAERI BIR% S3 HIF@MNZ M » ME
R AWS /BB FTFTE Kubernetes #Zh o

EKS Pod Identity £2Trident Protect FY3&>
£ EKS Pod Identity EiTrident Protect & & R 2 Al » sAMEMRIUTEHIA ¢

* %89 EKS EREERIA Pod Identity ©
* MERIAAVEN S3 HEFRERN IAM A6 - ETREZSER » F2/'S3 HANEHTF IAM HER"
* 1AM A& T Trident Protect ARFSIRSERARH -

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BRARRA Pod Identity AR IAM £ B ELRRFSIR 5 BARGEVEFABERER » 3526 "AWS EKS Pod Identity SCHE" ©

AppVault 57E £ EKS Pod Identity BF » 558 T55%E K& E &8I AppVault CR “uselAM: true' #Escm A2
BRFERY/REE -

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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BEAREHEREEN AppVault TE R

%2 AppVault CR B » (BB S /BB UFIURMHETENEE - HIECER IAM B - MAELEESHE
RIBREENRRMARRE - U FRAEIREENGSIISRELEG o TR LIS THBHASERHR
EHRBRI SIS -

Google Cloud

kubectl create secret generic <secret-name> \
--from-file=credentials=<mycreds-file.json> \

-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
-—-from-literal=accountKey=<secret-name> \

-n trident-protect

—f%S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
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-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect

AppVault 21754

TR EERMHEER AppVault EFREEH

AppVault CR &

TRILUER T5) CR &6 » RSB EZIHHEREIL AppVault #1F °

* ISR LUSEZEMRIIEE Kubernetes 1% » HHE S Restic #l Kopia EFEMNZENETE ©
MEHMEN ~ 20 (BEREHREEERN]

* HH Amazon S3 (AWS ) AppVault ¥ » [SRILUEEZEMMIEE —E TIEERR » IR

B ERE—FA (SSO) #1TE:E > E2REH - EEPAREEEESHBREERN Zinit

FERSHY AppVault FEHAEF) » FRERILULER o

* ¥ S3 AppVault ¥4 » ERILUEIZFEASIERIEEEL S3 RERIIME Proxy URL
spec.providerConfig.S3.proxyURL °

Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

s 5 Pod Identity 1 Kopia Bl 128089 EKS IRIE » KEILUAMIBR “providerCredentials’
: R ALAAN “uselAM: true 1RHE "s3 ELE o

Microsoft Azure

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
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valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

—f%S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

ONTAP S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
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accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGRID S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

fE£ATrident Protect CLI 237 AppVault FI&EfHI

TWRILUER T CLI 8n <L 86 » RS EH-EREIL AppVault CRS °

* O] LUEIEMIEE Kubernetes 1% » HFRER Restic 1 Kopia EZEMZERNEETZES ©
MEFMEN « F2RE [EREHRHEFERN]

* R S3 AppVault ¥t > eI LUEIEFERS |8 > A S3 TREIEEIME Proxy URL

--proxy-url <ip address:port> °
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

—f%S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—-endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
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-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \

--bucket <bucket-name> \

——secret

<secret-name> \

-—endpoint <s3-endpoint> \
-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

% 1& “providerConfig.s3 AL & i%IE

AR TRUT#E S3 IRUERTEIER :

W

#

providerCo
nfig.s3.sk
ipCertvali
dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
eIAM

SREH TE:%
{SF SSL/TLS /B:5ER:E o 1
AL S3 im2hRI%E HTTPS &3 o 21

1eE ARERE S3 BINERARESHY URL © REER

RALAN SSUTLS Bgs8RIBETR CARE - REMREM

B 1AM B8 LATFER S3 174 o AN EKS i
Pod &5l ©

%48 AppVault E:ll

f&a] LB Trident Protect CLI MEMER EE B RAGERE LI AppVault YEFBIER ©

1. %48 AppVault ¥1HHIRZA :

tridentctl-protect get appvaultcontent gcp-vault \

—-show-resources all \

-n trident-protect

et

“E R
E R
http://proxy.ex

ample.com:80
80

"CN=MyCusto
mCA"

EIR 7
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° EhEEf)

fom e fom————— fom— - o
P msseseseses == +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

P Pommmm== Pommmmmmm== e Rttt
e +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysqgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o - o e

e bt +

2. (n]iE) EEESEEIRM AppVaultPath » sAEAIZEE --show-paths ©

R B7ETrident Protect helm ZEEHISTE T = ERER » REEFIPHEEREA A o fIg0 0 —-set

clusterName=productionl ©°

P& AppVault

eI LABBRS 5 PR AppVault 4744 o

MIER AppVault #1152 A > 5B577%F% finalizers AppVault CR RIS o YIRS E > BIRE

= GEE AppVault BTRERBIRIERERL » DUREEFRIIILER ©

ez Al
safe i S EMPREMIBREY AppVault FifEBBYFRE REBFIED CRS
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£/ Kubernetes CLI #B% AppVault
1. #5B3 AppVault #14 » UEFRRRY AppVault #1142 TBE appvault-name :

kubectl delete appvault <appvault-name> \

-n trident-protect

{3 Trident Protect CLI filf& AppVault
1. #B% AppVault #11 » LUIEFBREY AppVault #)4ZFBEXR appvault-name :

tridentctl-protect delete appvault <appvault-name> \

-n trident-protect

J0%Z Trident Protect RIRELFE DY AppVault FAEE

&R LUIN%E Trident Protect A7Z1E AppVault FRAYIREBFIFE QA > 635 Kubernetes
Secrets PRI E o BT UEEFREMBZERNEDR - E—FIBEEEEEHMIMNEF
HMERINZ S > Wi§ AppVault FRIEE Kopia (£7ZEFMS(E Restic EAFEBENZ
i

INZFAR#AFH o BUA% > Trident Protect E1ERS B RMETFE AppVault Z AT > FIIZRAVIRIR A E(H P

B - BRRELHEARENEIR - 815 Secrets FRBRE » FRIECRRRERELEE RILEARENRERHED
SRR o

REEZEBARFEMZERNER - SFERU TS !
* BECEBREFERER > Trident Protect EERMEHBAREMBRNER - EATENRABNENER -
* BARINE Z A FRERHLIARTEE
* BMfEGZ REARFERBIINE - MERBYERMIART LGGER

RAREIET(E
EUBINZ% > BRIETIEEEETRES » T8 Trident Protect @FAALZ 2 MITER S o H1YE(E AppVault > 55E
I BETRFEZEL E "spec.vaultPasswordSecretRef IR FEE o

NRCEATEREBRAME » ZHRXHHIE T BTN - A RRIAEE - UERRAENNRFETFERERE
5 - A2 [ERiRfRIFEZS] o

A 5@ AppVault FEBE—RBETEEE - —RERIA—(E AppVault FIZEEE » WTERAIAS —RBHEEE » pikEslinik
B5eh °

Az Al
RIERECHER AR ¢

* 77HY “trident-protect 8F & ZER o

485



* E21I Kubernetes Secrets F1&#H AppVault BsTER (CR) BIHERR o
* 258 AppVault #1273 FEEVZES Secret ©

Sz lak =y Sy

] LUEIR % Trident Protect 52 7E Helm BRI PEE RN o

SR

1. {#f values.yaml #&Z#& resourceBackupEncryptionEnabled :REZS true :

a. BUTRAINEELD values.yaml 182 :

resourceBackupEncryptionEnabled: true

b. ERES !

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

2. 3% > [/ Helm --set IEIZ#¥ resourceBackupEncryptionEnabled :REA “true :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set resourceBackupEncryptionEnabled=true \

-—-reuse-values

=+
nl:l%
Trident Protect @H#TEVIRBMEB (D HEERIEITINE ©

TR ?
A5E AppVault I BEJRFEERE o 7Tt 2 A » Trident Protect i${ERAALZ EITERZHE o

B B IREEZRD
EEFEATECHNRE » FEI—EE 3% EEN Kubernetes Secret » A&7 AppVault 12 B8:% Secret ©

RNERI(E
NERTERIL AppVault R E B2 » BITEEFEAERZAT > AppVault BIZEMERZBTEN o KERRIA

R o

4N AppVault E4EH Kopia B Restic f#77[E @ S HBEA L EEEMEFENRN - BOERREFHTE o
AL BTG [FRIA(RIF BRI RV ER o

#% "VAULT_PASSWORD {EXBRI &MU TEK :
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* R REAE
* WZEINEL 64 KiB
* FEEENULFT
FRESHRITR
FEUEE R EMZE B F oHENAE R
BERI U B S HMF T 0 BEIEASCI Ft o

1. 728 AppVault HHEIRIER B =R Secret  Secret BB 2472 VAULT _PASSWORD &8 :

kubectl -n trident-protect create secret generic vault-password \
-—from-literal=VAULT PASSWORD='<password>'

s N8R AppVault IREs E%iﬂtﬂ AR EMERIGE VAULT PASSWORD B ° B REREAZE
: B BEBRITF T =R E%E;HIEI..HE%”’”% °

2. 71 AppVault CR Y “spec.vaultPasswordSecretRef il 288 Secret :

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: my-vault
namespace: trident-protect
spec:
vaultPasswordSecretRef: vault-password
providerType: <provider-type>
providerConfig:

<provider-configuration>

YNR “spec.vaultPasswordSecretRef %2 » Al AppVault AL ZRITER RS ©
nld:l:%
AppVault FRIGH BT EIERREPEERINE T8 o
IR IZERDE

TR R EREFERR AppVault ZH - —REAGEMMEBPEERINE TR > W AppVault FEIE(E
Kopia f#fZEMSE Restic #ZEREMEH

RN EIEIIE
T EBI2d > Trident Protect #11T FH2/E -

* FRFIETEHITHY AppVault B EIREIERTRE BRI -

487



s FRNBERETESHINEEE(netadata-key. json) ° FEEHE ARIEYH o

* SHTE AppVault FTEF 7T FRIS1E Kopia [#FEMSE Restic (#1FE > W HEHBEELMEE - BER
MEBRNREERSEE o

* BHBmMNERFRDECANRETE » HEES -

* {28 AppVault IEEUABHEE - B EEHEE > Trident Protect 81 spec.enabled 58843 false difh
ETRYIERR

protect.trident.netapp.io/vault-password-rotation-suspended:
<namespace>/<appvault-name>

BRIATTAE » Trident Protect IS BRI A A ULEARIVHIE - MREHIAKR > HIERFELNUEEENT - B
ERHEBNFEFEITHREE -

ez Al

AERICHEA TSIEE !

* 8 REEZBER NHFHEE -
* 8B Hth AppVault IE7E i ELZRE o 1R Z (A AppVaults HZFE—EEERMEIE > B2 EEHF—ErTIUL
ERIATREE o FARR BIEHZ(#FER AppVaults Hii o
SER
1. BII—AEIE AT Secret LB REIMIFT Secret :

kubectl -n trident-protect create secret generic vault-password-new \
-—from-literal=VAULT PASSWORD='<new-password>'

SRR ZA » BNRESMIRERTH Secret o Trident Protect 22 B A HYZRHE A AERIER
BE BEER » BSEFEESERFHZEAL - MREBERPRE A Secret > :5EAHER
R fEFEIRAY "VAULT _PASSWORD EEMEILE °

2. BRI RRE AppVault UEFFTAIHE o 1 my-vault BIAA KR AppVault 75

kubectl -n trident-protect patch appvault my-vault --type merge --patch

spec:
enableRotation: true

vaultPasswordSecretRef: vault-password-new

£ EEERE A SER spec.enableRotation BRIEA true o MIRE false
: » AppVault FIREWREEIEM > LERFEERTN o
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3. BRI [EEITE ST PRVD SRR EEITIRE o
4. MBERE > MRRAHMBEBFERTA Secret > AR EMIER o
mR

B RIS 8 LU AppVault FHYE{E Kopia A1 Restic (&1FEERZ 2IFHZIEAY(RE » M HE Trident Protect &
EHHHEEEMER ©

B ERE
RIS EEERREE R ST -

1. #%& AppVault :

kubectl -n trident-protect get appvault my-vault --output yaml

2. ARG » BEHEX status.vaultPasswordRotation 2843 o FEERBIZEH » EERERGEK

status:
vaultPasswordRotation:
state: Rotating
rotated: 3
pending: 1

message: <message>

TRHAZRAL

1R a5t EA

status.vaultPasswordRotation.state HATBYEERLREE o
status.vaultPasswordRotation.rotated IR ERARZBNEHEFEESE o
status.vaultPasswordRotation.pending RAHEORREREEFRAMIENEEEHE -
status.vaultPasswordRotation.message BEirEESRE A o

==
i

BTSRRI BIRGERR L - W EST -

* status.vaultPasswordRotation ARTELE ©
* status.previousRepositoryPasswordSecretRef ZZE o

° status.repositoryPasswordSecretRef%5@?spec.vaultPasswordSecretRef°

ETRRIE?
NREWERTTA > SARE TIIFEE .

489



* BEIRKFAYA | spec.enableRotation AJSERE false ° iFHERA true » ABHE
spec.vaultPasswordSecretRef SR TE A5 HTEY Secret ©

* REEEREERRE | BRNERFENECRELERTE - SFERIFEETTM o Trident Protect & HENER
HERHEFRE -

* 5 —1E AppVault A HTE > BRI GHIE | F2R EEHAZFEFER AppVaults &Rl o
* SESRAEREHE | RS FRIRARERE - ME SIS ERIEEE -

¢ dataMoverPasswordSecretRef 55

UNRIFEM AppVault FHERERY spec.dataMoverPasswordSecretRef "1l » ERILIGHEHBE

‘spec.vaultPasswordSecretRef ©

FAREETLF

Trident Protect 2% “spec.dataMoverPasswordSecretRef LURHE BRI © 5515
“spec.vaultPasswordSecretRef AR HTHY AppVaults ©

HER
1. # “spec.dataMoverPasswordSecretRef & H Secret 1R E1ERER ©

2. ffM spec.vaultPasswordSecretRef REZIEIRE LAY Secret o FHIKIR [ERIA(RFERLS] PRSP ER i
fEo

3. IRELERE » A1 AppVault #B& spec.dataMoverPasswordSecretRef ©
4. NRBEHMIBEFERAER Secret » ARG EMIBR o

EEHZFEER AppVaults iR

R ZAE AppVaults FRRE—EREFRAAIL > AR BHEP—E ] UERIRER o

RIRERIE

EIEiREFH% % password-rotation. lock HEHEER - HE B R AT REHEENAEREEZ
AppVault BY UID o YNIRFE M@ Appvault BFE “spec.enableRotation: true’ BEEFEIETE T RAEH
AppVault > B3 —{& AppVault FEEEITHRE o

1. TR

BB ERES—(E AppVault
1. 7R %M AppVault L > 7&B& spec.enableRotation :

kubectl -n trident-protect patch appvault <current-owner> --type
merge --patch '
spec:

enableRotation: false

2. EFFHBABEE o
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3. EIE T REZEREA AppVault £ 2 1§ spec.enableRotation &% “true:

kubectl -n trident-protect patch appvault <new-owner> --type merge
--patch '
spec:

enableRotation: true

#PREHEMIPREY AppVault Fr 88 THISHE

MRERZHEDN AppVault BREE - BZHRERER (AINTEEKZE) > HFERATIISER -
1. RIEEEERB AppVault BTEZH B password-rotation.lock #&2E ©
2. 7TFEZERER AppVault £ > #& spec.enableRotation REA true :

kubectl -n trident-protect patch appvault <appvault-name> --type
merge --patch '
spec:

enableRotation: true

G

* “f§ A Trident Protect AppVault ¥ 3K E IR A TFIR@ o "
* "B&]Trident Protect 224"

* ReERE AR

* "f§ A Trident Protect 15 FEMATZT"

{EHTrident Protect E&EIEERTEI

RAI BB EATET CR FIRFELA AppVault CR REZE A Trident Protect EIEHY
FEAFEI o

#37 AppVault CR
REERIT—E AppVault CR > #% CR #EHEAEN A TERMREIR(ERMERA > 1B AppVault CR FE(IR

Z &7 Trident Protect B985k ° AppVault CR E#H H ISV EIRIER ; BRA AppVault CR BIEf » 552 H
: "AppVault BFTEIR "

EEEAEN

CEBFEHREMFEHTrident Protect B SEREAER o EAILUEBFENIREIIERTEIL CR T{FEH Trident
Protect CLI REHZEEIEHEARER o
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FEFE VM HENERARER » LiIRaiBmIERE % MR REFEN KubeVirt #4238

(VM) > s8R Application CR 119 “spec.includedVirtualMachines #{i15% CLI H98Y “--virtual-
machines FEAZ o UNSEFAAE N ~ MAI2EM YAML &6 > 55289 Trident Protect 175
KubeVirt EE#EIS 25" o

=

fEF CR #migrEmiE
1. I BAEAER CRIEE :
a. By HIHER (CR) EREL&H% (Pl maria-app.yaml) °
b. RETHIEIE :

* * metadata.name*: ( _required ) FERREXETERINETE - SHIREEENGTE » AARE
EX£ENEM CR 1EREET2HILE o

* * spec.includedNamespaces*: ( _required ) {FE#r%ZEEMEEENRRIEEEAENER
Ha B EEMER - EAREAGATHENERILEEN—547 o ZHENIAERER » aJF
REFESEIEE SR TREANER o

* * spec.includedClusterScopedResources*: ( Optional ) ERILBIERIEEEESEEARER
EEPHEEHEER o LB ETIRIBELEERIVEAE > i > EENERKERELEE
T o

* groupVersionKind : (_required ) I5EHEHEEIFA API B¥4H » hRas K AE48 o
* *labelSelector * . ( Optional ) RIFREHENE RIZEREFEEIR

* spec.volumeGroups: (FJiE) {FRILE4E1ER Volume —EIRIBAIBEA I —E Volume
BHAIRER o INFFAME N - 55200 "2HC Trident Protect {3 Volume B4R IRFE" o

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (FJ#%) ILsHARIEE AR
EHIRTE RNEAER » FI0 KubeVirt IRIR » HPEZRAFRGEZETRRBZAT - I5E LA
RATRBHABREIUBAEBRRRA - MRKRTES true » BRI ZIERIERE > LA A
LUITEIREBHARI B A SRR c NRKRTES false » EFRINEREIHRE » I H7ERIBHARIE
RAMBEREE - MRIEE T2 > BEAEIXTETREEEK - AIZIRZER o K55
BB > BEREERIZANT [ "28kTrident Protect /e &" ©

MRECHFETRUFARAZRERILERE > JUERTIIGS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"

+
YAML &5 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
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metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. GER) WARE - LR EREEMEEMEEN CR - UESHHFHEERR

° EAEEaREE A

* resourceFilter.resourceSelectionCriteria : (EFEFTEE) A 'Include B E S 5L "Exclude’

BEPRTE resourceMatchers FIEZRMVHEIR © #MIE THEREETRSH ~ UEREMA TR

BR:

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o YN RIEITHELFEY | PE SR

ZfEE > EfISLEHES OR B > MEBExEHE (BHE > B > lE) ABRUSLEHS

AND fE2£ o
* resourceMatchers[].group : ( Optional) EEFENEREHE o
* resourceMatchers[].cher : ( Optional) EEFEMERIELE o
* resourceMatchers[].version : ( Optional) EEFEMNERRAS o

* EffEE 2 BIRH Kubernetes metadata.name HiIH#Y * resourceMatchers[].names* :

Optional ) %78 o

» BEFEZ EIRH Kubernetes metadata.name #{I5HY * resourceMatchers[].names* :

Optional ) %4 ZEfE o

* BIRHY Kubernetes metadata.name ##{iIH Y *resourceMatchers[].labelSelectors * :

Optional ) Label 3EENE3F & > WIHFFIEZ "KubernetesSZ 4" o FI4N

"trident.netapp.io/os=linux" ! °
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N EMZE “resourceFilter # “labelSelector #f§/ > “resourceFilter & #ciE (T

. JA1% “labelSelector FEFIAERE IR ©
fugn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

° {£FR PVC RYERESRE0H

ETEEER PVC WERRER « BENETEREESRTES PersistentvVolume
*VolumeSnapshotClass © [RERFIEIDIEEBUR Persistentvolume (BHEESEPVCH
%ﬁ%ﬁ@ﬁ%ﬂ%@) # VolumeSnapshotClass (‘r%ﬁﬁﬁ@@ﬁift) - BEELEE BERK oAl
un

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: my-pvc-app
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: my-app-namespace
resourceFilter:
resourceMatchers:
- kind: PersistentVolumeClaim
version: vl
- kind: PersistentVolume
version: vl
- kind: VolumeSnapshotClass

version: vl
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resourceSelectionCriteria: Include

2. B RERARN CR URAEMIRIEZ% » 5BER CR - M :

kubectl apply -f maria-app.yaml

1. EATHEA—ESEFZIIRERRAREAESR » IRIRPHNEAIMASIERPRE o eI UTREAE
NEZFMABLEBNER > ERLIERDIRIVEE » UKREHIPFIRAISIE -

BIUEAREDNR  GrIERERERRIEERARATRRIAE S AIUR AERERR - EEEANRK
EHRIEE RV » AIY KubeVirt IR1% » HPERERAGRGEETREBZAT - IRERERERTER
‘true ZEARENZREERE » JUERRBBSAERRR - MRMBERES false AR
2ERE  ERERAMERIRIRRE - MREA TR > BRAEAERTRAERK - AIZEER
BB - NREA AR - BAENEENUTRRA @ "2XTrident Protect /2/R&RE" ©

+ 7E(EM CLI B BRI » EEISE R » AJUERA --annotation' 1238 °
+* B RRRER L ERRERERIEFIEZRRFRETH -

=+

tridentctl-protect create application <my new app cr name> —-namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-hamespace>

+* BURAEAN K EARERENREUEFIERRARRETS -

+

tridentctl-protect create application <my new app cr name> —--namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --annotation
protect.trident.netapp.io/skip-vm-freeze=<"true"|"false">

+ * {EeJLUER --resource-filter-include M “--resource-filter-exclude 1E:5 » 1RIE
‘resourceSelectionCriteria (BIUNE¥4H - 7248 ~ hras - 125 - LBHIGRZTM) KESTHFER
> NRBIFR ¢

+

tridentctl-protect create application <my new app cr name> —--namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --resource-filter-include
"[{"Group":"apps", "Kind":"Deployment", "Version":"v1l", "Names": ["my-—
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deployment"], "Namespaces": ["my—-namespace" ], "LabelSelectors": ["app=my-
appu] }] ]

+* BFERER PVC WEARER » LENBEEREELFES rpersistentvolume
‘VolumeSnapshotClass® °© [REBFIHEDIRIEMKEE persistentvolume (HFEZIEE PVC NEEEHE
HHR&) # volumeSnapshotClass (IREREEENIZRN) > BRAVEPHEEREL - HI4N -

+

tridentctl-protect create app my-pvc-app —--nhamespaces <my-app-
namespace> --resource-filter-include

'"[{"Kind" :"PersistentVolumeClaim", "Version":"v1"}, {"Kind" :"PersistentVo
lume", "Version":"v1"}, {"Kind" :"VolumeSnapshotClass", "Version":"v1"}]"
-n <my-app-namespace>

{E 3 Trident Protect {R:EFEFRTEI

R LU R B B ReE SRS EERATIRE R ES - BB INRIRIBA 17 SR Re& Trident Protect &
EBHFRERARER o

* WAILAER Trldent Protect EFERHMREFE ARG HRIER RN o " T HEEZ RN
FTrident Protect B2 EIERFRESE" o

. E;J_ﬂ FrfE L EFE A2 R9AERE Volume #E1TIRER » sEEEAEXHER Volume B4 ©
20 "L Trident Protect f§£/ Volume E¥4HIRR" o

2
=]

I REERAE
(EETIABERS R T R TR ARER o

s MREEBENTRERAEANERTHESR > AIRAAEIANEAEAGLEMENZE > RIE
i LEERGESERD - RIEERF -

{8 CR I RER

HER

1. BI7B:TER (CR) 1R A trident-protect-snapshot-cr.yaml ©

2. TEICEIIRINEET » RETIIBMN :
° * metadata.name*: ( _required ) IEEFTERNSE ; ATHIRIEEEH—BSIENETE -
° SPEC.applicationRef : EIRIRFFEMATENHY Kubernetes %18 o
° spec.appVaultRef : (_required _) FEREFIREBAZR (PEER) B9 AppVault %58 o

° spec.relaimersPolicy : ( Optional) E&HMIBRIRER CR K » ERREXHETREFEBER &
FREMERTES > REEH "Retain Z#MIBR o« AREEIE :
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" Retain (fﬁ )

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FIELAEHEREIEAEZR 2% trident-protect-snapshot-cr.yaml ~ ;A= CR

kubectl apply -f trident-protect-snapshot-cr.yaml

M CLI Z371RE
WER
1. BIIRER » WUISIRIB RS B A &SRR B91E o FIun -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIIpEEmD
AT LABE RS R 17 FEFRAER o

s MRFEBENEREEAEAEEZTHESR > AIRAFEANRAEAGLEENSE  AIE
i EEREESERD - RIBERF -

FIsEZ Al

MR AWS T{EFEER AL ZUHAR A R LAEHE R RHAFITRY S3 B 1EZE ° 1R Token £ N 1EEHEAREIAM - 1
FEAIBEERM -

FRE BRI TR RN DI ARRERVSFEE » 5260 "AWS AP ST
* W1%E AWS ERSSERFAE » 552H "AWS IAM X" o

M CR BB
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1. B B:JER (CR) EEIMELE trident-protect-backup-cr.yaml °

2. EEEUMEREY > KRETHEML

° * metadata.name*: ( _required ) LEEFTERNSE ; ATHIRIEEEE—BSIENRE o
° SPEC.applicationRef : ( _required ) EFEHSBIERATER Kubernetes & o
° spec.appVaultRef : ( _required _) FEREIFHHDAREHI AppVault 58 o

° *spec.dataMover * : ( Optional) F& > f5HHEREEFMERMNBH IR - AIsENE (BDK/N
®)

" Restic
" Kopia (FB=%)
° spec.reClaimPolicy : ( Optional) EXHENNESTHELFGEEFEIER o AI5E
" Delete
* Retain (FE&%

° spec.snapshotRef : (FJ#) @ BIEHMHIRRIRIREIRTE - MRKRRER - RERUNLEHEE
TREG o

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. EIELUEMEIEAIEZE % trident-protect-backup-cr.yaml 5/ CR
kubectl apply -f trident-protect-backup-cr.yaml

M CLI B
1. B3l » WEIRIRAEREUHESEFRYE - fIin :

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

498



AT LU MR —-full-backup TEARZRISE BN B SR AIFELHED o IKTAR » FRA BN ERIES
i o ERLLIERE - BN SEMIHELHER - REMEREHNITRERD » ARETERHZARN
TEEHD  UREERBFENRAREERE -

ZIREBDERE
TERAEA T IR CR RFe] LUEFARVEEAR

578 Ll 258 (e
protect trident.netapp.ioffull- ISERNRTEAIENREN  BED tue "B
backup BUSFEERD - RESBRTHATRLS

7 ABEMRTEBND ZERTIEERD -
LU ABRE M R LR [RABRARY A B o

protect.trident.netapp.io/snaps =& SEREERBIZERTNRRER o 603K
hot-completion-timeout
protect.trident.netapp.io/volum =R HIREAZR| O] HIRREFT BN R ERSR o 303K
e-snapshots-ready-to-use-
timeout
protect.trident.netapp.io/volum = Bt EREBAFNRERRE - 57K
e-snapshots-created-timeout
protect.trident.netapp.io/pvc-  F & ERHEMELMFAEER (PVC) EIEEHNRAR 1200 (20938%
bind-timeout-sec M (UFPAEND) Bound iRfEBHEIHIPE )

Eg o

BB REHHEZ

REERBSE BB E RN EEIRE « BHIMERFEEAEN - CAILEES/ K 5X - BANSAZ
IRERFNBED > WA LUEEZRENEIRKE o LKRILUER full-backup-rule sEARZREFZIFEE N TEHD - A
RIERT » FREHGHREERN - ERRITREHDUREREE RN AR EELERERMERR o

* AT LUEIBERTE "backupRetention 5% > “snapshotRetention' KR THE © IRIE
“snapshotRetention’ & Z EREEMETEINEMD G EILIRE » BELL KRB 2R > WE
o H10 ST B ILENIBR o

A

* MRFLEHENEREEARAEETHAESR > AEEFEARARMRERNZRE -
AIEEEREESERD - RBERF -

5 CR BiHF2
1. B BE5]ER (CR) ERIGHGEA trident-protect-schedule-cr.yaml °

2. EISEMRIERP > RETHBME -
° * metadata.name*: ( _required ) IEE:TERENSE ; AEHIRIEEEE—BSIENETE o

° *spec.dataMover * : ( Optional) F& > fsHHEREEFMERNBH IR - AIsENE (BDKN
®)

" Restic
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500

o

o

o

* Kopia (F8:%)
SPEC.applicationRef : B3 2 FERATEILH Kubernetes 478 ©
spec.appVaultRef @ ( required ) FEREEHEDASH AppVault %18 o
spec.backupRetention: (4 E) EFRENENHE - SRTAEEILED (EBIRER) o

spec.backupReclaimPolicy: (F]%) JREWRFED CR EEHRZEERWMIER > BFEHD S 8BAE S
Ao (REBHEAIER » BINIERESTEMIER - TIRENE (BAKRNE)

" Retain (FE5%)
" Delete
spec.snapshotRetention: ({55) ZREBVREBHE - TRAAEILERIRE o

spec.snapshotReclaimPolicy: (FI3) JREIRIRER CR T HRBHAREMIFR » BIIRER G HEME
180 o REBHABE 5 RIBAZZWMIR - TRENE (BEDANE)

" Retain
* Delete(TEER)
* spec.granularity*: HTBFZRVSEZE o AISERVME « U RN ERIERIRAL -
* Hourly (ERIEIEE spec.minute)
" Daily (BREIERE spec.minute F “spec.hour)
" Weekly (BRIGIEE spec.minute, spec.hour? ol spec.dayOfWeek)
" Monthly (BXIGEE spec.minute, spec.hour? # spec.dayOfMonth)

* Custom

spec.dayOfMonth : (F]%E) stEREETHAMBR (1-31) - MRKERTES Monthly © #%
BENEUFBEREIEMR

spec.dayOfWeek : (F[i) HERETHERE (0-7) ~EO0H 7 XNEMH - MRNERTE
% Weekly © ZENBAUF RIS o

spec.hour : (FJ%E) EHHEMEEITAVNEE (0-23) ° MRKMIERTES Daily > Weekly » HE
Monthly ° sZ BB F R IR o

spec.minute . (FJ3%) FHEREEITRVNRPRIDER (0-59) - MRKERES Hourly
Daily ’ Weekly ’ ¢#& Monthly ° Z{ENBUF R IgM o

spec.runimmediately : (M) [RES true UWERILHHERMEE—M I EIEERTT (RIEF
B EETEMI / HIRE) © FBRA false o EAREREBENEENIT ©

I AIRERETBIRIEEA YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:

namespace: my-app-namespace

name: my—-cr—name

spec:



dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily

hour: "O"

minute: "O"

EIRIRSTEIRVEER] YAML :

apiVersion: protect.trident.netapp.io/vl

kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

6 YAML XXft+ > AR BIRIAETHBMZES

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-hamespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"
snapshotRetention: "7"
granularity: Daily
hour: "3"
minute: "O"
runImmediately: true
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3. ERLUEHEREIEAIEZ 2% trident-protect-schedule-cr.yaml ~ i5&H CR

kubectl apply -f trident-protect-schedule-cr.yaml

£/ CLI Z3iHH2
il\‘%
1. B (REHHE » LUREBE ARG ESRPRE o flul

&+ {&A] LUER “tridentctl-protect create schedule --help 2GR IL 6 < BIFAHEREAEE A ©

tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
-—full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

LFEEMECH AT RETE ST
o SEEEENETE | A --full-backup-rule ZseUAZHIEEE R TEEHD o I EBRAR
--granularity Daily ° AJHEAY(E :
* "Always B REBERIIFTEMAD o
- BEET{ER {6 —EZERE > LUEFEDE (FId0 > "Monday, Thursday") ° BXE :
2H— 2H” - 2=~ 28« E5F ~ 2575 2HiH ©

& E——full—backup—rule ARSI A BRI/ ~ A2 B 85 R

o I BNEAR(RE | A --run-immediately true EEIHHZRIIENIRBIVIIBHEMDIIRE » MIA
EEFEXHRERNITRRE - TERA false o

o {EIREBEE | E E —-backup-retention 01 TEE —EAXNRENE -—-snapshot-
retention®
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RN BEEERE

TR T B EIEEHNK (CR) Ry UEAREERE :

G2
protect.trident.netapp.io/full-
backup-rule

protect.trident.netapp.io/snaps
hot-completion-timeout

protect.trident.netapp.io/volum
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-
bind-timeout-sec

THIBRERER
MFFT B R EZNFHZHERIRR

1. #p&ELREBERAAY Snapshot CR :

FE
F R

FH

FH

FH

FH

o

s5tER TasR{E

IEEZHIEEBEHIRA o (R EHRESR KRE (B
Always EOIMUIRIBRREZETHHETREBNN HHHEREE
BeIER © flN > MRICGEERBENEETE HiD)

5 > BRI LUEERREITRENNERX (F

40 > "Monday, Thursday") ° BYHI{EH

8% : 28— 28— - 2= - B0 2

HiF ~ BH7S ~ BHAE - 5538 0 IR
AREEaUTRENARER :

granularity sRiE4Ay Daily ©

FEREERIRIRE TR R R © 60K
HIRIBER A ARG BN R RERE 305K
BITHERE REB AR REMA o 5K

SREMBEIMNEASEER (PVC) FIEMR AR 1200 (2091
B (UFAEEGI) Bound iE{ERBIATRIME )

B o

kubectl delete snapshot <snapshot name> -n my-app-namespace

UllER =)
A B R ENIHZHEE H?

o

FEMROIURBE R TE RS Delete  WYIMHREEFTRIBRFAIE B ER - ZRBHFERER Retain®
i DB R EINEREER - MRBERZANE Delete » HNBELRRBEMHHES  BEFH

fB% o

1. BIREFEMERNAER CR !
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kubectl delete backup <backup name> -n my-app-namespace

BREFIDFERRRS
TRILME RS L IR EIEEETT » BT ERMBIBD RIS

1. EA T8 < PIREE D EEAGIRAS » URIBHHIE RIS IEIRHRIE

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

ESF3 NetApp 182 (anf) 1EENEHEER

MR E L8 Trident Protect » BRI AER azure-netapp-files {#717485) B#E Trident 24.06 Z FiiEII AR
IHEFRERE =BV B FERINEE o LEThAEE AN NFSv4 % » I EA S AR SMHRIEEINER] o

FIsEZ Al
satEss NIEIR

s BB &% Trident Protect ©
* {EE7ETrident ProtectPE& 7 —EEARER o LTIt T B2 » ILEBEXN(RENERZEIRS o
* B azure-netapp-files EZEFFRIRNTEREEFIER o

vV ERLCEITHRRE S R
1. W18 anf Volume 2EFHLRZE Trident 24.10 ZAIEILHI > 557F Trident PEITFHIENE -

a. $tHEEIU NetApp HEFAER B REMAENERN PV > BARRKRE

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. #REASEMRN PV BUARIBEER

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
SNRAKRAAIRIRBER > Trident Protect iSEZERBHMNINGE - ZEEERMNBEPERLAEEMFTH
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ZEfE o FEEREIER T © SRERESEMPA BB ERRE I LR BHHEIRE X/ VBRI ERREIRE
R
ZFEFAR N EEF T E A Trident Protect E{THMNER  &E PVC thaJHtEMERRIAREHER

ABC Trident Protect {#/8 Volume E£4H1RER

fEF Volume B¥#HRIR A LUBRENAEEIRF RS RIARRAFT &L Volume B (PVC) o BHIN
B AZME Volume NERREIIEEE R » €EABZEMRRERKSE (VM) o

RAREIETIE
f&A]ATE “spec.volumeGroups' ##{iiFRE £ Volume B$4R > sZHE{I{iA% "Application' B5JEJR (CR) F - BI&
E I FERERAYIREBES > Trident Protect @18/ ONTAP —E14#4H » TER—FE %% Volume B¥4ERHIFRE PVC

EIRER o BG4 Volume B RPN EEMm B TMEIL—E—EEH4E o B rE(E Volume BB R B
AYIRER » FLEE R LAERZERR Volume ©

Trident Protect @237~ 7E Volume B¥4AHRY PVC EI{ERIAVRR - BLERBREAKFZLL > FItEEFRZERM
R BRABE] R B R

Volume B¥AHIRIREAIBETEIRER « BEIZIRER » LUK Trident Protect TE B IBIZPEILAVIRER - MREHEHRDIRE
TRER > Trident Protect i fEARXIRER » MAERILMAVEHERIR - BR U AFEIU S —(EEHERR - EEfERAR
HERERERZILBYE(E Volume BIIRER o

Trident Protect RETEMEN FAIBE 4R » 7 S1ER—ERERS#EEY Volume :
* EffIEBFE— Volume E#4H o
* BN E—f%ZERA o
* EFURE—{#EREERIESS (SVM) Lo
* &R ZER A Volume B4R ZE S 80 & Volume ©

Yn2R Trident Protect EUAZIBHEMRER (M > AN KRMEREENR) » EEMEEEE status.warnings' 172
I EZEHERE PVC MNEFIRE - BLERBEMFREILAN » FILEMase#E RIREREER - BRAEINRE
IE5eR

THRAPERBR TEEHENNRR

B MER
Volume BHARIEEZ B L ERTH BHERBEBI—EmZR > FLL Trident Protect 7E&E % EMTE
PVC IERIBYEHEIRIR o BLERHAIRB A SR —RZIfREY - Eh—{Er] At

I > MB—EERITE  BEHEE - SEREIZEERITRER © FId0 > 72
‘payments-a'#l “payments-b’ 1E52 4 “app: payments-db’ 89 PVC ER{
#AMEERIAVBFARIRER o 70152k B R Rldn E M AR IRER R A E—(E

B o
RPN PVC FERZE Trident Protect A& & SVM 3§ Trident &1 Z Volume ° ONTAP —%%
SVM Lt MEHARSEE ZREZE SVM B Volume » FItEEZ @SR/ (815

HZ= SVM BY Volume) BIEFAHIREEE BN o Trident Protect @R ES »
TEIRBH4RIRIB » W AS{E Volume EIL{ERIBVIREE - BHE—EHEEY
Volume » s EMHRIER—E SVM L °

505



B MR
—{Espa ZEEIBEAEE 80 {EVCECRY Trident Protect R EBKBZ e 2R » WAH PVC BILERIRIIRE o [

PVC — Volume BH#APVEfthena =M ZESEHARE o

—{@ PVC & %@ Trident Protect €& PVC #i% Zm@i{& Volume 248 » HH—{EEL4HRER

‘volumeGroups 188 FIREE BN o KAV BLARIRER S C11E A @R IRER - BT SE PVC ERT
&—EEE -

Volume B4R B SHERAARZIE BH4RIREBSBY > Trident Protect @743 Lt PVC ZE1Z{ERRIIREE o

Volume B4R IRERAVERENTE XTI E

B PVC

Bt Z Al

* 181 PVC ZEERZIR Volume BHARBHEFXRERBERNHE - MBEZENESHEXEGE > F2
B "(E A Trident Volume B#4RIRER" o

* TR E N EHIT Kubernetes 1.36 B{E S HRAS ©
* Kubernetes RIR$ZEHI25 04 7E 4 8.5.0 B FTARZS » MEYFE CSIVolumeGroupSnapshot IHERE o

*v1il VolumeGroupSnapshot ¥ VolumeGroupSnapshotClass | VolumeGroupSnapshotContent
CRD WEE R o

s IR BRERCAR LB IR{ER Trident 26.10 S EFRRZAS © CSIVolumeGroupSnapshot INFERETWAZETE
Trident csi-snapshotter Container LY ©

* WBETFEEMFE csi.trident.netapp.io EEEFEEY A "VolumeGroupSnapshotClass e IRHEE
T —{@%85! > Trident Protect {£F%485 - NRER T ZELER > HEA
snapshot.storage.kubernetes.io/is-default-class: "true" #Z5% Trident Protect &
EAARVEER] c BRI > Trident Protect BHRFBIEFFERASE —EFER o K|AE Application T
*Snapshot CR FREEIELRR - MNFHAEN > F2RASMAERELE" o

* Trident 4% RY ONTAP 1R MERFFE « BUSMMIPR—BEEFE > URAHEIIRE © 720 "E1EE
Rl —EEEHE" # "EIRE AR R EHAIRIR" - TARA) SVM RMEES AR (vsadnin) FEEE
LEFER o

EZ Volume 48

Trident Protect {24 & 2 Volume B¥4HBY Volume 3 BF4RIRER o #& spec.volumeGroups " #iiEE
‘Application CR UEZEHE - SEEBE#HE—E7MREVEAR o KIZH « VM SiME 2K3EE Volume ©

RAREETE
* fRHBETE Application CR HIZEZ Volume B4H o tridentctl-protect CLIJRA Volume Bf4H%EEIHE o

* Trident Protect {2615 Volume B4R BEHERN PVC » WAFRAITER PVC EILEBIIRE « R EEIKE
FIEZEREHER PVC > Trident Protect A& &% (& BRI EFARIREG o

* FEREME PVC (2E—ERBMEFF

FEYaZ Bl
EEHTERENERER - 52B"FEH Trident Protect EHEIEEATET" o

im%
1. INRREEEE Volume > FERENHEB PVC R4 ERE o ERIUEREMREENE - ZEHHIER

volume-group=my-volume-group °
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kubectl label pvc <pvc name 1> <pvc name 2> volume-group=my-volume-group
-n <application namespace>

2. # spec.volumeGroups HIEELEIREM Application CRIEEF - HEEENEESS
labelSelector » vmSelector IM#E o MRIBEREREZEMIERL > B Volume B¥HEE & SE—1F1L
FrEERYE{E Volume ©

> spec.volumeGroups[].labelSelector: Kubernetes 125225 (matchLabels B
matchExpressions) > FAREIERBENFH PVC o ZEREIZZEM o

> spec.volumeGroups[].vmSelector : KubeVirt VM F1|% > &E VM #E —1{E namespace "
“name ° Trident Protect @& &E VM &R PVC

LT EHIEE T MIE Volume ##4H - F—4HE 31E58% "volume-group: my-volume-group BY PVC o 55—
485 my-vm-1"F "my-vm-2 £ & ) PVC o

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: my-app-name
namespace: my-namespace
spec:
includedNamespaces:
- namespace: my-namespace
volumeGroups:
- labelSelector:
matchLabels:
volume-group: my-volume-group
- vmSelector:
- namespace: my-namespace
name: my-vm-1
- namespace: my-namespace

name: my-vm-2

REBEE application CR REBRIEMIENL » I8 spec. resourceFilter ° ARETE

i smpgrzriEE T SEED 0 kubect apply YL OR HE o

3. EFEMERN CR:

kubectl apply -f <application cr file>.yaml
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KR

‘Application’ CR BF volume ##4H - EHEEXN T —ERBEEREM -

BIIIRER

AEARENEIEERR  EEANDNERMRERE o TAFEMGEMRIRIL © Trident Protect EAETE
Application CR FRZEZH Volume B#4H o MNFHEABRATET > 52 R &M Trident Protect {REMREFATZTL" o

FAsRIBAL T » Trident Protect @TERAS ERIE I ER R R 2 AR ILEFAAIRIR  Volume BF4EARRY
Volume SERRAERIIFN TN > FHILERESHRABARBENEN A EIERN - F7F

B Volume BHEA AR SEHEB AL > [EEF Trident Protect & 1T /RAS EHHH 81& 2 I (ERIAVIR
BR o SR ERHREUERIRESRIPT AR © SERFTAHIRE B2 7E Volume BR4EH o INFRRASER
HWEERRMBVFASZ - F26 /A KubeVirt VM (REEH" o

BEEGR

TREBTERL TR » IR B ELARRSLARESD Trident Protect @S BRI BHAAIRER o

BB REINRERL AAREEHERIRE M - BMESERARRERPEBEIRMN -

s VolumeGroupSnapshotsCreated Mt EER true > ME Trident Protect A &L
" Kubernetes 4t 2 - EEERILLEN » B854E status.warnings A skipped

failed #fi °

1. BUSHRIRETE - EEFILEARINRE  FRTUTHS :

kubectl get snapshots -n <application namespace>

2. RIS TREBRES :

kubectl get snapshots <snapshot name> -n <application namespace> -o yaml

‘status.volumeGroupSnapshots® B ZHEEAREBI—EER © Trident Protect
g7 Volume EAAPHSEREMEIL—EDPRAVEHRIRE o LU TEHAIA/EER

status:
volumeGroupSnapshots:
- name: vgs-<snapshot uid prefix>-<group index>-<namespace>
namespace: <namespace>
ready: true

memberPVCs:
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- pvcName: <pvc name 1>
pvcNamespace: <namespace>
- pvcName: <pvc name 2>

pvcNamespace: <namespace>

EHEREBZTEEIE Snapshot UID BIAT/\{EFTT  spec.volumeGroups EBMIZRG| (1 0 BtR) » MUK
$aZEf > Bl 12 EFTT o

* ready: true FRnEHARIRALIN o ABRZEHARYIRIB EFTE status.volumeSnapshots ZF o iELE
SRR ERER - MAZEHEE Volume BIRESMRER o

* skipped: true i Trident Protect R B EZEIIBFHRIRR » AAZin R TR Volume BHEE ZiEHA
80 1@ PVC ° Trident Protect t{ AR B$4H AN EX1E Volume BYERIIRER » W#F skipReason XFHILZE

status.warnings °
* failed: true i Trident Protect BRI B 4AIRIR » (BLBLT o Trident Protect BNA BB HRNE
Volume BY{EBIIRER » Wik error XFHIEZE status.warnings ©
EREF PVC ZHAABRE
Trident Protect @7EE#4RIREBHIVE(E PVC LS —(EEE > fI%0 protect.trident.netapp.io/vgs-
group-673c0189-0=true ° EECHEEFAZEN - ZIEHBET—HRYE PVC L » EFIEMPREREINR
B8 o fHIpRAERFZIVIRERRT > Trident Protect tH &2 MIBRE Volume B¥ARIRIRFIAL SRR » W PVC BIFIZE o &
FRIREERY reclaimPolicy & ‘Delete ‘i@ 'Retain® EZBLEEREEFEN °
BETRE ?
RREEEFEEAERNN A NEEREREMIREN S NAERE o Volume BHEIRIRRZE DIRAVEIR © Trident
Protect tR B RIRIER » EILEATLGERERIS PVC 3 VM » MEFRREHATPEE PVC ° 5526 "ILIHRE
EREARNGAER" X "HERBERERAGRHLZER"
HERAEE
* " A Trident Protect E X EIEEAER"
* "“{$ A Trident Protect {REEATZR"

* " Trident Protect {R5& KubeVirt BE % 23"

ZRERARERN

{EF Trident Protect {EfERER

@A IAE A Trident Protect fEIRIR S HHN PEREHERARER - REBREAEREIFE—&#
£ EIRARBINERETEIR -

* ECEREARENR > SEAREAKRENFERTHNMEBEARN—BER - MREHE
BRERITH > MIEEERIFETESHRIT -

* 1L gtree & > IRMBHERI AR EBHRGHRER © B2  HiS gtree & > I

: O PR R D T
R R E AR EATHAEIRIE © T RESER. » BEM EAIERTrdent Protect 1
R o
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* HERFEEPERIEEDN KubeVirt EEIEES (VM) MAERFIERRERER  FERER
CR 89 “includedVirtualMachines ##1iI - AREZER CR ~ {HAIZ2EF YAML &6 > :528"
fEEF8 Trident Protect {Rz& KubeVirt [E## 125" ©

REHERERR N RZER

= &8 BackupRestore CR #H1EREIREB a2 fEKF » Trident Protect E1EMBYdr % T RIHERER
2 UAERNERERNEL —EFRARER CR - AT RECERENERRRR » JUBIIZEHMIIRE > 3
BUEfReETE o

* BEMEREERRAERNARGRAZER > TAGNEEEEHPERALBHNER &
EERENTHREER » AR LEENEZERGRER > ARRBEOCEREENNGSZE
= fE o

* M CR EREIMe R EME - MWAKXFHETERMRER > ABRBER CR - Trident
Protect {272 £/ CLI Bf 74 & B s ZEM ©
FIsEZ Al

HE(R AWS TR RN ZIHARSE R A BT E R REFEMITH S3 IBRIEZE o 1R Token TEIE/REEHARIBET -
EEFIREE R ©

* INRIRE B A TIEREE R ZIHRRF RIRVEF A E R » 552 R "AWS API 3Zf" o
* W% AWS EIRSTRREIVEFHAEE 0 sF 26 "AWS IAM ST o
SR Kopia fERBERBEISERENE > ERILUEETE CR PsEEMEER CLI ZRIZH|

2 Kopia EEIVEERTTA o 32R "Kopia X4 BRI UL ERVEIBRVEAE A - £H
“tridentctl-protect create --help’ BRI Trident Protect CLI 15 €N EZEE > 2GS

f£MA CR
1. BiIE:TE)R (CR) tEZEIf%%A trident-protect-backup-restore-cr.yaml ©
2. EEEMAEERF > RETIIEBM
° * metadata.name*: (_required ) LtEFTERNEGE ; ACHNRIEEEH —HSIENRE -
> spec.appArchivePath : {#7ZH /D ABH AppVault RERERIE o EEILUER T8 < RSHULRE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.appVaultRef : (_required ) REFEHHDASH AppVault &7E ©

° spec.destinationApplicationName : (GER) ERERARENGE - RIRHE « BENERARER
SEALLRE - MRKRM  ERNERAEANEERAKFERARESE

° spec.namespaceMapping: FHERIEENKIEM R EMHEE BRIthan M o LUIRIEPIER

BV my-source-namespace #M “my-destination-namespace °
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apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (Optional ) MRITCAFEEEVEARNNELERKER » FHIGEEDE » UBESHHFRLE
BERBNER

Trident Protect @ HENEIE—LH R » BATMELEZENERERE o fl0 > MRE
3 EEFAMEMEEEEERA A —EREAY pod > Trident Protect th &i& R BEH#EY
pod °

° resourceFilter.resourceSelectionCriteria : (BFEFFE) £/ “Include' K ELZ N "Exclude HEfR
7E resourceMatchers HEZMER o FME T EREETEZSH - UEEEMATHFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o YR EIE LLPES P E &R S
Brxk > efZEEA OR /E » MEETER (B4 » BiE > hk4dS) AR EEEE %A AND
B2 o

* resourceMatchers[].group : ( Optional) EEFEREIREHE o
* resourceMatchers[].cher : ( Optional) EEFEMERELE o
* resourceMatchers[].version : ( Optional) EEFEMNERIRAS o

EEFE 2 B R Kubernetes metadata.name #{iIFHY * resourceMatchers[].names* : (
Optional ) %78 o

» BEFEZ EIRH Kubernetes metadata.name ##{IHHY * resourceMatchers[].names* : (
Optional ) %4 ZEfE o

* BIJRHY Kubernetes metadata.name 1#{iI#EY *resourceMatchers[].labelSelectors * : (
Optional ) Label EEEX23F & » YNARFRE K "KubernetesSXHF" o FilYN

"trident.netapp.io/os=linux" ! °

fgn

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1

kind: my-resource-kind-1
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version: my-resource-version-1

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FERLIEEAEEAEZE 2% trident-protect-backup-restore-cr.yaml *:a&M CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI
SER

1. BBHEREFENSLZER > LIRIEHEREAIEIIFAIE © It namespace-mapping 5| & &M
USRI RER - MR RiRe R HEE ERERN B AYta % =M

“sourcel:destl, source2:dest2 ° o filgn :

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

REHERERRGBER

TR BRI BB R EIRAT R ZEM o MITHMIZRE » Trident Protect & B BN EIRREBEMEITHRIEE
> B LEEREAYIRRAS -

* HERMBZA > BAEINMEERAREFZNEER - EAMEEEREAENERRRNITHEZNG
RERIRER ©

* MIEMIZHTTRE » REMERMERABNEESEMERA - R EFERNIFRENARFERRE
* EMEEETHRMHIRRIRER S EERFRGRIBUH - MFRIRIFE 5 DERRECH » AlIERSHEEETT
WEER CR RREHPEEHES o

ez Al

R AWS T{EFEERIER ZUHARFE R AR TIE R RFFEMNITH S3 IBIR1EZE o UIR Token EEREEAARBHA
EEERIREG R ©

* WNERE BRI TIERSEREN ZIHAR R RVEFHAAE R » 526 "AWS API ST o
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* W AWS BIRSTREBVSHEE » 5 2B "AWS IAM ST o

E 1% Kopia 1?%%*%5@]%%331_ EHE > MAJLUEETE CR PIEE MRS ER CLI ZRiEH|
=t Kopia FEAMNEFIITA c 5528 "Kopia X" BRI U B ERVIEIBRVEAHE o A
‘tridentctl-protect create --help" B RA{EA Trident Protect CLI I €M ELE L > A2&H<

fiEM CR
1. B B:TER (CR) ERIUMAS trident- -protect-backup-ipr-cr.yaml °

2. FEICEURERD > RETIIBML -

° * metadata.name*: ( _required ) IEE:TERENSE ; ATHIRIEEEE—BSIENETE o
° spec.appArchivePath : #ZEHD RN AppVault REFERIE o B UMERA TS RS UILIRE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef : (_required ) #FEHDASH AppVault &8 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (Optional ) MNRIECAFEFEVEARNNELERKER - FHIGENEDEE » UBESHHFRLE
BFERBHNER

Trident Protect & BENEE—LEHR » AAEMRGEENERARME - AN » NRE
= EEFAMEEEREEERBE EE—ERIHAEY pod » Trident Protect th &3 /R REHAY
pod °

> resourceFilter.resourceSelectionCriteria : (EFEFFE) £ "Include i E1 S EY "Exclude kR
7E resourceMatchers HEZMER c ML T EREETEZSH - UEEEMWATHRFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o MR EIELLPES P E &R S
ErcE > efELEEHE% OR /5% » MEEE (Bl » B8 > IkEx) AMIREAIZEEE %A AND
EZ o
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* resourceMatchers[].group : ( Optional) EEFENEREHE o
* resourceMatchers[].cher : ( Optional) BEFEMERIELE o

fetespR

* resourceMatchers[].version : ( Optional) EEnEMERIRZ

Optional ) %78 o

* BEFEZ EIRH Kubernetes metadata.name #{iI5HY * resourceMatchers[].names* :

Optional ) %4 ZEfE o

* BIRH Kubernetes metadata.name ##{iIH Y *resourceMatchers[].labelSelectors * :

Optional ) Label #ZEENEFF & > WIHFIEZ "KubernetesSZ 4" o FIgN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEANEIEAIEZE 2% trident-protect-backup-ipr-cr.yaml ~ :A=F CR

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFCLI
WER
1. BEOEREREGRAZER » LIRIEHHEREIENRAE o backup 5IEERANRIBZERMER

514

2BEIXA <namespace>/<name> © FlYl :

tridentctl-protect create backupinplacerestore <my restore name> \

--backup <namespace/backup to restore> \
-n <application namespace>

EEFE 2 B R Kubernetes metadata.name #{iIFHY * resourceMatchers[].names* :

(

(

(
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RBEGEFREFENERE
MRFRFEZLERE » COUUBHENEREFRNEE
* BEIEfER Kopia (EAENBREREDE - SR LUSIETE CR hISE MR FER CLI Kix
% Kopia fEARMNE1ZH91T4 o 5520 "Kopia XX "B RIS AR E AUEIEAFHEE T o
N “tridentctl-protect create --help” BRA{EA Trident Protect CLI i E XM EZE R » 528

=} ’% o
* £ CR ZREIFen R =M » W AKXFEEIT B ZER > ABRBER CR ° Trident
Protect f27££M CLI A G B BRI BZER °

ez Al
MR G ARG

s BiEEEBE L% Trident Protect ©
* BEEBE A FEEREFEHDIAREEER AppVault FEEFERE -

* #1117 AppVault CR B > s5E(RASEIRIE BT LIE RS EI AppVault CR HE HRIWIMETFAE o “tridentctl-protect
get appvaultcontent’ 85 < © W RAIREEHIFRLEFAR > SR ANEEEZRE LB pod R#{TTrident Protect
CLl°

* FEfR AWS T{EREERHEN ZIHART FE R U TIE M REFEHITHVER(FE o MR Token TEERFEHEARIBHR
EEFIREE R ©

° MR E BRI TIERS ERAER ZIRARFREIRVEEAEE N » 5526 "AWS API 325" o
° MNFE AWS BERRERIFHANELN 0 SA2H "AWS XX o
1. {#F3 Trident Protect CLI ¥M#FE2T0ESEE AppVault CR @B EHEMRBIEEE L ©

tridentctl-protect get appvault --context <destination cluster name>

s MR BFEEE EARTFTE AppVault CR » 55288 "&H Trident Protect AppVault ¥ 2K EIRFHTE
: o " PSRBT ©

2. EEEEEE LA AppVault BIER RS » MEC T "appArchivePath B2 REVHD -

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

--context <destination cluster name>

HITILER L G R AppVault AT  BEHRNES - BENEARENLE - BERGCNREER

o

° EhEEf) o
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o fomm - +

| CLUSTER | APP |  TYPE | NAME

| PATH |

fomm e fomm - fomm - Fom e
o mssessses === Fommmmmmmme=== +

| productionl | wordpress | backup | wordpress-bkup-1|
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2|
08:37:40 (UTC)| backuppath2 |

fomm e fomm - fomm - fom e
Fommmmmcccsseseses e Fommmmmmmme=a= +

at

- {£F3 AppVault ZIBMFIEREREARNEREBAMELE :

fEM CR B > A RAREARAERN L ERAEENBrtEEL -

fEFA CR
1. By BT8R (CR) HEXImEs trident-protect-backup-restore-cr.yaml ©

2. EITEIAMERF > RE THIEM

516

o

o

o

TIMESTAMP

2024-10-30

2024-10-30

* metadata.name*: (_required ) LLBEFTEIRNETE ; ATNIRIGEEE —BHSBHNGHE o

spec.appVaultRef : (_required ) EFHHAER AppVault &5 o

spec.appArchivePath : (@W1H) AppVault REFEDREHERR o FALER 2 PHE<STEEHE

ANA > W E appArchivePath B3 ERMIED o

spec.destinationApplicationName : (Ef) EREAEXNELTE o NREMH -
AR - MRKREM - ERENEREANEFERKFERARESE o

ERIVEARER

spec.namespaceMapping: #EREEN KR % T EHEE Bt 2R o LIRIEPREH

BV my-source-namespace ] “my-destination-namespace °

fgn

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:

name: my-cr-name

namespace: my-destination-namespace

spec:

appVaultRef: appvault-name
appArchivePath: my-backup-path

destinationApplicationName: my-new-app-name

namespaceMapping: [{"source": "my-source-namespace",



destination": "my-destination-namespace"}]

3. EELUEHAEIEAEZE % trident-protect-backup-restore-cr.yaml 55/ CR :
kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. FETYGSERERRER » #AERPHNERNRACIRIBEREN - ;R TRHES I #ERUE RS
FRRYER A ZER » SRR M E ER  ERA B Rt B2/ » 804 sourcel:dest1 »
source2:dest2 o I :

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

WRRERER R a2

TR LERABTER (CR) EENRBEREE » ERIIAFAENHETEMRBICRGRZER o EE6EH
SnapshotRestore CR #FIRIRIZRE| RNEIAI SRR > Trident Protect @1EF M TR ERERRER > I
AEFNERAREXRIEARER CR - AT RECERNERER » AIMUEIILEHNDIIRE » HEERET

8o

* SnapshotRestore 1% “spec.storageClassMapping' B4 > 1B12E 3R B2 417485
HEREIMNEHER - MREERMER StorageClass MR FEARRINFHFRIT » BIERIEE
n HRER o

* £ CR ZREIFmA TR » X BELEFEEILBIZHRER > /ABBEHMA CR ° Trident
Protect {£7E{F M CLI A € BB B ZERM °

R Z Al

R AWS T{EFEERER ZUHAR A R A B TIE R RFFENITHY S3 IBIR1ESE  UIR Token EEREEHARBHA
EERIRE G R ©

* NERE BRI TIERSEREN ZIHAR FEIRVEFAE R » 526 "AWS API ST ©
* W AWS BEIRSTRERVEFHEE - SR 2B "AWS IAM ST o

M CR
1. By HFTER (CR) HEXEIMmEAE trident-protect-snapshot-restore-cr.yaml °
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T_ll_a\i__LE’J$EEI7KqJ E—F@J%’@E :

° * metadata.name*: ( _required ) IEEFTERNSE ; ATHIRIEEEH—BSIBENETE -
° spec.appVaultRef : (_required ) f#FIREBASH AppVault &7F o
° spec.appArchivePath : 7 AppVault PREFREBABTHIRE o o] LUER T8 < RS HULIRE

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
jsonpath='{.status.appArchivePath}'

° spec.destinationApplicationName : (GER) EERFERARENHE - RIRHE « BENEARER
SEALLRTE - MRKREM - ERNEREXEFERKFERARESE -

° spec.namespaceMapping: &5 ER{EEM R R EMEEE BVt % =/ o LURIEFRAIE

B my-source-namespace M “my-destination-namespace °

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

( Optional ) MNRERAFRENEARANELEERRER » HAIEEHREDE - UEITHFRLE

BERBNER

Trident Protect @ BENEE—LE R » AATMESEZENERGRIN o flt » NRE
£ EEFAMMEEEESERETE—ERM pod » Trident Protect th & 3& R EFHEAY
pod °

° resourceFilter.resourceSelectionCriteria : (E73EFTE) FH 'Include’ I E =T "Exclude HEFF

7 resourceMatchers REZRRER o #TiE FIEFREETASH - UERZMATBIFNER

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o R EIE LLPES P E &R S
Brxk > efZEEA OR /E » MEEER (B4 » B > hk4d) ARV EEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EEFENEREE o

* resourceMatchers[].cher : ( Optional) EEmEMERIELE o

* resourceMatchers[].version : ( Optional) EEFEMNERRAS o

» BEfEZ BEIRER Kubernetes metadata.name #{iIA Y * resourceMatchers[].names* : (



Optional ) %78 o

* EffEE 2 BIRB Kubernetes metadata.name #iI#Y * resourceMatchers[].names* @ (
Optional ) #n%aZEfE o

* BRI Kubernetes metadata.name H{iiFFEY *resourceMatchers|].labelSelectors * © (
Optional ) Label EHX2SF & > YNHPAEF "KubernetesSLF" o fildN

"trident.netapp.io/os=linux" ! °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLIEEAEIEAEZE 2% trident-protect-snapshot-restore-cr.yaml * ;AR CR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEFCLI
HER
1. BREBERERENGRZER » LIRIEPMENE S FEEPE -

° snapshot " 5|BERAKBI R R MM IRELTE  <namespace>/<name> ©
° It namespace-mapping ' 5|BERUE R IRRIGRZER » USRI RIRm A ZE MY EE EREN
BRVMER 2 ZER sourcel: destl, source2:dest2 °

fuan

tridentctl-protect create snapshotrestore <my restore name> \
--snapshot <namespace/snapshot to restore> \
--namespace-mapping <source to destination namespace mapping> \

--destination-app-name <custom app name> \
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-n <application namespace>

WRBERERIAE R ZER

EE] LARBRRIHR IR R B [RYa e B 22 o BUTRMNIERET > Trident Protect & B ENEIRREFIEMEITRHEE
» DUBI LSRR BVIE RS

* EERRBZA > BRRANEERAREFZHNEER - ML EREBRRENE REFNITHEZNG
PERIRER o
* MIERThTERE » RAEMER ERARNEIESE/MAA o LA EFERANIRRMNFRFHERREE -
* (ERERETHROIRRIZEH S EERFGRIBUN o MRIRIEE 5 DEARECH » RIERREEETT
TEEIR CRAREHEHRES o
FRtaZ Al
HE(R AWS TR EREN ZIHARSE R A BT E R REFEMITH S3 IERIEZE o 1R Token TEE/RIEEHARIBEE -
EEFIREE R ©
* INFIRE B A TR EER ZIHRRF RIRVEF A E R » 552 R "AWS API 32" o
* W% AWS EFEEEREFEE 0 5F 26 "AWS IAM ST o

fEFA CR
1. BT BE5]ER (CR) HEEI&HE%A trident-protect-snapshot-ipr-cr.yaml °

2. EERBRIUAMERED » RETIIBY
° * metadata.name*: ( _required ) IEEFTERINEGTE ; AENIRIEEEE —B SIESTE
° spec.appVaultRef : ( _required ) H#FIRIBASHY AppVault & o
° spec.appArchivePath : £ AppVault PEEFREBABTHIERRE o S LUER T H LRSI

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

520


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

+. (A1) MRECIAFEREZRABRANFELET RETNE - SHREEEEN - LB STHFFERER
BHER -

+7EE . Trident Protect @ HENEIERLEE R » A TMEGEENE R o f/40 » MREEEZETH
%%’TEEZZE%EE:. B > Bz &R T —{& Pod > 8l Trident Protect & 3&R%REH: Pod °

+ * resourceFilter.resourceSelectionCriteria: (G&EMXE) #H Include & “Exclude REFIHHE
F#7E resourceMatchers PEZRMIEIR o FIETF| resourceMatchers 2ERTEZE D SR
BJR . resourceFilter.resourceMatchers . resourceMatcher #J{RIMES o YR 1EUEPESHE
EZETE > BMZERE or ERUE » BETEAMEAL (group * kind * version) ZRIH%
AND ZEHULED o * resourceMatchers[].group: (AJE) EEFRNEIREA
resourceMatchers|[] .kind: (r]3%E) EEFEMEIJRTESE o * resourceMatchers [].version:
(A1) EEHEMNEIRRRA o * resourceMatchers[].names: (AJ#E) EEENEIRH
Kubernetes metadata.name IR{IPHIRKTE o * resourceMatchers|[] .namespaces: (F]E) &
ERIEMVEIRM Kubernetes metadata.name ME{IFPRVEREGZERT o *

resourceMatchers[] .labelSelectors: (P]3%E) &HIJEM Kubernetes metadata.name MR

FRRECEIZSS TR > W1 "Kubernetes X "HPAEZ o fI¥1 ¢ " "trident.netapp.io/os=linux" °
+ flin
+
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource—-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

+ 1f trident-protect-snapshot-ipr-cr.yaml f28ZHIEAIEENER » EF CR:

-+

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEFECLI
B
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1. RRBERERGRLER » LURIEPERRA S ERPHE o AL

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/Snapshotgtoirestore> \

-n <application namespace>

BEBRIEENRE
TR ARG LIIRIEEEITH » ETHEBERMAVERIEEIRE o

ﬁu%
1. EATY < BB RIFERGRAS - MURIRPVERIASERPAE ¢

kubectl get backuprestore -n <namespace name> <my restore cr name> -0

Jjsonpath="'{.status}'

{3 Trident Protect 1188 E

R LUERERRE (BIANsERR « sn R ERRENFHFER) BIERRE  LUniEs
FEEK o

an

BERMAHEBEEERBN R ERZRENRR

RSN » BiA R TR R IR & SRR TR R R AR - BNk
BRI EIE RS LB B C N EMIERRETE » WSS Rn S TRME - REERE
4 2o _E BB B R B (R R o

WNEREFEA Red Hat OpenShlft ) SERR W E R IR AR EEARTE OpenShift IRIBEFMEEAE o &y
. 2R ERIEIRM pod E<F OpenShlft LZEMIFIRAOR (SCC) EENEERRNZ 2 4R
8 B I B UAFRIEEMA S HIREIRREE - MTHEZSER > H2R"'Openshift Z2MRE
PREISCH" o

O ERITIER BB EEE A » 5558 7E Kubernetes IRIFEE » LUBGRE R BaVtid 24 ZEBPHFE
f# RESTORE_SKIP NAMESPACE ANNOTATIONS ° il :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

PITERNRFESIR(ER - (Ean B E R ENIRERERFER o

=t
? restoreSkipNamespaceAnnotations fll restoreSkipNamespaceLabels A2 REDL
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HPRERTEIRIE o FE(RTEANIE Helm REEHARIFCEELERTE - MTMEZEE » 2[R EH
fthTrident Protect fEE:R &

MRIEEA Helm L8 7 HERERTERE » "--create-namespace’ B » AT 45K EHB ‘name 12K - T8RS,
HPEEEFZIBIZS > Trident Protect S ILLIZEE R T BIZmA TR » BNRK RS BB EE IR % =R
{EUCEL » E'Jﬁ#lé_’rﬁﬁ%?ﬁﬁﬁnn%“laﬁﬁﬁﬁ MR EHERRRZTEACE » g EENE BEnaZT
AT RIEE

gyl

LUT s RN B athan B =R - SEmREREAE N ENERNIRE - EUEEFERRBMtmRZE
BIBVIREE » MURERRMRE A Bt R ERFRESSER A

ERNBEREFEZA
TRMRPBERNBIEZ IR Z RIS AIZIRM B AYithan 4 ZEFEAARS

CEEERA Tz *®
RZEM nS-1 (B * annotation.one / #R5 : T 18IS = [ECE%
) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
BZEMnS-2 (B * annotation.one / #H5 : T true J * role = ERlE
b
) * annotation.the/key : T FALSE |
BRIEEZE

TRMAERABEBEIEEZ R EH B R ERRE - RESZRMENIE > BHEER > name REHE
EHAURT S Bt e R ZEm ¢

EEEZRAE Tz *H
B ZEMnS-2 (B * annotation.one / #4R5 : T * NAME=nS-2
BYh) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J . IEE - FRER
* annotation.the/key : T FALSE | * role = FEIE
SERIFE

AE A P] AR RIS IR FR EL At RIALL -

(HFERRBRGY

#& "spec.storageClassMapping' B+ E &I RKIREAREN PRRAREFENE B IRRE LRRHETERRRRE -
TRIEABTRFFERNEE 2 BB EERAER R EE BackupRestore {FER T RIRFRHERILLINGE

gh -
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storageClassMapping:
- destination: "destinationStorageClassl"

source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
X FFRUEERE

RETIH T REPHRECESE TR - MRERERPEKREEME > RARRERERE -

sE ki 08 B(E
protected.trident. F g AFERBIMREREFELNRRERE (UAEM  “300
netapp.io/data- ) ©

mover-timeout-

sec

protected.trident. F & Kopia ABIREXBIR A ARSI (WIKficiE%&EAM 1000
netapp.io/kopia- ) °

content-cache-
size-limit-mb

protect.trident.ne & EEHBIUNFAEERH (PVC) FIEMNR AR (WL 1200 (20438%)
tapp.io/pvc-bind- FAEENI) "Bound IR{ERMEIRIFSER - BRANRFIEE
timeout-sec [R CREEE! (BPER - HRIFMIER « RIBER « R

RAMER) - IRCEHRBEREAEELETEES
el > sAfEAESAIE ©

protect.trident.ne =& HEL KubeVirt EEH4ES > BRER "true” UTEERR KRE (MAC I
tapp.io/retain- RESE—EFEEAER MAC fiit > FIMNERMAERR UEBFR)
mac-address ERERZAERE - BRNAARER CR AR LK

AppMirrorRelationship (GETEIRFRABRZRIRRIE) ©
FEERIER T » Trident Protect B#kItt MAC i3 LABR
IEEZE o YRR E RSN ER — 4988 LiE1T > 3B
iiﬁ%ﬁfﬁﬁ%ﬁ?ﬂﬁﬁ%ﬁﬂ%@ﬂ% » DUB AR EYAY MAC i

ERBERERERRENEIR

HREIREE AR T ERERIVAREPETEN - B ERRRINARATERZRRIBRAEFR
AERT > IETHEEIEE R A - Al - EREAREINEREIRFER=ER » B ConfigMap &
HYER AR

BRENNEFLR

The transformations M} SnapshotRestore » BackupRestore » AppMirrorRelationship &
HtERERY > AREEERBREPEDN Kubernetes BIR - EERENEAREATZLRIGEARHEATR
[EIRVARRERS > BIENEEE T 142 HE ~ B8k URL ~ BIRRHINIRIZES > LEIhsEIEEER -

BRI "RFC 6902 JSON Patch"#{Ef] "RFC 6901 JSON Pointer" BR{E IR E (IF{EH Kubernetes B R
B RERNL ©
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THERTT 2B RERIVERYGHIERGE

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-restore
namespace: target-namespace
spec:
appVaultRef: my-vault
appArchivePath: /path/to/snapshot
namespaceMapping:
- source: source-ns

destination: target-ns

transformations:
- resource:
kind: ConfigMap # Required: resource kind
group: "" # Optional: API group (empty for core
resources)
version: "" # Optional: API version
name: "" # Optional: specific resource name
operations:
- op: replace # Operation type
path: "/data/key" # JSON Pointer path
value: "new-value" # New value (for add/replace/test)

SERHEIR
TR E REMERENS TIRHIIER

* kind (WAH) : Kubernetes BEIFFEE! (U0 > ConfigMap * Deployment > Pod)

* group (FJ3E) : API&#4H (fl#0 > apps ® route.openshift.io) — HRIZOLEIR > HRKE
* k7S (F13E) : APILRRZS (BI40 > v1 > vibetal)

* 2B (A1) [ EERNEERBNER

3 BRI A BIE PersistentVolumeClaims Fl#p5 2R o

SIEREE
AT LUER U TIRERIBNEIR © add ? copy ’ move ’* remove ® replace ’ MU test ©

HERIEE
fEM add BRIFRITEEE RIS AIE(E o LRI SRS IS E ] o
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£ CR
LUTFEEfIE Deployment BRI EIRLEEIESS ¢

transformations:
- resource:
kind: Deployment

operations:
- op: add
path: "/spec/template/spec/nodeSelector"
value:
"topology.kubernetes.io/zone": "us-east-1la"

disktype: "ssd"

fEFACLI
AU THLERBITHHITICER

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
'apps,vl,Deployment:add{"path":"/spec/template/spec/nodeSelector","valu

e":{"topology.kubernetes.io/zone" :"us-east-1a", "disktype":"ssd"}}"'

BRERPHE
£ copy ##IFRIRMBRIERARER —EREEREIS —ERE - FEFZIE -

fEA CR
UTEHIES configMap YR E R ©

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: copy
from: "/data/source-key"
path: "/data/backup-key"

fEFACLI
AU T oL ERBITIHITICER
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tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—-transformation ',vl,ConfigMap:copy{"from":"/data/source-
key", "path":"/data/backup-key"}"'

TEERABEE

gﬁﬁ ‘move R{FRIRIBRIERPIERL—EREBEES —ERE - R EREBER » ERRNEEBRREE

£/ CR
LUFEEfIE#hep% ConfigMap YMMFRERIE !

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: move
from: "/data/OLD KEY"
path: "/data/NEW KEY"

fEACLI
ERU T <L EBEm LI ITILE R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—transformation
',vl,ConfigMap:move{"from":"/data/OLD KEY", "path":"/data/NEW KEY"}'

WERPBIRE
£ remove #RIFRIMIFFRIEEREPBIRUIIE

f£F CR
T &AL “ConfigMap ERHMIbREEAR

transformations:

- resource:
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kind: ConfigMap
operations:
- op: remove
path: "/metadata/annotations/kubectl.kubernetes.io~1last-

applied-configuration"

=t £ LIEBFRIERIEH « ~1 2 / BY JSON Pointer B&EF5! ©

fEFACLI
ERUTHLERMBITHHITICER

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—transformation
',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.

io~llast-applied-configuration"}"'

BAERPHE
fER replace BRIFAIMMAIEERE TERPIIRAE - JSON BEBABFE °

f£F CR
LUFEHIEE Route MM EHLETE

transformations:
- resource:
kind: Route
group: route.openshift.io
operations:
- op: replace
path: "/spec/host"
value: "prod.example.com"

fEFACLI
ERU T i< EBm <y ITILER R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \

-—transformation
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'route.openshift.io,vl,Route:replace{"path":"/spec/host","value":"prod.

example.com"}'

ARERIER
fEF test ##1F » EHITHMRFZABRREENERSHETAIERER - MRASKK > BEEGEEREIER -

f£F CR
LUTFEEHIETE environment BREA staging B » A2 EH database-host :

transformations:
- resource:
kind: ConfigMap
operations:

- Op: test
path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"

value: "prod-db.example.com"

fEFCLI
ERU T i< EBm <y AITILER R

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

-—-namespace-mapping <source-ns>:<dest-ns> \

—-—-transformation
',vl,ConfigMap:test{"path":"/data/environment","value":"staging"}, repla

ce{"path":"/data/database-host", "value":"prod-db.example.com"}"'

£/ NetApp SnapMirror £ 2 FEATZ

{8 Trident Protect 2 EMEIEERIENIES

fEA Trident Protect » & B LUK FANetApp Snalerror&fhEl’JﬁFﬂf?E%IjJﬁE » FERIAE
AREAEFN—(AREFRRERNIS—(AREFERR  BReER =ERNEREARZE
ZFEﬁ °
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BERNAHEBEEERBN R ERZRENRER

FERMAEREEEME - BRvta A EMPERN G MR 2 =P RBM AN - SR
R EFPAEFERNREEGR > TBREFENEAREEER » UNEKFGRERNE - REERE/N
#han 2= ERIRB SRR S RIT A E -

R IEEA Red Hat OpenShift » ;AT R an T RIFEAETE OpenShift IRIEFRIIEE A o oy
i 2RI R R FE(RIEIRAY pod S OpenShift 22 MBI (SCC) EHMEEHERMLZ 2 MAD
: B WHATUFREEEMAE HIRERREE - MTHMEZEE » A2 OpensShift Z2MRA
BRI o

TR UTERITERN BB EEE AT > FsRE Kubernetes IRIZEE » LUBHRE S B &2 =R RE T
2 RESTORE_SKIP NAMESPACE ANNOTATIONS ° {5l :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

BATIE R MR EBIR R » (A R =M RS E A R -
N restoreSkipNamespaceAnnotations #l restoreSkipNamespaceLabels AR EED
" HSEETBIRIE o BIRTEVIIA Helm ZRAAIFAEELRTE - MTHEZER » A2HR "wEH
fthiTrident Protect fEEI:RE" ©

\

%ul

MNREER Helm L7 HRERTRF > --create-namespace BiE > AT 15 %8 name 1ZHK#E - TEFED
HPEEFEIEFEH > Trident Protect EiF b2 EER | BIZmA TR » BNRKFEdam4EENEREKEMAZERB
B > M EREFHABEmATHNE - MRILESRKREHEEBALCER » g EERE BEHnREER
A MIEIEE o

gl

LT R RN B atan B =R - SEmREREE N ENERNIRE - CIUEEFERR BNt RZE
BIBIREE » MRS Bt R ERFRESER A

BERNBEBEFEZA
TRRBERWAHBEEEZRIRVEEFIRIRA B B9 s 4 ZERIARAS

sz e 28

BRZERI nS-1 (%K * annotation.one / kg : T * IR1E = IETUIESE

) updatedvalue J * Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1

% ZERE nS-2 (B * annotation.one / #%85% . T true J * role = BRlE

g1
) * annotation.the/key : [ FALSE |
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BRIFEZE

TRAPERYBHEBEEE 2 REH BRIt a2 EMAGIRRE - REDBENE > BHEBR > name RHE
ELUE BRIt R 2R ¢

GEEZRA TrE L0
%%/ nS-2 (B  * annotation.one / #85 : T * NAME=nS-2
HYt) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J . IB1E = FRER
* annotation.the/key : T FALSE | * role = BEIE
sy IRBI AR E Trident Protect 7R ERHREMEE ARG IBRIERRR o "7 EEZ AT (EA Trident

Protect RERERFRERIEE"

BEEER R PR FRARI R BT HNE
Eﬁﬁﬁ AppMirror RRRECHI AR » SRZEHEERN R BRI ERIITHEMISE!T

* EHESEBHE > WTHERERREERNIBERESE - CEFFHEMRILCH - KEERE - B
TENMFERERENF » TR ERERRERRRNT -

* EkERPHRAEMRTSHAE > BRAERN LAAARANNITHFERRZE - ERREAREZIRABRE
PRI » BEBRITH SRR > LRRMIERIA PR LEE AT o

ETHARPNTHFIESER > F2B"EE Trident Protect #1781 F" ©

REEEMEIRTSEE:
* 3E$ETrident Protect $R1EE ARV IREBAVIER (BIEEAEH Kubernetes BRI FERREX SEMIEE
RIRERE & IRER) o
« BHERTEHHE (815 Kubernetes BIERIFEMEEER)
* SREIRIRIREE A B

1. ERFEHRE L - BRFEMAIZNEIL AppVault < RIEHIREFHERTE » HIEPHIER AppVault BEFTE
R AR S ERVIRIR

8 CR #1I AppVault

a. BV BFTER (CR) #EZREIdfs (B trident-protect-appvault-primary-
source.yaml) °

b. RETHIBM :

* * metadata.name*: ( _required ) AppVault Bs]ERR%TE o hsC FIEENRTE > BAE
BRMAFTEMNEM CR EXT 2 MILE -
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* * spec.providerConfig*: ( _required ) fA7ZFHIEEMHERFE AppVault FrEERY4RRE - 357
CHHFEREE—E MEIN2E) MEAEMKERNFMAER - 5B MEOEENE > RAES
RAAFTEREM CR {ER G2 RIEL(E o Y15 AppVault CRS ELHMEERRIESG] > 552
B"AppVault BETEIR" °

* * spec.providerCredentials*: ( _required _ ) EEFHFEHIEERMEEFE AppVault FREZ1E
ARENEEER o

* * spec.providerCredentials.valueFromSecret*: (_required ) FTDBEMERBES o
" key : (_required ) EHEIZEMNEIENEMEE o
B L (_RE ) 83IEBAENIEESTE o MAMRIERNGRZEREP o

* * spec.providerCredentials.secretAccessKey*: ( _required ) FEURMHEFTAMNEIE
% o * 478 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: ( _required _) RERMHEDIIAZR » HI40 NetApp ONTAP S3 > —fig
S3 » Google Cloud I Microsoft Azure ° RIBE(E :

= AWS

= Azure

= GCP

= generic-S3
ONTAP S3
StorageGRID S3

C. RN BEIEAREEZ 2% trident-protect-appvault-primary-source.yaml * :a5
FCR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI #3Z AppVault
a. $17 AppVault » LURIRE BN H1ESRARIE -

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. ERFHEEL > BIURKFREATIEN CR ¢

M CR B ZKIRFERATRER
a. B BFTER (CR) #ERLdr® (AU trident-protect-app-source.yaml) ©

b. 3RETHIEBMH :
* * metadata.name*: ( _required ) FEREXBIERIVATE o sA5C MOEIENLTE » AAER

REMAPTERIEAM CR EEE2MRILE -
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* * spec.includedNamespaces*: ( _required ) —#Her%ZEEIFIERAIEE - EAMATEEBLTE

A EEE M It fE AR AR ) e R R RVEEE 0 DUETE MRS hRvan R =R EEREIR - BA
r2zlen s ZE W AR IS B —ER 5 o

* YAML* &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. BN EIEAREE 2% trident-protect-app-source.yaml * :5&H CR

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B ARREAER
a. By RRERRE o i

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

3. (AIE) ERREEL > BRFEARENETRE - WRERAFEREE LRBAEANER - (NRBUAIE
T AIREERH T —RIHRIET > ENISRMIVIRE - SRR UMEIERR » B8R "EIETRE

4. ERIRHEE L > BIEREHEICR:

.
A

BRT TEREMHVE S > BEEU—EBRBHOSHIRESE > RERS 7 X > UEEHS

ONTAP &2 fHEEERRR - EFTRMRIRRRZ IR 7 X > BRBHAREERESREKE

5] o

NRBEWZE - RIFAIUIERABLERRRS 7 RETRAIRE - EELEEREBRREE

R BANEK > AAREEHE L XRBROCRFMSEIEN » MARRBEER -
MREAEANRAEBEMEPIRNFREER » RIFTELRIMNIEE -
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fEF CR I8 5¢5HE
a. BIURREARENERHE

i. I B]ER (CR) EEIUfm% (fIfl trident-protect-schedule.yaml) ©
i. 3B TFIEBMY :
* * metadata.name*: ( _required ) PHZBEFTERNLHE o
* spec.appVaultRef: (%55) IL{EXBEZKIFEREBTENH AppVault BY metadata.name 1#{iit8

o
* spec.applicationRef: (%5 IL{EXAEFEATEZIN CR BY metadata.name HRAIAERT o
* *spec.backupRetention * @ ( _required ) UEHE{(IZAAEREA > BEXEREO °
* spec.enabled : %/EREE true ©
* * spec.granularity*: 7B E A Custom ©
* spec.recurrenceRule @ L UTC BFEFl{EIRR B RIfRE&=FBEER o

* *spec.snapshotRetention * : H/BERES 2 ©

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i EEUERIEEAEZ 2% trident-protect-schedule.yaml * :AEH CR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

fEF CLI B RstE
a. BURRFE  WiHERPHEBRRATIRIEHIENR !
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tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

&l

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T0002002Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app namespace>

5. 7T ERYMhEEE > BT BTEREREE FERM AppVault CR 1BEIMIZKEFEATZI AppVault CR » Tidp$
ZIEAEDN (FIU0 trident-protect-appvault-primary-destination.yaml) ©

6. EFACR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. ZEMEE FHERERENEI BRI AppVault CR  RIENFREFHERTE » AEAPHE
PI"AppVault BFTER" U S ERIRIR

a. B BFTER (CR) #ERIth® (B trident-protect-appvault-secondary-
destination.yaml) °

b. RE TR :

* * metadata.name*: ( _required ) AppVault B5]ERR%TE o 5550 MEIEENLE » AAESRE
FREERYE M CR IERE G 2HILE o

* * spec.providerConfig*: ( _required ) fE7ZFRAIEEMHERTFE AppVault FrEBI4RES ° SFARMH
FERE 35842 “bucketName FIERIE MM EFME R © 550 FMEUEENE > RAESRGIENEM
CR BT 2 RS LE(E - U1FE AppVault CRS HEthHAERAIEES] » 55288 AppVault BETER" ©

* * spec.providerCredentials*: ( _required _ ) Bf&FFERIETRMEEFE AppVault FiE Z (ERIF0EE
H2EER o

* * spec.providerCredentials.valueFromSecret*: ( _required ) FRT:PEEMERBEILER o
" key : (_required _) ENFEENZENENER
B L (_RE ) S3LTRAENIEE SRS o HEMMERNGRZER-EA o

* * spec.providerCredentials.secretAccessKey*: ( _required ) fFEURMEFTAMNZIEE o *
£.%8 * FEEL * spec.providerCredentials.valueFromSecret.name* #87F ©

* * spec.providerType*: ( _required _) RERMEHEDIIAZR » HI40 NetApp ONTAP S3 » —fi§ S3
> Google Cloud 3§ Microsoft Azure ° RIBE(E :
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= AWS

= Azure

= GCP

= generic-S3

= ONTAP S3

= StorageGRID S3

C. RN BEIEAEZRZ 2% trident-protect-appvault-secondary-destination.yaml
=== .
sAER CR :

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. TEfE#E > B3 AppMirrorRelationship CR 182E o

fEF CR & > 55T EM CR ZAIFFRE I BRap % ZER © Trident Protect {27£EF CLI BfA4 &
BEhRIIan R ZERE o

£
£/ CR 1L AppMirrorRelationship
a. BIUHFTER (CR) #EZEIdm% (HIU trident-protect-relationship.yaml) ©

b. 3E T
* * metadata.name:* (HE) AppMirrorRelationship BiJERRIEATE ©

* metadata.annotations.protect.trident.netapp.io/retain-mac-address : (£f) =ZEAS
"true" MR BRIRERE £ KubeVirt [E#EEIHY MAC it o 552/ "(EREME Trident
Protect R{E:&E" °

* * spec.destinationAppVaultRef*: (_required ) ILENEBERNEBHMEE FBAMERELR
B9 AppVault %78 o

* * spec.namespaceMapping*: ( _required _) BRIMFIREGHEBMOLERSSBEBAER
CR FEZMNFEREN M o

* spec.sourceAppVaultRef : ( _required ) IENXBRFEIEEAIZINA AppVault &8 °

* spec.sourceApplicationName : ( _required ) ILEXBEFEEERKFEEBZN CR BE
HHRRREAER B o

* spec.sourceApplicationUID: (KE) IHEXEREGERIFEEAREN CR PERNKRIFEERRE
VA9 UID 4B7F o

* spec.storageClassName: (FI3E) ZEIZEEE FARNEFERNNGTE o HFER v BEEE
RRIRIR IR B EFENONTAPHETE VM © MIRKIBMEHETLE - AITERFEREE LNTERHT
$8R1 ©

* spec.storageClassMapping: (AJ%) #[FE— AMR RE1E PVC BARHFIER HER BIZ
#FLER - BEEBEEFTEE—E source M “destination E1FLER%TE o :RER
‘storageClassMapping i} 2EE storageClassName ; RERMSHKBREEER PVC
FHERRETARHFLER » MIE storageClassName ©
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7 AppMirrorRelationship CR AF{#F “storageClassMapping B > 5 F E LU T IRH

" storageClassMapping B= storageClassName NEEAR - EMERMEBRER

storageClassName i 2HE o

* KIREFSERTE storageClassMapping  FRBMEREER pvc B ERZEETERHET

$8R > MIE storageClassName °©
* SERBEEFEE—E source # “destination {& °
* BB REHFERN AT AEERAIMPR L EREIIRANER PVC ©
* spec.recurrenceRule : L UTC RiREIFBIREF IR EZRFBEER o

YAML &34 :

apiVersion: protect.trident.netapp.io/vl

kind: AppMirrorRelationship

metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace

spec:
desiredState: Established

destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-

8fe0b902-£f369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. ERLUERMEIEAEZRZZE trident-protect-relationship.yaml ~s5EH CR

kubectl apply -f trident-protect-relationship.yaml -n my-app-
namespace

£/ CLI Z3Z AppMirrorRelationship
a. BIWEF AppMirrorRelationship ¥%R » TfESRHHEBIRATIRIEFHNEHR !

tridentctl-protect create appmirrorrelationship
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<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source_ app name> --storage
-class <storage class name> --storageclass-mapping

<src class:dst class> -n <application namespace>

{EF --storageclass-mapping R AR RIFEFIEREHIEER BIZH#FLER) o 15
E—EHZE "source:destination LIESROIRAVERES (Fl0 -

E *"class-a:class-b,class-c:class-d") o {#H *:destination-class {EA&&E
B¥7t > alFE REERN PVC HIERIE—B1E#7FHER & --storageclass-
mapping :RE% > --storage-class #E 1R ZRE o

B —BIRH#FERNE S (--storage-class)

tridentctl-protect create appmirrorrelationship my-amr
-—-destination-app-vault appvault?2 --source-app-vault appvaultl
—--recurrence-rule

"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
—--source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£24cl-5769-
404c-93c3-5538af6cece36 —--storage-class my-storage-class —-n my-
dest-nsl

9. (Optional ) TEERIMELE I » BMERBRAGKEFAARAE :

kubectl get amr -n my-app-namespace <relationship name> -—-o=jsonpath

='{.status}' | Jjg

REEBEERIMERE

fEFTrident Protect > fXRTLARHE RV AENKEEB I BIREE o ILBRSFEILERAEG - MFEARNE
BiREE LR - RKREE LREMAENETETT > Trident Protect R E{ZILZEAREL o

IEREFEREREERMIRR - SERHEREERENRIR > 552R £/ Trident Protect BEEZEEIRFHY
fRER" o

1. (GERA) BEMRY KubeVirt EHEHE2389 MAC ik > FB7ELRF AppMirrorRelationship 2 BT ELETTEEAR ©
FH2R EAEMTrident Protect TRERE" ©

kubectl annotate appmirrorrelationship <relationship name> -n
<application namespace> protect.trident.netapp.io/retain-mac-address
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="true"

N

- EBERE L » 47%8 AppMirrorRelationship CR #82€ (ff¥l trident-protect-relationship.yaml)
» W& * spec.desiredState* FIEEEE A Promoted ©

. {#77 CRFEZ o
4 EFCR :

w

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

. (Optional ) TERHEBEEAEN LEIUFMEREMREIZ o
6. ( Optional ) 1BEERRAFHAIARREMAEE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENET A HEBEERRE

ENMRASEXGEMBIUERME - RITENETEER > RIGRFRAREINAARTHHIERER > MHE
Aot EE EMITRRERREA MM ERNEEMERIEE

IERFEREEMEIERTZA » FILEESE FREAER -
BE ARESPHIARABNMERREINEAERSEER

1 B AR L R AR AR SUOIAIR o St FTRER BB R BT o

2. TE1Z#EE L > 45%8 AppMirrorRelationship CR 128 (¥l trident-protect-relationship.yaml)
» Wi spec.desiredState FYEEIE A Established ©

3. #7Z CRIEZE -
4. EFCR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

O MNREE Bt EE FETEAFRESRRFESHBBERARER - FREBK - RANGERERERR
KBBIHFIZ o

REEHRT BEBEERRHF

ECREENRS AHEBEERMEE - BRMEREASERCRRERARER - KESEMBE M - TRHEBE
HAfEE Bt R RRE TN S E S RE TR o
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1. EREBERMEE F > BIFR AppMirrorRelationship CR © E @& EHMMA AR - R BRthESE
BEEAREDE > AREBR -

2. ERRTARRELEHEERMAN CRIER » UIRERTMIE
3. BREEMBENM (RiAKIFHEE) EFRFEMA AppVault CRS EITRTE °
4. EAEHNEE LRERBHAG > REREHRNE -

REERRENERAR

ERREERGEE > Trident Protect SR EAREAREBRMAEFR - FAREEERORIGRRHFERIE
Trident Protect E{Z1ERIFRARENLRFELHEREIBRME - ARBREEBIBREAREN

HERERT « BELIRME B -

1. fERIRRE L - BIURIEIRE :

£/ CR EIIRAMKIRIR
a. (EAREEBEANFRERAHHE
b. #37 ShutdownSnapshot CR 1&2£ :

I BIBFTER (CR) ERIamE (FIU trident- -protect-shutdownsnapshot.yaml
) o

i. FRETFIBEM :
* metadata.name*: ( _required ) B:TZRILTE o

* spec.AppVaultRef : (_required _) IL{EXERERIFEERIZINA AppVault
metadata.name 1L o

* spec.ApplicationRef : (_required _) ILEXBEFESHKEFEEBER CRERN
metadata.name i ©

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. EMLIEMNEIEAERZZE trident-protect-shutdownsnapshot.yaml *:5EMH CR :
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kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

£ CLI ZE IRt IRER
a. BIBAEIRER » LURIRE B A IETRPRIE © Fl90 -

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

N

- ERIRERE L > BRIRIRTERE - BUS R IRIRATARRS

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

w

C EFRREE L » FRTYISSEH * shutdownsnapshot .status.appArchivePath* BY{E > I E0ERIEZRERISAY
RE—E7 (8% basename ; EifERE—ERGEZBNAEER)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

N

- BITAHEBE > (BRI EEREEMIRIRRE  WET TIIEE !

= ERRBEEFNTE 29 BRUESE spec.promotedSnapshot
8 AppMirrorRelationship CR 1§22+ » WAGE{ERAEE LB ER 3 hecirmI B RS

[$)]

- BITHNRAENRRED PR EENRED FEZEERRE]
- TERTRYZRIR RS LR R REEHEE o

»

M REER > EIEFEETEE -

* RIAIGEE AR Kubernetes EIR S HEEVIRET o

* MipRFERTEMIKubernetes IR (fREEPVCSHIPVs) ~ BIA]ER= 1L R AR IREATZAIPO o

* & Pod Btz % ~ EAEANEEERBHRSWHIAIRE °

* SnapMirrorBE{&FRER ~ B MR E ZEHIFEITER °

* FEFATEIH Kubernetes BIREERAAIIRERIEIR « L ERARBIFEAREREEEREN Volume Bi o
* ERELMER A RERZEIL o
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REAEASHEBEERIARRESE

£ Trident Protect » {ERAIUEBU T T RBFIITEHIEEBEERER MEER)  FILMERGBERSGE
TERIZH > Trident Protect EiEMEARNEEERN (FEWNRAY) RREKRRERRER » RAEBREBENS

[ o
HARF R BT A TR EE B Rt BRI AR « TR T5IDER -

* EREBEIRRRRS -
* RMEMETERRIE

Tk

£E  BANPITERNENRY(FE  AAESREEFEREEFHERSABIMEENER

* REERTSA °
1. YTIREBEMRD SHBEBERMAIDRE
2. g TRERRARENER AP
i PE R R (A
i&;ﬁluﬁféﬁ%ﬂﬂur‘%ﬁ% B% - ECRIFEARNEREAGE  SEEMEBINEAER > mEZERBEMHE

1. BRIV BEZEE L > MIBR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E Trident Protect A iERRE R ERIRE

i3 Trident Protect i E R VEAREN B HBBERFERRIR - LM URELHRIRTR
mZ BB EIRGIRIE - TRRBER T > REBEERARITERAVRE -

e  DEEREERENREBEEI ONTAP SnapMirror kR B HIMEEEE F ELFTEIRBEIAVIRE
= RHEMEFTBEN - RERTERILERIERIIERT » A EIREF TG

kg

FIsEZ Al

* 127 AppMirrorRelationship BEEH? Established AREE c BEEI » 552[ "HREEZGFE - BER
AREE » BBHIT kubectl get amr -n <namespace> <relationship name>
-o=jsonpath='{.status}'?°

* FGRA BRIt E(ER ONTAP #1FRERBIHIEHES SnapMirror #5 % 1& Azure NetApp Files FIELfthIE
ONTAP &1 o 55288 "SnapMirror 25 K" o

* RBEFEARER LFEREHERE ( snapshotRetention KR 1) o

fi
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s Al ERER
BERREE —ETTRRE > RIS LOE R R R ERS o

1. fERIRERE L > FIHIRER ¢

kubectl get snapshots -n my-app-namespace

2. R ERERETIAIRE o FH completionTimestamp {EEIZRRIE, o
3. BSZIRIRAVERIERRTE ¢

kubectl get snapshots <snapshot name> -n my-app-namespace —-o jsonpath
='{.status.appArchivePath}'

4. THEENRE D > IRE—ERBEZEBNAERS ° BED=E basename © FIU0 :

20231114173500_ schedule-20231114173500 f8df8bd3-a727-4al4-b954-
9666aa618b55

i ERELRLTE > MARREEITERIRTE o
&
SCERFMIEIRIGE R LTE o
AHEBEEETRIRR
1EE ZIRFTRVIRIG - WIBBIE T RSB RIERK ©

1. T BRIt E E - iEEEERIIA AppMirrorRelationship o M2 AR » BEEHRE XA RAE@ATIRE o

kubectl annotate appmirrorrelationship <relationship name> -n my-app-
namespace protect.trident.netapp.io/allow-promotion-with-older-
snapshots="true"

2. #45%8 AppMirrorRelationship CR #§2 (f5I8 > trident-protect-relationship.yaml)

° & spec.desiredState s%E% Promoted ©

° 1% spec.promotedSnapshot :RE AT [# 5! 1RER] PEEERHIE A HFE o
fgn :
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apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: <relationship name>
namespace: <namespace>
annotations:
protect.trident.netapp.io/allow-promotion-with-older-snapshots:
"true"
spec:
desiredState: Promoted
promotedSnapshot: <basename>

3. EHCR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace
4. BB RRARE :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

+
i

BIRTEE "Promoted iAR: » BEMRENEBRBRSE LHIT » LERREMERRHNER

UNREARIRIFIE Promoting ' AREE » B “status.error B8R "The snapshot provided is invalid

or older than the most recently transferred snapshot? AR VSR KRR ES true © 55
GSHARI B o

ETRIE ?
ABERORAERSE » FIT "RAEHEAT" A% "REERHME"

w DR EFRGEE  FORTEREMRY - EXRENRS SRESHBENERAER > 1KEE
- BRERERMBIAIRRE o

kg

FERIE R

* "{EH Trident Protect s EMBIEEARERER"
AR EE RN EE"

* "EMRS AR EE R G

' REREASEBEERARREE"

© "EIERMRERE
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{EF Trident Protect BISEATET
e B RERGBNENEEE 2B AENHEFLER 2 BB EHNEREL -

SEBERARELR > ZEAEARENAERTHONSHERAEN —ERHE - MRETER

S T BIRTER R BBRIT o

N EBIRIFE
AEHETMEANTHRHMRBREE - ERIUBBCHENGHRERIE -

EREE—ERE
LEREARIENIF—EEE » FRURRHHER > ARRENERIF—EEE -

1. MITTFEIHEA—IE
a. "BEIIRER" o
b. "EIIER" o
2. ER—ERE L » RERIMNZREBHBEHME > FRIT FFIHP—IE :
a. "EREBERER]"
b. "REDIERER"

EREITERSE

LEREARAENITANEE TEERERRE) @ FERERELRIHED » ARBEHEOHERIITRNE

£ o FBHERBIEEE B %% Trident Protect ©
3 EaIUMEREARREZ EESERTE " SnapMirror 85" ©

HER

1. BRI o

2. $EFRTE D75 B AU F R BLA G 2 M REZET A AppVault CR o
3. EEMHEE F B BREER » o

AR —ERFENBEES —Af#FER
TRAIEER BHIERE B RFEEER - RERREAR—ERFFEEN BRI S —ERFER
BEn (WEER CR HHERRIEES)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:

name: "${snapshotRestoreCRName}"
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spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude

M CR E/RIRER
P
1. By BT8R (CR) HEXImEs trident-protect-snapshot-restore-cr.yaml °

2. EICENRERP > RETHBME -
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEIEE—BSIENRE
° spec.appArchivePath : 7 AppVault PREFREBASIIRE o Eo]LUER T8 < RS HUERRE

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef : ( _required ) FHFIRIBRSH AppVault & o
° spec.namespaceMapping: ‘ERIFEMNR GG EMHEE BrtamL M - URIRHINER

B my-source-namespace ' #M "my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]
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3 HE > MRERAFTEENZERNWEARAREENR » HMEERENLE - UEIWHFRCARERE

HNER :

fetespR

° *resourceFilter.resourceSelectionCriteria : (EfEFAZE) AR “include or exclude B S SR HERRTE
resourceMatchers FEERNEIR o M 7 EREE T A2 - UEREMATHIRINER -

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥ o M1 RIEITULMEY P EHRS
ErcE > efMELEEHE% OR /% > MEEE (Bl » B8 > IkE) ABREAIZEEEZA AND
=

resourceMatchers[].group : ( Optional) BEERERIERELA
resourceMatchers[].cher : ( Optional ) EEFEAE FIELE o
resourceMatchers[].version : ( Optional) EEFEEIRIRZA o

EEfEE 2 BJRAY Kubernetes metadata.name il AY * resourceMatchers[].names* @ (

Optional ) %78 o

EEfEE 2 BIRAY Kubernetes metadata.name 18I Y * resourceMatchers[].names* : (

Optional ) #p%AZEf] °

HEIRA Kubernetes metadata.name 1#{iI#HY *resourceMatchers[].labelSelectors * : (
Optional ) Label EEEXZ3F & » WARFAEE "KubernetesSZ " © FIHN

"trident.netapp.io/os=linux" . °
fugn -
spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FIELUERMEIEAEZE 2% trident-protect-snapshot-restore-cr.yaml *:A=MH CR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml
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£/ CLIZRIRER
1. BRRERZEREMNmRZER > MURIRRE BN AIERPRE o

° snapshot " 5|BEAKBI R R MM IRERLTE  <namespace>/<name> °©

° It namespace-mapping ' 5|BERUE R IR RZER » LIS RIRm A ZE MY EE ERERN
BethesaZ=m sourcel:destl, source?2:dest2 °

fuan

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>

{§/ Trident Protect 1Rz KubeVirt [E#F14%25

Trident Protect AI:E{E D BLIZRMITHY OpenShift Virtualization _EBY KubeVirt [E#i14%2s

(VM) o el UERHMRE—HZ B TEPE VM » 5 EH
includedVirtualMachines BB TBIEELFER VM ° Trident Protect E1E {7 EAME
BENREBABKE VM BIR > MERRARE » S0 DS R BER F I EE iR E R
VM o

KubeVirt REE

Trident Protect SZiEMTEE R ERER KubeVirt EHEHEBENAT - EREARRR > FEEHP—BREL !

B i 5Lz
Y AR includedNamespaces {RE—(EHZERZEBPAERTESHNER - AT
(% B _L{EA “labelSelector RENAEIE I 61 & P LE R HE
125 o
ER A E0 E includedvirtualMach {KipBZEMMBTBREFE KubeVirt VM o & VM 31
ines EZEGRE™F » RIEFEREFREMRTHERE
> FEERIEET o

fRWAJBTE Applicationspec FIEEAIF—EMHEAI (includedNamespaces B
includedVirtualMachines) e &EEER—ERARATRERERARE o

MR TS IR BRI M ERIE TN AE

* {8 “resourceFilter KRB S WHRIFTEER ©
* {#F3 “includedClusterScopedResources U B S HBMEELSHLEER > FI40 "StorageClass ¥4 ©

* Trident Protect AJTE ERMRE(FERABRERAET AR KubeVirt FERMEBIERRM » UIRRFRER
= —ME - MFEAHERSEHMER > 55260 £/ KubeVirt VM {REER}" o

* REEE—RERARERIE ISP AEERR IR - 55 Volume BFAETRER o 55261 &l
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Trident Protect f&£F8 Volume E$ZHRER" o

IR HIRIR AR RS E R
EIEARE T KubeVirt VM BIERTETVE I B0 SRR » Trident Protect FUREEEERT VM BRI B ENRZRHAR

RER ©

WETRBARUTHRERR

* {FF VM &EMEATET includedvVirtualMachines ©
s BN AR BB E KubeVirt VirtualMachine BERMNERER -

VM EEERIUE

VM SEERIERTER, » Trident Protect ¢ “VirtualMachine % 9@ “includedVirtualMachines B84 »

TIRRERZ VM FREREKRER

BIRfER
VirtualMachine

VirtualMachinelI
nstance

VirtualMachinel
nstancetype

VirtualMachineC
lusterInstancet

ype

VirtualMachineP
reference

VirtualMachineC
lusterPreferenc
e

DataVolume

PersistentVolum
eClaim

PersistentVolum
e

Secret

D &
R [

g
iy
Hd H
o5

—m
Zm

=E

EEAR
#¢ “includedVirtualMachines S5 BB R EIZLL ¥

?ﬂ%ﬁ?‘éﬂé&%&%EE%ﬂﬁ » Bl FAE ER R B MBI AYan R =R AN &
% o

#35|H spec.instancetype B “kind:
VirtualMachineInstancetype °

H spec.instancetype 288 > & kind KRi&ED kind:
VirtualMachineClusterInstancetypeE§°

#5|HB spec.preference B “kind:
VirtualMachinePreference ©

H spec.preference 28 > & kind REREK kind:
VirtualMachineClusterPreference B o

Hﬁspec.template.spec.volumes[].dataVolume.name§|

FH o

1% DataVolume Z#&HY PVC FRIRER > 554 PVC M
DataVolume 1E[EIM%HE ; Hi% PVC 2R
persistentVolumeClaim.claimName ; solBRSEEN PVC i
B2 memoryDump.claimName ; URER4 PVC i
ephemeral .persistentVolumeClaim.claimName ©

FBFEA spec.volumeName EEEWER PVC B9%EE PV &
BRE=R o

WHEEE £488 “secret.secretName FiEZF| ; containerDisk MR
12EXE 48 ; CloudInitNoCloud 1 CloudInitConfigDrive fFR& &K
AR E LI EIRSE ; Sysprep £ ; KernelBoot B 25BRIKIZEX
%48 ; LUK AccessCredentials SSH B ZESi8 o
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HREE #[E BRI

ConfigMap iz EHRE® ConfigMaps H “configMap.name’# Sysprep
ConfigMaps FERZE] o

ServiceAccount  #5%42ER it “serviceAccount.serviceAccountName HE @ 2 & HiFRE o

NetworkAttachme %4 %= ERERABEAET /B ®E

ntDefinition spec.template.spec.networks[] .multus.networkName

Y Multus fBERIRR o EWEERHZ MY
NetworkAttachmentDefinition 218 - @ BkiBEm AT o

s4<3EE

Pod 42 BIBIEEEEIESSA virt-1launcher Pods IF&
kubevirt.io=virt-
launcher, vim. kubevirt.io/name=<vmName> °

72487 ~ Trident #E& WEAREENGHZEBOERENER » LEEH VM FRIIW
ﬁz}ﬁ%@iﬁn Trident & PVC A& o
Ut

FUNESTFR A BRI S BN MR ZERIE JR%E » Trident Protect EEFIIZEZE resourceFilter (

=t WMRERTE) - AR REHENERBERREET -
ENaREENES

HRER MR EEERTER » Trident Protect EiftHEENmAEMILIEFREEFATNEIR o (NRIXFNEM
KubeVirt VirtualMachine ¥4 » Trident Protect @ BEINEEBKE R » BIFHITERIER « RFREM
virt-launcher Pod > EFREEREE VM SBEEAEXHNAXAER -

EEKEAFEEAREMEA includedNamespaces &% ° VM B EE Rt S B S7EHEDIREBE o

ERER R ERNERRENERMEE RS

R EN %= MAIEARZIIE - Trident Protect ERHHEE N 2 =ML WEPIEEIR » BIEFIA KubeVirt
FERRIE R o BT BN S EERIEER - Trident Protect h W EFHNMIERZERESRFTERBAKEIR

Eit e EEEMRERES CR !

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>

namespace: <application namespace>
spec:

includedNamespaces:

— namespace: <vm_namespace>

B FERERE b BFEHEEEM Trident Protect TYERIZEITHEMDFNIRE -

* BRARIR YAML 61 > A2 R EIIERRE" o
* BRABH YAML 86 - A2 EIIEERED"
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e R s ERNER R ERRENTS

MR ER R EENERARENECRENGRERWEER - FAILBHIRBAIEE S KubeVirt ITREY 4
M KubeVirt EEMFEER] - HPEEYHEFRERER > AR EPIRRKIFEEENNITRERE o

E1ERBEFZAF > Trident Protect @& KubeVirt [RAANEIAR B G RKIRZEE TE R BEEE7FE KubeVirt BIR © &
BB KubeVirt 7EERIVIRIZ P EZ P EFE T EHIEES o

BIR it
VirtualMachine FERIA “kubevirt.io/ BEEERVAR AR o
VirtualMachinelnstance 22 LL “kubevirt.io/ BAGERVAZERFIZTTE o
VirtualMachinelnstanceMigration BZBEE KRIMIE o
VirtualMachineSnapshot B2 B AR ME o
VirtualMachineSnapshotContent B2 B AR ME o
Pod (virt-launcher) & pod A “kubevirt.io=virt-launcher 125 BB o
* Trident Protect B &kIRTASCE ZRIIBERFEIR KubeVirt BIR » LUBRABMKIERIRE - CDI

DataVolumes (cdi . kubevirt.io) EBEERE » UMERERILERIEIME 2RI > Ei%
WIS R B A ER - 2% > VirtualMachines (kubevirt.io) &7
= VirtualMachinelnstances ZRifE/R o

* FERRIER T » Trident Protect 8% MREEC ISR E#RI%2R015 — B4R TER MAC (it - &
EREE » AR protect.trident.netapp.io/retain-mac-address HR o FFZ
RS "{#E AR Trident Protect R{ERE" °

ERRBERRETHRER SR RE

MREENRE(RE VM > BXAFERTHEE VM 278 » FEREN G aERNERRENERMIRREES -

3% VirtualMachine CR EEZE - tBKEJR (0 DataVolumes « PVC ~ Secrets #1 ConfigMaps) & BE&UX
£ o

1. ERERRBIRICEREEE CR !

kubectl label virtualmachine <vm name 1> app=<label value> -n
<vm_namespace>
kubectl label virtualmachine <vm name 2> app=<label value> -n

<vm_namespace>

2. B EE includedNamespaces # labelSelector FIFEATET CR :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>
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namespace: <application namespace>
spec:
includedNamespaces:
- namespace: <vm _namespace>
labelSelector:
matchLabels:
app: <label value>

3. {EF1Z#E Trident Protect TYESRIZRIIBNFIER o
Hs¥AER -
* R LA MBS A S B AR AR B IR T (ReE B B B 2 ¢

kubectl label virtualmachine <vm name to add> app=<label value> -n
<vm_namespace>

kubectl label virtualmachine <vm name to remove> app
=<different label value> -n <vm namespace>

* IS RIS 2 {E =R E AR RS

spec:
includedNamespaces:
- namespace: <vm namespace 1>
labelSelector:
matchLabels:
<label key>: <label value>
- namespace: <vm _namespace 2>
labelSelector:
matchLabels:
<label key>: <label value>

{5 includedVirtualMachines {7343 E FE #4423

BB (RE— AR Z AR ERTH—ABIEE VirtualMachines » T ERHE PIEBM B RIS T BRI > 55
{£F includedvVirtualMachines ©

FEARFTEZHFNER CR #EAMERA "includedVirtualMachines EEFE23 181, ©
EARER LT ERILEESS .

* BEARE CR P> EERT MEER KSR ZEIRE o
* HER CR J1 > EER T HEHRIRBEFHERMLEELKLS

=t 7E32R CR B » IE## “includedVirtualMachines A3 BE1EHH (L - (NRAE S LML > BIFEBRE
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EE77 - NRISE LR > AUEERT LBV ER S R HEBKER o

BT YAML f2T0HB R 7 SR BEaR 18

includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name_ 1>
- <vm_name 2>
- namespace: <vl_namespace 2>
names :

- <vm_name 3>

sy ZABIRB{IH? “includedVirtualMachines'/ » AIUSERREINHRZER > #MERSHRZER VM
i RAERARAEERNER -

L $gHy A8
2 T 85 B ERILIIYHEHR Kubernetes fi4 2] ©
&iE FEBYFR It =R A —(E S 2B E i asaiE o

R ERESEEREEE

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: <application name>
namespace: <application namespace>
spec:
includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name_ 1>
- <vm_name_ 2>
- namespace: <vm namespace 2>
names:
- <vm_name_ 3>
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

BRYSE KubeVirt VM

GBI LUE A includedVirtualMachines 328 CR » {Z1EE D ~ REBIHERRBEREPIZERETER KubeVirt EE S
gg o
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& includedVirtualMachines 7388 CR LIi5ERF > Trident Protect 1EERFIHM
VirtualMachines FEMKEIR > FI81 vVirtualMachineInstance » DataVolume ®
PersistentVolumeClaim ™ PersistentVolume > Secret ™ ConfigMap * ServiceAccount * MUKRE

fth VM 18RI 1 o

MRIEREER CR PiaE

18 o

FIERVIRIE CR 1 CLI 57 %

includedVirtualMachines * Trident Protect iS1RI21EIR CR R EEBR T

ZHYER

TR T ZEMIZRE CR “includedVirtualMachines' R EL¥IFERY CLI $p% ©

& CR

BackupRestore

BackupInplaceRe
store

SnapshotRestore

SnapshotInplace
Restore

ReplicateSnapsh
OotRestore

CLIiE%

tridentctl-
protect create
backuprestore

tridentctl-
protect create
backupinplacere
store

tridentctl-
protect create
snapshotrestore

tridentctl-
protect create
snapshotinplace
restore

£% 18 YAML 8=, »
FMREHIRIEFS
B e ERASX
1BW CLI #3% o

58
G e e O e T

namespaceMapping’ # "storageClassMapping °

REBMERDRED BB Z A H LR o

TERIRIE

namespaceMapping‘*ﬂ

[REFRBIENAREIRYan 2 ZEERREY iR

“storageClassMapping °

WRIREREIRaen R EEN S E ez o

T"a

REHMRIRIZIR © Z1& namespaceMapping
storageClassMapping * MURf#EHA “inPlaceRestore EIZETT
[RHUEIR o

tridentctl-protect CLI TEERf<L EBBBAMN includedvirtualMachines BIFELE o

N FEZFREBFEN VMs » B BEIEFEA kubectl apply EFE/R CR YAML 1222 o {ER]LAEEE
8 5 YAML > 2 E --dry-run --output yaml M CLI UELEWIEIEZE > 7E spec FH

%Fri includedVirtualMachines &I » %?ﬁﬁﬁﬁ? °

ERHREENERITS

The includedVirtualMachines %{8 CR PRI {FE A

includedVirtualMachines:

— namespace:

names:

FER2I CR ERIMVEZSER

<source vm namespace>

- <vm_name_ 1>

- <vm_name_ 2>
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HHYER CR > “includedVirtualMachines' RV ap 4 ZEEHEIERIZHED « RIBSE R IRBHEFERFERIRIRSD
3%gﬂﬁ°

WMNREA namespaceMapping * Trident Protect &7t SRIREE P IERIZFE RN EER - ABERFRBREFER
A ZTEMEE c MNRFHA storageClassMapping * Trident Protect BB R EHRME L E R ATFLER HFE o

fEF CLI EXIEIR YAML 182

] LAER tridentctl-protect " ZRESLRAKER cr ABIRE vaML LAFIE

‘includedVirtualMachines °

tridentctl-protect create <restore command> <restore name> \
<restore options> \
-—-dry-run --output yaml > <restore name>.yaml

REBAELRY YAML > M7E spec FAHME includedvVirtualMachines @1l » RABERZIEE

kubectl apply -f <restore name>.yaml

P EE—EERERESBNEAER
WrEARIVREEMES QBN =B E ERES

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: production-vms
namespace: prod
spec:
includedVirtualMachines:
- namespace: prod
names:
- app-server
- database-server
- namespace: monitoring
names:
- prometheus-vm
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

#BH © BIUER

AENERRSNERAEARILAENE - SAERRERD CR © B7 CR RARRIEMERILRT TR
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apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
name: daily-backup
namespace: prod
spec:
applicationRef: production-vms
appVaultRef: s3-vault

#h - REOEBERE—ERE

LUTEHMER BN FEPIER database-server o IFIEPEMEREES (FIUN app-server
prometheus-vm) AF#EEKA o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: restore-db-only
namespace: prod-vms-restore
spec:
appVaultRef: s3-vault
appArchivePath: backups/production-vms/2026-03-10T00-00-00%2
namespaceMapping:
- source: prod
destination: prod-dr
includedVirtualMachines:
- namespace: prod
names:

- database-server

kubectl apply -f restore-db-only.yaml

{£ “database-server REFEKER (U0 DataVolumes » PVCs ~ PVs ~ Secrets * ConfigMaps&48RE KubeVirt
BR) giEF -

P D PRitIE R E—

T EB61{EH " database-server N FER R B HIRad B ZEM] o
apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore

metadata:
name: ipr-db-only

556



namespace: prod
spec:
appVaultRef: s3-vault
appArchivePath: backups/production-vms/2026-03-10T00-00-00%
includedVirtualMachines:
- namespace: prod
names :

- database-server

kubectl apply -f ipr-db-only.yaml

A RERBERE—ER

LT EHIERRBEEER ubuntu-vm-blue-a627be38 ©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:

name: blue-vm-snap-restore

namespace: blue
spec:

appVaultRef: my-appvault

appArchivePath: snapshots/protectctl-blue-vm/snap-1

includedVirtualMachines:

— namespace: blue
names:
- ubuntu-vm-blue-a627be38

kubectl apply -f blue-vm-snap-restore.yaml

e ERK S ERAHMEERESER

eI UAER—EZR CR FEFR#FA includedvirtualMachines v resourceFilter »
*namespaceMapping # “storageClassMapping' RIABERHANS ©

¥ “resourceFilter B » Trident Protect B - & %42 “includedVirtualMachines % H8Y VM EEMBKE R o 73
BEREREES > £/ \EEERTESIERNIEREE -

spec:
includedVirtualMachines:
- namespace: <vm _namespace>
names:

- <vm_n ame>
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resourceFilter:

resourceSelectionCriteria: Include

resourceMatchers:
- kinds: ["PersistentVolumeClaim"]
names: ["<pvc name>"]

¥1? BackupRestore © SnapshotRestore fll ReplicateSnapshotRestore * namespaceMapping F
storageClassMapping BB I{E includedvirtualMachines ° includedvVirtualMachines AR

LEFESEHENBEPHRERNRRRRER o SR ZEMHEFERMRPEERTHE - RERBIARERER -
BRERTTAFASEN - 5528 "E£ATrident Protect REMEATZTL"

fEF CLI B EHt a3 s BRI AR

M "--virtual-machines 1258 AT # FE FBRZ LAV EE B PR E HAFEHY KubeVirt VM » A EETRZZER o --virtual-
machines 12551 "--namespaces B f °

1. BITUTHLZ—UELEARARER » ﬂfﬁ%ﬁs}%qﬂE’Jfﬁ*éﬁij%uﬁ’]iaiﬂﬁuﬂ ° —-virtual-machines 12568
IR %A <namespace> (<vm_name>) ° HINZ{E VM » BTEERAERETR 2 IRAILTE :

° e ERPRE—ERIES

tridentctl-protect create application <application name> \
-n <application namespace> \

-—virtual-machines "<vm namespace> (<vm_name>)"

° B =MD G ERES

tridentctl-protect create application <application name> \
-n <application namespace> \
--virtual-machines "<vm namespace 1>(<vm name 1>,<vm name 2>

), <vin_namespace_ 2> (<vm_name 3>)"

HHRAE
" EREEERRER"
- ReEEAEI
* "f§M Trident Protect 1k FEFAFZR"
© ERERERSE"
* "f$FANetApp SnapMirrorf1Trident Protect 8 S4FEFTZR"
* "Z#Trident Protect CLI f&f4"
* "f§EF AppVault ¥4 AR E TRETRE"
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E1ETrident Protect #1781 F

HITHRBE—EBTHE - IRERESERAREINERMREEZE—RENIT - fI « 1
RICABEHERARELN « B UERARTHAREFRBEZANFAEERERS « LR
FRICABIEER S o WILFIHEREAEN—RBIRER o

HUTHaREERY
Trident Protect SZiR A T EBRITH FIRE » BURAR EFIRVETTRIK

* RERAD

* REER

* TR%kHEH

* win’

* BRE

© REBEE
HITIER
HITERMREFRR - MITHMESH SRR TIIRFEE

1. EERA R AT TH I SEEEN DB LT - CAIURRER U AR TEERHEN BTIR(FA
i ~ BEEEZAINITEEHINIERFERRE N EERTE
MRBEA > MIGRERERGFRE o "7 HREZRNEATrident Protect REERFREHIEE"
HITENREFE o
RENERRREEERRIGT FRRRE

HERNBRFRATHAMEEEENR SR LT - CAILRRERU KA TESHENEIREF
iy ~ BEFERIITEEHANIEF LA RENEARE °

o &>~ W Db

MRECERIUFE— RS ERITHEY (FIFALRE) - RIEARESEHINAITIES - X8 - FEHEH
HWHITIBF A TRE - HI0 - U REAMAEFRBEE IRAERRRITIER -

1. SITIRERAT M

2. REBEADERT

3. MITHRMATHS

4. JITHEO B

i LHIEFEAEBRIRRITAERRARENERE o

FEXFERETPRARITHEBIS B 28 « BRI ETAIRE o EeILU#EA kubecl exec'si <
. KA EMAGIESH c EENFEIRIEBETRBRITHAZE « SHAGEFEEREBE?D « LUE
: FREM—K - ERIUBEARENENIEREHR TR « BERREBHED  ARASERRES £
IESEREIEVEZE o
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SNRIREBAIMATIRE SR ANIG > B FEHIEFR Kubernetes BR » BIELEE BT EEIEREBHEHD

st s LURAE IS EEERE S o

R B THANER IR RIR
REEARANRITHAR « FEETIIEE -

* MITIHRE L AERIESHERIITENE - SF2RITH AR U2 RBERNIESH

* Trident Protect K1 T#FEARMZASLARTBAT shell RIAEARER

* IR/ EPRZ96KB ©

* Trident Protect A #1TH 7 EMEMAIR SR IRE WL FERARIRER « BEHNERIEE -

MR ITHAEE SR A2 FRAIITRRAREANINEE - AItEREZ— 2B EMERTT
N EMYHITPRERERE o IRELAERIR T ARG HEMSIREIEE « BEREREUNTE « IINRME
i MEIRBIERELRE « HAFFHINT - ERTHOHBNTHAPERANEEREZRREBNE
5ERY °

HITIRBERESR

BICHL AREEE AR BB THIMOES » oG ERESR IS EH1THMY » UEIEHETSINASS o fhstesH
REFMERS LERAERRSMEGHNERERKRIFEER « B SRESEMRERRTRNAR (fl
flElasticsearch) ° EfiE2s Al BRI M TIHESER LRSS ERITHEAS ~ BEFR—EFE R 23EERE - tNRE
AB—HITH AR ZEEESS - SR REEEREFESER - SERITEMERZ I E10E/ERT
EmisEas o

MR RS THN S EE RS ER ERR IR EEFNEES - S FEARUCER > #FREZA S L

BITHRRRIA A < BIESRMER R TIVERERKRTIR 2 (RE2) 5874 ° Zma A EEURN G BERHHRE

ZRHViRIEES - BRATrident Protect FEMITH) FiiR A FHRMIERRRIVR ARG R » 552 H HHAERE2
(RE2) SEASZIR" °

IR o R =R ERESIE ENITHE « MATERIERFEZRANT - BERTERKR

3 mEMMIR ARG AR | Ble A REER D e E A E B SR o

BITIREE G
#EiEsh "NetApp Verda GitHubE22" TEZAPIFEATZTN (U0 Apache Cassandra # Elasticsearch ) BYERE

1TEL - KR EEERS « BAENARBLE CHBIRITHY -

Verda fEfZEFIRAIZFERZME - WRES NetApp FIEHZ1E © NetApp ZIRIEHE Trident

" Protect FEYSITHIES o
REITHTHNA
ISR Trident Protect MM BsTHTHT - CREMEMAE - ERANMBRIRA SERIHIT
WF o
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fEFA CR
HER
B BFTER (CR) ERILH®AA trident-protect-hook.yaml ©

FBEUTBEUFSEM Trident Protect IRIBMEERTE -

1.
2.

o

o

o

* metadata.name*: (_required ) LLEFTERNETE ; ATENIRIGEEE —BHSENGHE o
SPEC.applicationRef : ( _required ) EHITHITIREAEBED Kubernetes 478 ©
*spec.Stage * . (_required _) —EF & - 5HBITENOEEENERAR BT THIMSER © RISE(E -
-
* BhC

spec.ACTION : ( _required _) F& » R-HITHRERIREEITE) > Al =I5 ERERANITRE
ERE R EREARTT o PIRE(E -

= Snapshot
- 1h)
- BEERE
spec.enabled : ( Optional) RAULHITHNEEZERAERA - MMRKIETE » AITERES true

o

spec.hookSource : (_required _) B35 base64 #&HE hook 5L HERF & o

spec.timeout : ( Optional) —A#F » ERAFTFHITEMITRE (UDEAER) o &)
BA 198 > MRKIEE > FERES 25 Do

spec.arguments . ( Optional) YAML 5|BUEBE » o] AAHITHEZIIERE °

*spec.mmatchingCriteria : ( Optional ) EEMMRHSIRERLFE » SERHMAMRRNITEME
ey o SEMITHIRZ EIHTIE 10 {EEFEESS o

spec.matchingCriteria.type . ( Optional ) #R)HITHMUERESIFERAIF R - AJREE -
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

spec.matchingCriteria.value : ( Optional ) #BIHITHOENEENFRFRAEHS °

YAML &5 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHook

metadata:

name: example-hook-cr

namespace: my-app-namespace
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annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage:
action:

Pre
Snapshot

enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

10

arguments:

- FirstExampleArg

- SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName

mysqgl

containerImage
bitnami/mysqgl
podName

mysql

namespaceName

mysgl-a
podLabel

app. kubernetes.io/component=primary
podLabel
helm.sh/chart=mysgl-10.1.0
podLabel
deployment-type=production

3. EEINIEMMEEA CRIERZE P FEACR !

kubectl apply -f trident-protect-hook.yaml

{EHECLI
SER

1. BITHITHN - DURIRE AT HESRFRIE - fig0

tridentctl-protect create exechook <my exec hook name> --action

<action type> --app <app_ to use hook> --stage <pre or post stage>

--source-file <script-file> -n <application namespace>
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FEINITHN

CRAIFENTHMLETAR - AREKERBEFHERNITHNG - CREREHAE > EESNMEER

» ABEFBNITHIY o
FERTHHESWEERTER

1. B ERER > WEBRIZIERER > UHERESRITUE
2. 7EfEG EBITRITHENG

v BB BUERER

M CR
1. B B:TER (CR) EBREIMAA trident-protect-resource-backup.yaml °

2. ZEUTBEURTEENTrident Protect IRIEF#EERTE -

° * metadata.name*: ( _required ) IEEFTERNSGTE ; AEHNIRIEEIEE —HSIEALTE o

° spec.applicationRef : (_required _) BRI EREHERIEI Kubernetes 5478 ©

° spec.appVaultRef : ( _required ) H#EHE(DASH AppVault &FE o

° spec.appArchivePath : {#ZHED AR AppVault RERERIE o eI LUER T <RI UL

s

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. EELEMMNMEIEA CRIEEZ%E > 5AERACR

kubectl apply -f trident-protect-resource-backup.yaml
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fEAACLI
B
1. B BH » UWISIRIENE ECIESR P AE o Fu -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n <my app namespace>
--app-archive-path <app archive path>

2. RENIRE - EOIUERERLENSS > EEIFETHAL !

tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HESDHEIA AT

kubectl describe resourcebackup <my backup name>

vV PER 2 BTN

£ CR
FER
1. 7 H:]ER (CR) HEEIM$EA trident-protect-hook-run.yaml ©

- BREUTEBEUR &M Trident Protect IRIBFIZERTE -

° * metadata.name*: ( _required ) ILEFTERNSE ; ACHNIRIEEEH—BSENETE

> SPEC.applicationRef : ( _required ) :BERILENSTELE 1 REILMN
ResourceBackup CR FEFTER & 78 o

° spec.appVaultRef : (_required _) BREFRILERESEETSE 1 HEILR ResourceBackup
CR B9 apVaultRef ©

° spec.appArchivePath : FE{RILEETIELER 1 PEIIH ResourceBackup CR FIHY
appArchivePath 87T ©

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o0
jsonpath="'{.status.appArchivePath}"'

° spec.ACTION : (_required _) F& » RAHITIRBAFREAITE) > AHREIEENERBIT
IREEDERTEREARFRT - AJAEME

= Snapshot
- fE1n
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FBEE
- NigfeEE
° *spec.Stage * . (_required _) —{EF & > I5HBITHMOEESELARBITOORSER o ItLE9R
WA EEEMMPSER B THENY - ATREE -
- B

" AEX

YAML &6 :

apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. FEICIUERREIEA CRIEEZE » FEMA CR !

kubectl apply -f trident-protect-hook-run.yaml

fEFACLI
HER
1. BIUFHHITREBERITERK

tridentctl protect create exechooksrun <my exec hook run name> -n
<my app namespace> --action snapshot --stage <pre or post> --app
<my app name> --appvault <my appvault name> --path

<my backup name>

2. BEPITRBBITHORE o MR UERPITILHS » EEEETRAL -

tridentctl protect get exechooksrun -n <my app namespace>

<my exec hook run name>

3. 58P exechooksrun ¥ UE B RALFMERFIARE
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kubectl -n <my app namespace> describe exechooksrun

<my exec _hook run name>

fRB&Z5ETrident Protect
MNREERSBIRAREITEIREMR ° rIseEER#FRTrident Protect Jof4 ©
EEFRTrident Protect » 35T FFILER o

SER
1. MIP&Trident Protect CR #£22 :

=t 25.06 RESRENREZULLER
helm uninstall -n trident-protect trident-protect-crds

2. #PaTridentfF:E :

helm uninstall -n trident-protect trident-protect

3. P& Trident Protect #7425R ¢

kubectl delete ns trident-protect
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TridentfITrident Protect &%

IRAIATE IS B4R B — LR EMINetApp TridentfTrident Protect ZBT&4K -

Trident 2%
* 20258108168 : "HE[A Kubernetes BIE B ETZARIR S 2"
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snapshotReserve ° fIRMBEERTE “snapshotPolicy BIREFRIETHY « “snapshotReserve B ZRIZEZ IRIEZR
qjﬁﬁﬂtﬁﬁﬁﬁttkmﬁ‘fi’lﬂ”ﬁ “snapshotReserve B4 'LE © #12R “snapshotReserve ki KBE D LLEL ~ Bl
ONTAP FE i RIBRE B DLEIRA 5 o MIREIERZA M8y ~ Bl "snapshotPolicy REBREEDLEEHRA 0
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AU H#7ZEVolume Snapshot B #7348 SUAE Z20E 2
=W~ WO UERIGERIEPHRE shapshotDir 28 « UTFE TridentP 2 2 Hifk & ERYSnapshot B &% o

AT LA Trident AHLIE&EERE SnapMirror 0 ?

BAT ~ SnapMirrori4ZBfEFONTAP CLIZEOnCommand (REAEIEIZI) EIMBRE o

WA ISEHEEER E15TEONTAP RERIRE 2
EERUMIEEZRONTAP B—EEEXEERIIRE « SFHIT NP ¢
1. B ERFERIEEMNERTEHPod °
2. FEBONTAP NetApp CLIEEOnCommand (&R4AEIEIER) EIEEFREAIIREE o
3. EFEEFEATEPod °
RO RTEHHZESNSVME « HiEEETTridentS B S ?
EAI A EEBNFSIZHERSVMIBHE BRI B EHHEZHME o HETridentFIIRIINEGE - BEIEHEH T

Zi55% o ONTAPE I AE G EBUH HM IR TR o A TridentZ I ZEAMIEER « BRI EMIEE E{NEONTAP
REHFEHFHLZHEE -

MA@ D EMNEFAARHFENERZE ?

Kubernetes i sFdn % ZEfE FR BV GETEEER! o R ~ IEa] LUfEFAKubernetes kBRI &H{E o % ZE IV 4S I (A 7=24851
FRE - HieHRRAFEERRE (BEGRER) - EEERNTCRERBENSEMATEEER A% E
FERNERACEAR A0 ©

t AY

S HERR

AER LR ISR R EE 2B AR K TE L M ER Trident BFR] SEAZ|BIRIE o

UNZE Trident BYERER » sAEAEIITIERFFAHS tridentctl logs -a -n trident ® WAFH

B e NetApp STIESRFT o

—AREEEEDFAE

* WNR Trident pod X IEFEENE (HIU0 ~ ETrident pod£7E ContainerCreating) PEER ~ BEREMERNANSE
2%) ~ BUEIT Tkubechtl -n tridenti# i ZEBE Tridents 1 Tkubectl -n tridenti#ilipod trident -1 $RHEZR
R o BXfSkubeletsts® (BIENFER Tournalctl -xeu kubelets ) tRAEE) -

* MBTridentBHPNENTRE « CELURERIERE 18 o) HBGRRESH - EHBATident(as
B o

AR Titridentct! logs -n triident) HESMMEIERTE ~ LTECERHIESE Mevel ={HEEmsgl ©
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HEEE—ERE

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

EEEMENFTA Trident Pod ~ AISER EHF RV o oI UEFH#H L kubecll Get pod - n triident]
R TEEe) RO o

¥R Trident 20.07 #1 20.10 > 55FA tprov A “torce
EdHelm—iE%4E

helm upgrade <name> trident-operator-21.07.l-custom.tgz --set
tridentDebug=true’

LR BR

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

s KA LERIBEERTIA ~ UESEERIFAEIEECE: debugTraceFlags © FIH ~ 7 Trident s &EIE
B#E debugTraceFlags: {"api":true, "method":true,} UEYSF ar1 MR 5% ESE - IRAR
BIHAILL " debugTraceFlags fERERE “tridentctl backend update ©

* {£/ Red Hat Enterprise Linux CoreOS (RHCOS ) K > s8R “iscsid B LEENEL_ERYA » M FEER
B o {XE] LU OpenShifti42s A AR SIS 2R BE MARMR R SER LEAEZE ©

* {8 Trident $&FC "Azure NetApp Files"B > EAISE BN E REBEHA A RNE P inEig R B#RER
ERHFERTENEEM o BRE Trident BERMISTEIBE » 552/ "Azure NetApp Files"4B5E o

* MERFPVEE T A SEFEAERRE « BREERENHIT Mpcbindl ° FERATEIFERARFIENESEIER
I~ B E Trpebindl BFIEEHIT o RILEIT Mstystemctlikf&rpebind) SREFXIER - FKigE §
rpcbindl ARFFZAVAREE ©

* MR TridentB iR EIERHAR G L TIE ~ BINER TRBu KRS ~ B RERE AL E BB ImERRISVM/adming?
FEEMPTE o A Mridentctl update backend) EHTBIGE N SR EITrident pod ~ # FIEIELEREIRE ©

* MNRERIHI TR Z8E Trident with DockerfR B2 IR ~ :AEER -in cluster =fals'] FEIZEHRZ
& Trident o EAEERAZERERPod » T AEEA MridentZ 22 FHEMERERRERE °

* FHA Tuninstall2&<uninstalling Trident > RIEHITRREBEITEIR o IRIETER ~ 1I5EARAZ B R Trident
FHZIINE R ERE ~ BMEEHITHIHES « LSRR LRRBERZE o

s YNREIBBIRBEZERRA Trident ~ 354 HIT tridentct]l uninstall #&TridentfIdn% o FEHFTEN
"TridentiRZs" W{FAZEE tridentctl install RS ©

* IR E  MREEXAERMEIERT TPendingl (&) PEER ~ 3117 TKECBECTLIIK A FE #E bk
R FEIREA R TridentB (A A I KA ER IR EPVRIEMME -

FEREZEFH Trident SFEARIY

MR EEREE FREZE Trident ~ B MTridentOrchestrator) BKREEUE R8s BF A L8 - RTFH
B TREy ARRE - MBREERSEENE « MEZNIT T a S RIGERIFERECH
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https://azure.microsoft.com/en-us/products/netapp/
trident-use/anf.html
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases

tridentctl logs -1 trident-operator

BHETrident@ HF A 2AYCH A LUEHEREFRTE © HlU0 ~ Hh— (AR A sER E A mRIRIE P A i E SR EEY
PREBRI S B3MRME o

EERETridentZEELKRRE - KEZER TridentOrchestrator] AREE o

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvVG6G:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'
LR R TREEFEEANR L Tridentdy TridentOrchestratory o B E{EKubernetesi&= & R EHE —{E Tridenti 1T
85 « At EEEREREEMIEERERFEE—ETEIIANERS MMridentOrchestrator] ©
IESh ~ BRERTrident PodBIAAEE « B E EIEHE T E A LERAIEN ©
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kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml9s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml18s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

TR LUERE » ARCRER— S ZEERRE  FrlPodf A2 4IA1E ©

EERRILRIE ~ [CFEZAREE TridentOrchestrator] © T¢E ~ It a]LAMIBR TridentOrchestrator] ~ A% fE
BB ERERKREIUNES °

{ERAINEY Trident ZfZ tridentctl

77 B ERERRTE ~ ERILER T-d') SIEBRATRERREN - EERBURIEERET - W iR R AR &R
e

./tridentctl install -n trident -d

TERRILEREZ 8 ~ G DUKRER TS BBIE RS « AR BRMIT lridentctl instally < :

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.

=2 Trident 1IZ B/ ERAB
AT SE2 bR Trident MIFAAREIMNEFRERXRE ~ UBABEANBETEIR ©

“ HEENEESKIER o IRIEEEE R HEE Trident ~ BRIFENEEM - EEEABHREAERADN
= 1570 FEEBRZEE Trident "fEfRZ2E Trident" ~ 55206 o

Ik
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TridentZE&F
EEMERZE Trident ~ MfER Trident I2{EEREBBFEAERA

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"wipeout": ["crds"],"uninstall":true}}"

g
= BIZFR 2L Trident LA Helm B2 BREFEERA

oft i

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code>tridentcti</code>

AR ERAMIRRE Trident B2 BIREFRERA  FHITUTIER tridentctl

tridentctl obliviate crd

7£ Kubernetes 1.26 EfFF rwx [RIEEIRAFZZTZMERF - NVMe S1E5IEDERKB

WMRIEHITHE Kubernetes 1.26 ~ AIEFA S rwx [RIEEIREEZ MY NVMe / TCP B ~ BiELARFRE I AE
R o T EFIRHBIENEREIRHE o E ~ BRI Kubernetes AHERE 1.27 ©

EMFRer% =R Pod

BE B Trident SEERZER (NVMe FEHIRE) MIINZE Pod BIZA) o MNREERERE ONTAP &infERen
2ZEM -~ AEERMER Pod 2% ~ BUHEFREFER{E - KEATERE Kubernetes FESHEMINAE

EIFEFETE
WMERENRE EEERHE IR E (WEINZaRER) ~ ARBEMES -

$J#H dataLIFs

If you block (or bring down) all the dataLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. EFEsETH
FAEX dataLirs LUBIRTEEEINAE o
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i Pen 2 ZE ¥ R

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. AIFELE T
FZ “hostNON' R[E]FHHA ©

ETaEAR A “v4.2-xattrs”FF > NFSv4.2 AR IRTEFH4KONTAPR IR S “EN S8
H4RONTAPHE » NFSv4.2 AR ImEEHE NFSv4.2 EE B AEERE MEN28 $8:R B v4.2-xattrs

SVM ERESFERLEIR o MERTTARIA v4. 2-xattrs BIRSFAHAREONTAP 9.12.1 SNE SRS > FERUILEERR
RYF o

&

NetAppIAZi&75 T\ 32 & Trident ° ZFIZFEAREHREENEE BEIIRIETR -~ FIINIHE
(KB) XEMAMEE °

o

Trident S22 4 miEHA
Trident BiRIBEHERASIZME = ERBRHIZIE o BB "NetApp HEEIR A S ETE" o
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EE b2

Trident BE1THEAE 12 (AR NIRHTEZIE -
BIRZE

Trident B 2547 BHAE 13 E 24 R RIRHARIIE o
SEA27

Trident X4 E3&1THEREE « 1214 25 = 36 AR AYRRES ©
N PEZRER BIRZRER BBhZiRARLE
"26.10" 2027 £ 10 B 20284108 2029 £ 10 A
"26.06" 2027 £ 7 B 2028 £ 7 B 2029 7 B
"26.02" 2027 £ 2 B 2028 £ 2 B 2029 F£ 2 B
"25.10" 2026 £ 10 B 2027 £ 10 H 20284108
"25.06" 2026 £6 A 2027 6 A 2028 6 H
"25.02" 2026 £ 2 B 2027 £ 2 B 2028 £ 2 B
"24.10" — 2026 £ 10 A 2027 £ 10 A
"24.06" — 2026 £6 A 2027 6 A


https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://mysupport.netapp.com/site/info/version-support
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident/index.html
https://docs.netapp.com/us-en/trident-2506/index.html
https://docs.netapp.com/us-en/trident-2502/index.html
https://docs.netapp.com/us-en/trident-2410/index.html
https://docs.netapp.com/us-en/trident-2406/index.html

"24.02" — 2026 £ 2 A 2027 F£2 A

"23.10" — — 2026 &£ 10 B
"23.07" — — 2026 £7 A
"23.04" — — 2026 £4 B
B E

MBFEENERHMPHRXEBE > 5520 "NetAppAlFHE (FEEAN) "o

B

HANLEE—ERMENNALRHBERELE (B4 Trdent FHEAR) "FHER" - ERECIRHEFEM—
AR W EAERE & R RIE S SR BRI £ BRI 7T -

NetApp iz 1%

UNEE Trident BYSREA ~ BRI ZIEIRFFAS tridentctl logs -a -n trident » WFEEXE
NetApp Support <Getting Help>-©°

LESEZE
* "Trident &iR"

e "Kubernetes Hub"
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T RENRERVERIR

ELEEIRIR RN CSI BiEE<TRETERFEEM pod #8L - BRERSERAMN HILEIZRFEFEER LIF ; INRER NFSv3
» BJE1E NFSv3 MifnE s (NFSv4 &3ER) o

BB IHE AE S| seEniz=t / ZERIEEIE
BAHE
TCP 17546  {EA (AH&ZE CS| EBL1EE / Fisg Al 2B BI8RE (--probe-port) ; FE{R
Pod) HEEIEZE ; ZRAH -
TCP 8000 Al / ik ( Trident REST{RIARSS 288 N _EFRat 5 Pod PIER ©
BEERIP)
TCP 8443 AL/ iy ( BIm@EHTTPS 250 a0 _EFrat o
=ERIP)
TCP 8001 Aly (B£R Prometheus 512 2B a0 _EFrt o
=B ~ M)
TCP 443 EH HTTPS Z ONTAP SVM/ £ ONTAP (&8 N Epfrit ; FAREE o

B LIF ) ~ANF

HTTPS Z E &% Web E &%) (iSCSI LRt o
Services Proxy )

TCP 8443 (@i

TCP/UDP 111 &1 RPCBIND/portmapper ONTAP-NAS  v3 ERZSIHEE ; va BRAEDE (
(NFSv3v4  BANGHSENED)  tNEREER
) ~ANF NFSv4 > RIFRFIGEF ©
(NFS)

TCPIUDP & NFS fEERER ONTAP-NAS  #ZL&H 5 SRFER ; 6EF

2049 (NFSV3/v4  TCP WUFRRAIEEM o
) ~ANF
(NFS)

TCP/UDP 635 (& #HEEERER ONTAP-NAS  ##}# ; nl#ETE€REIE (N8
(NFSV3v4  ZE > AFHEARRRER) o
) ~ANF
(NFS)

UDP 4045 & NFS $HEEH2S (nlockmgr) ONTAP-NAS  ##Z28H7F ; BkiE v4 (pNFS
(NFSv3) BRIE) ; f£FR UDP o

UDP 4046 EH NFS ARREEER2S (statd) ONTAP-NAS &% ; PIRERE B A LAERASE S
(NFSv3) 18 (1024-65535) A T[OIEAE o

UDP 4049 @i NFS BCAsF##20 (rquotad ONTAP-NAS  Fgf ; v4 hRZsBLi o

) (NFSV3)
TCP 3260  {&iH iSCSI B (BR&=/&#/ ONTAP-SAN  RFRFER ; FEiBILEBERET
CHAP) (iscsl CHAP 585 ; RtFR% M CHAP

) ~E-Series LIFB{REZZ o
(iscsl)

TCP 445 & SMBJ/CIFS ONTAP-NAS  FFrE%1 ; R EBINEEE
(SMB) ~ ANF  #§ SMB3 (Trident 53%%
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BEIBIWE M B89 SeEntz =l / ZEEIEFR

BARE
TCP/UDP 88  {giit Kerberos E&z& ONTAP UNSR{EF Kerberos (FETERR)
(3%EHR) (NFS/SMB/i  ; #Ei8Z AD {AIARSS » MIERE
SCSI with 10 o
Kerb)
TCP/UDP 389 {&H! LDAP ONTAP ( $810L ; RN BARAT | BREE
(3%H) NFS/SMB & [FR#IZ& AD
fic LDAP )

s TR E R KR R E BR8N 1/ BB ERHEIRIE ——probe-port IR  FFHAIES T
; R _E RV ELAZ Fe b SR SR A LR ©

Trident REST API

BESR "tridentctlsp S A1 18" 282 Trident REST APl BEEIMRSE H7% » (BINREES » th
B EHEER REST inE, o

A5 {FEFEREST API
REST API B TEIE Kubernetes E3E R {ER Trident A —HE(IMERVERSZEE o

ATESEEFNZEM - 7T Pod WE{TEF « Trident REST APT FE:REPEHIA localhost - BEEEEIITA « &
EEITH Pod 4BEEEETE Trident BY “-address 5| o

fEFREST API

BRAUNEIFARELE API BURA > BEIE debug (-d' 1E58 © WIFHFFMAE ~ 38 "/ tridentct! EIE Trident"2/] o
APIRSEMEA I -

1S

GET <trident-address>/trident/vl/<object-type>
HHZ AR B

GET <trident-address>/trident/vl1/<object-type>/<object-name>
St Y HFBIEEE R

754

POST <trident-address>/trident/vl1/<object-type>
BIIEEREAIMG o

* FBEJsonfBREA SER I - ARASEYIMHRRAVRMN « 55" (EA tridentctl EIE Trident"2f o
* MRMGELEE  TASEMRE : BRingERREYMN - MEMAEYHERES S EERERK -
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il

DELETE <trident-address>/trident/vl/<object-type>/<object-name>

e 2B ©

i BB InR S (A TEER R MERAR VIR B S AR B TE1E ~ MBD RUMIER - WNFEFAE ~ 55 "FH
. tridentctl 2 Trident"2 o
NSy EEIE

Trident 7 Trident Orchestrator 1212 {Eds < 5135818 o

0 A PR LA TR AR B
5255

-debug
RS FAPREEEIH o

-loglevel <level>

A

RECEREAR (EiE ~ Bl ~ S~ H) o BRAEM-
Kubernetes

-k8s_pod

fEFALEEIEDY -x8s api server UUBKAKuberneteszik
MIKubernetesBRFSIR A EDEE « 2Kk

oo\

R E U EBEIEE ETridentEARN S Pod
ERBIRISRE R A EE(E o

A4S APIEIRRES © 35 R A ETridentfEKubernetes &R Pod 2N #11T ~ B

-k8s_api_server <insecure-address:insecure-port>
fEFALEEEIEDY -k8s pod B Kubernetes i o MRIETE * Trident BFARMENALZ R (IMER
1B~ FiREKubernetes API{AIARSS o WIE—2R ~ Trident FBEEPEBTE Pod Z4h~BERZIRE API
ARSI L RER - EEREER  FEABEEN rod PHE Trident -k8s_pod °

Docker

-volume driver <name>
& &% Docker SMIENRHFEAREEENTZTN T8 © TARR A netapp ©

-driver port <port-number>

PESILEERRIR ~ MIFE UNIX ABiEE

i o
-config <file>
W ; T AEE R IRERRERATRRE

IO

*RE

-address <ip-or-host>

T Trident B9 REST {aliRESFEIZEEAI i1 HiE o FEEE Alocalhost © E{HEZlocalhostilli fEKubernetes Pod R
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178F ~ EENEPodIMIBEIZFENREST/E © £/ -address "" AI3EREST/ T E#Pod IPiiL{FEY ©
s Trident REST/ E R R EAEEE « EEAMN127.0.0.1 GERRIPV4) [:1] CERRIPYG) o

-port <port-number>
157 Trident B9 REST fAIARZSEIZERRVERRIR - FARA8000 °

-rest

EYF REST 77HE o Fas&Atrue ©

Kubernetes#Tridenti{4

o] LB EERM B AERYE ~ FAREST APIEKubernetesHTrident&

&) o KubernetesEdTrident « Tridenté2Storage * KubernetesEd (#1755 2 A L EEFEY
%~ DRI EMZENEEF - EhEEYHFREEKubernetesiEITEIR « Hit4RIESE
BTrident&EITEIR

AR R IE B E) 2
B ~ MR EREEREES S - REERNGAREREEKubernetesfEAENE—#EEX !

1. FREEEIL—E MPeristentVolume Claim) ~ BESRAZMEIE S JAIRERIKubernetes orageClass) A
K4S E A/ N\BIFT TPersistentVolume] o

2. Kubernetes ltorageClassi Al Tridenti#fAREREERZER BT S M Tridenttl{a AR EKAVEER
BIRACE VolumeI 2 & o

3. TridentEE B K MF#FH - HRBEARSAMKEVIRER T&iR) M TREFHR) B8R -

4. TridentZEABRTHV R IG AL BEfATFRE ~ W MEYIH | Kubernetesfy TPeristentVolume) ~ &
sFKubernetesi{AI S ~ #HE & EIEVolume ~ LUK Trident{REE MPeristentVolume) BB {EHTEREZR
RA{AHIVolume ©

5. Kubernetesii& [PeristentVolume Claim) E45E|FTRY PeristentVolumel o TEHITHIEAEH E - &
& PeristentVolumeRy [PeristentVolume Claim, #&AJPod

6. (FREFEAIEMTridentdy 'Volume SnapshotClass) EITIRARIKA EHHLFREY TVolume Snapshot) ©

7. Trident& &5 SEZPVCAERABAVIEIE & ~ WMEEBIRE I HIEEIREE - EHMEEIL Volume
SnapshotContent] ~ $§Kubernetesf{als# 5! IRER o

8. (FRERILUER MNVolume Snapshot) {EAHIREAREIL PeristentVolume Claim] ©
9. TridentZ & BFFEAIIRIR « WEITIEIL PeristentVolume)s # MVolumel FRAERIBREIZER o

B MR —TBEfEKubernetes¥)f ~ TF587ERCRIE "HEMIRE" Kubernetes X HBY—E&R ©

Kubernetes PersistentVolumeClaim ¥4
Kubernetes PeristentVolume Claim] ¥4 2Kubernetesi&=EFAEFTIRHAIGHEEK
FRTIBEEFRIR Z 9D ~ TridentiIB vl :BFE A EIEE 5 VolumeEEBMiz: - UBEEERIHAHALEDRENTERE !
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e Volumei&EIg T IERERENTE

trident.netapp.io/fileSystem ERRSR ONTAP-SAN - solidfire-san
* ONTAP-san4&;% £
trident.netapp.io/cloneFromPVC cloneSourceVolume ontap-nas * ontap-san * solidfire-

san  azure-netapp-files ~ ontap-
san-economy

trident.netapp.io/splitOnClone 5#0nClone ONTAP-NAS * ONTAP-SAN
trident.netapp.io/protocol EEiHTE E{m
trident.netapp.io/exportPolicy BE =R ONTAP-NAS * ONTAP-NAS-£&7
A1 « ONTAP-NAS- Flexgroup
trident.netapp.io/snapshotPolicy Snapshot/R 8l ONTAP-NAS ~ ONTAP-NAS-£E75
AJ « ONTAP-NAS-flexgroup
+ ONTAP-SAN
trident.netapp.io/snapshotReserve  SnapshotfR & & ontap-nas * ontap-nas-flexgroup
» ontap-san
trident.netapp.io/snapshotDirectory SnapshotB £ ONTAP-NAS » ONTAP-NAS-£&375
A « ONTAP-NAS- Flexgroup
trident.netapp.io/unixPermissions  ynix#EFE ONTAP-NAS » ONTAP-NAS-£&78
B « ONTAP-NAS- Flexgroup
trident.netapp.io/blockSize &EiRA solidfire-san
trident.netapp.io/skipRecoveryQueu ki@ iE 3 ontap-nas * ontap-nas-economy
e * ontap-nas-flexgroup * ontap-

san ~ ontap-san-economy

MEREIHPVAE MR EIUWERR ~ BIEPVIEELEF (FREMEREMIBRPVCE) - TridentZ [EIEFHIBRPVAIH#
FiVolume ° SIRMIPREIERRK ~ TridentEHEPVIRERAER ~ MEHIEHZIEE « BRI FEMPRPVALE o
WERPVER +Retain +] JT‘?'TE'J Tndent@f’dmﬁb‘jﬂﬁ RERGEIEE G KubernetesfBImETHIE « LUIER
BIRZAIEN B ERIREE o FER ~ RIBRPVIEREE K TridentfIFRE #RVolume © RAEZEFAREST API

( Ttridentctly ) AEEB

TridentSZ #&{# F csifi& 217 Volume Snapshot : & LI Volume Snapshot ~ WG EEABERIKERIEWNIRE
BIPVCS o fitt—3k ~ PVAYBF R BSE A FLAE LUIRERFL N 2 B4 Kubernetes o {RIRA]AREILFEIPV © 3520 T
PESEMAFREIRIB )  BRAESIETHAERVEEAR

Tridenttl}Ef# cloneFromPvC #l splitonClone EIIEARBIMIEE o AT UAFERELEIERER PVC ~ ME
EfEA CSIBE -

UTR—E#Hf : MREAEELKE—E%A mysql"BIPVC,AIERE TS

F8 Ttrident.netapp.io/cloneFromPVC: mySQL1 Z$8RVsFf#sREI—E%% mysqglclonel BYFIPVC.{ERIEEE
FEEE  Trident&Z B E FEF mySQL PVCRIHIEE ~ MIEH AR EMIER o

AEEU T4

* NetApp EEENFEUIEE o
* —EPVcKREEREMNIERMKubernetesi R =R+ « B BB HERIMNEEFLER o
* BT TONTAP-NAS] #1 TONTAP-SAN. EEENFEZ ~ AJREREANE Mtrident.netapp.io/splitOnClone™ 1 123
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£ Ttrident.netapp.io/cloneFromPVC' | —#EZRE ° Tridenti$trident.netapp.io/splitOnClone' &%y ltrues -
RHERIHIRERRHIFE DRI 2K « Rt ERMIFENE srE R E QIR e T2 28 - MBS
EERE - MEFH Ttrident.netapp.io/splitOnClone’ ] :REZA Bl ~ AR/ RBIENZEEERE « &
MEALHERR & BLR AR & 2 FIRVAB AR ~ MR & BIAMIBR ~ FRIESMIFFIER - DEIERERESIENM
%~ BRENEREREERNIERE REERERIRIE « MABSHESR  MIEONTAP 2
HEINetAppiRHAVEHEEZEE ©

° sample-input BB Z AR TridenttIPVCcE Z&fl o 2[R LAEUSEL Trident Volume MEEARNZ2#ARE
HISTEEERER o

Kubernetes PersistentVolume {4

Kubernetes TPersistentVolumel #{4X&RKubernetesZZ 0] BMIEETZRE o EMA fiBHAEFH EaPodE
ff o

Trident®#£137 PeristentVolumel ¥4 ~ WiRIBEFRECEVHIRE « BE7EKubernetesZ=E &
i% c MAEEFTER

£
B I8E 28Trident® TorageClass) HIPVCES « Trident& £ A H FERYGETF 48R KB B FAYVolume ~ I 1%+
Z\VolumeB$EHTHIPV © 7538 E 2 AL B M Volume I FEHIPVES « TridentiE{E T5U3RE! :

* Trident® ZE4 KubernetesfIPVETE ~ UK AR EREFERENAILTE - TEMERRT ~ BEHEFRHE
THHEBEANEMH—R o

* IR ANERABEBRAEERPRERNA/N  NERTEME « MIRE R fE SR A AERIZIAATR]
DEHE -

Kubernetes StorageClass ¥Jff

Kubernetesfy ltorageClass) ¥ @U%F8TE PeristentVolume Claims] H15E » U—4HA R KRECE TR
o FEENASEHNEEANEREEER « UREEREEEZIFMEENAARERZERNS °

SRR EHAREESRYMNEENMERELYMGZ— o Z—ERTrident@ iR o

(i

£ TridentfKubernetes ltorageClass) ¥4 EIERGER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters: <Trident Parameters>
allowVolumeExpansion: true

volumeBindingMode: Immediate

B2 ZETridentEERY « r] SR TridenttN{a] & £85ECE Volume ©

#FER 2 HEE -
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% pspid] WE Sk
B map|stric]= & S B2EUT TEH) —&
storagePools map[stringList & Bigira B ERE R
FERMABE
HthStoragePools mapl[stringList S BRImLBHEERAE
FERMEE
BEBRStoragePools mapl[stringList S REinaiBREE R
BFHEEHES
BN RESEEN D EAFEFE RNEREB EMKubernetes B4 ©
EFERNEEZEEN
ELE2YRTERERAMLTridentst ERFE R REEEFF EHENMIER o
B4 g et BiE BE A ZiRE
yEEE1A FEB HDD  B& EREAESIE SEAEEEE  ONTAP-NAS
= + SSD BIRVIRES - RS * ONTAP-NAS-
RRTME #£HER « ONTAP-
NAS-flexgroup
~ ONTAP-
SAN - solidfire-
san
BRcERE F& e E8 PoolZiEILER IEENEREE [ 2ZONTAP 2
BRE 7% Pk B
ZONTAP 28 -
BB B
% N ;% N % N
BgBB
BingER FH ontap-nas EEBRILER 5T’ R FrERRETER
* ontap-nas- 1B im
economy * ontap
-nas-flexgroup
~ ontap-san
~ solidfire-san
~ azure-netapp-
files ~ ontap-san-
economy
TRER m I EEXIRARIR CERARE ontap-nas
RRHRE #Volume s ontap-san
~ solidfire-san
B Ein| E 1 BRNZIEEN BRUAELR ontap-nas
IR & #YVolume * ontap-san

~ solidfire-san
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B4 L BfE (- A XEE

mE it E BERMNZENEZ SRANE ONTAP-NAS
HIR&E AVolume « ONTAP-NAS-
RS « ONTAP-
NAS-
FlexGroups * ON
TAP-SAN
IoPS Pa N3 EBAMEEL  Volumeffi®id  solidfire-san

FEERMIOPS  LEIOPS

1. ONTAP Select 7= 18

AAZHERT - MERNETERZEERLE  fifl - EXEBEERCESENE RLERSTE
BIVolume o Rif ~ TTRRBEFE R M B FEREIRMENIOPS TR _LIRREZEQOSE ~ MIEFMERME o FELLIER
T EXRNEERNERF#EFER

ERERT - GAIUERER Bt REBHERENIRE  LURERERRIRERX o Trident& BEIERZRALE
BN EEIEE 1Bt BY_al_#FEE -

MRECHRECEEER B REEESFEEENNERD  GRIER MEFh M TEMREFN
BHERE—THREHERM - EEERNRENEFRNEE -

WRILUER Tt 280 E—DREIFFSEMEE /Bt NEEREEER © E)EHR © Trdent& AR T
BE1 A MHEEFE SEAEINERIRERETERIE - CAIUBERERSE - A IRRERAME

eI LAfERA laddionalStoragePools) 2#RIET TridentlREREBENEFMERERER « A
& lattributes] #1 TscoragePools] ZHFrERMEAE RithZ o

eI LAfER TBEFRStoragePools) 28ZRETETrident AN BEREEEMNE RNERER © FRLLLSBEBRIREFE
FTHEE -

£ M@t M THM@EE N 284 - SEEBEBEMKENIE% I<backender>:<storagePoollist>'] ~ H

mr l<storagePoollist>'] BUEIRDRHEFEAMBE « FARIEEEL o fI%0 - TaddionalStoragePools] HY{E
AIREE R Tontapnas_192.168.1.100:solidgr1 ~ aggr2 ~ aggrfire « 192.168.1.101 : Bronze] o ELE58EIES
BIRENTEEEMregex(d o IEAILUER Ttridentctl Get backend) FKEVS®ikREE R MAHE o

Kubernetes &4

ELENHASEERICENNE - A ETridentEIZEFEFEIRM/EBIR o R - BEEMH R ZRHEKubernetes
FHEMEEFIZIENZE - TENHEAESIEZRFAEL(EE « AJEEEEZAFARIRR  Flixfsprogs °

Bt E=Lid] BE =R EH TERAERENRI = KuberneteshiZs
FSType ¥ extd ~ ext3 + EIRHLEEAIFE  solidfire-san 2R
xfs N i) ~ontap ~ nap »

nap * nas&®
B ~ ontap ~ nas
~ flexgroup ~ ont
ap * san » ONTA
P-san£%;7 Y
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Bt REY BE =REA TERAREE R = Kuberneteshi s

owVolumei&st  #HME i - EFESSRLE  ontap-nas 1.11+
IPVcA/\%  ~ ontap-nas-
% economy ~ ontap
-nas-flexgroup
~ ontap-san
~ ontap-san-

economy ~ solidfi
re-san - azure-

netapp-files
Volume F& kA EEMFRETH 250 1.19-1.26
BindingMode BD ~ WaitForFirst & LR45FNENRE
HEE BRE

* © fsType SEAMNIERISAN LUNFRERRIIEZERWLER o LS « Kubernetesth & fEFARY
fsType TEREFLRRIF « RTIERRMEFE o ERILUERZRIEH Volume BB # £sGroup R

BETHIERT « PodMZERB A ZHIR fsType BRE © :52H "Kubernetes : 5% 7EPod
5{ContainerfIZ 2R A" MNEMEARE VolumelEBHEMAEE fsGroup & ° Kubernetesi

EH fsGroup REEFIBERTAEE

° [FSTypel REfAFLERIFERER o
AN ° PVcEEUET A rwo ©

HINNFSRHFREETR « ERAREFEMANFSELN—E5 - BT M MfsGroups -~ f#

FHERNEISE TFSTypel o ERILGRERESR NFS) SEMIIEnUIME °

* HSH RFVolume" IR BRI HAEER -

* TridentZ2 iR E R AR S EIARFEAES S8 TridentSBAEA - I3 Tsham-
INPUT /(7725 585)-* o yaml) o MIFKubemetestTFAERIth &S S B Tridenti 7748
Bl o

Kubernetes VolumeSnapshotClass {4

Kubernetes#y Volume SnapshotClass) ¥JfHEE M#EFLER - EFIABRERSBHFER - I

FHVolume Snapshot2% ~ LU REREIFTEERYSnapshotfB R LA o =@ Volume Snapshot#BEL B —Volume

Snapshot$8 5! tARFH o

RIEEEETEE Volume SnapshotClass) ~ LUERITIRER - T BB TFIEZERIVolume SnapshotfEj :

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

¥tKubernetesifi= ~ [driver) 235TridentiZ¥E Cig-snapClass) #E3MIVolumelREBEK o THIFRERE]] 35

E
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WEMIBRIRER ZRENENE - B THIFRERRL REA BRI B~ BIERIREE « sLERREFRSE LR Volum
e Snapshot¥J{+ EHESnapshot ° & ~ #HRA RE1 ~ RRRE Volume SnapshotContents FIEASIR
B o

Kubernetes VolumeSnapshot {4

Kubernetes Volume Snapshot] #4 @RI HIREIREBIVER o PG FEREH HMIEEFTIRHAER—% ~ 1
HEREBEFEAERILIRE EREIEREBIER o

SHIRERBERLIRET « Trident® BB R HEIEENIRIREL ~ WEIEFHN NVolume
SnapshotContent] #){4RAFIRER o EAIURIRANIPVCSEIIIRER  MEREILFTAIPVCSE ~ KIRERE
#DataSourcef#if °

VolumeSnapshot B4 dpiERRELZE PVC #RE - BIEIRIR PVC #ikR - REB(MHIATETE - MiFRA
£ BERRIBRY KA EERMAIRET « Trident& i Lk A RN BN I EIRRA  RIBRIARE - B
T ERETEBER o MIPRFTAMERRIREE « BN S BIRZMIREE o

Kubernetes VolumeSnapshotContent #J{4

Kubernetes Volume SnapshotContent] ¥R NE B Ao B BIRERE & FREXAVIRER o ©EEM

? TPersistentVolume] ~ XRFEFZEE LBEEAIIRIE o B2 TPeristentVolume Claimj #1 T
PeristentVolume #4481 « EIIREEEF - Volume SnapshotContent) ¥ E 4T —H—VEFE « LUK
FE TVolume Snapshot] ¥ ~ ZHFEEREILIRER o

M'Volume SnapshotContent) ¥4 &2 AIME—B A REIBAVFEAEE R « AIE0 MRIBERL o Mt MRIEERIE) EPV
£FBE TVolume SnapshotContent) #J{4+£TBRVIEIS4EE ©

ERBERHIRE « TridentZERIFEILIRER o BIIREBZE ~ Trident&5&E Volume SnapshotContent] 47
f ~ WA RIB A4 Kubernetes API ©

st —AEM S  IEAREEETE VolumeSnapshotContent ¥4 o FISMERBEAEE"FE A Volume [RE"
: £ Trident Z4MNEIL ©

Kubernetes VolumeGroupSnapshotClass ¥4

Kubernetes VolumeGroupSnapshotClass ¥MFFELIL VvolumeSnapshotClass ° EMMEMNERZEMF
£85I > WARIEIREARTRIES | A » LURHRIREARR R AVIRER AR R/ RE S o SEREERE AH RIRED EL B —HERR & AB TR AR 4E R
HEIRA G o

—{@& “VolumeGroupSnapshotClass’ EHEIEEFE % » UWEREILIREREHA - EMABRBEIERAUATEREIL !

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:
name: csi-group-snap-class
annotations:
kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
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deletionPolicy: Delete

H Trident BRI o deletionPolicy IEEABMIPREHARIRBRFEFINNEE o E "deletionPolicy RAE
7 Delete > MIFRIRERES > ARG AR REBMH LUK FERE LHNEEIRBHOAAERBER - 3(E - REKES
‘Retain’ & "VolumeGroupSnapshotContent 1R & B2 REE o

Kubernetes VolumeGroupSnapshot #J{4

Kubernetes "VolumeGroupSnapshot ¥4 @2 1L Z R & RERRIEEK © 1IEMN PVC ERERE HEIEEREK
—1% > HIREAARREEAEARIRE PVC ZiLREBHEEK ©

EHRE AR RIBEEREZR > Trident € BENEERIRHAIRERVEHERIRIVEIZ » WEBRIIE—RY

“VolumeGroupSnapshotContent' BHY o &I IAEIRBEHIPVCSEILIRER ~ W ERILFTRIPVCSE ~ i RER(E
#DataSourcefEM ©

VolumeGroupSnapshot FY4E sniBHREZE PVC #RE © BIMERIR PVC #HMIER » REB{HIABRL
EL 2 B B A 1ERAIREB AT K A EEHRRARERF ~ Trident &Gtk A B S A IR AU 10 HEFR @ AT R 2 M BR AR
B~ BERERETEBIE o EFTAEREAYIRBERMPRE > HIEEARBH EHER o

Kubernetes VolumeGroupSnapshotContent ¥4
Kubernetes VolumeGroupSnapshotContent ¥R EECE LI E P EYFAIBFARIRER - ©EELHY
‘PersistentVolume » ®RnfEFEE LHEMEBIRR o BF] PersistentvVolume " #¥IHFELL

‘PersistentVolumeClaim s EEIL|REGEF VolumeSnapshotContent” M SHEER Y —H—HE
‘VolumeSnapshot » MM BEEREIIRE o

J& "VolumeGroupSnapshotContent ¥4 & & # Bl IREREFAHAVEFAB(E 2 > B4 “volumeGroupSnapshotHandle®
LR #1248 EIRBE M EvolumeSnapshotHandles ©

B IREBAREER > Trident BERIFEIHMIEEARER « B ETAHRER » Trident EECE—1E
"VolumeGroupSnapshotContent ¥R > ¢ IRIRAR4S Kubernetes AP ©

Kubernetes CustomResourceDefinition ¥4

Kubernetes B3] & R &Kubernetes APIFHH AR EIES T EIRES « ARBELWIG D4 - KubernetesZ 1R
U BTERREFEYHES o BRILEIT Tkubecl Get crds) KREVSELEERES °

BH:]&EREZ (CRD) KEMMANYGP#EE ZRAKubernetesFHFEHPAEREFED o ME—K - &7t
AEEBIMNEI TridenttIH#FE ©

Trident {8 “CustomResourceDefinition ¥4 3R1RE Trident ¥4I S 2585 ~ FI40 Trident i « Trident 47F
#875#0 Trident Volume ° Z£EY)4HBTridentEIE o LESM ~  Tcsi Volume Snapshoty ZR#&th 512 7 E & VolumelR
HRPTEERYER3CRD ©

CRDEKubernetesiZ#g o it & RAVYIE S HE TridentFr 3L o 80 ~ B Ttridentctly EBIZEBIH
BF ~ Kubernetes& 2  —E¥IFERY Ttridentbackend) CRD#J{F{HEfER

LT ETridentE A EREB%ELER :
Zi#ETridentF « FET—HZTEERA « WolRERERIEMERER —EER o
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* [ERRRZETrident;F tridentctl uninstall 83% ~ Trident PodEfiIkf « BEIIMEELERBAEE
R o 2R "HEPRZL I Trident" BRARUNMAIFUERB PR Trident I (CEEEFERE ©

Trident #){% StorageClass

Trident&KubernetesZ I tHRTEVETFLER StorageClass IEEMMIMH csi.trident.netapp.io fEMFINNE
TEECE TR o #FER afEEKubernetesBf8MERT StorageClass FRIUREVYIM ©

fEAKubernetes » EKubernetes ltorageClass] MUTridentf{AE R EENERE - MEEH

S ez o

#EER B —EHIREEX ° TridentGiFE LR RASEREERMPINEIERTT ; MRTS  IRFEEER
MEERZFHEFEN RECEMRENEMER

SO AEFAREST AP (ETZ4ERIERE « U EBRTEEMELER  RiB ~ f£KubernetesZBEH ~ HMIFEHATES &%
#rBYKubernetes torageClass) ¥JFEF ~ FRISLEYIHF o

TridentZB imi{4
BIHARGBEFMHED - EdPTridentZECEHIERE ; E—Tridentil{T{ERe 0] B IR RIS R ©

5 EelEcBINEENMBEYHER Y — - 3—E~EKubernetesfY TtorageClass) ¥4 o
TS LY REHEERN ~ 5520 "SRERIR"

Trident ¥4 storagePool

RENNRESERFEIAREENTEGE - HIXONTAPTIE » ELHER SVM RS o #HNetApp HCI/
SolidFire > ELEHENEESIEER QoS 8 - BERFNEHE B RHNEERL > BEBIEERT HMME
M BERRERE -

BILEHNEMYGARR « FEERNEERE —REESRRAER

Trident ¥4 volume

Volume 2B RECEREAE(L » B3E5 NFS A » iSCSI #1 FC LUN & 1&iRiEEL o 7T Kubernetes A1 ~ 354 H
JEHER PersistentVolumes o B HIEER  BEE CHE —EFHEFER « REZBIEE I UEENNE K
HK\ o

* fEKubernetesd « ZEHEEIRE LYY - ERIMUIBRELEER - UEEERICE N Tridentd
o

* RMIBREBHERIRBHIPVE « B Trident Volume & 773 *MIBR KRS o EEMIBRTridenthiiiR
& - [CREZBIRZMIRERIIRER o
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