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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {
"name": "secret-backend-creds"
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BEEMICAREMIEONTAP EREHRE FEEHRREFEESRE - MRKERGENCA -« FRBE -

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP X iEH&E F AR Im/&ENEE P81 o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. FESDONTAP X% lcert) Bas873 ARUIRINGE ©

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREAIFERE - LLONTAP Management LIF IPFISVM&TEBE X <SfManagement LIF>F<vserver
name> ° A ERRLIFRARFFIRAIRE S TEREREIE] -

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +
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cat cert-backend-updated.json



{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F
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{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all

-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver

<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod

<password\>
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version: 1
storageDriverName: ontap-nas-—-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

{EALEThRERF ~ A BRERSVMARIIRERZR BB a2 ELRE « WA B A FFERCIDRE
1R (FIENTERELRR]) RIELHFRRY o sEFEETE NetApp BEHIREBHEMUE - & SVM EAR
Trident °

LU R A L FIFRPRILE B S I

* autoExportPolicy REA true ° E&7wn Trident EAFEALLEIRA SVM fiEMSE(E Volume E1E
HRE svml ~ MEAIHEE SRR EIERRBAFTIEFMIPR autoexportCIDRs © fEHARE MM EERRL Z AT
ZREEEALARINZEERRR] » U LEAVENFIZMIEE - EHIREZEMEENE Trident B ~
BEI—EELFRER - HLBEEZ15E CIDR BIRAEIR IP FIERE qtree 1H[E] o SLE IP hEFMIEER
FlexVol volume P& AYEE H /R Al

° g
* &% UUID 403b5326-8482-40der-96d0-d83fb3f4daec

* autoExportPolicy REA true



* #FFHE trident
» PVC UUID a79bcf5f-7b6d-4a40-9876-62551f159c1c

= gtree %4184 Trident _PVC_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c FlexVol ~ EA#r%HY gtree
EITEHER - AHEH qtree #EI7FE trident-403b5326-8482-40db96d0-d83fb3f4daec’
HEA -

‘trident pvc a79bcf5f Tb6d 4a40 9876 e2551f159clc MUKRIE svM LEaEHIZEaE
HEE trident empty © FlexVol EHERIBRANER qtree BEHIREIFRE & BOEIREIA0E
& o RMIMAE AL EE S B EATHELERE -

* "autoExportCIDRs 8 L@ IR/EE o IF(IAZERREAL ~ T85%%4 0.00.0.0/01 ~ T:/01 - WMRKE
F ~ Trident E¥TIGAAA T L(EENEE B 215 56 [E BB BLEHE AL ~ WIRMHEHARY) o

TEUEEEHIR 192.168.0.0/24 ~ FIZAAINEZER] o ERMAUMULAINEEEERBY Kubernetes &k IP 81 H AR
GEIEE Trident FREIZAELRE] o & Trident EFEBITHENEER > ©YHIEEIEEAY IP (it » ¥ FEAIR(M
B ESEITIRE autoExportCIDRs © TEEEMEF » 1EEHE IP 218 » Trident @A HEFAEMEIREMEL IR IP
EIUEHRAFRA] o

ISR UTE R %0518 ~ B # TAutoExpportPolicy ] #1 TAutoExpportCTR) o fERIMA B &R MIERIR
A CIDRBVEIHMINZETAICIDR © MIPRCIDREFBTSLEEIE LXEE@T‘%EPI%HE’E E’Jisiiﬁ%akmjlﬁéﬁ{ﬂﬂﬂéf
89 TautodportPolicy] ~ ZAEEIZIFEFHEIIELRR] - EEEERIRARTRE lexportPolicyl 28 o

Trident B S E#HBIRZE ~ BRI LUEASE RN tridentbackend CRD HKiEERIR tridentctl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

TEPRENELET « Trident EHREFAAELRE « ASIRE RN ERNEFIGRR] - AR EERIFIELRRPE
PRULEARS IP ~ Trident AIBG LIRS EHNE « FROFREFRUMENREEEERLL IP o

B S EM L « EHAEHRBIE tridentctl update backend BIFE{R Trident HEIEIEEH/RE - EEHEE



Ry 217 mfE LA i UUID H qtree 2iBapRAVHTEEHIRE! o #in EAHERE G 7R/ 2 17 AIEE R B EN S0 S 40
ez ® - EREERA -

@ R EA BB ERELRAN R - REMRERELVELRR - MREHFEILRI © BIER
HRAMB R - WERRIIMHELRE

UNSRENEFERELAY IP AIMEEEH ~ A BIEEIEE_ EEFENE) Trident Pod © 2218 Trident 2 EFFEHRE ~ LUk
EHFFEIEA IP B5E o

R ESMBHEIEE
QETHINERS ~ KR rI UEAKECE SMB H4HEE ontap-nas FEEIFET ¢

A JATE SYM _ERIFFEETE NFS #1 SMB/CIFS $BHE > 7 854 ONTAP AEPERB R EEIL
@ ontap-nas-economy SMB Volume ° GRFHRE _LME—TE@ENHE ~ iEH SMB MR &R
KRBy o

@ “autoExportPolicy’ K3z #& SMB Volume °

%G Z Al
ZECE SMB HiFRE 2 AT ~ M BEEHF THIIER -

* Kubernetesz= B HLinuxiZHI2SEIE, « LUIKRE/D—{E#1TWindows Server 202289Windows T{E&f
2E o Trident £X1B#EE Windows EiZ5_FH11THY Pod BY SMB FERERE

* E/DE—A Trident #2282 #EH Active Directory 3858 o A2 smbcreds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* REAWindowsfRFFRISCSI Proxy ° HERE csi-proxy * 52/ "GitHub : csi Proxy" 8 "GitHub : &
A WindowsHISCSI Proxy" R Windows E#11THIKubernetesEfigh o

1. PR ANEPEFE ONTAP ~ RET LU M #3237 SMB = ~ & Trident BB IL SMB HA o

@ Amazon FSX for ONTAP & SMB = o

TRl LEREMES RN —REBIISMBEIEHEARE "Microsoft EIRF 4" HEB KRG A RN SIEE T E
FHONTAP CLI - ZE{FEFRONTAP CLIZEIZSMBitA :

a. MAXE « FEUHARBERRISHER o

o vserver cifs share create SR EEHAREIIMIEE-pathiEIERISERIERE o MNRISED
RIEAEE B8 RK o

b. ##17E$5FESVMIERANSMBHEEE :
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C.

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
BRLRAEERII -

vserver cifs share show -share-name share name

(D) #2m EusVBHEE" LEGREHEEL -

2. R RIRET ~ AR E T5EEB MIEESMB Volume © S1FEONTAP FiBBIFSXfor Sendbackend#H A&
I5 ~

B2 "FSXIBHONTAP B iE/HASEIEMEBI" o

2% s AH &5
smbShare ol IEE Y EF—IF © & Microsoft BIEF#E smb-share
B3¢ ONTAP CLI #1378 SMB HH%E ; 75F
Trident 37 SMB HAMETE ; HAF2HREZTEAL
FrIEH AR E o HHXREPERZE ONTAP ~ L2284
EFIER o Amazon FSX EE LR pES 1B
ONTAP #&if ~ BEARIAZEY ©
nasType *IABERTE A smb. MR Anull ~ BIFERR 2 nfs © smb
CERERRTD) HMEEENZRERT c MWBRTES ntfs i mixed ntfs Bf mixed A
FEANSMBRAIER A SMBHEREE
TunixPermissions.| M ENELS - SMBHEEE W BRBEATEH o+ "
EiFZ%Z SMB

it 25.06 hRZsBHYA > NetApp Trident SZHEFERAUTAVEILR SMB IR ENZ 2 M ECE ontap-nas’# “ontap-
nas-economy i o EYFAZ2E SMB % > & e U fEREEUEFEE (ACL) & Active Directory (AD) fEREHME
FAEBHARIR (MY SMB HAMSEEFE o

(=]

1SeCERYEER,

* A “ontap-nas-economy A% 1EH o

* {EZIEMEE T ontap-nas-economy % ©

* WIREFA T %% SMB » Trident #§ 2B IRIEEIAY SMB A o

* i PVC 5% ~ AR EHEMNBImREM RN E EH SMB HH ACL ©

* 52f PVC sHREHIEER SMB HA ACL KBTI KIR PVC HRJ ACL ©

* %% SMB B > FARERIEHEENN AD FHAE - ERERER A ZWIMAZIACL o

* MRETE RIS ~ FEFLERF PVC RAFE—E AD EAERMURENHER - BIRIRETHES | PVC - 7R

Al

 fhit o

* Z% SMB X #F ‘ontap-nas st EMIREEA » FERRIELEMIREEEA o
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TR

1. £ TridentBackendConfig F$5%E adAdminUser > 1 IR -

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1

storageDriverName: ontap-nas
managementLIF: 10.193.176.x

svm: svmO
useREST: true
defaults:

adAdminUser: tridentADtest

credentials:

name: backend-tbc-ontap-invest-secret

2. FEGHF BRI AR o

AN trident.netapp.io/smbShareAdUser sEfREIRELE > UBAZE svB MAEKRM - A=
EFERAEE trident.netapp.io/smbShareAdUser MEsZEL " smbcreds #ZE o EAJLUEEMT

Hpf 7 — “smbShareAdUserPermission

full control °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-smb-sc

annotations:

full control ’ change ’> & read ° FERERE

trident.netapp.io/smbShareAdUserPermission: change

trident.netapp.io/smbShareAdUser: tridentADuser

parameters:

backendType: ontap-nas

csi.storage.k8s.io/node-stage-secret-name: smbcreds

csi.storage.k8s.io/node-stage-secret-namespace: trident

trident.netapp.io/nasType:

provisioner: csi.trident.netapp.io

reclaimPolicy: Delete

volumeBindingMode: Immediate

1. #IIPVC o
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LUFEEf#z PVC :

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

5IIEZENASAHRGZETRELZEHIONTAP

BEARUNMAITE Trident 4R KA ONTAP NAS EEENFET o AENIREBIR4AREEHI K
BB IREIFEE StorageClasses MIFAAE K o

£ 25.10 KrZsBE4A » NetApp TridentsZ3F"NetApp AFX E7Z R 47" © NetApp AFX BZ R A A EMEFONTAPHY
4t (ASA - AFFFIFAS) EREEEHNEESRN LBFAARRE o

() 2% ‘ontap-nas'NetApp AFX R#ES21E NFS HESERNES ; F34E SMB B «

ETridentBif R E S » EFISTENARFENetApp AFX 1224 o EITIEIE ontap-nas F4

“storageDriverName Trident® HEMEA| AFX FER AR o MNTFRFN » RERIGABS2HRNERR AFX #ER
475 o

n,

2% SR8 R
) KEA1
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2 SllE EB
ltorageDriverN {#7ZERENTEN 78 ontap-nas > ontap-nas-
ame economy B ‘ontap-nas-
@ 23R NetApp AFX &4 ‘ontap-nas’  flexgroup
BxiE e
Mgimsaial HETLBE#ER G RS20 %8 + "_" + dataLIF
CEANMEFTE =58 SVM B LIF B9 IP (st el I iEE e B ML "10.0.01" »
) @ (FQDN) o UISRMEFA IPv6 FEAZZEE Trident ~ Bl  "[2001:1234:abcd::fefe]
BIEREAER IPv6 it o IPv6 A ENU S FEINE S
> BIgn

[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 ° ANEEHE4E MetroCluster ZREIBE &4 MetroCluster
5 ~ sA2RE ©

MDataLIF EERELIFBIIPALL © NetApp B3EBIEE datalIF o IEEMMBRSVMETE (BRIEE
MNERKIRM > Trident B SVM #EEX dataLIFs © 7] ) (FEZHFER)
LUSETRME % (FQDN) » LA NFS 881
¥ BCEIUEIR DNS » LUETEZME datallFs 2R3
EITEEHTE o AlEVRREZRET c 320 - W
R{ERA IPv6 FEIEZREE Trident ~ BIRIREAEH IPv6
{3k o IPv6 (ALAZBEU S IEINE S » HlU0
[28e8:d9fb:a825:b7bf:69a8:d02f:9%9e7b:3555
] © * MetroCluster &g o *352RMetroCluster £ o

CEEEE23) E(FEREFERIS ANRIEESVM "managementLIF"8l)
1%
* MetroCluster s5 & B8 o * 5523 MetroCluster &3/ o
TAutoExpportP  EtF BEIEH/RAIZII KR EH[# MME] - FH 5
olicy “autoExportPolicy’ #1 “autoExportCIDRs #£18

Trident AT BENEIEEH/RA o

{AutoExpportCl # Kubernetes &g IP &£ AR CIDR jBE ['0.0.0/0" ~ ™/O"T
DR) (B#EE  autoExportPolicy ° A "autoExportPolicy

HCTR) “autoExportCIDRs 3818 « Trident AJLABEIEIEEHR
i o
(RED ER DI EMNERISON-BEIZHE "

TAPES) FHPIE&RENBase644RiEE - AR /REEERE "
lclientPrivate  FARIHTAZ £ i8MIBaseb644RiEE o AN /&SRS "
Key |

Me]{=%8 SZEECARERIBase64iRIB(E © A - AIRERERER
BYCACertifcate] 5%

(ERERTE) BAREZIIESE/SVM ERERTE - ANENESER
B17E85% o R Active Directory &% » 52 " 48
Active Directory /Rs&R1&IH SVM E&s& Trident 9515

"o
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3 EZEIEE/SVM NEES - ARERERENSHERE o
AR Active Directory B&:% » 521 "#H Active
Directory &8 A& SVM E&z5 Trident B9 13" o

toragePrefix] TESVMARECE FiAEERFFIERNAIEN c R E®E " Trident "
EEH

B oW
i

2 ONTAP NAS &R 24 B L

@ FITHY storagePrefix B > qgtree A E
NEREFRIBEFIT > TAT SRR
&&%iEH o

(Aggregate) BREREEERNAggregate GER ; INRERE ~ Blws "
BIEIR4ESVM) o HH “ontap-nas-flexgroup BEENTE
I~ IEEEIEE IR o MNRKISK » EATHANES
BEERB] FIA A2 FlexGroup Volume ©

£ SVM B E#f Aggregate B « EEE
iBEmzE SVM B EREE) Trident 1%
%25 - 1 Trident FEEEH - EEE
Trident & E 45 E Y Aggregate LAEC

@ & Volume B ~ UNR# Aggregate Ei#f
mEHBEH SVM ~ RIfESREE SVM
Aggregate B ~ BIRiS G E Trident
FREYRRARES o IRAZEHE Aggregate &
¥4 SVM B Aggregate ~ 2 H
S ERREPR ~ ABEEBRIRERT LAR ©

*SEIMIEERR AFX HFRAE ©
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ateList WIBIEIRES SVM ) © $15IR4S SVM BIFRBE&REE S
i #R3E FlexGroup Volume © X#& * ONTAP NAS
FlexGroup * E7ZEEENTET ©

£ SVM HIEE#f Aggregate SEERF « &
ZEiBEms SVM MEmFEEREE Trident
15128 ~ BENTE Trident PEHIAE o
E1GTE Trident PR ERFEN
Aggregate JFERKACE Volume B ~ 10
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SVM - RII7E#R58 SVM Aggregate FF
BIEEEBE Trident RAIKBRES o

1B WAJEHE Aggregate SEEE T A SVM
FHESEE - AEHHEHEIBIRUS
BIRER 4R o
J((gﬁﬁﬁ'JVolumej( IR ARIIERRE K/NARUEE > BELE R o " (FEsRAgaREIIT)
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MDebugTraceF| SREHPEHRFFEFERIEEEZ o FlE0 ~  { "api" : null
ags. false + "method" . true}

AEMER debugTraceFlags BRIECIETEREREHERE L
B EFAARYECEREED ©

nasType BCE NFS of SMB IR ERIEERIL o #8I88 nfs nfs
‘smb B ZE{E o RES null BIFEREA NFS HEE -
WNRIETE » BIAKREBRTES nfs BRI AFX 1224k ©

FnfsMountOptio LAIESE D FRAINFSHMEIEEEE - Kubernetes-
nsJ Persistent Volume BYHM IR E B EEEFER P
TE ~ BUNREHFER RIS EIEE « A Trident &
ElEAFERAFERIGEBERZPISEIHEEE - 1R
ETFIER S AHREAE P RISE B EIEIE « Trident
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"gtreesPerFlexvo fgFlexVol {EEMEAqtree®l « HBTEEE R[50 "200"
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smbShare AT LIEE FHIEF—IE | £/ Microsoft B2 FEE smb-share

g}, ONTAP CLI Z17f SMB H %% ; AEF Trident
JB3I SMB HEAMATE ; S 28REBEB UM LIEES
HERER o B AEPEFZE ONTAP ~ L2 HAERIE

B o Amazon FSX EE 28 A FEZ1E ONTAP &

im ~ BRAIAZEH ©
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ZREEFBILEEEIE o ANRERIRRUE NAE ~ Bl Trident
EF'EEEE’JEH Volume £R#EERA NAE ° tNEBEELE

%ﬂ ~ 552 B Trident 4{A£2 NVE #1 NAE 1EE2E(E"

DERBILER )

17


../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html

2% =R EH BER
TunixPermissio FTHEIREERIET, "777" R~ NFS HEHEE ; SMB i
nsJ REAZH (RER)
lnapshotDir ZHIEAI7EEY . snapshot B #+%t NFSv3 B9 NFSv4 "false" 2
"true"
MBI SR EFEANEHERL) "FEER"
CERERTD HEREEMNZE2ET c NFSTIE nixed Ml unix €% NFSTE:ES unix © SMBERZ
ZT : SMBXIE mixed Ml ntfs 21K - ntfs°

nameTemplate I BFIHIEERTBRVEEA o !

47 Trident f5F8 QoS [RIBHATRE ONTAP 0 8 LB « (HEREFAIEHAM QoS AR
(D) & reEESRIBEERESERE - £ QoS RUBERHNTHIE LIraHeRE
£ LR -

VolumeE FEC & 2
TR ERTERERVEH

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

%7 ontap-nas ' # ‘ontap-nas-flexgroups TridentIRTEFERINGTESZE » UHRFlexvol IR
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Bl snapshotReserve B pvc IEHEEC - EFEHAEENKX pvc B> TridentBERMNEHERZE
BIIAEESTHNERFlexvol o LFBEABRERET pvec PESHFERNAURSAZTR > MARRE
FARHIZER o £ v21.07 ZAI BFAEER pvc (FlIE0 5 cip) B MRRBEGEEDLES 5020 BIR
AEERS 2.5 ciB MEBAZTM - ERAAFREERNEE(EMFERE o " snapshotReserve @HPNE
DL e ETrident 21.07 H FHEEKRNERI R AZER > MTrident & J &%= ©
‘snapshotReserve FHERTAGERBINEDLL c EFREAR ontap-nas-economy ° A2 R TER
BT BETERIE :

HEART

Total volume size = <PVC requested size> / (1 - (<snapshotReserve

percentage> / 100))

N REETEE = 50% H PVC 55K = 5 GiB WY1 » 48RAEE K/)\A 5.5 =10 GiB » AJAEKA/\A 5 GiB » E1E &
{EFRAETE PVC FERPFERMIA/N o “volume show' #5% FERE R EA L SR FIAEIIAVAS R -

Vserver Volume tat 'pe Size Available Used%

online Rw 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FHéRTridentBF » S REEMIRB BRSBTS R EHIEE o IR AREIERILAE » CEZAREE A/ NUER
FIE5E o N > —{@ 2 GiB BY PVC 15 “snapshotReserve=50" SRS R EHIRMET 1 GiB RIS 2R © 4
o > SRR E K/)VBEES 3 GiB » #57E 6 GiB MHEE EAEATEINIRM 3 GiB YA 8B AZER o

RIEARRESE A
THIHEPIBETERBLE « BABHSRRBIERM - EREHERFRUWENTE o

i

@ AR ITTENetApp ONTAP Z#ETridentfINetAppSz & EFFHAmazon FSX ~ EZHIGIEEIIfsBIDNS
%78 ~ MIEIPMLL o

ONTAP NAS #5530 zx &1 151

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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ONTAP NAS FlexGroup &l

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

MetroCluster i

TR URE R « BRATIMANTIAIEFEEMBIRESR "SYM EREER"

EEEBETIAMYIA « 5AFEBEE SVM managementLIF WA dataLIF #l svm 2 o F)40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB Volume 5

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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BB EREE SR

B/ \WEIRAEREEF] o clientCertificate s clientPrivateKey Hl
‘trustedCACertificate (ER -~ IRFEAEBEACA) BIEA backend. json W FIESEHEBPIR&
8~ B ERIERIEECARSENERCARISE

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEELRAES

R EFIERBAAN{AIIETR Trident EASIRSELRAIR BENZ LR EEELRR] o M ontap-nas-
flexgroup” EEREANEFESMER ontap-nas-economy °

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4



IPv6 i ik&E 15

I EHEER management LIF EAIPVEiIiLE o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipvé6
svm: nas_1ipv6 svm
username: vsadmin

password: password

Amazon FSX for ONTAP £/ SMB Volume i

o smbShare ] SMB &R ONTAP EEE FSX 28 -

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

EREENR IR

ETEHETHNRBIGERERSHGF - FHEMERENRERENTERE » A8 spaceReserve # ~
spaceAllocation {& ~ M encryption & o BB RN EERFTFERLPERD o

Trident 7F TER) BUPREEREICEIZE ° sERZTE FlexVol for 3% FlexGroup for ontap-nas-

flexgroup E&TE ontap-nas ° Trident EEERRER - BREREE LHFAEERENIBEUMIEE - AT

HEER « RFEEEAUHHESEERERNERER  WIKRBRHERESAE -

FELEft « BLEFFNERITRERN spaceReserve » spaceAllocation # “encryption & ~ MHE

EERHhSERTARE -
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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ONTAP NAS FlexGroup &l

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d

26



defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"
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ONTAP NAS #7534 zx &1 451

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

%1% i ¥ FEZE StorageClass

52/ 15! StorageClass E# [t @VEIREf] o A parameters.selector HHIH ~ &E
StorageClass #3210 HILE EHFE G o] i IR E o MR ER EEFMENERERAPEERERR °

* o protection-gold StorageClass ¥ EETRE—EFE _BEERER ontap-nas-flexgroup %
i | SR —IREERFENEIRAM

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* o protection-not-gold StorageClass @ EEHNE=FEMEERER ontap-nas-flexgroup
®in | SR —IREHESRLUIMRERRNE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqldb StorageClass @ EEHNENEERER ontap-nas &in | EM—2 mysqldb $8
AR REMENEENER -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* tprotection-silver-creditpoints-20k StorageClass E¥iFEEFRYE = (EEHERE ontap-nas-
flexgroup R&if . EEM—IRHIRARREN 20000 &5 AREVE R ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClass BHEEFHFE =EEREE ontap-nas BIRHNPHE ZEERSE
& ontap-nas-economy &l : EEM—H¥HE 5000 BEEHEHBNEESE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

Trident ' REZENMEEREER « WRFRTSHEFEFEK -

Ei# datalIF #I4R4ERE 2 18

EOIUTEVIAREREE datallF » AT MRS » LUEHHY datalIF IRE#RYE LR JSON 122 ©

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ MR PVCS &I —EsZ1E Pod > E4/ERIBARTE HIFER Pod

AEER -

%% SMB £/

£/ ontap-nas SEENTEXHI R IRECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy EEENTER IR IRECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

BA#EFNNRIRRE
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

% ontap-nas SEENTEXHVETFLEREEH)
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

(D FE(RANN “annotations’ BXAAE E SMB ° YIRR A » €& SMB MELEF » ERRingl PVC
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% ontap-nas-economy EEENTE T AU ETF BRI EE )

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-smb-sc

annotations:

trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3

parameters:

backendType: ontap-nas—-economy

csi.storage.k8s.io/node-stage-secret-name: smbcreds

csi.storage.k8s.io/node-stage-secret-namespace:
trident.netapp.io/nasType: smb

provisioner: csi.trident.netapp.io

reclaimPolicy: Delete

volumeBindingMode: Immediate

BEEE— AD FHEMN PVC &)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BE%1{E AD fEFRER PVC I

trident
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl:
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
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