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Trident Protect Kubernetes 5 HA S

Trident Protect 1@ 2L EMBZRHY Kubernetes EmMER » B1F :

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfR¥% (EXX)
* Red Hat OpenShift
 SUSE Rancher

* VMware TanzuEsa4AE
* _E¥Kubernetes

* Trident Protectf& D EZELinuEREIRL ¢ Windows ER IR ZIREN1ESE

@ * FERZE Trident Protect FIREBE R B EEHITHRVIRIRIZRISSFMAERIRY CRD - 2L KR
FRIZHIZS - 2R EkiEm

* B{RZE/V1EE—(E VolumeSnapshotClass - EZ{5 8 » 552/"Volume SnapshotClass" ©
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Trident Protect 2 & A TM#F &R :
* Amazon FSX for NetApp ONTAP ZE

e Cloud Volumes ONTAP

* ONTAP #1775
» Google Cloud NetApp Volumes
» Azure NetApp Files

BRENEEBIREFS TYIEK !
* FRIREIEREEM NetApp FFEB R Trident 24.02 S{EFRRAS (B:%EA Trident 24.10) ©
* B{RICHEAR NetApp ONTAP f1718iR o
* ERE L EREYHAEITRURESD °

* BuEE AR EAERHEARNEN SR FENERRARENHRZERM o Trident Protect R E ARG IL
B ZzER ; MREEBNERTIEE T A FERNSRER > AIRERERAK -

NAS KES=FK

Trident Protect 323& ¥} nas-economy HIREEITHENTEIRIEE o BRIAZIERIRR « fEFSnapMirrorfg &Y
% nas-economy HIE& o EEEA TR ETrident Protect —fEEARISE nas-economy MR EEXFHIRIBREE o

HLEEATZIVEER Snapshot BERVHIRERER - HNEBELRAER » GFEETE ONTAP f#
FRELHIT TGS - MIRREIRRE &

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR AT E(E NAS EBERMERERNIT FHaG< » UISEEBRYHERE UUID BN > 2REXA Snapshot B &k

<volume-UUID> :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ TERI LA Trident BIRABRSEIER E A ° 4 true WIS ETER BB IRB B &%
‘snapshotDir o IRENHIEERZFEE o

£/ KubeVirt VM {REZR

Trident Protect TEERHRE(EEHAM A KubeVirt EEHHEBRHIERRFRENBRINGE » URFRER—HE -

R AR R A IR EMEC B /5 /AR TEER 1T A E Trident Protect I ARRIRAFBFIARRE > BEHTAYRRZSERE Helm chart
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Trident Protect 25.10 & E#THRZx

Trident Protect TEEFHRE(FEHAR BENREN AR KubeVirt IEZRARL » LUIER—1E o ¢ Trident Protect
25.10 fAtE > eI LUERU T AEERLLITA | vin. freeze Helm Chart Z&BEFHRE - L2 BFER
BRA -

helm install ... —--set vm.freeze=false

Trident Protect 24.10.1 = 25.06

¢ Trident Protect 24.10.1 B84 > Trident Protect Z1E BE*HMREEXEAR BB R AR KubeVirt 1EE A
o UAIUMERU Ta<SERLLEETA !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 TEERMRE(EXE IR A& BEHER KubeVirt VM 1ERZRFAI—EEAREE o IR TAE(E
F3Trident Protect 24.10 {RsEGHY KubeVirt VM #1315 » Bl EERITEFHMREEEZRIFHRAERZFN
REEIFRRINGE o BRI URBRIERRAREI —EREE o

fEBI LR E Trident Protect 24.10 REEE FHREFERIRE VM 1EXRARBVREEEER o "STEERC"RE
FRUTHS .

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirror 5 E>
NetApp SnapMirrortEBIHAE AT Ed Trident Protect 3ECER » EAMN TFIONTAPRRSGZE :

* IEPEBE NetApp FAS > AFF F1 ASA #&E
* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE &
SnapMirror {85 1) ONTAP HEFZK
WNREFTEREA SnapMirror 185 » 5E{R ONTAP R&ERTS FAIFEK :

* * NetApp Trident * : EFHONTAP{EA R IRARTSHIZRIR Kubernetes 25 M B 1E Kubernetes 525 F & W ETE
7ENetApp Trident ° Trident Protect SZ#&FFINetApp SnapMirrorfifliiEITER » sz iTE AU TEEENE N
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* CRE L ERABERMREEMRY ONTAP SnapMirror FEED RV AR RFE R BRI ONTAP 25 LRI
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£ ONTAP 9.10.1 B4 ~ FRETSREER & L NetApp 1ISHEREZE (NLF ) MR ~ EE2— AR BAZEAE
AYEE —1E3E o MERSFAREEN ~ 55260 "ONTAP One FEMI#EAE" o

() fE328 SnapMirror ERHR3E o

SnapMirror EBWHEES
MRICHAESFEARFRIEHE  FRETHIRIEFSTIEX !

+ M SV A ONTAP M REIERIETHERIZ o MMM - HSH " EESVMES
R o
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%tNetAppZZTrident Protect
1. #8Trident Helm {12 -

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {8 Helm L% Trident Protect © X% “<name-of-cluster>" S B¥ 2 TBAG D ECLAERY > W FAMEHERN
HHRFIREE -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect

3. (ER) AERMEEHNRE (ZEANSENR) - FEM

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect

a$E BSsCEr A B NetApps2 R A B HFFIRE » MEFEE B SRAERAE -

WFAN MR ZEE Trident Protect

QD%,‘SE’J Kubernetes s BATZENE BfAE » (SR AREFAANIRIG B EEZ &£ Trident Protect o 7255 LE&E 6 »
AR PN AR RATIRIEDAVEN

TR
1. BTFIRARREHN AR ER - BT > ARREFHEERICHNFAAESR -

docker.io/netapp/controller:25.10.0
docker.io/netapp/restic:25.10.0
docker.io/netapp/kopia:25.10.0
docker.io/netapp/kopiablockrestore:25.10.0
docker.io/netapp/trident-autosupport:25.10.0
docker.io/netapp/exechook:25.10.0
docker.io/netapp/resourcebackup:25.10.0
docker.io/netapp/resourcerestore:25.10.0
docker.io/netapp/resourcedelete:25.10.0
docker.io/netapp/trident-protect-utils:v1.0.0

fgn -



docker pull docker.io/netapp/controller:25.10.0

docker tag docker.io/netapp/controller:25.10.0 <private-registry-
url>/controller:25.10.0

docker push <private-registry-url>/controller:25.10.0

EH{F Helm Chart » B REEE A AFEAERRAVER £ T & Helm Chart © helm pull
trident-protect --version 100.2510.0 --repo

(:) https://netapp.github.io/trident-protect-helm-chart " ABIERLE
‘trident-protect-100.2510.0.tgz iHERERIEHBARIRIZEIEITEE heln
install trident-protect ./trident-protect-100.2510.0.tgz MAEE
EE—PERFRHESIA -

2. 37 Trident Protect 4t sn 5420 -
kubectl create ns trident-protect
3. BATER

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. BIARMABREERAIN S

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. i Trident Helm 7 :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B —ERAMNXH protectValues. yaml ° ;AR EFE L FTrident Protect 527E :
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imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

& imageRegistry M “imagePullSecrets EEBEBANRFIBAEGR G » €15
‘resourcebackup Ml ‘resourcerestore o MREHF IR G XD FFMERPIFTE

@ FHEERE (FIU0 > example.com:443/my-repo) * AL SRENPE S TCER
1% o I RFFTEESEEILEIRN © <private-registry-url>/<image-

name>:<tag> °

7. {8 Helm Z#ETrident Protect ¢ X% “<name_of cluster>"SE B 2 TBIG D ACLAERE » W AMERERN
HHFIREE

helm install trident-protect netapp-trident-protect/trident-protect
-—set clusterName=<name of cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (ER) HERMEIEARE: (BEANKEHR) - FER !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

R85 HE5EC BB BT NetApp2 iR A EHFIFHIE - MEREEASSFRNERREE °

@ ARAE M Helm Chart s2 €18 > B35 AutoSupportza EFap2 =B » 5528 "H: ] Trident
Protect 224" o

Z%ETrident Protect CLI (&

Bl LU(E A Trident Protect e S5l » ©E2Tridentl—{A¥ET o “tridentct! B EILF]
BiTrident Protect H5J &R (CR) E@JE’JﬁﬁH&T o
Z4ETrident Protect CLI #ff4

EERSSHABRENZA » MRS EZRTAREFNEENESE L - RIBLIKSRERRNZE x64 5 ARM
CPU > FEETIITER -



TEERAR Linux AMD64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-armé64

TEZEAR Mac AMD64 CPU HISMIFE(
SER
1. & Trident Protect CLI §hi :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-amdé64

T# Mac ARM64 CPU y9MEFZT
B ER
1. F#Trident Protect CLI 4Mit :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-armé64
1. BURSMIMER T E BRI THERR -

chmod +x tridentctl-protect

2. BIMIEX TEAERNERCEHPERNAE o fIf1 > /usr/bin H® /usr/local/bin (FAIFEER
EIEFE Privileges )

cp ./tridentctl-protect /usr/local/bin/



3. fTth A LUSZRS MR MR N T BHRPNEEMNE - TEERRT - BRCHERFAMUER PATH &
I —at 7D

cp ./tridentctl-protect ~/bin/

@ RFIMIERE R E] PATH BEPHEREGE > FI:BE8MAR tridentctl protect  {EEfIL
BEFEAMMER tridentctl-protect e

147 Trident CLI SMiMETEREA
AT LAE A R SMEMETURRBATOAE - BT IMAME TN AERYSHARERER -

iu E]%
1. (EFREAThAEIG AR fEFRYER

tridentctl-protect help

B2 BETR
L% Trident Protect CLI JMIMETNE » ERIUBF LSS RA BEMERINEE

10



EF Bash Shell B9 BEh5ERINAE
B ER
1. BT ST
tridentctl-protect completion bash > tridentctl-completion.bash

2. ZFXEEHPRIMBHRUESIESN

mkdir -p ~/.bash/completions

3. B TEHMIESHELE ~/.bash/completions' B ## :

mv tridentctl-completion.bash ~/.bash/completions/

4. BTHITHIEZE "~/ bashrc EB#EHAIFEZEE :

source ~/.bash/completions/tridentctl-completion.bash

ESF3 Z Shell BYEEH5TAIINAE
HER
1. BT ST
tridentctl-protect completion zsh > tridentctl-completion.zsh

2. EEEBPRIUMBHRUESIESHE

mkdir -p ~/.zsh/completions

3. BT HMIESHEEE "~/.zsh/completions’ B ## :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. FTFITHIGE "~/.zprofile' E BERPHIIEEE -

source ~/.zsh/completions/tridentctl-completion.zsh

11



3
TREA Shell B » AL a2 BESTRINAEE tridentctl-Protect SMEMETLIBECFER ©

B3] Trident Protect %24t
& eI LB 5] Trident Protect VTERRECE » URT S EIRIEHSFEEK

}5E Trident Protect B 23& R IE4

#£Trident Protect & > SR LAE R EHEHIEE Trident Protect A23HERRS o 22 E &R HIAT LT
#lTrident Protect {EZ Bt EERIIEE

B ER
1. B BHIER resourcelimits. yaml ©

2. IRBREHIIRIRER » TEHEZEFRIE A Trident Protect & 283 A& RPRHEEIR o
W SEHERERRIANRE » T8 SSEERRHINTERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""

nmn

memory:

nmn

ephemeralStorage:

requests:

mn

cpu:

nmn

memory:
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""

nmn

memory:

mwn

ephemeralStorage:

requests:
mn

cpu:

mwn

memory:

12



ephemeralStorage: ""

kopiaVolumeBackup:

limits:
cpu: ""
memory: ""

ephemeralStorage: ""
requests:

cpu: ""

memory: ""

ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

nmn

memory:

mn

ephemeralStorage:

3. EAEZEPHE resourceLimits. yaml :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

Bl X2 MERERE

Z4ETrident Protect # > &R MAEAR EHERIEH Trident Protect 22389 OpenShift 2 T4 (SCC) ° &
495 EE T Red Hat OpenShift #£ 5 pod L2 4IRS o

1. B ARESR sccconfig.yaml °

2. 1% SCC EIEMEEEE » WIRBIRIRBRENSH -

M E5IRET SCC EEBHMITHRE !

scc:
create: true
name: trident-protect-job
priority: 1

TEREREA SCC EIHBH !

13



W
st

i
Sy

2y
BEIER

=R EH
RERE AU SCCER - B

BESRTES true” H Helm 2

2R openshift IRIERF >
FAEEIT scc BR
‘scc.create o MNRKE
OpenShift £#21E » SHUNRER2
false » Bl “scc.create’ ANEEEIL

Efa] SCC B °
FEESCCHIATE ©

7% SCC WIBSIBF o BSIEF
fEESHY SCC BTEERIE Al
TaTe o

3. EFEEDHE scceconfig.yaml -

=
HoxX

[

Trident {RsET{E
1

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

EYRTERENAERPIEENE scceconfig. yaml ©

FHEH M Trident Protect fit[Ez%

EiELGmE R EENR - TR T AIANEESH

& B L B 5T AutoSupports& E M en & 2= B
2 Pl
BEENE FER
BEXEALE k(e
BEIXEERA mik(E
T e R o FER
restoreSkipNamespacelLabels FE

14

55

#NetApp AutoSupportE4FEC & 1
12 URL ° fRILEIHAESE B IEMRAR
ARG LE - fIF -

http://my.proxy.url ©°

3B E A BkiBAutoSupport L IBE AR
By TLS B8 true ° o ERANRALZE
BICIRELR o (FAER: false)

EXFA s {Z A% HTrident Protect
AutoSupport’BE B E1F o BRES
false BHER LB E',T?ﬁ )
BEMAUFHEESES -

ﬁ: true)

AERHRHDMEREEDHIRIS
LERBRAVESR D IRAE o AFF
TIREEE R R R R o

AEHRDMEREEDHIREIS

HEMRBOERDIRSE o nAFF
CRBRERERENRZER o


http://my.proxy.url

g
Vel
g
s
(Bif
|I
4
i

Rl LUER YAML SR ERESHAS

£ YAML 14

TR

1. B ERETd % values. yaml ©°
2. (ISR 0 SIS E B STV EBETE o

autoSupport:

re

re

enabled: false
proxy: http://my.proxy.url

insecure: true

storeSkipNamespaceAnnotations: "annotationl,annotation2"
storeSkipNamespacelabels: "labell, label2"

3. IE7E% ‘values.yaml BB IEREERIN M > FERRERE :

he

Im upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

{EF CLI 83k

1. FRAUTHS --set IRFERIEEE—2H .

he

Im upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect \

re

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set-string
storeSkipNamespaceAnnotations="{annotationl, annotation2}" \
--set-string restoreSkipNamespacelLabels="{labell, label2}" \

—-—-reuse-values

#Trident Protect Pod PR&ITE4S EEIEL -

1B LAEF
Protect pod °
o

TR

Kubernetes nodeSelector BiFHIREIZZIR > IRIFEIRAIE E SIS B RE A B E T Trident
o FERRIEM T » Trident Protect {ZFRAFYEIT Linux FYEARL o R LURIRREE—F B TiE LRHIE

1. BiARER nodeSelectorConfig.yaml °

15



2. #& nodeSelector FEIRFTIE EMESE > MAEKERLUNIE NE BEIRGIRE - LURBIRIE R RANLARS] o FI40 >
TIIERESTERNEERRRG - BB EREMERARENATE

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. EFEZETHE nodeSelectorConfig. yaml :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

EGRTERRHIIRRAEEERZPIEE RS nodeSelectorConfig.yaml °

=12 Trident Protect

E1%ETrident Protect Z#EF1ZENIZE4]

Trident Protect £ Kubernetes B8 & AR RAIFEUES] (RBAC) 128! o TERIBER T »
Trident Protect {eft—{E R AR in % T B R EBEBTERARFEIRE - NREVBBEERZ
FERERRFTENEZEEX > AIrfLUEATrident Protect B RBAC THAE2R B4Rtz & ¥ E
TR R4 = RIBVTEEY ©

EEEIEE O UFEER A TERPMNER trident-protect » HAIUFEFIA Efthia ETRFME

/FE o EEPHIHERMNERERNNEFE  KEBRIEEIIGRER » WiFERMERAREEEELEmAET
AR REFERAETUEERSHAERTETEAENENEIE CRS trident-protect ° KEEEEHRRE

AN B TP EIEREXENEE CRS (BREMZEEEEAREAEN RN GRERPELERERE
KIZIE CRS) o

QB EEETEFNABIENTrident Protect BE]BFRHR » HAREE !

* * AppVault* : BEEEFEREER
©) * AutoSupportBundle : UXEEFSAE « BEEAEthERRAT Trident ProtectBis
* * AutoSupportBundleSchedule* : BEIZ:EERUNERHR

RIEMUERER RBAC RIRFI ARG EESFEVERYIMG -

1%E RBAC WA RE &R R EEEAEEAET - 552/ "Kubernetes RBAC 314" o
WEEARFEIR A BIMERAEE SN » 2R "Kubernetes ARFSIRFE ST o

16
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

EBh - EEmAERENFIE

oI - AEBAREEES 0 —MEIRERFERE » UWh—EITHERE - EEEESR TN T7IITE » M&BiL—
BIRIR - Hep T2aHEMTHEES B REFRUE A S B EMNER

TR BusatEZEUESSEHENER
BisaZ=RErRELRES NN RER » LEAYMIEHHAREFIEEER

1. BIERERTmRZER !

kubectl create ns engineering-ns

2. B THHBHER IR ¢

kubectl create ns marketing-ns

DB 2  BIUMBIRBIRE - AEERRERHPNERES)

R RV EEMa R EME A TERRBIRF - BERZABEERERFERIRBIRE - MEBRESERT
BHHZ EE—F 78| Privileges °

1. B IEBERIRBERS

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. BITIHEHERIIARFSIRG :

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

TR 3 | AEENNRGIRA RIS
ARF5 MR A IS 2 A REEEE AR IR A » MMRZEIAR » AT A RAMIPRA EREIL -
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TR
1. B TRERRBIRE BRI

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHRFBIRAZIIME

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

EF 4 : 137 RoleBinding #1f > #§ ClusterRole ¥+ 845 = SEIMIRFSIES

Z#ETrident Protect B & #2317 —{ETE:%AY ClusterRole ¥4 o {ERILUBEBEIIFEA RoleBinding #1141t
ClusterRole #B7E ZIARFEIRA ©

TER
1. ¥ ClusterRole B4£E TIZARFEIRE -

18



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. # ClusterRole E4E E1THHARFSIRS -

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

TERS5 1 REER
A ERESIER -

TR
1. BRI RERAEITUFRIREER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2 BB TREREMATERITHAR

19



kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

HER 6 T H AppVault ¥H4HIFEHE
EEHTERNEETE  AINEOIIRE > £EEIESXER AppVault ERNFERER FERIFERE -

1. BT WER AppVault MIMNZEAEE YAML #8232 » LUSFERE7ZEY AppVault BIHERR o #ig0 » 75 CR #&
AppVault NZEVER FEHAE eng-user !

20



apiVersion: vl

data:

accessKeyID: <ID value>

secretAccessKey: <key value>

kind: Secret

metadata:

name: appvault-for-eng-user-only-secret

namespace:

type: Opaque

trident-protect

apiVersion: protect.trident.netapp.io/vl
kind: AppVault

metadata:

name: appvault-for-eng-user-only

namespace:

spec:

trident-protect # Trident Protect system namespace

providerConfig:

azure:

accountName: ""
bucketName: ""

endpoint: ""

gcp:

bucketName: ""

projectID: ""

s3:

bucketName: testbucket
endpoint: 192.168.0.1:30000

secure:

"false"

skipCertValidation: "true"

providerCredentials:

accessKeyID:

valueFromSecret:

key:

name:

accessKeyID
appvault-for-eng-user-only-secret

secretAccessKey:

valueFromSecret:

key:

name:

secretAccessKey

appvault-for-eng-user-only-secret

providerType: GenericS3

2. BUNWERAECR

) RS EEESAMRARGAERPREERNEFEE - flg
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B EHM RoleBinding CR > ##ERB4EEFEAZE eng-user © HI40 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. FESDHEPRIERE o

22

a.

E SRR apa 2= AppVault &

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEEZHLUTIIMEREL



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. AHUBEEAERTREUSMIERER EEFE AppVault B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREZEEERLUTIIMEREL

yes

Ilju:%

TEARF AppVault #EIRAIEFE FEZAESEIRIERY AppVault ¥ RNITRRAENER SIEEE - MBS
FEGERan R EFLSMNVEREIR - HRILMMPIEEZFIHEIR

B ETrident(REE R

&R LUfER kube-state-metrics  Prometheus # Alertmanager BJR T B &K E 1 Trident
Protect {REERE IRV

kube-state-metrics fRFSIE Kubernetes API BElIEAISIZ o iEH B Trident Protect &5 & 1FH » AJUBEERARIRIE
FERRENB RSN -

Prometheus E—ETEE » ©LUIZUL kube-state-metrics EARENE » WIEHEIRANR BN SRR
FBRYE SN © kube-state-metrics #1 Prometheus HERMH T —FE757% » B G LA EZIZE(FE A Trident Protect EIEHY
BEIRAVEBEAR T FIARES o

AlertManager Z—IEARF5 > PIHEEX Prometheus ¥ T HAFMEXNET » WA HRHAEERER BRI o

B AR O S MRS A A LREETUF S TR B TIERIH U
S EERBE ¢

@ * "Kube-state}§IEZ 4"
* "Prometheus 34"
* "AlertManager 14"

TR REEETH

FE £ Trident Protect PREUAAEIREE » MBELEMERTE kube-state-metrics ~ Promethus 1 Alertmanager ©
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https://github.com/prometheus/alertmanager
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28 kube SREEES
Ee] LAERS Helm ZRZEE kube ARREEE o

TER
1. #riE kube AREEFSIZ Helm B o 90 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. ¥ Prometheus ServiceMonitor CRD FEFRZIZE4E -

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. & Helm BIREIAERE (FIU metrics-config.yaml) o EEJUEEFT NFEHGIAERE > UFEEHNIRE

24



=3

BIE 845 -config.yaml : Kube-state E& Helm [BEZRARAS

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:

appVaultReference: ["spec", "appVaultRef"]

appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. Z8ZE Helm BIRIUZE kube HREEEE - fIHN :

25



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. FHIKEBTHREAECE kube-state-metrics » L ES Trident Protect R EFTERMIISIE | "Kube-state E&

[=}
nn

BEIEIRXM" °

Z#Prometheus

el LUK BB SRR Z4E Prometheus "Prometheus 24" o

%4 AlertManager

SR LUK ER R AYIS R EE AlertManager "AlertManager X" o

o0

T2  RESEETAUHRIEE

REEETAZE  CEEREMARES—EEE -

TR
1. # kube ARBEIEIZEL Prometheus B4 ° 45%8 Prometheus BCE X (prometheus. yaml) M0 kube AX

REEIRARTSIER - fAIiD -

prometheus.yaml : kube-state-metrics fRF5E£2 Prometheus FI&ERL

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'

static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. | Prometheus FFEREEHE AlertManager © #&#5 Prometheus BCE X (prometheus.yaml) MMM
MFES -
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prometheus.yaml : [7] Alertmanager E$iX%%R

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

nlj:l:%

IRTE » Prometheus AJLATE kube-state E2WEE £ » T o] {EEE R4S Alertmanager © RIRTE B & BT TR
BETRNGRYE » UWREBEXERNNUE -

PR3 I REETRMERBRM

RETAUHBIFEZ % > CRERERBETHNENRE » UREEXETRHWIE -

ZIREA) - EIRR

UTEHAERERD BIERNRERES 5 WHERFEREZNEARET Exror o A BETHEE IR
BIEMIRIR > WAL YAML R ER B R TEARRSHEZR A prometheus. yaml :

rules.yaml : E&RXKEDRY Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: b5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

87 AlertManager MUEXEREHMEEE

GBI LU AlertManager %€ A BX B4 EMEE » FIMNEFEMSF > PagerDuty > Microsoft BB e E hi@EA]
ARTS > FIARTEERPISEERIAVAERE alertmanager. yaml ©

MUTEHAFERERESRTEAETEBIE Slack 188 - GERBENIRIZEEETILEHG > FFSBAERNRS
“api_url IRIRIZEHRE Y Slack Webhook URL

27
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alertmanager.yaml : [A] Slack 838 353X €
data:

alertmanager.yaml: |
global:

resolve timeout: 5m
route:

receiver:
receivers:

'slack-notifications'
- name:

'slack-notifications'
slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

E4 Trident Protect 18

Trident Protect (F & IE S5t
IBEEMERARERXNEE

MEL BT EHNetAppZIEERANEENIRME » 8FF/%
1BIEMREEN - MREEEZI B > AR UERE
78 (CR) 12EREZIEE L EENetAppZiEALL (NSS) ©

kY

ax

vy
=)

H=



fEM CR BRI ERFBES

HER
1. B B5]ER (CR) #ZEIdH% (HU trident-protect-support-bundle.yaml) ©
2. RETIIBM :

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEER —B SIEALTE

° spec.triggerType : (_required ) RERINELZIREMN  ERHIEEL - IENEHESE
BFfA EF 12 B8 > UTC o TIRE(E -

- BHE
* F

° SPEC.uploadEnabled : ( Optional) ¥ZHIRERESEIRIGESELER & i$H EEZE NetApp
TEAIL o ANRKISTE > BIFEDE false © AJREME !

=1
5 (FER
° spec.daWindowStart : ( Optional) RFC 3339 S8BT F » IeEZBEHTFRESER

BYIRE FERAIER B RASRSR o MRAKISTE > AIFERR 24 /KAl o WRILUEENRFHRER 7 X
Al ©

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. 1#%5 1 “trident-protect-support-bundle.yaml' BB IEFEERX 4 > FEF CR :

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fEF CLI B HIBRFEE

1. B RIRBAES - UIRIREFAIRIERFNE © trigger-type REEHEIANEIL - BREUR

RIEBCRIRHERZ » ATLLE "Manual '8 ‘Scheduled ° THEZERXE 4 Manual ©

fgn -
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tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

ERMERERE
FRE—FERIZREE  COUEREELEETREGRIISERALR o
1. %4F “status.generationState E|3Z “Completed KBS o I UAFERU T SEEEEEE ©

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BREABRIECHEE RS - HESTHBIAUutoSupport EHFHEVSERIES

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

2| "kubectl cp RREHAITA L WEITE » AESERNSEBEIRABRSH -

H 4k Trident{RE
A LA Trident Protect AR ZIRFTARZA » UZEZHINAET(E1ETEER o

* TEhRZS 24.10 FHARES > FHRERFIAITRVIRIRPIAE G R o IERBMASIHIERRBIIRIE (5
==l Hlﬁgia?il IERER) o UNRFAMREARIIRIRKRY > (AT AFENR L HTIRIR AR (RIE D
BHZERE

@ B RBERKIE » SR UEARAEREAARIRETE » AREARBRENRAB B2 &
GEFHRAARIERFAA s EIRVIRIR -

* HMAMABRGBEERE > :ARREZIRAFIER Helm Chart FIIFGIELZHNARGEESR
B MRS aET Helm BT Chart lRASHER - EZERE » BRI AGEMERZ
4ETrident Protect" ©

EEF 4k Trident Protect » BT FFILER o

TR
1. S Trident Helm {37ZE -

helm repo update

30
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trident-protect-installation.html

2. ##RTrident Protect CRD :

@ WMRIEEN 25.06 ZFIHIRRAF 4R » AIFEERITIUEFER » H%A CRD IREEE S E Trident
Protect Helm E&R &

EITIE A< CRD BRI trident-protect-crds & “trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":

{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. 3E1TUILE S MBS “trident-protect-crds' Bl :

@ REHH trident-protect-crds’ BIZREH Helm > FA&ERIAEE IR CRD F{E{AI+ERE
B o

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. H#KkTrident{r:E .

helm upgrade trident-protect netapp-trident-protect/trident-protect

--version 100.2510.0 --namespace trident-protect

,L,\E_UXLL%iiLX—FWﬁkﬁﬂﬁﬂfﬁﬁﬂﬁﬂE’JE|§ 4k o —-set logLevel=debug F&Ken
(D) 2 -EREBEHS warn o RBRAEEDHTRETRIEHR - HATALE
BiNetAppIE A S EIPEE » TR B H 5 S Ry BRI o

BIERFEEARER
fEFTrident Protect AppVault )14 K EIRFHTFR ©

Trident Protect YR BT E R (CR) #84 AppVault ° AppVault ¥4 S EETFRAVEER 4
Kubernetes T{E/RIEZR/T © AppVault CR B S EFEEREIEZXE (flUNEHD ~ RER -~ EBR
EZFISnapMirrorE2Y) HFAERAMNNERE - REEIEE 1 EE I ERRIEE o

EREARN EHITERHRER(ER - SREFEFWNH<SFIEIL AppVault CR ° AppVaultCR FFERIEHVIRIR -
AU ERAE LSRR IL AppVault CR RY$5H °

@ HE{R AppVault CR i i3 Z8E T Trident Protect B9g2 5 _E © U1 AppVault CR ATEIESEHAFAM
» IR BETRERER ©

31



R 7E AppVault E&ZEFZRHE

TE#21Z AppVault CR Z Al » sEFEMRTEEER AppVault 1B K2 B2 7] U MR HEFEAIEREIREITERE -

BRSESRETETE

S ITMEA CR H Trident Protect CLI JMHF2TEIL AppVault #1585 » BRI LA Restic A Kopia IS ESE R H
512509 Kubernetes £ o IR EARISEEIE » Trident Protect AF{FETERES ©

* FE7E 7 AppVault CR B » £ spec.dataMoverPasswordSecretRef fH{iiEE £5& o

* fEA Trident Protect CLI 3237 AppVault #)48&s » :5fF 8 --data-mover-password-secret-ref FIi15E &G0
B o

BUBNBESERFFERBEE

B2 EL T HHRIIZIEER o I AppVault ¥14E » {ERILUER Trident Protect £ It iR ME KIS B 23
FEETERE

* REERANENZERME » ERTFEMAZERZER0HEEN - fIg0 > MREER

@ Restic » MBEARFTEERKFEH Kopia » BITERIIEER > JEEE S Restic 5 o
* BAREBREETZENMS c GEEECKRERFA—SENEMBE FHERN o NRERR

“trident-protect’ a5 ZE R MIFRE - R AR ERFEEERBHIRE -

f£MA CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEFACLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
-—from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect
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S3 HARIETE IAM HER

SI0FECA S3 HANEFZER (BI%0 Amazon S3 ~ 38F3 S3) K » "StorageGRID S3" » & "ONTAP S3"f&
FHTndent Protectﬁ ) MEERFRUENEREREAGFEINRERNLEER o U T B FEATrident
Protect 1T FI RN RITEIRAVBEREDI o oI L LLRIRERZEIE S3 HAREMRIBNERE -

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeletelObject”
I

"Resource": "x"

A Amazon S3 FRIEMEZE R » sA2 [ "Amazon S3 XIE" o

FA5t Amazon S3 (AWS) B:&H) EKS Pod Identity

Trident Protect X1& Kopia B8 812512 ERY EKS Pod Identity o tETHAERI BIR% S3 HIF@MNZ A » ME
R AWS /BB FTETE Kubernetes H&rh o

EKS Pod Identity £2Trident Protect AJ%5>
£ EKS Pod Identity EiTrident Protect & & A 2 Al » sAMEMRIUTEHIA -

* %89 EKS EREERIA Pod Identity ©
* KERILAAKER S3 HFRIERR IAM At - BTRESER > s552/"S3 HATFHTF IAM FR" o
* 1AM AT Trident Protect ARFSIRSERARH -

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

ERARRA Pod Identity MUK 1AM B & EAARFSIR B BERGEVEFAH5RPE » 5528 "AWS EKS Pod Identity SZHg" o

AppVault 527 £ EKS Pod Identity B > 55 7R E R E LI AppVault CR “uselAM: true 1REMAZE
EHEEE’J/&E"\EE
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

RN EIHERERR AppVault EEHAEHH)
TEF AppVault CR F; » SEEZ B S/REUFIURMERENER » IRIFEMER IAM 5558 - AEERE T8

RIBIREENRRMARRE - U FRAEIREENGSFISRELEG o CRLUER THIBHASERHR
EHRBRI SIS -
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

—A%S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault #3754

T 2B ERHEER AppVault E&REEF

AppVault CR &3

WRILAEA T CR §8f) > BEEZRRHAEREEIL AppVault #1F
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®

* WO LUSEEMIEE Kubernetes #% » HFRE S Restic 1 Kopia EZEMZER BT ©

MEFHMEEN - F26H (BN RHRREFEDRE]

* #5% Amazon S3 (AWS) AppVault ¥ » ERILUERIEIEE —(E TFEER > IRIE

ERE—FA (SSO) #E1TE:E H EGRAR - ECEPARHEELSBREAN Zinit
FEmEBY AppVault EZ AR » SUEERILULER o

* ¥ S3 AppVault ¥+ > ISR LUEEZER RIS E R L S3 MERIIME Proxy URL

spec.providerConfig.S3.proxyURL °



Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



38

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ $HEH Pod Identity 1 Kopia B8 812589 EKS IRIE » &R LUMIBR “providerCredentials’
ZROALFRAN “uselAM: true 1R “s3 BRE o

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

—f%S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

fE A Trident Protect CLI 17 AppVault FY&5f

SRR T CLI dr <6l » B ESEMAEREIL AppVault CRS ©
* WO LUEIEMIEE Kubernetes 1% » HFRE S Restic 1 Kopia EZEMZER BT ©
CD MEHMEN ~ A2H (BEREHREEERN]
* $15% S3 AppVault ¥4 » A LUEIZERS 18 > At S3 TREFEEIME Proxy URL

-—proxy-url <ip address:port> °
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

—f%S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3



tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

——secret

<secret-name> \

-—endpoint <s3-endpoint> \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \

--bucket <bucket-name> \

—-—-secret

<secret-name> \

-—endpoint <s3-endpoint> \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

% 1& “providerConfig.s3 EC & 581

AR TRUT ## S3 IRMUERTEIR !
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http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

° EhEEf)

fomm e fomm fomm o
e +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

o —— +————— o —— e
e +

| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |

| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-

08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysqgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysqgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysqgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysqgl | backup | mybackup5 | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

P S it Fommmmmmm== e

o msseseseses == +

2. (r]iE) EEESEEIRM AppVaultPath » sAEAIZEE --show-paths ©

R B7ETrident Protect helm ZEEHIETE T =018 » REEFIPHREREA A o fIgl 0 —-set

clusterName=productionl ©°

#%B& AppVault

eI LABBRS 5 PR AppVault 4714 o

@ fIB& AppVault ¥4 2 &1 > 5570%8F% finalizers AppVault CR HHRVHEES o W1 RITEEM > BIAE
GE AppVault AR PRI RIERE R > MUKRBREFWIIIER
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ez Al
R S EMBRERIBREY AppVault FrfEFBIFR A REBFIE(D CRS

£/ Kubernetes CLI B AppVault
1. #E& AppVault 14 » UERRRY AppVault ¥4 BTBE appvault-name :

kubectl delete appvault <appvault-name> \

-n trident-protect

fE Trident Protect CLI filf: AppVault
1. & AppVault 14 » UEFRRRY AppVault ¥4 BTBE appvault-name :

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{# A Trident Protect E&EIEERTER

RA]LUBAE I FEATET CR FRFHLAY AppVault CR REZEF A Trident Protect EIERY
FERRTET o

#2317 AppVault CR
IREEEI—E AppVault CR > #% CR #FEHEAREXHITERMREIR(ERMEA » W H AppVault CR FEIR

L4 7 Trident Protect BYEREE £ o AppVault CR 2 ¥ ERVFEIRIZAY ; AR AppVault CR BYEEHI > B2
: "AppVault BET&E R "

EEERAEN

CEEEREMATrident Protect BRI EEERER o KrILUEEFHEIUEHRRER CR I EMATrident
Protect CLI REHZEEIEHEAIER o
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

£ CR #iGFEMARE
1. B BRI CR 185 :
a. B HFTHER (CR) #EREL&HE (FIl maria-app.yaml) o
b. RBE THIBM :
* * metadata.name*: (_required ) FERTERX BFTEIRMNLTEE - HIRTEENGH » ARRE
TEEFRERAE M CR IEXREE2MRIL(E o

* * spec.includedNamespaces*: ( _required ) % ZEMAIEEENRKISEEBIEXNFER
R ZEENER - FREXGATENERILEEN 7 o RHRENSAEREE > of
RERESEIEE R R ERANER

* * spec.includedClusterScopedResources*: ( Optional ) FERILBI4ERIEEESSEEARER
EEPHEEHEER o LB RCIRBELERIVEAE > id > BENERREIEEE
W o

* groupVersionKind : (_required _) 15 EREHEEIRN AP B¥4H > IRAKRIESE o
* *labelSelector * : ( Optional ) RIEFREHENE RIEBRREFESIR

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (F]3%) I AREBEAMRR
[EHIETE RNERER » U0 KubeVirt IRIE » HPERAFRGEZEETRB A - 15 E LR
EXEREABEEIUBAERRLR - MRRES true » EARNGZE2IFRE » WHA
IEIRIBHARI B AR R - MNRRTES false » FEARGZKREIGRE - I BT IRBEARIE
RAMBHREE - MRISE T 3E - BEAEAEERT LA EEE > BIZBKZEE o KRR
FREA > BIEREEAIZANT | "2 Trident Protect /5 R &" °

MRECFEERUBARAZBERIER > IUERTISHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML &34 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (%) MEEINBHMEARERBNERIERE

> resourceFilter.resourceSelectionCriteria : (Ef#EEFFEE) A “Include Z &1 E 8} "Exclude HEB&

7E resourceMatchers FEZRNER o g FIEREET A2 - UEEEMALGIFENER :

* resourceFilter.resourceMatchers : —#8 resourceMatcher #4114 o YR IEIELLPET P EZRZ

fBrcE > EfIELEHS OR 1FE > MEBMERXE (BHE > 8 > hk7dx) ABRAIELEERZS AND
% o

* resourceMatchers[].group : ( Optional) EEFEREIREFAE o

4t=3pE

* resourceMatchers[].cher : ( Optional) EEFENEIRIESE o
* resourceMatchers[].version : ( Optional ) E&mEMNZE RIRZS

st=3pE

EEFE 2 BIRAY Kubernetes metadata.name LAY * resourceMatchers[].names* :
Optional ) %7%8& o

(
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* BEFIE 2 EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (
Optional ) #nsaZEf] ©

* BRHY Kubernetes metadata.name #{iIHHHY *resourceMatchers|].labelSelectors * ' (
Optional ) Label EEEXZZF & » WARFAEF "Kubernetes X" o YN

"trident.netapp.io/os=linux" . ©°

@ EM& “resourceFilter #1 ‘labelSelector #¢f/ > “resourceFilter B #ciE{T
> JA1% “labelSelector FEFAN4ERE R ©

fgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. AR CR UFEERIRIEZ%E > 5EM CR - M :

kubectl apply -f maria-app.yaml

1. SR THEP—ESFHRIRERRBARERNER » URIRFHNERIRASERFIE o S UERARE
XEEPIMAGLERNER > ERNERDIRBVEE » UUREHIPFAIRIGIE

EBUEARERR e LIRS EEAERN T REBIAR S I UB AERERLR - SEEAR
REREERNERIZRE > 580 KubeVirt 1218 » HPERRAMREZETIREB A o MRITHEFER
EA true ZEARENZEIYRE » AU REBIABE ABRALS - MRFEERES false :ZEMR
RXZR2IERE » ERUERARTIRREERL c MRERA TR > BEAEAEETRE ER
BEZEEARIS R A BE o MNRICAREAME - FEBRENRER/LUTRA © "2 Bk Trident Protect /8RR E" ©

EEEFER CLI B ERARERRHEE T » (AT LUfERLE --annotation' FEZ ©
o BIUFERE > MFERERARERPITIERZRRAFRLETS !
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

© BURAREATREERAFRETHNAKERARENRTE !

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

Bl LUER --resource-filter-include #1 “--resource-filter-exclude’ B 81 & KBS B IRAVAESS
‘resourceSelectionCriteria’ FIUNE#4H ~ $88Y ~ hRZK ~ 1238 ~ ABMdpR M > WTFIFR, ©

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

{EFH Trident Protect {REEATE

RI LUfE A B B RE RIS ERFF REETRES - BB RBAH DK IRZE Trident Protect &
BHFFARARER °

@ &R LA E& RE Trident Protect TE B RHRE(FXEIARIRGEMBRIER R o " 7 REZ R ER Trident
Protect SR ENERFREHIEE" ©

BIIFERIRR
A ABERT 2 AT FERR IRIR o

DH

» RREBEAEARNMREBNSER > BliE

E

@ MREEBENEREEAENERTHESE
EEREESERD - RIBERF -
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f#F3 CR E1II{RR
B ER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-snapshot-cr.yaml ©
2. EERIUAMERED » RE TIIBME
° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —BSIESHE
° SPEC.applicationRef : EREBFEHATEINHY Kubernetes %78 ©
° spec.appVaultRef : (_required _) FEREFREBAZR (PEER) B9 AppVault %58 o

° spec.relaimersPolicy : ( Optional) EZEMIFRIRER CR > ERAREXHESHLEHERER &
RTEMERTES > R Retain’ SHMIBR - BRCEIE :

" Retain (F83%

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. EELUEEMEIEAIEZE 2% trident-protect-snapshot-cr.yaml ~:5EH CR

kubectl apply -f trident-protect-snapshot-cr.yaml

fEF CLI I RER
1. 2B RER > WEIRIRAVE B HESRRAE © fIg0

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIBEEED
TR A RERF (R FEFRAE R ©
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@ MRBEBENTREEAEAEETHESR > AIRAFEIANEAEAGLEENSE  BIE
LEERGESERD - RIBERF -

ez Al

HEIR AWS TR ER AL B HARS R B AR (R RHAFAITRY S3 {5 F3E o WNR Token TEHDFHARIBHER - 1F
FAIBEGRM -

* NERE B A TEREERER ZIHAR IRV AE R » 552 R "AWS API 32" o
* W% AWS ERBEERFFEE » 552F "AWS IAM X" o
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£ CR EirfEn
HER
1. BT B5]ER (CR) #EEIL&HHA trident-protect-backup-cr.yaml ©

2. EITEIAMERF > RETHIEM

° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° SPEC.applicationRef : ( _required ) EFHHBIERATER Kubernetes & o
° spec.appVaultRef : ( _required ) FEFEFHDARAR AppVault %78 o

° *spec.dataMover * : ( Optional) F& > fsHHEREEFMERMNBH IR - AIsENE (BDKN
®)

" Restic
" Kopia (F85%)
° spec.reClaimPolicy : ( Optional) EEHENNRESHRELRZHEEMEENR o AI5EE !

" Delete
" Retain (TE )

© spec.snapshotRef | (FJi) : F{EBHIBEIREBILTE - MBEKIEME > SERULHNLE
AR o

YAML E4 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. FIELAEHEREIEAEZE 2% trident-protect-backup-cr.yaml > :aE&H CR

kubectl apply -f trident-protect-backup-cr.yaml

£ CLI Zi D
WER
1. B ER  UWISIRIBHE AECIESR P AYE o §lan -



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

WRTLUEZ M ER --full-backup' IEARIRISE H N B D EAIBRIEHD - KTER > FIAERMO IR
i o ERLLIERE - BN SERIHERHEN - REMEAREMIITTERD » ARETZHENZAN
ITEE RN - LREERBENAREERE o

ZBMEREE
TR T BRI CR Ry LUEARYEERE

i kg s5tEA A%
protect.trident.netapp.io/full- =& EERNESRAIEERD - RES true” "R
backup BiJFEEH D - REBEREEMRITER

7 REEMRTERD ZEATIEERD
DU A PR PR EE [RABR R RS o

protect trident.netapp.io/snaps =& S R EIRIRIRIE A S R R o 603K
hot-completion-timeout
protect.trident.netapp.io/volum =R HIRBRED 0] HIRBEFF BN R ESRY o 303
e-snapshots-ready-to-use-
timeout
protect.trident.netapp.io/volum =&f B ERE AN RERR o 53K
e-snapshots-created-timeout
protect.trident.netapp.io/pvc- =& LB ASEBEA (PVC) ZEMRAR 1200 (2034E
bind-timeout-sec B (UFAEND) Bound IRIERMATHIME )

Eg o

BB REHHZ

RERIRIEBIRBERTEZIRE « BHEMERFEERAER - CIEES/ K - 8X - BRANESAR
TR 0 WRILIEE ZRENRISHE o KRILUER full-backup-rule sEARZREFZIEIE E T B - TR
RIERT » FIEHOHZIEERN - EHRRITREGBHDUREBNEEHNBINIEHERERERMERE o

* IWRILUEBERE "backupRetention 582 » “snapshotRetention’ A AN EMIE o IRIE
“snapshotRetention’ 2T RKRE(E AT EINEMD N EILIRE » BELRREHREDN » LT

@ B Te & ILBIMIER o
* MRLEHENEREEAEAEETHRESR > A2EFEAEAREMRERNSRE -
AIEEEREESERD » RIRSEERS -
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M CR B HF2

2. EITEIAMERF > RETHIEM

o

o

o

o

o

o

* metadata.name*: ( _required ) ItBTERN%TE ; ACHNIRIEEEZEE—B5B0%HE -

*spec.dataMover * : ( Optional) F& > ISHERIERFIEMANHER A - FIsERE (EHK/)
®)

* Restic

* Kopia (F83%)
SPEC.applicationRef : B3 2 FEATEILH Kubernetes 478 ©
spec.appVaultRef : ( _required ) FEREEFEHENARE AppVault %78 o
spec.backupRetention: (4 E) ERENENHE - SRTAEEILED (EBIRER) o

spec.backupReclaimPolicy: (F]#E) JREMREHN CR EERZHIRNMMIPR » BB LA B
Ao (REBHEAIER » BINIERESTHMR - TIRENE (BAKRNE)

* Retain (FE5%)
" Delete
spec.snapshotRetention: (55) 2R BHVIREBHE - TRAAEILERIRE o

spec.snapshotReclaimPolicy: (FI3) JREMRIRER CR T HREHAREMIER » BIREREHEME
1B o (REHAE » RIBALETZWRIER - AIsENE (EDKNE)

" Retain
* Delete(TEER)
* spec.granularity*: SITHFZRVSRE o AIAERV(E « IR EZRIAERAMAL :
* Hourly (EXRIEIERE spec.minute)
" Daily (EREIERE spec.minute F “spec.hour)
" Weekly (BRIGIEE spec.minute, spec.hour? 0 spec.dayOfWeek)
" Monthly (BXIGEE spec.minute, spec.hour? # spec.dayOfMonth)

®" Custom

spec.dayOfMonth : (F]#) stEREETHAMBR (1-31) - MRKERTES Monthly © #%
BENEUFBEREIEMR

spec.dayOfWeek : (F[3) HERETHERE (0-7) ~E0H 7 XAEMH - MRNERTE
7 Weekly © ENBENF R AIEMS -

spec.hour : (FAJ#E) HEMEETHVNEE (0-23) - MRKERES Daily’ Weekly » HE
Monthly ° sZfEMBUF BRI o

spec.minute . (FJ3%) FHEREEITRV/NRPRIDER (0-59) - MRKERES Hourly
Daily ° Weekly ’ B{#& Monthly ° 2B BUF R IRM ©



IR FANIRERFTBIRVEE S YAML :

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-hamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

EIRIRSTEIRVEER YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. ERLUEHEREIEAIEZR 2% trident-protect-schedule-cr.yaml

kubectl apply -f trident-protect-schedule-cr.yaml

B/ CLI B 82
WER
1. B REHHE ) LURBE IS ESRPE o 490 -

HAER CR
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@ &AL “tridentctl-protect create schedule --help 2GR L6 < BIFAHEREAEE A ©

tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
—-—full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

WTEEREH ARRIBETE S

° SEEMENETE | F --full-backup-rule U RHIEHE S N TEMED o WIZHEBERR
--granularity Daily ° AJHEAY(E :

* “Always B XE B IITEREER ©
- ARETER | IeE—EXZEBH > WEESEDME (BIg0 > "Monday, Thursday") ° BXIE :
Ef— - BH” - Eff= - EHAW -~ B8R ~ BHN EFAB -

@ ‘r{%:_-——full—backup—rule IERSS(U A BRI B ER B 85 RYHL

° {EIRERETE : 88 --backup-retention 0 WIEE—EARIRZEME --snapshot-
retention °

REMARETE
TR T B EIEEENK (CR) R LUEAREER :
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B L

protect.trident.netapp.io/full- ===
backup-rule

protect.trident.netapp.io/snaps =&
hot-completion-timeout

protect.trident.netapp.io/volum ==&
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum =&
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  F &
bind-timeout-sec

B IRER
MFFTBREZNFHZHERIRR -

HER
1. #5p&EREBERAAY Snapshot CR :

sitEA fas{E

IEEZHFEEHIRA o (R HEHRES KRE (B
Always EAIMURIBRREETHHETREBGO N HHHEAERE
BeIER © fliN > MRICGEERBENELETE H7D)

7> BIeIMUEERREITRENNER% (F

40 > "Monday, Thursday") ° BYHI{EH

8% . 28— BHi_ - EHf= - EHfiW - E

HiF ~ BHR/S ~ BHAE - 5535 0 IR
RAREEaUTRENARER

granularity &4 Daily °

FEREERIRIRE TR R RIS © 60K
HIRIBER O ARG RN R RERE o 305K
BITHERE RIB AT RREMA o 5K

EHEMEUNFASER (PVC) FIENR AR 1200 (20738
B (UFBEND) Bound RMEREAINN )

Bt o

kubectl delete snapshot <snapshot name> -n my-app-namespace

USRI
MFFF B RENIHZERED

RARENEBSRTER Delete HMIERAERMIRATAEHEE « SRMBNTERER Retain’
() smmssiEik - MBRERARE pelete > RHBLSRBENERET » BEEH

IR

1. BIREFMERANAER CR !

kubectl delete backup <backup name> -n my-app-namespace

57



BEFIDFERRRS
CRAILME RS LRI EIEEETT » BT ERMBIBD RIS

1. EA T3 < PIREE D 1EERGIRAS » URIBHHE RIS IEIRHRIE

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

ESF3 NetApp 8% (anf) 1EENEHEER

WRIEEZEETrident Protect » BRI LAZ{ER azure-netapp-files 77485 B £ Trident 24.06 Z BRI HI#FE
IR A BN EEMNEMDFIERINAE © LEIHEEEA NFSv4 & > I B ARG AR E M RVERSMNZER o

RG22 Al
sAEsD NYEIR

s BB &% Trident Protect ©
* 8B 7ETrident ProtectPE& 7 —EEARER - LTRSS B2 > ILEBREXNRENERZEIRS o
* B azure-netapp-files EZEFFRIRNTEREEIER ©
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FRFLUETTHERR D BR

1. YN anf Volume 2EFLRZE Trident 24.10 ZAIEEILHY » :57E Trident PEIT FFIENE -
a. $HEEELL NetApp 1ERAER HBEMRENARRMN PV > BVRREBR :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HESIERASEMERIR PV BFBREBE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

ﬂD%ﬂ%E&FH TREEE S > Trident Protect iREEIEE MBI > NS EFB M BREFEEEARE T
MZER - EEREIBER T » SAEEAEDA B SRERRE I AR EH R IR E X/ EFERI RN E o

Vet

gﬁémﬂe ZEFIFE A Trident Protect E1THMMNER - &8 PVC the]tEMEARRNAREHHNE

BERERRER
{# A Trident Protect {X1EEATEN

WE] LAfEA Trident Protect fERIBE B P ERERIERRER - HEARENERIIE—#F
£ EIRARBIMEREGEIR -

* ECEREARNR > AEARARENFERITHNNSEERAREA —BER - MREE
BRENTHE > AEEERFETBEBNT °

@ « B qtree & TENEMERIEMGRTEHRETRZER o BE » Hit qtree & » £
BRREERIEMt i 2T RR R e R ER o

- LRI TIER(E « T RES(ES - $SBY "EFER Trident Protect 11
R -

HEERERRR SR ZER

& 1&{65 /8 BackupRestore CR # &N ER I R RIS ZZRIFF » Trident Protect B1EFAT R 2 T RIFIERER
27 MARFRNERRERNEIL—EREARER CR - AT RECERNERRER » I RIIIEEHEDRIRE »
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W RS -

* REMNEREAARAERNATRGRZER » UAGREEMERNTHARBNER - &
EEFRFHOTRNAMEENR > SHFRLEMZIZBRHRZER > IREHEREMNGRE

@ f o

* {£F CR ZEREIFana TR » XM BALEFEEILBIZHRZER > ZABRBERA CR ° Trident
Protect {2721 CLI A &€ BB BT °

FAYaZ Al
R AWS TERSERHENL BIRABS R R A B TR AR EBITE S3 BIR{EE  UIR Token 1EEFREXEEAREH »
EETTRER R o

* WNERE B Al TERSERRER B HRRF R BVEEANES 31 » 3B 2R "AWS AP| 32" o

* UNEE AWS BIRREERVEEANE N 0 sA2R "AWS IAM ST o

EEA Kopia TEABRR IR EREHDR > SAILUEIET CR HISTIARTIER CLI 3RITH|

Kopia EEIVEERTTA o 2R "Kopia 4" BRI U BV EIBREAE N - 8
“tridentctl-protect create --help’ BRI Trident Protect CLI 1S EIBMNEZ(EE » 2GS ©
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https://kopia.io/docs/getting-started/

fEFA CR
HER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-backup-restore-cr.yaml ©

2. BN BINEZRD > RETHIBM
° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° spec.appArchivePath : FEEEHD RS AppVault REREETE o ] LUER T3 <RSI

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o
° spec.namespaceMapping: #HERE{EEMN KR EMEHEE Bt 2o o MURIEFIER

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (Optional ) MRERAFEENEARANELEERRER > HHIEEHEREDLE B THHFELE
BHERBNER

Trident Protect § BENEE—LEER - AAEMREGEENERAR - AN > NRE
EEFAMEEeESEBERAEEE—ERMEBRY pod > Trident Protect th &3 R BAHHEY
pod °

° resourceFilter.resourceSelectionCriteria : (E73EFTEE) A "Include’ HE =T "Exclude HEER
7E resourceMatchers RERNER o M T ERECETAEZY - UEEEWATHRHNEIR :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥ o 1 RIEITULIET P EHR S
£ > efELEEHE%A OR /% > MEEE (Bl » B8 > IkE) AMREAIZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EEFEMNEIREH
* resourceMatchers[].cher : ( Optional ) EEFERERIESE o



* resourceMatchers[].version : ( Optional) EEFEMNERRAS o

* EffEE 2 BIRB Kubernetes metadata.name HiI#Y * resourceMatchers[].names* © (
Optional ) %78 o

* BEFEEZ BIRH Kubernetes metadata.name ##{iiHHY * resourceMatchers[].names* © (
Optional ) %4 ZEfE o

* BHIJRHY Kubernetes metadata.name 1#{ii#EY *resourceMatchers[].labelSelectors * :  (
Optional ) Label ZEEXZZF & » YIFFTEE "KubernetesS 4" o iU
"trident.netapp.io/os=linux" . °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEMNEIEAIEZE % trident-protect-backup-restore-cr.yaml *:aE&M CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEACLI
1. BEHEREFARNGRZER » LURIEHHEREIENFRAIE o It namespace-mapping 51EfEA
LB IR ZER » LR R T REEE EREN Bt i

‘sourcel:destl, source2:dest2 o fild :

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

62


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

RENERERBTRZER
o e D B R ERAe %R o
BHsGZ Al

HE(R AWS TR ERAEN ZIHARSE R AT E R REFEMITR S3 IBRIEZE o YR Token TEE/RFEHARIAER

EEFIREE R ©

* INFIRE B A TIEREEER ZIHRRF RRVEFAE R » 552 R "AWS API 3Zf" o
* Y0%E AWS EREERFAE > 552R "AWS IAM X" o

E 18 Kopia 1?%5*4%%@3%%@@1%@% ERILUEIETE CR PI5E AR CLI 2R4EH|
Kopia EEIVEERTTA o 2R "Kopia X4+ BRI UL ERVEIBREAE N - £8
“tridentctl-protect create --help’ BRI Trident Protect CLI 1§ €N EZEE » :A2HG<

o
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fEFA CR

HER
1. B B5]ER (CR) #EEILHHA trident-protect-backup-ipr-cr.yaml ©
2. EIEBIIHERP > RETHIEBME

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEEE —HSIEALHE
° spec.appArchivePath : FHEHDABH AppVault REPERE o ] LUERE T3t < RS IULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. ( Optional) MRERIAFEENEARANELERRER > HIEEREDLE - UL HHFRLCH
BERBNER

Trident Protect & BENEE—LEER > AAEMREEZENSRAR - fil1 > RE
EERAMMIRE S 55 RE ©H —ERfIERY pod > Trident Protect th &2 /R BAAY
pod °

> resourceFilter.resourceSelectionCriteria : (E7SEFE) A ‘Include B ZEX "Exclude BEbR
£ resourceMatchers HEZMER o FE T EREEETEZSH - UEEEMATHFMNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIEY | FEH S
EcE > efMELEEHEA OR /% > MEETE (B » B8 > IRE) AR ZEEE A AND
=

* resourceMatchers[].group : ( Optional) EERENEIREE o

* resourceMatchers[].cher : ( Optional ) EEmEERIELE o

* resourceMatchers[].version : ( Optional) EEFEMNERRAS o

* BEFEZ EIRH Kubernetes metadata.name ##{IHHY * resourceMatchers[].names* : (



Optional ) %78 o

* EfEfEE 2 BIRH Kubernetes metadata.name ##iIA Y * resourceMatchers[].names* © (
Optional ) #n4aZEf] ©

* BJRHY Kubernetes metadata.name {iIHHY *resourceMatchers|].labelSelectors * : (
Optional ) Label ZEEXZZF & » YNARFREF "KubernetesSZF" o FiHN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFlFilter:
resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource-group-1l
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEMNEIEAIEZE % trident-protect-backup-ipr-cr.yaml ;A= CR

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFACLI
SR

1. BEMEREREGRZER » LURIBEDHEREIEINTRHYE © backup 5| BERANBBIEBMER
LIS <namespace>/<name> ° fFIUl :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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REHERERRMES
MRFRIEELLERRE > EALURBENEREFNFNEE

* BEIEfER Kopia (EAENBEREREDE - SR LUEEE CR hISEMRIFER CLI KiE
%l Kopia fEFRMNE1ZH91T4 o 5520 "Kopia XX "B RIEEIURCE AYEIEAFHEE T o
@ “tridentctl-protect create --help” BRA{EM Trident Protect CLI i €M EZE R » 528

<o

* {FH CR EREIFr AR » MBLFHEIBIZEHRZTR > /ABRBEHR CR ° Trident
Protect {27E{F M CLI BRFA Z BENEILdAp B TR ©

ez Al
RN & TAISRIGM

s BiEEEE L% Trident Protect ©
* Bet R E N FEERFEFEHED I RIEEREMER AppVault FREFERK o

* #11T AppVault CR B » sAFE(RASHLIRIE B LUEE S AppVault CR HE HMIYIH-E£TE4H@  “tridentctl-protect
get appvaultcontent 85 % ° UNRAHREIRHIPELEEAR > sARNARBIZEE LMY pod R#{TTrident Protect
CLl°

* FEfR AWS TERSERHEN ZUHART R MBI TIE M REFEFITHVER(EE o IR Token TEERFREAREIBHA
ERAIREERRL -

° NFERE BRI LIRS EN ZIHAR FEIRVEFAAE R » 526 "AWS API ST o
° YN%E AWS BERTERFAE > 552 R "AWS XX o

1. f§E A Trident Protect CLI JMiMERN R E B IZ#E 5% £ AppVault CR BIRT AN :

tridentctl-protect get appvault --context <destination cluster name>

() mREmwEE EERREREERNSRZEE -

2. BRI FERIR T A AppVault B RS !

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

HITItar < ERET AppVault FRVRT D » BEHRAERSE - BENEARNLE  BEEECNEER

o

° EHigsR o
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i fommmmm e +

| CLUSTER | APP | TYPE | NAME

| PATH |

fomm e fomm - fomm - Fom e
fosssessssses e fremsmeemema==e 1

| productionl | wordpress | backup | wordpress-bkup-1|

08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2 |
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault HIBFIRERTREAENEREBMEBE

TIMESTAMP

2024-10-30

2024-10-30
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fEFA CR
1. BT B5]ER (CR) #ERI&H%E% trident- -protect-backup-restore-cr.yaml °
2. EITEIAEEF > RETIIBMY

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRE o
° spec.appVaultRef : (_required ) EFHHAEH AppVault &5 o
° spec.appArchivePath : RBEHHD AR AppVault REREETE o ERILUER T3 6 < RS HILERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

@ gg%#iiﬁﬁﬁ BackupRestore CR » &R AP ER 2 Frififyan < RIGRED A
= °

° spec.namespaceMapping: &ER{EER KRR M EHEE BVt % 2o/ o LURIERAVE

BV my-source-namespace " # ‘my-destination-namespace °©

fgn -

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. FIELAEHEREIEAEZR 2% trident-protect-backup-restore-cr.yaml * ;A= CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. FRTYGSERERARER » BAERTHNENRRACIRIETINEN - hETRHES I BERUERS
PREVE B2 » SRR I E FE B IEFERY B pUsthan 2 22/ > #8102 sourcel:dest1 >
source2:dest2 ° 40 :



tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

WRBERER R R ZERE

I UEA B TER (CR) ERNIRREREE » ERIFENGRTHHRBRFHRZTRE o BEER
SnapshotRestore CR #&RIZIZEREIR RIS Z MR » Trident Protect E7EMVS R =M EREREF » I
ARENEARERELERREN CR - AT HRECERENERRER » IUBRIIRFHMIIRE > HBEREST

-

. SnapshotRestore 2 §¥ “spec.storageClassMapping' B 14 > {B{&E R B 2 FEER
HERENEHER - MREERMER StorageClass MR FHA AR FHFRIT » BIERISE

@ SR o

* £ CR ZREIFmA TR » X BELEFEEILBIZHRER > ABBEHMA CR ° Trident
Protect {21E{EM CLI A @ EEEIIa B2/ o

RG22 Al

R AWS TR ERIER ZUHARF A R A TIE R REFENITEY S3 IBR1ESE o UIR Token EERIFEAARBHA
EERIREE R ©

* MR E BRI TR EN ZIERR ERF S - SH2R "AWS AP X" o
* W AWS BIRSTERVEFHEER - 5F 2B "AWS IAM ST o
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fEFA CR
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
spec appArchivePath : £ AppVault FEEFIREBRTHIEEE o el UER T8 < RS UL

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.namespaceMapping: #HEREEEN KRR ZEMEEE Bt Zer o MURIEFIE

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (Optional ) MRERAFEENEARANELEERRER > HHIEEHEREDLE B THHFELE
BHERBNER

Trident Protect § BENEE—LEER - AAEMREGEENERAR - AN > NRE
EEFAMEEeESEBERAEEE—ERMEBRY pod > Trident Protect th &3 R BAHHEY
pod °

° resourceFilter.resourceSelectionCriteria : (E73EFTEE) A "Include’ HE =T "Exclude HEER
7E resourceMatchers RERNER o M T ERECETAEZY - UEEEWATHRHNEIR :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥ o 1 RIEITULIET P EHR S
£ > efELEEHE%A OR /% > MEEE (Bl » B8 > IkE) AMREAIZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EEFEMNEIREH
* resourceMatchers[].cher : ( Optional ) EEFERERIESE o



* resourceMatchers[].version : ( Optional) EEFEMNERRAS o

* EffEE 2 BIRH Kubernetes metadata.name HiIH Y * resourceMatchers[].names* :

Optional ) %78 o

* BEFEZ BIRH Kubernetes metadata.name ##{iiH B * resourceMatchers[].names* :

Optional ) %4 ZEfE o

* BIJRHY Kubernetes metadata.name &I Y *resourceMatchers[].labelSelectors * :

Optional ) Label ZEENEFF & » WIHFFTEZR "KubernetesSZ{H" o BN
"trident.netapp.io/os=linux" . °

B0 -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

(

(

(

4. ERLUEEMNEIEAEZE 2% trident-protect-snapshot-restore-cr.yaml * :A=f CR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEACLI
1. BRBIEREARENGREM » UIBIEPNEHER SIESEPRE o

° snapshot " 5|BERAR R R TR IRERLTE  <namespace>/<name> °©

° It namespace-mapping 5| BERUE R RV RZER » MR IUR KIREs B =B EE EFRERN

Byt B =R sourcel:destl, source2:dest2 °

fgn
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

RRBERERGHRER
R LA RBR A IR IRE R E IR e en R ZEfE o

R Z Al

R AWS T{EFEERIER ZUHAR A R AR TIE R REFENITEY S3 IBEIR1ESE  UIR Token EERIEEAARBHA
EERIREE R ©

* WNEGE B AT T {ERSERHER B ERRFREAVFAREE 2T » sA2R0 "AWS AP| ST o
* N AWS EIRDERIEEAE T 0 52/ "AWS IAM ST o
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fEFA CR
B ER
1. BT B5]ER (CR) #EREI&HE% trident-protect-snapshot-ipr-cr.yaml °
2. EERIUANEED » RE TIIBME
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PEEFREBABSHERE o S UER TSRS H AR

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Optional ) MNRIECAFREFEVEARNNELERKER » FHIGENEDEE » UBESHHFRLAE
BFERBHNER

Trident Protect @ BENEEZE—LE R » AATMREKEEZENERBRF o Fla0 - IR
EEFAMEEEEEERATCE—ERA pod > Trident Protect th &iE R RHHLAY
pod °

> resourceFilter.resourceSelectionCriteria : (EFEFFE) £/ Include B S EY "Exclude kR
7E resourceMatchers HEZMEIR c #FME T BEREETEZSH - UEEEMWATHFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher {4 o IR EIT tEfES R E&H S
ErcE > efELEEHE% OR /% » MEEE (Bl » B8 > IkEX) MM ZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EERENEIREAE o
* resourceMatchers[].cher : ( Optional) BEFEMNERIELE o
* resourceMatchers[].version : ( Optional) EEmEMERIRZ

* BEFIEZ EIRA Kubernetes metadata.name ##{I5HY * resourceMatchers[].names* : (
Optional ) %7& o

+ BfEfEE 2 BIRH Kubernetes metadata.name f8iIH#Y * resourceMatchers[].names* © (
Optional ) #paZEf] ©
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* BIRH Kubernetes metadata.name ##{iIH Y *resourceMatchers[].labelSelectors * :

spec:

Optional ) Label EEEXZZF & » WNARFREF "KubernetesSXH" o FiYN
"trident.netapp.io/os=linux" . °

fBIgn -

resourceFilter:

resourceSelectionCriteria: "Include"

resourceMatchers:

4. ERLUEEMNEIEAEZE % trident-protect-snapshot-ipr-cr.yaml ;52 CR

- group: my-resource-group-1

kind: my-resource-kind-1

version: my-resource-version-1

names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEFACLI

1. BREBER

ERtaeRZEM - LURIEHIVERIRR S ERPHE - fII0

(

tridentctl-protect create snapshotinplacerestore <my restore name> \

—--snapshot <namespace/snapshot_to_restore> \

-n <application namespace>

BEIERIFERARRR

TRIME A LRI EETH » ETHEERMEVERIFEMRS -

1. AT < HMEERFEIRE - LURIEHEMRA S ERPRIE :
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EAEMETrident Protect 1E:%

TR LUERERRE (BIANsERE « sn R ERRENFHFER) BIERRE - LUniEn
FEENK o

BRNAHEZEEERBN R EREZRENRER

HERMNAEREEENME - Rt e A EMPRRN RS MR 2 =R PRBAM AN - SR
R EFPAEFERNREEGER > TBREFERNEAREEER » UNEKFGRZERNE - REERE/N
whan 2= ERIRB SRS RIT A E -

WNREEA Red Hat OpenShlft ) BTN E R IR TSR OpenShift IRIRHHNEEAE o &

@ 2 E R A FEREIRM pod ESF OpenShift Z2MIFIRAIR (SCC) EERMEEHERMZ 24
B I B UFEEEMA S HIREIRRERE - MTHEZSER > H2[" Openshift Z2MRE
PREISZH" o

ERIUERITERN R EBEEE A > SR E Kubernetes RIS » LUB GBS B2 TRIFAISEE
72 RESTORE_SKIP NAMESPACE ANNOTATIONS ° {4l :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

HITERS IS EBIRIER > E M ap R ZREEARNIR B AR LR

(:) restoreSkleamespaceAnnotatlons*ﬂrestoreSkleamespaceLabelsZpg,\r15:2
SR IRE o BIRTEVIYA Helm ZRAAIFAEELERTE - MTHEZER » F2HR "wEH
fthiTrident Protect fEEI:RE" ©

MRIEEA Helm L8 T HEREMTLR » --create-namespace’ B » AT 45 KRB ‘name 12K - T8RS
HPEEEFEIEFEH » Trident Protect Eid b2 EER | BIZmA TN » BNRFKFEdam4EENEEKEm AR
B > M EREFHABEMATHNE - MRILEAKRHEEBACER » Qg EERE BEHnEER
A EIEE o

gl

LUT s RN B atan B =R - SEmREREAE N ENERNIRE - SIUEEFERIR BNt RZE
BIBIREE » MU RN E A Bt R ERFRESER A
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ERWBEBEFEZA
TRARPFE RSB B EEE 2 RIRV G AR B pYan 2 ZERIARAS

GEEERAE T K
BT/ nS-1 (& * annotation.one / #HE : T © IB18 = F{(E¥
) updatedvalue J * Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
%R nS-2 (B * annotation.one / #85 : T true | * role = ENlE
Sb:
HH) * annotation.the/key : T FALSE |
BRIEXZ %

TRAPERYBHEBEFE 2 R BRIt ERAGIRAE - RESBEME > BHEBR > name RHE
EURT & ERthe =M -

GEEZRA Tz S
wHZE ns-2 (B * annotation.one / #8E : T * NAME=nS-2
HAth) updatedvalue | - Compliance = HIPAA
* annotation.b2/key : T true J . IB1E - FRER
* annotation.the/key : T FALSE | . role = BRIE
SENFE

BT AR AT AR ISR VR ELAtARILL ©

#FERR R GY

& 'spec.storageClassMapping B4 E B KR EBREX R IVIR A FFIER ) B2 EE AR ETFER I HFE -
ST B A FEIHFER EE 2 BB EE AR R a8 E BackupRestore 1EXMIATF & IS A LETHAE o

A
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SRS

REFH T REPSRECE R ET ARV - MRERERPAMRELRE > RIS EAERE -

76



G2 Eht R HRME
protected.trident. g8 AHARBRRBREELOREREN GWAREL 00

netapp.io/data-
mover-timeout-

sec
protected.trident. g5 Kopia RAREXHIERAKNRE] (LRI ciH%&EEA  “10007
netapp.io/kopia- ) ©

content-cache-

size-limit-mb

protect.trident.ne g5 EREMBINFEAEER (PVC) FENRARE (WU 1200 (2047%)
tapp.io/pvc-bind- FAEND) Bound RIERMATHIFEES - BRANRFIAR

timeout-sec [F CR 58! (BHEF - HBITMHIER « (RIBIER « 1R

RatiER) - MREHHEEREIEELCETEES
i > SAfEAESRIE ©

fEFENetApp SnapMirrorfITrident Protect {8 L fFEFITE T

fEFA Trident Protect > {&a] LUK FNetApp SnapMirrorfi TRV IERE L ERINEE > iFEHRIFIFE
RSP —(EAFFERRENES—AMERR > BReERl S=ENERTEIREE
ZMe

BRMAEREFE RN ERERENRE

EREAAEBIELIR Bt S R R R R S SRS 2 A RAU BRI RGN o GHFHTR
BN A ENER R  TEE D EENEMRRREE LT ARRHREMME - REEREN
o 2o L BOIB S R RIS o

YNRIE(ERA Red Hat OpenShift » sEF5 T an % ZEEIFEARTE OpenShift IRIFFRRIEEAR o 6

@ Lz AR T FERIEIREY pod B<F OpenShift &4 51R4AIR (SCC) EHRRBE RN Z 24T
B > WA NUEFEEREMA S HIREREE - MTMEZER > H2B " Openshift Z2ERE
BREUSCHE" o

T UATERITERN BB EFE AT > R E Kubernetes IRIFEE » LUBHSRE R B &2 =R PRHRE:
2 RESTORE_SKIP NAMESPACE ANNOTATIONS ° fll¥ll :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_ k
ey to skip 2>}" \

-—-reuse-values

WMITER NN PEEETEIRVERT - (Elan$a 2= s AR AR B ARAT £ 3K o

@ restoreSkipNamespaceAnnotations ] restoreSkipNamespaceLabels A2 EIEDY
HRERIBIRME o BE(RTEAIIA Helm LM EELRTE - MTHREZER » AR "SwEH
fhTrident Protect fEEI:ZE" °
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MRIGEEF Helm R4 T 3KEFEMRTZRE » --create-namespace BHE > 44 FAFHAEE name 12HIR - T8RS
HEEEFEIBIZE > Trident Protect B ILLIZRE R T BIZmA TR » BNRK RSB EE IR % 2R
B > M EREFHABEMATHNE - MRILESAKRHGEBACER » Qg EEREIBEHREER
A EIEE o

g5l

LUT SR ARRM BRthan B 2R - SEs R EREA RN ENERNIRE - SIUEEFERRBMtaRZE
BIRVIREE » MURERAREE Bt e R EEPRESSER A

BRABTEBEFEZR
TRMBERN B EZ R Z BIRSEAIZRIRAM B Yithan 4 = EIARRE

CEEZRA T2 =L
RZEMNS-1 (B * annotation.one / #485 : T . IBIE = FRER
i) updatedvalue | + Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
%z nS-2 (B * annotation.one / #8% : T true J * role = BilE
b
H9H) * annotation.the/key : T FALSE |
BRIEXZE

TRAPERYBHEBEEE 2 RELH BRI a2 EMRGARE - REDIBENIE > BHEBR > name FHE
B E BRIt R =R

EEERA T2 RE

mEZEMMnS-2 (B ° annotation.one / #%85 : T « NAME=nS-2

H93th) updatedvalue J . Compliance = HIPAA
* annotation.b2/key : T true J . IEIS = IR
* annotation.the/key : T FALSE | . role = BEIE

@ 1A LA RE Trident Protect TE B RMRFE PR HARIRIEMBRIER R o "7 MEEZ BN (A Trident
Protect SR EIERFREHIER"

BRI R MR EHARI B 1 THNG

%ﬁ% AppMirror BfAREEVEREIE » CEZERESEN BRI ISR THOEENSET

* EHEEBHRE > WITHNEEPNRFEERNIBRESE - CEFFHEMEILCH - HEERZE - #
TEMEERERRENS » LR ERERRERRRT -

* EREEYHREENRRTERE - BARI LFAARANNTHFHRRRZE - EXRREARANSBIRE
FAFEZR > BERITHFRIRIN > LR MIBRAELEE#IT -

78


trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

ETHRERANITHFNESEER » sA2R"EE Trident Protect #{78F" ©

K

ERRRE
EERBEI R TYIEE

K

* 3E1ETrident Protect {HIZEEARERNIREBRER (BIFEAREILH Kubernetes BIRU K ERREN BEMIEE
RIREREE IRER) o

CEERRHRE (81 Kubernetes BIRKRIFEHIEEERL)
* RIERRIRIRAYEE

1. ERFEHREL > RRFEMAIRNEIL AppVault < RIEHIRETFHERTE » HIEPHIER AppVault BETE
RAFF S ERVIRIR
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£/ CR &1L AppVault

a. BV BFTER (CR) #ERLth% (B trident-protect-appvault-primary-
source.yaml) °

b. 3 THI :

* * metadata.name*: ( _required ) AppVault BFTERRIHE o 5550 NMEIEZENSRE - [RAE
BRMAFTEEM CR IERZ2HILE -

* * spec.providerConfig*: ( _required ) fA7ZFHIEEMHERFE AppVault FrEEEY4RRE © 357
CRHFEREE—E M#EIN%E MEAEMKERNFMAER - 5B MOEENE > RAES
RAAFTEREM CR {ER G2 RIEL(E o Y15 AppVault CRS ELEHMHEERRIES » 552
B"AppVault BETEIR"

* * spec.providerCredentials*: ( _required _ ) EEFHFEHIEERMEFE AppVault FREZ1E
ARENEEER o

* * spec.providerCredentials.valueFromSecret*: (_required ) FTTDBEMERBKS o
" key . (_required ) EHEIEMNEIENEMEE o
B L (_RE ) 83IEBUENIEESTE o MAMNIERMNG R o

* * spec.providerCredentials.secretAccessKey*: ( _required ) FEURMHEFTAMNEIE
% o * 5478 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: (_required _) RERMEHEMNDIIANS > FIU0 NetApp ONTAP S3 » —fig
S3 » Google Cloud I Microsoft Azure ° RIBE(E :

= AWS

= Azure

= GCP

= generic-S3
ONTAP S3

= StorageGRID S3

C. RN BEIEAREZEZ 2% trident-protect-appvault-primary-source.yaml * :a5
FCR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI #3L AppVault
a. ¥ AppVault » LURIREFEN H1ESRARIE -

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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2. ERREE L > BURFEMARELCR :

£ CR ZiZKREEAER
a. BV BFTER (CR) #ERId® (H¥ trident-protect-app-source.yaml) ©

b. RETIEILE :

* * metadata.name*: ( _required ) FERTEXBIERIVATE o 350 NMEEENLTE » AAER

REMAPTERIEAM CR EEE2MRILE -

* * spec.includedNamespaces*: ( _required ) —#Bep & EREIFMERAIEE - FHMRTRILE
W MM AR AR 4E e A EEMEE - LUSELLEYH TR =R EENER - FEA

2 dn B TR A A LT B —ER 53 ©
* YAML* &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. IEIELUEENEIEAREZRZ 2% trident-protect-app-source.yaml * s5&H CR

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B KREAER
a. B ARFERRED o Fin ¢

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

3. (FIE) ERREEL > WRFEARINETRE - WRERRAFEREE L RBAENER - MRBUAL
T8 AREEH T —RIHRIET > UENISRMIVIRIE - SRZUMEERIR > 52 "EIETRE

"o

4. ERFEHREL > BUEREI CR:
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fEF CR I8 5¢5HE
a. BIURREARENERHE

i. I B]ER (CR) EEIUfm% (fIfl trident-protect-schedule.yaml) ©
i. 3B TFIEBMY :
* * metadata.name*: ( _required ) PHZBEFTERNLHE o
* spec.appVaultRef: (%55) IL{EXBEZKIFEREBTZENH AppVault BY metadata.name #{iit8

o
* spec.applicationRef: (#5) ILEXAEIZFEEAIER CR Y metadata.name EAIHERT ©
* *spec.backupRetention * : ( _required ) UtHE{(IZAMEREA > BEXERSEO °
* spec.enabled : WEREE true ©
* * spec.granularity*: A8 EZ Custom ©
* spec.recurrenceRule : L UTC BRFNEIRRRIRIPRERHLAER o

* *spec.snapshotRetention * : A/BERES 2 ©

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

I TEELEREAEIEAEZRZ % trident-protect-schedule.yaml > :AEA CR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

M CLI B8 t3|



a. BUENGE > URHERPREBRRACIRIEFNENR -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

gh -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

S. TBEREE | B BETEIREEE FERM AppVault CR 1BEHIZKIREEATED AppVault CR » idi$
ZIEATRED (BIU0 trident-protect-appvault-primary-destination.yaml) ©

6. EACR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. RHBErEE FRB MR BRI AppVault CR o RIGHIEFHRERTE » FEKPRIE
BI"AppVault BETE R URF S ERIRIR

a. BV BFTER (CR) #EZRIdf% (HU trident-protect-appvault-secondary-
destination.yaml) °

b. 5 FHIBIL :

* * metadata.name*: ( _required ) AppVault B5TERER%HE  sAsC MEIEZENRE » RAERRME
FREiVEM CRIERZ2HILE -

* * spec.providerConfig*: ( _required ) fE7ZFREIEEHERTZE AppVault FrERI4REE ° SFA AV H
FER38E3E "bucketName FEMEMMNEFMER o A0 FMESEIENE » AAESBEFIENEM
CRIEE T2 RELL(E o Y05 AppVault CRS S HEMMHERBVEES » 552" AppVault HETER" ©

* * spec.providerCredentials*: ( _required ) E{#FERAISEIRMHEEZE AppVault FiE 2 (EmIER:E
HNBEER o

* * spec.providerCredentials.valueFromSecret*: ( _required ) RTDHEMERBEKLE o
" key . (_required ) ERHEENZBNEEHE
B L (LHE ) 83LRMENIEESTE o WEMRERNGRZERA o

* * spec.providerCredentials.secretAccessKey*: ( _required _) TFEURHEEFTARNEFEEE -
$78 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

84


trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

* * spec.providerType*: ( _required ) RERMHEMDIINS > FI%0 NetApp ONTAP S3 » —fi% S3

> Google Cloud 5% Microsoft Azure ° BIEE(HE :

AWS

Azure

GCP

generic-S3
ONTAP S3
StorageGRID S3

C. ERLUERAMEIEAERZ % trident-protect-appvault-secondary-destination.yaml
2 .
sAEF CR

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. 1T B1Z%E I > #1I AppMirrorRelationship CR f&2E o

fEM CR B > 5 ERA CR ZAIFEZE L B R ZER] o Trident Protect f27£fEF CLI B5A S
BENEIT ez o
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£/ CR ##1I AppMirrorRelationship
a. BIHFTER (CR) #EXRMdm% (BU trident-protect-relationship.yaml) ©

RIE FHIBMK -

* * metadata.name:* (WME) AppMirrorRelationship BT &R HE o

* * spec.destinationAppVaultRef*: ( _required ) LLEMBRESBHhEE FBRHERTER
B9 AppVault 78 o

* * spec.namespaceMapping*: ( _required _) BRI EGLEMMBERTESBREAREN
CR EERMEREN a2 o

* spec.sourceAppVaultRef : (_required _) ILEXNBERFEIRIFEEAIZEINA AppVault %7FE o
* spec.sourceApplicationName : ( required ) ILENBERESEEREERAER CR BE

FHRRERENRTE o
* spec.sourceApplicationUID: (HE) IHENBEERETHRBEEAIZN CR HEZSMNRIERERRR
LAY UID 4BRF ©

* spec.storageClassName: (F] %) BEiERE A MNVREFERNATE  (HEER L /BEE T 5
IRIRIB IR HEEAFHIONTAPHEETE VM o MR KIBMETFSE » QITERFEREE LTERHT
£851)

* spec.recurrenceRule : L UTC BERFEIERERIIREZHMAEHA

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



R EEREIEANEZRE 21 trident-protect-relationship.yaml ~ s(AEF CR

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI Z1I AppMirrorRelationship
a. EII M E A AppMirrorRelationship % » WAHESEHEBBRATIRIETHE -

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

Bl

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
——source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (Optional) TEEMMEE L » BEEREARAIAKRBARE :
kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

AEBEEEMESE

fEF3 Trident Protect » &R LGE SR FEARR N KIZER I BIZEE © IHBREEEFEILERREG » YEEREXTE
BiZE FELR o NRKREE FEAREREEETT > Trident Protect A IEZERRER ©

1. EBZEEE L > 45EE AppMirrorRelationship CR % (#I#0 trident-protect-relationship.yaml)

» W& * spec.desiredState* FIEEEA Promoted ©

2. fEF CRIER -
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3. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. ( Optional) TERIEBHEEAREN LRIUBIEARELE
S. ( Optional ) HEHETRRFHAIRREFAREE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENRY RHEBEERRMGR

ENMAS XS EMBUERME - MITEMETFER - RIGRFEBREXNASNTHHERER > MKE
AUt EHITHRREARE M AEERERIER -

AR B BRI R A - 1R LR o
() aosbaBEsABNERRRNETELHBEES -

55
1. B AR L R AR ARSI o St ATRER BB R R o

2. 1B1EEE L > 4RE8 AppMirrorRelationship CR 1% (U trident-protect-relationship.yaml)
» W& spec.desiredState FIEEIE A Established ©

3. {#7FZ CRIEZ o
4 EFACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MNREAEBMEBE FRTEAFREIIZRFESHEBEBEARER » HREBK - AN EEREIRERRE
KEREIHFE o

REEHEL BEBEERHE

ELCRMENRS BEREHERMGR - BIMERRASERRRERARER - KESTEMBE M - TRHEBE
HAR¥ B pt R RSP RV E S RE TR -

1. ERBBERMEE > MIBR AppMirrorRelationship CR © E2E 2 BV AR o MNRFFAVE M EE
BEEEARESE > ARERR -

2. EFIRSAIRE SRS EERIAN CR MR » URTHBRI -
3. EREMENN (RIFTRES) EFFHER AppVault CRS BITHRE °
4. {EABHIRE CR TR - RERWAEE -
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REBERENERSM

ERREERGEE > Trident Protect SR EAREAREBRAEFRIE - FARFEEENORIGKFHFERR o
Trident Protect 2{Z1ERIFRARERLFELHEREIBRME - ARBREEBIBREARER

FEREERT « BEIGKIFEME B -

TR
1. fERIERE L - BIURIEIRE :
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/3 CR EIZRAIRER
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :

i Y BIER (CR) HEEI&Hm% (Ml trident-protect-shutdownsnapshot.yaml
) o
i. ZE 5B -
* * metadata.name*: ( _required ) BHiJERMLTE o

* spec.AppVaultRef . (_required _) IL{EXBEREREERIEZINH AppVault
metadata.name &1L ©

* spec.ApplicationRef : (_required ) ILEXBFERFEEATER CR EREN
metadata.name ##1i °

YAML 34 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. ERLERAMEIEAERZ % trident-protect-shutdownsnapshot.yaml ~:5&MH CR

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI Z I RATRIRIR
a. BURIHIRIR - LURIREFMENA S IERPRIME - fIgn

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. FERIRERE L - BIRIRIRSTAE - USRI IRIRAVIRAS -



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ERBEHEE L > FATYIHL S * shutdownsnapshot .status.appArchivePath* BI{E » M50 ER#IEZRERIEHY
RE—E87 (1#8% basename ; S ERE—ERNGEZBRWFAEIER)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. PITAHBE > WHNVERMEEREEMIRIERE - WETTHIEE !

@ ERRBEREFNTE 2 > BB E 37 spec.promotedSnapshot
AppMirrorRelationship CR #§% 9 » I EERATE LMD ER 3 Pk ERLE

S WMITHHNRMEHEL TR ([MESEHED RIEREESRIEF] o
6. IEHBIRIRELE FEUBRERHE -
HR
HRREES » EIEEETIIEE :
s FRIAHKRFEATZR M Kubernetes BIREHEEVREE o
* MIBRFEAIEXAIKubernetes&E iR (REEPVCSHIPVs) -~ BNE]IEF{ZLERIEIRREFAFE AP ©
* & Pod itz % - EEERMIRE RBM S HEEIRAES
* SnapMirrorB &R - F B Rt E EHTFETES °
* FERTZTAY Kubernetes BRI ATIRIBER « WERRIAKRERRER L EEZEM Volume B ©
c EREUMERABEREIL
BEAREAREBEERIAFEEE

fEM Trident Protect » SR LUEBU T T RFIIEHRIERREERER HMEER)  FILRERRERG RN
TERIEH > Trident Protect EiEMERARNEERN (EWNRAY) RREKRRERRER » RAEBREERS

[ o
HRFR BT AR EE B A RIARA « WH KR TS8R

* EAHIBEARRERLS
* RmEMETERRE

@ AEMPTEERNEMRSERE > BRAESRETAHEEEEFPRRABEENER

* REERAM o
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1. T REEMRS D HEREEREMRIDR
2. JIRBREARENER AP
FFHE R R %

;&;EJLXB?EEHHUB%%’E%EQ% o BEMIREARENERAEE - SEEMEBINEARER > mEZBREEFH

1. BRIV BEZEE L > MIBR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{EFE Trident Protect BSEATET
o U RERGBNENEEEZBRARNHEEFER 2 BB EHNERER -

@ ECBERARELR > SEAEARTENFAENTHHNSHEERAEN—ERHE - MREEER
‘aiTH > AEEERFERESNIT

BINRERIEE

HEHHTMIERMNTHRMREBREE » EIUBBCHENGERRERIE -

BREF—(ExRE
EEREARNENIF—ERE  BRIRRXHEN AP EERIF—EEE o
55
1. T FHIEP—

8. "HITRAE" o

b. "EI " o
2 ER—ERE L - RERINRRBRABATIE > FHTFHIRP—E :

8. "HERIRERER o

b. "HEEERER" o
EHRETERE

LEFEARENENIFTENEZE BITERERRE) » FEREEELEIHDR @ ABBEHEOERIIAENE
£ o AR FEBIZEEE FEZE Trident Protect ©

()  cEauERETEEEZBEBRERRR SnapMiror 5" -

TR
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1. EIEG o
2. $EHEE O B MM E LR OIS 10 2 M GE77 7 B9 AppVault CR o
3. FEEMOHEE I EOEEER > o

AR —ERFENBEES — (AR
TRILBER BHIERE B RFHEER - RERAREAR—ERFEEN BB S —ERFER

BN (HE25R CR BRI ZE)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude

93


trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace

94

£/ CR Z[RIRER
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. EIEBIIHNERP > RETHIEBMYE
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appArchivePath : 7 AppVault PREFIRBABHERE o e LUER Tt RSHULRE

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFIRRASH AppVault &5 o
° spec.namespaceMapping: ‘ERIFEMN IR L TEMBEE BRItz o URIRHPIEH

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE  MRERFEENEERNEARNFEER » FMEERREDE » UE S RCARERE
HEIR

° *resourceFilter.resourceSelectionCriteria : (Ef#EEFREE) FARY “include or exclude B S EHEFRTE
resourceMatchers FEZRNER o Fil T EREE TR - UEREMWALBRHNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o YN REIEULMEY | E S
ErcE > efMELEEHE%A OR /% > MEETE (B » B8 > k) AR ZEEE A AND
=

* resourceMatchers[].group : ( Optional) EEHERZREH
* resourceMatchers[].cher : ( Optional) EEmENERIELE o

* resourceMatchers[].version : ( Optional) B EnERERIRZ

* BEFEZ EIRH Kubernetes metadata.name ##{IHHY * resourceMatchers[].names* : (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (



Optional ) #n%4aZEfE o

* BRI Kubernetes metadata.name #{iIFFEY *resourceMatchers|].labelSelectors * © (
Optional ) Label ZEENEFF & » WIHFTEZR "KubernetesSZ " o FIgN

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEREMBEBEAERZRZE trident-protect-snapshot-restore-cr.yaml * BEMACR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£/ CLIZRIRER
TR
1. BRBIEREAENGRZER » LURIBEFE RS IERTHE -
° snapshot " 5|BEEEAN R TZRMIRBLTE <namespace>/<name> ©
° It namespace-mapping 5| BfERAUE RO RV RZER » MAETURIRIR i 2 = EH R E IEFER

Brthesa =M sourcel:destl, source2:dest2 °

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>
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E1ETrident Protect #1781 F

HITHRBE—EBTHE - IRERESERAREINERMREEZE—RENIT - fI « 1
RICAEEHERARELN « KA UERARTHAREFRBEZANFFEERERS « LR
FRITABIEER S o WILFIHREAREN—HBIRER -

HUTH R
Trident Protect SZiR A T EBRITH FIRE » BURAIR EFIRVETTRIK

* [RERAD

* REER

* FREHEH

* win’

c BRE

© REBER
HITIER
HITERMREFRR - MITHMESH SRR TIIRREE

1. (EERA EEHR AT TH O SEEEN DB LT - CIUERER U AR TEEHEN BRI
i ~ BEEEZAINITEEHINIERFEAREHEERTE
MRBEA > MIGRERERGRE o "7 REZSRIEATrident Protect REERFREHIEE"
HITENREFE o
RENERRREEERRIGT FRRRE

HERNBRFRATHAMEEEENR SR LT - CAILRRERU KA TESHENEIREF
iy ~ BEFERIITEEHANIEF LA RENEARE °

o &>~ W DN

MRERUF—EFRENZERITHEY (FIIFRLIRR) -~ AEERESEHINANITIER - 78 - FEJREAH
HWHITIBF A TRE - HI0 - U REAMAEFRBEE IRAERRRITIER -

1. SITIRERAT M

2. REBEADERT

3. MITHRMATHS

4. JITHEO B

(D) DRESRAEERRRTTERRERRNERE o

FEXFERETRARITHEBIS B ZA « SBERETAIR o EeILU#EA kubecl exec'fi <

@ KR EMAGIESH - EENFEIRIEBETRBRITHAZE « sHAGEFEEREBED « LUE
FREM—K c ERIUBEARENENIEREHR TR « BERRBHED « ARASERRES
IESEREIEIEZE o
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@ SNRIREBAIITIRE SR INIG > B FEHTEFR Kubernetes BR » BIELEEBEEIEREBHEHD
» R AIRERERIERET ©

R B THANER IR SR
REEARANRITH AR « FEETIIEE-

* MITIHRESLAERIESHERIITENE - SF2RITH AR U2 RBERNIESH

* Trident Protect ZEK#1T# FEARIMZASLART BT shell RIZARIE AR

* IR/ EPRZ96KB ©

* Trident Protect A #1TH# 7 EFMEMAIR SR IRE WL FBERARIRER « BEHNBERIEE -
HRHITHORE SRV HT2EARTHREARENINEE « At EEZ—EREMEBTNT

@ BEIBITRARAERE o MMRELHERANBITH ARMBEGN IRBIEE « ERFEREICHE « BIMNERE

MEIRBIERELRE « HAFFHINT - ERTHOHEBNTHAPERANEEREZRRENE
5ERY °

HITIREERESR

BICHL S AREEE AR B THMEE > oG ERESR IS E TN » USRI SINAS o fhstess
REFMERS LERAERRSMGHNERRERNKRIFEER « B eRESEMRERRTRNAR (fl
flElasticsearch) ° EfiE2s Al BRI M TIHESER LRSS ERITHEAS ~ BEFR—EFER23EERE - tNRE
AB—HITH AR ZEEESS - SR REENEREFESER - SERITEMERZ I E10E/ERT
EmisEes o

gD MITHIN SERESRSER ERR TR EEEETHNES - ENFHERABAER » 7 EEZA S
BITHRAAMIZ o @ESMNERRTNERERETTR 2 (RE2) 387% @ B 2 MBI EBETHIRE

2RAYIBIERS © AR Trident Protect EHITH FiBIES PRIENIERKRTINEEZNFMAER » H26H HHAIERI2
(RE2) SEASZIR" °

@ IR o B =R EESIE ENITHE « MATERIERFEZRANT - BERTERKR
HERMAINARNGRZER - BlesEHGREREERAEE R ZER o
HITHREES

sEiEsh "NetApp Verda GitHubE 22" TEZAPIFEATEZTN (U Apache Cassandra # Elasticsearch ) BYERE
1T - U EBEHA - BENEREBEECNETRITHRE °

BIITH

ICRILUfEMA Trident Protect ZEARNEIBFIHITHF - CREBHAMAEE - EES M ERRASERIINT
¥ o
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fEFA CR
HER
1. BT B5]ER (CR) #EREIL&HHEA trident-protect-hook. yaml ©

2. HEUTEBMUFEERTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRLE

° SPEC.applicationRef : ( _required ) EHITHITIHENERIER Kubermnetes %78 o

° *spec.Stage * : (_required _) —fEF& > i5HHITHIEEENFHARPITHIPEER - AJREME
-
* BhC

° spec.ACTION : (_required _) F& > RIHITREMRRINGITE) » AIRRZIEE N EAHITRE
BRI EREABTT o PIRE(E -

= Snapshot
10
- BEERE
° spec.enabled : ( Optional) FTRILHITHEEEERARERA « MRFKIETE » AIFERES true

o

> spec.hookSource : ( _required ) BE base64 ##hE hook 5L HEIF R o

 spec.timeout : ( Optional) —{HB(TF > EEAFRITHMNITHRE (UDHBBD) © B\
B 158 > MBKISE > FRIEA 25 D8 -

° spec.arguments : ( Optional) YAML 53|805E > o] LIAMITIHERETE -

° *spec.mmatchingCriteria : ( Optional ) EEMMNFHEIRERCEHEE > SERHAMRBNI T
fhigtas o SENITHIRZOINIE 10 EEREESS o

° spec.matchingCriteria.type : ( Optional ) B HITH0EFEIERMF R o AJRE(E ©
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value : ( Optional ) B ITHOEFRENFRIRAEER o

YAML &5 :



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. FEELUERMEIRA CRIEZRZ%E » FEMCR

kubectl apply -f trident-protect-hook.yaml

fEFACLI
WER

1. B 3THN - BURIRE A IESRRAYE - flY0

99



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIHITHI

TCRIUFERITHLOETTAR - NBEHRERFZFHENN TN - CEEREHEE - EESMEHEIR
» AREF BT THNG o

FENTHNBIMEREDER

1. BUBRER » WEERIETERER > UHERBNNITUE
2. 7EfEG EBITRITHENG
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T BUERRBN
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fEFA CR
HER
1. B BE5]ER (CR) #EEI&HE% trident-protect-resource-backup.yaml °

2. HEUTEBMUFEERTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) IEEFTERNGTE ; AEHNIRIEEER —B SIELTE
° spec.applicationRef : (_required _) ERIEREHHIEATEI Kubernetes 418 ©
° spec.appVaultRef @ ( _required ) H#EHHDASH AppVault &7E o

° spec.appArchivePath : #ZHED AR AppVault RERERIE o R UERA TGS REHIE
BRIR :

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. WL EFEMEIEA CRIEEZ% » 5AEM CR !

kubectl apply -f trident-protect-resource-backup.yaml

fEFACLI
HER
1. BB  UWISIRIBNE RBCIESR P AYE o §lan -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> —--app-archive-path <app archive path>

2. EARBHREE - CEIUERERALEG G > BEEFETHAALL



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. FERHEMAT

kubectl describe resourcebackup <my backup name>
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SE 2 L BiTHM
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fEFA CR
HER
1. B B5]ER (CR) #EERI&HHA trident-protect-hook-run.yaml ©

2. HEUTEMUFEEMTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —H SIEALHE

° SPEC.applicationRef : ( _required ) BERILENSEELE 1 PELN
ResourceBackup CR FEFTER &5 o

° spec.appVaultRef : (_required _) FRMFRLETSEETIR 1 PEIL
ResourceBackup CR B9 apVaultRef

° spec.appArchivePath : FE{RILEETGIED IR 1 HIEILH ResourceBackup CR HRY
appArchivePath £ ©

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.ACTION : (_required ) F& > RHITIRBAFREAIITE) > ATREIEEEAHR
TIREEEIRFEREARTT - AJREE -

= Snapshot
- 1h)
T BEERHE

° *spec.Stage * . (_required _) —fA¥ & > I5HFITHMIEESIERARFAITRIBSER o tEHME
RS EEAEAMPSEITHNY © AIRE(E !

- B
" BEX

YAML &4 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover
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3. EEUUIEMMEIEA CRIERZE P FEACR

kubectl apply -f trident-protect-hook-run.yaml

fEFACLI
1. B FEHITRERITEK :

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>

-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. BEHPITHERITAGREE - LIUEERITIEH S - EEFETHAALL

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. 551BH exechooksrun ¥ U E B RALHAERIAIES ©

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>

iP5 L3 Trident Protect

MREERSBIRAREISTERESR ° PIRERE#FRTrident Protect Jof4 ©
EEPRTrident Protect » BT RS o

SER
1. MIBRTrident Protect CR t£28 :

(D) 2506 REBIATRELSE -
helm uninstall -n trident-protect trident-protect-crds

2. #FRTrident{R:E :
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helm uninstall -n trident-protect trident-protect

3. #B4&Trident Protect 44253 :

kubectl delete ns trident-protect
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