{5/ Trident
Trident

NetApp
March 03, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/trident/trident-use/worker-node-prep.html on
March 03, 2025. Always check docs.netapp.com for the latest.



Sk

{8 Trident
R TIEERRY
EIEEENTAR
ENEAARTS IR R
NFSHEHR &
iISCSIFEHRE
NVMe / TCP FRE&
FC H4R& _ERY SCSI
RE R EE R
R IE Bl
Azure NetApp Files
Google Cloud NetApp Volumes
&% Cloud Volumes Service X Google Cloud{&ixnHITHEE
R ENetApp HCI —{ER R ZIhAEBYSolidFire i
X RSANEEEITZTLONTAP
ASNASEEENFZTLONTAP
Amazon FSX for NetApp ONTAP E &%
fE FkubeclZE L & i
ERBIR
B EERF#HFER
B LER
EIREFER
BRECEHEIEHIEE
fcE Volume
ERFVolume
PE AR &
BiTHAIE E R B
Een =ML FANFSHE &
it ZE RIS IR E
&£/ SnapMirror B HiEE
R Tesithi#)
fEFIRER

© © © N O NN 2~ 2 A -

BN
o O,

® U1 o
SN

112
144
150
160
160
162
164
164
168
179
187
190
194
196
202
209



{£R Trident

At T VRENRE

Kubernetess= &2 RRYFA TEENREERARAESTHIE IE E RPodEC ERHAIR & - 2R
{EERRS > M BIRIRICEERNERENTZTUREE NFS » iSCSI > NVMe / TCP B FC T
Ao

EEEENTAR

IR RERERARS ISR ENERERTA - BHHRAH RedHat CoreOS TR G
BETH o

NFSTH

"ZEE NFS TE" MNRIEHEHAZE | ontap-nas » ontap-nas-economy * ontap-nas-flexgroup *
azure-netapp-files > gcp-cvs ©

iSCSITA
"ZEEISCSIT A" NREFEAME | ontap-san > ontap-san-economy > solidfire-san ©

NVMe THE
"4 NVMe TE" MREEEER ontap-san BARER TCP (NVMe / TCP ) HatiEVIFEZE 4ECIERE
= (NVMe) o

@ NetApp Z:&FEH ONTAP 9.12 S EMIRA2KEZIE NVMe / TCP ©

SCSlover FC TR
"ZdE FC TE"MNRE(FER ontap-san sanType fcp (SCSlover FC) o

INTFEARE © 556 "RIE FC IMAM © FC-NVMe SAN FHHI5E" o
EIRGARFS R R
Trident & & B B{EAIEE R AT MBIT iSCSI 3 NFS AR ©

@ ENEEARTS AR R PR A IR R EIBVARTS ~ (BEAMREIRTS EIERRE o AR » RAERREINARFIL
NMrattr e HE g R -

REEM
Trident ERERGETEM « LEBIRRZIBRT - E2IRREBELEEMH  FRIT -

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

1R R EIRIARTS


https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html

Trident E&a5! Trident &i%s CR LS EERRIARIARTS - EERRRREIMIART » F8IT !

tridentctl get node -o wide -n <Trident namespace>
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RHEL 8/ t

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common
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* MMREFERRIREEED igroup (B 2004 & 23 HEEERF) -~ iSCSI BR/EEF % SCSI ERBEHY
FEL] LUN ID E&) SCSI EFiRia o
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SCSI EEBFRRIFEL] LUN ID ©

ZEEiSCSITA
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* Kubernetes#& & FRISERERUARBHE—RIQN » BRVENFTRIFM o

* BRFELERRMCOS 4.5 FE#hk4s ~ SiEMERHELIBBMILINnuXEREE R solidfire-san EREIFETR
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12 7R HEZ 2 FIPSHHBCHAPERE ASHA1 ~ SHA-256F1SHA3-256 ©

sudo sed -i 's/”\ (node.session.auth.chap algs\).*/\1 = MD5/'

/etc/iscsi/iscsid.conf
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1. ZRTINRGEN

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. #&iscsite-initier-utilshR A< 2 5 7%36.6.0.874-2.el 75 EHTAR A :
rpom -gq iscsi-initiator-utils
3. BEZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

(D HE{RTE"default" ($832) TF"etc/multipath.conf"& & "fappe multipaths no" ©

4. R{REBEITHIR " iscsid"F"multipathd"
sudo systemctl enable --now iscsid multipathd

S. RYFRYERNEN TisCsl

sudo systemctl enable --now iscsi

Ubuntu
1. RETIRAREN .

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 1B ISCSIRAEE 22.0.874-5ubuntu? + 10 EHHRA (ERNEEEKR) 52.0.874-
7.1ubuntu6. 1S EFTHRA (GERARER)

dpkg -1 open-iscsi

3. RiFHRATFH !



sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BMAZERRK:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ FE{RTE"default" ($832) TF"etc/multipath.conf"&&"fappe_multipaths no" ©

5. FERERYAL#IT lopen-iscsiy M TZRETH)

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

(D $Ubuntu 18.04 ~ BB (ER Tiscsiadmd) BFZRBERERE « SABERE) Topen-
iscsil ~ iISCSIHBEARERRE o &thalLUERR TiSCSIly BRFS ~ LB EERE) Tiscsidy o
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EERTEHEE iISCSI BHIEERTE ~ 551818 iscsiSelfHealingInterval
iscsiSelfHealingWaitTime 7E helm Z2E£5Y helm EFEARIAISEL o

T EB6I# iSCSI BREERIRRA 3 718 - MBEREEFEFRRS 6 2 !
helm install trident trident-operator-100.2502.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n
trident

A

EERTEIEE iSCSI BIFRIBERE ~ 5581 iscsi-self-healing-interval # iscsi-self-
healing-wait-time 7E Tridentctl Z4L T EFTHAMBIZH o

LT &6 iISCSI BREERIRRA 3 D - MEREEFERRERS 6 9iF !

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident
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* NVMe B E RHEL 9 S{E#THrAs o

(D * YN Kubernetes BIZEAIMZIORRASKE ~ I NVMe EHEEZ AR IEAIZORRES « {EAIREXE
£ NVMe EG B EEAIZORRASE# 2 —1E o

RHEL 9.

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)

sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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cat /etc/nvme/hostngn
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RHEL 814 £
1. ZRTINRGEN

sudo yum install -y lsscsi device-mapper-multipath
2. ARZERK:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ FE{RTE"default" ($852) TF"etc/multipath.conf"& & "fappe_multipaths no" ©

3. HEXE “multipathd #fTH :

sudo systemctl enable --now multipathd

Ubuntu
1. ZETIRREN -

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. YA ERE

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ FE{RTE"default" ($832) TF"etc/multipath.conf"&1&"fappe_multipaths no" ©

3. FEE "multipath-tools’ B EY AL IETE #4117 ¢

sudo systemctl status multipath-tools
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* "&ENetApp HCI —{ER R 2IN8ERYSolidFire 1&x"

* "EFAONTAP IhEER—HICloud Volumes ONTAP NASERENFE = 2% i B I
* "ERONTAP R3Z#EMICloud Volumes ONTAP SANBBENTE =0 AR 3% € £ "

* "{2F2 Amazon FSX for NetApp ONTAP £/ Trident"

Azure NetApp Files

% EAzure NetApp Files —{EEF A IR

8B IA#& Azure NetApp Files s2E 2 Trident By o B LUER Azure NetApp Files %
imiEtE NFS 1 SMB HAHREE o Trident th32#8 88 Azure Kubernetes Services (aks) =
ENEE B DRI RETHEBIR °

Azure NetApp Files SEENTET{sE4AE T

Trident #2751 Azure NetApp Files #FERENTET « PTEREEITEN - TIEMNEFIIENNEIE :
ReadWriteOnce (rwo) - ReadOnlyMany ( ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod
(RWOP) o

EeEniz=t FEIHBE  VolumetE®l ZIEHIFEUET FIRIIERRS
{azure-NetApp-filfiz) NFS ERAR Rwo * ROX ~ rwx nfs > smb
/T2 RWOP
EE

* Azure NetApp Files BRFEF321&/1\it 50 GiB RYMAIRE o N RERBU/ AR E « Trident & BEEIL 50-
GiB H4IR(& o

* Trident {£X1B# & E Windows E1Z5_ F#1THI Pod BY SMB FERER o

EEME A

Trident 323% "SEE 5 7355 "Azure Kubernetes fRFSE%E - B2 ERAEE S 2B FTRHERI(CUREIERINEE
T AR
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* {# aks ZFER Kubernetes 5
* 7 aks Kubernetes &5 & ENEE B 07
* Z4EM Trident » EFEIFE “cloudProvider 2457E "Azure™ Ry o

TridentiZE& F

BHEER Trident EHF L5 Trident ~ 554R%E tridentorchestrator cr.yaml URES
‘cloudProvider "Azure" ° Yl :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Ehe
MU T & ERIRIEE S Trident Set Z2E cloudProvider & Azure “SCP .

helm install trident trident-operator-100.2502.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LUTFEE1Z24E Trident MiASFEAZERE cloudProvider 4 “Azure !

tridentctl install --cloud-provider="Azure" -n trident

BT
Eix G 5745 7T :E Kubernetes Pod U T{FB & H 5 5R:5 RKFE Azure BR ~ MIEIRHEAFER Azure 59358 ©
EETE Azure FERERS SR « ESNBEERE

* f£F aks ZBZEHY Kubernetes g5
* 1£ OKS Kubernetes &5 L ER T E& &&#RIH oidc-c3E1T
* LM Trident ~ EFEE “cloudProvider 55 "Azure™ % “cloudldentity ${§ € TE& H 57 #7189
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TridentEE ¥

LS EFEA Trident BEH FZ4E Trident ~ 554%%8E tridentorchestrator cr.yaml URES
‘cloudProvider "Azure" » MiERTE cloudIdentity 7%
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXXKXKXXKXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—

KXXX—XXXKX—XXXXXXKXKXXXX " *

Efe
ERATIIRIGEHRTE * BinttEs (CP) *M*ZmF oA (Cl) * ERNE !

1\

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

SCI'BRE “cloudIdentity :

helm install trident trident-operator-100.2502.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>
FERATIIRIZEHRT * TinftER * # * Zi% IDENTITY * FEZR(E -
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXK"

TFEHIEZE Trident WAFFEIZEEE cloud-provider 4 “$CP ™ M cloud-identity $CI :

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident
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R EAzure NetApp Files —EINRETZIE IR
TR EAzure NetApp Files SERIGINFEZ A ~ MABRERA S FIIEK °

NFS #1 SMB Hifitt& AN B4

WMREEFE—R(ER Azure NetApp Files ~ SRETEMAIEER ~ BIAN EIT —EVIIARTE ~ A HERTE Azure
NetApp Files I Z37 NFS Volume ° 5528 "Azure : 52 EAzure NetApp Files THAELLZEIINFS Volume" o

EERTEREA "Azure NetApp Files" i ~ IWEETFIER .

* subscriptionID® tenantID> clientID> location # “clientSecret 7£ AKS

@ =5 LFRASEF D HMAIRAERIER
* tenantID®™ clientID M ‘clientSecret 7f AKS =& HERAEHRE D FAERIE
E o

* REEE - :52[ "Microsoft : % Azure NetApp Files I RE2EE" °
* Zik4A Azure NetApp Files FYFAEER o s552R "Microsoft : i FAIERZR4E Azure NetApp Files" o
* AzuresJEI$RHEAY TSubscriptionID) Azure NetApp Files (EIHREARZIBHITHAEE) o

* tenantID® clientID Ml “clientSecret ¢ "FEFATZZUEEM" 7£Azure Active Directory® ~ BffAzure
NetApp Files &3 HERRBATLEINAE - RAREXEEREER THIHP—IE :

c EEENEMEAR "HAzureTRITER" ©

°c "HiEffEAE" (assignableScopes (TE:JRIARA]) > EBELUTHER » EFRH? Trident FREERIRELR o
By BiTAZ B FERAzure A\RILIERARE" > ©
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—_

n id" .

"/subscriptions/<subscription-

id>/providers/Microsoft.Authorization/roleDefinitions/<role-

definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",

"assignableScopes": [

1,

"/subscriptions/<subscription-id>"

"permissions": [

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

read",

"Microsoft

write",

"Microsoft
delete",

"Microsoft
ts/read",

"Microsoft

{

"actions": |

.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

.NetApp/netAppAccounts/capacityPools/volumes/MountTarge

"Microsoft.Network/virtualNetworks/read",

.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read"

14
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"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1y
"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location Z/WEE—IE "RV F4IEE" o € Trident 22.01%E location 2H¥ERimMEEER LERN
WAL - FRERERAPISENUEE °

* DURBER cloud Identity sREUS “client ID R "EAEIEKNFEESHHA" MEFIEEZ ID

azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXKXXX ©

SMBHAFEE I E(thZER
EHEEIT SMB Volume ~ &N BEME -

* Active Directory B EMEARZE Azure NetApp Files © 52 "Microsoft © EIZ & EIE Azure NetApp Files
B9 Active Directory Z4g"

* Kubernetesg2 £ EfELinuxiEHIZZE0RL ~ LURZE/D—EBTTWindows Server 202289Windows T{E&f
2t o Trident £ 1BHMEE Windows BiEE _E#1THY Pod BY SMB HiER o

* E/DE—@ Trident #2282 &Y Active Directory 5358 ~ LUE Azure NetApp Files E#58:EE Active
Directory ° 4% smbcreds !

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BREAWindowsfRFFHISCSI Proxy ° BERTE csi-proxy * sa2H "GitHub : csi Proxy" 3 "GitHub :
A WindowsHISCSI Proxy" A Windows_E#11TAIKubernetes&iZs o
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ERBHRENERIRARR o FAILLARE « Trident FIRREEREMUEPZEIRL Azure NetApp Files BIFTE
NetApp I1RF - BEEEMFHEEE « WIS IEEEREEP—EEEM FAR L - EREE - Bt

nasType nfs HERTERE  MEBHEA NFS MIREETEREE °

ETMIFIYATEERA Azure NetApp Files W AR « BIRARR RS « BER LESRESEAEEN

i

MR & R HERSMVEEE] o

apiVersion:
kind:
metadata:
backend-tbc-anf-1
trident

trident.netapp.io/vl
TridentBackendConfig

name:
namespace:

spec:
version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET
location: eastus

BENS DA

I #IRAEREEABUULE subscriptionID ™ tenantID ™ clientID
SRR EEATNAE o

apiVersion:
kind:
metadata:
backend-tbc-anf-1
trident

trident.netapp.io/vl
TridentBackendConfig

name :
namespace:

spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

18
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LB IRAAREEARBALE tenantID clientID M “clientSecret (EFRAZEIRS DA SERINEE
)

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

o

BARESERERNEEREERMER

B IRABRE SIS AR @& B TE Azure BIIE ~ W EF eastus AEEEHR 'Ultra o Trident B EHIFE
ZABEFZEIR4S Azure NetApp Files BIFRE FHBEE ~ W FEMTE HP—(ERFEE _E M EFHBVELIRE o

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1l/account-1/ultra-1

- application-group-1/account-1/ultra-2
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‘IR AE— DR RE N E S E R N EE—FEE - MELE D VolumeBIRECETRR(E

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'



EREEAER

IR IHERA T E—ERPERZAREFER - ENFZEREEEXRARANRBER « MEBE
fEKubernetesFRE I REB LR RNFHFERNF « EREA - ERBERNERZRAKRED BRMBIKE

performance °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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om

Trident AIRIBMEF AT MG - ZTFEEIRHELEIE o “supportedTopologies' It im4ERE RV E IR
BERREESERIENEIFMEINEE - IbRisENEIFMEINENBER S8 Kubernetes FEEEIRY F1ZH
&I &IGE - ELEEIRMEINRRAIEHEFENPIRHNASEBE - HNESRIGFiRHERIENE
%?%W%ﬁﬁ%*TmmﬂQEWﬁEﬁWEQ¢EﬁMﬁE°m%ﬁﬂﬁﬁ*%W@ﬁ%mﬁ%"%

version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865eebo6ct

clientID: dd043f63-bf8e-fake-8076-8de9%le5713aa

clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

supportedTopologies:

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

HEEESR

VRN StorageClass EHRA2E LIMEEFEERD -

FHRAMNEHFITER parameter . selector B

fFH parameter.selector T A=EEEIEE StorageClass BAREEHHREENERER o ZHEEE
BEMMENERIPERREREHE -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMBHHR & B E Z S5

=2 nasType ¥ node-stage-secret—-name M ‘node-stage-secret-namespace RAI 3EESMB
MR &E ~ WA Active DirectorysBsE &k} o
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BEMREERRERNEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType: smb ZIESMBHiEERIEEEHZESS © nasType: nfs 8 nasType: null NFSE
& HYERIESS ©

FERVAE Yy
BUBIKEREZR AT TGS

tridentctl create backend -f <backend-file>

MRBIREIIKRY « RNBIRARARRE o SR IT 7)< RigRecsk ~ UHEREA -
tridentctl logs

AL AEFARRSIERIRIREZ 8 ~ ERIUBR#TTcreatedn < ©
Google Cloud NetApp Volumes

%7€ Google Cloud NetApp Volumes &

RIRTERI LAE Google Cloud NetApp Volumes &€ Trident AY1& 1% o &R LAEA Google
Cloud NetApp Volumes & im2RHif0 NFS #1 SMB #4iR&E o

Google Cloud NetApp Volumes SEENFENEAHE R}

Trident $2f "google-cloud-netapp-volumes' Ei 2 £ iE TV BRENTZE TN o TIRMIFEUEN E13E | ReadWriteOnce
(rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

BEEhiE B8HBE  VolumetZX ZIRHVFEUER SERERRA
google-cloud- NFS ERAS Rwo » ROX ~ rwx * nfs* smb
netapp-volumes iR RWOP

GKE MZim & 5335

TinE 75 "I:E Kubernetes Pod U TE& &85 552582k 7FEX Google Cloud EJF ~ MIEIetAAERY Google
Cloud &4378H8 o

EE7E Google Cloud FERERS DA ~ CHBEEMRE :
* £/ GKE ZfZE8J Kubernetes &% ©
* EEIRMERE LRTEH GKE 5 GKE F#EZ AR ERENTIEaHE DA
* B% Google Cloud NetApp Volumes BIZE (A / NetApp ° BIF) ABIBE:IARH GCP RFEIRE
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TridentEE ¥

LS EFEA Trident BEH FZ4E Trident ~ 554%%8E tridentorchestrator cr.yaml URES
‘cloudProvider "GCP" ~ W& cloudIdentity A “iam.gke.io/gcp-service-
account: cloudvolumes-admin-sal@mygcpproject.iam.gserviceaccount.com®

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sa@mygcpproject.iam.gserviceaccount.com'

Efe
ERATIIRIGEHRTE * BinttEs (CP) *M*ZmF oA (Cl) * ERNE !

1\

export CP="GCP"
export ANNOTATION="iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sa@mygcpproject.iam.gserviceaccount.com"

LUT & HERIRIEEBIZLEE Trident WERE cloudProvider & GCP “s$CP ~ W{FAIRIEEE
SANNOTATION ERiE “cloudIdentity:

helm install trident trident-operator-100.2406.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SANNOTATION"

<code>tridentcti</code>
FERATIIRIZEHRT * TinftER * # * Zi% IDENTITY * FEZR(E -

export CP="GCP"
export ANNOTATION="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

LU g ZEE Trident WAFFEIZERE cloud-provider 4 “$CP ™ #M cloud-identity

SANNOTATION -

tridentctl install --cloud-provider=S$CP --cloud
-identity="S$ANNOTATION" -n trident



#{%:8E Google Cloud NetApp Volumes &if
TR E Google Cloud NetApp Volumes &IfZ A ~ EABHERAE FHIENRK ©

NFS Volume BN E (4t

WMRIERE—REA Google Cloud NetApp Volumes ~ MM EH « BIBEEET—LEVIRRTE ~ THER
T Google Cloud NetApp Volumes #2317 NFS Volume °© s8R "FHiGZ A" ©

7E52E Google Cloud NetApp Volumes &k 2 A - s5CEREES T5EE !

* {#F3 Google Cloud NetApp Volumes ARFE&EHY Google Cloud 1RE ° 52/ "Google Cloud NetApp
Volumes"

* Google Cloud tRPHIE MR - 5520 "HpF=" o

* A Volumes Admin ( NetApp Volume BIE) A Google Cloud BRFEIRS (roles/netapp.admin ©
E2E B EENEIEA GEER"

* {GHY GCNV tREBY APl IBHEZE o SH2B "EILARFIRE TiE"
* @ o A2 REFERMEE"
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HITFEVRE 2R o
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BEf# Google Cloud NetApp Volumes HY1& im4HRESEEIE » AAERTARRE &M o

RIRAERGIETR

BERIHEEEE—Google Cloud@HFREHMIRFE - ERTHMENRIUMIRFE « ErIIERH R o

2R A jE
rEl KIEA
ltorageDriverName EFEHENLE #1E
storageDriverName %
BISTEA [ googoogle E
% -NetApp-Volumes | ©
Mgimsail (BEf) RERFENETRE EREnf2NatE+ 11 +API
TR —EB D
storagePools BERZ2¥ - ARNiEEANEHEENRESRA o
ProjectNumber Google CloudiR P EZ4R5% o tE{ERIEGoogle Cloud
AOREEHEKE -
(ITA=1 Trident #1Z GCNV Volume B9 Google Cloud i & °

I E&E Kubernetes &R « ERE I NEIRE
location AJAAIREEZE Google Cloud EIFHRVEREL £
HRENITEEH - BEERAEZELTEIMNEE -
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“type project id»™ ™ client email®
client id™ auth uri token uri

auth provider x509 cert url ™ #l
client x509 cert urle
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a
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
XsYg6gyxydzg7O0lwWgLwGa==\n
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apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079'
location: europe-west6
servicelLevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123456789'
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: '123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbb6ted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcnv
spec:



version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab9ec’

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
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znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: '10'
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml

RAVIRIRAERS

Trident AIIRIFMEM T B ESE - ATEEHIRHEZLER o “supportedTopologies’ tb & im4HRE P AV & 15
ARiREESERIFENERNEIFEE o hRisENEIRMEHENBRTSEE Kubernetes 2 EEEIEL F1ZH
HEHMEFHE - ELEEIRMEHRRAEHEEENPRENATEBRE - HNE3RIRFiREEHNE
%?%E’\Jﬁ%ﬁiﬁﬂu s Trident ZYEFFt @R @I RIS o WNEFAAE - 58 "FH losifhi®) "8

version: 1

storageDriverName: google-cloud-netapp-volumes

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct

clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa

clientSecret: SECRET

location: asia-eastl

servicelevel: flex

supportedTopologies:

- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a

- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-b

URIREABEZR ~ FHIT RS -



kubectl create -f <backend-file>

EEMERIEENREL « FHIT RS !

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1£f£f9-b234-477e-88£d-713913294£65
Bound Success

MNRBIHEIIRE ~ RNBIRHERARRE © SEI R < REL B kubectl get
tridentbackendconfig <backend-name> * BT T < R e A FIENRE -

tridentctl logs

A MAEEABREIERIRERE 2 18 ~ IR UMIBR& IR ~ A BRHIT create 8% ©

RFENER
TR LEiEimrnELR StorageClass EF o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

* EREMNEAER parameter.selector © *

{#H + parameter.selector ERIUAABRIEE Volume BIEEFSRE StorageClass "EER" o ZHEE

SHEMENER NP ERSERER
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=standard"
backendType: "google-cloud-netapp-volumes"

NEREFERIBFEEN 57 "EIFETER2H -

SMBHHRE A E &

f£F nasType * node-stage-secret-name ] ‘node-stage-secret-namespace * BRI IEESMB
MR & ~ WIRMFREM Active DirectorysBsEEE} o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SERERERARENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

BEMREERRERNEE

apivVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

${pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret—-namespace:

S{pvc.namespace}
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(D nasType: smb ZIESMBHiEERIEEEHZESS © nasType: nfs 8 nasType: null NFSE
& HYERIESS ©

PVC E& |

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

AEE PVC BERIR  FIT Ma< ¢

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE
gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi

RWX gcnv-—nfs-sc 1m

&2 ECloud Volumes Service ATt Google Cloud&imEIINEE

BE AR LN (eI f5E FRR LAV EEHI4ERE ~ #& NetApp Cloud Volumes Service for Google Cloud &€

2 Trident Z2EMIEB I o

Google Cloud SRENTEFFAHE I

Trident 1214 "gcp-cvs AR @A RIEEENIET - IR EFEUEINEIE | ReadWriteOnce (rwo) -~
ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod (RWOP) o

EEEiER FEHRE Volumei®®, ZIEMEFEER SIRIERERE
{GcP—cvVvs NFS EERR Rwo + ROX * rwx nfs
» RWOP

BEfZ Trident 2#& Cloud Volumes Service for Google Cloud

Trident B ATE"ARFSLEE " LU T i@ Ef—FEH#217 Cloud Volumes Service Volume -
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* *CVS-Performance *

: AR Trident ARFFEREY o EREMAERIECNARF AR RESERMAENENEEL

FE# - CVSMBEARFSERE R —BIERS IR « AJ<iE&/\M00 GIBR/\HYHAIRE o (RIS = T8 AR5 AR

THEHAP—IF :
° standard
° premium

° extreme

* *CVS ! CVSIRBHEE R DB AE « (BMAESFRERNPE o CVSIRFFIRIZ —TEIASEIA « AR
FEIFRNRZENET GBIHEIRE © #EFERNEZ A ES50EHRE - HRMAHREHRE AT RN
B EMMAE - ERAILUEEHR P —IR "WiEARFER"

° standardsw

° zoneredundantstandardsw

1R
PN

RENEM

iﬁl

5’4&5

ERAER "R Google Cloud Cloud Volumes Service" i ~ (IGBE T5IER :

* Google Cloudtk B B & ENetApp Cloud Volumes Service Ih5E
* Google CloudifkF I Z4R5E

* Google CloudfRFEIREBIAEZ MmetappcloudVolumes.admin,
* APIE$&1EZE « f#Cloud Volumes Service f&HII5E HRAEF

R inERGIEIR

BERIHEEEE—Google Cloud@HPEREMIRE - HEETHMENRIUMIFE « ErIUERH B o

2¥
MR
ltorageDriverName

M&um e

\

ltorageClass]

storagePools

ProjectNumber |

'hostProjectNumber

s5ER FER
KB
FREE BB F'GCP-CVS]
EHEAEAETE Y EREnfi2Nfd+ 1 +API
RN —D

RS ECVSIRFFIEEAVERZH - A software”
B cvs IRTBSEER! - BH) > Trident MEIRA
CVS-Performance Hﬁﬁiﬁﬂ(‘hardware) °

EIRCVSHRFBAEE! - ERZH - BNt E AR EILHR

BHEGFEIRAM o
Google CloudikFEZ4R5% o tE{ERIEGoogle Cloud
AOPEEEEHRE o

NRFERAHZVPCHEE « BIBMEIRE o TEUILEFF
projectNumber EARFFEZE ~ UK
hostProjectNumber e FIEHZE o
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{apiRegion)

FapiKey

"proxyurl"

'nfsMountOptions
(FEHIVolumeA)v)
CAR75E 4R )

'DebugTraceFlags]

allowedTopologies

ki iE

Trident #3I Cloud Volumes Service Volume B
Google Cloud &3g o 37 B5EI5 Kubernetes 2= &EHEF
EHE LR E "apiRegion' B] IR 5% 1@ Google
Cloud BIFAVENEE FHIEMN TIFEH - BEITEEE
FRESMRRAS ©

#Google CloudfRFEIR B APIE 18
netappcloudvolumes.admin Bt ! HHE

& Google CloudfRFBIRF I EFERIER (BFENE
BIRAHASHE) BYJSON-HEXAR o

Proxy URL (U1RFEZEProxyfalfRasA SEERECVSIR

F) o ProxyfaliR2§FIAZHTTP Proxys{HTTPS

Proxy o $1/AHTTPS Proxy * 2 BkB/&EERE « U

TEProxyfRIARZSHEFR B R BB RE - FRIEERE

ER=8HIProxyfalIRES ©

FEAMIEHINF ST 5818 o "nfsves=3"
MREROHEEERNSHIRULE « WEREEELK - " (FERAEFIBIT)

FRANHEAERERICVSIMAEEICVSARTFSEMR - CVSHY  CVSMEETAR A R

WHEEA standard » premium 8 ‘extreme %“iE—J o CVSTER A MME
o CVSEEHE standardsw 3 ) o

zoneredundantstandardsw °

Google Cloud482& A H*Cloud Volumes Service f#JRE "FER"
B ARERRE o

SR HHRR B A EBIEE o #f) - null
\{"api":false, "method":true} ° BRIEMEIETE
EITREEE BN R E S ARAYECERIBED ~ T[RIFEZNEALE
IORE ©

EEMAEEEER -« EMStorageClassE HEAMN
allowedTopologies BB EFABEEI o /U0 :

- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

VolumeE REC BE#IE
AT AT HIFEER A Volume B RBCE defaults AHREAERY—ER
2% =R EH FE=R
B #RA FriGEEELRE o MBELIE  10.00.0.0/01

lnapshotDir
MREBRE&E)
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SENFRAYEE ~ LICIDRETIESH
FRrERIIPvA(IHEEYIPvA F48E8 4R
A o

7ZEX T.snapshot) B &k e
BB RBIEREE B DL " (B CVSTESR(EAO)



4 siLPH fas%
(RAND HHEREBIAR/ - CVSHAERIE CVSHHEARF SR AR A T

Vi

#3100 GiB ° CVS&R{E#1 GiB ° 100GiB) ° CVSHRFSIBRLM KRR E

FERE - BELEE1GB-

CVSHRERRFS AR &E )
THIEAIRHMCVSAAEARTS AT RIS HIAERE o

A1 RIKAERS

SRR MR REBERNTERCVSMARFALNRERIRAERE -

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"'

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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A2 : IRFEEARAERS

AR HIERPARIRMERREEIR  BERFSE R VolumeTasR(E °

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelLevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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A3 ERERNAER

IEEHIER storage REBREERERF StorageClasses AMOIEARE o (520 [HFLEREE) UUEE
WA E & FHETFLER ©

IEEEH AR ENERE RN ENR ENTERE snapshotReserve 5% exportRule ES

0.00.0/0 ° EREFRMEBEFTEEMN storage B - BEER EREEHEEEE CHERER
serviceLevel ‘MELEFMNSTEETERE - EREFRMNERCAREDERMNMKIE performance
M protection°

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:

snapshotReserve: '5'

exportRule: 0.0.0.0/0
labels:

cloud: gcp
region: us-west2
storage:
- labels:

performance: extreme
protection: extra
servicelevel: extreme
defaults:
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snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

FEERESR

T%lStorageClassE & B AR EHtE@AARE S o (£ parameters.selector ™ &AM A S EStorageClass
IEERAREHEEENERER - ZEEESEFMENERITEESERT -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

* 55—{EStorageClass (cvs-extreme-extra-protection) HEEF—EERERA o EEM—I2Hik
BEE ~ RBFRBERAB10%NEIRAM o

* Last StorageClass (cvs-extra-protection (Ef&—{@E StorageClass ) FEAEMIEM 10% REB{RERY
fB7EA o Trident B AT EEINMMEERER « TRARSREBHREEKX -

CVSHR7&4a5Y 2|
TS HIRHCVSARFS AR MISEFIARAE o
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ERFERNRERZIRERE storageClass FEECVSIRFEFERFTERR(E standardsw IRFEELR .

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-eastd
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw



#HH2 : FEFERNER

I EH| B IRAHREER storagePools MUEREHEFE R ©

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"
private key: |-

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

BURIREREZR - SFRITTIE< -

tridentctl create backend -f <backend-file>

MRBIRZEILR - TR IRHERARE o ERILIIT e < RigfRsCE: ~ UFIEREA :
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tridentctl logs

A MAEEAAREAERREEZ & ~ ERI BRI Tcreatedn < ©

= ENetApp HCl — @+ R 2Ih8ERISolidFire & ix
BRARUNMRITE Trident ZEPE I ERTTERRIRK ©

RS EER

Trident $Ef#t “solidfire-san #7ZEREITE NN BB EE5BET o TIRMNEFEUER BIE ¢ ReadWriteOnce (rwo)
ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

‘solidfire-san fEFREINTENZIZE file M block MHIRERT o HL "Filesystem’
volemode  Trident BEI—E volume WEIIERZRL - ERARERR
StorageClass?Eﬂ§°

EEEhiE BEHiFE Volumet®=, SENEFEET SIENEERG
MNolidfire - sany iSCSI &= 17 Rwo + ROX ~ rwx EREZEZRL - RIE&E
+ RWOP IREEE o
Folidfire - sany iSCSI BERGR RWO * RWOP {xfs) ~ (ext3) -~
(extd)
FAtAZ Al

ERUTRRIRZA - MEETHIER °

* ZERBFEFRA - HITElement#Rfs

* {Rft45NetApp HCI / SolidFires S EIZ S 58 A EAERIEDE « UBIEHRE -

* IGFRBRIKubernetes TIEENRLERMEA LB ERISCSITA - 5520 "TIFEREFEH"
Bin ERREEIR

MBRIGHEREE - S52RA TR .

2¥ sREA b

A E] KBS

ltorageDriverName] EFEHEXLTE XizZ lsolidfire-san]

& i 8 ) SR ERELeR Y rsts_1 +fEfFs’fE (iSCSI) IPMi
1tSolidFire
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2 s5tRH 8%
i MVIP « R SolidFire $R TR R
ENAESHARENEENESE
{VIP) E1F=RME (iISCSI) IP{ustFnEzEER
(FZH) ERZIMEEMNESISONBRIE T
ZHE o
(RE458) EFENERSE (NRHEAE
SEERIT)
(HTYAS3IFACE) BiSCSIMERHITEREMNEE T 8%
{UseCHAP) £/ CHAP E§:% iSCSI o Trident (& 2
FH CHAP o
(TzENE$4E) EFEANFEEEHHIDBE SHE%A Trident) BITZEXEF4EID
(FERY) QoS#EH&
{FR&IVolumeA/\) MR EREEE A/ NS UEE M (FEERA&FIBIT)
B ERACE R
'DebugTraceFlags. SRHHHRRSEFERANEEEZ &8 null
}WJ D {"API" DR~ THEL :true

(D soemEmesamen BEA0RSHEE « FBDER TdebugTraceFlags) ©

B . VB IRARRE solidfire-san =B E AR RVEREITE D

B IR ERCHAPER RV RIRIESE « W BB EQoSIFEII =T VolumeBERRE - {TRAISEE (&
FA TIOPS) f#774RRI2HURE Z#FERR « UERSELRR
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

52 . B IREAATFIER4ERE solidfire-san BEEE B EHRE R
LA EAERERNRENRIFERE - URBRELE R MAStorageClass ©

Trident SEERECER - @0 LAVRBMERERiR{HT LUN - KT HEER « REEESIUHESERE
RERNERRE « WKREAFERE DA

£ TEFrREEARIFERIET « FHEMAERENREFERIRERENTERE type IRMF - ERERMEE
FEFER storage B&ER ° EULEHHF « BEFEFEROITEITREEE « AEERHAEER LlifExE -

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:
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- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: '4'
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: '3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: '2'
zone: us-east-1lc
type: Bronze
- labels:
performance: silver
cost: '1'
zone: us-east-1d

% StorageClassEE &5 L M EHE M o A parameters.selector A « EEStorageClass g MY
MRLE B Rt e] At 2 & Volume © IR ER EEFMENERE RN EESERET -

55—1@ StorageClass (solidfire-gold-four) fFMSEIFE—EERA - SR —IREETRIENEER
Volume Type QoS ° Last StorageClass (solidfire-silver (Ef%—1@ StorageClass ) FARA{TAIR{HEIRE
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MEREBOTEREN © Trident BAT BIREUMEEEREE « LREFTSHEER o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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MEFFHEER ~ F2H

* "Volume7ZEXE¥4R"

1R SANEEEIFZTLONTAP

ONTAP SAN EEENFE T AEER

RABEEUNAEAONTAP 1B IhSERIThAEA THEE M SANSRENFE T\ 2R & E ThAE I AV
i © ONTAP Cloud Volumes ONTAP

ONTAP SAN SEBNR2sL3¢AREI K

Trident 32& %! SAN {#7ZEEEIFZT0 ~ ATEL ONTAP REETEM o TEMFEUENEIE | ReadWriteOnce (

rwo ) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx)

FTONTAP-SAN

FTONTAP-SAN ]

FTONTAP-SAN ]

TONTAP-SAN]

{ONTAP-san#& )

{ONTAP-san#& 5 )

BammE

iSCSI SCSi
over FC

iSCSI SCSi
over FC

NVMe /
TCP

H2H
NVMe /
TCP By ELth
EEEIHo

NVMe /
TCP

RS
NVMe /

TCP BYEAh
EEFEIH o

iISCSI

iISCSI

VolumetRT{ IRAIFEUETL

&1

&1

&1

Rwo » ROX ~ rwx »
RWOP

RWO + RWOP

ERERGHEEE P E
SE{EF Rox 1 rwx o

Rwo » ROX ~ rwx »
RWOP

RWO -+ RWOP

EEAREEEE P E
SE(FA Rox # rwx o

Rwo » ROX ~ rwx »
RWOP

RWO + RWOP

EERGHEEE P E
S%{EF Rox # rwx o

+ _ReadWriteOncePod ( RWOP) o

SERIERRA

BIERAN  RIEEHRE
g

{xfs) ~ (ext3) -~ (ext
4)

BIERAY  RIEEHRK
g

{xfs) ~ {(ext3) -~ (ext
4)

BIERAN  RIEEHREK

Im

{xfs) ~ (ext3) - {ext
4)
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* {£F ontap-san-economy REFEMIEEFHEFTHTEHRE S "S212H ONTAP Volume
PREI" o

@ * fF ontap-nas-economy REFEMEEFHETHTEHRE S "SZH2H ONTAP Volume
PRI A0 ontap-san-economy L FEARESIER o

* 3A70{EH ontap-nas-economy MRETBEIFEE R (RE « CHIMEHITENE

EREER

Trident TEEAELL ONTAP 8 SVM EIBEME DT « ERERAEEFEREN vsadnin SVM FERE K2
F adnin  EEHEEIABNAELBIERE o HCAR Netapp ONTAP ZPERY Amazon FSX
Trident FEHARELL onTap 5§ svM BIEEMNED - FHAREFEHES vsadmin SVM EHE ~ i2EE
HRIA BN AREZLIBRIERERHIT fsxadnin o fsxadmin ERE REA RN EESIBFERE

WRIEEALE limitAggregateUsage 2% ~ RIFEEREEIERIR o #& Amazon FSX for NetApp
@ ONTAP #2Fz Trident fEEFIBEF ~ ItE° IlmltAggregateUsage S EXEN fsxadmin EAERSE
fic “vsadmin £ o MNRICIETEULDE  HREEER TR o

EEFARI ATE ONTAP FRZII EAREIMAAE « 5F Trident BBEIENAIAGERA ~ BERPIREZRERM  Tridenthy
ARZRRIRASERE ML ERSMIAPI ~ TIELEAPILERAZEZ E « EAREFHRBESZ M o

NVMe / TCP fE fthE 8518
Trident 2R FEAEEEVIEHERULIEREE (NVMe ) BEIHE ontap-san ~ 81F !
* IPv6
* NVMe HER & RYIREBANAE AR
* SR NVMe WEREE A/
* [EATE Trident ZSMEIZHI NVMe Volume ~ LUE Trident EEH 4 aniBHA
* NVMe REZ BRI
* K8s ENRAIE WA ERRAH (24.06)

Trident R73Z1E ©

* NVMe R4 % 1E#) DH-HMAC-CHAP
c HEHETH (DM) ZEREK
* LUKS m#

#{HEFIONTAP ZiERISANEEENTZ R ARER T 1514
BEfR{E A ONTAP SAN BEENFETNERTE ONTAP B imAIE KM EREEEEIE o

¢ 25.02 HrBAE > Trident Z EE)1ER ONTAP 9.16.1 S EFThRZA<EY ASA R2 4314 » M63EB iISCS| BEHIBEE
ASAR2 FECE R fERHEERE
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1P ONTAP &if ~ Trident £/DEEI5Ik—1E Aggregate #5 SVM o

@ Trident BER—ZEESHEIEIRE SVM o £ ASAR2 & » IEBI{ERAEERT A
ONTAP CLI diag °

sasclE » A UHITSERSNIET « WIS —ENSEESNIZTBIEFIRR - fIE0 « ERIREE
F3 TONTAP-SAN] EEENIZTURY TSANBHEE ) 485! « LUK fER TONTAP-SANAZZ | 48AIRY TSANTRER 8R! ©

BRI ABIKubernetes T {EENELER B LR L= ANISCSIT A o 520 "4 TEENEL WEVSFHEAB R o
ESE ONTAP &85
Trident IR {HMFEEEFE ONTAP B iHMIET o

- $B$BE) | ONTAP HEMBFIERBNERAELBNEE - BESERAATENRZ2BAAE  fIM Tadmin
% Tvsadminl ~ MUFEIREIONTAP SRBHRAHIRAMEANY

* BRI ¢ Trident thAIAEA ZET R IHAVREE ONTAP REBE o TUE « BinERLAESHP R
58 BWRIEERCAERE (BEER) #IBaseb4RiB(E

TR AEFIRA R  UEESTRENRER G EZERE - 78 « —RAZE—EEEH X - EBUIMER
[ERVERSE 7575 ~ MR RIREREPRIRRAELE -

@ NRICERIRR T EENE  RIREIRF RN « WEEREPIRUESEERSE -
15 e R R
Trident B2 SVM & / £EHEEIEERIETE © 784 ONTAP RiniEH - BREERARENTRLERAS
g0 admin 8} ‘vsadmin ° YEEEIFEIREASRZR ONTAP hRARIRIBIEAE « BLERRAFIAESE AR Trident
IRZASFr{ERBITOEE APl - BEIRE2E ABBAIBILIIEET Trident £/ ~ (EFERER -

® i E ZEHIIN AR

59



YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

LT BInEREM — A FRHFDEIME - BURIRZE - ﬁ%%&%ﬁ/fﬁﬁ%ﬁb@asemﬁﬁﬁ% M ETE
AKubernetest® o I EHE IR —FEEEEERMITER o EIE —IEAE RS RE
HKubernetes /f#FEIEEMIT ©

WAFIRA N BRI UFERRE « WEONTAP BB - BiRERHZE=E2% -

* ARIR&E | AP in/&RsERYBase64ARGHE
* BRIRALEER | BB E 2IRAIBase64iRIB(E
* {S1EBYCACertifate : Z{SECAREHIBaseb44RiH(E - MNREREERICA « RILRREUILBE - IRKEA
S1ERICA ~ BRI /BBRIERTRE o
HANTERIZEIE TP

1. %Eﬁﬂﬁﬁ#‘ﬁ?&%ﬁ%ﬂ@ﬁ% o BEXR  5AigCommon Name (CN) (—fg®#E (CN) ) RESONTAP Bzt S

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. BISERICAREITIZONTAP ER(EEE - ErIscEHHEAFEERERIE - MRKREREENCA ~ BB

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#EE FZERFRIRRENER (PR1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FEZRONTAP & Tcerty BRsB75 ERIZIRINAE o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEENRTAIFERE - LLONTAP Management LIF IPFISVME&FBENX<SfManagement LIF>F1<vserver

0N

name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {EFBaseb44RiE /&S - £IRMSEMNICARS ©

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEISHER I B o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

EHERE T A E R B

TRIUEMIRAER R « WERARRIEESE S ASeEHIRE R - EmiEs A e]1T | ERERERBEENE
AR IR P ERTIAGEF/RSE ; ER/RENRIGT ERAERERR/EE - BREEM - MU ABRRANRES
&~ RBINIGERE 7% o AAMBEAENNbackend jsontE% « EREZMIT MridentctiBIRER1 FIRHN2H -
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

SIS « (HFERALALBHONTAP EAENEE (f1BI0S) - BEREHE
() # - GEEEEN RS EESNEEERE - ARERERLUSRRIES « 2%
HEONTAP ZEEMIFRERYERE

FHRIEATHEH B 2 HEENFR - AR E X BB IUNBEEELR - IR IREHRT Trident
AL ONTAP #&imi@sf - WERIER A Volume {EZ o

# Trident F£1ZH5] ONTAP &2

R LUFE B RE Privileges 2K3EI ONTAP Z2EAE « EERMAEE(ER ONTAP BEEEAEKHIT Trident
MIEE o ERTE Trident BiRAHREF A SERELTEE « Trident FERKIEILR ONTAP ZEEABRKHNITIE

TR Trident EI3TAEATANEM « BB Trident B ABELR" -
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an

{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fEFSystem Manager
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ fuseCHAP) 2HEHMEIE  REERTE o FAR(ER MR  IHRAtrueZ & ~ ERIEER
Hg 7R -

F% T "useCHAP=true"Z4h ~ "chaplnitiator Secret (chaplnitiatort%%) - "chaptarketatorSecret
(chaptarketusername") ~ "chaptarketusername" (chaptargetuseamuse") #1"chapusername" (chamus7Ei

U RIFEIHRZ % ~ AT ridentctl update HEEATIEE o

EERT
HEESIEEERRT useCHAP 4 true - 357 Trident 1E{#72%i% LB E CHAP ° EEIETHER :

* f£SVM_LEERECHAP :

° WIR SVM WIEREER L 2MERB SR (RS TR ) * B - MIREHIRATASHFERN LUN ~ A
Trident ERFARZEMHEERRS cuap « WHEERTE CHAP RiEh2M BRERAE RBKE o

° 18R SVM 85 LUN - Trident iR E7E SVM LEIA CHAP o ErBERARH% SVM EBEFER
LUN B97FEY ©

* RECHAPEIENZM BIRERE RBNHE | BLEEBANATERIFERPIEE WL -

B BIEZE ~ Trident EIEEMN tridentbackend CRD ~ iif& CHAP M {E B LBHTES
Kubernetes 1% o Trident 7EILBIREIIAIFRE PV #23EB CHAP #HE R M o

NSRS I B I

&R LAEHT Mbackend JSOnJ ﬁfﬁqﬂﬁ’]CHAP“%( UEHHCHAPSIEE - EBREEMCHAPEE ~ T fE
F8 Ttridentctl update] #3< 3K IS LEEATE

(D ETRIRE CHAP #8226 ~ A BIER “tridentctl’ 2RE &1 © s5701EF ONTAP CLI 3 ONTAP
AR EIE S FNHFEE LASTE - EA Trident REZIIGELEE -
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

RAEEGIEREIRE ; (1R Trident 7£ SVM EF#ENE « RIS LEEEFEBERFER AR o SNVEGRER
EHTREERER - MIRANEREEEREERT - PEEPVRERIL EIER - REEAEMIEIEERR o

SANZHREZEIBEAEEHIONTAP

BEARYN{AITE Trident 22827 K {EFH ONTAP SAN ERENFE T o ANEAIR(H1E k4R RE &R0
BB IREIFEE StorageClasses MIsFAAE K] o

¥ LE %

MEl KBS

ltorageDriverN f{#7ZEEENTEN54TE ontap-san 3 ‘ontap-san-
ame] economy

M&imsa s B Rl HEF R FEEfE 78 + "_" + dataLIF
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28 sRAA He
(EE4MRPE  #HED SVM B LIF 89 IP ik o r10.0.0.11 ~ [[2001:1234:abcd::
I fefo]

WRAILUEESTREME %M (FQDN) o

WNRAEF IPV6 FEAZZEE Trident ~ BRI EAER
IPv6 {3k o IPv6 it BHIEINEZ » B30
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:355
5] 0

UNEELE MetroCluster Z EIRY BB MetroCluster #3
Bl ~ F52E ©

WMREFEHRBIZ [ vsadmin | 5858 » B
WAZEE SVM BYE% managementLIF 58

() MBERHR T adnin 1 B 8
BRI

‘managementLIF ©

MDataLIF EEIRELIFAIIPAIIL - WNR(FH IPv6 FEIZZEE JEESVM
Trident ~ BRIEREAER IPv6 it o IPv6 fitlk7E
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o NRIFETER - MBELXES dataLIF o
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=) BIEH

(2% ERRIHEEMEEISONABILIZHE "
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{useREST) {EFIONTAP Isrest APIFSF AR E o true ¥ ONTAP 9.15.1 ESHR
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

HiMERREEREIIMFABEMIEE ontap-san ~ Trident 73 FlexVol ZBSMEAN 10% A
@ = UBH LUN REEE o LUNIYERE A/NEEREZEEPVCHRERBA/NTEHERE o Trident 4%

10% #IEE FlexVol (£ ONTAP HEETRATAA)) o FREERETUBEMERNTRER

£ o ILEE A IELUNRAM:E « BRIEFTBETRBE R 2F A c ERBEANONTAP-sanfSE R o

HINEEBEIR snapshotReserve » Trident U T AR EEHIAN ©

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 ZE85M 10% BY Trident FTIZE FlexVol ~ UAH LUN FAEE R ° B snapshotReserve =5% - HPVC E
3k = 5GiB ~ BI4E Volume K/)\%& 5.79GiB ~ Al A/\A 5.5GIiB © 'volume show &< FERE B LEEEBIRVEE
5.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RwW 5.79GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB

3 entries were displayed.

BAl - REREA/N ~ AR ERRIRAR Volume
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RIEAERSHEM)
THEHIERERERE  BARDSBREBFERE - ERERREREENSGIE -

(D WNRITTE NetApp ONTAP LH2HC Trident 5/ Amazon FSX > NetApp ZEiEEIsE £ gl
DNS %478 > M IP {itk o

ONTAP SAN 34

EeFRNEARLER ontap-san BBHER :

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 15

TR E R « BRETHAMTIMEARFERENRRIRESR "SVM ERHEER"

EEEBUIAANTIA > FEMALER svn 2BCRIEE SVM "managementLIF ° B0 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

ReE B ERsE SR

TFUEEALEREEEFIHN clientCertificate ~ clientPrivateKey ' # “trustedCACertificate (
i~ MREREERCA) BIEA backend. json WD RIEVS AP im/&:E « IANBEIBREECAKRENE
HE644RIEE o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz



& CHAP #if)

Egﬁﬁ%ﬁﬁﬁ@ﬁfﬁﬁﬁuﬁ useCHAP EQE% true ©°
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&% CHAP &34

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe / TCP &5

R PAZETE ONTAP i _EERE NVMe B9 SVM © E2EAT NVMe / TCP FIEZASBIRARRE o

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSlover FC (FCP) &ifjl

£

1T, JA7E ONTAP BIRRERA FC Y SVM ° EE FC MERBIRLAER o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true



BB RIRERREEA]

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

formatOptions ONTAP - SAN 4575 R EREN T2 T &5 151

version: 1
storageDriverName: ontap-san-—-economy
managementLIF: "'
svm: svml
username: ''
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: "-E nodiscard"

EREENERIREA

FELERINTERIEZELP - FHEPMBRENRTEISENTERE * FIU spaceReserve #& ~
spaceAllocation & ~ # encryption i5 o BB RN EREERERPERN o

Trident B7F TER) WUPRTEEREEIZE o 7 FlexVol volume Trident LR EMN RS EREE EOFRE
THENIERRERNRELRE - AT HEER - FEFEESUHHSEERERIEREE - TIKEFE
AR & 34 o

FELLEft - BLERFEFNEEITERER spaceReserve » spaceAllocation M ‘encryption & - ME



EERNEERERE -

77



ONTAP SAN 54
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe / TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

# & in ¥ FEE StorageClass

%! StorageClass E&AZS/H [EHREENEIRHZF] o B parameters.selector HfIH ~ &
StorageClass &2 MM HILE EHREEE vl R IR E o iR ER EEMENERE RN EERERT °

* o protection-gold StorageClass EHEEFE—EERER ontap-san &l | EEM—IRHER
FRENEE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* o protection-not-gold StorageClass @ EEHNE _EMNFE =EEHREE ontap-san Bif . EE
H—iRE SR IMRERRIER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* ©° app-mysqgldb StorageClass EHEEFHE =EEHER ontap-san-economy &l | EEE—%
mysqldb BRI EARRNIRMHFHERNER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClass E¥EEHRME _EEHERE ontap-san
Bim | SR —IRHIRARRERN 20000 EE AREHNEIRM ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClass BHEEFHFE =EEREE ontap-san IR IHF S EEHRE
& ontap-san-economy & : S —¥#E 5000 BEEHAMHBNERFE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClass E¥EZE testaPP FHEHRERE ontap-san FEEIFZNIBHD
sanType: nvme ° iEeM—MEEARFEIEE testipp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident @ AE BEBPEEREE « WHEFANTSHERK

ASNASEEENTZTLONTAP

ONTAP NAS EBEHFE ittt

FRABERANAEFRAONTAP ThEEEFITHEEENASERENTE T AR s E REIE VB i - ONTAP
Cloud Volumes ONTAP
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ONTAP NAS SEFNFEHE R

Trident #2115 NAS f#FRRENTESX « F1EL ONTAP REETEN - TIENFEUERXEIE | ReadWriteOnce  (
rwo) ~ ReadOnlyMany ( ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

ERSNFE FHHE Volumet®®, ZIEMTZEUET S IENEZERG

FTONTAP-NAS | NFS SEFN Rwo » ROX ~ rwx ~ "\ nfs* smb
Hu 2 RWOP

{ONTAP-NANASZ#Y  NFS EERR Rwo * ROX * rwx * "\ nfs™ smb
Fu\ RWOP

TONTAP-NAA- NFS BERERG Rwo * ROX ~ rwx * "\ nfs> smb

flexgroup. iR RWOP

* {8/ ontap-san-economy REFHEMIFE FRAEFTHFEAE SR "2 ONTAP Volume
PRA&" o

(D - &M ontap-nas-economy AEFEMIRE EAEHUIEAEREH "ZHEL ONTAP Volume
FEHI" #] ontap-san-economy EAFAEENTET o

* :3A70{EH ontap-nas-economy MRETBEAFEER{RE « K MEHITENE

EREER

Trident FRERE LL ONTAP 8¢ SVM BEIEENF DT « BEEAREREAE vsadnin SVM EAE « HEfE
A “admin’ AEHERA BN AEREIERE -

AR NetApp ONTAP ZBZRJ Amazon FSX - Trident TEEAE L ONTAP ¢ SVM BIEEM SN - FHESE

FAEH vsadmin SVM FAE ~ e EEHERABNARELBIFERERBIT fsxadmin o “fsxadmin
EDEARMENEETIRERSE

WREEALL limitAggregateUsage' 2 ~ AR EREEIERIR o & Amazon FSX for NetApp
@ ONTAP $&F¢ Trident {EFEEF ~ It “limitAggregateUsage’ 285 £ B1H] “fsxadmin ERAEIRE A
fic "vsadmin' £ IR ETIEELL2H ~ ARREERGRK -

EEPAR] ATE ONTAP FREZII B ARGIMANAE 52 Trident FREITENAI AR « BRFIFEREHRM  TridenthY
RZEFRAEE LN ZEIMIAPI ~ TMIELAPIABRAZEZ E ~ FHRESABESH LS o

#HEEFIONTAP R NASHERENZ AR T 1514
BEAR(EFS ONTAP NAS EEFNFZETNERE ONTAP BiIHHER « EesBS=1EME H[=E o

* HAFFA ONTAP #&if » Trident /D EESk—{E Aggregate %5 SVM o

* BRI BT ERSER « LR IsmEP—EZS —EHFER o Al « SRR E A Gold4E5!
ontap-nas EEENIFENHIHAAR * £ ontap-nas-economy — »
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* RFTARMIKubernetes TEENBEEB N ELSEEENINFST A A2 "Fiai2" UESEZHHEERN -

* Trident 2RI EHZE Windows EiRi_EHITHY Pod BY SMB HAIRE o 0 = fEECE SMBHAIRE FFAE -
B2H

E%:E ONTAP i
Trident He{MTEEEE ONTAP RIRHIR -

* BB IISNEE ONTAP HInFEE RAMAER - BB CEAEALTESNR2 BB SIRRBIR
Fi ~ I8 admin 5 vsadmin MUFE(REBONTAP BATHRASHIRAARALL °

* B RN FEERIRZERE © Trident 7 AEEL ONTAP REEN © FEUILERE « RIEERL AR AR
in/&E - BIMMEERCAKRE (BEEA) BIBase64imis(E o

TRIUEMRAN R « WEEDRENERE S EZEZE - N - —RAZE—ERRHE - EEVMER
EIREREE 750 ~ B ARRIRERRPRIFRATE

(D nRceEAFmREREngs  aRRITRRAR  LEATHPRESERESE -
BRI
Trident B SVM §E / i SEWEEIRA0ME 7 AE5L ONTAP BIRIEH - RBCERBENTAERAE
BI90 admin B “vsadmin o YALLATFE(REASRIR ONTAP hRASHIRIFEAER M « iSLERRASAIAEE ARIAR K Trident
HRASFREARITHEE APl ° BEIREBEAABAEILILIEES Trident £ ~ BREZREM ©
BIREBIEOI AT
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

AT« BImEREM — AN FEHEDENAE - BiUBIKZ % « FHELE/ZEEE L Base64iRhs « Wi #1F
AKubernetest%® o 1 /EHE IS —EBMETETERNNTER - it - E2— BT IESRE
HKubernetes {#ZEIEE#IT ©
B R /RsE B RS
HEFIRANEB ST LUERES « LEONTAP B EH - BIEEETE=—([ARY -

* ARIH/&E | AP IR/&ENBaseb44RI5(E o

* R IRFAE TR | MR & I8AYBase644RIE(E ©

* {S1ERICACertifate : ZSECAREHIBase64mbS(E - MRFERSERICA ~ RILRIRMHILS R - MRKER
S1ERICA ~ RIRT /BB ILRTRE o

HAN TERIZEE TSR o

1. %E%ﬁﬁﬁ”ﬁ?ﬁﬁﬁﬁﬁﬁﬁ o %R » 5§ Common Name (CN) (—#%%# (CN) ) REAONTAP Bg:d 5
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BEEMICAREMIEONTAP EREHRE FEEHRREFEESRE - MRKERGENCA -« FRBE -

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP X iEH&E F AR Im/&ENEE P81 o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. FESDONTAP X% lcert) Bas873 ARUIRINGE ©

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREAIFERE - LLONTAP Management LIF IPFISVM&TEBE X <SfManagement LIF>F<vserver

name> ° {SABREMRLIFMRFRIRES TARENEE] o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. FRAR E—TEISHEREIL B °
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

EERE T A e E B

TR UAEFIRB R - UERARNERE S A EHDEE R o EMiER AT | EAERERE/EN
AR IRE] ERTAGE ARG ; (ER/REN RN EMAEAE QB - EEEEM - CUABRRANESRR
7~ RBITIGEREE /0% o AAMBEAENNbackend. jsontE % ~ HHEIERITHMNERH tridentctl
update backend°
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

EICTEETER - (#EEIEENELEHRONTAP EAENZIE (IXBIOS) - 1IZEZ2EIRE
@ oo HRIREENR - IR EGENIEEFEHSE - REFTHERIRUEHEERSE « 2&H
EONTAP Z=EEMIPREERVREE ©

BHEEAGHEHEET 2 HEENER - 1 A S E 2 BB AL EELR o BRINMNEBREHRT Trident
AL EL ONTAP %imi@:N ~ WERIERZEAY Volume 1EE -

#5 Trident 17 H5] ONTAP A&

SR AfE A R Privileges JEL_L ONTAP Z£A6  EEMAEEMFH ONTAP EIEEA®IKHNIT Trident A
FIEZE o BITTE Trident BinAHREP B S FEHERTEE « Trident ZFEREEILR ONTAP EEABRIITE

==

WNEEFEIL Trident B TAGRGHAE « 5528 Trident BE]HBELSS"
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an

{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1

storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password

autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
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° fln
* &% UUID 403b5326-8482-40der-96d0-d83fb3f4daec

" autoExportPolicy 8REA true
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= gtree %4184 Trident _PVC_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c FlexVol ~ EA#r%HY gtree
EITEHER - AHEH qtree #EI7FE trident-403b5326-8482-40db96d0-d83fb3f4daec’
HEA -
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Trident B S E#HBIRZE ~ BRI LUEASE RN tridentbackend CRD HKiEERIR tridentctl -

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. MERHAEBEEIT :
vserver cifs share show -share-name share name
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ateList WIBIEIRAR SVM ) © $15IR4 SVM BIFRBE&ReE g
FAR %2 FlexGroup Volume © £3E * ONTAP NAS
FlexGroup * £7ZEEENTET ©

£ SVM HEE#f Aggregate JBERF « &
FEiRERsE SVM MEEEHEE Trident
528 « BENTE Trident HEFTAE o
ERTE Trident PR EH TR
Aggregate ;/5ERACE Volume K ~ ¢l

(D) 28 Aggregate BEEHDRIBLY,
SVM - BII#£%438 SVM Aggregate B
BIFEETEE Trident HAYKBUREE o
& AZEHE Aggregate SHEEEE A SVM
FHESEE - AEHHEHEIBIRUUEE
BIRE LR o

(FR#IVolume X MNRERMEFFE A/ NSIULE « IEFRERERK - th ™

Ly GIRHIHEHEIE gtree IR KHFEE KR/ > BIE
“gtreesPerFlexvol ZEIE R 2K B 5] &1E FlexVol
volume HIER K qtree #E

DebugTraceF| XEHHHAERFEEAREIEER o Hlg0~  {"api" :

ags| false ~ "method" : true}

FA7NMEMA debugTraceFlags BRIEMTIETE SRR
TEEFFVECERAEED ©

nasType SRENFSTSMBRARRE IR © |WIBEFE nfs ~ smb
ginull o NFSHLREERITERRERAnull ©
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W

#

InfsMountOptio
nsJ|

"gtreesPerFlexvo
|"

smbShare

{useREST)

limitVolumeP
oolSize

denyNewVolum
ePools

R iE

LR PRAINFSHMEZEIE/B E o Kubernetes- "
Persistent Volume BYHMZEIEE E B EFEFER P

TE ~ BUNRE#FER hARIGEHEIEE - Bl Trident &
ElEAFRAEFERIGHEBIERPISEIEEERE - IR
ETFIER S AEREAE PR ISE B EIEIE « Trident

B ST AT ENIEE _E 5 T i EEIE -

EFlexVol {EiZ2RIER AKqtree®l ~ BT EIRA[50 "200"
~ 300]

eI LIEE FHIEF—IE | FH Microsoft BIEFES smb-share
5 ONTAP CLI #iHy SMB %% ; A5F Trident

JB3I SMB HEAMETE ; S 28RBEB UM LIEER

HERER o B AEPEFZE ONTAP ~ LR AERIE

B o Amazon FSX BEE IR E T 8EZ 8 ONTAP #&

s~ BRAIAZEH °

fEFAONTAP Isrest APIFIZRMAZRE o useREST 384  true HH ONTAP 9.15.1 S{E SR
‘true B> Trident E{EM ONTAP REST API 7~ &HAJ falseo
BB umiEs ; 384 false B Trident EfERA

ONTAPI ( zAPI ) MEMYEMEBIRGEA o LEINEERE

FonTar FREEMIRAAIARZS o tE5 ~ FEY

ONTAP BAABNBEEERREXEFERE ontap

o ERETALEZMNIABFIME vsadmin cluster-

admin BY ° {¢ Trident 24.06 HrZ<#1 ONTAP 9.15.1 2§

FEIHERASEINE » userREST KTERERTES true

; B4 "useREST 2 “false' f#f8 ONTAPI ( ZAPI)

DR o

7 ONTAP NAS £&ERIBIRER gtree B ~ AIERAY ™ (FERFEHIBIT)
FlexVol K/ LR o

PRl “ontap-nas-economy & IR I HTHY FlexVol HERE
BUESEH qtree © IBETEIFTER FlexVols A AR
IR PV o

AREREEHIR &R IRERRER

R AR R AV IE LR TR SR L HITAR B RECE defaults AABEE: - MFEEH « F2RE TFIAAREM
2¥ 55 A%

"paceAllocate (

&)
(fre&E&)
MRERRAI
lqosPolicy

{adaptiveQosP
olicy)

qtree FYZEREI AT " g

TRIFREER ; M (Bf) =% TVolumes () "&"
E(FFHAISnapshotRE "

EIRIKAAFTER I HIEERIQoSIRAEAE - BES AT "
E& /BRI E P —{EqosPolicydiadaptiveQosPolicy

BiRIKAAFTE I I E A QoS R RIBHA - Eigs "
EfEFEE/ &R EP—{EqosPolicy
ZadaptiveQosPolicy © RZONTAP-NAS-£E 7 1% ©
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2
MRERREE.

[PlitOnClone

e

M BEER

FunixPermissio
ns|

lnapshotDir

I'BEE LHIECER |
(£

nameTemplate

=R EH BER

RBIARBIIEE R 2L 0] W3R snapshotPolicy
=M B[RS T
BIEAE « RERXEXRDEIER "fR"

TEFHERE & L ERA NetApp Volume Encryption ( NVE "{&"
) FERRA false o WBATEHE HIRETEANVE

7 BEEFBILEEETE o WIRERIGREUE NAE ~ Bl Trident

B ERY{E( Volume EBHFENAR NAE - INFEEZLE

& ~ 2B Trident Z0{AIE2 NVE 1 NAE fEECE(E"

o

DERBILER )

HHERENEDR "777" R~ NFS HiHE&E ; SMB i
REAZEH (FRER)

PEHIERI7ZEY . snapshot B #H¥ NFSv3 B9 NFSv4 "false" 2
"true"

EFANELERL "FEER"

HiEEENZ R, c NFSEIE mixed Ml unix 2% NFSTEZ unix © SMBES %A

%I - SMBXZ#E mixed Ml ntfs 2T © ntfs o

B BETHR & R FBRYEEAS o

57 Trident M8 QoS FAIBHATRE ONTAP © 8 SUBHHA o A ERATIESLAMN QoS FAlBE
() & rREERSFIBEERESMERE - £ QoS RUBESRHINTHIE LIFa HeRE
B LR o

Volume & REC & £

TR EEEREER
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

¥ ontap-nas M ‘ontap-nas-flexgroups > Trident IRIEFERAFAVTES I « FEfR FlexVol B K/ E
B ~ WifEF snapshotReserve B4 LEH] PVC  EFEBEERMEH PVC B+ Trident 2Bt EKREILAE
FEZTRMREYE FlexVol o bstE R BREREEKAEREIEPIESFAERNAIEAZR - BZEBAS/NIRET
ERAIZER] o 1Ev21.07281 ~ EFEEEEREBPVC (H05GiB) ~ REBREBERIS0%H ~ I R 5E%E
182.5GIBIRIE AZEM - ERAAFRAEMEKRNEE(E Volume ~ MA snapshotReserve  BEFHESD
Eb o £ Trident 21.07 B~ EAEERMNEAIRAZRE M Trident BIEZHMEER
‘snapshotReserve BEE volume HIBESLE c EARWAN “ontap-nas-economy © 5526 FEEHILL
BRARILEINRERVEEIES X -

HEARAT :

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

HtsnapshotReserve = 50% ~ MPVcE K= 5GiB ~ MR E4EA/)\%2/0.5 = 10GiB ~ AJFA/)N\A5GIB ~ E2fF
FAEREPVCERPERMA/ o Tvolume show (Volume show) @S FERBERIALUL FEEFIRVAER -
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Vserver Volume Aggregate tat '‘pe Size Available Used%
_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW 1GB

2 entries were displayed.

F+4k Trident BF ~ SeAIZEMIRERIGE GURI X EMIEE « HREARZARIINHMIEE « [SEZAE
HER@ R/ ~ UERREE - i ~ EARFERAR 2GiB PVC §EE—ERM 1GiB
snapshotReserve=50 A]5 AZEHY Volume o BN ~ #§HARRE K/)\FAEEZA3GIB ~ AI:EEATENTE6 GiBHARE
& _F#EA3GIBIAI B AZER] ©

RIKAHAREE A
THSEABRTERER  FBABDSHREERE - ERERRIGREENTTE

@ AR ITTENetApp ONTAP Z1ETridentfINetAppsz ik _EfFHAmazon FSX ~ & TIEEIIfsHIDNS
%78 ~ MIEIPALE ©

ONTAP NAS #5554 25 s 4

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup #ifl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 5

1R

0N

EEEEETIAMYIA - FAFEBSE SVM managementLIF W dataLIF # svm 2 o /40 :

AIRER R « BEETIRANTIMEEFHERRIFESR 'SYM ERHER"

version: 1
storageDriverName:

username: vsadmin

password: password

SMB Volume il

version: 1

backendName: ExampleBackend

storageDriverName:

managementLIF: 10.0.0.1

nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ontap-nas
managementLIF: 192.168.1.66

ontap-nas
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B/ \WEIRAHRESH o clientCertificate © clientPrivateKey #l
‘trustedCACertificate (EM -~ MRFERESEMICA) BIEA backend. json M FIEIGHE P IRE&
%~ IR IE RS ECAREHNEECARIEE

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEE L RAEEH

KEHEREBUNRIFE Trident FAENREELRIKRBEENZIINKEEEH/RR o #l ontap-nas-
flexgroup” EHEXEESER ontap-nas-economy °

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv6 {iitik &35

I EHEER management LIF EAIPVEiIiLE o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

Amazon FSX for ONTAP £/ SMB Volume i

o smbShare {#/H SMB HFEEART ONTAP EE FSX 28

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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[

BB RIRERREEA]

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

EREBNRIKIEA

ETEERHNRIGERIERHFP - FHEMBARFEARERENTERE « FIM spaceReserve # ~
spaceAllocation {& » M encryption if o [ERE RN EERTFERPERD °

Trident 7F ER) BUPREERECERRE ° FHERTE FlexVol for 3% FlexGroup for ontap-nas-
flexgroup £ ontap-nas ° Trident EEEREEER « HERER LB ERERNEIRERIEE - A7
HEER ~ #EFEESUHHESEERERNIERER « LKERRUIEE DA

EELEHAF - BEEEFENEEITREN spaceReserve » spaceAllocation‘*D ‘encryption B8 mE
EERhEBERTERE
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ONTAP NAS 54

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:

105



106

app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup i

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS #7534 zx &1 451

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

& IR ¥ FEE StorageClass

H2E T3 StorageClass E# [EHtEEEIRHZH] o (B parameters.selector HfIH ~ EE
StorageClass #3 &MU PILE EHREE n] N TIEMWEE - IEE A EEFMENERE RN EEZERER °

* o protection-gold StorageClass ¥ EEHFMFE—EMNE ZEEREE ontap-nas-flexgroup &
i | SR —IREERFRENE IR

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* o protection-not-gold StorageClass ¥ EEHHIE =M EMEEREE ontap-nas-flexgroup
®&in . SR —IRESHLIMRERRNEIRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqldb StorageClass E¥REEPREEERER ontap-nas &l : EEM—% mysqldb &
B AR UR MR IARHER -
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* tprotection-silver-creditpoints-20k StorageClass E¥iFEEFRYE = (EEHERE ontap-nas-
flexgroup &if : S —IERHIEARRER 20000 ESHMBVE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* ° creditpoints-5k StorageClass EHEZEPHE=EERER ontap-nas BIHNFIIE ZEERE
& ontap-nas-economy &% | M —#A 5000 EEHMHANEEFE -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident ' REZENMEEREER « WRFRTSHEFEFEK -

B3 datalIF {JMR4EREZ B

TR RERREETRLIF « 77ARRIT Folan< ~ MEMERLIFRAEI R IRJsontES -

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ YNREPVCSHINME—THZEPod ~ T ARIRIFT A ERIPod ~ ARG HEMEE) « FHNE
BILIFA &3 -

Amazon FSX for NetApp ONTAP E &

2fZ Amazon FSX for NetApp ONTAP & Trident

"Amazon FSX for NetApp ONTAP Ef" @Rt EAWSHRT « l:ER P EE R HITHR

FENetApp ONTAP Bl EERGFIIER R4 o FSX for ONTAP VMware R ;B {KE A

ZEHINetAppIHsE ~ MEEMEIEIRE ~ AR R D ZHEREFAWSERNE Z 14 ~ 8UEE ~ 22
MHFOETT M © FSX for ONTAP Sforsz#2ONTAP Isf{it 18R R INFEF EIEAPI ©

&AL Amazon FSX for NetApp ONTAP 122 #4552 Trident 24  LIFE{RTE Amazon Elastic Kubernetes
Service (EKS) AR#11THY Kubernetes EREEFIECE HH ONTAP H1{4 V@IS RIFEHIRE o

EEZRZHLEAMazon FSXMEEER « FH{LONTAP MAZHEN—ERE o EEESVME ~ Er] LR —ED
ZIEMITEE « ELEEE RHEFEZRBPIEZNERKAZ R A2 - Amazon FSX for NetApp ONTAP i UE
L BERER AN IR M - FINERZRAFERTEA NetApp ONTAP Sing* ©

fEEF Trident ¥2EC Amazon FSX for NetApp ONTAP ~ & B LUFE{R7E Amazon Elastic Kubernetes Service (
EKS ) H#11789 Kubernetes & RJ AR H ONTAP IR @ IRMAERFHEEHEE o

BT "Trident =3R" « BEAERAT ONTAP B FSX £ Trident B & -~ (HIREE ©

* IEMAmMazon EKSEE S BITEIEMKubernetesEE « BE&4E Tkubeclly ©
© AL EE T EENELTZENAYIRA Amazon FSX for NetApp ONTAP EZ A A EFERI%22 (SVM) o
* BEETFIITIEERRL "NFSELISCSI" o

@ BB EAmazon LinuxfUbuntuPf B RVERELEEH T BE "Amazoni#23B&"  (AMis) ~ fRIE
BIEKS AMIZERYTIRE ©

Z

60

* SMB Volume :
° EAZIESMBIAREE ontap-nas ZREEFTE ©
° Trident EKS /0o ARZH& SMB Volume °©

° Trident (22 3E#MEE Windows EiZ5 #1787 Pod B9 SMB HAREE o 4N "EEA B SVMBRAIE R " B FAE
A FE2E -

* 7F Trident 24.02 Z & ~ EEBA BHEDH Amazon FSX H#EZ A4 FZIIMHER ~ F5EH Trident il
bR o BETE Trident 24.02 S EHThRAS A 72 tERERE ~ 557E AWS FSX for ONTAP BB IRARASIEZRPI5E
fsxFilesystemID > AWS apiRegion > AWS apikey #l AWS secretKey ©

@ WMRIEER IAM BBIEEL Trident ~ BIRJAEEE « "apiKey # “secretKey {#{iFBHEISE
“apiRegion’ 44 Trident o WIEEEFAHE N ~ 57 "FSXIRHONTAP B E4HRCEEIEFEF 2/ -
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Trident $EHMEEREIET ©

* 088 (JB38) ' 7 AWS Secrets Manager REE2MIEFRE o A UBERERRIERZR - AEFEH
fsxadmin vsadmin 2 SVM s&ERNFERE

Trident FELL SVM £ E N EEHREIABZ AEABIERE S DHIT vsadmin ¢ Amazon
@ FSX for NetApp ONTAP B fsxadmin ' fEFE{ZAEARMENE ONTAP *admin &G
#E o B FaFIEERIBEC Trident £ vsadmin ©

* REEE [ Trident #$EMA SVM L REERYREE ~ B FSX R LA SVM 3B ©
MERAEENFEEN  A2RCHREEN R ¢

* "ASNASEZEEONTAP"

* "ZIESANERFEONTAP"
23854 Amazon Machine B#{& ( Amis )

EKS BEXERBEERL » B AWS BEHE AL EKS R{E(EFELE Amazon Machine & (Amis) o 7%
Amis B3@838 Trident 24.10 Al o

Ami NAS NAS 482302 SAN SAN #EH
AL2023 x86 64 ST 2y 28 =1 =89
ANDARD

AL2_x86_64 =21 21 2 =
BOTTLEROCKET x £+ 28 REA REH
86_64

AL2023 ARM 64 S 2 28 =M =0
TANDARD

AL2_ARM_64 =28y =2Hy B ok 2o
BOTTLEROCKET A £+ 21 RiEH rEH
RM_64

* * BTERMEEIEPREA "nolock” ©

o EOE T R E RN ENE LAY IE L T RIBR PV

@ WMRIEERYEEEERN AMI » TARTAZIE » RRFRTHEFAR o IWEEEABEMEXRN
Amis 15/ °

* B BUTEYRIR ¢

* EKS h#s @ 1.30

s ZHEEFE 1 helm F AWS Minnrc

* #7° NAS > NFSv3 # NFSv4.1 #8E£&5E Al o
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* {E#¥ SAN #47 iSCSI A > JE NVMe B o
* BRATHYRIR * ¢

* B3 f#7F4ER] 0 PVC > Pod

* MIB% : Pod > PVC (—f%> qtree /LUN

4
W

—#7 > NAS BHC AWS #E15)
NEESHAE B2

* "Amazon FSX for NetApp ONTAP H9sZ 4B {4"
* "Amazon FSX for NetApp ONTAP HZRS& IR S E"

I IAM 65 AWS Zh5
R

JANN

AT L& Kubernetes Pod 2 E2ALL AWS IAM B BEITE:
55 s UFELAWS BJR ©

#37 AWS Secret Manager 142

Ky

EEER AWS IAM BEEITHEE - &

ANy

B EKS 202 Kubernetes &£ o

T &7 I AWS Secret Manager ZZHEHK(#7F Trident CSI 5258
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\
--secret-string

"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"

3237 1AM EA

T5EEHIER AWS CLI 37 IAM [R8Y :

aws iam create-policy --policy-name AmazonFSxNCSIDriverPolicy --policy
-document file://policy.Jjson

-—-description "This policy grants access to Trident CSI to FSxN and
Secret manager"

* B{ZR JSON 5l * -

38 < TOIHE(LIIRER AWS 22
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policy.json:

{

"Statement": [
{
"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"
I
"Effect": "Allow",
"Resource": "*x"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager-name>*"

}
1,

"Version": "2012-

10-17"

EZRA Amazon FSX HIBENf&im4ARS » 552 IAM JRAIES » # & THIEIERIE E "policy.json HE2E :

* "fsx:CreateStorageVirtualMachine"

* "fsx:DescribeStorageVirtualMachines"

* "secretsmanager:CreateSecret"

* "secretsmanager:DeleteSecret"

* "secretsmanager:TagResource"

* BERIRERRIRR JSON HEZEH * -
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policy.json:
{
"Statement": [
{

"Action": [
"fsx:CreateStorageVirtualMachine",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",

"fsx:DeleteVolume"

1,

"Effect": "Allow",

"Resource": "x"

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:CreateSecret",
"secretsmanager:DeleteSecret",
"secretsmanager:TagResource"

I

"Effect": "Allow",

"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:*"
}
I
"Version": "2012-10-17"

~EIRTEIRAEIL IAM B
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AWS CLI

aws lam create-role --role-name trident-controller \
-—assume-role-policy-document file://trust-relationship.json

* {S1ERE1AR json tEZE © ~

"Version": "2012-10-17",
"Statement": |
{ "Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"

by
"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {
"StringEquals": {
"<oidc provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

FIMERPIITIE trust-relationship.json :

* * <account_id> * - {89 AWS BRE ID
* * <oidc_provider> * - EKS 258 OIDC e f&aJ L 1T %!)18 B 2KEX4S oidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

* 5 IAM [RAUKTIN IAM A * -
BUAtE > AERAUTHSERE (LS DET) WnEAse :

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy

ARN>
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* Eg5E OICD 1RIHEE T BRI ~ -
SRR OIDC HFER B ICHYSR SEAERAR o SR LUER T an < RER:E «

aws iam list-open-id-connect-providers | grep $oidc id | cut -d "/" -f4

FATYIGHSHE IAM OIDC EAZE &2 T RAHY: -

eksctl utils associate-iam-oidc-provider --cluster Scluster name
-—approve

eksctl

LUR g7 EKS RBVARFSIRAZIL IAM B

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name <AmazonEKS FSxN CSI DriverRole>
--role-only \

-—attach-policy-arn <IAM-Policy ARN> --approve

Z4ETrident

Trident f§167 Kubernetes F5# R NetApp ONTAP 72 EIEH) Amazon FSX - 2RI
AEMNEESENE TN ERENIE o

oI UE R T Ep—E A AR LS Trident -

* Efe
* EKS Koo

-

MR EZERRIRINAE
AYRBRINAE" ©

sBZEE CSI Snapshot ZEHIZSHINNTTH o WNFFAAE ~ 5528 "BUE CSI Volume

%38 helm ZE#E Trident
1. T& Trident ZERREH

Trident ZERREMHESEFE Trident EE AL Trident FRZERI—1]] o % GitHub B9 Assets BER T
FRENER AR ZAHY Trident ZEEFZL ©

wget https://github.com/NetApp/trident/releases/download/v25.02.0/trident-
installer-25.02.0.tar.gz

tar -xf trident-installer-25.02.0.tar.gz

cd trident-installer
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\1
I\

2. FHETYIRIBEERTE * DinHrErRE * f * Zik IDENTITY * FEIZHE -

LU g ZEE Trident M AFFEIZERE cloud-provider % “SCP ™ # cloud-identity SCI :

helm install trident trident-operator-100.2502.0.tgz --set
cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident --create-namespace

SR LAEA “helm list R 1B L EEFAAER] » FIMNRTE > hRER > BX > AR5 > EARREFIETHR
URIE ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14 14:31:22.463122
+0300 IDT deployed trident-operator-100.2502.0 25.02.0

o 1t 25.02 HxBEYE > Trident X1BEENRBIHAEAE  Trident 27E Trident REEBEBE TR IRMEGFEN - B
BB EBIRACE ° 58 protocols EREBIEFRRIM “ontapConfigurator BEIEE
“authType ? fsxnID ©

helm install trident trident-operator-100.2502.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI --namespace trident\
--set ontapConfigurator.enabled=true\
--set ontapConfigurator.svms[0].fsxnID="fs-0dfeaa884a68blcab"\
--set ontapConfigurator.svms[0] .protocols[0]=iscsi \
--set ontapConfigurator.svms[0].protocols[l]=nfs \
(0]

--set ontapConfigurator.svms[0].authType="awsarn"

@ EEEHBERIRAR » 55 Trident kRZ » il #% ontapConfigurable :%E % FALSE

1B EKS MINo%EE Trident

Trident EKS MiNcH S8 RHNLZ2 M EMHIER - $552E1E ~ WEB ,ﬁﬁﬁ « BB Amazon EKS B2 {E
fi © EKS MINNTTi Al B IE IS EME(R Amazon EKS £2EZ21ETE i[t/J'E 8 REKREHMINTHRENIE

EO
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SO R
ERTE AWS EKS R Trident MifilsctF 2/l ~ sREECRA TFER !

* BEAMINETEIM Amazon EKS Z&EIRE
* AWS ¥ AWS THIZRIHERR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 88! : Amazon Linux 2 (AL2_x86_64 ) = Amazon Linux 2ARM (AL2_ARM_64)
* ERGEEAY ¢ AMD 3 ARM
* IHER Amazon FSX for NetApp ONTAP &2 &4t

EXF8 AWS B9 Trident fii0c
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eksctl
T5EFEr S = L4 Trident EKS MMl -

eksctl create addon --name netapp trident-operator --cluster
<cluster name> \

--service-account-role-arn
arn:aws:iam::<account id>:role/<role name> --force

BETES
1. BIEX Amazon EKS 4 : https://console.aws.amazon.com/eks/home#/clusters ©
2. TEEEERP BT EBE"* o
3. #&—TFEERTE NetApp Trident CSI MINTTHAIEERTE o
4. 12— * iy~ REE T * BUSESMMTG * o
o. 1E *EWMIMITH * BE L - T TENE !
a. £ AWS Marketplace EKS-addons &E&H ~ #EEY * Trident by NetApp * #ZEXU5 15 ©
b. B8 * F—% * o
6. 1 * REEMNMIMTH * REEEL « BIT TP :
a. EFCEERRY * fRAs * o
b. 5% * EE IAM A& * ~ FFIRE * RRE * ©

C. [EF " ERAERERTE * ~ B8 * MIINTTHAERRERE * ~ Wi * 4HRS(E * BRR LRVMEARMES HRTER
TEL—ETRBPEINAC2H (EERA T | eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS_FSXN CSI DriverRole) o° MIREHE
AT RENR EBR) ~ AIRAMNMNTHN—RZERE AT UER Amazon EKS MiflTHaEE
ER o MREKBABLLEE - BEIRARTEHEERE  WIFER IR o ol U FEREERTERA
EREFHPAREZE o IEULEIBZ Bl - :5MEE Amazon EKS it A EELREERTEEN

]

a AE ©
7B T o
8. 7¢ * AT * HE L EE B o

FiIlTHRETHE « KEERERERMTH o

AWS CLI

1. 37 add-on.json &2 :
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https://console.aws.amazon.com/eks/home#/clusters
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add-on.json

{

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v24.10.0-eksbuild.1l",

"serviceAccountRoleArn": "<arn:aws:iam::123456:role/astratrident-
role>",

"configurationValues": "{"cloudIdentity":
"'eks.amazonaws.com/role-arn:
<arn:aws:iam::123456:role/astratrident-role>"'",

"cloudProvider": "AWS"}"

° it 25.02 HxBEYS > Trident X1EBEENBIRAERE © Trident ©7E Trident Z2EEE BRI R IR HFEE
Al o EEFABEEIRACE » 58 protocols FEREIBIEARMRI “ontapConfigurator S5
E “authType > fsxnIDe°

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v24.10.0-eksbuild.1",

"serviceAccountRoleArn":
"arn:aws:iam::123456:role/astratrident-role",
"configurationValues": "{"cloudIdentity":
"'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'",
"ontapConfigurator": {
"enabled": true,

"svms": [
{
"authType": "awsarn",
"fsxnID": "fs-0dfeaa884a68blcab",
"protocols": [
"nfs",
"iscsi"

}}"

@ EE(EHBERIRARE > s5FHR Trident KRZs » IH#E ontapConfigurable 38 E 2
FALSE -



2. 4 Trident EKS Min0scff o

aws eks create-addon --cli-input-json file://add-on.Jjson

3 Trident EKS Fih0c
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file://add-on.json

eksctl

* 1&& FSxN Trident CSI Fi{NTTHBIEATARZS o UFEELTBEA my-cluster °

eksctl get addon --name netapp trident-operator --cluster my-cluster

* g -

NAME VERSTION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES

netapp trident-operator v24.10.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* M ERE £ —{E D B el B E PR E Rl RVAR A o
eksctl update addon --name netapp trident-operator --version v24.10.0-
eksbuild.l --cluster my-cluster --force

MNREFEPRIE --force BEIA ~ BEf Amazon EKS MM T aRE R ITIRARRE R EEHE « BISER
Amazon EKS Mﬁbuﬁ:#@é’eﬁ& ; WEWEITERAS ~ BB CERER - EISEILEAZ AT - AHEE
Amazon EKS I/ T8 EREFEEENRT - HASEQT R EEES - MBS RERIH
HIETEA LML - 520 “[Sﬁj]uy-g#" Y07 Amazon EKS Kubernetes TS ERHFAE N « F2H
"Kubernetes IRIFEIE"

BEFES

1. 7B Amazon EKS #Z#I1Z https://console.aws.amazon.com/eks/home#/clusters o
2 TEBEERP T RE* o
3. ##—TIREEH NetApp Trident CSI MIINTTHFHIRERTE o
4. #B—T * ot * R 1R o
5. ##—F * Trident by NetApp * ~ R&R—T * #REgE * o
6. 7£ * Configure Trident by NetApp * BE_E ~ 17 5L EF :
a. BHECBERM * R4~ o
b. B * BERMBRERTE * > URBEELL -
C. H—THEGFEE

AWS CLI
THISEGIERT EKS MNTTH

124

aws eks update-addon --cluster-name my-cluster netapp trident-operator
vpc-cni --addon-version v24.6.l-eksbuild.l \

--service-account-role-arn arn:aws:iam::111122223333:role/role-name
--configuration-values '{}' --resolve-conflicts --preserve
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fRI&Z24E | 754 Trident EKS Mifnrc
B MIEREPR Amazon EKS HINToiAEIE !

* Y {REFE FRIMIINERES * —IIEEIBE R Amazon EKS ¥ERIERENEIE - Bt @R Amazon EKS B4
CEFAIINAE ~ MR CENENE#118 BB E T Amazon EKS [ifNrc - 748 « EERE=E_LAMIINEES o
IEEIE R EMI N TR A B R E BRI LS « MIE Amazon EKS MINNTo o B 7 EEEEIE ~ RncHmics
=1 o {REE - -preserve MTHHVEBELURBHIIOTH ©

* * IEREST RIS * - NetApp BERERAERE LRBEEMEMERNERT » T EEEBF
Amazon EKS Mot o e < FiEER --preserve #IH delete URBFRMIMTTH ©

(D mEHITHAERE 1AM IES - BIRETSI 1AM 165 o

eksctl
T3 e < BRRIRZLEE Trident EKS MiAN T
eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

BEFES
1. BAEX Amazon EKS E# 4 : https://console.aws.amazon.com/eks/home#/clusters °
EEEEERP BT "8&E" -
B— T IREF#BR NetApp Trident CSI MiINToHHIERELTE o
B2 Add-ons EIEF » AR EEE Trident by NetApp © *
B—T T8k -
£ * PR NetApp_trident 1REEFED * HEEHIRP ~ MITFIIDER ¢

a. YNRIEABZE Amazon EKS FLEEEMINITTHRIRIE « FFEIN * RBERE * L - IRECVEREE
& ERMTINERES ~ MEBITEEMIMTHRIFMERE  SFITIEEN(E -

b. #iA NetApp_trident — operer ©
C. ##—TF T#PgI o

AWS CLI
EELTBEYL my-cluster ~ ABHIT YGRS

© o & W DN

aws eks delete-addon --cluster-name my-cluster --addon-name netapp trident-
operator --preserve

RE RERIR
LA SANFINASEEENTETLONTAP
EEREV#FRE > KEELL JSON g YAML B IIAHEER - iEREEIECERENHEFEEE (NAS I

SAN) - fERZRMMN SVM > A SEIERES » DURINfEIERE - LU TEAERBRINAIE R NAS BUH#FRME - MUk
eI AWS EEREEFEFECE-ERN SUM !

125
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1l",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"
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1T 5 ep S MBI & 565 Trident 18im4ERE ( TBC)

* ¢ yaml 82 1L Trident BiIm4HRE (TBC) » ABRPITFIIG< -

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* BRSO TN IL Trident &im4ERE (TBC)

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

BT ONTAP ERENFENEFARERIAY FSX
EA LAER T 5 BEENFER ~ 1§ Trident B2 Amazon FSX for NetApp ONTAP %

* ontap-san : BLBERIEE PV FE2HR E Amazon FSX 189 LUN (A NetApp ONTAP Volume ) ©
EAREREE -

ontap-nas - BECEREE PV £ NetApp ONTAP Volume BI52%E Amazon FSX o #:%AR NFS 1 SMB

o

* TONTAP-sanf&#%! | : SEECERIPVERRZLUN - S{BAmazon FSX for NetApp ONTAP KILUNZIE AT
E ©°

* TONTAP-NAS-EAS' | S{EIRERIPVELRZqtree ~ E{EAmazon FSXHINetApp ONTAP IhAER Al & ERVECZE
e o

* TONTAP-NAS-Flexgroupl : S{EIRHEHIPVESZEF I NetApp ONTAP FlexGroup BY5EEAmazon FSX o
WNEERSHIZNFAAE R « 55280 "NAS EESIF2 0" #1 "SAN EREF2=(" o
BIARREIESRER > BRITLLR S 0 £ EKS L -

kubectl create -f configuration file

FEBEIAE > AT
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kubectl get tbc -n trident

NAME
PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629 Bound

MEBERBIGAERRER ~ 52
2%

Ml
ltorageDriverName
M& i iE )

(BB FIEFD
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T

BACKEND NAME

backend-fsx-ontap-nas

Success

=R EH

BN A

ERIEZY EAEZER J

%Eﬁ:ﬁ SVM B12 LIF 89 IP {iftte]
MISESE MR ZTE (FQDN) ©

QD%@FE IPv6 FEAEZEE Trident »
BRI E AR IPv6 itk o IPV6(i
WA B IEINRE S ~ FIEN[28e8
. dofb : a825 : b7bf : 69a8 . d02f

: 9e7b : 3555] o NRICEMRAU TS
aws $gfft ~ A
‘fsxFilesystemID REEIR
£ v ‘managementLIF A%
Trident B¢ aws HEEX svM
‘managementLIF E&fl o FIE ~ &
WAZETE SVM TREERERERE (
I8N © vsadmin) -~ BfERENE
BHZ vsadnin A o

BACKEND UUID

7a551921-997c-4c37-aldl-

3yl

KIER1

ontap—-nas > ontap-nas-
economy ~ ontap-nas-

flexgroup  ontap-san ®
ontap-san-economy

EEEhiZNaf8+ [ + datallF

r10.0.0.11 ~ [[2001:1234:abcd:::
fefo]



W

4 siLPH g

'DataLIF EEIFELIFAIIPAILE o * ONTAP
NAS EEEIF2Tt * | NetApp Bi&is
%€ dataLIF o 1R Kkig(H « Trident
i SVM HEENE R £ o KIS
EEFRIRNFSE S FER TR AR
%78 (FQDN) - ELENEIREE
BEIEDNS ~ LUEEZEE R L HA
ZRIEDI B ETFE o RIIEVIARTE
ZBEE o ;F2E o (SANEEFTE
I | FBIIEEARRISCSI) ONTAP
o Trident f§/8 ONTAP 2 LUN
HERIFRBUIZSERE TR
FREERY iSCI 4 6n o YNREARERE
FdatalLIF ~- SIEELEZES - MR
F IPv6 FEIZZ2EE Trident ~ BIAJER
EAER IPv6 {3k o IPve{iuit4E
WA IEINRE R ~ FI0[28e8 : d9fb

: 2825 : b7bf : 69a8 : d02f : 9e7b
: 3555] °

I AutoExpportPolicy R EsELRAEIIREMH MK TR
{E] ° A "autoExportPolicy
“autoExportCIDRs %18 ~ Trident
AU BEEEEHRE

{AutoExpportCIDR) (B #hE 1 Kubernetes &%k IP EWE7ERKAE [ 10.00.0.0/00 ~ T:/01 11
HCTR) BFHY CIDR jBE

autoExportPolicy °

“autoExportPolicy /1

‘autoExportCIDRs 318 ~ Trident

AU EEEIEELERR] o

(2D EREIEEMERISON-BTE
THRE
TFE B i /&sE ) BB iH/&:5Base644RIEE - Bt "
REERUEREE
MclientPrivate Key BEIRFAZ £ 8 Base64iRIEE o "
J=2) iRl i
MAI{=#8BYCACertifcate | FEECARENIBaseb44RiEE o & "
A o AR /REBELEREE ©
(ERERRE) T EESSVMAERERE -
AR ER:E 8L EREE © g0 ~ vsadmin ©
ZHE R TR ESSVMIRE © AR
S EIERT o
CEEHI A3 E(FE AN ETEE 23 EESVMEIBLIFBSETAE -
MtoragePrefix ESVMARECE AR @BFFRfEAMY  trident

AIES o BUATEEIRIEN - BE
ERLSH - ERBEUMIIE
u‘fﬁ o
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W

#
IFR#%IAggregateusage

(FRHIVolumeA/)\)

{lunsPerFlexvol)

'DebugTraceFlags]

InfsMountOptions |

nasType

"gtreesPerFlexvol"

smbShare
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siLPH eyl

* FHIN3EE Amazon FSX for NetApp sB70{£EH ©
ONTAP ° *#Z{H##Y “fsxadmin'Fl

‘vsadmin' REZ{EH Trident #EX
%ﬁ%ﬁﬁﬁ%ﬂﬁmuﬁﬁﬁ%%ﬁ%ﬂ’ﬂg

MREBRVHEFEANSRIEE Y T (ERTEHE®NT)

AIEREERN - HERHIHEIE
gtree 1 LUN B KHABR& K/ »
MBIt “qgtreesPerFlexvol SEIE R :E
18 B5T4S1E FlexVol volume BIER A
gtree H(=

1@ FlexVol volume BI&A LUN £ “100”
WAZETE [50 > 200] EEEIR o 1£R
SAN o

SRR EEANEEEZE g null
B {"API": &g ~ Tmethod]

s true} AMEH

debugTraceFlags FRIEEIETERE
SRR TR B S ARV SCERAEED ©

LUEE S BRAINF SHEEETE S

B8 o Kubernetes-Persistent VVolume
R SEER R BT MAEER P
E ~ (BNREFEFEN P RIEERE
#E18 ~ Al Trident BO11EAERHEE
BIRAHREAE R PISEVEM EETR o
W R TR AARRIERPRIETE
{F{AIHPEEEIE « Trident i AL 1ERE
ﬁﬂ@?%%%ﬁ%ﬂ%@t#&i&ﬁﬁf%i%

RENFSTSMBRAFREIETL o #EIE nfs
B35 nfs v smb 8null o *AEK
EA  smb ¥HHSMB Volume © *3%
EAnull ~ FEEEZANFS Volume ©

1@ FlexVol volume BYE K gtree  "200"
HUNZBTEEIE [50 » 300]

Al LIEE TYIESR—IE © [FH smb-share
Microsoft EIEF#FH 3, ONTAP CLI

IR SMB AL - B A

Trident 17 SMB A%

8 o ONTAP f&i%HAY Amazon FSX

REI2H -



W

#
{useREST)

aws

credentials

RARE R EHIRE I BIRERREER

eI LA PRV E BRI HITAR BIRECE defaults AAREEES o UIEEH « F2RA THIAEREEF o

W

1
"paceAllocate (BCE) "

(fRFEE)

MRERR A
l'qosPolicy

siLPH eyl

{EFONTAP Isrest APIFYFHEZ Bzl
o355 true ' BFF Y Trident #%

€A ONTAP REST API EABIHIE

M o EIhEEEEoNTAP EREHIR
RBYRRZS © tES ~ BT oNTAP
FABENEEERAREFIE
‘ontap °© EETASTEENA G

ME vsadmin cluster-admin

iy o

&BILUTE AWS FSX for ONTAP B
“REEFRIEE THEE -

- fsxFilesystemID : }57E AWS
FSXHEZRMAIID o

- apiRegion : AWSAPI &g "
7 o "
- apikey | AWS AP| £4& o o
- secretKey . AWS 2 &8E o

}ETE B 1F1E AWS Secret

Manager A9 FSX SVM 335 o

- name . #Z8 Amazon BE%TE
(ARN) ~HAEE SVM B2

55 o

- type | %% awsarn °©

FH2E) "L AWS Secrets

Manager ZHE" WMEVISE L E o

sREA B
LUNBYZERE 2 BT "B
TRRBEN ; ME) (B "

% Volumes (5%
EFEAMISnapshotRE| =

B RAAFTIR PR ERIQoSIRA T
B4 - EESERTFEEREBIRN
Hh—{EqosPolicy
g{adaptiveQosPolicy © 2z Trident
£ QoS JRAIBF4AFEE ONTAP 98
WEHIRA o EAEZFERIET AN

QoS [RAIEHA - W FERERZERR
HAERESERE - £Z QoS 7
AIBHAE R HITRE TIEaHE
BRIEEM LR o

131


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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W

# 95 2

{adaptiveQosPolicy) EYEKAAPT IR AR & YR E M
HQoSIFREHH - EIEBEMRESE
& & imAYE P —{EqosPolicy
Z{adaptiveQosPolicy ©
FONTAP-NAS-#& 7 18 ©

MREBFREE) REB4RE T0) WHEEEBZEE W3R snapshotPolicy & none ®
else []
PlitOnClone. BITEARER s TEXEERDEIEER TRy
= TEERERE & EEY A NetApp Volume TRy

Encryption (NVE) ; f&8:%#A
false o WBTERE FIRENER
FANVE ~ 7 SEfFFEItEEETE o UNR7E
#IRELA NAE - B Trident HECE
B9E] Volume ESHEENEE NAE o U0
EFELEN ~ FF2[ Trident g0{m7E2
NVE #1 NAE $BECEE" @ o

luksEncryption EXFALUKSHNZR o :5288 "EHLinux "
Hi—i8RE (LUKS) "o f&
FESAN ©

T EER EFEAMNDEREA none
unixPermissions. HHRERER - INRESMBELEE T

E - BREER
CERERTD) i RENZ 2RI - NFSIE NFSTEE% 4 unix © SMBFERZ
mixed M unix &% : SMBX ntfse
1 mixed M ntfs LK% -
BB SMBIATER

SR AR E SMBREIEE ontap-nas BRENFER | SERZ AT & SANFINASERENFZTCONTAP SERL T34
B o

FtEZ Al
EIRERLCE SMB HE&E 2 A ~ :555EH ontap-nas BBEFER -~ BN BEHETHIEE o

* Kubernetesz= & B LinuxiZEHIZZE0E, « LURZE/D—EHITWindows Server 201989Windows T {E&f
2t o Trident 2% E#MEE Windows BiZ5_F#11THY Pod Y SMB HAIERE o

* E/DE—@ Trident B Z 1T Active Directory 5258 © EEMER smbereds ©

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* FBEAWindowsARFEHISCSI Proxy ° BERE csi-proxy * sA2E "GitHub : csi Proxy" 8§ "GitHub : &8
A WindowsHISCSI Proxy" A Windows_E#1TAIKubernetes izt o
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1. BISMBHAE o UEJL,(@FHI_XﬁEHTZ FIEITSMBEIEHEE "Microsoft 121 4a " HE=ERIFER A
N EIRE T EFONTAP CLI - ZE{FEHONTAP CLIZEIZSMBHA

a. MAXE « FEUHARBERERISER -

° vserver cifs share create i¥H E,itmEEHHF‘aﬁﬁE-path%IEEP?EEE’\J%QotID%?EEE’\J
BIEAREFE ~ BapogRE -

b. #3785 FESVMIERARISMBEAE :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. MRRHEHAEEE :
vserver cifs share show -share-name share name

()  me2m EusVBHEE" LSRR

2. BB ~ (RNESRTE TEB LISESMB Volume ° tIEEONTAP Fia BYFSXfor Sendbackend4H BE35E
I8 - :B2R "FSXIBRHEONTAP R iE4RAs =B &R H)" o

By AR &5
smbShare e LUsEE Y EHF—IE . EH8 smb-share
Microsoft EIEF 1% IJ?, ONTAP
CLI 17H9 SMB HH&E « 2
S Trident 3L SMB A%
78 o ONTAP &89 Amazon FSX
EEMBH -
nasType *INBEEREA smb.* MR Anull ~ Bl  smb
FEE& A nfs ©
CERERRTD) ¥ﬁﬁ§§ﬁ$@ﬁ'3ﬁ’£\$$_t o WWBERETES ntfs BY mixed B SMBIZHE
ntfs & mixed BANSMBHLE &
l'unixPermissions HERENELS - SMBHEE % "

ARERER

Ef#EFLERIF PVC

5 E Kubernetes StorageClass #1427 FEF4ER ~ ST Trident YRR EHAFEE o 2
37 PersistentVolume ( PV) #0 PersistentVolume Claim (PVC) - fER:REN
Kubernetes StorageClass 2RERTEE PV o 2% ~ &0 L& PV #HE(ZE Pod ©
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FERVAE FE2 Y]l

:2 7€ Kubernetes StorageClass #7{4

B K

& "Kubernetes StorageClass #){4"#& Trident #5225 RIFIEANEREERER « WIS Trident W{AIEIRAC
& Volume o 40 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

HETE AWS Bottlerocket L NFSv3 HAIRE > SBAF R ERIFTIE “mountOptions’ Ef#TF4ER! :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

WA FLER N B ShpvaF4AEE T PersistentVolumeClaim ~ MAKIZES] Trident BLBHAEENZE ~ 552
B"KubernetesF1 Trident#{4" o

FERVAC FEZ bl
1. 2 Kubernetes ¥4 ~ 55 kubectl fEKubernetesH#1r o

kubectl create -f storage-class-ontapnas.yaml

2. IRTTIRFEZETE Kubernetes # Trident P[EEFE R * base-csi* #7485 ~ M Trident FEZ BT BIE HIER
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P

IELEERE -

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

##37 PV A PVC

& "PersistentVolumer” (PV) SHEEIEST Kubernetes & FELEMNERHFETFER © ©
" PersistentVolume Claim" (PVC) EFElEE L PersistentVolume BIEK o

A PVC RESBEKRFEEFHFEA/NNFEURT - £EEEIE S AILUERAERIBY StorageClass ZRIZHIiER

PersistentVolume A/NFIZEEAETNAIRERR ~ BIIMBESARFE B4R ©
$3L PV # PVC 218 ~ &R LU REIR&ESE A Pod ©

HHOENBE

PersistentVolume 35| & ;58

& B E A EREREL StorageClass HHEARY 10Gi 7S PV basic-csi ©

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: ontap-gold
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/my/host/path"
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PersistentVolume Claim £ & ;58

B HIFEMERN PVC AHRREEIR o

A77EX RWX f9 PVC
ILEEHZETREE rwx FEUERNEZR PVC ~ BT84 StorageClass 18RAHE basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

%M NVMe / TCP BJ PVC

LEEEHEE R NVMe / TCP B9EZA PVC » i rwx 7EY > B840 StorageClass FEREH#
protection-golde

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteMany
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

#37 PV #1 PVC

1. BIL PV o

kubectl create -f pv.yaml
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2. FEED PV HREE ©

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO
Ts

3. 8L PVC °

kubectl create -f pvc.yaml

4. TEED PVC HREE o

kubectl get pvc
NAME STATUS VOLUME
pvc-storage Bound pv-name 2Gi

RECLAIM POLICY

Retain

RWO

STATUS

Available

CLAIM

CAPACITY ACCESS MODES STORAGECLASS AGE

5m

MFEEFENWAE B EHHAE PersistentvolumeClaim » MURIES] Trident EEEMFR @2 -~ 352

B"KubernetesH Trident4J{4" o

Trident B4

BLESHRERERAWLTridentsEEHF E R BN ERENHIFE -

B L Zpid] BE

YHEEqA ¥ HDD ~ B&
=+ SSD

BRACEHEE T weE B8

=

=P usey i
BIpEES ~ BS
A&RTmE

PoolZiB It E R
BLEHE

2=
=]

EERRASEER

RENERECE
7%

XEE
ONTAP-NAS

~ ONTAP-NAS-
#BEEL ~ ONTAP-
NAS-flexgroup

+ ONTAP-

SAN -~ solidfire-
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B4 Y

BimaE FE#
tRER G
L Gk
Nz ol
IOPS B

. ONTAP Select A= 15

EEHHIEMARERN

EPELHIERE -

1. KSR &EEA Pod o

kubectl create -f pv-pod.yaml

ELEEHIZETAE PVC MINZE Pod BYEZASZHAE :
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ONTAP-NAS EE&BHIEsEs

~ ONTAP-NAS- gy

S

B « ONTAP-

NAS-flexgroup

~ ONTAP-

SAN -~ solidfire-

san » GCP-

CVS ~ azure-

NetApp-Files

» ONTAP-san#&

7

E - EETERARR
R E

E - BRMZRER
HEREE

E - BRAZENE
HIR&E

IEEE EERESIREEIE
EANBIIOPS

* BLASAERE * ¢

2=
EZ]

EER I

B RN RER
BYVolume

EREEL
BIVolume

EEAME
BYVolume

VolumefR:&iE
LEIOPS

XEE
FRrEREENTE\

ONTAP-NAS

~ ONTAP-

SAN ~ Solidfire-
SAN ~ GCP-CVS

ONTAP-NAS

~ ONTAP-

SAN -~ Solidfire-
SAN ~ GCP-CVS

ONTAP-NAS

~ ONTAP-NAS-
KT ~ ONTAP-
NAS-
FlexGroups ~ ON
TAP-SAN

solidfire-san



kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage

(D EoI LU B E kubectl get pod --watche

2. HERHRE R EEEEI L /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

ICIRTERILAMIER Pod © Pod FERRERNRABEE ~ EZRMRENERE

kubectl delete pod pv-pod

7f EKS #£ L35 Trident EKS Ko

NetApp Trident 15T Kubernetes FR3E R NetApp ONTAP f#FEIERY Amazon FSX >

EFEASMNEIESEME N EREREE o NetApp Trident EKS Mt E =R

Z2MEMIE - FBIRMEIE > WARIE AWS BEsE > nTEd Amazon EKS 1EECE A o EKS Hii0

;,JEFF;JE RRITYFETE(R Amazon EKS EEZ21ETE ~ W/ %8 ~ SREKREMMIITHE
T{E= o
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FORIG
TESRE AWS EKS B Trident N7t Z AT ~ SEREELERE THIEE -

* BEMMTHERERAR Amazon EKS BEIRE o 552/ "Amazon EKS FfiNc"
* AWS ¥t AWS THIRBIHERR -

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 88! : Amazon Linux 2 (AL2_x86_64 ) =¥ Amazon Linux 2ARM (AL2_ARM 64 )
* BEAFETY ¢ AMD 3¢ ARM
* IFAER Amazon FSX for NetApp ONTAP 1EZE R4

B

1. BRI IAM B EF0 AWS ZHE » 52 EKS Pod AE$977EX AWS ZIR - BREREE » sB2/R"E1 IAM A6l
AWS ZZHE" o

2. 7T EKS Kubernetes &% F » BIB=E * MiiiNcH * R 1EHK

tri'e“\f"eks @ ( Delete cluster ) ( Upgrade version )
[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [7.

¥ Cluster info i

Status Kubernetes version Info Support period Provider
© Active 130 @ Standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

@0 @0

Overview Resources Compute Networking Add-ons [§) Access Observability Update history Tags

[ (@ New versions are available for 1 add-on.

Add-ons (2) infe | View details Edit Remove {

[Q Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. HifE * AWS Marketplace Mol * MEEHE storage FEH! o
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q  Find add-on ]

Filtering options

(J\ny category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ ) ( Clear filters )

NetApp, Inc, X < 1 >
n NetApp NetApp Triden_t _ O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for organizati king efficient containerized ge workflows. Product details [?
—_—
Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23

4. % * NetApp Trident * i EEEY Trident MINNTCAAVIZER S HR » RABI— T * FT—% * o
5. BEEPFRERARAHVMI N T ©

MNetApp Trident Remove add-an
Listed by Category Status
I NetApp: storage {Z) Ready to install
You're subscribed to this software View subscription X
You can view the terms and pricing details for this product or choose
anather offer if one is available.
Versian
Select the verson for this add-on,
| v24.10.0-eksbuild.1 v |
Select 1AM role
Select an |AM role to use with this add-on. To create a new custom role, follow the instructions in the Amazon EKS User Guide [,
Not set M | l C |

¥ Optional configuration settings

Cancel Previous -
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6. BEHY IAM A SRR R o

Review and add

Step 1: Select add-ons

Selected add-ons (1)

| Q Find add-on | 1
Add-on name A Type v Status
netapp_trident-operator storage & Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name & Version v IAM role for service account (IRSA)

netapp_trident-operator v24.10.0-eksbuild.1 Mot set

EKS Pod Identity (0)
Add-on name A 1AM role [& v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

Cancel { Previous }f"szﬂ"

7. AREITEMERBEERTE > ABREN* T—F* -

#B1E Add-on 4HREZ24E * > Ai¥ *Configuration Value —8i FRVARREES YR EAKLEL—ELER (P 1
) FEUIMAE (BEEATHIEI | eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS FSXN CSI DrlverRole) o MI5E : ANRITEEEEH
AT ENEBE » BIIRAMMITHN—RZERETAEEH Amazon EKS HMINTHREBE o MREE
ERARIEETE « BERIRARTEELERE « AEES GLH - KU EHEESENTERN SR HHHREZE o B
IE3EIE 7 A ~ 5RHERE Amazon EKS Bﬁﬂﬂfcﬁ:zzﬁfé BINEEEITEENRE ©
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¥ Optional configuration settings

Add-on configuration schema
Refer to the JSON schema below. The configuration values entered In the code editor will be validated against this schema.

UEiluuLL . 1f,
"examples": [
{
"cloudIdentity": ""
1
15

"properties”: {
"cloudIdentity": {
"default": "",
"examples": [

1,
"title": "The cloudIdentity Schema",
"type": "string"

1

Configuration values  Info
Specify any additional JSON or YAML configurations that should be applied to the add-on

1v {
"cloudIdentity”: "'eks.omazonaws.com/role-arn: arn:aws:iam
: 1186785786363 role/tri-env-eks—trident-controller-rolel' "

° #}£ 25.02 HRBHYA > Trident 3235 EHBN&IRARRS © Trident B7E Trident REEB HMAEE T BIRFHTZEER - B
EREBERIRAER  SATEZEEEARIFY ontapConfigurator " 28EE “authType ? f£sxnID’
M “protocols MINMNTCH4HREZEME “cloudIdentity ©

"ontapConfigurator": {
"enabled": true,
"svms": [
{
"authType": "awsarn",
"fsxnID": "fs-0dfeaa884a68blcab",
"protocols": [
"nfs",
"iscsi"

}}"

om
-

o

@ L EEHBERIRMAER » 554 Trident hiRZs » A% ontapConfigurable 5% 7E 4 FALSE

8. 3#1B* Create (EiI) °
9. FESTMIINTTERIAREE S Active ©
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Add-ons (1) o view detaits ) (eat ) (" remove ) (RRREED

[ Q, netapp X \| \ Any categ... ¥ 1 | Any status ¥ ,l 1 match 1
. (@]
NNetapp  NetApp Trident g
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized starage warkflows. Product details [7
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24.10.0-eksbuild.1 - (IRSA)
Not set
Listed by

NetApp, Inc. [

10. }1T T35S > HREE LEIERZEE Trident :

kubectl get pods -n trident

. QR RTEHER - MFERME - SR R R o

fEF CLI %8 | fEBRZEE Trident EKS MifNsofE

£ CLI %4 NetApp Trident EKS Moty :
T5EHer S Z L4 Trident EKS MiNTTH -

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v24.10.0-eksbuild.1l (FERIRZE)

£ CLI 2% % NetApp Trident EKS Mihnscls :
T5eh S EERRZEE Trident EKS MiNTTH -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{EHBkubecliEi &

BIREE Trident BMFEERFAZ EBREAE o EEFFTridentlN{A B2 EE R AB ~ U

K Tridentil{A R Z B ERRECEHIEE o 228 Trident 2% ~ T—FHBEIULRI o
‘TridentBackendConfig' B:J& R EZ (CRD) F:EEEIESEE Kubernetes NMEEII K
12 Trident &% o LRI LUERTNEMNA CLI TEK “kubect! #1T Kubernetes 2 o

TridentBackendConfig

TridentBackendConfig(tbc v tbconfig ™ tbackendconfig) ZAIIH * 8% CRD ~ A:EEERAEIE
Trident #&if kubectl o Kubernetes Mf#FEIE SR I LA E#ER Kubernetes CLI I EIR &I
(tridentctl » MAREEANGLI2HER) °

#2137 TTridentBackendConfigl ¥ 21% ~ 2284 TFENR -

* Trident SIRIBEIRIERVERE BENE U Bl © BEEMERRTR A TridentBackend (tbe
tridentbackend) CR °
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* TridentBackendConfig HiH Trident BIMM—L4 TridentBackend©

@ [TridentBackendConfigl #B—¥—BIHFE « MH TridentBackend] ° FiE BRIRHAFHAERTREE
BIRMNE - BERTridentRREBRBIHEYHIAT ©

@ TridentBackend CRS JH Trident BEIEI o K FEZ~ERELIEE - MREBEF
Higim ~ SAESYIEFLUEITER TridentBackendConfig e

E2BI &R « LIBEAR TridentBackendConfigl CREVAET :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T RAIUERPRIEA "TridentZ 250" FREEHEGFE T A/ARBZHEHEREER

° spec FRABIHIFERHERRSE o TULEAFP « BIREEMA ontap-san HEFRHER « WEMALLETHAVAERE
S8 - MEAMRFEFRIIEANEREREE 5527 "HEREIENRIRHEREH"

7£ (TridentBackendConfig) (CRR) H#fiEEay [sPEC) —EithE&E S 33:5) # TRIBREREL HE4L -
« TEREEER | IE2HAMERN - 83 ARERE#ER ﬁ/ﬂﬁi’“ﬂﬁwunﬁﬁﬂ R EAFREREL
BIKubernetes Secret o FFFEFHREMUAI X FHEINEE « At EELE R
y _rﬂH'JFé%J?EJJJ bR EZMIBR TridentBackendConfigl FRFFESSERIIENR o AIAEEEMEA SERIEZ —

o MR : SZFEEMBR TridentBackendConfigl FiERAEIR - E2TERE ©

o TMERE. MR rTridentBackendConfigJ (TridentBackendConfig) CREf « BInERNEFE ~ L]
EJzz! rtrldentctIJ HITEIE - BRRRARS [RYE) TEERERRERRERZD (21.042Z27]) -~ LifR
BIEHIE IR o IERAIAYEREZEIL MTridentBackendConfig Z1§E¥ﬁ°

BinaiB2ER sPEC.backendName) ZKiRTE o MNRKISTE - BISHBIFHIBR
7 TTridentBackendConfigs ¥4 (metadata.name) HI%HE o EERfEA T
sPEC.backendName BRFE:RER K4S o
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EREIAEIG tridentctl RARMEBIAY " TridentBackendConfig ¥ o GBI CR
K “TridentBackendConfiqg EEBIRIIERIE kubectl o WEFRIEEIERRELRZH

(ﬁmyﬂspec.backendName‘ v spec.storagePrefix spec.storageDriverName‘%?

) °Trident EEIMFMEILMNEBIRESAIFEENRIRES TridentBackendConfig e

TREE
H2ERA Tkubecl) BILFTAVEIR « ISEZRIT FHIEE

1. 37 "KubernetestéZ" -« BHFEE Trident BfEFERE / IRFSEAPREEAIZIEE o
2. 3217 ITridentBackendConfig) #)ff - Hh B ZARHEFERE/ARFHFHEEN « T2E F—PEITAKE

BB 1B~ O LUER Tkubecl Get the <tbc-name>-n <tridentsp & ZEf>) REFZREARAE ~ WUREHE fthe¥
MER o

$E%1 . EIiIKubernetest%®

BIUBEIRIRTFIEENNE - EREBEMEFRT T AFRBERIIIEE - #HWT :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TREESRASERETFEIEEL RS SR

HEF S EREAIERA = i )=

Azure NetApp Files ClientlD FEREFMAY A Fi%ID

R GCP Cloud Volumes Private$&ID FAZEIEAID - GCPARFEIREAPIE
Service imRV—=fy - EACVSEIEEAE
A GCP Cloud Volumes Private &8 FLZEEEE | GCPARIZIREAPIZIER
Service —Zpn - EBCVSEEEAR®

7t& (NetApp HCI / SolidFire) il MVIP ~ EAR SolidFire £ FATHFT

EHAFRRENERNERSE

ONTAP fERERTE BIRERE/ SVMBIERERE - A

NG R )
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(G IER =y 2o (Ve
ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

=%

R RIRERER

chapfEf &%

chaplnitiatori&z2

chapTargetUsername

chapTargetlInitiatorf&#%

1RAIEREA

BRERE/ SVMBERS o AR

FA P imhE £ iR HIBaseb4ARIE(E
2 )Nk

BAFERERE U
RuseCHAP=trueB|ZEE - &M
% TONTAP-SAN] #1 TONTAP-
sanf&rs

CHAPEIENZ3 %5 Ul
BuseCHAP=trueBI|EE - &
7 TONTAP-SAN] #1 TONTAP-
sanf&i |

BiEfERERE W
BuseCHAP=trueBI|EE - &
7 TONTAP-SANJ #1 TONTAP-
sanf&E |

CHAPBE1ZENEh2s &% o I
HuseCHAP=truel|FEE - EHH
¥ TONTAP-SAN] #1 TONTAP-
sani&rs

T ERETMIEFEERBT—PREILZ MidentBackendConfigy #1148y Tsapec.ecent) I o

B2  #1I TridentBackendConfig CR

RIRFERI LRI TridentBackendConfigl BICRT o 7ELEEEFIH ~ 5 TONTAP-SAN] ERENEX AR iRE
F TTridentBackendConfigl #J4#1L ~ 1 FFR :

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

BRI | FESPHEVIKAE TridentBackendConfig CR

IRERBELIETL T MridentBackendConfigl  (TridentBackendConfig) CR ~ f&HERILABSEE EAREE © &
HI&E )

W

25T

il

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BRI &R ~ WiELEZE MridentBackendConfigl CR ©
PR T AR A T HIE A —(EME !

* Bound . TridentBackendConfig CREZEIHAERIH;: - HBIFE R configRef HEA
TridentBackendConfig CR B9 uid °

* {Unbound) : f#R ] ¥R [TridentBackendConfigl ¥R ELRAEE R  IRIETER ~ FREEIL
89 TTridentBackendConfigl CRSIMEEHILSER o FEEREE 2 % ~ MEABMIEAUnbound (GREZE) o

* Deleting : TridentBackendConfig CR AY deletionPolicy EREAMIE - &
TridentBackendConfig RAEMIPRCR ~ WEHRA THIBR AKEE o

c MNRBIRAFEHEBHMIEEES (PVCS) - bR TridentBackendConfig S EEE Trident fi
P& %A " TridentBackendConfig CR ©

° MNREIH EE—EHZEPVCS ~ BIEEARIBRARES o B5%& « TridentBackendConfigl CRH1EE A
PRIEEL - RBMIFRFAIBRIPVCS 21 ~ A EMIBREIRA TridentBackendConfigl ©

« M&EZK) 8 TTridentBackendConfigl CRIEEAREIREIMHZIEMIBR « M [TridentBackendConfigl CR
MERRBIRNDEER o mig TRIFRER EA -« TridentBackendConfigl CR{AEIIER o

* Unknown . Trident #AFETE B CR BIIHBVRIGHIARRESTETE TridentBackendConfig o Y ~ Y1 API
{AlAR232E[EIFE - Of tridentbackends.trident.netapp.io CRD &% o BRIFEEENTA ©
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TEULREER ~ FINEEIIRIR | IBASEEERILIERINGIE ~ BN "2 U AT A R IR MHIER"

(2A) H54  BUTESHEEN
ERTT TS S RSB RGOSR

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

IESh ~ B e LAEYS TridentBackendConfigl HYYAML/JsonftBEN o

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B Z[EME cr FREII&IF "TridentBackendConfig By ‘backendName  H]
‘backendUUID ° It lastOperationStatus fifl&R crR ERIEEAKAE "TridentBackendConfig®
AIHEAEEZ (P « EREETPEEIRE spec) A Trident &% (BN ~ 7£ Trident EXTRAENHAR) © 7]
fE® TRRIh) 3k M5By o phase\'f‘ﬁi CR &7 MRARIKRE ‘TridentBackendConfig°T:T:J:?ZE%§
fBIFh ~ phase BERRE - "R "TridentBackendConfig CR E&ImtERAR o

REILLENFT Tkubeclt -n triidentifiifitbe <tbc-cr-name>] #5% ~ MEVESEHIERFAE R o

@ A ER Tridentctl) REFMIFFRE SHEEE TridentBackendConfig) #4RVE IR o HERHE
fRTE Ttridentctly A0 TTridentBackendConfigl ZREIUBAAILER « "sE2EILER" ©

LIKECBECVLE|{TRIHEIR

BRAZUN{AIEA Tkubeclll ZRBITRIREIE(ESE o
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LlERES

fi|B% TridentBackendConfig & ~ &SR Trident bR / REBEIE (IRIE "deletionPolicy) ©
EEMPREIE « FAFEELD deletionPolicy RESMBR - BEEMIPR TridentBackendConfig ™ sAFERE
B deletionPolicy RREAMRE o EARFREIRINEE « UAFEAETEE tridentctlo

HITTAE< -

kubectl delete tbc <tbc-name> -n trident

Trident A& MIFREA A Kubernetes #%% TridentBackendConfig © KubernetesfE & & &AL o f
PR ZBREAZEND c ABERIGREAMKZE - ZTFEMPRELLHE o

BRRANERE
HITTAES -

kubectl get tbc -n trident

B LL#IT Ttridentctl Get backend -n trident) ¢ Ttridentctl Get backend -o yaml -n trident) ~ L EV{SFRAE
BIREVRE - BMREHLEE I Tridentctl) EIIBVEL o

Eikh
ERIRFIEAZSRRA !

* RBERANREERNCEE - EETHEE - WEEMYHTFERR Kubernetes Secret
TridentBackendConfig ° Trident EfERIRHNRINE - BENEMRIG c HITFIGRSTUE
¥Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* FEONTAP EM2H (FIMERKISVMERTE) o
o XA LAEH TridentBackendConfig fEF F3a< HIZER Kubernetes 1T :

kubectl apply -f <updated-backend-file.yaml>

o IE ~ BT FIRAR TridentBackendConfig EAT3EH<SH CR

kubectl edit tbc <tbc-name> -n trident
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* MRBIREMR ~ Rin(HEEEEFTHRBEMBIAERS o EETLIEIT Tkubecl Get the

@ <tbc-name>-o yaml -n tridents 3 kubecl#ifitoc <tbc-name>-n trident) FRARFRECERLAFER
[R&A

* SAIMAEIEAERGAERIRIREZ & ~ BIRJ EF#iTupdateds < °

{ERAtridentctiIH TR IFEIE

BRAEAN{RIfEA Mtridentctl) ZRITERIREIEIESE o
FERVAEY

Bz % "RiniEEE"  MIT eSS !
tridentctl create backend -f <backend-file> -n trident

MR EBIREILRY ~ RNBIHERERERE o ERIUFIT T < RIERCER ~ LHEREA
tridentctl logs -n trident

A EARENREEZE - EREFERHIT lcreate) s <HEIF o

s
AENE Trident MIFREIR « FFAIT FHITER
1. #EENB IS

tridentctl get backend -n trident
2. MBREL

tridentctl delete backend <backend-name> -n trident

Y1 Trident BACSEKSFRIMREANRE « BREHIELE - AR ERETRILFHRE
() e - RmgEERR TR KA - MTidentSEAEBE LSBT « IS
IR LE o

BRRA R
AR TridentAER R IR ~ BT FIIPER

* AEEUSHE BT TS !
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tridentctl get backend -n trident

* AREUSFIAHAER  SFRIT TS !

tridentctl get backend -o json -n trident

ey
BIMBRIREBEZR - SFRIT TS -

tridentctl update backend <backend-name> -f <backend-file> -n trident

MRBIREHRE - RTRRIDERAME - NELER T EMBVER o LRI LBIT Mo an < RARECE « LIFUER
JRE

tridentctl logs -n trident

spl MAZIEAAREAER R Z & ~ IERFBRHIT Tupdate) sp<RIA] o

B A B IR TR AR R
E TR LA JsonBl B MEEREH ~ EARY Tridentctl) S#LBIEYG - EEFERTCEERZREN Mg A
FAiER -

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

EthBERAMNER MridentBackendConfig) EIZAIEiR o

TERIREIREEIEY MR

BRARTE Trident R EIRRIGHARR G E ©

BIEBIRAVEEIR

BEZ #H "TridentBackendConfig' BI2 EIRAEA MEBISNBIREIES X - EHIRH THIMRE !

* {E/ Ttridentctly EIZMIEH - FHELL TridentBackendConfig) KEIE ?
* £ [TridentBackendConfigl EIZMY&iR « @G AILAERA ltridentctl) REIE ?
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B tridentctl BIRMEA TridentBackendConfig

KEIRAAEEKubernetes M EEIL TridentBackendConfig) ¥ ~ EHiZE® Mtridentctl) I AR IHEIEFIE
BT8R o

ERERRTYIES :

* REMEEE®IR TridentBackendConfig RAATCMEMERAEIR tridentctl ©

* £/ Ttridentctly EIIBIFEGR « MEM MMridentBackendConfigy ¥4RITETE ©
TEMEBRT - FEEBEHIRBIR « LT Trident PHEHIEE LEE - R EIEEEMEBEEZ— ¢

* MEEEA Ttridentctl) ZREEEATCEINRIR o

* B ER Ttridentctly BIIMBIRELEZEIM MMridentBackendConfigl ¥4 o ERRMS EKE BimS £
A“kubedl’ A Z “tridentctl’ R EIE o

EEFH Tkubeclly BIEFEAEFEENRR ERERUEEZIRARIKLN MridentBackendConfigl ° {20
AIEIERVARES !

1. #3IKubernetest&®® o 2 E 3 Trident Bl{H#EFEE / IRFSBFTIEMEIE o

2. 3137 TTridentBackendConfigl ¥1f - EhE 2 BRMRESE/RFIVHEZN « 2EF L —PEUES o
WEEIBS EIEEIMAERE 28 (40 Ts.pec.backendName) - Tsec.storagePrefix
1 ~ TsPEec.storageDriverName] %) o #78i#% Pec.backendName] :REAIRBREIHAVELTE o

TERO | SA R IE

LUEEIT TridentBackendConfig BEEAETRANEN « (CUARSEIHMALL o LS - BREHAT
Bl JsonTE BRI &1 :

tridentctl get backend ontap-nas-backend -n trident

fom fom -

Rt b t——————— Fo———— +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

o o

e it b L e PP +—————— o +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o

Rt ettt - - +

cat ontap-nas-backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",

154



"backendName": "ontap-nas-backend",

"svm": "trident svm",
"username": "cluster-admin",
"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions™: "0775"

851 . EiIKubernetest%®

B B2 RImIENME « LT EBHIFFT
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

882 | 1L TridentBackendConfig CR

T—% 28 I—@ TridentBackendConfigl (TridentBackendConfig) CR » E&@ BENELAZEIRAR TONTAP-
NAS-backend) (YIZAEHIFATR) o BETTE FIIEK !

* HHEINEIRZTEEE s.pec.backendName] FES °
* RS HERIARIHAER o
© ERERM (B8) SRERFEFRRBRIRERNIERS
* REERREBKubernetes Secretigfit « MIEMAEX FIR1H -

EEBIERT « TMridentBackendConfigl & TFFIT :
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

HER3 | FESPEVIKRE TridentBackendConfig CR

72137 TTridentBackendConfigy 21 -~ HFSERMNAER THIEl - CHERMERERIHHERNEBIRGTE
FIUUID ©
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e
Rt ettt t——————— o — +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

IBERLUER tbe-ontap-nas-backend) [TridentBackendConfigl ¥4 5EE BIRE I ©

&IE TridentBackendConfig BIR{FMH tridentctl

BILUEA Ttridentctls 2% HERA TridentBackendConfigy EIZAYE LR o HESh « RAEEIE S tha] UM
& TTridentBackendConfigy - MiFEE lpec.deletionPolicy’ 1 57 AE1 - FEULEIEFEB ridentctl) RK7R
BIRItEER L o

RO © SRR

4N ~ RE&EA TridentBackendConfig) #1I T3 :
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

ReEat PRI B S —R TridentBackendConfig BRI BAEE Bin [ BIRBIRAI UUID]

B | HESY deletionPolicy 884% retain

EHMIREEMNEE deletionPolicy ° ERERA retain o YILLAIHERMIFR CR B
TridentBackendConfig® BHERNEEE  LrERETEIR tridentctl ©

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

() moEs TRIRERD REA (RE - SHEMEET—S -

e
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WEF2 : flf% TridentBackendConfig CR

RE—ESEEMBR TridentBackendConfigl (TridentBackendConfig) o &2 TFRERE)) 2£A MRE1 2

ﬁé lu\E_l-»L/(:%IEnEfH}IJ B% .

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosessssssssssas==== R e
e e et fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom fom e
R R fomsmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosesssssssasmas==== fosssssmss==sms=a
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4

B4 TridentBackendConfig ~ Trident REFFEBZER - MAZERMIFRIFSE ©

L_LEZ EE1H%T¥ BIJ
I #FLER

#E Kubernetes StorageClass 44l 32 7 #7485 ~ IUFER Trident NEIAC EMLFEE o

%&5

7 Kubernetes StorageClass #J{4

g "Kubernetes StorageClass ¥){+"#& Trident 5% % BRI PFAEANEREERE » M5 Trident MN{AIEREC

& Volume ° #5340 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

VBRI B BpYsF4HE s PersistentVolumeClaim ~ LAKIES Trident ELEHAEENZSE ~ 352
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https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/

B"KubernetesF1 Trident 4" o

B EEER
#2137 StorageClass ¥ 2% ~ BRI f#FEER o (7185200 IR — L] UER ISR E S HF) o

P
1. 2 Kubernetes ¥4 ~ 55 kubectl fEKubernetesH# 1 o

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. IRTEICFEZZTE Kubernetes # Trident FEFRFEZ! * base-csi* #7485 ~ M Trident FEZ BB IF HIFER
ZSLEER -

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
{
"items": [
{
"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"
b
"storagePools": null,
"additionalStoragePools": null
b
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggrd"
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../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html

T LERE 5

Trident 2 IS E R IRV BREFEER" ©

& ~ BRI LA4REE sample-input/storage-class-csi.yaml.templ ZEEF2 T BEMT I BN CAIREZE
BACKEND_TYPE f#7ZERENFEL7E o

./tridentctl -n trident get backend

Fommmmmmmmem= Fommmmmemmemem=== P s s s s
Fomomomme e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmomoomoms Fommmmomomoomomms Fommomemeressmsreerenessosoeseoomomoms
Fommmmmms Fosmmmmmes +

| nas-backend | ontap-nas | 98el%b74-aecT-4a3d-8dcf-128e5033b214 |
online | 0 |

fom Fom e o
Pommmmm== Fommmemm== +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-

basic-csi.yaml

# Modify @ BACKEND TYPE with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

EIRHFAER

;%TLX@?EIEEE’JTH%T?* $ER] « BTSRRI < BRI AR « LRI 4
I| o

BIRIR BT ER
* EERRIEANKubernetesFEZ4ER « FBHITFIIGHS ¢

kubectl get storageclass

* AEIgfKubernetesfAFRRBIFFHAE K « FAIT TGS

kubectl get storageclass <storage-class> -o json

* BERAA Trident BIRD HFEER « FHITFIa< ¢
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tridentctl get storageclass

+ BB Trident MFIS (EFERISAEER) « HHITTHIHS -

tridentctl get storageclass <storage-class> -0 json

E TR EF4RR

Kubernetes 1.631% 7 32 TAR A LRAIVINGE - MREAERT FHEHKREES) (Pve) FisE—E - A
IEREFERSANEKE HEHIRE) -

* EETFAERESED « #& shorageclass.Kubernetes.|O/as-default-Class) & Atrue ~ LUEHTERHFLE
Bl o HRIFFRIE ~ EREMER A EEM TS HESRR

* WRAILMER TYa < ~ RIRANRFENREATRRIHEFER -

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* B~ St UER TS e S B ERTRR HFARR 5 ¢

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

TridentZERAEHF A S ZULHEERIEEH)

@ w=EP—RIABE—EFEREFER - Kubernetes?‘}i'zﬂ“fj:it?ﬁﬁﬁiiﬂ%ﬁ%’71@1.:%7? 5~ BE
TR A MM E 2R A AR REFERN —&

Egalll e el |E g

EELAfEA JSON FR[EIZAIRIREEERV &R ~ LERIRE “tridentct @ # ¥t Trident Bim¥GEL - EE2EA jq°

B
CRIBERBALRRKIAARELN -

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’

B {E T8 R
B ENKubernetesfiBrEEFEER  SBHIT FIGM<L ©

kubectl delete storageclass <storage-class>
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l<storage —class>'| FECXFRIGAVGETZEER! o

BRI AR BN ARHEME B EBRIFRE « Trident REETIRELHEE o
Trident E¥ H AL EREIITER £sType © ¥ iSCSI i « E3%7E StorageClass 1

() %187 parameters. £5Type © EREZMIIAR StorageClasses - REERISENHNE
HEILEM parameters. fsType ©

HRiCE A EREIRE

BZ& Volume

337 PersistentVolume ( PV ) #1 PersistentVolume Claim (PVC) ~ fERHREREN
Kubernetes StorageClass 2RERZEE PV o #A% ~ &0 L& PV #H1E(ZE Pod ©

o
e,
ag

& "PersistentVolumer' (PV ) BHEEIEEE Kubernetes #5E AL BEMBIEHEER - ©
" PersistentVolume Claim" (PVC ) ZfFElE%E L PersistentVolume FIEK ©

A PVC BREABRFBEREX/NHEIEL - BEEIE S JLAEAHERIA StorageClass ZRiTHIBE
PersistentVolume A/NFIFEUETNRVEERR ~ FIGNSESHARTS B4R ©

11 PV # PVC 218 ~ A LISHREE A Pod ©

HOENBE

PersistentVolume & ;588

It EE BB BB REREL StorageClass HHEIRY 10Gi 4 PV basic-csi ©

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersistentVolume Claim £ & ;58

B HIFEMERN PVC AHRREEIR o

AJ72EX RWO 1 PVC

IEEEAIEETRAR rwo FEVEREZ PVC ~ Blap$RY StorageClass #8RfHE basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

%M NVMe / TCP BJ PVC

ILEEEHIZETR NVMe / TCP FIEZ PVC ~ Wiig{fEddnd StorageClass 18EARY rwo 7FEY protection-

golde

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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Pod &5 54
ELEEEFIEETAS PVC EiEE Pod BEZANARRE o
EaA4RRE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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E 7K NVMe / TCP 4HR&

apiVersion: vl
kind: Pod
metadata:
creationTimestamp: null
labels:
run: nginx
name: nginx
spec:
containers:
- image: nginx
name: nginx
resources: {}

volumeMounts:

- mountPath: "/usr/share/nginx/html"

name: task-pv-storage
dnsPolicy: ClusterFirst
restartPolicy: Always
volumes:
- name: task-pv-storage
persistentVolumeClaim:

claimName: pvc-san-nvme

#37 PV 1 PVC

LB
1. BIPV o

kubectl create -f pv.yaml

2. FEED PV HREE o

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO
7s

3. i PVC ©

RECLAIM POLICY

Retain

STATUS

Available

CLAIM
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kubectl create -f pvc.yaml
4. FEsR PVC #RAS ©

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

S. IFHEREEEA Pod ©

kubectl create -f pv-pod.yaml

(D o] UE B IEERE kubectl get pod --watch©

6. HEERHEB EREEI L /my/mount /path ©
kubectl exec -it task-pv-pod -- df -h /my/mount/path

7. fEIRERIUMIFR Pod ° Pod FEARXRABEFE « BXMRENERE -

kubectl delete pod pv-pod

UMERFENNAEEFHAYFAAE PersistentVolumeClaim ~ LABIES Trident BEBHAIEEAIZSH - ;52
B"Kubernetes# Trident¥J 4" o

EfVolume

Trident B]:E Kubernetes fEFI BT I E 2 BIBETHR S o BEIEZ iSCSI > NFS
# FC MR &FrEERVARRRES A ©

ERHiSCSI Volume

TRILUER TSCSIBRACER RIBERISCSIHFEMIRE (PV) -

(D iISCSIHEEETE1E Tontap—sans ~ TONTAP—san#&# ) - [Poolidfire—san) Z5EBENTE
o~ BEKubernetes 1.16 X EHHRZS ©

$EF1 : 32 StorageClassL{sz#EVolumel& 7

#REE StorageClass EELUERE allowVolumeExpansion MBI ZE true ©
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cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

BB FEStorageClass ~ saAREELLEEMUE S TowalumVolume Expansion] 2 o

HEF2 | ERITEIYStorageClassE I — KA E R ATFR B
4REE PVC E&EIEH spec.resources.requests.storage MRMHFTBIFIE A/  IEX/IVABRIRREIGK

/N o

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident §#171F48 Volume (PV) -~ WiiGHEBIERFEE Volume Claim (PVC ) #ERgE# o
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kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

T3 | ER—(EZEZZEPVcHIPod
i PV MINZE Pod ~ IA{EFEZEA/ - SHEEISCSI PVBYA/NEMTEIE -

* Y0R PV MIINZE Pod - Trident SEFFRIGRETHMIZEE « EMFHEER « WRABERRGKBIA)

* SESFBEERMI PV BIAR/NEF « Trident BEEREFRIGETHEE o TR KA EREIREEZEPodZ
% ~ TridentZ EMFRMEB W FIABERRAKAIK/) o 282 - KubernetesBEIBETIFEMINTHRE « F
HPVeA/ o

TEUEEERIP ~ FEIULFER Tshan -PVel BIPod ©

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1Gi

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

170



FERA . ERIPV

HERBN1GIEILE2GIHIPVAN « 554REEPVCES ~ AiF sec.resumes.requests.storagel EHi#2Gi o

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

SERS | BRR IR R
A AR E PVC ~ PV # Trident Volume BIAR/ ~ UUBRSBIB TR R T IE HEIF
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

ERIFC Volume

eI LUER CSI BERARERRNAKIET FC 1548 Volume (PV) o

@ EEFNFTZ 4B FC Volume #% ontap-san * BE Kubernetes 1.16 KEHRRZS o

HEF1 | BRTEStorageClass{Z1EVolumelE st

#4785 StorageClass E&HEUUERE allowVolumeExpansion HNIZE true ©
g

cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

BN BTF1ERIStorageClass ~ :a4REEILEEUESE NowalumVolume Expansion) 28 o
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$ER2 . ERICEIAIStorageClass I —{EX A B #TFRHE

458 PVC BRI EFT spec.resources.requests.storage MURMEHIFAEA/N » IR/ NABRIRRIAK

I\ o

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident FEIIFFE Volume (PV) ~ WRFEEIEEAE Volume Claim (PVC) #HERH -

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

FER3 | EE—EEIZEPVcHYPod
& PV MI0ZE Pod ~ LUEREEK/) - sBE FC PV I AX/NEREBR !

* YNR PV MIANZE Pod ~ Trident S7ERFRIGETHIRE « EMFHEE « WRABEZRFHK) -
* EEEEREARMI PV BIA/NE « Trident BERHFRIRIRITHIRE o TERKA ERMIREEPodZ

% ~ Trident@ EMIFHEE W EHABEZRRFHIA/N o 8% - KubernetesBIEIRITIFEMINTTAE ~ B

PV o
FEICEERS « GEIUEA Mshan -PVe) #Pod °
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

S$HERA . ERIPV

HERBN1GIEILE2GIHIPVAN « 554REEPVCES ~ ALiF sec.resumes.requests.storagel EFi#2Gi ©
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'f/l\

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

%5 . ERiEIERT

A A& PVC ~ PV # Trident Volume BIR/ ~ UUERBIB TR R B IE HEIF
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

JERINFS Volume

Trident 32#& NFS PV B Volume &7 ~ BFZH? ontap-nas * ontap-nas-economy  ontap-nas-
flexgroup ‘gcp-cvs # “azure-netapp-files &l ©

SER1 : 3R 7EStorageClass Az #EVolumelE 7t

EERENFS PVRIA/ ~ BEEMAERHE TowiZEVolume Expansion) H{IERES Ttruel ~ LEREFEFEERIL
AU EER -

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

MREELRIL T RA WERENGHEEFLER « REMEMA Tkubecl Edit storageclass'y 2R4REEIRA#ZLRR] « BIF]
ETHIREET -
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$ER2 .

cat pvc-ontapnas.yaml
kind:
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
20Mi

storageClassName:

storage:

fEREEILAYStorageClassiE I — Bk A EHtEFR H

PersistentVolumeClaim

ontapnas

Trident FEAILE PVC #37 20MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20M1i RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

FER3 . ERIPV

EERBHEIIN20MIB PVEAEZE1GIB »
1GiB :

SAAREEEZPVCI s E4HE spec.resources

.requests.storageﬁé
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g7

'f/l\

kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

BR4 : BRsEIRTT

R LS PVC ~ PV 1 Trident Volume B9A/N ~ LIS SRR/ NETRIEREE :
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |

PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +

PEARLRE

eI LUERA TtridentclBEA ) AFIRE BETFHAIEEE A ZKubernetes PV ©

EmES
ER] LG HERE & BB A Trident ~ LUE :
* BRERERRIME - UEHFERHIRANERE
* HHERRERARENFERERNENER
* EEMIERN Kubernetes 5
* EX#INERRREERERNER

ZE
EEA Volume Z 7 « 557ciBBI FHIZEHIA o

* Trident 2EEEA RW (GEE) #EAAY ONTAP Volume © DP (EBHMRE) # & SnapMirror BRIt
MR & o IEFERZ AP ERTRSIRAZ « BiSHEEEE A Trident o
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* HFIEZRCTERAERPERNER TEAMKE - SZ2EAERTPH Volume - 558 Z Volume ~ 241
HUTEA o

@ EHEREREERIEE « A% Kubernetes FEAIELEIAVELRR ~ MBRRZRBER TR
IEEHMIINEI Pod o ER]REERERIRIE o

* BEPANZETE PVC L3587 ~ 1B StorageClass Trident 7EE A BRI A ERAILRE - B HIEERFEER G
F4ER ~ BEBEFEFER MR ENERFERN - ANZKEEE ELKEFT  RILEEARBEAETEEIEFE
& o At ~ BN IR EFFER B PVC PISEMRBEFIERNAEFTNRIFHER - EAtAZ RN o

* HAW Volume ANETE PVC FREMBRER e fTFHRENITZIEAMIRE 2% « PVELPVcHIClaimRefi2
E o

o [OIRE—RAIRER E A retain TEPVA ° Kubernetesp{ThE4E T PVCHIPVZ & ~ RS EEIULRE
MU & FER R ULE]] o
° MNRFHFFARBEINIREIA delete ~ HEFHIEE S TEPVRIFREFMIER ©

* RIFFERR > Trident EEIE PVC M EFHdp%&i% LAY FlexVol volume #1 LUN o f&RTLUEIE --no
-manage EZREAXRZBIENHGEE c MREFH " --no-manage » Trident EMHEMEARAZE
PVC 5 PV EBITEAEMIEE - MIER PV A RIRMEFEHEE - h 2 ZREMIZIE « FIE0 Volume

Clone #1 Volume resize °

MRERE B Kubernetes AN B e C TIE&E « (BRREEIEKubernetes U IMEFHAIRER E
thiERA ~ BIEEIBIERER o

* RERERTEEPVCHIPY « EEMEAR « RMEBEAMIRE « UKREEEETPVCHIPY ° REEEHIRILL
PYsE o

A Volume

AT LUER tridentctl import FEA Volume ©

1. #3548 Volume Claim (PVC) #8Z (Bl ~ pvc.yaml) FAEIL PVC ° PVC EEREIERN

N N Atd = . . .
name > namespace > accessModes | storageClassName © BB LUIERE unixPermissions 7

TH PVC E&F ©

WUTRREREHIEH

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class
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(D smasnmsy - fim Py 2HES Voume A/ - BETEGEREARSKK -

2. f£F8 “tridentctl import @8 L157E Trident BIRHH4TE - ZBRHEIHEIEE « UKME—HPEEEPHEERN
2% (40 : ONTAP FlexVol * Element Volume ~ Cloud Volumes Service (1) o "-f EEZ|HKIETE
PVC fEZEAVERIK o

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

#451
AZ2E T Volume EBEAESH ~ BRAEZIZRIEESNTZT o
ONTAP NAS 71 ONTAP NAS FlexGroup

Trident SZ3&{FF#] ontap-nas-flexgroup  EBBIFETNETIT Volume EEA “ontap-nas-e°

@ * ° ontap-nas-economy SEIENELAEA KR EEgtree ©
®* ©° ontap-nas # ontap-nas-flexgroup BEHSRER AT EENHMIEE LTS

FREFHIENENSEMIEESS ontap-nas & ONTAP #E FA Flexvol volume o {FHREERENTIEXEA
FlexVol WHEE&E “ontap-nas BYEVERIUAERE] o oNTAP FE EBFERN FlexvVol Volume HIEAZ
‘ontap-nas PVC e [El#&#h « FlexGroup Vols 1 A] A A% ontap-nas-flexgroup PVCS °

ONTAP NAS 5
T 2ZEFEE Volume F1IEEEE Volume FE ARYEEH o
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E& Volume

U TEHIEEAZL AR Volume managed volume FERAMRIG L ontap nas :

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

e tomm - fom -
fomm - o e pomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm fo—m +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fo—m fom -
fomm o fomm - fomm - +

JEZEE Volume

£/ "--no-manage ' 5|#EF « Trident A EHF i BHEE o

MU TEHIEEA unmanaged volume £ L ontap nas & -

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o fom— - Fomm -
fom - o e fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
o fomm - fomm e
Fommcmmomo= B e Fommcomo= oo +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491aldaz22 | online | false |
o Fomm - Fomm -
fom - o fom e +

SAN ONTAP

Trident SZ3&{FF#] ontap-san-economy ' EBENFZN#ETT volume FEA “ontap-sanc©

Trident AT EA B ZE— LUN B9 ONTAP SAN FlexVol BHR& o ZEEEENFEN—2 ontap-san * A% FlexVol
volume FBYEE PVC F1 LUN %37 FlexVol volume © Trident &€& A FlexVol volume > IifGHEEL PVC E&HE
A o

ONTAP SAN 54
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LUTF25EE Volume F1IEEEE Volume EEABVEEH o

£& Volume

HNEEEE » Trident 1§ FlexVol volume EinABI& > MiAF FlexVol volume HEY LUN 1un0 BB

pvc-<uuid> °

THIESEHIEEA ontap-san-managed #if LA FlexVol volume ‘ontap san default :

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

fossssssssssssesessssssesososssassasssssa=s femmmm=== fommsmssmemaaa=
fremsmm=a==s L e e e X
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesms s oo s e n e s s s s e e froccscssmemeea==
fe========c R fe======s e +
| pvc-dbeedf54-4e40-4454-92£fd-d00£c228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5cedca’57 | online | true |
foss==s=ss=ssscsessssssssosossssss=s=ssss=s Fem=m==== fosssessme=a====
fmmmmmmmaaa e fmmmmmaae fommmemaae +

JEZEE Volume

LU SEfIEE A unmanaged example volume Tk ontap_ san ®Bim

LIES
LUN
EEA

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
ARttt Fosmmmmmes Focoscsmsmsmsoss
Pommmmmmm== e et Pommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
LBttt P o=
Fommmmmomoe Fommemererrorerrrrrrresersrreee e s s Fommmmmoe e +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | e3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
Fommmmmmmmomeorrrrrrrr e re e e mm o e Fommmememesemos
Pommmmmmm== ettt Pommmmm== o= +

18 LUN HFEZE B Kubernetes E1%5 IQN £ IQN 89 igroup ~ M1 FAUEEHIFTT ~ S SUREIEERAE ¢
already mapped to initiator(s) in this group ° EERIREEIZEHECHEE LUN ~ 7 8E

ARG o
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

TTE

Trident SZ1B{FEFAEESNFZTLHY NetApp Element ERESF] NetApp HCI Volume EEA solidfire-san ©

@ ElementiEENTZ TN IR FEHIVolume 418 o 748 ~ MR EFENHFEE LTS « Trident ZE([E]EE
iR o AIFEFSTE S EMIEE « IRHM—HIRERTE - AREAERWHMIRE o

TTEREH
THIEHEEA element-managed #&IH_EHY Volume element _default ©

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

P msmssesese s s s s e e o= Fommmmmmememem=
Fommmmmmmoe B e e Fommmmmoe Fommmmomos +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e Fommmmom= Fommmmmmemoomo=s
Fommmmmmmme ettt Fommmmmme Fommmmmme= +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
Fommmmcmcosmsosssrsrss e e e e Ee E e a S S Fommmmmms Fommmmmmcmsmsmss
Pommmmmmm== ettt Pommmmm== P +

Google Cloud Platform

Trident Z1R{EFAERBNFEZLETT Volume EEA gep-cvs ©

HE7E Google Cloud Platform HFE A LL NetApp Cloud Volumes Service 2 /&8 Volume - 35

@ fRE Volume B&1%#5!5% Volume ° Volume E&EE 221 Volume EEHERRHI—ER9 : / o U0 ~
WNREHRKREA 10.0.0.1: /adroit-jolly-swift » HHEERIEA adroit-jolly-
swift o

Google Cloud Platform i
T EEFIZEA gcp-cvs %% B Volume gcpcvs_ YEppr HOMERE G BRI adroit-jolly-swift e
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tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I

| pvc-ad6ccab7-44aa-4433-94bl-e47£fc8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
fossssssssss s e se s s oses oo sssssss s s R e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Azure NetApp Files

Trident S22 {F AERENFETNETT Volume FEA azure-netapp-files ©

EEE A Azure NetApp Files Volume ~ sEREERE & BRI B sZ R & © Volume BREEZ &
(D) Volume BEHERSHI—E55) : / ° BN ~ MRHMEEH 10.0.0.2: /importvoll  HIKEEEE
A importvoll ©

Azure NetApp Files &34

THEHIEEA azure-netapp-files &if LAY Volume azurenetappfiles 40517 HAIREERIE
importvoll °

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommmmmmmmsmoososorreromemememe oo me oo e Fomcmmemememonos
Fommmmmomo= o memeressrrrrrrrrssercreeee e me s Fommmomoe e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

et oo Fommmemememeoes
Fommmmmmm== e mes e s s s s s s s ee s Fommmmm== o= +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%ab5le | online | true |

Fommmmmmemsmesesese s s s s e o= o=
Fommmomomme Fommomemeressrsreemenessosoeseeoomomoms Fomommmme e e +

Google Cloud NetApp Volumes
Trident Z1EEFAEEEHFZNETT Volume EEA google-cloud-netapp-volumes ©

Google Cloud NetApp Volumes &3l
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UTFRAIHEER Volume testvoleasiaeastl E&IHEA—E google-cloud-netapp-volumes Volume
backend-tbc-gcnvl °

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

i L e

R e Femmm=e==== fess===s=s=sssesessososassssssssssssa=s
Fommmomoe e +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fommmemaae
fosssssmseme e e e N fressssseee e e me s oo s s s e e e
e e T

| pvc-a69cdal9-218c-4caf%9-a%41-aeal5ddl3dcO | 10 GiB | gcnv-nfs-sc-
identity | file | 8c1l8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

e fommmemeae
frossssssssmes e s e fremsmem==== fressmssee e me s o s s e e
f======== fememe===s 4

TEEH ZEMBEEIRE R B —E&EHREEA google-cloud-netapp-volumes Volume :

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

o e mssssessss s s s e e e e o=
Fommemmmmmememeoeoemom= e Fommmmmmrosocrrrrrrrre e me e e e e e
Fommmmm== P +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmememsmsseseses s s e e P

o essesesesees o= Bt et
Fomomomoe Fromoooomo= +

| pvc-a69cdal9-218c-4ca%-a%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-—
identity | file | 8cl8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

Fommmmmmemsmssesesese s s s s e o=
Fommmmmmmmonooeososmoms Fromcomomoms Fommmmmmemoososorreresmemememeoememmm o
Fomomomoe Fromcomcomo= +
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B R &R BT

BT Trident ~ &FARAIUA I NEEEIS KA EENLBMNIZEE - SHEBIIEHR I E
SRS EHEE R B Kubernetes iR (PVCS) o &t UAERIRE 4K E%%B
K~ DB B THIRE AN ETIER ; KEL - EAZERNEAHIEEE TE
BN o
BB Z HI
AT B:TH Volume &TBFEH LB .
1. Volume Z17 ~ [BEARIEREE -
2. 7 ONTAP NAS #&EERSIFZNAVIE R T ~ R A Qtree Volume FIZTBRI S ATBEIZA o
3. £ ONTAP SAN &ZERERSIZXAIIBER T - RF LUN LIBRSLIBE L -

PRI

1. AT EETHHEIE R 2 TR 281 ONTAP AP ZEREFZES
2. ABE7HY Volume &iBAERANIRAER Volume ©

FJE5] Volume LBV EEITH

1. MMRLEEARPHEEBYMERKRY ~ WRHETERK - BR - MREBAEARLLHK « WERERE
HYan S B G R R R & o

2. NRFHBIGEENLRBEAHRHUEE - AINBRHEENEN c TAMENREF TEHIUEIENEE
A o

BB ANIREA R mrHRR SR
B BRI RN / NEERERESE °
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RIE AR

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {

"nameTemplate":

"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

}s
"labels": {"cluster": "ClusterA", "PVC":

"{{.volume.Namespace}} {{.volume.RequestName}}"}

}
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E&EiREH

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"useREST": true,
"storage": [
{
"labels":{"labelname":"labell", "name": "{{ .volume.Name }}"},
"defaults":
{
"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster

}Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by

"labels":{"cluster":"label2", "name": "{{ .volume.Name }}"},
"defaults":
{

"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster

1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

LFBEsAE
* 1

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} {{
.config.BackendName }}"

c &2

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""
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RELENER
1. 7 Volume EAMIERT ~ RBREAM Volume B EMLHEEE « 2B A SEH - flN

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}} . °

7E£5EE Volume EEAMER T » Volume LB BB RIGERNIRBRFTERN LB
Trident R REA B HFAIENER Slice BHF o

WNREBAKREL IR ELTE « Trident FHIMNAEPERF T « IR M —HHEIRERTE

a > 0 DN

PFRE HAM ONTAP BRENTET « MR EREBELTERS « HIFEBIUZFMERM -

PEan % = FANFSHAER &

fEF Trident ~ EAIUEE EZa R ERPRIUMIRE « WE—HZEREaRERTHLA
HiHRE o

TridentVolume Reference CR AJRE L E Mt IE— Z1E Kubernetes fr =M A ReadWriteMany  ( rwx )
NFS WHR& o ttKubernetes R4 fRR S REB THEE -

* LEEEUEE - BEREEN
* BIHEECFRB Trident NFS VolumeBEEHT2 R {E B
* FK#Btridentctl E R E IER EKubernetesIHEE

It EEREAM{EKubernetesin st 22l Z RIBINFS Volumet A o
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re

________________________

TVol €—p

=
3
2

.......................

TridentVolumeReference

O [
H

primary/pvci

\‘ " 5\ -’J
----------------- - Storage B e
Volume

& QR AE L EFTRAESR ENFS Volume= o

o RESRRPVe U AR E
Ren ERER ER T EFESRIRPVCHERIAVER

%P

T BRIt e & =R P I CRAVER
EETEEIRTEMNM R ERIEREEILTridentVolume Reference CREVHER o

e 7 Bt s5 %5 2= H 22 37 TridentVolume Reference
B Ay ithsp 5 ZERIMHER & € &1 TridentVolume Reference CRIRZBRIHEPVC ©

o EEtE R =R PR IEERIPVC
Batar R ZEMRER EGEILEBIIPVC ~ LUERRIFEPVCEIERIAIR

=% K SR RAN B Byt e 22 ]

#TREZZE  BEatZHARRERRGREREEE - REEESMBRM L EMEAENHEFRE
78 - ERE/ABEESEIRPIEE -
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*RIBSATEEHERS - *BIIPVC (pvcl) (namespace2) {#H shareToNamespace sHF% :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 217 PV KHE &% NFS FFHIRE o

o ISR LUERALGESR A TRIBE ~ Rk A ERFERBEHLAESEdmLZEM o fli
trident.netapp.io/shareToNamespace:
namespace?, namespace3, namespaced °

@ c WAIUEREREMARZER » - flg -

trident.netapp.io/shareToNamespace: *

o AT LIEHPVC, LA A shareToNamespace FEFRFEERE ©

2. *HREEIE EUBFIABMKUbeconfig « LR T BRIt ZEMHER EHIR « UETBrtar % =R

17 TridentVolume Reference CR ©

3. Bt EREEE | E2RKRG % MY E it i % 22 17 TridentVolume Reference CR
pvcl e

apivVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4 *Brtham B EMEEE | *BIL—EPVC (pvc2) (namespace2) {#F shareFrompPvC sHELIEER
/}/_\PVC °
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

() BsstPversA /IS EINAHERITRPVC o

nl:l%

Trident @:8EY “shareFromPVC BRI PVC ERIMIEE ~ MAE B Yth PV I AXREEE « AT ESSRIGE#
FERERRIE PV ~ HARIE PV #EEE o BRMAIPVCHIPVLIFIE BEL ©

flpFRHZ=Volume

EA] LUMRREE 2B dn R 2= M AR & o Trident i #PR2R T & 2 M _E MR @ ZEUE « M4 EH AR RdiR
EHEfthep 2 =R TZEE - F2BRFRIA 2885% Volume MIS B ZEfEESF « Trident € MIPRE% Volume ©

fEF tridentctl get E:A1EEVolume
fEA[tridentctl 2R ~ EAILHIT get SN BHIRENHS o NFTHMEN « FASRELS © ./ Trident

22/ tridentctl.html[tridentctl #p< BLEEIE] o

Usage:
tridentctl get [option]

EAR

* “-h, --help : VolumeRJsREA o
* ——-parentOfSubordinate string : iFEHRHITEREIIEVolume ©
* ——-subordinateOf string : FFEHREHITEVolumelI TE °

PRI

 Trident SESAB5LE B B9 SR SR AL FEHALE o (RS EN TR E 2R R LB R 1A Volume
i} o
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© BEEFEBBIRIEEEE RIEPVCHIZEE shareToNamespace 3 shareFromNamespace sEfzakflilbk
TridentVolumeReference CR.EERIHEFEIE « M BRIFRIEBRIPVC ©

* ERBHIREE EEABMITIRR « ERMFS o
LESELE
ERA BT %2R VolumeEEY
S IR TH B AMTEE | U EEEG R EEMITEEFE o
* BB LAITREE "NetAppTV" o
EBin s T EEREIRE&E

55/ Trident » {AIFEAE—{E Kubernetes #8Erh 7 F)eh 4 22 R -V IRA AR SUHLHR
BRI E o

TR
EERMIRE Z A > FHEERIRN BRIt RiIRrREAER - MERBBERENFHFER

RIEAFT
QFRESIRENEIRE NFS HAIEEER o

RERIR PVC RIEHHIEE
LERBERERTEFISRIRPVCHRE AR -

I>

&)

/}?ﬂ

a

BT BRAR B =R RZIICREVIER

EETEEIRTEMNM R ERIEAEEILTridentVolume Reference CREJHERR o

unh

e £ Bt s 2 ZERI P E 7 TridentVolume Reference
Bt & 2R EES B @I TridentVolume Reference CRIRZHRZKJEPVC o

o BB TR FEIIESR PVC
Bthes B TRMNEEE SR PVC » WK RHREBER PVC

=% KE SR IRAN B Byt e 22 ]

RTHERZEY > BodTEENHIREFTERRGREMEEE - #EEESNBENtn R EEESEHLEE
EMFEITE - ERE/ABEEBSEIRPIEE -
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1. * FEGBEMEEE | * (pvel ERESFAEMAPEIL PVC (“namespacel) @ AIETHEEAMMEGHZ
Faﬁ,\ﬁﬁﬁﬁ7fg|3§(namespace2 cloneToNamespace °

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident 1L PV KkHERZIR NFS #FHRE °

o IERIAERLUESR A PRAVEE ~ kA ERFERELRAES AR ZERE o fId
trident.netapp.io/cloneToNamespace:
namespace2,namespace3, namespaced . °

@ o RRILAEFIEAFrAEmBZEER * o HJ¥0 » trident.netapp.io/cloneToNamespace:

*

o ol LUMERF T PVC LIS A “cloneToNamespace izt ©

2.~ HREEHE | BURTARHN kubeconfig - IEMRIE T BRIt AR EMBEAE - WETRtsHRZER

#2137 TridentVolume Reference CR(namespace2 ) ©

3. "EItmAEBEES | ERRIRG %M B At =R TridentVolume Reference CR
pvcle

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4~ BRI ATRBEES | ¢ (pve2 EEMMEBRERBPFEIL PVC ("namespace2) 1FH
“cloneFromPVC & "cloneFromSnapshot 1 “cloneFromNamespace 11315 E &R PVC °
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi

= BRI
° HER ONTAP NAS (& RIERENZTVECERY PVC » RZIRMEERERZS o

f£F3 SnapMirror £ SR

Trident 2 E—El=5E _FHARIGIR & R ELE FHIE RMEIRE 2 FAVRSIRIER - UE
ERENLUETRERME - COUERMRNEIERER (CRD) RHAFTTIIEE !
* RIHARE > MSSIRME (PVCS)

- BIRHIERE Z PR SESTRR

* FREETRIG

ESHHER (AR BRERARE Volume

- EAEMAEBENBENE  REARANEEREREERE

ER IR
EERBZ R~ SBREN G TISRIEMS

#E ONTAP

* *Trident * : Trident 22.10 RS E AR AL BRIFFFZEER ONTAP {EA & IRV IRZEEF B A
Kubernetes &£ L

o IR L (FHEBERHMREEMNR ONTAP SnapMirror FERL R 1E AR R AR B A ONTAP #5E ERX
BB o UNEEFFARE RN ~ 5528 "SnapMirroriZ FERFZLONTAP" o
HEZ/%

** B SV UEE ONTAP HTFRIBIIEIRETH SR - MANHEEN « BB "HERSVMES
e -
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()  m®Em(E ONTAP %5 2 R SRA BRI SVM LIBRIE—i -

* * Trident #1 SVM* : ¥z SVM ZBn] A BAVthEE ERY Trident ©

xEnEEENEI
* ONTAP NAS #1 ONTAP SAN BeENf2x{52 1% Volume % °

BiriR4Y PVC
AEE TSP ER ~ MifEM CRD AT EMREMIRE 2 MR RIRARE o

1. £ Kubernetes &5 T FIIFER -

a. fFEZ#E1I StorageClass ¥4 trident.netapp.io/replication: true ©
gl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {FERSCAIEILAY StorageClass E1iL PVC o
el

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

C. {FERZSE 2L MirrorRelationship CR °
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vl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Trident FHEEEIR BN ENMNEIEE BaifVERRE (DP) #KEE » ABIEA MirrorRelationship
BIARBEARIL ©

d. Hy%8 TridentMirrorRelationship CR L HXE PVC MIAER&FEF SVM o

kubectl get tmr csi-nas

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c_46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas
observedGeneration: 1

2. 7R Kubernetes &5 _F#IT TP ER
a. {§ 8 trident.netapp.io/replication: true 2#3217 StorageClass °©
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vl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
trident.netapp.io/replication: true

b. {58 B AR E ML MirrorRelationship CR o
el

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”

Trident #&E AR ERRZRRRATE (3L ONTAP FIFEER{E) 237 SnapMirror B » MG EHAIRIE ©

C. {ERS ALY StorageClass E1iZ PVC ~ fEAXRE ( SnapMirror BAYi) o

gl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: csi-nas

annotations:

trident.netapp.io/mirrorRelationship:

spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

csi-nas

Trident 12 & TridentMirrorRelationship CRD » 1R RAFRARIETE > BIEAEEIL Volume ° MIREFHEER
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B > Trident iSFE{RETAY FlexVol volume TETEEL MirrorRelationship FEZAER SVM HEH
SVM L o
Volume £ REE

Trident Mirror Relationship ( TMR) @—%& CRD -~ ft3 PVC ZEERFAN—IF - BRI TMR ABIREE
FIE AN Trident FRFERVIARE ° BAYH TMR A TR !

* R A PVC RERSIRARRIBE R Volume ~ EREATHIRAE o
**FHR K PVC RRIEREEHNE - BATERSIRIG o
BT ¢ A PVC REREIRARRIBRIM Volume ~ SERTTBIEZEREIRAE ©

© R EHHERERIORRRE A EARE  UABERERRIORE - EATAERE HHHKE

o MNRMEHRE S FiARBEIREIUREF - AIEREINRES SR -
EIFTEMREREIARARNRE PVC
7ER Kubernetes =5 E#1T 3P ER !

* ¥ TridentMirrorRelationship B spec.state f{IIE % promoted ©

ERBN AR EARARRE PVC
EFTEERERE (BE) HE - FRIT P FRRARRE PVC !

TR
1. 7£F E Kubernetes #5 I « 17 PVC BRI ~ S IRBEITTH ©
2. 1T E Kubernetes #E£  ~ #137 Snapshotinfo CR MBS RZPEAE K] o

el

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. £ E Kubernetes #£ t ~ #& TridentMirrorRelationationship _ CR B _spec.state 1Al B4 updated *
spec.promotedSnapshotHandle B2 IREBRINZRLTE o

4. 7TRE Kubernetes & + - FEFIEFA4RAY TridentMirrorRelationship ARB& ( STATUS.STATUS (i) o

ERERERERRSREF
BRIESGZA - BUEEERSNEEN—M@E -
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1. 7R E Kubernetes & I + FE{RE E £ TridentMirrorRelationship £ spec.remoteVolumeHandle {#{IAY
=

2. 7T Kubernetes &% t * #& TridentMirrorRelationship Y _spec.mirror #{iIE#% reestablished ©
Hith{eZE
Trident ZIREF EMREUIEE EHIT TIEE -

BEE PVC EREFHRE PVC
FREREEAETE PVC HIRE PVC ©

1. REBUMXE (BRIM) ZEMIBR PersistentVolume Claim # TridentMirrorRelationship CRD ©
2. £ (FR) #FEEMIER TridentMirrorRelationship CRD ©

3. EXE (KR) HE LRI TridentMirrorRelationship CRD ~ MEAREERZIINHAE (Bh)
PVC o

ARG « TEHRE PVC BIKRN
PVC AILUEEHEA/N ~ MIREHEBEERA/ - ONTAP ZE BRI E BRI flevxols ©

% PvC BIRER
EERMER  AEEANREHEIEE LT T HP—IEEE
* MIFRXE PVC £/ MirrorRelationship ° EZFEER R ©
* & ~ 1 spec.state W EFZ updated
fiikk PVC (SeRiEiRaT)
Trident IR EWREH PVCS » W ERMPREIFE Z R TBHER G o

P& TMR
fIBRERSIRAAZ—AIEY TMR @& EER TMR 7 Trident SERMIFR Z ATEHAE F+ BAKES  WIREEEMIPREY TMR
BB _Promive AREE > BIFRBIRBMRERIE ° TMR &% > M Trident B 414 PVC FA4kA ReadWrite

o IEMIBRIEZEETE ONTAP FREt AR EFEL SnapMirror PAEE K} o MR ILHARE R RAVEFESIRAMA 5
A~ RITERIIRVIRSIRAAES « EXRAERAR _ B _ HIRERFKERVR TVR o

= ONTAP E4REF ~ 57 B A= g1EAR
EIIEARARZE ~ A LB ER TR o KB LAER state: promoted B state: reestablished M

REFAE - B AIM Volume F4k2A—A% ReadWrite Volume B ~ & B]LUEF promotedSnapshotHandle 3+5
EFRERE ~ BRI Volume BREZE ©

= ONTAP B4R ST IRETRAA

EaILUER CRD 2R#1T SnapMirror EB¥f > MESE Trident E1ZELRE ONTAP % o 52K T3
TridentActionMirrorUpdate &5BIH& R :
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vl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-b

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state RB# TridentActionMirrorUpdate CRD FYAKRE o ERJLAEXE sued ~ in progress % Failed BY
=R

EF Tcsithi]

Trident AT LA FASREIZM MBI IR E ~ WG EMINZE Kubernetes S EFHIEREL " lcsi
FRi¥E] IheE" o

e
fER Tesithix) THEE ~ AIRIEEREMAIAMES -« FREIHHERERFE « RecFI—a D8R - 15 - Bimfit

e ] Kubernetes IR 5 32 77 U@ I AR HRIENRS - BiR AN FEEREANFETAERSE « SR E
BIEHZME - BT HEIEZEEEEFTATEEHECEMIZE « Trident £ CSI #kk -

RABR TesifFiE) THAE "EHIEIE o
Kubernetestz2 @R FHIVolume B4EET -
* 118 volumeBindingMode ":REE " Immediate ’ 8l Trident B1ER A EAIAERIIERL FRIES - &

KA E AR ~ BN RIBHIEERENHEERICE - EETARE VolumeBindingMode » BRARAR
BHIMITHERBINRE o FHEMIRENEZABRBERD Pod HHZFEXK ©

* #& TVolume BindingModel &% WaitForFirstH&E | B « GEBRIMBEKAMIEE « HEIFHZN 2
SEFRAHRRRIPodA LE o YNE—2K ~ RRAEEEIIHAIEE ~ IART S 1RIETRATARIBITHIHZIR S

()  resems REERTESRREE - ETETR st AR o

CRENER

EEFEA Tesithit) ~ KEETHIER :
* HITHYKubernetesF & "SZ1EHIKubernetesii 2"
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kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1le4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdoc4"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df"”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

c EEFHEEEABIER « LIGIAEERH (topology . kubernetes.io/region
‘topology.kubernetes.io/zone) °© fERE Trident ZA > SLEAZE * FEZEENEE * EIEE L > L
{& Trident RESARXANFEEE ©

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0s":"1linux", "kube

rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-a"}]

[node2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube
rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube
rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone" :"us-eastl-c"}]

SER1 ¢ B A RAFEEN RS

Trident f#F®RERIFIIRFEN AMEE  EEEEMECEMRER - @RS IUTE —ERERN
supportedTopologies @R « AFRZIFZMEIHMEIHFE - BIEHLELEERIFRYStorageClass ~ REER X
EtE/ &I PHIER R RERXERE « A g&IIVolume ©

T RRImEZREH
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi svm

username: admin

password: password

supportedTopologies:

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-Db

JSON

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",
"supportedTopologies™: [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

“supportedTopologies’ ARt BB & IR EIHFEIEEE o ELEIMEE &R StorageClass
@ PR A ERE - HNE SR IRFrRHEIY &N FEH StorageClasses ~ Trident 27
BIRIEI R o

TN EERSEREFERON XIEHRE) - A2RTYIE -
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

ELtEFIH « TREGion)s M Zonel BERRMEBEIRMIAGIE o topology ~ Kubernetes.io/region ]
#0 Ttopology * Kubernetes.io/Zone| JREEFERMBIEFERIIR o

T2 | E& AR AIENStorageClass

R R AR R E P ENRAAVIRIEARE « FATLUE & StorageClassA B SHRFEE N o EBRIREMA IR L Z KA HE R
IRERIEENFEFEIRM « LUK UERTridentFrie it 2 HAEREHETRE F 5 ©

2T
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: "ext4d"

£ - ERHR StorageClass E&FEH volumeBindingMode * B &S WaitForFirstConsumer © {EPodH 5|
Lt StorageClassFTEKHIPVCSZ Al ~ RAANFEHEKENITE) © LI ~ %8 allowedTopologies IRAE(ERAM
BIFMEIY o StorageClass B ‘netapp-san-us-eastl ELMERMNEBIREIL PVC san-backend-
us—-eastl °

SER3 | BIUNFRAPVC
#8317 StorageClassili HifEE Bin&EInRin 2 &  TIREMAUEILPVCS °

FH2RBIUT TsPEC) & :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERILENBERIDKAERIRIZEAISEGEE TIGER !
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EBTridentZ2 R & WA HELE EPVe « 5H7EPodREAPVC ° 552 R THIEEA -
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Ittpodft FRE &5 Kubernetes?E lus-east1] EIHAVENRL_ EHFEpod ~ Wi Tus-east1-a) Ty lus-east1-bl &
AR B P T

A2RE T &
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FHBIHUANA supportedTopologies

TEILAER TtridentctiBinERT1 REMITANRI « UWRA TR EERE BE - EAEXECA B
& « MEREARRENPVCS -
MBFAEA ~ F2H

c "EEASENER

* "ENELEEENAS"

* "RAHG L i BRI

 SHELARE

fEFRIR

Kubernetes /&R & (PV) RYBRE IRIR A EX AR E RIS EIBEAE AR o (MR AR ILfE
FA Trident (237 FIHEFEE IRER « EEATE Trident SMERERIIAVIRER ~ EIRA REBIEILFTHIHERE
&  DURAEIRIREREIRE E R o

Ef
meE

& Volume Snapshot ontap-nas ¥ ontap-nas-flexgroup * ontap-san ‘ ontap-san-economy *
solidfire-san ™ gcp-cvs M ‘azure-netapp-files EBHIFET :

FIsEZ Al

S BB IMNEBIRERIEFIZZAMEETERER (CRD) ~ A SEFERARER o IE=&Kubernetes OrchestratorfYEE (
4N : Kubeadm ~ GKE ~ OpenShift) o

MREIKubernetesB iR AR B 2 IR IBEZEHRIZFFCRD ~ 552E] ZBZE Volume Snapshot %25 o

@ YNR7E GKE IRIFHFZIERMIRE IR 5771 RIRIERIZR - GKEEA NERIIRETURRIE
il
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BIHIRERER

1. #3I VolumeSnapshotClass ° UIFEHAMELN » 552/ "Volume SnapshotClass” °

° “driver #5[@ Trident CSI EBEFE, ©

° deletionPolicy AJLA Delete Bf Retain © :REZAKRF Retain  HFHE FMEREIEIRE « BMEE
VolumeSnapshot I ERIBR o

gl

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. #37I8A PVC HITREE -
&)
o IEEFIEIRITIRAPVCRIIREE o

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

° tEEEFIEA%TES PVC B Volume Snapshot ¥4I —1@ pvcl 1REBFEEL A pvcl-snap © Volume
Snapshotf8LIFAPVC ~ W E2AERERE VolumeSnapshotContent ARBRIREBAIYIG o

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o f&AI AR VolumeSnapshotContent FI¥IF pvel-snap $E#ftVolume Snapshot © ° Snapshot
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Content Name BRI IRIBAIVolume SnapshotContent¥Jff o © Ready To Use BERTIREE
BIAREILH PVC o

kubectl describe volumesnapshots pvcl-snap

Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29Z
Ready To Use: true
Restore Size: 3Gi

IR B IRIREIL PVC

EE] LAERS dataSource #HA%AHY Volume Snapshot #£17 PVC <pvc-name> IABERIKIR o BILFKAE
REMRREZE -« DR EMNEIPod L « BEEREMEMKA ERERIE—KER -

(D HHEZIRE Volume FREEMIE—BERIREIL PVC ° FA2[E "KB | B AEEMBIHEIL Trident PVC
Snapshot B PVC" °

UTEHIERZEI PVC pvcl-snap MiABERKIR o
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

FE A Volume 3RER

Trident 321& ~ "Kubernetes TEFTAC ENVIRIEIZ 7 OB EEBIE B "VolumeSnapshotContent 44 ~ AL EEA
£ Trident Z5MEILAYIRER ©

sz Al

Trident 7B E IS E A RBRIRHEIREE ©

*BEEIE | * #1l VolumeSnapshotContent 2R #&imRIBAIYIE - B ETE Trident FEAENREBITERIE ©

° IFHIEERIHIRIBAIATE annotations A trident. netapp.io/internalSnapshotName:
<"backend-snapshot-name"> °

°EﬁffqlsnapshotHandle‘}EfE ‘<name-of-parent-volume-in-trident>/<volume-
snapshot-content-name> °© 35 @iBagPIMEBIRIRIEIRH4S Trident BME—E 5 ListSnapshots ©

@ ° <volumeSnapshotContentName> HHt CR 4 fRH « HIAKEFSRIFIRES
7 o

gl
THIEFEIL VolumeSnapshotContent 2RRBIHIRBEVIMY snap-01 °
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£71223b5-23b9-4235-bbfe-e269%9ac7b84b0/import-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. *FEEIE . * I VolumeSnapshot 28MY CR VolumeSnapshotContent ¥ | B ERIFEUELL
fF volumeSnapshot EIEERI AR TR ©

Ll

TFEEFIFEIL VolumeSnapshot CR &% import-snap &2 E M VolumeSnapshotContent B&id
import-snap-content °

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. * NERIE (REFEBUEMAITEN) © * IMNEPIRIBE AT HHEMIIRILH VolumeSnapshotContent ~ MEHIIT
ListSnapshots #@:& © Trident B 'TridentSnapshot ©

o HMERIRIRBIE SR E VolumeSnapshotContent & readyToUse #l VolumeSnapshot & true ©
° Trident 38 & readyToUse=true °

4. *(E{AfEHEZE : * 81 PersistentVolumeClaim MUBE M VolumeSnapshot « HH
spec.dataSource (8 spec.dataSourceRef) FFEA VolumeSnapshot i o

gl
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TEIEEHEIL—1E PVC 288 volumeSnapshot B&% import-snap ©

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

{EFRREBMIE Volume &}

REBEERTERAEE - UIRBERETE RICENEIEEZDRAMEEY ontap-nas M ontap-nas-
economy EEBhiZT0 - B . snapshot HEIRBIREER B o

8/ Volume Snapshot Restore ONTAP CLI #HfR &R R 2 oA IRIR P o &R AUAKRS o

clusterl::*> volume snapshot restore -vserver vsO -volume vol3 -snapshot
vol3 snap archive

<

Q)  ECERRmEAS  AEBTAE Volume 1 - RIS & Volum HHFHIE
T o
R T B

Trident A (TASR) CR fEREBIRMHIFENR IR &EIR TridentActionSnapshotRestore ° Iif CR
i Kubernetes FIAE1TE « TEFETHEBEAGHEFET ©

Trident 3245 » ontap-san-economy ontap-nas azure-netapp-files’> ’ ?» ° ontap-nas-
flexgroup * gcp-cvs' EHIRIBIIE ontap-san "google-cloud-netapp-volumes'# “solidfire-san' EBRENFE
T o

FIsaZ Al

R EHER AR PVC FRTFRY Volume 1RER ©

EED?L,:{ PVC Hk,._,\,i%! rEI: nl:l °
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kubectl get pvc
* BR5% Volume (REBR B EEEEMAE T HEH o

kubectl get vs

HER
1. 3137 TASR CR ° &/ fllE PVC # Volume Snapshot BJ## CR pvcl pvcl-snapshot ©

() TASR CR AR PVC 8 VS FEfIs 2RI «

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

1. £ CR URWRERER © LERBIHE Snapshot %18 pvcl ©

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

mR
Trident E1ERIRIBRE R} o ERTLABRRIRIRERARRE ©
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion:

* EARZHEIERT > Trident FEEEEXEREHESFE - CEEBRIUTULIEE -

@ * FEEEIESEEERMN Kubernetes FAE DSBS EIES MR « e EHEARE
R ZEEHEIL TASRCR ©

MFR=A1ERIIRIZEY PV

P& BB BRIIREBIYIEE Volumebs ~ HFERI Trident Volume B E#124 THIFRIREE) o IBPRMAIEE R LIS
Trident FEREE o

Z8ZE Volume Snapshot %4123
MR IEHIKubernetes B MRRAS R B FRIBIEFISZMEF AT RA I UKEB TS REITIE ©

TR
1. #37Volume SnapshotZFERH o
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. #37SnapshotiZfHilgs o

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ NEVE - AR deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml MEH namespace By ZERE o

TERAEE

* "VolumeRE&"

* "Volume SnapshotClass"
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