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{£H Trident Protect {RzEfEFHIET\
BRfZ Trident Protect

NetApp Trident Protect 12 EFERVERENE R EIEIIAE » vI5816H NetApp ONTAP f#
F£4:#0 NetApp Trident CS| f#FERALEIE NPT IERVAKAE1E Kubernetes FEFIFZTUAY
HAEBn] FE o Trident Protect A EEAEENASHBIRIEN AR EIEFEHERE »
{REMNFRE - ©HIEB API #1 CLI IBEEEEINEE o

BT LA Trident iZB:TEJR (CRS) » Z{FHA Trident Protect CLI ZR{REEAIER

¥ TRIE ?
RE] AT Z24E Trident Protect 3K 2 B ScEEfRAERIE T ¢

* "Trident {REZ K"

Z4E Trident Protect

Trident {REES

B AR EIRE - ERRERESE » ERAEANRERTEEME - BERTENIR
IBRIEELEENK » LIERE KI%{E Trident Protect ©

Trident {73 Kubernetes &£ HA

Trident Protect AI 2 ZfE5E 2555 H B HEIER Kubernetes EmiERS » 84F -

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfR%% (EXX)
* Red Hat OpenShift
 SUSE Rancher

* VMware TanzuEa4AE
* _E¥Kubernetes

@ AMEE SZ 3 Trident Protect VER&E B8 E MITHAVIRERIZF2SMERIRY CRD - EEZRIRIRER
;w%ugg s BE nEUELESNZAEE o

Trident (REFFRIGHEB
Trident Protect X8 FHETZRE R I :

* Amazon FSX for NetApp ONTAP ZE &
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» Cloud Volumes ONTAP

* ONTAP f17FE51

* Google Cloud NetApp Volumes
» Azure NetApp Files

BRI REHATHIRR
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Astra ZHITEE RECERED ©

* BREHEA RN Astra B HTEIX (FAE7% Astra Trident 24.06.1) ©

* FE{RICHER NetApp ONTAP #1F1&iR o

* RS ERTEMHEFITRUREER -

c BustERARERERAREREXEN EEEENTMREARERHHZER o Trident Protect R & ATEIL
ELHATER  MREEETERPIEEAFENRRZER > BIEER &R -
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Trident Protect 73% NAS & E IR EE D BLIERIEE - BRIAZIEIRE » ERF0 SnapMirror 53 E NAS
IRV @ o (MEBEATTEIEAED Trident Protect EABMIEE NAS LRI ERYARBESE o

HLREAEINE[ERA Snapshot BERHEIRERES - HNELREARER » THEET ONTAP #
FRHELAIT GRS » USRRBEER

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR A E(E NAS EERERENT Fla< » LUISEEBRYHERE UUID BXR » 2RR(A Snapshot Bk

<volume-UUID> :

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ IEBI LA Trident BIRAHRSEIERES © 7 true WNEIRE AR AIREB R R
‘snapshotDir ° IREMNHIEEARAZHE o

{$F KubeVirt VM {FEB K|

HIT{FETE KubeVirt VM _EETHIFERTZZES > Trident Protect 24.10 #1 24.10.1 REIFHRENITAEEFRA
[E o HINEMERRZ > Er] UTEERREEL BB ERERER A RS AERRRES o

Trident Protect 24.10

Trident Protect 24.10 AT ERMRE(FX£ERR > BEIFER KubeVirt VM 2R RRAVARE—E - MR B ERER
Trident Protect 24.10 2R{Rz& KubeVirt VM B} » BIABIEESFHREEZE 2RI 0 FERUBIERRGKAVEL / BUH
TRESINAE o WL RIERIERRFEREN —EAUARES -



&R LAHE Trident Protect 24.10 52 E AT BERHMREEXIARIEIE VM ER AR RENBUHRE S EE " »
REFERATIGS :

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 R E 3R 2

¢ Trident Protect 24.10.1 B8 > Trident Protect E1EERMrFEEAR > BENRAFBCH RS KubeVirt F£22
R o AT UER TGS ERILEETS !

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirror 5 E>
NetApp SnapMirror #85 B] £2 Trident Protect 122 » TR T5 ONTAP RS .

* EFERE NetApp FAS > AFF fl ASA #&
* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE &

SnapMirror {85 1) ONTAP HEFZK

WREFTEEA SnapMirror 185 » s5E{R ONTAP R&ERTS FAIFEK :

* * Astra ¥ZEHIFEHFENE Trident * © Astra ZHEHIBERFTEZNE Trident HBREIFRFENER ONTAP {EA IR
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o *ITHE ¢ L (FHERREEMR ONTAP SnapMirror FEE)S 124 ZBRRF/E3RA B AUth ONTAP & EEX
FA o ANZEHARE N ~ 5280 "SnapMirroriZ HEEILONTAP" o
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* *EBEH SVM* I AN ONTAP #FRENRIHEITHSFRIE - WEFMEEN « F2H "SEH1SVME S
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2t Trident Protect from NetApp
1. #i8Trident Helm{#7ZE :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. Z2%E Trident Protect P %ERE

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2502.0 --create-namespace —--namespace

trident-protect

3. TEFH Helm Z4& Trident Protect © URERMEL <name of cluster>’ ZLBRIERGEE > A
SRR ENEHIRE !

helm install trident-protect netapp-trident-protect/trident-protect
-—-set clusterName=<name of cluster> --version 100.2502.0 --create

-namespace --namespace trident-protect

WABEEEEZLEE Trident Protect

WNR Kubernetes sEEEHATFEVAEFRARR » (CRJUEFA R BRIG B BR &5 Trident Protect © {58664 » 55
AR RRERAAREPHER

TR
1. BT GHRETHAEER - BT > ABRREfHEXEIENMAAER

netapp/controller:25.02.0
netapp/restic:25.02.0
netapp/kopia:25.02.0
netapp/trident-autosupport:25.02.0
netapp/exechook:25.02.0
netapp/resourcebackup:25.02.0
netapp/resourcerestore:25.02.0
netapp/resourcedelete:25.02.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fugn



docker pull netapp/controller:25.02.0

docker tag netapp/controller:25.02.0 <private-registry-
url>/controller:25.02.0

docker push <private-registry-url>/controller:25.02.0

2. 337 Trident Protect 2485 20R ¢

kubectl create ns trident-protect

3. BAEER

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. B AR AEREREATHIHES

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. i Trident Helm 72 :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B HAHINER protectValues. yaml ° i5EEEPE Z T35 Trident Protect 525E :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. 224t Trident Protect ®E &R A :

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2502.0 --create-namespace --namespace
trident-protect

8. {5/ Helm %24£ Trident Protect o B ELTBEL <name of cluster> ’ RBAMEGISRMAESE > B
PRI E R B AFIIRER

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2502.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

24 Trident Protect CLI SN ER

BT LUE A Trident Protect a2 59MIETR ( Trident ABENBIEM tridentctl) K
EI7BETEE (CRS) » W Trident E&f o
Z24E Trident Protect CLI SMHTZR,

EEABLIARRENZA » MRALRELRRKERAREFNEENHE L - RIFCHKSEERRE x64 X ARM
CPU » FEETYITER -



TEERAR Linux AMD64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-armé64

TEZEAR Mac AMD64 CPU HISMIFE(
SER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-amd64

T# Mac ARM64 CPU y9MEFZT
HER
1. F# Trident Protect CLI M2 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-armé64
1. BURSMIMER T E BRI THERR -

chmod +x tridentctl-protect

2. BIMIEX TEAERNERCEHPERNAE o fIf1 > /usr/bin H® /usr/local/bin (FAIFEER
EIEFE Privileges )

cp ./tridentctl-protect /usr/local/bin/



3. fTth A LUSZRS MR MR N T BHRPNEEMNE - TEERRT - BRCHERFAMUER PATH &
I —at 7D

cp ./tridentctl-protect ~/bin/

@ RFIMIERE R E] PATH BEPHEREGE > FI:BE8MAR tridentctl protect  {EEfIL
BEFEAMMER tridentctl-protect e

147 Trident CLI SMiMETEREA
AT LAE A R SMEMETURRBATOAE - BT IMAME TN AERYSHARERER -

iu E]%
1. (EFREAThAEIG AR fEFRYER

tridentctl-protect help

=

A< BE5T
224 Trident Protect CLI SMMER 2 %8 » SR IR R L T RIB B TTRINAE ©
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EXF Bash Shell BB &5/ IhAE
SER
1. FEEHIESHS :

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.bash

2. ZXEEHPREIMBHUSSIESN

mkdir -p ~/.bash/completions

3. BT HMISSHEIZE "~/.bash/completions’ B# :

mv tridentctl-completion.bash ~/.bash/completions/

4. BTHTHIEE "~/ bashrc TEERPRIFESE !

source ~/.bash/completions/tridentctl-completion.bash

BiFE Z Shell W B EHSTRINAE
1. THSEMIE<

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.zsh

2. ZEEHBRPFRIUMBRUSSIESH

mkdir -p ~/.zsh/completions

3. B THMIELIERE ~/.zsh/completions’ B :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. ETFINTHIEE "~/ zprofile’ = HEEPAIIEE !



source ~/.zsh/completions/tridentctl-completion.zsh

4R
THE A Shell B > &0 LU < BEISTRLIIAEE tridentctl-Protect SMIMEIBECEEA o

H37 Trident Protect &4
@A X BE] Trident Protect RYTAERAERE » U STIRIGASEEK ©

}57E Trident Protect 23 & ERE

Z28E Trident Protect 2 1% » RIS FE4EAEHE RIS TE Trident Protect RSB RIRE o 2 E B EREI 0BTz

%l Trident Protect {E2H3EZ /D EEER o

1. B A BKIER resourcelimits. yaml ©

2. IRBREHIIRIRER > TEREZEFIEA Trident Protect B3R E JRIRHIEEIA o
WU T EAERERT A ANRE > LB ISEERRERITERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""

nmnn

memory:

nmn

ephemeralStorage:

requests:

mn

cpu:
memory: ""
ephemeralStorage: ""
resticVolumeRestore:
limits:

mwn

cpu:

11



nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. EFEEYTHE resourcelimits. yaml :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelLimits.yaml --reuse-values

Bl Z2ERBRE

%4 Trident Protect 212 > {ERI LA FA4ARAEHEIRIEEX Trident Protect Z25AY OpenShift Z24RAIRS] (SCC
) o ELEPREIEER T Red Hat OpenShift #E&H Pod L2 4 RE! o

1. B A ABINERE sceconfig. yaml ©

2. 1% SCC EIEIMEEIER » WRBIRIFF/RIENBHY -

M EEfIRETR SCC ERBHNTARE -

12



scc:
create: true
name: trident-protect-job

priority: 1

TR5RBH SCC EIENZE :

AR
RAERBYUUEISCCERE R
BERES true B Helm TE
2Rl openshift IRIFHEF >
A& scc BR
‘scc.create o MNRKE
OpenShift E#2F > SUNRRA
false ’ B “scc.create’ R EEIL
{E{7] SCC &R ©

g }EXESCCHI%TE o

BB 7% SCC MBSEIER - BIIE
{EESH SCC BIEEREZ AL
8T o

oW
<}

3. EAEEDHE sceconfig. yaml :

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

EERARENASEFRERPIEENE scecconfig. yaml °

%7 Trident Protect 59 NetApp AutoSupport 43

8%

=8

Trident {RsEL{E
1

ER] LR EEARHY Proxy » #£5 Trident Protect 42 E NetApp XEMNA » U EEZEEHN - K LURBEEE

% Proxy sRERERAREERHAFALRER o

13



REZZE Proxy EAR
FTER
1. RELEH Proxy EARL _E1F Trident Protect Z1EARFEE -

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url

-—-reuse-values

REALZZH Proxy E4R
HER
1. BMEFRLER Proxy 4R » LIETT Trident Protect XIEARFSE M 18 » LIBRA TLS B&:% ¢

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url

—--set autoSupport.insecure=true --reuse-values

i Trident 7Rz Pod [R&ITE4SE A RS

@A LAE A Kubernetes nodeSelector BiF4EEZIRS! > IRIFENRGIR B RIZHIMPLEIRLAT ST Trident Protect
Pod FIEHE o 1RIETEER > Trident Protect fZRRAEIT Linux BIENES o MR MIRIEECHER » E—F BHTELR

i o
1. B %A0EZ nodeSelectorConfig. yaml ©

2. #& nodeSelector BEIRFTIEEMEEE > WIELKERLIINE S EHRIRE - DARBIRIERRINLRS o FI4n -
TIIERESTARNIEER ARG > Bt BHEREMERRENATE

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. EAEZEDHE nodeSelectorConfig. yaml -

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

EERTERRHIRRALEEERZPIEENMRE nodeSelectorConfig. yaml ©

14



{24 H Trident Protect AutoSupport Ef4 &

B AT LS EEEERSE B Trident Protect AutoSupport TR E M L& o

IRIBTAME > Trident Protect BUTSESTIBE » HBNARIBIEAIAERIRLO(ESR] NetApp SIBEA > 61
() sEesmrammRR0mg  EEARRE - Tident Potect SRES HHHRRELTIEE
SERAMIET NetApp  ATLIBERFBY 2= 4 RS A 4T o

1. BB AMER autosupportconfig.yaml °

2. # AutoSupport ZEIEFTIE EIEE » WIRBIRIEERIENSH -
5| &E 5|28~ AutoSupport ZEIE2EHITERE !

autoSupport:
enabled: true

= “autoSupport.enabled 387 “false B » AutoSupport ZIEER/BSNESH LEEEA -
3. EFEZEYDHE autosupportconfig. yaml :

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

autosupportconfig.yaml --reuse-values

=12 Trident Protect

B Trident (REERTEAFEUES]

Trident Protect $#H Kubernetes B E&EIFEUEH] (RBAC) &I o IR1ETESL » Trident
Protect 12t E— R AT BT KR EBRRNTERIRFIRE - MRABEFZFERETIFEDN
L3R > IR LUER Trident Protect B9 RBAC IHAE » EASAHMIZ & ¥ B R s 5% 2RI
rER:\

EETES—FAUEFENESGREMPHER trident-protect » HAIUFEFAIE Efthdr B =M E
I/E}E o AEEHHEFNEAERNEN  ERERUBIIMIGLER » TRERNERREIMEEELEHAE
=] o

AAR RACRAEUUEERSREEPRUEAENEREE CRS trident-protect ° MHFEEEMEMATRE

N R EHTEUEARENENSIE CRS (REMEEREEEBRAEARERNGREHPEIERRERE
EIEIE CRS) ©

15
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SBERMEES A SEFIUREN Trident (REBFTE RN » €115 ¢

* *AppVault* : BEEFENEEN
@ * * AutoSupportBundle * : UREEIEEE > seER M EMSURKEY Trident Protect B
* * AutoSupportBundleSchedule* : EIZ:EERUNERHR

RIEMUERER RBAC RIRFI R A EESFEVERYMG -

Y17 RBAC NeREBE IR an % ZERITFERFHAE - 552 H "Kubernetes RBAC 3" o
NEARFHIR A BIMERAE A > 552 & "Kubernetes ARFSIRA XA o

A EEMEERERNFIE

g - BAREEES 0 —MHIRERFERE » UWk—ETHERE - EEEESR TN TIILE » MBI —
fEIRIR - HP T EMTHEES B REFIEMGE B2 EHER °

S BusaZiUaaSERENER
BiusaZ=ERELUBES N RER » LERYMIEHHEREIELEER

1. B IEBERTRRZER !

kubectl create ns engineering-ns

2. BITIHEHAR AR TR

kubectl create ns marketing-ns

TR 2 | BIUMBRBIRE - AsEanEZHPNERES

TEr I NS Ef e R E R B TRRRFIRE - EREZASEFEREFERIRFIRE » WERBREVERTT
BHE 2 RE—F 2| Privileges ©

1. RITIRBHARIIRGIRS -

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
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2. RITHBHERIIARFSIRG :

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

FE 3 | ABEMNREIRE ZILNE
ARFSIR P 22 FARERRARTSIR P » MRREIAR > A I RAMIPRFAEREIL o

T
1. B TRERRBIRE BRI

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. BITHRFBIRAZIIME

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$EF 4 : 37 RoleBinding #1 > # ClusterRole ¥ 845 = SEIHIRFSIES

Z4E Trident Protect BF & 2177852 HY ClusterRole #11f o IR ZII N E R A EREYH » 2t ClusterRole ¥
EEIRTEIRE o

SER
1. # ClusterRole B4EE TIZRRFSIRS

17



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. # ClusterRole E4E E1THHARFSIRS -

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

TERS5 1 REER
A ERESIER -

TR
1. BRI RERAEITUFRIREER :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2 BB TREREMATERITHAR

18



kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

HER 6 T H AppVault ¥H4HIFEHE
EEHTERNEETE  AINEOIIRE > £EEIESXER AppVault ERNFERER FERIFERE -

1. BT WER AppVault MIMNZEAEE YAML #8232 » LUSFERE7ZEY AppVault BIHERR o #ig0 » 75 CR #&
AppVault NZEVER FEHAE eng-user !

19



apiVersion: vl

data:

accessKeyID: <ID value>

secretAccessKey: <key value>

kind: Secret

metadata:

name: appvault-for-eng-user-only-secret

namespace:

type: Opaque

trident-protect

apiVersion: protect.trident.netapp.io/vl
kind: AppVault

metadata:

name: appvault-for-eng-user-only

namespace:

spec:

trident-protect # Trident protect system namespace

providerConfig:

azure:

accountName: ""
bucketName: ""

endpoint: ""

gcp:

bucketName: ""

projectID: ""

s3:

bucketName: testbucket
endpoint: 192.168.0.1:30000

secure:

"false"

skipCertValidation: "true"

providerCredentials:

accessKeyID:

valueFromSecret:

key:

name:

accessKeyID
appvault-for-eng-user-only-secret

secretAccessKey:

valueFromSecret:

key:

name:

secretAccessKey

appvault-for-eng-user-only-secret

providerType: GenericS3

2. BUNWERAECR

20
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B EHM RoleBinding CR > ##ERB4EEFEAZE eng-user © HI40 :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. FESDHEPRIERE o

a.

E SRR apa 2= AppVault &

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREZEEZHLUTIIMEREL
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. AHUEEEAEES RS MFIERTEAEFEWI AppVault B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREZEEIRLTNGL :

yes

Ilju:%

TEARF AppVault #EIRAIEFE FEZAESEIRIERY AppVault ¥ RNITRRAENER SIEEE - MBS
FEGERan R EFLSMNVEREIR - HRILMMPIEEZFIHEIR

ELPT Trident Protect &7

&R LAfER kube-state B2 > Prometheus # Alertmanager BRAHE T B RESIES
Trident Protect {REEBVEIREZAN ©

kube-state E2ARFZ U Kubernetes AP| BEEE = © 138 Trident Protect {F AR HIRIEHEIRARENE
Fﬁﬁnﬂ °

Prometheus @—fE T EZH > AIHEENH kube IKEEESFEANER » TR HEZRAGZEYHNSEEH © kube
ARBEISIZH] Prometheus HEHRMH—FE TS > :BIE(FEA Trident Protect BsiEFAE IR B RAVE AR TANAREE ©

AlertManager Z—IEARF5 > BIHEEX Prometheus ¥ T RFTEXNET » WG HRAE KRR BRI o

BESRFIEIFVEENIERERES » KFZBFTUNGERIRIEE - F2RTIERXMF > U
Bt EfamEsIE ¢

@ * "Kube-statef512 4"
* "Prometheus "
* "AlertManager 3 {4"

TE1 [ RREETH

B E7E Trident Protect PRI B IRERIE » M ALR KRR E kube-stikiE EE » Promethus # Alertmanager ©
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28 kube HREEES
Ee] LAfERS Helm ZRZEE kube ARREEE o

TER
1. #riE kube AREEFSIZ Helm B o 90 :

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. A Helm BIREZEI4BAERE (B0 metrics-config.yaml) o ERIUBET FHIEFIAERE » USRS



=3

BIE 845 -config.yaml : Kube-state E& Helm [BEZRARAS

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: astra.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["backups.protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

3. ZFE Helm EIFRLULEE kube AREEE S - HIY0 :

24



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

4. (KBEBAHRIET » /T kube ARBEESE » WUES Trident Protect FRfER Z B ] & REHEE "Kube-state EEEH
Jﬁlf\f(fq:" °

#£Prometheus

] LUK BB R AYFE AR L4E Prometheus "Prometheus X" o

&t AlertManager

o] KRR BYE R 22 8L AlertManager "AlertManager X" o

Il_a\

T2  RESEETAUHRIEE
REEETAZE  CEEREMARES—EEE -

TR
1. #& kube HRBEFSIZEL Prometheus 4 © 4R¥8 Prometheus B & X4 (prometheus. yml) AFRAIN kube #REE

?E*EHEF{:I S 1@]&”

Prometheus.yml : £ Prometheus & Kube-state EEARTS

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: astra-connector
data:
prometheus.yml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.astra-connector.svc:8080"]

rometheus HBERIRERE AlertManager ° 4R#8 Prometheus Bt & X (prometheus. yml) MM

ok
o~}
tD'U

25


https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install

Prometheus.yml : {EX% R4, Alertmanager

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.astra-connector.svc:9093

nlj:l:%

IRTE » Prometheus AJLATE kube-state E2WEE £ » T o] {EEE R4S Alertmanager © RIRTE B & BT TR
BETRNGRYE » UWREBEXERNNUE -

PR3 I REETRMERBRM

RETAUHBIFEZ % > CRERERBETHNENRE » UREEXETRHWIE -

ZIREA) - EIRR

UTEHAERERD BIERNRERES 5 WHERFEREZNEARET Exror o A BETHEE IR
BIENIRIR > WAL YAML R ER B ZTEARREIER A prometheus. yml -

rules.yml . E&RXKEHHH Prometheus £

rules.yml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: b5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

87 AlertManager MUEXEREHMEEE

GBI LU AlertManager %€ A BX B4 EMEE » FIMNEFEMSF > PagerDuty > Microsoft BB e E hi@EA]
ARTS > FIARTERERPISEERMMERE alertmanager. yml ©

MUTEHAFERERESRTEAETEBIE Slack 188 - GERBENIRIZEEETILEHG > FFSBAERNRS
“api_url IRIRIZEHRE Y Slack Webhook URL

26



alertmanager.yml : {EXETRE Slack §8E

data:
alertmanager.yml: |
global:
resolve timeout: 5m
route:
receiver: 'slack-notifications'
receivers:
- name: 'slack-notifications'

slack configs:
- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’

send resolved: false

E 4 Trident Protect iBARTFE4ES

Trident Protect FIFBRMEESEEEMHES » HPFES NetApp XIRFMEEN > €15
FRrEEREMERREIRE - EEMRESN - IREEBEREHERMER > BIFTLUER

Bs]EIR (CR) % > BXEEMH LEZE NetApp Z#EMLL (NSS) o
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28

M CR B iRARTF4ES
B ER
1. B B:TER (CR) #EEIMm% (FIU trident-protect-support-bundle.yaml) ©

2. RETIIEMK

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEER —B SIEALTE

° spec.triggerType : (_required ) RERINELZIREMN  ERHIEEL - IENEHESE
BFfA EF 12 B8 > UTC o TIRE(E -

* BHHE
* Ff
° SPEC.uploadEnabled : ( Optional) ¥ZHIRERESEIRIGESELER & i$H EEZE NetApp
ZIEAAIL o WIRFKISTE » BIBRERE false o AJREME !
=1
5 (FER
° spec.daWindowStart : ( Optional) RFC 3339 S8BT F » IeEZBEHTFRESER

BYIRE FERAIER B RASRSR o MRAKISTE > AIFERR 24 /KAl o WRILUEENRFHRER 7 X
Al ©

YAML &4 :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. ERLUEHEREBEAEZE 2% astra-support-bundle.yaml ~ :5EF CR :

kubectl apply -f trident-protect-support-bundle.yaml

£/ CLI B ERBEE
TER
1. B LERFEE » LIRBEEAEUERTAE o trigger-type REEGIIUAEY » BREUR
FIBURIHERE » AIMARE "Manual '8 “Scheduled ° JEFRE&E 4 Manual °©

fgn



tridentctl-protect create autosupportbundle <my bundle name>

-—trigger-type <trigger type>

F+4% Trident Protect
IEB] LA Trident Protect 4R E &R AS > LUK FAFITHAE S #E5RIELE ©
S EFH4R Trident Protect » FFHIT YR o

1. EE#f Trident Helm {72/ -

helm repo update

2. #4% Trident Protect ®EERA :

helm upgrade trident-protect-crds netapp-trident-protect/trident-

protect-crds --version 100.2502.0 --namespace trident-protect

3. 4K Trident Protect :

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2502.0 --namespace trident-protect

BEERREZERAREL

M8 Trident Protect AppVault ¥4 R E1EETEE

Trident Protect FYETRE B:]EJR (CR) #8874 AppVault © AppVault ¥4 B #EFITENES
4 Kubernetes T{ERT2RT o AppVault CR B Z FBIMREEE (HIINEH% - REB » BIRY
% SnapMirror #8%) HEFEMEIAER - RAEES LI AppVaults ©

8 AppVault E&s5 15

@Eﬁ AppVault ¥4+ 2 Al > {S47AHEMR AppVault MIEEENE R 288 1] UM EENEAEME RETR

58 °
BN ERHEERS

E1&{EH CRS I} Trident Protect CLI JMIEINEEIL AppVault ¥I56F » EETLUSEIZ 4 MIIETR Trident Protect f&
F8 Kubernetes % » HH S Restic # Kopia fAFEEMZNEEIEN o MNRIEKIEEZENE » Trident Protect
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BERTAREE

* EFHEEI AppVault CRS B » EAI LU spec.dataMoverPasswordSecretRef {13815 E 225 o
* {8 Trident Protect CLI 37 AppVault #{4EF > &R LA “--data-mover-password-secret-ref 5| #ZRI5E

#7 -

BUBNBESEREFETBLE

SR A YIS FI I IR o BT AppVault ¥14E: > BJLETR Trident Protect (£ LLZBEREREE KIS
BafEFE o

@ RIEEANERBERME > LRFREMAZBER BB EEE o fIg0 > NREER Restic
» MENTEERRKMER Kopia > RIERIKFR > REEELE Restic ZH o

{8 CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEFACLI

kubectl create secret generic my-optional-data-mover-secret \
-—from-literal=KOPIA PASSWORD=<plain-text-password> \
-—from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

BRAREREEER AppVault TEH M)

TEF AppVault CR B » fEERZNNARYE » A SeFIEERRENER - MEEEZRI S N SREEEM
£ o UTRZERMEENG LI ERELHEG - LRILUER THEAIREL SEZIHHERIENERE o
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

—A%S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect

31



AppVault #3754

T 2B ERHEER AppVault E&REEF

AppVault CR &3

SRR 5 CR 54l » A EZIRHAEREIL AppVault ¥4 o
* WO LUSEEMIEE Kubernetes #% » HFRE S Restic 1 Kopia EZEMZER BT ©
WEHAE N « A2 K (BB B HFEERE] o

* ¥} S3 AppVault ¥1ff > EEILUEIBI IS E—ETIERIE - MBCHEMBE—BA (SSO
O ) EITERIE  BEVEHRAR © BOEPAREEEE WD AN TN
AppVault EZ A » BRI -

* ¥7i% S3 AppVault ¥4 » R IBHEE A IR RIS EE D S3 MERVYME Proxy URL
spec.providerConfig.S3.proxyURL °
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



34

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3 secret

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

—f%S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

StorageGRID S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

f£F8 Trident Protect CLI 137 AppVault &5

WRIUER T CLI 8p < &6 » ASEMHMEREIL AppVault CRS °

* [CRTLUSZMEMIISTE Kubernetes 1% » HFR B3R Restic #1 Kopia {#FENMZRI B2 o
@ MFFAEN - F2R (BRI HRMHETFERR] -

* ¥ S3 AppVault ¥+ > IERILUEZERSI12 » A% S3 JREISEIME Proxy URL

--proxy-url <ip address:port> °
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

—f%S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

118 AppVault &1
fE&a] LAEA Trident Protect CLI MEMETUIRIGIRIGTERE L ITHY AppVault ¥4 HERAE ©

TR
1. %5 AppVault YRS :

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

° EHgsR ¢ -
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (%) BEEESEERM AppVaultPath > :5#EAEES --show-paths ©

S E7E Trident Protect helm ZEEHISEHELEBR » KRBT ERELBABEMER o FIM0 --set

clusterName=productionl . ©°

#%B& AppVault

& B LUBERS & AppVault ¥4 o

@ fiIFR AppVault ¥4 2 Al » 5571%F% finalizers AppVault CR FREIEERE o UNREUS Y - BI5E

EEE AppVault BTREPRIFIERE R » UURBERINILER

FIsEZ Al
R S EMPRZEMIBREY AppVault FRfERBIFRA RERFED CRS -
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£/ Kubernetes CLI #B5 AppVault
1. #B& AppVault ¥4 » LLERBFRHY AppVault Y152 FBEL appvault name :

kubectl delete appvault <appvault name> \
-n trident-protect

£ Trident Protect CLI #5f% AppVault
1. #5% AppVault #14 » UIEFREY AppVault ¥4 B FEEA appvault name :

tridentctl-protect delete appvault <appvault name> \
-n trident-protect

{& M Trident Protect E&EEIEFERER

Eal LRI FEFATE T CR FI4HRARY AppVault CR » MEHREAEE(EF Trident Protect BIE
HFERRER

#2317 AppVault CR

REEEIL AppVault CR » UWETEEARER ERITERMRE(EERER » M AppVault CR #ZB{IFZEE Trident
Protect IEE%& L © AppVault CR 2B IEHIRIT > W15 AppVault CRS BIFEF » 2B "AppVault B5TEIR © "

EEEAEN

CEBTEHZSEEMER Trident Protect EIRRERREDR o LRI UFFHEIIEATE CR IEHA Trident Protect
CLI REXREARRXLUETERE -
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

fEF CR #migfEmiE
1. I BAEMRER CRIEE :
a. By HIER (CR) #ERIL&H% (HlUl maria-app.yaml) ©
b. RETIEIL :

* * metadata.name*: ( _required ) FEARTEXBIERIATE o B IRGEENLTE » RARE
EXEFEEfMh CR 2R R HILE o

* * spec.includedNamespaces*: ( _required ) fERMREEIEE NG TRLERIEEEH
EXAERFIENGRER - ERAEXMZ RN ERILEEN—ZD o

* * metadata.annotations.protect.trident.netapp.io/skip-vm-freeze*: ( Optional ) Itz E(EE A
PIEEHI 23 E BRAFEARTZE » B0 KubeVirt 1218 > IERAR T EIRBZANRL - F5EILFERS

RARTIUTRBHEEAERZRR - MRRA true > EARAGRRIERTE > WERR
HIERAERRR - IRREF false > MEAEFRZBEERE » UERBRABREXHR

4 o NRISTE » BEFERREXTEEREXEET A EEHES - QI 2K - NRKISE » B
FERRREIBIE 218 Trident {(REHASHRE" o

MRECFEERUBARAZBERIER > IUERTISHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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-+

YAML &34 :

+

1

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- labelSelector: {}
namespace: namespace-1
- labelSelector: {}
namespace: namespace-2

- BUFEMAER CR UNSIEMIRIEZE » 5B CR - il :

kubectl apply -f maria-app.yaml

1.
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ERTIEP—ESZARILIMAERRARAES » UWRIFFHNERRASIERFRIE - ERIERARE
NEZFMABREBNENR > ERALUERDRIVEE » UREHIPFARAISIE -

TRILUEFER U EAREARERER » sERAREXSS I UTRRIESAERAR - EEER
PRI E IR E RAEAREI > BN KubeVirt IRIR » IERAR SR RBZANRAE - MRERZTERS
true > EARENEZREHRTE » LERBHBRAERZRZR - MRFGHRER false > HIERARER
RRRERHRE » WERRPERGEXHRR - IREEAMEE > ERARATRARAERTREE
BEs - RIEZERMIGE - MREAEMERE > BRARAGERE "2 Trident (REERERE" ©

EHEEEA CLI B ERERHEE T » Sl MUEALE --annotation FEAR ©
° BIUEAEN > LEABRARERNTIERRMRGETH !
tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-

namespace>

° B ERRERL R EEZRARRETANIREARNRE :
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

{# A Trident Protect {F:EfERTE

el LUE B B8 RER AT ERHER (AT o IRFEIREBFIFED > LURER Trident Protect B
IBRPRAFEARER o

@ &R LA Trident Protect 58 E AT B RHMREFE R RS BCH REEER R o "EABEREI{I(E
FA Trident Protect ;8 EIEZE R AT ERLE" ©

BIIFERRR
oA ABER 2 AT R RR IRIR o

@ IRE=EHRENEREEAEAEERTHESR > AIRAAIAEAREAGSLEZEENZR  IE
EEREESERD - RIBERF -
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f#F3 CR E1II{RR
B ER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-snapshot-cr.yaml ©
2. EERIUAMERED » RE TIIBME
° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —BSIESHE
° SPEC.applicationRef : EREBFEHATEINHY Kubernetes %78 ©
° spec.appVaultRef : (_required _) FEREFREBAZR (PEER) B9 AppVault %58 o
> spec.relaimersPolicy : ( Optional) EZMIFFIREE CRE > EAREXBESZEEFEER B
FRMBEMERTES > HREEH Retain MR o BREEIE !
* Retain (FBER

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FIELUEHEREIEAEZR 2% trident-protect-snapshot-cr.yaml ;A= CR

kubectl apply -f trident-protect-snapshot-cr.yaml

M CLI Z171REE
WER
1. BIIRER » WUSIRIBRE B A 1SR R A91E o Flun -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIIpEEmD
AT LABE RS R 17 FEFRAER o
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@ MRBEBENTREEAEAEETHESR > AIRAFEIANEAEAGLEENSE  BIE
LEERGESERD - RIBERF -

ez Al

HEIR AWS TR ER AL B HARS R B AR (R RHAFAITRY S3 {5 F3E o WNR Token TEHDFHARIBHER - 1F
FAIBEGRM -

* NERE B A TEREERER ZIHAR IRV AE R » 552 R "AWS API 32" o
* W% AWS ERBEERFFEE » 552F "AWS IAM X" o
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f#F CR E1IIt&1p
B ER
1. BT B5]ER (CR) #EEIL&HHA trident-protect-backup-cr.yaml ©
2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° SPEC.applicationRef : ( _required ) EFHHBIERATER Kubernetes & o
° spec.appVaultRef : ( _required ) FEFEFHDARAR AppVault %78 o

° *spec.dataMover * : ( Optional) F& > fsHHEREEFMERMNBH IR - AIsENE (BDKN
®)

* Restic
* Kopia (F83%)
° spec.reClaimPolicy : ( Optional) EEHENNRESHRELRZHEEMEENR o AI5EE !
" Delete
* Retain (FER)

° Spec.snapshotRef : ( Optional) : BAREMRKIENIRERLTE - MRKREM > BEEILLENY
FIRER ©

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. ERLUEHEREIEAEZ 2% trident-protect-backup-cr.yaml A= CR

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI B3 D
1. B, » UIEIRIBENE EIESRRBYE - Flan -



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

BB REHHE

ReERBFIEEERMHFEZFEIRE « BHEWmE - UWFRERBREDR - KALUEES/ & - 8X - 8BNEA
BIIREBHNED A LIEEBRBNELRHE -

@ MRBEBENEREEAEAEEZTHESR > AIRAFEANRAEAGLEENSE > AIE
EEREESERD - RIBSERF -

FIsEZ Al

HE(R AWS TR EREN ZIRARS A R AR R R REAAITEY S3 17 FEE o MR Token TEHINEEHARIBHER » 1F
FEAIREERM -

* INFIRE B A TR ERER ZIHRRF RIRVEFAE R » 552 R "AWS API 3Zf" o
* W% AWS ERSERFEE » 552H "AWS IAM X" o
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M CR B HF2

1. B BE5]ER (CR) #EEIL&HHA trident-protect-schedule-cr.yaml ©

o

o

2. EITEIAMERF > RETHIEM

* metadata.name*: ( _required ) ItBTERN%TE ; ACHNIRIEEEZERE—B 51BN -

*spec.dataMover * : ( Optional) F& > ISHERIERFIEMANHER A - FIsERE (EHK/)
®)

* Restic

" Kopia (F85%)
SPEC.applicationRef : B3 2 FEATEILH Kubernetes 478 ©
spec.appVaultRef : ( _required ) FEREEFEHENARE AppVault %78 o
*SPEC.BackupRetention * : 2RENHFHNHHE - SRTFERILHER o
*spec.snapshotRetention * | Z{REERVIREBE o ZRNAFERIL(ERMRE o
* spec.granularity*: B{TEF2RISER o RIRERV(E ~ LUK ERIAERARNL

* hourly (EREIEE spec.minute)

" daily (EREIEFE spec.minute # spec.hour)

" weekly (BERETIEE spec.minute, spec.hour? 0 spec .dayOfWeek)

* monthly (EXR{EIEE spec.minute, spec.hour ’ M spec.dayOfMonth)

spec.dayOfMontth : ( Optional) HFZFEHITHIAMBEHRE (1-31) ° MRBAERS ~ BILEHE
i A% “monthly & o

*spec.dayOfWeek * : ( _Optional _ ) HHEEHITH—EHFHN—XK (0-7) 05k 7 HERTE
HAE o MNRIBAERS ~ BIEEGIA Y weekly 1H ©

*spec.hour * : (_Optional ) HFZEMITH—KTAVNE (0-23) o NRBHAERER 3

» Bt FEE B MEFES daily weekly monthly ©

g oEE 0 (_EER ) HIEEHITRNE (0-59) 9iE - MRBAERER - ~ 50 Bt
FEREBWIAEFEL hourly daily weekly monthly ©



3. FIELUEHEREIEAEZR 2% trident-protect-schedule-cr.yaml

kubectl apply -f trident-protect-schedule-cr.yaml

apiVersion: protect.trident.netapp
kind: Schedule
metadata:

namespace: my-app-namespace

name: my—-cr—name

spec:

dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"

dayOfwWeek: "O"

hour: "O"

minute: "O"

fEF3 CLI E1HkH2

1. BIREHE - LURIREMELTS HESRHRIE - fIin :

.lo/v1

mEMCR

1R B LA “tridentctl-protect create schedule --help 2GR L Ep < BIsE AR AAE A ©

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup

-retention <how many backups to retain> --data-mover

<Kopia or Restic> --day-of-month <day of month to run schedule>

--day-of-week <day of month to run schedule> --granularity

<frequency to run> --hour <hour of day to run> --minute

<minute of hour to run> --recurrence-rule <recurrence> --snapshot

TIBRIRAR

PR B R ENFHZ NPT IR

-retention <how many snapshots to retain> -n <application namespace>
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FER
1. #BREAREFMERANY Snapshot CR :

kubectl delete snapshot <snapshot name> -n my-app-namespace

RV
MFFTBREZNFHERERRED -

&“%
1. BIREBHIERRBIEM CR !

kubectl delete backup <backup name> -n my-app-namespace

BEBDEREIIRE
CRILME RS LRI EIEEETT » BT ERMBVBD RIS

rm

1. EA T3 < P REE D EEAIRAS » LURIRPHIE AR S IEIRPRIE

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

ESF3 NetApp 182 (anf) 1EENEHEER

MRIEEZRE Trident Protect > A XBRFRERE ERERVHEH D BUERTHAE - LUHEAER NetApp 1ESEHFLERRIHT
Bim(EMA > WAL Trident 24.06 ZAITEEIL o HEINAERTER NFSv4 MR B IEFCER » A EILAREEEMTERIMZER -

B2l
SRR TIEE

* RB %4t Trident Protect ©
* f&RE1E Trident Protect FEHREARER o EEMILIEF ZA] « ILFEBREBREINFERIR ©
* {88 azure-netapp-files EZHEFRIRNTERFEFLER ©
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FRFLUETTHERR D BR

1. YN anf Volume 2EFLRZE Trident 24.10 ZAIEEILHY » :57E Trident PEIT FFIENE -

a. $HHEEL NetApp 1ER AR H HEREIIERR PV » BUAREEEE :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HESIERASEMERIR PV BFBREBE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
RRIA Snapshot Bk » Trident Protect & E—ARBHINEE » RN EFHEEEREATEER
PRZER - TERER T » FRAESEEETARMNAAZER » BRI FHMHERER/ N EFHER

RS
FERRREZHBLFER Trident Protect E1TH 7 EIER - @ PVC thrlEEMEREXBNEHER o

{# M Trident Protect iZEEATEI

A AGER Trident Protect fERERSHH D EREAREN - ¥EARAEREFN—ERZE
B« EIRANRBEREETER -

@ ECEREARELR > SEAEARTENFAENTHONEHERAEN —EER - MREETER
B THE > AEEERFERESNIT

BRMA B FE RN ERAERENRE

FERMNAEREEENME - BRta A EMPERN R G MR 2 EMPRBM AN - SR
REp R EFPAEFERREEGER > TBREFENEAREEER » UNEKFGRERNE - REERE/
#han 2= ERIRB SRR S R A& -

MR E(EA RedHat OpenShift » FEFE%5EE OpenShift IRIEFap 2 ZERIEIEMIRAEIER - &

@ TR BRREEN Pod fT4& OpenShift 224 RARE| (SCC) FAERMEERERMZE
MEARRE > T EETRIRREIERN oI AR E o NFEEFAAEL > 58 "OpenShift Z2 4 RAPRFI
28
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TR UEPITER AR EEE 2R > R E Kubernetes IRIFE S » LU E R BRIt s 2 R FRRE
53 RESTORE_SKIP NAMESPACE ANNOTATIONS ° ¥l :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

NRIEFEREBIZEERN Helm RLZEKFEERATER --create-namespace * Bl EE B IEA F 150K RIE
name ° {EERNBEREIZFHIR > Trident Protect S ILIZEERNEI B B 2R » BUNRKENERS
KRBz 0 AgRETEME Bt TRE - MRILESICRHAEBAER > A2 EERE Bt
22/ MAGEEREE o

#5)

W T SRR MR B et L =6 > SEmAEREERRNVERMIEE - CAIUEEFEMR BB E
BIBIREE » MU ERRMIREE Bt a ERFRESER A

BERNBEREFEZA
TRRBERWAHBE R RIRVFEAIRIRA B B9 an 4 ZRIARAS

i $4 ZE g T
BT/ nS-1 (3 * annotation.one / #HE : T * IRIE = IEXUEE
) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
amRZER ns-2 (B * annotation.one / #8% : T true J * role = BFlE
Sp:
) * annotation.the/key : T FALSE |
BRIEEXZ%E

TRMAERNBEBHIEE 2R EBH B R ERIVRE - REZRENIE > BHEER > name REHE
BN S Bt e Rz

iz Tz L

R ZEMnS-2 (B * annotation.one / #485 : T « NAME=nS-2

RY3h) updatedvalue | - Compliance = HIPAA
* annotation.b2/key : T true J . IEE - FRER
* annotation.the/key : T FALSE | . role = BEIE
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REBEDERERENH SRR
& %{8 8 BackupRestore CR BENERE N EIRIFZZERE > Trident Protect EERRENRREEMMHAZET
M TAREFENERENEIERER CR - AERERFENERRER » FERUBRHEMIIRE » HEILREH

2 o

@ RENEREAFHABERNAEGRZER » TAEEEAEEHELPHARBNER - 522
REMPNFREER > ARRLEEHRZLBReRER » SEHERENIGRZER -

FIsEZ Al

R AWS T{EFEERIER ZUHAR A R AR TIE R REFEMITEY S3 EIR1ESE © UIR Token EERIEEAARBHA
EERIREE R ©

* WNEGE B AT T {ERSERHER B ERFFREIAVF4REE 2T » 5B 2R "AWS AP| ST o
* WNEE AWS BIRVEERIEEANE N 0 sA2R0 "AWS IAM ST o
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fEFA CR
HER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-backup-restore-cr.yaml ©

2. BN BINEZRD > RETHIBM
° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° spec.appArchivePath : FEEEHD RS AppVault REREETE o ] LUER T3 <RSI

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o
° spec.namespaceMapping: #HERE{EEMN KR EMEHEE Bt 2o o MURIEFIER

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #EER{EXERFEFEREHEE B #FER o URIEFHNE
sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my—-cr—name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MRIECAFEFEVEARNNFELERKER » FHHIGENEDEE » UBESHHFRLAE
HERBNER

Trident Protect & ENENREEBAEIR » AL FRETERME R RITRI - Al
() - oRcRERSERRESEER - A ZERAEMEN Pod - B Trident Protect
IERARREA) Pod -

> resourceFilter.resourceSelectionCriteria : (E7#EFTEE) A "Include’ HE DL "Exclude HEER
7E resourceMatchers FEZRER o #E FIEBERRETAZSH - UEREMALGENER -

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M1 RIEITULIET P ER S



fBrcE > EffELEHA OR (RE > MBMEIXER (BHE > B8 > h7dx) AR ELEEZ AND
B o

* resourceMatchers[].group : ( Optional) EEFENEIREFAE o
* resourceMatchers[].cher : ( Optional ) BEEHEERIERESE o
* resourceMatchers[].version : ( Optional) EEREMERIRZS

EEfEE 2 BJRMY Kubernetes metadata.name il AY * resourceMatchers[].names* @ (
Optional ) %78 o

EEfEE 2 BIRAY Kubernetes metadata.name {4 HY * resourceMatchers[].names* @ (
Optional ) #p%AZEf] °

* BJRRY Kubernetes metadata.name H{iIH Y *resourceMatchers[].labelSelectors * : (
Optional ) Label EEEXZ3F & » WARFAEE "KubernetesSZ" o 4N

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. IEIRLIEREREIEAEZE Z% trident-protect-backup-restore-cr.yaml * :5E5H CR :

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI
WER
1. BECERERENGRZER » IRIEHIE RN AYE o It namespace-mapping 51 EfERA

L ESRa RIS TR » LSS SRR s = M EE IEFERY B rY dh 4 2o
‘sourcel:destl, source2:dest?2 o il :


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

REnERERRG R ZER
TR FER R R E R ER A R ZER o

R Z Al

R AWS T{EFEERIER ZUHAR A R A TIE R RFFENITY S3 IBR1ESE  UIR Token EEREEHARBHA
EERIRE G R ©

* ERE BRI TIERSEREN ZIHAR FERVEFAAE R » 526 "AWS API ST o
* W AWS BEIRSTRERVEFHEE - 5F 2B "AWS IAM ST o
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fEFA CR

HER
1. B B5]ER (CR) #EEILHHA trident-protect-backup-ipr-cr.yaml ©
2. EIEBIIHERP > RETHIEBME

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEEE —HSIEALHE
° spec.appArchivePath : FHEHDABH AppVault REPERE o ] LUERE T3t < RS IULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. ( Optional) MRERIAFEENEARANELERRER > HIEEREDLE - UL HHFRLCH
BERBNER

Trident Protect & BRI N ER » AASLERALENNE R MAIREE o fa0
» NREBIFEHIGEESTER » MAZEFEAHEEEEAY Pod » Bl Trident Protect 11
EiEFAERAIAY Pod o

° resourceFilter.resourceSelectionCriteria : (E7FTE) A ‘Include B ZEX "Exclude BEbR
£ resourceMatchers HEZMER o FE T EREETEZSH - UEEEMWATHFMNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIET | FEH S
EcE > efMELEEHEA OR /% > MEETE (B » B8 > IRE) AREAIZEEE A AND
=

* resourceMatchers[].group : ( Optional) EERENEIREE o

* resourceMatchers[].cher : ( Optional) EEmEMERIELE o

* resourceMatchers[].version : ( Optional) EEFEMNERRAS o

» BEFEZ EIRH Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* : (
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Optional ) %78 o

ferespR

EEFE 2 B R Kubernetes metadata.name ##{iIAHY * resourceMatchers[].names* @ (
Optional ) #n4aZEf] ©

* BJRHY Kubernetes metadata.name {iIHHY *resourceMatchers|].labelSelectors * : (
Optional ) Label ZEEXZZF & » YNARFREF "KubernetesSZF" o FiHN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFlFilter:
resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource—-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource—-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEMNEIEAIEZE % trident-protect-backup-ipr-cr.yaml ;A= CR

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFACLI

1. BEMEREREGRZER » LURIBEDHEREIEINTRHYE © backup 5| BERANBBIEBMER
LIS <namespace>/<name> ° fFIUl :

tridentctl-protect create backupinplacerestore <my restore name>
--backup <namespace/backup to restore> -n <application namespace>

RBEMEBERETENZE
NRFIRFEZERE > LA URBERERERNENEE
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FtAZ Al
FERFT A TIFRIGM

* BRUMEBEE 24 Trident Protect ©
* ROt ERE N EERERFEHEDIRREREER AppVault BIEEFEERK o

* FEfR AWS T{EREER R ZIHART FE B AT RSB BITRIZRESE o J1R Token TEEREEHARIAHS -
TEEERIREE R -

°© WNFERE BRI TIERSEREN ZIHART REIRVEFAAE R » 526 "AWS API ST ©
° YN%E AWS ERSEERIFEE » 552 R "AWS XXfF" o

FER
1. {8 Trident Protect CLI 4MiMENIRE BHYith== & £ AppVault CR ATRE :

tridentctl-protect get appvault --context <destination cluster name>

() mReEmtEs rERRERRRIBRNHZZEE -

2. R BRIt EIEIRAT A AppVault FIBEH RS !

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

HUTILE L EHET AppVault R BRER > BEHRIGES - BENEARENLE > HEBECHRER

o

° EhEEf) o

fom - fom - tomm - frmm e
ettt it o +

| CLUSTER | APP |  TYPE | NAME TIMESTAMP
| PATH |

e s fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30

08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30

08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault HIBFRERTREAENEREBAMELE
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fEFA CR
1. BT B5]ER (CR) #ERI&H%E% trident- -protect-backup-restore-cr.yaml °
2. EITEIAEEF > RETIIBMY

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRE o
° spec.appVaultRef : (_required ) EFHHAEH AppVault &5 o
° spec.appArchivePath : RBEHHD AR AppVault REREETE o ERILUER T3 6 < RS HILERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

@ gg%#iiﬁﬁﬁ BackupRestore CR » &R AP ER 2 Frififyan < RIGRED A
= °

° spec.namespaceMapping: &ER{EER KRR M EHEE BVt % 2o/ o LURIERAVE

BV my-source-namespace " # ‘my-destination-namespace °©

fgn -

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. FIELAEHEREIEAEZR 2% trident-protect-backup-restore-cr.yaml * ;A= CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. FRTYGSERERARER » BAERTHNENRRACIRIETINEN - hETRHES I BERUERS
PREVE B2 » SRR I E FE B IEFERY B pUsthan 2 22/ > #8102 sourcel:dest1 >
source2:dest2 ° 40 :



tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

HRRERE TR RN
CELUSMETER (CR) MR  EEHRRERE RN & ERIRFAIRH B2 o B

SnapshotRestore CR #RIBIZERERE SRR > Trident Protect EEFM R TR IERERRRERN > A
ZENEAREARIEARER CR - BEEREZEFENEARN » FRUFERHMIIRE > HEIL(REFHE o

FIsEZ Al

R AWS T{EFEERIER ZUHAR A R AR TIE R REFENITY S3 IBIR1ESE © UIR Token EEREEHARBHA
ERAREERRL -

* NERE BRI TIERSEREN ZIHAR FEIRVEFAE R » 526 "AWS API ST o
* W AWS BIRSTRERVEHEE - 5R 2B "AWS IAM ST o
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fEFA CR
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec appArchivePath : £ AppVault FEEFIREBRTHIEEE o el UER T8 < RS UL

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.namespaceMapping: #HEREEEN KRR ZEMEEE Bt Zer o MURIEFIE

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #EER{EXERFEFEREHEE B #FER o URIEFHNE
sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my—-cr—name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MRIECAFEFEVEARNNFELERKER » FHHIGENEDEE » UBESHHFRLAE
HERBNER

Trident Protect & ENENREEBAEIR » AL FRETERME R RITRI - Al
() - oRcRERSERRESEER - A ZERAEMEN Pod - B Trident Protect
IERARREA) Pod -

> resourceFilter.resourceSelectionCriteria : (E7#EFTEE) A "Include’ HE DL "Exclude HEER
7E resourceMatchers FEZRER o #E FIEBERRETAZSH - UEREMALGENER -

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M1 RIEITULIET P ER S



fBrcE > EffELEHA OR (RE > MBMEIXER (BHE > B8 > h7dx) AR ELEEZ AND
B o

* resourceMatchers[].group : ( Optional) EEFENEIREFAE o
* resourceMatchers[].cher : ( Optional ) BEEHEERIERESE o
* resourceMatchers[].version : ( Optional) EEREMERIRZS

EEfEE 2 BJRMY Kubernetes metadata.name il AY * resourceMatchers[].names* @ (
Optional ) %78 o

EEFEE 2 BJRAY Kubernetes metadata.name il AY * resourceMatchers[].names* @ (
Optional ) #p%AZEf] °

* BJRRY Kubernetes metadata.name H{iIH Y *resourceMatchers[].labelSelectors * : (
Optional ) Label EEEXZ3F & » WIARFREE "KubernetesSZ 4" o Ul

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FIELUEREMEIEAEZE 2% trident-protect-snapshot-restore-cr.yaml * sA=MH CR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEFCLI
1. BIRBEREZERENGRZER » MIRIEFIERNERSIESRFE
° snapshot " 5|#EARANMAEMAIRIELTE <namespace>/<name> °
° Itk namespace-mapping ' 5| #ERAUE RO R RZER - MR RIRF TR EZR EREN


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

BRIMAF A ZER " sourcel:destl, source2:dest2 ©

fgn -

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

RRIRIERERaan R ZERE
TR AR IR IR IR R E R e an R 22 o

ez Al

MR AWS T{EFEERER ZUHARFE R AR TIE R RFFEMITHY S3 IBIR1EZE  UNIR Token EEREEAARBHA
EEERIREE R -

* NERE B A TR ERER ZIHAR RV AE R » 552 R "AWS API 3ZfH" o
* W% AWS ERSEERFAE » 552 H "AWS IAM X" o
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fEFA CR
B ER
1. BT B5]ER (CR) #EREI&HE% trident-protect-snapshot-ipr-cr.yaml °
2. EERIUANEED » RE TIIBME
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PEEFREBABSHERE o S UER TSRS H AR

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Optional ) MNRIECAFREFEVEARNNELERKER » FHIGENEDEE » UBESHHFRLAE
BFERBHNER

Trident Protect & ENENREMEB A EIR » AL FRETEIRAE R RITORI - i
() - oRcRREERRESEER - A ZERAEMEN Pod - B Trident Protect
IERARRMEA Pod -

> resourceFilter.resourceSelectionCriteria : (EFEFFE) £ "Include i E1 S EY "Exclude kR
7E resourceMatchers HEZMER c M T BEREETAEZSH - UEEEMWATHFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher 44 o IR EIT tEfES R E&H S
ErcE > efELEEHE%A OR 1% > MEEE (Bl » B8 > IkEx) AMREAIZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EERENEIREE o
* resourceMatchers[].cher : ( Optional) BEFEMNERIELE o
* resourceMatchers[].version : ( Optional) EEmEMERIRZ

* BEFIE Y EIRA Kubernetes metadata.name ##{iIH#Y * resourceMatchers[].names* : (
Optional ) %78 o

+ BffEE 2 BIRH Kubernetes metadata.name i #Y * resourceMatchers[].names* © (
Optional ) #rfaZEfE] o
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* EJER Kubernetes metadata.name il HY *resourceMatchers][].labelSelectors * :  (
Optional ) Label EEEXZZF & » WNARFREF "KubernetesSXH" o FiYN
"trident.netapp.io/os=linux" . °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEMNEIEAEZE % trident-protect-snapshot-ipr-cr.yaml ;52 CR

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEACLI
ﬁl\%
1. BRBIERERESRZER » LIRIEHE NI S ISR AE o fla0

tridentctl-protect create snapshotinplacerestore <my restore name>

--snapshot <snapshot to restore> -n <application namespace>

BEIERIFERRRS
TRILUERS L IRREETTH > ESTHEERMEVERIERARE -

pg
1. AT < HREERFEIRE - LURIEHEMEA S ERPRIE :
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

853 NetApp SnapMirror # Trident Protect {8 = EFTZ

R Trident Protect > f&RILAfEA NetApp SnapMirror £ ATAIIERI P E B IHAE » iFERIA
FEAEREBER—ARERRERIS—ERERE  ER—EREXFRREZHEE
T o

BREMBHEBEEEIARE % EEERMNRE

ERRMEEBHEREN - BitH o NREAEE SRS 2 SR RERERIAN  BiER
AL TR R IR RERER » TEREFENENRERE - NFATRHREME - REERE
S RN R R RIS TE -

WNR1EEA RedHat OpenShift » 5575245132 OpenShift IRIEHap 4 =R IEMNRARIER - B

@ RG] ERIBRAY Pod fF4& OpenShift 224 RNAMRS] (SCC) FAEEMNEE#EMNZE
MH4RRE > M EEEERREBEEN A ZEEE o NEHMAE > 55 "OpenShift Z2 R BEFI
" 2B] o

TR UTERITERNBRBEFE AT > FLRE Kubernetes IRIZEE > LUBHSRE S Bt &2 =R PIRE
£ RESTORE_SKIP NAMESPACE ANNOTATIONS ° ¥l :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

MRIEERFHHIZFEN Helm REZEFKIFEAEI --create-namespace » M EHIRBHISHE T TR
name ° fERFAHNA B EZFHMA > Trident Protect EiF LR BENEI BRI R ZER > BNRRFENERS
KiRen Rz 0 QISR EEME BataaZ=RE - MRILERKFRHRRZEBFER - MEREEREI BRIt
RZER > MASHEEANEE -

L]

LUT SR RN B atan B =R - SEmREREAE N ENERNIRE - CUEEFERR BNt RZE
BIBIREE » MU RS Bt e a ERFRESER A

ERNBEREFEZA
TRAPERN BB E(FE 2RIV HI AR B rthan 2 ZERIARAS
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CEEZES i EE

fBRZEMnS-1 (R * annotation.one / #%85 : T . IBIE = FREY
i) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
BRZEB nS-2 (B annotation.one / #HE : T true | * role = ERlE
b
a9t * annotation.the/key : T FALSE |
BIRIEEZ R

TRMAERABHEBEIEE 2 R EH B R ERRE - RESRENIE > BHEER > name REHE
EHAURT S Bt e R ZEmR

CEEZRA Tz *H
BRZEMnS-2 (B * annotation.one / #4R5 : T * NAME=nS-2
Fith) updatedvalue ] - Compliance = HIPAA
* annotation.b2/key : T true J . IBE - FRER
* annotation.the/key : T FALSE | * role = BEIE
@ I&B] LA Trident Protect 527 A X B EMREMFEARREMBUHRAIEZR AR o "R BRI (E
Fi Trident Protect 52 EAZ R RARLE"

REEERFES R TAEIE
* 3E41ZE Trident Protect IRIREARRENIRRAVIER (BIEERERNAY Kubernetes B8 » UK SEREAFELHEIE
& AYREER & RER)
s BHEXTEHHZ (81F Kubernetes B RIFEMEEER)
* BREIRIRIRER BV EFRE
i“%%

1. BARREE LRFRAEEIL AppVault  FRERIEFHEEME > HIERXFRIER AppVault BFTE
R AR EERIRIR
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£/ CR &1L AppVault

a. BV BFTER (CR) #ERLth% (B trident-protect-appvault-primary-
source.yaml) °

b. 3 THI :

* * metadata.name*: ( _required ) AppVault BFTERRIHE o 5550 NMEIEZENSRE - [RAE
BRMAFTEEM CR IERZ2HILE -

* * spec.providerConfig*: ( _required ) fA7ZFHIEEMHERFE AppVault FrEEEY4RRE © 357
CRHFEREE—E M#EIN%E MEAEMKERNFMAER - 5B MOEENE > RAES
RAAFTEREM CR {ER G2 RIEL(E o Y15 AppVault CRS ELEHMHEERRIES » 552
B"AppVault BETEIR"

* * spec.providerCredentials*: ( _required _ ) EEFHFEHIEERMEFE AppVault FREZ1E
ARENEEER o

* * spec.providerCredentials.valueFromSecret*: (_required ) FTTDBEMERBKS o
" key . (_required ) EHEIEMNEIENEMEE o
B L (_RE ) 83IEBUENIEESTE o MAMNIERMNG R o

* * spec.providerCredentials.secretAccessKey*: ( _required ) FEURMHEFTAMNEIE
% o * 5478 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: (_required _) RERMEHEMNDIIANS > FIU0 NetApp ONTAP S3 » —fig
S3 » Google Cloud I Microsoft Azure ° RIBE(E :

= AWS

= Azure

= GCP

= generic-S3
ONTAP S3

= StorageGRID S3

C. RN BEIEAREZEZ 2% trident-protect-appvault-primary-source.yaml * :a5
FCR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI #3L AppVault
a. ¥ AppVault » LURIREFEN H1ESRARIE -

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. BURIRREARERN CR !
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£ CR B ZKEEAER
a. B BTER (CR) ERLdh® (AW trident-protect-app-source.yaml) ©
- RE FIBIE

* * metadata.name*: ( _required ) FERTEXBFIE RIS o 550 MOEIENLTE » AAER
RAZFRERE M CR 2R S RMILE -

* * spec.includedNamespaces*: ( _required ) —#Har%ZCEIFIERAIEE - FFAMATEBTE

A BEE 3t 5 PR AR SR M) e R R RVEEE 0 LUSTE MRS v an R =R R EERNEIR - A
R R ZER AR IS —ERD -

* YAML* &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-nhamespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. ERLERAMEIEAERZ % trident-protect-app-source.yaml *iAEMH CR

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B K RERRER
a. By RFERERED o flin

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

3. feth A LUSEM KRB FAZ RV IRER © ILIRERZ (R Bt £ FEMZTURVERE - (IRERIBILDER -
AIEESE T —EBFERREIIT » UERRRTAIIRE -



f£F CR RIFRIR
a. BIURREARENERHE

. I B:TER (CR) HERism%® (Ml trident-protect-schedule.yaml) ©
i. RETFIBME -
* * metadata.name*: ( _required ) PHZBEFTERNLHE o

* spec.AppVaultRef : (_required _) IL{EXERERKIFEERTZINA AppVault
metadata.name i ©

* spec.ApplicationRef : ( _required ) ILEXBNERKFEEARER CRH
metadata.name &1 ©

* *spec.backupRetention * : ( _required ) UEHE{(IAMIEREA > BEXERSEO °
* spec.enabled : NEREF true °

* * spec.granularity*: 7B E 4 Custom ©

* spec.recurrenceRule : L UTC RREFN{BIREFREIEIREZRFBEER o

* *spec.snapshotRetention * : A/BRES 2 ©

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i EEERINEEAEZ 2% trident-protect-schedule.yaml ;A& CR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
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M CLI B IR
a. BIURIR - USRI BRI IERPRIE - A

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

TR ESE T ETERREE FERM AppVault CR HHEIMRIRFERTZR AppVault CR > Ties &%
FEBFEIN (B0 trident-protect-appvault-primary-destination.yaml) ©

EACR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

- AERtEE R ERMERERREIL AppVault  RIEHFHEFHEETE » HIEXPRIEH" AppVault B5T

BER"UNEEIIRR ¢

a. BV BFIER (CR) #ERIdhs (HU trident-protect-appvault-secondary-
destination.yaml) °

b. FRETFIBM
* * metadata.name*: ( _required ) AppVault B5TEREN%TE s MEIEENRE » AAERRAE
FRrERE M CR IERE2HILE o

* * spec.providerConfig*: ( _required ) fE7ZFRIEEMHERTZE AppVault FrERI4REE ° F5AREH
FER3883E "bucketName FEMEMMNEFMER o A0 FEEIENE » AAESBEFIENEM
CRIEEZ2MRIEL1E - U5 AppVault CRS EIEMIHFERERIEEH] » 552" AppVault BETER" ©

* * spec.providerCredentials*: ( _required ) E#FEAISEIRMHEZE AppVault FiE 2 (EAIER:E
HNBEER o

* * spec.providerCredentials.valueFromSecret*: ( _required ) RTDHEMERBEKLE o
*key : (_required ) EfXFEZENTHNAERER
B L (LHE ) 23LRMENEESTE o WEMRERNGRZERA o

* * spec.providerCredentials.secretAccessKey*: ( _required _) TFEUREEFTANTFIEE © *
$78 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: ( _required _) RAERMEHEDIIAZR » HI40 NetApp ONTAP S3 » —fi% S3
> Google Cloud 3f Microsoft Azure ° RIAE(H :

= AWS

= Azure

= GCP

= generic-S3
= ONTAP S3
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= StorageGRID S3

C. EIEUEEMNEIEAEZRZ 2% trident-protect-appvault-secondary-destination.yaml
=== .
sAER CR :

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-hamespace

7. #37 AppMirrorRelationship CR #£22 :
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£/ CR ##1I AppMirrorRelationship
a. EIUBFTER (CR) #ERish% (B trident-protect-relationship.yaml) o

- RE FIBIE

* * metadata.name:* (WME) AppMirrorRelationship BT &R HE o

* * spec.destinationAppVaultRef*: ( _required ) ILEMBERSBHMESE FBRMERAIE
B9 AppVault 78 o

* * spec.namespaceMapping*: ( _required _) BRI EGLEMMBERTESBREAREN
CR EERMEREN a2 o

* spec.sourceAppVaultRef : (_required _) ILEXNBERFEIRIFEEAIZEINA AppVault %7FE o

* spec.sourceApplicationName : ( required ) ILENBERESEEREERAER CR BE
EHRIFEAEN S o

* spec.storageClassName : ( _required ) EIZFZEE FENRFERIMGTE o HFERNE
BEFHICRIRIEHER ONTAP #7F VM ©

* spec.recurrenceRule @ L UTC BB {EIRR B REIfRE&=FWBEER o

YAML &4

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. ERLUERMMEIEAEREZE trident-protect-relationship.yaml > s5EH CR



kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI £3Z AppMirrorRelationship
a. B EFR AppMirrorRelationship #4 > LIRIREFABUL A IESEHHIE © FI0 :

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. ( Optional ) HEETRRFHAIAREMARE :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

AHEPEEENMESE

£ Trident Protect > SAJLURERHNERARASHEBEEERMES - EEFSELERRE - LEBRME
& LEEAREN LR - MRRFRHEE LHEAREEREE > Trident Protect FEFILZEARER o

1. BHEX AppMirrorRelationship CR &% (f5I#l trident-protect-relationship.yaml) > Mif *
spec.desiredState* F{EEE % Promoted ©

2. {#77 CRHEZE o
3. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (Optional) TEAHEBEEARN _ LEIPIRIERIREDNE o
o. ( Optional ) HERTRRFHAIARREAAEE :

kubectl get amr -n my-app-namespace <relationship name> —-o=jsonpath

='{.status}' | Jjg
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ENRY RHEBEERMR

ENMES XSG EMBUERME - MITEMETFER > RIGRFEAREINASRTHHERER > MKE
AR EMITHRRERREA MR ENEEMERIEE

ISR S ERR B2 AT - I RNHEE FORERTRE -
()  rosemmrsA B ERRR N AER R EER o

1. B RIFREARILAIIRE o

2. 7R3 AppMirrorRelationship CR X4 (Il trident-protect-relationship.yaml) * ZA%#
spec.desiredState FIEE N Established ©

3. f#FZ CRIER -
4. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MNREEBMEE FRTEAFREIIZRFESHBBEARER » HREBK - EANEEREFERRE
KBBIHERR o

REEHRAT B HEZEERRE

ELREENRS AHEREERMEE - BRMEREASERCRRERARER - KESTEMBE M - TRHEBE
HAfE S Bt R BRIV S E S RE TR o

1. MIFRERYA BRI EZEE Y AppMirrorRelationship CR ° E & EXEMEAIR « IR BthEE FiE
BEREDR » A EHBR o

2. EAREARREEBHEEREN CRIERE  LERTEESME

3. RS EZEE LR AppVault CRS HE A ©

4. EEENEE LRTEDHG  REREHRME -
REERERNES M

EREERHFEE > Trident Protect B EAREABREBRIMFEF R - AREBEEREFRARRH#FER
If; ° Trident Protect &R IE2RIFRMIZT » LERHBEEEHMEARENZA - RERHEREIBRIM o

HEREERT « EEIRIFEM BB o

1. ZBIIRAEIRIR
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/3 CR EIZRAIRER
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :

i Y BIER (CR) HEEI&Hm% (Ml trident-protect-shutdownsnapshot.yaml
) o
i. ZE 5B -
* * metadata.name*: ( _required ) BHiJERMLTE o

* spec.AppVaultRef . (_required _) IL{EXBEREREERIEZINH AppVault
metadata.name &1L ©

* spec.ApplicationRef : (_required ) ILEXBFERFEEATER CR EREN
metadata.name ##1i °

YAML 34 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. ERLERAMEIEAERZ % trident-protect-shutdownsnapshot.yaml ~:5&MH CR

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI Z I RATRIRIR
a. BURIHIRIR - LURIREFMENA S IERPRIME - fIgn

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. RERSERLTE » EUSIREBHOIRAS |



kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. FATHe4 =4k * shutdownsnapshot .status.appArchivePath* BI{E > Wi iEERENEEB—ZD (Hh
8% basename ; B ERE—ERMMEZEBNFAFIER)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. QITRIEBE > HEMBEBEERIREE > WET TIIEE -

@ ERRBEREFNTE 2 > BB E 37 spec.promotedSnapshot
AppMirrorRelationship CR #§% 9 » I EERATE LMD ER 3 Pk ERLE

S WMITHHNRMEHEL TR ([MESEHED RIEREESRIEF] o
6. IEHBIRIRELE FEUBRERHE -
HR
HRREES » EIEEETIIEE :
s FRIAHKRFEATZR M Kubernetes BIREHEEVREE o
* MIBRFEAIEXAIKubernetes&E iR (REEPVCSHIPVs) -~ BNE]IEF{ZLERIEIRREFAFE AP ©
* & Pod itz % - EEERMIRE RBM S HEEIRAES
* SnapMirrorB &R - F B R E EHTFETES °
* FERTZTAY Kubernetes BRI AIIRIBER « WERRIAKRERRERBEILEEZEM Volume B o
c EREUMERABEMREIL
BERAREARIEBEERIAREE

£/ Trident Protect » &SR] LUER TIEXIER » EREBREEX 2 RIENR [AREEE] - ERITEREY 5
TERFRIBEER M » Trident Protect BTEHERER A2 A » #EAEARERXEEER LRGKFEEBRER °

IERRFRE BT A B EE B RMBIRIARS « MK TP -
* EAHIBEARRERLA
* RMEMETERRE
@ AENPTEENEMRT R > IRESRETAHEZEEFPRRABMEENER

* REERTR o

1. JITIREEMR S RHEBEERARITR o
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2. JITREBEAERERTHRPER
BB E R AR

;&;ﬂu%ﬁﬂﬂﬂﬁ%@%%ﬁ% - BEEMIBRERRENERMGE - FEEMEBILNERREL > MEZBRAE MM

SR
1. WIB& AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{5 Trident Protect 52 fE AIZT

ERILREO RIRBEREREFRNVEENHEFLRR - TEENEFER 2 EBEER
2T ©

@ EEBERARELR > SEAEARTENFAERTHHHNSHERAEN —ERHE - MREETER
‘aiTHE > AEEERFERESNIT

BINRERIEE
HEHHTIERMRTHMREREE > EIUBBCHRENGERRERIE -

BREF—(ERE

FEREARNENIF—ERE » FRURRHEDR - ARKENERIF—ERE -

1. T FIEP—IR
a. "EIrIRE" o
b. "I HEH" o
2. ZR—ERE L  VERUNZRBRERTE > FRT FHIEP—IR !
a. "EIRBEBERER" o
b. "RERERER"

BREFREE

EERERRENERIFTANEE (ITEZREER) » AEREEELEIUED » ARBEMNERIIFRNE
£ o FET BNt EE FEZREE Trident Protect ©

() mEERERREE MERRERR SnapMiror " -

1. RIRH" o
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trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html
trident-protect-use-snapmirror-replication.html

2. FHEECSEBRMERE LRELIHN ZYHEEFITEER AppVault CR o
3. FEEREE E It EHERER" > o

AR —ERFENBEES —Ef#FER
TRILGRRIBEREFRN BB EEEIER - KRR —ERFFENBEERRNRFER
BIEn (WEER CR HERRIEE)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
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trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace

£/ CR Z[RIRER
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. EIEBIIHNERP > RETHIEBMYE
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appArchivePath : 7 AppVault PREFIRBABHERE o e LUER Tt RSHULRE

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFIRRASH AppVault &5 o
° spec.namespaceMapping: ‘ERIFEMN IR L TEMBEE BRItz o URIRHPIEH

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE  MRERFEENEERNEARNFEER » FMEERREDE » UE S RCARERE
HEIR

° *resourceFilter.resourceSelectionCriteria : (Ef#EEFREE) FARY “include or exclude B S EHEFRTE
resourceMatchers FEZRNER o Fil T EREE TR - UEREMWALBRHNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o YN REIEULMEY | E S
ErcE > efMELEEHE%A OR /% > MEETE (B » B8 > k) AR ZEEE A AND
=

* resourceMatchers[].group : ( Optional) EEHERZREH
* resourceMatchers[].cher : ( Optional) EEmENERIELE o

* resourceMatchers[].version : ( Optional) B EnERERIRZ

* BEFEZ EIRH Kubernetes metadata.name ##{IHHY * resourceMatchers[].names* : (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (
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Optional ) #n%4aZEfE o

* BRI Kubernetes metadata.name #{iIFFEY *resourceMatchers|].labelSelectors * © (
Optional ) Label ZEENEFF & » WIHFTEZR "KubernetesSZ " o FIgN

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEREMBEBEAERZRZE trident-protect-snapshot-restore-cr.yaml * BEMACR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

/8 CLIZRIRE
1. BRBERERRNGRZER > LIREPHE AR S IERFE o

° snapshot " 5|BEEEAN R TZRMIRBLTE <namespace>/<name> ©
° It namespace-mapping ' 5|BERMUE R IR RZER » LIS RIRm A MY EE EREN
BRMIEE A ZER] Csourcel: destl, source2:dest2 °

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

EIE Trident Protect H{TiE&;S

HITHREBR —EBTIE - IRERELERARIINER REFEERNIT - FI0 ~ W0
RICAEBEHERAREL « B UERARTHAREFRBEZANFEERERS « LR
FRITABIEER S o ILFIHEREAREN—RBIRER o

HUTH AR
Trident Protect 324& FHIFRBIAVHITHIE » RAITRAETE

* [RERAD

* REER

* FREHEH

v

* BRE

© REEBER
HITIER
HITERREFRR - ITHMESH SRR TIIRREE

1. EERA EHR AT O SEEEN DB LT - CAIURRER U AR TEEHEN BRI
i ~ BEEEZAINITEEHINIERFBEARE N EERTE
WMRERA > BERMGRE o "RABBUFIMEERA Trident Protect SREAEZERFRAE"
HITERREFE o
RENERRREEERRIEN FRRRGE

HERN BB FRATHAMEEEENRSE LT - CAILRRERURATESHENEIREF
Eiy ~ BEFERIITEEHANIEF LA FRENEEARE ©

o &~ W Db

MRERUF—EFENZERITHEY (FIIFRLIRR) -~ AIEERESEHINANTIER - 78 - FEJREAH
HWHITIBF A TRE - HI0 - U T REAMAFRBEE RAVERRHITIER -

1. SITIRERAT M

2. REBERADERT

3. MITHRMATHA

4. JITHEO B

(D) DRESRAEERRRTTERRERRNERE o

FEXFERETRARITHEBIS B ZA « SBERETAIR o EeILU#EA kubecl exec'fi <

@ KR EMAGIESH - EENFEIRIEBETRBRITHAZE « sHAGEFEEREBED « LUE
FREM— - BeIUBEARENERNIEREHR TR « BERRBHED « ARASERRERS
IESEREIEIEZE o
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@ SNRIREBAIITIRE SR INIG > B FEHTEFR Kubernetes BR » BIELEEBEEIEREBHEHD
» R AIRERERIERET ©

R B THANER IR SR
REEARANRITH AR « FEETIIEE-

* MITIHRESLAERIESHERIITENE - SF2RITH AR U2 RBERNIESH

* Trident Protect EEIUATHITH Shell I5 BRI RE A TRBZFAERNIESH

* F5SHER/N ERZ396KB ©

* Trident Protect B HITEMIREFEMAIRT S RG> RFENPLEEDBRARIRER > BHIERIEE o
HRHITHORE SRV HT2EARTHREARENINEE « At EEZ—EREMEBTNT

@ BEIBITRARAERE o MMRELHERANBITH ARMBEGN IRBIEE « ERFEREICHE « BIMNERE

MEIRBIERELRE « HAFFHINT - ERTHOHEBNTHAPERANEEREZRRENE
5ERY °

HITIREERESR

BICHL S AREEE AR B THMEE > oG ERESR IS E TN » USRI SINAS o fhstess
REFMERS LERAERRSMGHNERRERNKRIFEER « B eRESEMRERRTRNAR (fl
flElasticsearch) ° EfiE2s Al BRI M TIHESER LRSS ERITHEAS ~ BEFR—EFER23EERE - tNRE
AB—HITH AR ZEEESS - SR REENEREFESER - SERITEMERZ I E10E/ERT
EmisEes o

TG ERTH AN SEERTSERARYEBEEXRIEHBZEDNALS - ERMER SRS « M EZA S
THITEHARRIAVIESHS  ERERNRAEEXNERARAER2 (RE2) 3B - FXIBEIAHEES A 231AE

FHIREBERHERR o UNFE Trident Protect SR HITHRBERER FARAETNVEEZEN » /F26 "HAEF2
(RE2) SEASZIR" °

@ IR o B =R EESIE ENITHE « MATERIERFEZRANT - BERTERKR
HERMAINARNGRZER - BlesEHGREREERAEE R ZER o
HITHREES

sEiEsh "NetApp Verda GitHubE 22" TEZAPIFEATEZTN (U Apache Cassandra # Elasticsearch ) BYERE
1T - U EBEHA - BENEREBEECNETRITHRE °

BIITH

ICRILUER Trident Protect BRI BEINITHN - CREHRAHAHEE - EESIMERER « 752
SRATHM ©
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fEFA CR
HER
1. BT B5]ER (CR) #EREIL&HHEA trident-protect-hook. yaml ©

2. /HETHBMLUEE Trident Protect IEIEF1 3 E4HAE -

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE

° SPEC.applicationRef : ( _required ) EHITHITIHENERIER Kubermnetes %78 o

° *spec.Stage * : (_required _) —fEF& > 5L AITHIEEENFHARPITHIPEER - AJREME
-
 BhC

° spec.ACTION : (_required _) F& > RIHITIREMRRINNITE) » AR ZIEE N EAHITRE
ERE R (AR EARTT o PIRE(E -

= Snapshot
- 1h)
- BEERE
° spec.enabled : ( Optional) FRMILHITHEEEERARER « IRFKIETE » AIFERES true

o

> spec.hookSource : ( _required ) BE base64 4wl hook 5L HEIF R o

 spec.timeout : ( Optional) —{HB(TF > EEAFRITHIANITHRE (UDHHBLD) © B\
B 1 5% > MBKRISE > FRIEA 25 D8 -

° spec.arguments : ( Optional) YAML 3|805E > o] LIAMITIHEREE -

° *spec.mmatchingCriteria : ( Optional ) EEMMNFHSIRERCEHEE » SERHAMRBNITHEE
fhigtas - SENITHIRZ NG 10 EEREESS o

° spec.matchingCriteria.type : ( Optional ) #BHITHEFEIERMF R o AJFE(E ©
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value : ( Optional ) HBHITHHEFRENFRIRAEER o

YAML &5 :



88

apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. FEELUERMEIRA CRIEZRZ%E » FEMCR

kubectl apply -f trident-protect-hook.yaml

fEFACLI
WER

1. B 3THN - BURIRE A IESRRAYE - flY0



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIHITHI

TCRIUFERITHLOETTAR - NBEHRERFZFHENN TN - CEEREHEE - EESMEHEIR
» AREF BT THNG o

FENTHNBIMEREDER

1. BUBRER » WEERIETERER > UHERBNNITUE
2. 7EfEG EBITRITHENG
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fEFA CR
HER
1. B BE5]ER (CR) #EEI&HE% trident-protect-resource-backup.yaml °

2. HETHBMLUEE Trident Protect IEIEF1 3 S 4HAE -

° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —H SIESHE
° spec.applicationRef : (_required _) ERIEREHHIEATEI Kubernetes 518 ©
° spec.appVaultRef @ ( _required ) H#EH(HDASH AppVault &7F o

° spec.appArchivePath : #ZHED AR AppVault RERERIE o R UMERA TGS KREHIE
i ZK

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. WL EFEMEIEA CRIEEZ% » 5AEM CR !

kubectl apply -f trident-protect-resource-backup.yaml

fEFACLI
HER
1. BB  UWISIRIBNE RBCIESR P AYE o §lan -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> —--app-archive-path <app archive path>

2. EARBHREE - CEIUERERALEG G > BEEFETHAALL
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tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. FERHEMAT

kubectl describe resourcebackup <my backup name>
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fEFA CR
HER
1. B B5]ER (CR) #EERI&HHA trident-protect-hook-run.yaml ©

2. HETHBMIUEE Trident Protect IRIEF1# E4HAE -

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEER —HSIEASTE

> SPEC.applicationRef : ( _required ) :BEMRILEMNSEELE 1 RELHN
ResourceBackup CR FEFTER &5 o

° spec.appVaultRef : (_required _) FRMFRLWLETESEETIR 1 PEL
ResourceBackup CR B9 apVaultRef °

° spec.appArchivePath : FE{RILEEGIEDER 1 HEEILH ResourceBackup CR HRY
appArchivePath £ ©

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.ACTION : (_required ) F& > RHITIRBAFREAIITE) > ATREIEEEAHR
TIREEEIRFEREARTT - AJREE -

= Snapshot
- 1h)
T BEERHE

° *spec.Stage * . (_required _) —fA¥ & > I5HFITHMIEESIERARFAITRIBSER o tEHME
RS EEAEAMPSEITHNY © AIRE(E !

- B
" BEX

YAML &4 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover



3. EEUUIEMMEIEA CRIERZE P FEACR

kubectl apply -f trident-protect-hook-run.yaml

fEFACLI
1. B FEHITRERITEK :

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>

-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. WEPITIHERITHORE o M UERPITIG S > BEEEETAAL :

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. 551BH exechooksrun ¥ U E B RALHAERIAIES ©

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>

iP5 8L Trident Protect

MREERSBIRARETERESR > BRI sEEE#ER Trident Protect Joff ©
EET8BR Trident Protect » :5HIT F5LER ©

SR
1. #8B% Trident Protect CR $£2€ :

helm uninstall -n trident-protect trident-protect-crds
2. #P% Trident Protect :

helm uninstall -n trident-protect trident-protect
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3. #B% Trident Protect #p54 28R -

kubectl delete ns trident-protect
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