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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PRI
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FAHREE A LUKS Volume HY1&im4E 88
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svim: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EHEENLUKSIHEZ ~ LISEFA SIS o FEfR previous-1luke-passphrase-name #
previous-luks-passphrase HESTRIHVBRAZE ISR RT o

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]



Snapshot

tridentctl -d get snapshot luks-pvcl

GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret-name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

csi.storage.k8s.io/node-expand-secret-name:

luks-${pvc.name}

csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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# L3 Kubernetes 5 AEFERE ONTAP HAHRE ©

ICRTLGEIT ~ MIFR ~ AR/ ~ RER « 18R « MEEERKEAEA NFS NERHEIRE o

ERANEEFER ONTAP IR E KRG E1T4R L Kerberos N%E
AT It E R EEASIEE ONTAP #FER IR MM E = LU Kerberos I ©

() PoBiEIE ONTAP (E7EIHH9 NFS B Kerberos INEHESZIEER ontap-nas (7FEERNTZR o

BHsGZ Al
* SAMEEERLIIER tridentctl ARER
* BRICAE ONTAP EFERIEHNEIESFEE o
* BRIEHERE ONTAP #ER IR AR ELTE o

s FBRETEERDERIF ONTAP #71F VM ~ LIZIE NFS MR ER Kerberos N%R o 352/ "7 datalIF B
Kerberos" WEVEIET ©

* SAMEELMER Kerberos MZERIES NFSv4 HAEREE B IEFERTE © 552 BIRY NetApp NFSv4 HBIARRE—ER
(%5 13H) "NetApp NFSv4 tE3R B R{EEFIER" o

G ECY ONTAP EEH/RA

BB IRAFNIE FIRAR ONTAP EHRA ~ S FERRE] « L5218 ONTAP #1F VM REGEER
Kerberos 1% ~ WA EL ik Kubernetes =5 FARY{E(R] ONTAP IR & o fSHTISaYEE 1R BIFR B S G L A%
BE R EE R R T FEGEA G EMFEVERR :

EFEEHIRE
£/ NFS ~ NFSv3 #1 NFSv4 fFEUE E & E B HRE o
FEGEHAE R
BBl LUARIE S IR @ ISR SR ~ 32 7E Kerberos INZH =ARERRAZ— :
* * Kerberos 5* - (EgsEEAfNER)
* * Kerberos 5i* - (B9 5{REMESEEENNE)
* * Kerberos 5p* - (B9 # 5 BEFARENERFEHRNE)

EREENFEERIRERE ONTAP EHRAIFRA o Fld0 ~ tNRE=EAZF A Kerberos 5i #1 Kerberos 5p &R
BLEE NFS HEE ~ SAERA THFEGRE :

p S BT EY FBREY | B ATREVE FBAR{E A& T AN
UNIX ERUA ERUA ERUA
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AR TS ~ BRRUN{AIEE I ONTAP BB RAIFE HRAIFRA

- "R TT B A"
.« “HFHEARRE R RA"

fERVAEFeXEYro
GRS Kerberos MNZRINAERY Trident ETEBIRARRE ©
RAMNEEIE

BRI TE Kerberos NI HIF R IRAHASIERF ~ RILUFEB 2835 Kerberos MNEZEM=ERRBRAZ—

spec.nfsMountOptions -

* spec.nfsMountOptions: sec=krb5 (E&:HFENNZ)
* spec.nfsMountOptions: sec=krb5i (B iAI(REMNESFEENNE)
* spec.nfsMountOptions: sec=krb5p (H4 A EERENEEEMNE)
RI5E—1E Kerberos 4k - M RIGELEFTEPIEEZ1E Kerberos INZEAR ~ AR EERFE—EEE -
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BIf#EFSER
TR AR ILI#TFAER) « UER Kerberos NNZZRACE MR & o

RAREETE
BICEIFFERNHR - ATUUER TY28 157 Kerberos INZEM ={ER[ERZASZ— mountOptions -



* mountOptions: sec=krb5 (BREEENNE)
mountOptions: sec=krb5i (B i#pIrEnVER5EEIN%Z)

* mountOptions: sec=krb5p (B3 sAEEFAREREREEIINE)

2.

$5E—1@ Kerberos B4R  IREHESBBEPIEESE Kerberos MFEAR ~ FIR GERE —EFEE - J1R
CARRFRIBERPIEENNZERACEFRFENHPEENERAR « ARFENMG S8 -

TR
1. {EALLTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2. BIREFER

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. EERIUEFER

kubectl get sc ontap—-nas-sc

TREZE AR TIREREL

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
ACE Volume

B f#FRIRNGHEFEN 2% « CREAIUEE Volume © BRAREA > 552H "ECE Volume" °
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f£F3 Azure NetApp Files MR & EE4R L Kerberos 1%

TRILEE E R E B E — Azure NetApp Files #771&1%5X Azure NetApp Files 77 2IRRYERER 2 HAVHF
& LB Kerberos % o

Rt Z Al
* FRICE7EEE M Red Hat OpenShift #£& YA Trident ©
* SAMEEE R LIER tridentctl AHER

* SAARPMERIEEPIIET « URERIEE ZEHLF Azure NetApp Files f#7F&IH#ETT Kerberos 1% "Zs
¥z Azure NetApp Files" ©

* SAMEELMER Kerberos MZERIES NFSv4 HAEREE B IEFERTE © 552 BIRY NetApp NFSv4 HBIARRE—ER
(%5 13H) "NetApp NFSv4 tE3R B R{EEFIER" o

B HEFERIR
SR I B S Kerberos MIEINEER Azure NetApp Files f#1F & IR4RRE o

RRERI(E
ELRIFFRIRERIESRIKRTE Kerberos MER ~ LRILMNNUER - UEREERENIMERISERIERZ

* BN * FFRBIRER * spec.kerberos
* (ERBGIRY * [ERERELR * spec.storage.kerberos

BEICEEREERBRERARER - SEREEERNPAIZEERIGENER o
EE—EB4R ~ ICEBRILUIEE Kerberos BN =EFRERREZ— :

* kerberos: sec=krb5 (EgzZEANNER)
* kerberos: sec=krb5i (B HAIREMNESEEENNE)
>A3

* kerberos: sec=krb5p (B2 AIBEIRERNERTEMNE)

1. ARERE L RELCTFECEFAGFRE (RERRERIERERER HNUE - €A THHFP—(EHEG
BRI EFRIRAERIESR - WRIRIRMNERIAIEN <> FrYE !
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RFRIRE RS

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

EREEE RN

krb5i,

or krbbp

13



2.

14

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

EREE E—EPRPRIBREEREII R |

tridentctl create backend -f <backend-configuration-file>

MRBIHERILKR ~ RBIHERARRE AT e < RIGHRCE: « UHETREA :



tridentctl logs

A MAEEAAREAERREEZ & ~ ERI BRI Tcreatedn < ©

B H1FEER
TSR] AR (77485 ~ LAEA Kerberos TN RBC BT E ©

TR
1. {EA LU T & HIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. @IfEELER

kubectl create -f sample-input/storage-class-

3. HETE BEEIIfETFLER

kubectl get sc -sc-nfs

TREZEEZHLUTIIMEREL :

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
AcE Volume

Bif#FRIENFHETERN 2% « LREIUELE Volume - BRFRAA

sc—nfs.yaml

A2 "ECE Volume" o
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