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Z4E Trident Protect

Trident {REZES

Ef‘ﬁ EEERICHEEIRIE - EARRENESE  [EARERNNEESTEENE - BFRIENIR
IBRRTEELEEXK » LIERE KIE(E Trident Protect ©

Trident {73 Kubernetes E£&£EA M
Trident Protect A2 ZfE5E 2505 H B EIEM Kubernetes EmiES » 84F :

* Amazon Elastic Kubernetes Service ( EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure KubernetesfRi% (#32)
* Red Hat OpenShift
» SUSE Rancher

* VMware TanzuE R4S

_ikKubernetes

* TridentfReEFHIDMESZIE Linux stEEIRL o Windows BRI AR ZIBHIDIEE o

@ * SAMEE GRS Trident Protect BYEEE BEREHITHHVRRIZHISIFIERIRY CRD - BELER
E”?’“%‘J%% ) 5 BT B o

Trident (REFFRIGHEE4
Trident Protect 3738 T (#1Z 2 HE R IR .
* Amazon FSX for NetApp ONTAP ZE &

* Cloud Volumes ONTAP

* ONTAP #7705
» Google Cloud NetApp Volumes
* Azure NetApp Files

BRERENRERRFS TIIERK :

* FEIREIEDEEM NetApp HFEE A Trident 24.02 EHARAS (E:Z(EA Trident 24.10) o
* FEIRICHER NetApp ONTAP (#1781 o
EREREREYHRFITRELURERD -

Bt ERRERARERNNEREAEN SR EENTMRERREX MR ZEM ° Trident Protect A& A KEIL
ELmATER  MREEBRTERPIEEAFENGRZER » AIEER TR -
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e
NAS & BES=EK

Trident Protect 3738 NAS KB HAIRERIEB (D BLERIEE - BRiAZIEIRER » ERF] SnapMirror 53 E NAS
GBI o (REEAFTEIEE Trident Protect FHME(E NAS LB E R FAIREBE R o

FHERMAENEER Snapshot BEIVHIREAER - HINELRARER » GFEETT ONTAP f#
FRELHIT TGS - MIREIRRE &

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

TR AT E(E NAS EERERERNIT Fa< » LUISEEBRYHERE UUID BXR » 2RREXA Snapshot Bk

<volume-UUID> .

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ R Trident BIRARRSEEIEEEE A » 4 true  FTAVMAIRETERR BRFEIRER B &%
‘snapshotDir o IREMHIEEAZFE o

{EH KubeVirt VM {FE£ &K

Trident Protect fZEERHMREEX AR A KubeVirt EHIESHRHER AR REFBRINGE » LUIBFRER—M o
R AR R A IR ENBL B /5 5 0 F85% 1T A 7E Trident Protect KR4S 2 A FAARE » BHAIARZAZE® Helm chart &
R T B{EAVERE o

@ ISR EHART > 1E1a "VirtualMachineSnapshots' 2 #1423 (VM) FREIZMBER A ERER o
Trident Protect 25.10 K EHKRZs

Trident Protect T B MR E/EX AR B B8R FARE KubeVirt EZ R4 » LIFBFR—NE o #Trident Protect
25.10 B4 > A LUMERU T AEEEIEITS © vm. freeze Helm Chart Z2E8E812h IR 8 o LR &FES
ERA -

helm install ... —--set vm.freeze=false ...



Trident{R: 24.10.1 = 25.06

¢ Trident Protect 24.10.1 Bi%4 » Trident Protect 27T B EHREEXEIR] - BENFEFMBUHEL KubeVirt
HERAMGR o o UFERA TGS ERLILEE TS -

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 #ATE B RMRE(EX£HAR » BEIFE(R KubeVirt VM FERRAHIARE—E - INREHBE
R Trident Protect 24.10 2K{R5& KubeVirt VM Bl » Bl BEBERMREEEZ A > FEIRBER RSN
/$HEI /m/ﬁlﬁnn FJI:. ° llﬂltt__[ﬁﬁﬁ*a?k% ﬁ]fﬁ/\\ ::KZE’J;I*E‘E ©°

f&BI LA Trident Protect 24.10 SRE AT BERMREFXEIIBEIE VM ERRFBVRENBURRAS 5% E EHE
B> RBHFERATIHS

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirror 5=
NetApp SnapMirror #852 rJ £ Trident Protect 12ACEA » BRI T3 ONTAP RS -

* IEPEBRE NetApp FAS > AFF F1 ASA #=&E
* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* Amazon FSX for NetApp ONTAP ZE &

SnapMirror 185 ONTAP #EES
HNERATITEER SnapMirror 5 » 5FE{E ONTAP £EFAS THEK !

* NetApp Trident : NetApp Trident AZBIFFEFMER ONTAP EAZIHRIAKIR Kubernetes S5 B1Z
Kubernetes 2255 t o Trident Protect {8 5 EeENT2 NPT 2 IRAVFETFEER! > LA NetApp SnapMirror $21iiz 1%
BgE

° ontap-nas . NFS

° ontap-san . iSCSI

ontap-san . EIKIELLER

ontap-san : NVMe/TCP (ZEXR&{E ONTAP R 9.15.1)

c IR ¢ L (FRERREEMNB ONTAP SnapMirror FERE)S 1A BRI RF7E 2R B #Yth ONTAP =& HEX
B o WNEEEFARE N ~ 55280 "SnapMirrorfZ I LONTAP" o

o
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% ONTAP 9.10.1 BYA ~ FRAIZIEERE LU NetApp IZIEHEZ (NLF) MR « ER2— A BB S EEE
FIB—1E5E - INFRFMAE « 5526 "ONTAP One FEFRE" -

@ {£3742 SnapMirror JEEIF1R:E o

SnapMirror EEHNHEE S
MREAEEAREFRIRHEE  FRFAENIRIETE TIIEX !

+ A SVM® A ONTAP W RIESIERIETHEMRIZ o MMM « HSM "HEESMES
B o

()  m®EmiE ONTAP #5E2 RIMRRAR BRI SVM 2IBRIE— -

* NetApp Trident £2 SVM : $%Figix SVM A/ER B 1ZE 5 E8Y NetApp Trident £/ ©
* *SEERLE L MEELE Trident Protect HHTIE KR EIE ONTAP #7FE > A RERIIERRE% o
EB1? SnapMirror #8521 Trident / ONTAP #H5&

Trident Protect 2XRIEE D E —EfEF RN » USERRFREMBIBRENER - IRFREENBHE
£18E - BBt ERREARERTRIRRERAEANRFFERR « LWESREMERES

SnapMirrortg 34/ Kubernetes 5 EX
HERIGHY Kubernetes 2 EREMUTEX !

* AppVault AJ7ZEUE | KIFREN BREEHLAEAEREFIER > 7 8% AppVault EIFIR ABREI
I ES

* ERRIEAR | RREMAAEARA « FEEFRERA IP RFFFIR 0 UBIREE WAN B8 AppVault Z FEYERR ©

@ S RRIRIEE WAN EiRHEHEMSRIPAAGRES - R EERZA » 55 ERTRVERR M E X

LR R E Trident Protect

NRICAIRIERTE Trident Protect BYEK » ] LUKER T3 ZERERE _EZEE Trident
Protect ° BRI NetApp BXf8 Trident Protect > SRR E CMFAE B L - TIRIEHN
BEHEEFEERER > RIEERTESREEN -
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2t Trident Protect from NetApp
1. #i8Trident Helm{#7ZE :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {EF Helm &% Trident Protect ° W{ZBEERTBEUL <name-of-cluster> » ZAWBFIERAGESE » A
AR EEMEHO AR -

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect

3. (ER) AERMEEHNRE (ZEANSENR) - FEM

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect

a$E BSsCEr A B NetApps2 R A B HFFIRE » MEFEE B SRAERAE -

RFAB B4 Trident Protect

R Kubernetes s AR » AT UEFAB AR EIREEE Trident Protect o TEiSLE&E6IF » 57
g AR AIRIEPRER

TR
1. BRIRAAREHN AR ER - BT » ARREFHEERIEHNFAAESR

docker.io/netapp/controller:25.10.0
docker.io/netapp/restic:25.10.0
docker.io/netapp/kopia:25.10.0
docker.io/netapp/kopiablockrestore:25.10.0
docker.io/netapp/trident-autosupport:25.10.0
docker.io/netapp/exechook:25.10.0
docker.io/netapp/resourcebackup:25.10.0
docker.io/netapp/resourcerestore:25.10.0
docker.io/netapp/resourcedelete:25.10.0
docker.io/netapp/trident-protect-utils:v1.0.0

fgn -



docker pull docker.io/netapp/controller:25.10.0

docker tag docker.io/netapp/controller:25.10.0 <private-registry-
url>/controller:25.10.0

docker push <private-registry-url>/controller:25.10.0

EH{F Helm Chart » B REEE A AFEAERRAVER £ T & Helm Chart © helm pull
trident-protect --version 100.2510.0 --repo

@ https://netapp.github.io/trident-protect-helm-chart " ABIERLE
‘trident-protect-100.2510.0.tgz iHERERIEHBARIRIZEIEITEE heln
install trident-protect ./trident-protect-100.2510.0.tgz MAEE
EE—PERFRHESIA -

2. ¥37 Trident Protect A4t 2SR -
kubectl create ns trident-protect
3. BEATHE -

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. BIARMABREERAIN S

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. i Trident Helm 7 :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. B HAMIIER protectValues. yaml ° sAfEEEPE S % Trident Protect 5% :
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imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

& imageRegistry M imagePullsecrets EEEHEARIBAEGEE » GFF
‘resourcebackup M “resourcerestore o MIREHRFIRGHXTFFMRFAIFE

@ EEERRE (1@ i example.com:443/my- repo) ) AEEREAPE SRR
18 o ERHERFAEBIGEREILEIREN © <private-registry-url>/<image-

name>:<tag> °

7. {£/A Helm %24 Trident Protect o UBELBAN <name of cluster>’ EZHABRIERGESE » B
TR R B EE R (D AN IRER

helm install trident-protect netapp-trident-protect/trident-protect
-—set clusterName=<name of cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (ER) HERMEIEARE: (BEANKEHR) - FER !

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version

100.2510.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

R85 HE5EC BB BT NetApp2 iR A EHFIFHIE - MEREEASSFRNERREE °

@ ARAE M Helm Chart 52 €518 > B3EAutoSupportsa EFMap2 ZERIEE » 552 "H57 Trident
Protect 24" o

Z4E Trident Protect CLI 9 MEZER

& e] LAER Trident Protect a5 2 55MMETL ( Trident 2BFENAYIESR tridentctl) K
I H:TER (CRS) » 8 Trident E&f o

4t Trident Protect CLI M2

EEAGLYARERZA] » B BLBERETERAREFINEENEES E o RBENESERANZE x64 I ARM
CPU » :FBIETYIPER o



TEERAR Linux AMD64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-amdé64

T&ERAR Linux ARM64 CPU BYYMIFER
TER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-armé64

TEZEAR Mac AMD64 CPU HISMIFE(
SER
1. F& Trident Protect CLI M2 -

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-amdé64

T# Mac ARM64 CPU y9MEFZ0
HER
1. F# Trident Protect CLI M2 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-armé64
1. BURSMIMER T E BRI THERR -

chmod +x tridentctl-protect

2. BIMIEX TEAERNERCEHPERNAE o fIf1 > /usr/bin H® /usr/local/bin (FAIFEER
EIEFE Privileges )

cp ./tridentctl-protect /usr/local/bin/



3. fTth A LUSZRS MR MR N T BHRPNEEMNE - TEERRT - BRCHERFAMUER PATH &
I —at 7D

cp ./tridentctl-protect ~/bin/

@ RFIMIERE R E] PATH BEPHEREGE > FI:BE8MAR tridentctl protect  {EEfIL
BEFEAMMER tridentctl-protect e

154 Trident CLI MEMER B8
o] LU B A 2RV IMEMETUERBATHAE » BSIMEMENTHAERVEEARERAR :
TR

1. {EHRBEERRERIERE :

tridentctl-protect help

ExFen< BE5e

Z 4t Trident Protect CLI JMIMEX 2% » (EAIUUB AR LS SR BHHTRINGE
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EF Bash Shell B9 BEh5ERINAE
B ER
1. BT ST
tridentctl-protect completion bash > tridentctl-completion.bash

2. ZFXEEHPRIMBHRUESIESN

mkdir -p ~/.bash/completions

3. B TEHMIESHELE ~/.bash/completions' B ## :

mv tridentctl-completion.bash ~/.bash/completions/

4. BTHITHIEZE "~/ bashrc EB#EHAIFEZEE :

source ~/.bash/completions/tridentctl-completion.bash

ESF3 Z Shell BYEEH5TAIINAE
HER
1. BT ST
tridentctl-protect completion zsh > tridentctl-completion.zsh

2. EEEBPRIUMBHRUESIESHE

mkdir -p ~/.zsh/completions

3. BT HMIESHEEE "~/.zsh/completions’ B ## :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. FTFITHIGE "~/.zprofile' E BERPHIIEEE -

source ~/.zsh/completions/tridentctl-completion.zsh



3
TREA Shell B » AL a2 BESTRINAEE tridentctl-Protect SMEMETLIBECFER ©

H:T Trident Protect Z24E

RBILLBE] Trident Protect BYTEER4ERE » UK S IRIBEAMSEERK o

’

}5%E Trident Protect 23 &5 PR

4t Trident Protect 218 » (SR LUEFA4BBERETRISERE Trident Protect B2V EJRIRS] o 22 E B RIR S Bl BTz
| Trident Protect f’ﬁ%iﬁﬁ%d\%ﬁﬁﬁ

1. B ABPINER resourcelimits. yaml °

2. IRBIEHIRIE R » EAEZETIE A Trident Protect B 23R RPRESEIE o
M T EEBARREIERE R A ARRE » B SEEERIEHIATERE :

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi

nmn

ephemeralStorage:
resticVolumeBackup:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""

requests:

mwn

cpu:
mw

memory:

mn

ephemeralStorage:
resticVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mwn

cpu:



nmn

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

mn

memory:
ephemeralStorage: ""

3. EFEETHE resourcelimits. yaml :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f resourcelimits.yaml --reuse-values

BE]ZEMEATRE!

Z4E Trident Protect 2% > &R LUEFA4ARREREZRIEEK Trident Protect Z23H9 OpenShift 22 M RAMES] (SCC
) o BLEPRHIEE T Red Hat OpenShift #&H Pod IR 2 MR o

B
1. B ARER sccconfig.yaml °

2. % SCC EEMEEIEE » WIRBIRIEFRIENSH -

M EEfIRET SCC ERSHMNTARE :

scc:
create: true
name: trident-protect-job
priority: 1

TR SCC BEIENZH :

12



W
st

i
Sy

2y
BEIER

SllE
RAEEBIUEISCCERE R
BERES true B Helm TE
2R openshift IRIERF >
FAEEIT scc BR
‘scc.create ° YIRKE
OpenShift E1(F > HUNRRA
false » Bl “scc.create’ ANEEEIL
{E{a] SCC &R °

FEXESCCHI%TE o

7% SCC WIBSIBF o BSIEF
fEESHY SCC BTEERIE Al
TaTe o

3. EFEEDHE scceconfig.yaml -

=

[

Trident {RsET{E
1

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

EERTAREINABEREPIEENE scceconfig.yaml ©

R EHMTrident{R:& Helm Chart %7€

@A) X BETAutoSupportsR E #8544 ZE BB LUm B EAVS E B K » TRt 7RI ANERES#

W

4
BEZENE

BE%E A Le

BEZEERA

MRiE BB ap 2 ZE IR

restoreSkipNamespacelLabels

a5
T

mikE

mikE

=7 EH

#NetApp AutoSupportE4FEC & 1
12 URL ° fERIEIhEEE B IEMRAR
ARG L3 - fIF -

http://my.proxy.url °

3% E A BkiBAutoSupportCIBE AR
BY TLS E8:% true o EANRAZEZ2
BICIRELR o (FERR: false)

Ry A&E A Tridentf®
FEAutoSupportif# €1 _E1F - ERTE
% false sTE|NEH LEEREFH
» BIRDARIUAFEIEEZIRE © (
FE&%: true)
HERBHONEREEFHRRNG
2 RAESR D IRRE o 5T
CIRIEEE G B L 2R o
HEREHNEREEPHRRN G
LEMIRBAERDIRIBE o 05T
CIRIEE BB 2R o
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http://my.proxy.url

CRIUER YAML REE T A < 5 IR R E S LA ¢

\0

R YAML X1
TR
1. B ERETd % values. yaml ©°

2. EEEUNXMHEF > INETAERTAREREE

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. IE7E% ‘values.yaml BB IEREERIN M > FERRERE :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

£ CLI 1Z5%
HER
1. FRUTHE —-set i RIEEE—H :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set restoreSkipNamespaceAnnotations="annotationl,annotation2"™ \
--set restoreSkipNamespacelabels="labell, label2" \
—-—reuse-values

1% Trident {R:% Pod [RH|E 5 E &N,

&R LUE B Kubernetes nodeSelector BIELEEIZER ] > R IFZENEZEACIZEFIHILEERZERT S 1T Trident Protect

;?d AR - 1BIEFEER > Trident Protect fZFRF 1T Linux BIEREY o IEA]MIRIBEECOMEXR » £#—P HiTE LR
| o

P
1. B ABNER nodeSelectorConfig.yaml ©

2. #& nodeSelector FEIRFTIE EHEZE > WAEKUER LG S B ERLRE - LURBIRIEHRANLARS o F4n >
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TIIERESTEREERGIRG > Bt EREMERAENRE

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. EREZETHE nodeSelectorConfig. yaml :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

EERTERREHIRAAEEERZRPISERRS nodeselectorConfig. yaml ©
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