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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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1. %Eﬁﬂﬁﬁ#‘ﬁ?&%ﬁ%ﬂ@ﬁ% o %R ~ 5Ai¥Common Name (CN) (—fg®&#E (CN) ) RESBONTAP Bzt S

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"



2. BISERICAREITIZONTAP ER(EEE - ErIscEHHEAFEERERIE - MRKREREENCA ~ BB

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#EE FZERFRIRRENER (PR1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FEZRONTAP & Tcerty BRsB75 ERIZIRINAE o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEENRTAIFERE - LLONTAP Management LIF IPFISVME&FBENX<SfManagement LIF>F1<vserver
name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {EFBaseb44RiE /&S - £IRMSEMNICARS ©

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
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Hg 7R -
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +
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MDebugTraceF| REEHHERFEFEAREIEER o Gld0 ~  {"api" : null
ags. false * "method" . true}

B E T ETE 1T FR R MR AL TR S AR CSREED ~ T8
SEIEH o

{useREST) fEFHIONTAP Isrest APIFNTE M B E o FMTTEE R

useREST LUEMTEE M iRt - BB AN AIRIR
1B MIEARERFETIEEE - BREAF true

« Astra Tridenti§EEFAONTAP 32 1EAPI B8 IE1TIE
o LEINAEFEEONTAP R EHRRASHIRRZS o LtE
SNONTAP ~ FREFRBIE A B B ZERESITFEY ontap
FERRER : E2TALEER vsadmin M cluster-
admin Bt :

useREST A& iEMetroCluster {FBEZIE o

UseREST 22 4E NVMe / TCP &R

sanType FARERE iscsi @AM iISCSI 8 nvme #AMR NVMe  iscsi M1RZEH
/| TCP o

RN E IR iR E R IR RS ETR
ERT LUE F RAOIE E BTSR I I F AR RAC B defaults AREERR - MBEH « S TR -
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W

#

"paceAllocate (

cE)
(frEE)
MRER R B!
F'qosPolicy

{adaptiveQosP
olicy)

MRERREE,

[PlitOnClone
mz

Bike R
LUNBYZER 2B "E

TREFEER ; M) (Bf) 3 Volumes (M) "&"
E({FEFHRISnapshot/RE

B RAAFT IR AR E I QoS IR AE AR o EIETEREE "
£ & /BRI E P —{EqosPolicygiadaptiveQosPolicy ©
f&hcAstra TridentfEFAQoSRAIEF4HFEEONTAP {5
BT ARIRR A o FPIRZEEAIFHAIIQoS/RAIE
A~ EHEFRRABEEASENERESEMAMEE - £
HIQoSRAIEH A aHIPR A TIEE &AL RIESE FIR o

BiRIMAAFTE I I E R QoS R RIBHA - Eigs "
EfEFE&E/ &R EP—{EqosPolicy
g{adaptiveQosPolicy

REBAAIRIBRAVMIEE B 2L 01 W8 snapshotPolicy
& ME D[RR D
BAEARR - RERBEADEIRA "R

TERRERE & B FNetApp Volume Encryption (NVE) "&"
; TERR A TRy o WBIERE FIBEMEIANVE ~ A5
fEAALLIETE - MNREEIREXFANAE « BlAstra Tridents?

AL BRI R A EEUEANAE © IEFMAEN -~ F2

B . "Astra Tridentdl{a/EANVEFINAEFSBCE(E" ©

luksEncrypti EUHLUKSHIIZE o s52R EALnuxii— i85 E
on (LUKS) "o
NVMe / TCP F3z#& LUKS fi%; o
CEREZTD) HHEENZ 2% unix
M BEER DERAUER M#)] MMEPRIRER ] BN ONTAP 9.5 2
BIAY SVM-DR 4B8E
Volume & REC & £

TR EEERENEM

12


https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html
https://docs.netapp.com/zh-tw/trident/trident-reco/security-luks.html

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

HiER TONTAP-san) BEBIFEREIIAFMIEMIRE « Astra Trident&7EFlexVol theSz #ELUNH
EEENIERT « BEARNIEEN10%HEE - LUNWEE AN EEREREPVCRERATA

() 15248 o Astra Trident(EFlexVol E{EIBTZTHEN10%MERE (B/RONTAP B LA
R o ERETELIESMERN A AR © IEFha05LELUNR A K - IR AR 2R
ERDFIA o EREAINONTAP-sanfEEAL o

HiER NRBREBE) B98I - Astra Trident& st ERFRE A/ ~ TR -

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.12%85M0%HIAstra Tridentfil AFlexVol EltheSZIELUNRAE B RIAIINEE o 1t MRBEB&E] = 5% ~ MPVc
E3R= 5GiB -~ MR E4EK/\A5.79GiB ~ aJFAA/VA5.5GiB ° lvolume show (Volume show) &< FERETRIEL
LUTEEHIRIEER

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB 0%
3 entries were displayed.

BAl - REREA/N ~ AR ERRIRAR Volume
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RIRAEREEEA

TIHHIETERERE  BARDSBREERE - ERERRRREENSGE -

@ WNRIT1E NetApp ONTAP _LHBHEC Astra Trident £/ Amazon FSX ~ 2

8 ~ M3E IP fidt o

ONTAP SAN £54

EeFAMNEARLERE ontap-san BBENFET ©

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SAN #7534 zx &1 15

14

version: 1

storageDriverName: ontap-san-economy

managementLIF: 10.0.0.1
svm: svm _iscsi eco
username: vsadmin

password: <password>

TER
AN

e DNS £



MetroCluster 5

TR URE R « BRATIMATIEIEFEEMBIRER "SYM EREER"

EEEBETIAMYIA « FAFERSE SVM managementLIF W dataLIF # svm 2 o FIi0

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

TFUEEALEREEE B clientCertificate » clientPrivateKey # “trustedCACertificate (
i~ MREREERCA) BIEA backend. json WD RIESHE P im/&:E « W BEIBRIEECARENE
ROAURIBIE o

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_ iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
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& CHAP #if)

Egﬁﬁ%ﬁﬁﬁ@ﬁfﬁﬁﬁuﬁ useCHAP EQE% true ©°
ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&% CHAP &34

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe / TCP &5

R PAZETE ONTAP i _EERE NVMe B9 SVM © E2EAT NVMe / TCP FIEZASBIRARRE o

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

EREERNRIRED

FELRITERIERELP - FHEMBRENRTEISENTERE * I spaceReserve #& ~
spaceAllocation & ~ #0 encryption I8 o BB RMEEREFERTEEN ©

Astra Trident €7 TER) BAPRTEERELEIZE o 557EFlexVol Thel@f2HFIRHER o Astra TridentZ T &R
BLER « BERES RN LA ERENEIREEEE - AT HEER « BEEEESUMHHESEERERAITE
BIZH - MIRIZBRBHIEE DA o

EELLEEfT - BLEFEFNERITRER spaceReserve » spaceAllocation #l “encryption B~ MHE
L RNEBERTERE
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe / TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

1% im ¥ fE = StorageClass

%! StorageClass E &AM [[EEENVEIREF] o A parameters.selector I ~ &E
StorageClass #3210 HILE EHFEE o] i IR E o MR ER EEFMENERERAPERRERR °

* o protection-gold StorageClass BHEEFTHFE —EEREE ontap-san Bl | EEE—IRMEEK
FRENEE °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* o protection-not-gold StorageClass @ EEHNE _EMNFE =EEHREE ontap-san Bif . EE
W—iRE SR IMRERRNER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* ©° app-mysqgldb StorageClass EHEEFHE =EEHER ontap-san-economy &l | EEE—%
mysqldb BRI EARRNIRMHFHERNER -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClass E¥EEHRME _EEHERE ontap-san
Bim | SR —IRHIRARRERN 20000 EE AREHNEIRM ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: protection-silver-creditpoints-20k

provisioner: csi.trident.netapp.io
parameters:

selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClass BHEEFHFE =EEREE ontap-san IR IHF S EEHRE
& ontap-san-economy & : S —¥#E 5000 BEEHAMHBNERFE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClass E¥EZE testaPP FHEHRERE ontap-san FEEIFZNIBHD
sanType: nvme ° iEeM—MEEARFEIEE testipp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Astra Tridenti R EEEMEEHRERE « UEFRNSEHEEX -
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