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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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1. %E%ﬁﬁ%?ﬁ%ﬁ%ﬂﬁﬁ% o %R  5AigCommon Name (CN) (—fg®#E (CN) ) RESBONTAP Bzt H

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"



2. BISERICAREITIZONTAP ER(EEE - ErIscEHHEAFEERERIE - MRKREREENCA ~ BB

security certificate install -type server -cert-name <trusted-ca-cert-

name> -vserver <vserver—-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> —-serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#EE FZERFRIRRENER (PR1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

@ MATUEER 218 > ONTAP ERTEIARGE o M EPER 1 FELER "k8senv.pem IEEAR > A
BHA END MUSER RS ©

4. FESDONTAP X% lcert) Bs875 ARIZIRINGE ©

security login create -user-or-group-name admin -application ontapi
—-authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. fEREEMETAIEERSE - LLONTAP Management LIF IPFISVM&FBEX X <SfManagement LIF>F1<vserver
name> ©

curl -X POST -Lk https://<ONTAP-Management-—
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. {EFiBase644RIE/R:E « IMAEENCARSE o

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1
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1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ fuseCHAP | 2HEHMEE « REERE—RK  BRERSR - iFHRKRBtrueZ % ~ ERLEEAR
H R o

FR T "useCHAP=true" 249k ~ "chaplnitiator Secret (chaplnitiatort%%%) - "chaptarketatorSecret
(chaptarketusername") - "chaptarketusername" (chaptargetuseamuse") #1"chapusername" (chamusfti®

BB % ~ AIEIT Mridentct! update) FREATEHEER o

T1ERIZ
HEEIEEEEERT useCHAP' A true ~ 57 Trident 112 & % L8 E CHAP © E6ET51ER .
* ESVM_EEZECHAP .

° WIR SVM WFEREER L2 IERB AR (AR rﬂﬁJ ) * B HREFRATANRFER LUN ~ 8
Trident R FERZEHEERRS cuap ~ WHEERTE CHAP BEh2M B R EAE RBARE -

° 18R SVM 85 LUN - Trident i A~E7E SVM LB CHAP o ErBERAIRH% SVM EBEFER
LUN BY7£EY o

* RECHAPRENESR B RERE LBININE | BEERLAERIGERTIEE WLFR) o

By BimzE ~ Trident @I HEMN tridentbackend CRD ~ if§ CHAP &2 F1{ERERIBHES
Kubernetes % o Trident 7EILBIFIRIIAIPRAE PV EiZ @ CHAP BRI o

ERILURE N BRI

&BILAE#T Mbackend JsonJ ERPHICHAPZH ~ UEHCHAP:REE - EREFHCHAPHEE ~ A
F3 Ttridentctl update] #r< 3R R BRSLEEATE o

@ FHBIREY CHAP H2REs « SB[ tridentct RE 1R © s577{E A ONTAP CLI 8f ONTAP
RIREIEEEMHEEERE LAREE - A% Trident i EAESELEEE o



cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

RAEEGIEREIRE ; (1R Trident 7£ SVM EF#ENE « RIS LEEEFEBERFER AR o SNVEGRER
EHHERER - MRARNERSERERS(ERT - PEEPVEVERIENER - REEAEMLITRER

am

SANAHRSZEIREIZEFIONTAP

BEARUNMAITE Trident ZEEhE 7 KA ONTAP SAN EBENTET o ANENIR B IRAAREEEHI K
BB IREIFEE StorageClasses MIsFAAE K o

"ASA 2 2 EEHMONTAPZR 4 (ASA ~ AFFFIFAS) ERFEEFEERNEELEMAR - Bt EF LR
BUEFR » ANEETEChpRIt o "SE4R T AR ASA 12 AR EBLE M ONTAP R4 2 BRI ERE" o

@ 2 A ‘ontap-san’'ASA r2 24z IREEETZTN (3% iISCSI » NVMe/TCP 1 FC 7€) °

ETridentBIHREF » EEIETEHRFAEASAr2 o ZITEEIE "ontap-san 1% “storageDriverName Tridentd]
BEEEAIASA r2 LEMONTAPR 4R c MNFRATL » RERIHRESHNBEARASAR R4 °
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2. $11T 58S 1E Active Directory 174 SVM T ERSHIRS -
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HiMERREEREIIMFABEMIEE ontap-san ~ Trident 73 FlexVol ZBSMEAN 10% A
@ = UBH LUN REEE o LUNIYERE A/NEEREZEEPVCHRERBA/NTEHERE o Trident 4%

10% #IEE FlexVol (£ ONTAP HEETRATAA)) o FREERETUBEMERNTRER

£ o ILEE A IELUNRAM:E « BRIEFTBETRBE R 2F A c ERBEANONTAP-sanfSE R o

HINEEBEIR snapshotReserve » Trident U T AR EEHIAN ©

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 @TridentAE41 LUN 7TERIMEESMNAIIEIFlexVol BY10% o ¥452 snapshotReserve =5% » PVC 55K =5
GiB > BI4EREIR& A/ A 5.79 GiB » AJAA/N\A 5.5 GiB ° “volume show &5 % FEEE T E2 S5 5 S 1LIAY 45

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Bal ~ RERBEXN « FEERHEARREAER Volume °
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RIKAAREE A
THRABTESALE  MANISRERARE - EREBRIFRMBHNSE o

@ WNRITIE NetApp ONTAP LIBEL Trident £ Amazon FSX > NetApp EZEIEE £ s
DNS %#8 > M3E IP fidlk o

ONTAP SAN £54

EeFAMNEARLERE ontap-san BBENFET ©

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 5|

TRAILRER N « BRETRMIBBFIENRRIRESR "SYM EREER"

AEEBGANTNR > FERLEE sy 2HRIEE SVM “managementLIF ° g0 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

i
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version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

ReE B ERsE SR

TEUEEAABREEHIP clientCertificate v clientPrivateKey M “trustedCACertificate (
=R~ REAEERCA) BIEA backend. json A RIBISAP AR « AEBERAEECARENE
ROAMRISIE ©

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz
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& CHAP #if)

E't:bﬁﬁ%@ﬁﬁ@ﬁ@ﬁﬁuﬁ useCHAP ?&Eﬁ true ©°

ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&5% CHAP &34l

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

19



NVMe / TCP &5

CAZETE ONTAP &im _E5RE NVMe BY SVM

version: 1

NVMeBackend
storageDriverName: ontap-san
10.0.0.1

backendName:

managementLIF:
Svm: Svm_nvme
username: vsadmin

password: password
sanType: nvme

useREST: true

SCSlover FC (FCP) &if3l

RAJB7E ONTAP BimsREHRAE FC B SVM ¢ ER FC IWEA&IRA

version: 1
backendName: fcp-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1
svm: svm_fc
username: vsadmin

password: password
sanType: fcp

useREST: true

20

o IZEEEAR NVMe / TCP BIE A& IH4H

e
BE o
non

1
BE o
mnen



version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions ONTAP - SAN 4575 R EREN T2 T &5 151

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

EREENRIRED

EELERIGEREREHNTP - FHEMAREMNRTHENTERE ~ U spaceReserve # ~
spaceAllocation fR ~ # encryption & c ERERNEERFEERPERN °

Trident €7F ER) HAIFREEREEIZEE o 7T FlexVol volume Trident FRRENSERERERER LB
EHENIERIEERNHFEERGRE - AT HEER - #EEEETUHESEERERAERZEE - TRIZER
AR & D4 o
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EELEEFIF - BLEAEFNEBEITRER spaceReserve © spaceAllocation M ‘encryption {8 M
e th S ESTERI(E o
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"



ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"



zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

NVMe / TCP &5

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

1% im ¥ fE = StorageClass

%! StorageClass E &AM [[EEENVEIREF] o A parameters.selector I ~ &E
StorageClass #3210 HILE EHFEE o] i IR E o MR ER EEFMENERERAPERRERR °

* o protection-gold StorageClass BHEEFTHFE —EEREE ontap-san Bl | EEE—IRMEEK
FRENEE °
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apiVersion: storage.k8s.io/vl
kind:

StorageClass
metadata:

name:

protection-gold
provisioner:

csi.trident.netapp.io
parameters:
selector:

"protection=gold"
fsType:

"ext4"

* o protection-not-gold StorageClass BHEEHFIIE _EMNFE=EEREE ontap-san Ein
ME—iREERUIMRERBRNER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name:

protection-not-gold
provisioner:

csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* ©° app-mysqgldb StorageClass EHEEFHIFE =EEHRER ontap-san-economy &if
mysqldb R FE R IRHETHAERHNER o

I B

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name: app-mysqgldb

provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType:

"extd"

.

f#if © 3

* o protection-silver-creditpoints-20k StorageClass E¥EEHRME _EEHERE ontap-san
EEM—IRHIRAR(REF 20000 1E1S FAEEBIE Rt o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* ° creditpoints-5k StorageClass EHEZEPHE=BEHRER ontap-san PRI IR FEIEERE
& ontap-san-economy &% | EEE—#A 5000 EEHMHANEERSFE -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClass E¥EE testArP HMEHRERE ontap-san SRENTENIBED
sanType: nvme ° iEeM—MEEARFEIEE testipp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident EREZENMEERER « WRFATSHEEK -
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