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{EFTrident Protect AppVault {4 2R E IR FHTEN o

Trident Protect FY{EFE B &8 (CR) #8745 AppVault °© AppVault ¥4 2 #FRAVEE M
Kubernetes T{E/RIZZRT © AppVault CR B ZEEFRERE(EE (FIWfEH ~ RE ~ BR
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f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEFACLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 AT IAM R

EC{EEE S3 MANEEZTM (H1%0 Amazon S3 ~ #8H S3) Kf > "StorageGRID S3" » 3#F "ONTAP S3"{&#
FATrident Protect B » (R ERRIRHNERAE REAEFIHERNSLERER - LT 2B FEHTrident
Protect #1TZEXFA BN REERIBEREH o MEILFILRIREREEE S3 HAHERRENERE -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

A Amazon S3 FRIEMEZE R » 552/ "Amazon S3 XIE" °


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
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FA5? Amazon S3 (AWS) E&:ERY EKS Pod Identity

Trident Protect 3x4& Kopia BKI#SEN23IR1ERY EKS Pod Identity o IEINAERTEIRS S3 AFRHNZ2HM > TE
% AWS /BB ETETE Kubernetes 25 o

EKS Pod Identity £3Trident Protect 953
£ EKS Pod Identity 2Trident Protect &5 2 /1 > sARMERIUTEHIE !

* %8 EKS REERIA Pod Identity ©
* CERIEAKEN S3 HEFRIERDN IAM B - ETHEZ(ER > 5528"S3 HANHE IAM FER"
* IAM B & E TS Trident Protect ARFSIRSERAHE |

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BRARUA Pod Identity MRAF IAM A & B RFS 1R 5 RABKRYZFAAEREA - 55280 "AWS EKS Pod Identity SCAE" o

AppVault 527 FF EKS Pod Identity B > 55{EF T7RE R TE LY AppVault CR “uselAM: true' fZsem A2
FRRERY/RER -

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

BN EiHMEREN AppVault TEHLEEH)

TEF AppVault CR B » R B2ES/RBUFIIRMESENER » FFIFEER IAM 5258 - MAEEEIRZR/E
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

—A%S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ $HEH Pod Identity 1 Kopia B8 812589 EKS IRIE » &R LUMIBR “providerCredentials’
ZROALFRAN “uselAM: true 1R “s3 BRE o

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

—f%S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

{3 Trident Protect CLI 37 AppVault &34

TRILUER T3 CLI sp <L 86 » RS EH-AEREIL AppVault CRS °

* O] LUEIEMIIEE Kubernetes 1% » HFRER Restic 1 Kopia EZEEMZENEETZES ©
CD MEFMEN ~ F2HE [ERRHRHEFERN] o

* 1L S3 AppVault ¥4 > IO LUEIEERS |8 > A S3 TREIEEIME Proxy URL

--proxy-url <ip address:port> °
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

—f%S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

11



tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

——secret

<secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \

--bucket <bucket-name> \

—-—-secret

<secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

% #& “providerConfig.s3 A & 518
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1248 AppVault &z

&R LAUE R Trident Protect CLI SMEMERXN E BB RGERSE LEILH AppVault #HFRIE ©
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1. 148 AppVault MIEHNAZE -

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

° EhEEf) ¢

—— - F—— -

R +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

o - F—— e bt
- 1

| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |

| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-

08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o - o o
o +

2. (A%) EBEESEERM AppVaultPath » 51t --show-paths ©
QB 7ETrident Protect helm ZEEHIEE T EE LB > RIZFFE—HFMEELBARIA o Fli0 © —-set

clusterName=productionl ©°

#B& AppVault
1o LA BERF R bR AppVault ¥4 o



@ fB% AppVault ¥4+ 2 Al > 5E7#8Fk finalizers AppVault CR FRBVIEES o WNRITES MY > FI8E
GEE AppVault ETEEFRIRIERER > UKREEPHMILER

ez Al
R e IS EMPRZEMIBREY AppVault FRfERBYFR B RERFED CRS -

£ Kubernetes CLI #F% AppVault
1. b5 AppVault ¥4 » LLEREREY AppVault ¥4 BEUL appvault-name :

kubectl delete appvault <appvault-name> \

-n trident-protect

fEATrident Protect CLI fi/f% AppVault
1. #B% AppVault ¥4 » UERBIRHY AppVault YR TBEUL appvault-name :

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{EHTrident Protect E& EIEERE

REILERE I FEATER, CR MREFHLAY AppVault CR KEHZEE A Trident Protect EIERY
FEFRRER o

#£137 AppVault CR
R E R —1E AppVault CR » 5% CR EHERERBITERMRERERER » L H AppVault CR FE{IR

Z8E 7 Trident Protect B985k ° AppVault CR 2 H SV EIRIER ; BR AppVault CR BIEf > 552 H
: "AppVault BsT&E R "

EERAREN

EBFEHZEFERMTrident Protect BIEHEEREARER o EAILUEBFENZIIEATEI CR I{EATrident
Protect CLI REZEEIBENERTEL
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£ CR #iGFEMARE
1. B BRI CR 185 :
a. B HFTHER (CR) #EREL&HE (HIl maria-app.yaml) o
b. RBE THIBM :
* * metadata.name*: (_required ) FERTERX BFTEIRMNLTEE - HIRTEENGH » ARRE
TEEFRERAE M CR IEXREE2MRIL(E o

* * spec.includedNamespaces*: ( _required ) % ZEMAIEEENRKISEEBIEXNFER
R ZEENER - FREXGATENERILEEN 7 o RHRENSAEREE > of
RERESEIEE R R ERANER

* * spec.includedClusterScopedResources*: ( Optional ) ERILEMERIEEEGRSEEARER

7@_%4359%%%@@%5}% o tEE M4 IRRISIRIR S L BIRRVEHE » IR » BIENERIGEREEE
iR e

* groupVersionKind : (_required _) 15 EREHEEIRN AP B¥4H > IRAKRIESE o
* *labelSelector * : ( Optional ) IRIFHRELENE RIZEREESIR ©
* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (F]3%) I AREBEAMRR

EHIETERNERER » AU KubeVirt IRIE » HPERAFRGEZEETRIB A - 15 ELLFER
EXAEREABEEIUBAERRLR - MRRES true » FEARNGZEEIFRE > WHA
MTEIREBEARIE ATER AL o RBES false > FERREREZRDIFDE > It B7EREBHARIRE
RAMBHREE - MRIEE T 3E - BEAEAEETEE EEE > BIZBKZEE o RF5
SR o RIEREETRAZMNT ¢ "2k Trident Protect /2R E" ©

MRECFEERUBARAZBERIER > IUERTISHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"

15
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+
YAML &34 :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (%) MEEINBHMEARERBNERIERE

> resourceFilter.resourceSelectionCriteria : (Ef#EEFFEE) A “Include Z &1 E 8} "Exclude HEB&

7E resourceMatchers FEZRNER o g FIEREET A2 - UEEEMALGIFENER :

* resourceFilter.resourceMatchers : —#8 resourceMatcher #4114 o YR IEIELLPET P EZRZ

fBrcE > EfIELEHS OR 1FE > MEBMERXE (BHE > 8 > hk7dx) ABRAIELEERZS AND
% o

* resourceMatchers[].group : ( Optional) EEFEREIREFAE o

4t=3pE

* resourceMatchers[].cher : ( Optional) EEFENEIRIESE o
* resourceMatchers[].version : ( Optional ) E&mEMNZE RIRZS

st=3pE

EEFE 2 &R Kubernetes metadata.name LAY * resourceMatchers[].names* :
Optional ) %7%8& o

(



* BEFIE 2 EIRA Kubernetes metadata.name ##{IH#Y * resourceMatchers[].names* : (
Optional ) #nsaZEf] ©

* BRHY Kubernetes metadata.name #{iIHHHY *resourceMatchers|].labelSelectors * ' (
Optional ) Label EEEXZZF & » WARFAEF "Kubernetes X" o YN

"trident.netapp.io/os=linux" . ©°

@ EM& “resourceFilter #1 ‘labelSelector #¢f/ > “resourceFilter B #ciE{T
> JA1% “labelSelector FEFAN4ERE R ©

fgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. AR CR UFEERIRIEZ%E > 5EM CR - M :

kubectl apply -f maria-app.yaml

1. SR THEP—ESFHRIRERRBARERNER » URIRFHNERIRASERFIE o S UERARE
XEEPIMAGLERNER > ERNERDIRBVEE » UUREHIPFAIRIGIE

EBUEARERR e LIRS EEAERN T REBIAR S I UB AERERLR - SEEAR
REREERNERIZRE > HI80 KubeVirt 1218 » HPERRAMREZETIREB A - MRITHEFER
EA true ZEARENZEIYRE » AJUEREBIABE ABRALS - MRIFEERES false :ZEMR
RXZR2ERE » ERERARTIRRIERE - MRERA TR - BEAEAEETRE ERK
BEZEEARIS R A BE o NRICAEAME - FEBENRER/UTRA @ "2BkTrident Protect /8RR E" ©

EEEFER CLI B ERARERRHEE T » (AT LUfERLE --annotation' FEZ ©
o BIUFERE > MFERERARERPITIERZRRAFRLETS !
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr
<cluster scoped resources to include> --namespace <my-app-

namespace>

© BURAREATREERAFRETHNAKERARENRTE !

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

Bl LUER --resource-filter-include #1 “--resource-filter-exclude’ B 81 & KBS B IRAVAESS
‘resourceSelectionCriteria’ FIUNE#4H ~ $88Y ~ hRZK ~ 1238 ~ ABMdpR M > WTFIFR, ©

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

{EH Trident Protect {R:EFERIZT

eI LU A BB REERBR S ER R REE TR » BB RIRIREBMED K({R:ETrident Protect &
IBRFREFERTEL o

@ &R LA E& RE Trident Protect TE B RHRE(FXEIARIREMBRIERRMR o " 7R EZEAE R Trident
Protect SR EERFREHEE" ©

B IBEFRIRE
(ERT A BERF I FE R IR o

I:IH

» FREBREAEARAMREBNSER > BliE

il

@ MREEBENTREEAENERTHESE
EERGESERD - RIEERF -
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f#F3 CR E1II{RR
B ER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-snapshot-cr.yaml ©
2. EERIUAMERED » RE TIIBME
° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —BSIESHE
° SPEC.applicationRef : EREBFEHATEINHY Kubernetes %78 ©
° spec.appVaultRef : (_required _) FEREFREBAZR (PEER) B9 AppVault %58 o

° spec.relaimersPolicy : ( Optional) EZEMIFRIRER CR > ERAREXHESHLEHERER &

REMERES » REEWH "Retain 2 MR - BRYEIS .
" Retain (F83%

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. EELUEEMEIEAIEZE 2% trident-protect-snapshot-cr.yaml ~:5EH CR

kubectl apply -f trident-protect-snapshot-cr.yaml

fEF CLI I RER
1. 2B RER > WEIRIRAVE B HESRRAE © fIg0

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

FERVAEEY i)
SRR A FE AR o
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@ MRBEBENTREEAEAEETHESR > AIRAFEIANEAEAGLEENSE  BIE
LEERGESERD - RIBERF -

ez Al

HEIR AWS TR ER AL B HARS R B AR (R RHAFAITRY S3 {5 F3E o WNR Token TEHDFHARIBHER - 1F
FAIBEGRM -

* NERE B A TEREERER ZIHAR IRV AE R » 552 R "AWS API 32" o
* W% AWS ERBEERFFEE » 552F "AWS IAM X" o
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£ CR EirfEn
HER
1. BT B5]ER (CR) #EEIL&HHA trident-protect-backup-cr.yaml ©

2. EITEIAMERF > RETHIEM

° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° SPEC.applicationRef : ( _required ) EFHHBIERATER Kubernetes & o
° spec.appVaultRef : ( _required ) FEFEFHDARAR AppVault %78 o

° *spec.dataMover * : ( Optional) F& > fsHHEREEFMERMNBH IR - AIsENE (BDKN
®)

" Restic
" Kopia (F85%)

° spec.reClaimPolicy : ( Optional) EEHENNRESHRELRZHEEMEENR o AI5EE !
" Delete

" Retain (TE )

© spec.snapshotRef | (FJi) : F{EBHIBEIREBILTE - MBEKIEME > SERULHNLE
AR o

YAML E4 :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. FIELAEHEREIEAEZE 2% trident-protect-backup-cr.yaml > :aE&H CR

kubectl apply -f trident-protect-backup-cr.yaml

£ CLI Zi D
WER
1. B ER  UWISIRIBHE AECIESR P AYE o §lan -

21



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

WRTLUEZ M ER --full-backup' IEARIRISE H N B D EAIBRIEHD - KTER > FIAERMO IR
i o ERLLIERE - BN SERIHERHEN - REMEAREMIITTERD » ARETZHENZAN
ITEE RN - UREERBENEREERE -

SENED R
TR T B ED CR RRIMAEAMIEER

B E=Lid) #ER $ELME
protect.trident.netapp.io/full- =& BN ETEAIELEED c BEA ‘true’ "EB"
backup RISEEEHN  BEERETRRTRER

7 ABRTEMRTEFHD ZERTIEERD
W ABRE M R LR RABRARY R AR o

protect.trident.netapp.io/snaps =& SERLEMEIRBRIRERSTHNRRER o 603K
hot-completion-timeout
protect.trident.netapp.io/volum =& HRPRED A RYREEFTEN R ERER o 303
e-snapshots-ready-to-use-
timeout
protect.trident.netapp.io/volum =& B EERREB AN R ERR o 53
e-snapshots-created-timeout
protect.trident.netapp.io/pvc- & ZRFMEIINIFAEERA (PVC) RIZEMRARF 1200 (20971
bind-timeout-sec B (URABBA) Bound iRfEAMAINE )

B o

B ERHREHZ

REERRIEBIRIMEREZIIRE « BHOEMERFEERAEN - EILUEES/ K - 8X - BRANESRAE
IREBFNED WA LUEEZREREIRKE o KRILUER full-backup-rule sEARZREFZIFIE BN R HD T8
RIERT > FFEHNESIZEN - EERITRBENDUKREMRIEEH BB EERERERMAYER

 EAILUEIBERE "backupRetention $5Z > “snapshotRetention' AN EHE o IRIF
“snapshotRetention' 2 BEKET At B ED IS EILIRE » BELLRB IR > W

@ B Fe AR ILEIMIER o
* MRLEHENEREEAREAEETHESR > AEEFHAEARENMRERNZRE -

AIEEFREESERD » RRERF -
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M CR B HF2

2. EITEIAMERF > RETHIEM

o

o

* metadata.name*: ( _required ) ItBTERN%TE ; ACHNIRIEEEZEE—B5B0%HE -

*spec.dataMover * : ( Optional) F& > ISHERIERFIEMANHER A - FIsERE (EHK/)
®)

* Restic

* Kopia (F83%)
SPEC.applicationRef : B3 2 FEATEILH Kubernetes 478 ©
spec.appVaultRef : ( _required ) FEREEFEHENARE AppVault %78 o
spec.backupRetention: (4 E) ERENENHE - SRTAEEILED (EBIRER) o

spec.backupReclaimPolicy: (F]#E) JREMREHN CR EERZHIRNMMIPR » BB LA B
Ao (REBHEAIERE » BINIERESTEMR - TIRENE (BAKRNE)

* Retain (FE5%)
" Delete
spec.snapshotRetention: (55) 2R BHVIREBHE - TRAAEILERIRE o

spec.snapshotReclaimPolicy: (FI3) JREIRIRER CR T HREHAREMIR » BIREREHEME
1B o (REHAE » RIBALETZWRIER - AIsENE (EDKNE)

" Retain
* Delete(TEER)
* spec.granularity*: SITHFZRVSRE o AIAERV(E « IR EZRIAERAMAL :
* Hourly (EXRIEIERE spec.minute)
" Daily (EREIERE spec.minute F “spec.hour)
" Weekly (BRIGIEE spec.minute, spec.hour? 0 spec.dayOfWeek)
" Monthly (BXIGEE spec.minute, spec.hour? # spec.dayOfMonth)

®" Custom

spec.dayOfMonth : (7]%#) TEEETHAMHEER (1-31) o MMRKERTES Monthly ° 5%
ENBEUF BRI -

spec.dayOfWeek : (FJ%E) SHEFETHNERK (0-7) ~H 057 REHH - IRNERTE
7 Weekly © ENBENF R AIEMS -

spec.hour : (AJ#E) HEMEETHVNEE (0-23) o MMRNERES Daily > Weekly ° HE
Monthly ° sZfEMBUF BRI o

spec.minute . (FJ3%) FHEREEITRV/NRPRIDER (0-59) - MRKERES Hourly
Daily ° Weekly ’ B{#& Monthly ° 2B BUF R IRM ©

spec.runimmediately : (&) RES true UERIPHERGE — R AIEERNIT (IRBE

23
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BREETHEDN / HREB) - FBRA false - EAFENBENEERNIT

B AIRERETBIRIEEA YAML :

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-nhamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "0O"

minute: "O"

EIRIRETEIRVEER YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"

snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

A YAML X+ > B BIRIENETHHMZES -



apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"

snapshotRetention: "7"
granularity: Daily
hour: "3"

minute: "0O"

runImmediately: true
3. ERLUEHEREIEAIEZ 2% trident-protect-schedule-cr.yaml ~ ;5&M CR

kubectl apply -f trident-protect-schedule-cr.yaml

B/ CLI B 82
1. B REHHE » LURBE A S ESRPE © Hla0 -

@ ] LAfER “tridentctl-protect create schedule --help 28R L85 < BUEE4MER BB E AT ©

25



tridentctl-protect create schedule <my schedule name> \
--appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
—--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
--full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

WTHEEREH AR R IBEITE S

o SERMEBHEE | FA --full-backup-rule {FALHEIREERTEED © LWIRHEBERAR
-—granularity Daily ° AJSERY(E :
* "Always G RE BRI FTTEED ©
- AfST(ER | IEE— B ZEBH > LUEFRDPRE (I > "Monday, Thursday") ° BRE :
Eff— - EHi” - EHi= - EHA ~ 2885 ~ EHAS - BB -

@ & --full-backup-rule IEFMUABERRINE « #2EZ %A 812898
Eo

o 7 BNEALRIRE | FFH —--run-immediately true MERIEHERFIIENEI MIBHMD IR » AR
EETEXHRERNITRR - TARA false©

o {ZIRERETE | BRE --backup-retention 0 TWEE—EARNEE -—-snapshot-
retention °

XENHEETRE
TR T BB ERR (CR) RrI LUERRIEERE

26



B L

protect.trident.netapp.io/full- ===
backup-rule

protect.trident.netapp.io/snaps =&
hot-completion-timeout

protect.trident.netapp.io/volum ==&
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum =&
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  F &
bind-timeout-sec

il PR R AR
RIEs T B BB RFETIRR o

1. 755 ELREBERAAY Snapshot CR :

sitEA fas{E

IEEZHFEEHIRA o (R HEHRES KRE (B
Always EAIMURIBRREETHHETREBGO N HHHEAERE
BeIER © fliN > MRICGEERBENELETE H7D)

7> BIeIMUEERREITRENNER% (F

40 > "Monday, Thursday") ° BYHI{EH

8% . 28— BHi_ - EHf= - EHfiW - E

HiF ~ BHR/S ~ BHAE - 5535 0 IR
RAREEaUTRENARER

granularity &4 Daily °

FEREERIRIRE TR R RIS © 60K
HIRIBER O ARG RN R RERE o 305K
BITHERE RIB AT RREMA o 5K

EHEMEUNFASER (PVC) FIENR AR 1200 (20738
B (UFBEND) Bound RMEREAINN )

Bt o

kubectl delete snapshot <snapshot name> -n my-app-namespace

il B 10
BB RENHHERBERER o

FEMROIULRBESRTE S Delete  WYMIMHREEFTRIBRFAIE BN ER - ZRBHFERER Retain®
@ DU R BINERNER - MRBERZBNE Delete » EHNERRRBEEMHRHEY  BEFH

]z

1. BEIREFEMERNAER CR !

kubectl delete backup <backup name> -n my-app-namespace
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BERDERBIARS
TCRILME RS L IIRIBEIEEETT » BT BERMBIBD RIS

1. EA T3 < P REUE P ERAGIRAS » LURIEPHE RIS IEIRPRIE

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

EXF3 NetApp 152 (anf) EERVEREIER

WNRIEE LS Trident Protect » BIRIIAA{ER azure-netapp-files 477485 B £ Trident 24.06 Z AR IIHIH#FE
ImEX A B & EEBE R FIERTINAE © LEIHAEEAN NFSv4 % » I B R (AR E M HYEEINZERT ©

FAtAZ Al

SHESR TYIEIE ¢
s IXRB &4 Trident Protect ©
* 8B 7ETrident Protect €& 7 —EERE - TRt T B2 A » ILEBREX N REDFEREZEIRS o
* 88 azure-netapp-files EZEFRIRNTERFEFLER o
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FRFLUETTHERR D BR

1. YN anf Volume 2EFLRZE Trident 24.10 ZAIEEILHY » :57E Trident PEIT FFIENE -
a. $HEEELL NetApp 1ERAER HBEMRENARRMN PV > BVRREBR :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HESIERASEMERIR PV BFBREBE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

ﬂD%ﬂ%E&FH TREEE S > Trident Protect iREEIEE MBI > NS EFB M BREFEEEARE T
MZER - EEREIBER T » SAEEAEDA B SRERRE I AR EH R IR E X/ EFERI RN E o

Vet

gﬁémﬂe ZEFIFE A Trident Protect E1THMMNER - &8 PVC the]tEMEARRNAREHHNE

{E A Trident Protect {EFEATZ

A AE A Trident Protect fEIRERS BN PEREHERRER - REBREAERIFE—&
&R EIRARBIMERETEIR -

* ECEREARENR > SEAREARENFERITHNMSHEERAREN —BER - MREHE
BREIITHE > MIEEERIFETESHNIT -

@ * HWIY gtree £ > TERFHMNERIEfthes =R HRERGFRZER © B2 > BT gtree > X%
RItRRERI Hfhar R TR SRGSRZER

R ER ST © KT BESER. » HSM "ERIER Trdent Protect 1
R o

REHERERARN SRR
= & BackupRestore CR i E 1 EREIREBdr % ZEfEEKF > Trident Protect E1EMBYa % =R EIRER
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2 WRRRNERENZT —ERAREN CR - ATRECERNEARER » AILEZIIRRHHHIRR
SR E RETE o

* RECERERFRFERNARGLER > TASREEMABHRPLRLBNER o
BERBHOFHFRBEER > AR ERZILBRaRER > HREHER i¥ﬁE’J$%°’“

o
* £ CR ERFIFH 2T » MW BLFENRITBIZHRZTM » AR BEH CR ° Trident
Protect {£72{F 8 CLI A BEIZBIL B M °
FEYaZ Bl
(R AWS T EBEERAEN 2 HARFRE B U TR REFREBITH S3 BIR{EE o IR Token 7EERIEFEHARIBHA
EERTRER BN o
* WMNERE B AT T ERSERHEN B BRI BYEEANES 51 » 5B 2R "AWS API 32" o
* UN%E AWS BIRREERVEEANE T 0 5520 "AWS IAM ST o
& 1&{EF Kopia 1’]5/*%',:%?147?5@]%%3:1_ B8 > TR LUSHETE CR IEE AR ER CLI ZRiZEH|

Kopia ERANEFENITA © A2R "Kopia X" ARG UEEREIERNFMAE © FH
‘tridentctl-protect create --help” BRA{EA Trident Protect CLI (€M ELE R > 52 B&H < ©
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fEFA CR
HER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-backup-restore-cr.yaml ©

2. EIEBIRMERT  RETIEBMK -
° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° spec.appArchivePath : FHEHDABH AppVault REPERE o ] LUERE T3 th L RSIULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o

° spec.destinationApplicationName : (GER) EEREHARENHE - MRRHE « EENEARER
EEALLRTE - MRKEME - ERNEREAEFERKRFEERARENSE o

° spec.namespaceMapping: FHERIEENKIEGREBMEEE BRItar M o MIRIEPIER

B my-source-namespace ' #l ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. ( Optional) MRERAFEENEARANELERRER > HIEEREDLE - UEIHHFRLCH
BERBNER

Trident Protect & BENEE—LEEFR > AAEMREEZENSRAR - fl1 > IRE
EERAMMIRE S 55 RE ©HE —ERfIERY pod > Trident Protect th &2 /R BAAY
pod °

> resourceFilter.resourceSelectionCriteria : (E7SEFTE) A ‘Include B ZEX "Exclude BEbR
£ resourceMatchers HEZMER o FE T EREETEZSH - UEEEMATHFMNER ©

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIET | FEHS
ErcE > efMELEEHE% OR /% > MEETE (B » B8 > RE) AR ZEEE A AND
=



* resourceMatchers[].group : ( Optional) EEFENEREHE o
* resourceMatchers[].cher : ( Optional) BEFEMERIELE o
* resourceMatchers[].version : ( Optional ) EEFEMNERRAS o

EEFEZ BJRAY Kubernetes metadata.name i HAY * resourceMatchers[].names* @ (
Optional ) %78 o

» BEFEZ EIRH Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* © (
Optional ) %4 ZEfE o

* BJRH Kubernetes metadata.name i HY *resourceMatchers|].labelSelectors * : (
Optional ) Label #EENEFF & > WIHFFIEZ "KubernetesSZ 4" o FIgN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLIEEAEIEAIEZE 2% trident-protect-backup-restore-cr.yaml *:aE&M CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFCLI
WER
1. BEMEREFARNGRZER » LIRIEHHEREIENFHAYE o It namespace-mapping 51EfERA
L ERDIRRmRER » LSRR Rma T REEE EREN Bt i

“sourcel:destl, source2:dest2 o {0 :


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

REnERERR R ZER

TR AR S RN B R EIRae R ZEM o MITRHIERE > Trident Protect & B ENEIRREBFEMEITHRIEE
» DA LSRRI BAE R A

* BERMBZE 0 BAREINMEERAREFZNEER - EAMEEERERRENERRNITHZNG
PEIRER ©
* IAERIhTER R » RAMERIERANIFES E/MEA © A EERIHFRNFRFEHMREE -
* ERIERETHIROSRRIZET SEERFGBRIEUN o MRIR(EE 5 DEARECH » RIERREEET
WAEZER CRRREFEEERES o
a2 Al

HEGR AWS TR EREN ZIHARSE R A BT E R RFFEIMITH S3 IBRIEZE © Y1 Token TEIE/REEHARIBET -
EERIREE R ©

* NERE BRI TIEMSER N DI BRI RIBYEEANE T » 52/ "AWS AP| ST o
* N AWS BEIRSIERIEEAE T 0 52/ "AWS IAM ST o

E1EEA Kopia FABRNBEIREREMER » rJLUEEE CR PRISEFAAINER CLI 2RIEH
Kopia ERANEFHNITA © 5528 "Kopia X" ARG U EREIENFMAE © FH
‘tridentctl-protect create --help" B RA{EA Trident Protect CLI I €M ESE L > A2H&H<
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fEFA CR

HER
1. B B5]ER (CR) #EEILHHA trident-protect-backup-ipr-cr.yaml ©
2. EIEBIIHERP > RETHIEBME

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEEE —HSIEALHE
° spec.appArchivePath : FHEHDABH AppVault REPERE o ] LUERE T3t < RS IULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. ( Optional) MRERIAFEENEARANELERRER > HIEEREDLE - UL HHFRLCH
BERBNER

Trident Protect & BENEE—LEER > AAEMREEZENSRAR - fil1 > RE
EERAMMIRE S 55 RE ©H —ERfIERY pod > Trident Protect th &2 /R BAAY
pod °

° resourceFilter.resourceSelectionCriteria : (E7SEFE) A ‘Include B ZEX "Exclude BEbR
£ resourceMatchers HEZMER o FIE T EREEETEZSH - UEEEMATHFMNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIEY | FEH S
EcE > efMELEEHE% OR /% > MEETE (Bl » B8 > k) AR ZEEE A AND
=

* resourceMatchers[].group : ( Optional) EERENEIREE o

* resourceMatchers[].cher : ( Optional) EEmENERELE o

* resourceMatchers[].version : ( Optional) EEFEMNERIRAS o

* BEFEZ EIRH Kubernetes metadata.name ##{IHHY * resourceMatchers[].names* © (



Optional ) %78 o

+ EffEE 2 BIRH Kubernetes metadata.name #iIA Y * resourceMatchers[].names* © (
Optional ) #n%4aZEf] ©

* BJRH Kubernetes metadata.name #{iIFHY *resourceMatchers|].labelSelectors * : (
Optional ) Label ZEEX2ZF & » YARFREF "KubernetesSZF" o FiHN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFlFilter:
resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource-group-1l
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEMNEIEAIEZE % trident-protect-backup-ipr-cr.yaml ;A= CR

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFACLI
SR

1. BEMEREREGRZER » LURIBEDHEREIEINTRHYE © backup 5| BERANBBIEBMER
LIS <namespace>/<name> ° fFIUl :

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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REBEDERERENEE
NBFRAFEZERE » EAILRERERERNRNEE
* BI%(ERA Kopia (FABRBEIZNEREHE > M LUEEE CR IS AR CLI 2K
#ll Kopia EAMNEERNTTS ° s52H "Kopia X" BRAGAIUER B REIBFAEN © /4
@ ‘tridentctl-protect create --help B REfEA Trident Protect CLI F5EFEMEZE R » :F2dh

So
* £/ CR BREIFepHZEREF » MRAFHEITBERHRZER > ABBER CR o Trident
Protect {2712 CLI R A @ BERB AR ZER o

ez Al
MR & ARG

* BiEEEBE L% Trident Protect ©
* BRVEE A FEEREFEHDIAREEIER AppVault FFEEFERE -

* #1117 AppVault CR BF > F5E(RANEIRIE B LIE R E AppVault CR I E HRIMIETFAE o “tridentctl-protect
get appvaultcontent 85 % ° URABEEIRHIPELEFAR > sENAR BIEEE LY pod RETTTrident Protect
CLl°

* MR AWS TEREERHEN ZUHART FE R U TIE M REFEHITHVER(FEE o MR Token TEERFEHEARIBHR
EEFIREE R ©

° TR E B A TIEREEER ZIHRRF RIRVEF A E R » 552 R "AWS API 32" o
° YN%E AWS ERSERFAE > 552 R "AWS XX o

TER
1. {E M Trident Protect CLI JMEEXN IR B1Z5 5% AppVault CR BYAT A :

tridentctl-protect get appvault --context <destination cluster name>

(D) mREmEE EERRERRRBRNHEZEE -

2. E BRI EREIRIRAT A AppVault FIEMH RS !

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

HITILER < F R AppVault AT » BEHRES - BENEARENLE  BEBECNREER

o

° FHEss -
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i fommmmm e +

| CLUSTER | APP | TYPE | NAME

| PATH |

fomm e fomm - fomm - Fom e
fosssessssses e fremsmeemema==e 1

| productionl | wordpress | backup | wordpress-bkup-1|

08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2 |
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault HIBFIRERTREAENEREBMEBE

TIMESTAMP

2024-10-30

2024-10-30
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fEFA CR
1. BT B5]ER (CR) #ERI&H%E% trident- -protect-backup-restore-cr.yaml °

2. EEEUMEREP > RETHEML

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRE o
° spec.appVaultRef : (_required ) EFHHAEH AppVault &5 o
° spec.appArchivePath : RBEHHD AR AppVault REREETE o ERILUER T3 6 < RS HILERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

@ gg%#iiﬁﬁﬁ BackupRestore CR » &R AP ER 2 Frififyan < RIGRED A
= °

° spec.destinationApplicationName : (GEf) Z2RERAEXNRE - MRIEMH « ERENERAER
BEALERTE - MRFKRREM - ERNERAEXSERAKERARERATHE -

° spec.namespaceMapping: 1 ERIEEMNI AL TEHEE BAt 22T/ c LURBHFHNEN

BV my-source-namespace " # ‘my-destination-namespace °©

B0 -

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. EELUEHREIEAEZE % trident-protect-backup-restore-cr.yaml 52/ CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. AT <ERERRN  KAERPNERAAGIREFIEN - s YRS I BERUERS
RRYAR R ZEM - RRR R R E# Bt R 2R > 8% sourcel:destt >



source2:dest2 ° 40 :

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

RRIBIERET RN R ZEM

ERILERABTER (CR) ERENRBREREE » ERIIAENHETHRBIRHRRZER o EE6EH
SnapshotRestore CR #FIRIRZERE| REIAIMA R > Trident Protect @SR M ERERER > I
AERNERREXEILERRER CR AT (RECERNERIER » LR IIREFHH IR » W ERET

2o

* SnapshotRestore 32#¥ “spec.storageClassMapping B4 > {B{&E 3R B #7485 E R
RN EFR R - MREERIEZ StorageClass MR EARREMFHFER L » BIERIRME

@ SR o

* £/ CR ERFH e EMEF - M BAFENRTBIZHEZM » AR BEHR CR ° Trident
Protect {£72{# M CLI A G BB LM °

FsEZ Al

R AWS T{EFEERIER ZIHAR A R A TIE R REFEMITHY S3 BEIR1ESE  UIR Token EERIEEHARBHA
EERIREE R ©

* WNEGE B AT T ERSERHEN B ERRFREAVF4MEE 2T » 5B 2R0 "AWS AP| 32" o
* WNEE AWS EIRIERIEEANE T 0 52/ "AWS IAM ST o
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fEFA CR
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: ( _required ) IEEFTERINEGTE ; AEHNIRIEEER —B SIELTHE
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : 7£ AppVault PEFIRBARABHIRE o A LUER T ML RSHRILRE

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.destinationApplicationName : (GER) EEREHARENHE - MRRHE - EENEARER
SEALLRTE - MRKEME - ERNEREXNEFERKRFEERAENRE o

° spec.namespaceMapping: FEFREENK R LML EE BAthds % 2o/ o LURIEFHIVE

BV my-source-namespace ' #l ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (Optional) MRERBERMEREXNTLATAGE > WHLSFENIE > LOSRHHITTE
IR R -

Trident Protect & BENEIE—LER - AATMRKEZENS RERAE o flul » R
EEFAMEGEEEEERAEEE @R pod > Trident Protect th &3[R BHEY
pod °

> resourceFilter.resourceSelectionCriteria : (Ef#ZEFRZE) A “Include’ T E Z Y "Exclude HEB&
7E resourceMatchers FEZRER o #E T EREETAZSH - UEREMALBIENER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o YR EIELLPES P E &R S
BrcE > efZLEEHE%A OR /% » mEEE (Bl > BE > lkEx) ARREAIZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EEFENEREHE o



* resourceMatchers[]l.cher : ( Optional) BEEHEERERESE o
* resourceMatchers[].version : ( Optional) EEmEMNZERIRZS

fetespR

+ EfFE 2 BIRM Kubernetes metadata.name #iIH Y * resourceMatchers[].names* : (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name ##{iIH#9 * resourceMatchers[].names* : (
Optional ) #n%AZEfE] o

* BJRRY Kubernetes metadata.name HiIHEY *resourceMatchers].labelSelectors * © (
Optional ) Label ZEENEFF & » WIHFTEZ "Kubernetes X" o BN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. EIELIERMEIEAEZE 2% trident-protect-snapshot-restore-cr.yaml * :A=MH CR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEFCLI
1. BIRBEREZERENGRZER » MIRIEFIERNERSIERFE
° snapshot " 5|#EARANGAEMAIRIELTE <namespace>/<name> °
° It namespace-mapping SIEERAUEFAIRIMRZER » UK RMDLERHHEEIERER

BHE 2 ZER " sourcel:destl, source2:dest?2 ©

fgn
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

WRIRIERERndn A ZEE
R ABBR A IR IRIE R 2 R Yaan R 22 o MITRUMEBRET > Trident Protect & B &N E R REHFZMEITHAIEE
> RS LEEMBVEIRES
* BERMBZE 0 BAREINMEERAREFZNEER - EAMEEERERRENERRNITHZNG
PEIRER ©
* IIERIhTERE © RAWERIERANIFESE/MAA - Al BERNEMERIFERREE

* ERIERETHIROSRRIZET SEERFGBRIEUN o MRIR(EE 5 DEARECH » RIERREEET
TEEIR CRAREHEHRES o

o

RG22 Al

HEGR AWS TR EREN ZIHARSE R A BT E R RFFEIMITH S3 IBRIEZE © Y1 Token TEIE/REEHARIBET -
ERAIREERRL -

* WNEIRE B AT T ERSERHER 2 ERFFREAVF4MEE 2T » sA 2R "AWS AP| 32" o
* WNEE AWS BIRVEERIEEANE N 0 sA2R0 "AWS IAM ST o

42


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

fEFA CR
B ER
1. BT B5]ER (CR) #EREI&HE% trident-protect-snapshot-ipr-cr.yaml °
2. EERIUANEED » RE TIIBME
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appVaultRef : ( _required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PEEFREBABSHERE o S UER TSRS H AR

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Optional ) MNRIECAFREFEVEARNNELERKER » FHIGENEDEE » UBESHHFRLAE
BFERBHNER

Trident Protect @ BENEEZE—LE R » AATMREKEEZENERBRF o Fla0 - IR
EEFAMEEEEEERATCE—ERA pod > Trident Protect th &iE R RHHLAY
pod °

> resourceFilter.resourceSelectionCriteria : (EFEFFE) £ "Include B S EY "Exclude iR
7E resourceMatchers HEZMEIR c M T EBEREETEZSH - UEEEMWATHFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher 4% o IR EIT LEfES R E&H S
£ > efELEEHE%A OR 1% » MEEE (Bl > B8 » IkEx) AMIREAIZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EERENEIREAE o
* resourceMatchers[].cher : ( Optional) BEFEMNERIELE o
* resourceMatchers[].version : ( Optional) EEmEMERRZ

* BEFIE Y EIRM Kubernetes metadata.name ##{IH#9 * resourceMatchers[].names* : (
Optional ) %7& o

+ BfEfEE 2 BIRH Kubernetes metadata.name f8iIA#Y * resourceMatchers[].names* © (
Optional ) #p4aZEf] ©
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* BIRH Kubernetes metadata.name ##{iIH Y *resourceMatchers[].labelSelectors * :
Optional ) Label ¥EEX23F & » WARFFE R "KubernetesSX " o 4N

"trident.netapp.io/os=linux" . °

fBIgn -

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1

kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FEIELUERNEIREAERZZ trident-protect-snapshot-ipr-cr.yaml *

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEACLI
il\%
1. BRBIERZERESAZER » LIRIEHHE RIS IERRAE o Fla0 :

:AEH CR

(

tridentctl-protect create snapshotinplacerestore <my restore name> \

—--snapshot <namespace/snapshot_to_restore> \
-n <application namespace>

BEZREEIIRE
TWRIMEA S LIRBEETH » BT EERMEVERIFEMRS -

1. RT3 < P HEBEREEAGIRA » DURIEHPHE RS IEIRPRIE
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{ER#E M Trident Protect [R1ERE

TAIAEREMRRE (BN « s R ERAREMREFER) BIERRE > LUnEER
FEEK o

BEMBHEBEEEIARE % EEEREMNRE

RS AR IR > AR 2R R A I e & S R 2 SR R B IR AU AT o |HIER
BN A ENERREE  PEE D EENEMREREE LT ARRHRERMME - REEREN
Hioh 2o R L BOIB S R B R o

WMRE(ER Red Hat OpenShift > FEFSXF R er % ZERIFEARTE OpenShift IRIRHFNEEAR o @

@ SRR AT RE(RER pod ESF OpenShift Z 2 MIBIEAIR (SCC) EHEMEEHIRMNRZ 2 MHET
B WHEAUEN#ESEEMA S HIRERRERE - MTMREZER » 520 OpensShit Z24ERE
PREISTE" o

TR UTERITERN BB EEE AT > FLRE Kubernetes IRIZEE » LUBSRE S Bt &2 =R PRE
f# RESTORE_SKIP NAMESPACE ANNOTATIONS ° ¥l :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

WITE RS PR EIRIERT - (e R M REAR AR LR -

@ restoreSkipNamespaceAnnotations ] restoreSkipNamespaceLabels A2 EEDY
S ETLIRE o HEIRTEAIIA Helm LEHARECEELERTE - MTHREZER » A2H "wEH
fhiTrident Protect fEEZRE" °

WMREERE Helm 7 HKEEMRIZRE > --create-namespace BIiE @ AT 415 EB name 1Z&# - TERESN
HPEEEFZIEIZH > Trident Protect i bR EER T BEmAEM » BNRKFEmSEENEEKEHR AR
BELE > AIgREEHABEHGREBNE - MRILESIREGREB AT » g EEREIBIZmazEr
A MIEAEE o

L]

W SRR AR B a1 =26 > SEmRE=REETRNVERMNEER - HKAIUEEFEMR BB E
BIBIRE » UM EE Bt R ERFRESNER A
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ERWBEBEFEZA
TRARPFE RSB B EEE 2 RIRV G AR B pYan 2 ZERIARAS

GEEERAE T K
BT/ nS-1 (& * annotation.one / #HE : T © IB18 = F{(E¥
) updatedvalue J * Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
%R nS-2 (B * annotation.one / #85 : T true | * role = ENlE
Sb:
HH) * annotation.the/key : T FALSE |
BRIEXZ %

TRAPERYBHEBEFE 2 R BRIt ERAGIRAE - RESBEME > BHEBR > name RHE
EURT & ERthe =M -

GEEZRA Tz S
wHZE ns-2 (B * annotation.one / #8E : T * NAME=nS-2
HAth) updatedvalue | - Compliance = HIPAA
* annotation.b2/key : T true J . IB1E - FRER
* annotation.the/key : T FALSE | . role = BRIE
SIEENFE

AE07 AR A AR ISR PRV ELAthARILL -

T LER IR Gy

& 'spec.storageClassMapping B4 E B KR EBREX R IVIR A FFIER ) B2 EE AR ETFER I HFE -
ST B A FEIHFER EE 2 BB EE AR R a8 E BackupRestore 1EXMIATF & IS A LETHAE o

i

A
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SRR

REFH T RFEPSIRECE RSB T ARV - MRERERPAMRELR » RIFEREAERE -
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G2 Eht R HRME
protected.trident. g8 AHARBRRBREELOREREN GWAREL 00

netapp.io/data-
mover-timeout-

sec
protected.trident. g5 Kopia RAREXHIERAKNRE] (LRI ciH%&EEA  “10007
netapp.io/kopia- ) ©

content-cache-

size-limit-mb

protect.trident.ne g5 EREMBINFEAEER (PVC) FENRARE (WU 1200 (2047%)
tapp.io/pvc-bind- FAEND) Bound RIERMATHIFEES - BRANRFIAR

timeout-sec [F CR 58! (BHEF - HBITMHIER « (RIBIER « 1R

RatiER) - IREHHEEREIEECETEES
e > SAfEAESRIE ©

{5 FANetApp SnapMirrorfTrident Protect 5 i FEFRTE

£ Trident Protect » &R LAF| FANetApp SnapMirrorii ftTHIERE S HEBRITHAE > iFEKIFNFE
FREAEEN—(ARERIHENE S —(AFERR  BEmetl—S=ERNEREEIAR=E
2o

ZRMAESEEEIE N % E R RENIRE

ERMAHEBEEEME - Ryt e A EMPERN RS MR R =R PRBAM AN - SR
REpAZER R EFERRERIGERE - TBREAENTARERIGR - UNEKFEGsRERNE - IFEREN
Hhend =M LRIR RS S R A E

AR IEEA Red Hat OpenShift » sEF54F B n s BEEAETE OpenShift IRIERIEE A o oy

@ %R R P FE(R1E R MY pod BT OpenShift Z2 14 1E1R4I5R (SCC) EEMEE#IRIMZ 2 4E
B W B UAEFEIEEMA S HIREIRRERE - MTMEZER » B2/ "OpensShift Z2HRAE
PREISCH" ©

ERIEPITE RSN BB EEE 2 Al » JLiRTE Kubernetes IRIFES » MR ER BB RPN ES
72 RESTORE_SKIP NAMESPACE ANNOTATIONS ° fill :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_k
ey to skip 2>}" \

-—-reuse-values

WITE R E BRI » E i ena = MRS EEISER -

@ restoreSkipNamespaceAnnotations #] restoreSkipNamespaceLabels AZ2EREDT
HEELIR(F o BIRTEANIA Helm R EELERTE - MTMEZER > F2H "REH
fhiTrident Protect fEEIRE" ©
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B > M EREFHABEMATHNE - MRILESAKRHGEBACER » Qg EEREIBEHREER
A EIEE o

gl

LUTsR RN Batan B =R - SEmREREAE RN ENERNIRE - CIUEEFERRBNtmRZE
BIBYIRE » MURERRNREE Bt e a =R FRESSER A

BRNBHBEEEZA
TRMBERN B EZ R Z BIRSEAIZRIRAM B Yithan 4 = EIARRE

CEEZRA T2 =L
RZEMNS-1 (B * annotation.one / #485 : T . IBIE = FRER
i) updatedvalue | + Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
%z nS-2 (B * annotation.one / #8% : T true J * role = BilE
b
H9H) * annotation.the/key : T FALSE |
BRIEEZB

TRAPERYBHEBEEE R EH BRIt R MR - RESBEME > BHEBR > name RHE
EHUTTE Bt R ZER

GEEZRA T L0

%%/ nS-2 (B  * annotation.one / #85 : T * NAME=nS-2

Yt) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J . IB1E = FRER
* annotation.the/key : T FALSE | * role = BEIE

()  EEMRETdent Protect ERERMERMMAETRRERAM o ' THES M EATrdent
Protect SR RHVRAEIZR" o

BRI R ERAR BV T

%ﬁ% AppMirror RIRRECHRERIZR - (SRR A R R AR B B TR AR AT

* EHEEBHE > MTHEEFNREEEENE ERESE - CEFFHEMEILCH - HEERE - &
T MEERERRENS » LR ERERMRERRERNT -
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ETHRERANITHFNESEER » sA2R"EE Trident Protect #{78F" ©
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REEERR R THIEE

* 3E1ETrident Protect 1HIZEARERIREBRER (BIZEAEINH Kubernetes BEIRU K ERREN BEMIEE
RIREREE IRER) o

< EEEEHHE (815 Kubemnetes BIR RIFEHFREER)
* RIERIRIRAYEE
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£/ CR &1L AppVault

a. BV BFTER (CR) #ERLth% (B trident-protect-appvault-primary-
source.yaml) °

b. 3 THI :

* * metadata.name*: ( _required ) AppVault BFTERRIHE o 5550 NMEIEZENSRE - [RAE
BRMAFTEEM CR IERZ2HILE -

* * spec.providerConfig*: ( _required ) fA7ZFHIEEMHERFE AppVault FrEEEY4RRE © 357
CRHFEREE—E M#EIN%E MEAEMKERNFMAER - 5B MOEENE > RAES
RAAFTEREM CR {ER G2 RIEL(E o Y15 AppVault CRS ELEHMHEERRIES » 552
B"AppVault BETEIR"

* * spec.providerCredentials*: ( _required _ ) EEFHFEHIEERMEFE AppVault FREZ1E
ARENEEER o

* * spec.providerCredentials.valueFromSecret*: (_required ) FTTDBEMERBKS o
" key . (_required ) EHEIEMNEIENEMEE o
B L (_RE ) 83IEAENIEESTE o WAMNIERMNG R/ o

* * spec.providerCredentials.secretAccessKey*: ( _required ) FEURMHEFTAMNEIE
% o * 5478 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: (_required _) RERMEHEMNDIIANS > FIU0 NetApp ONTAP S3 » —fig
S3 » Google Cloud I Microsoft Azure ° RIBE(E :

= AWS

= Azure

= GCP

= generic-S3
ONTAP S3

= StorageGRID S3

C. RN BEIEAREZEZ 2% trident-protect-appvault-primary-source.yaml * :a5
FCR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI #3L AppVault
a. ¥ AppVault » LURIREFEN H1ESRARIE -

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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2. ERREE L > BURFEMARELCR :

£ CR ZiZKREEAER
a. BV BFTER (CR) #ERId® (H¥ trident-protect-app-source.yaml) ©

b. RETIEILE :

* * metadata.name*: ( _required ) FERTEXBIERIVATE o 350 NMEEENLTE » AAER

REMAPTERIEAM CR EEE2MRILE -

* * spec.includedNamespaces*: ( _required ) —#Bep & EREIFMERAIEE - FHMRTRILE
WEE MM AR AR 4E/ o R EEMEEE - LUSELLEY | HA TR TR EENER - FEA

2 dn s RN ZE LT B —EB 53 ©
* YAML* &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. IEIELUEENEIEAREZRZ 2% trident-protect-app-source.yaml * s5&H CR

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B KREAER
a. B ARFERRED o Fin ¢

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

3. (FIE) ERREEL > WRFEARINETRE - WRERRAFEREE L RBAENER - MRBUAL
T8 AREEH T —RIHRIET > UENISRMIVIRIE - SRZUMEERIR > 52 "EIETRE

"o

4. ERFEHREL > BUEREI CR:
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BT FEREIE B, RERY —EBBOS E RS REMA 7 X > NEEHS
ONTAP #fE 2 MBI - BARRRERSHM 7 X > ERBMTREEAERRE
5T

YIRBEHEETE > RMIUERBELERRES 7 RETRMIRF - EEFAERMBIZE
R BAME > AABREEHE L XRBRURFMSEIENR - MARRBEER -

MREAEANRA B BEMEPIRIFREER » RIFTELRIMNIE -



fEF CR I8 5¢5HE
a. BURREAREINERHE

i I B]ER (CR) EEIfm% (Ml trident-protect-schedule.yaml) ©
i. 3B TFIEBMY :
* * metadata.name*: ( _required ) PHZBEFTERNLHE o
* spec.appVaultRef: (%55) IL{EXBEZKIFEREBTZENH AppVault BY metadata.name #{iit8

o
* spec.applicationRef: (#5) ILEXAEIZFEEAIER CR Y metadata.name EAIHERT ©
* *spec.backupRetention * : ( _required ) UtHE{(IZAMEREA > BEXERSEO °
* spec.enabled : WEREE true ©
* * spec.granularity*: A8 EZ Custom ©
* spec.recurrenceRule : L UTC BRFNEIRRRIRIPRERHLAER o

* *spec.snapshotRetention * : A/BERES 2 ©

YAML &35 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

I TEELEREAEIEAEZRZ % trident-protect-schedule.yaml > :AEA CR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

M CLI B8 t3|



a. BUENGE > URHERPREBRRACIRIEFNENR -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

gh -

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

S. TBEREE | B BETEIREEE FERM AppVault CR 1BEHIZKIREEATED AppVault CR » idi$
ZIEATRED (BIU0 trident-protect-appvault-primary-destination.yaml) ©

6. EACR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. RHBErEE FRB MR BRI AppVault CR o RIGHIEFHRERTE » FEKPRIE
BI"AppVault BETE R URF S ERIRIR

a. BV BFIER (CR) #ERIf% (HU trident-protect-appvault-secondary-
destination.yaml) °

b. 5 FHIBIL :

* * metadata.name*: ( _required ) AppVault B5TERER%HE  sAsC MEIEZENRE » RAERRME
FREiVEM CRIERZ2HILE -

* * spec.providerConfig*: ( _required ) fE7ZFREIEEHERTZE AppVault FrERI4REE ° SFA AV H
FER38E3E "bucketName FEMEMMNEFMER o A0 FMESEIENE » AAESBEFIENEM
CRIEEZ 2R LL(E o 105 AppVault CRS S HEMMHERBVEES » 552" AppVault HETER" ©

* * spec.providerCredentials*: ( _required ) E{#FERAISEIRMHEEZE AppVault FiE 2 (EmIER:E
HNBEER o

* * spec.providerCredentials.valueFromSecret*: ( _required ) RTDHEMERBEKLE o
" key . (_required ) ERHEENZBNEEHE
B L (LHE ) 83LRMENIEESTE o WEMRERNGRZERA o

* * spec.providerCredentials.secretAccessKey*: ( _required _) TFEURHEEFTARNEFEEE -
$78 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©
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* * spec.providerType*: ( _required ) RERMHEMDIINS > FI%0 NetApp ONTAP S3 » —fi% S3

> Google Cloud 5% Microsoft Azure ° BIEE(HE :

AWS

Azure

GCP

generic-S3
ONTAP S3
StorageGRID S3

C. ERLUERAMEIEAERZ % trident-protect-appvault-secondary-destination.yaml
2 .
sAEF CR

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. 1T B1Z%E I > #1I AppMirrorRelationship CR f&2E o

fEM CR B > 5 ERA CR ZAIFEZE L B R ZER] o Trident Protect f27£fEF CLI B5A S
BENEIT ez o
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£/ CR ##1I AppMirrorRelationship
a. BIHFTER (CR) #EXRMdm% (BU trident-protect-relationship.yaml) ©

RIE FHIBMK -

* * metadata.name:* (WME) AppMirrorRelationship BT &R HE o

* * spec.destinationAppVaultRef*: ( _required ) LLEMBRESBHhEE FBRHERTER
B9 AppVault 78 o

* * spec.namespaceMapping*: ( _required _) BRI EGLEMMBERTESBREAREN
CR EERMEREN a2 o

* spec.sourceAppVaultRef : (_required _) ILEXNBERFEIRIFEEAIZEINA AppVault %7FE o
* spec.sourceApplicationName : ( required ) ILENBERESEEREERAER CR BE

FHRRERENRTE o
* spec.sourceApplicationUID: (HE) IHENBEERETHRBEEAIZN CR HEZMNRIERERRR
LAY UID 4BRF ©

* spec.storageClassName: (F] %) BEiERE A MHVEFERNATE  (HEER L /BEE T 5
RIRIRIB IR EEAFAIONTAPHEETE VM o MR KIBMETFSE » QITERFEREE LTERHT
£851)

* spec.recurrenceRule : L UTC BERIFAEIER IR EZHMAEHA

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



C. ERLUERAMMEIEAERZZE trident-protect-relationship.yaml ~ 52 CR

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI Z1I AppMirrorRelationship
a. EII M E A AppMirrorRelationship % » WAHESEHEBBRATIRIETHE -

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

gl

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
——source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (Optional ) TEERIMELE L > BERBMFEAGKEARAE :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

AEREEEMESE

fEMTrident Protect > {GRILLSERIEARENKEERIBREE - ILBRESFELLERARE - LSEAREIE
BIREE FER - NRRRHE LAERREILETET > Trident Protect A& FLLZEARER ©

1. EB1EEE L > 4R¥E AppMirrorRelationship CR 1828 (fI#l trident-protect-relationship.yaml)
» W& * spec.desiredState* FIEEEE A Promoted ©

2. f#FZ CRIEZE °
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3. EACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. ( Optional) TERIEBHEEAREN LRIUBIEARELE
S. ( Optional ) HEHETRRFHAIRREFAREE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

BRI R EREERMEF

ENMRZFESEMBUERMG - WITEMRTFER - RIGRFEBREINASNTHHERER - MKE
ROt EE FMITRREREAFMMAERNEERERIEE

IR B ERRIIER A » 1R AR RS o
() asubeBERABNERRRNETELBMES -

12/ © ERRERE L > EURREAREIAIRE o (IR ARBSCREENRITEE

2. (£B1EEE L > #7EE AppMirrorRelationship CR 82 (il trident-protect-relationship.yaml)
» M spec.desiredState FY{EEEA Established ©

3. 7 CRIEZE -
4. EFCR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MMREAEBMERSE FEIT A AFREIERFESHEREBEARER » HREBR - AN S ERERERR
KBBIHEZ o

REEHEY BEZEERHHF

EEREENRT BHEBEERMER - BREREASERCRREARER - KESGEMBE M - TRHEBE
HARE ¥ Bt R AR TS E S RE TR o

1. EREBERMtEE F > BIFR AppMirrorRelationship CR ° E @& EHMMA AR - R BRIthESE
BEEEAREDR A EBR

2. ERRTARRELEHEERMARN CRIER » IRERTMIE
3. BREEMBENM (RiAKIFEE) EFRFEMA AppVault CRS EITRTE °
4. EAEHNEE LRERBHE > REREHR/E -
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REERAEAER M

ERREERGEE > Trident Protect SR AR EBRMHFRIE - FARFEEERORIGKFHFERR o
Trident Protect F{Z1ERIFRARENLFELHEREIBRME - ARBREEBIBREAREN

HERBERT « BELIRME B -

TR
1. fERIERE L - BIURAIRE :
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/3 CR EIZRAIRER
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :

i Y BIER (CR) HEEI&Hm% (Ml trident-protect-shutdownsnapshot.yaml
) o
i. ZE 5B -
* * metadata.name*: ( _required ) BHiJERMLTE o

* spec.AppVaultRef . (_required _) IL{EXBEREREERIEZINH AppVault
metadata.name &1L ©

* spec.ApplicationRef : (_required ) ILEXBFERFEEATER CR EREN
metadata.name ##1i °

YAML 34 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. ERLERAMEIEAERZ % trident-protect-shutdownsnapshot.yaml ~:5&MH CR

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI Z I RAtRIRIR
a. BURIHIRIR - LURIREFMENA S IERPBIE - fIgn

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. FERIRERE L - BIRIRIRSTAE - USRI IRIRAVIRAS -



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ERBEHEE L > FATYIHL S * shutdownsnapshot .status.appArchivePath* BI{E » M50 ER#IEZRERIEHY
RE—E87 (1#8% basename ; S ERE—ERNGEZBRWFAEIER)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. PITAHBE > WHNVERMEEREEMIRIERE - WETTHIEE !

@ ERRBEREFNTE 2 > BB E 37 spec.promotedSnapshot
AppMirrorRelationship CR #§% 9 » I EERATE LMD ER 3 Pk ERLE

5. STERIR MBS S PR BB S BB HERRIE -
6. 7ERTAVIIRSE AR RAEHER -
R
B R AR - EI SR T ;
* RIAHRERTERH Kubernetes BIREHAEURER o
* MIBRAEFAZNAIKubernetesEIR (fREEPVCSHIPVs) ~ BIA]IEF)(E LR IAIRAE 2P ©
& Pod B 1 + EFRTRR MR B IRIRR QEERRITS o
* SnapMirrorB{% SRR « EE MR E 2 B IFIEITHRR ©
* FEFBAZSLH Kubemetes EUREHEBISATIRIRIEIR « 162 FRIAFORAE A2 BB R0 Volume BK o
© ERELUAR A ERR o
HERR AR E REACRRE
M Trident Protect » SAILUBBMU T H MFFNEMIEHBIELEER HEER o FIRERGERA B
TR Trident Protect B EARARXETAR (BMFS) ERMIFRARS » B RAEIS
IR B M A B S B RN BIRRELE « B RTIISH :
C RS -
- REEHES R -
(D sonrEsnEFES g - BAEERESHESRFIMNEARWHEENEN

* REERSA o
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1. T REEMRS D HEREEREMRIDR
2. JTREEAREIERAEIPER

PR+ Rf%
iégﬁju[‘ﬁﬂ%ﬂﬂu{‘%@%%% o BftMIFFEARENEREGE EEEWERILNEARER > ME ZFRBEMH

HER
1. EERTIBEZEE L > IR AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E A Trident Protect B ERATZ
A LB REREN BT EE 2B A RINHFE z MER R ERTEL o

@ SEBERARELR > ZEAEARTENFAERTHONSHERAEN —ERHE - MRETER
‘oITHNG > AEEERFEREBNT °

min B RIFE
EEHHTIERANTHEMREREE > SIUBBCHENERRERIE -

wREE—ERE

LEREARNENIR—ERE » FRURRHEDR - ARKENERIIF—ERE -

1. $TFFIEAR—I8 :
a. "RRITIRIE" o
b. "R " o
2. ER—EHE L > ORI ERERBHTE - BT TFIEH—E :
a. "(LIRFRIBEERY o
b, " BRI o
MW RFIRE
EBEREARAENITRNES TREERE) - FEOREE LRI  REBHHERITRNE
£ - ARARBEEREE LB %8 Trident Protect ©
() mEERERRRE BRI SnapMiror " -
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1. "ERITHR" o
2. BT EIERNEE LT O RN WS AppVault CR o
3. [E M E F I EIBEER 5 o

AR — (AR FRNBEES —ERHFER
TWRILIBER BHIERE B RFHEE - REAREAR—ERFEEN BRI S—ERFER
BN (fE2R CR FRHERIEZE)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR Z[RIRER
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. EIEBIIHNERP > RETHIEBMYE
° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE o
° spec.appArchivePath : 7 AppVault PREFIRBABHERE o e LUER Tt RSHULRE

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFIRRASH AppVault &5 o
° spec.namespaceMapping: ‘ERIFEMN IR L TEMBEE BRItz o URIRHPIEH

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE  MRERFEENEERNEARNFEER » FMEERREDE » UE S RCARERE
HEIR

° *resourceFilter.resourceSelectionCriteria : (Ef#EEFREE) FRY “include or exclude B S EHEFRTE
resourceMatchers FEZRNER o Fil T ERELE TEZ2H - UEREMWALBRHNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIEY | FEH S
EcE > efMELEEHEA OR /% > MEEE (B » B8 > RE) AR ZEEE A AND

fE% o
* resourceMatchers[].group : ( Optional) EEHERNZREH
* resourceMatchers[].cher : ( Optional ) EEmEMERELE o

* resourceMatchers[].version : ( Optional) EEnEMERRZ

» BEFEZ EIRH Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* © (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name {1 #Y * resourceMatchers[].names* : (



Optional ) #n%4aZEfE o

* BRI Kubernetes metadata.name #{iIFFEY *resourceMatchers|].labelSelectors * © (
Optional ) Label ZEENEFF & » WIHFTEZR "KubernetesSZ " o FIgN

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEREMBEBEAERZRZE trident-protect-snapshot-restore-cr.yaml * BEMACR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£/ CLIZRIRER
TR
1. BRBIEREAENGRZER » LURIBEFE RS IERTHE -
° snapshot " 5|BEEEAN R TZRMIRBLTE <namespace>/<name> ©
° It namespace-mapping 5| BfERAUE RO RV RZER » MAETURIRIR i 2 = EH R E IEFER

Bethesa =M sourcel:destl, source2:dest2 °

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>
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EIETrident Protect {78 F

HITHRER —EBTIE - IRERELERARINERREFE—ERNIT - HlW0 ~ W0
RICAEEHERAEL « T UERARNTHAREFRBEZANFAEENERS « LR
FRICABIEER S o WILFIHEREAEN—BIRER -

HITH ARy EEE
Trident Protect 235 A T @ #1780 F4EE » BURMN ESMBVEI TR :

* [REERD

* RERER

* TR%kHEN

* BNk

* BRE

© RERER

HMATIER
HITERHREERR - MITHMESHEIRETIIBFZE
1. EEEANEHRMERHITH IR EEEENA R LT - K UREERURRITERRENBTIRIEA
) ~ BEEEZATAITE SR INIEF BEA RE AR E ©
MREA > AIGERERERRPRE o "7 HEE S EATrident Protect SR EMRERFRGHIEE" ©
- BITERHREIESE o
- RIEHIERRRSEERNIER TR

AHAERAN B HRERITHOU EEEENR S LT - KAUEEERT AN TERHENEIRER
g ~ BEFERIITEEHINIEF LA RENEERE ©

13 I U JUR N

MRECEIF—HERNZEANITHEY (PIMFALIRER)  AEERESEHANNITIER - 78 - REHRERHE
HEHITIBEF AR  HII0 > U T EREAMEFREE QRAERRITIER -

1. $ITIRIRATHMY

2. REBEEDERNT

3. MITHMAHS

4. PITHEOEREY

(D)  DREsEAmERRRTTERRERRNERE o

FENFRIRIEPRBRITREIS I ZA « SAHUTETAE o ERILUER kubecl exec'dp <

@ KA EMABIE L - FENFEIRIEPRAATHOZ 2R  FRISPIEERREBMER ~ IUFE
REM— - CRAIWEARENERITAGRZER - BRREXED « ARAASHEBHARER - #
IESERIEIESE -
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@ SNRIREBAIITIRE SR INIG > B FEHTEFR Kubernetes BR » BIELEEBEEIEREBHEHD
» R AIRERERIERET ©

R BT TR AONERIESHE
RBIEFRINHTHRN « FEETHIEE -

* MITIRELAERIESHERIITEE - SF2RITH AR U BERNIESH

* Trident Protect ERM1TH#FER M LART T shell AR IUARS ©

* HE LR/ EPRZ96KB ©

* Trident Protect AT FREMERTT SRR E ML FEARIRE « HBHSRRIEE
HRBITHAORE RO T2 EANITHRRARINIRE - ARz — 2R EREaTNT

@ B APITPRERAVERE o IIRELABRIRHITHM AR AN SIRERIERE « BREREUHETE ~ RIMNRE

MEIRBIERELREA « DAFFHINT - ERTHEOEBNTHAPEANEEREEZRREBNE
5ERY °

HITIRBED SR

B CHE SR EE AR RN THNE - SR LGREESIE EHITHNG - UERANIRT SHEE - RS
REFRB AR LERBERRHRMGNERREIRFAIFEER  ERESHESERGREIARENARE (6
YlElasticsearch) o EniEas A RIS TS S TR LRSS LHITHES - ER—EFA B HREER - RE
RHE—JITH ORI Z(EHRES « EEHESTHEENETFESHER - SERTHRRS A 10EERS
EhiEes o

AT EI TR R SE@ R AR E A IERAR MR LR R PRS 28 - S8 T HER B > #FREZSEL
BITHRBEIA - BIESRIVERRTIVERERRTI 2 (RE2) 5874 ° st s AN ER YN SBETHGE

23RVIEIEES © BRATrident Protect T FiBIESS P T RN IEMRTAINGE ZNFMAE S > F2HE "HEIER2
(RE2) FBEZIE"

@ NRICH L R ESETE ENITHA - MRTERNEREEZBHRT - BERIERKR
HENMUNTRNGRZER « MehEEGRSRISEREERMaRZER -

HITHREEES

saiash "NetApp Verda GitHubZE 22" T ZAPIFERTETX (40 Apache Cassandra # Elasticsearch ) FYEFEH
1TELE - T UEEEHG - BENAEBEECHNBETIITHA o

BILITHNG

AT LUfEA Trident Protect ZEARNEIBFINITHF - KRBHAMEE - EES M ERRA SEEIINT
#F o
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fEFA CR
HER
1. BT B5]ER (CR) #EREIL&HHEA trident-protect-hook. yaml ©

2. HEUTEBMUFEERTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRLE

° SPEC.applicationRef : ( _required ) EHITHITIHENERIER Kubermnetes %78 o

° *spec.Stage * : (_required _) —fEF& > i5HHITHIEEENFHARPITHIPEER - AJREME
-
* BhC

° spec.ACTION : (_required _) F& > RIHITREMRRINGITE) » AIRRZIEE N EAHITRE
BRI EREABTT o PIRE(E -

= Snapshot
10
- BEERE
° spec.enabled : ( Optional) FTRILHITHEEEERARERA « MRFKIETE » AIFERES true

o

> spec.hookSource : ( _required ) BE base64 ##hE hook 5L HEIF R o

 spec.timeout : ( Optional) —{HB(TF > EEAFRITHMNITHRE (UDHBBD) © B\
B 158 > MBKISE > FRIEA 25 D8 -

° spec.arguments : ( Optional) YAML 53|805E > o] LIAMITIHERETE -

° *spec.mmatchingCriteria : ( Optional ) EEMMNFHEIRERCEHEE > SERHAMRBNI T
fhigtas o SENITHIRZOINIE 10 EEREESS o

° spec.matchingCriteria.type : ( Optional ) B HITH0EFEIERMF R o AJRE(E ©
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value : ( Optional ) B ITHOEFRENFRIRAEER o

YAML &5 :



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. FEELUERMEIRA CRIEZRZ%E » FEMCR

kubectl apply -f trident-protect-hook.yaml

fEFACLI
WER

1. B 3THN - BURIRE A IESRRAYE - flY0
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIITHNG

TRIUF BRI THLUETTAR - B EHRERFZFHENRNITHN - CEEREHAE - EESMEHEIR
» AREFBYINITHNS o

FENTHREIMERETER

1. BUBRER » WEERILETERER > UHIERBNNITUE
2. R EITRITH I
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72

fEFA CR
HER
1. B BE5]ER (CR) #EEI&HE% trident-protect-resource-backup.yaml °

2. HEUTEBMUFEERTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) IEEFTERNGTE ; AEHNIRIEEER —B SIELTE
° spec.applicationRef : (_required _) ERIEREHHIEATEI Kubernetes 518 ©
° spec.appVaultRef : ( _required ) H#EH(HDASH AppVault &F o

° spec.appArchivePath : F#ZHEDRAR AppVault RERERIE o R UERA TGS KEHIE
BRIR :

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. WL EFEMEIEA CRIEEZ% » 5AEM CR !

kubectl apply -f trident-protect-resource-backup.yaml

fEFACLI
HER
1. BB  UWISIRIBNE RBCIESR P AYE o §lan -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> —--app-archive-path <app archive path>

2. EARBHREE - CEIUERERALEG G > BEEFETHAALL



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. FERHEMAT

kubectl describe resourcebackup <my backup name>
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fEFA CR
HER
1. B B5]ER (CR) #EERI&HHA trident-protect-hook-run.yaml ©

2. HEUTEMUFEEMTrident Protect IRIEF1#ERE -

° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —H SIEALHE

° SPEC.applicationRef : ( _required ) BEFRILENSEELE 1 PELHN
ResourceBackup CR FEFTER &5 o

° spec.appVaultRef : (_required _) FEMFRLETESEETIR 1 PEIL
ResourceBackup CR B9 apVaultRef

° spec.appArchivePath : FE{RILEEGIEDER 1 HIEILH ResourceBackup CR HRY
appArchivePath £ ©

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.ACTION : (_required ) F& > RHITIRBAFREAIITE) > ATREIEEEAHR
TIREEEIRFEREARTT - AJREE -

= Snapshot
- 1h)
T BEERHE

° *spec.Stage * . (_required _) —fA¥ & > I5HFITHMIEESIERARFAITRIBSER o tEHME
RS EEAEAMPSEITHNY © AIRE(E !

- B
" BEX

YAML &4 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover
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3. FEELUERMERA CRIEZREZ%E » FEMCR !

kubectl apply -f trident-protect-hook-run.yaml

fEFACLI
1. B FEHITRERITEK :

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>

-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. WEPITIHERITHORE o M UERPITIG S > BEEEETAAL :

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. 3BH exechooksrun YU E B R FHAE RIAAREE :

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>
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