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f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEFACLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

—A%S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3 secret

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

—f%S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

£ Trident Protect CLI }£17 AppVault il

SR UER T3 CLI ap < &5l » A {EMAEREIL AppVault CRS o

© AT LUEEMRNIETE Kubernetes % » EHR &R Restic M Kopia FEAFEMZRIEE]ZE
@ WEHAE N ~ A2 (BB B HFEERE] o

* 5% S3 AppVault ¥4 » {SRJLUEZE(ERS |2 > Al S3 MEIEEIME Proxy URL

--proxy-url <ip address:port> °
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

—f%S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

%45 AppVault &1
oI LU Trident Protect CLI YMEET0RIGARCIERE _LIEIIHY AppVault ¥ HEBAE N ©

TR
1. #4R AppVault R RE :

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

° EhEEsl - ¢
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (AE) EBESEZEM AppVaultPath > 35{EF1E5% -—show-paths ©
BT Trident Protect helm IS E R E LA > RREBE—RTPHNEELBASEFER o HIM0 --set

clusterName=productionl . ©°

#B& AppVault
& el LA BERF R bR AppVault ¥4 o

@ P& AppVault ¥4 2 &1l > :570%8F% finalizers AppVault CR HHRJHEES o W RITEEEM > BIAE
B8 AppVault FFREPHIRIERE R > UKRBEFWIIIER

a2 Al
A E S EMBREMIBRAY AppVault FrfEFRBIFR A REBFIED CRS



£/ Kubernetes CLI #F% AppVault
1. #B& AppVault ¥4 > LLERBFRHY AppVault Y52 FBEL appvault name :

kubectl delete appvault <appvault name> \

-n trident-protect

& Trident Protect CLI #5f% AppVault
1. #5% AppVault #14 » IEFFREY AppVault ¥4 B FEEA appvault name :

tridentctl-protect delete appvault <appvault name> \

-n trident-protect

{5 Trident Protect E&EEIEERER

EAI R FEATET CR FFERARY AppVault CR » LIEZHRLEAEE(ER Trident Protect B1E
HRERRER o

#2137 AppVault CR

IREEFEI AppVault CR » WEEERRER EMITERMREEZXEEER » ™ AppVault CR 7B ZEE Trident
Protect B985 £ ° AppVault CR BN IERVIRIE » Y158 AppVault CRS BYEEH » 552 R "AppVault HF &R o "

EEBAEN

TEEEERSEZEER Trident Protect BEIERERTEL o ErIUFEHEIIEATET CR ZfEMA Trident Protect
CLI REZEREALIETEIR -
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fEF CR #migfEmiE
1. I BAEMRER CRIEE :
a. By HFIER (CR) ERIL&H% (HlUl maria-app.yaml) °
b. RETIEIL :

* * metadata.name*: ( _required ) FEARTEXBIERIATE o B IRGEENLTE » RARE
EXEFEEfMh CR 2R R HILE o

* * spec.includedNamespaces*: ( _required ) fERMREEIEE NG TRLERIEEEH
EXAERFIENGRER - ERAEXMZ RN ERILEEN—ZD o

* * metadata.annotations.protect.trident.netapp.io/skip-vm-freeze*: ( Optional ) Itz E(EE A
L EHI 23 E BRAFEARTZE » B0 KubeVirt 1218 > IERAR T EIRBZANRL - F5EILERS

RARTIUTRBHEBEAERZRR - MRRA true > AR GRRIERTE > WERR
HIERAERRR - IRREF false > MEAEFRZBEERE » WERBRABREXHR

4o NRISTE » BEFERREXTEEREXEETRA EEHES - B2 ZRKEE - (NRKISE » Bl
FERRRREIBIE 218 Trident {(REHASHE" o

MRECFEERUBARAZBERIER > IUERTISHS !

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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-+

YAML &34 :

+

1

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- labelSelector: {}
namespace: namespace-1
- labelSelector: {}
namespace: namespace-2

- BUFEMAER CR UNSIEMIRIEZE » 5B CR - il :

kubectl apply -f maria-app.yaml

1.
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ERTIEP—ESZARILIMAERRARAES » UWRIFFHNERRASIERFRIE - ERIERARE
NEZFMABREBNENR > ERALUERDRIVEE » UREHIPFARAISIE -

TRILUEFER U EAREARERER  sERAREXSS I UTRRIESAERAR - EEER
PRI E IR E RAEAREI > BN KubeVirt IRIR » IERAR SR RBZANRAE - MRERZTERS
true > EARENEZREHRTE » LERBHBRAERZRZR - MRFGHRER false > HIERARER
RRRERHRE » WERRPERGEXHRR - IREEAMEE > ERARATRARAERTREE
BEs - RIEZERMIGE - MREAEMERE > BRARAGERE "2 Trident (REERERE" ©

EHEEEA CLI B ERERHEE T » Sl MUEALE --annotation FEAR ©
° BIUEAEN > LEABRARERNTIERRMRGETH !
tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-

namespace>

° B ERRERL R EEZRARRETANIREARNRE :
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

{8/ Trident Protect {REERIED

(BT LU E B R R SHERIIR (RS 2, 0 FAIBIREBRIE » LUREEH Trident Protect &

EBHFrERARER °

@ &R LUE Trident Protect 58 € AT B RHRE(FEIIRRENBUHRGIER R o "F AR AfE
FA Trident Protect 52 EAEZERTHRLE" ©

B IBEFR IR
IR ABER R S BE TR IRER ©

@ MRBEBENTREEAEANEEZTHESR > AIRAFEANEAEAGSLEMNSE  BIE
LEERGESERD - RIBERF -
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f#F3 CR E1II{RR
B ER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-snapshot-cr.yaml ©
2. EERIUAMERED » RE TIIBME
° * metadata.name*: ( _required ) IEEFTERINGTE ; AENIRIEEER —H SIEALTHE
° SPEC.applicationRef : EREBFEHATEINHY Kubernetes %78 ©
° spec.appVaultRef : (_required _) FEREFREBAZR (PEER) B9 AppVault %58 o

° spec.relaimersPolicy : ( Optional) EZEMIFRIRER CR > ERAREXHESHLEAERER &

REMERES » REEWH "Retain 2 MR - BRQIEIE .
" Retain (F83%

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FIELUEHEREIEAEZR 2% trident-protect-snapshot-cr.yaml ;A= CR

kubectl apply -f trident-protect-snapshot-cr.yaml

M CLI Z171REE
WER
1. BIIRER » WUSIRIBRE B A 1SR R A91E o Flun -

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>
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(EEIA VAR R TR o

@ MRE=EBENTREEAENERTHESR > AIRAAEIAEAEAGLEMENZE > RIE
EEREESERD - REIERF -

a2 Al

HEGR AWS TR ER N ZIHARSE R AR R RHAITEY S3 15 FE o UNR Token TR EEHEARIBHR - 1F
ELI): = F S

* WNEGE B AT T {ERSERHER B ARSI AVFAMEE 2T » sA2R0 "AWS AP| ST o
* N AWS EIRIERIEEAE T 0 52/ "AWS IAM ST o
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f#F CR E1IIt&1p
B ER
1. BT B5]ER (CR) #EEIL&HHA trident-protect-backup-cr.yaml ©
2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: ( _required ) LEEFTERENSHE ; ATHIRIEEEE—BSIENRLTE o
° SPEC.applicationRef : ( _required ) EHHBIERER Kubernetes &8 o
° spec.appVaultRef : ( _required ) FEFEFHDARAR AppVault 78 o

° *spec.dataMover * : ( Optional) F& > fsHHERFEFMERMNBH IR - AIsENE (BDKN
®)

* Restic
* Kopia (F83%)
° spec.reClaimPolicy : ( Optional) EEHENNRESHRELRZHEEMEENR o AI5EE !
" Delete
* Retain (FER)

° Spec.snapshotRef : ( Optional) : BAREMRKIENIRERLTE - MRKREM > BEEILLENY
FIRER ©

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. ERLUEHEREIEAEZ 2% trident-protect-backup-cr.yaml A= CR

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI B3 D
1. B, » UIEIRIBENE EIESRRBYE - Flan -



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

I BERREDHE

RERBFIEEERMFFEFEIRE « BHIME - UFRERBREDR - KALUEES/ & - 8X - 8BNEA
BIIREBNEND A LUEEBREBNELRHE -

@ MRBEBENEREERAEAECEZTHESR > AIRAFEANREAEAGLEENSE  BIE
EEREESERD - RIBERF -

e Al

HEfR AWS T{EFEER AL ZUHAR A R LA B HERI-RHAFITRY S3 B 1EZE © 1R Token £ D 1EEHEAREIAM - 1
FEAIBEERM -

* INEIRE B A TEREERER ZIHARF IRV AE R » 552 R "AWS API 3ZfH" o
* W% AWS ERSERFEE » 552R "AWS IAM X" o
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M CR B HF2

1. B BE5]ER (CR) #EEIL&HHA trident-protect-schedule-cr.yaml ©

o

o

2. EITEIAMERF > RETHIEM

* metadata.name*: ( _required ) ItBTERN%TE ; ACHNIRIZEEZERE—BS5B0%HE -

*spec.dataMover * : ( Optional) F& > ISHERIERFIEMANHER TA - FIsERE (BHK/)
®)

* Restic

" Kopia (F85%)
SPEC.applicationRef : B3 2 FEATEILH Kubernetes 478 ©
spec.appVaultRef : ( _required ) FEREEFEHENARE AppVault %78 o
*SPEC.BackupRetention * : 2RENHFHNHHE - SRTFERILHER o
*spec.snapshotRetention * | Z{REERVIREBE o ZRNAFERILIERMRE o
* spec.granularity*: B{TEF2RISER o RIRERV(E ~ LUK ERIAERARNL

* hourly (EREIEE spec.minute)

" daily (EREIEFE spec.minute # spec.hour)

" weekly (BERETIEE spec.minute, spec.hour? 0 spec .dayOfWeek)

* monthly (EXR{EIEE spec.minute, spec.hour ’ M spec.dayOfMonth)

spec.dayOfMontth : ( Optional) HFZFEHITHIAMBEHRE (1-31) ° MRBAERS ~ BILEHE
i A% “monthly & o

*spec.dayOfWeek * : ( _Optional _ ) HHEEHITH—EBHFHN—XK (0-7) 05k 7 HERTE
HAE - WMNRIBAERS ~ BIEEMIA Y weekly 1H ©

*spec.hour * : (_Optional ) HFZEMITH—KTAVNE (0-23) o NRBHAERER 3

s Bt FEE B WMEFES daily weekly monthly ©

g oEE 0 (_EER ) HIEEHITRNE (0-59) 9iE - MRBAERER - ~ 50 Bt
FEREBWMIAEFEL hourly daily weekly monthly ©



3. FIELUEHEREIEAEZR 2% trident-protect-schedule-cr.yaml

kubectl apply -f trident-protect-schedule-cr.yaml

apiVersion: protect.trident.netapp
kind: Schedule
metadata:

namespace: my-app-namespace

name: my—-cr—name

spec:

dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"

dayOfwWeek: "O"

hour: "O"

minute: "O"

fEF3 CLI E1HkH2

1. BIREHE - LURIREMELTS HESRHRIE - fIin :

®

.lo/v1

mEMCR

1R B LA “tridentctl-protect create schedule --help 2GR L Ep < BIsE AR AAE A ©

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup

-retention <how many backups to retain> --data-mover

<Kopia or Restic> --day-of-month <day of month to run schedule>

--day-of-week <day of month to run schedule> --granularity

<frequency to run> --hour <hour of day to run> --minute

<minute of hour to run> --recurrence-rule <recurrence> --snapshot

-retention <how many snapshots to retain> -n <application namespace>

MHIBRERER

A B R ENIHZMEFRIRE
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FER
1. #BREAREFMERANY Snapshot CR :

kubectl delete snapshot <snapshot name> -n my-app-namespace

il B e 1n
M T ERENHRRERES -

1. BIREBMHIERRBIER CR !

kubectl delete backup <backup name> -n my-app-namespace

BERDFRIIARS
CRIUERS L IIRIREETETT » ETMEIERMBIER (FEMRE

ﬁu%
1. EATY < T HEEMERERGRAS - MUIRIRPERIASERPAE ¢

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

ESF3 NetApp 182 (anf) {EEMEHEER

WMNRITEZLEE Trident Protect > SR LARUBEI & T=RIAIFED BELERINAE » LUHEEA NetApp HEZEHEFLERINHE
BimfER > W 1E Trident 24.06 ZATEEIL © LETHAERTEA NFSv4 ME R IZEL(ER » F2{LRAEEEBMZEINERT o

ez Al
sRhtEae NYIEIR ¢

» fRE %28 Trident Protect ©
* 8B 7E Trident Protect R ERFERRED o TETMILIEF Z A ~ ILERERAIREINEAIR o
* 8B azure-netapp-files BEIE(EFRIRTERFETZER o
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FRFLUETTHERR D BR

1. YN anf Volume 2EFLRZE Trident 24.10 ZAIEEILHY » :57E Trident PEIT FFIENE -

a. $HHEEL NetApp 1ER AR H HEREIIERR PV » BUAREEEE :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HESIERASEMERIR PV BFBREBE

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE

snapshotDirectory: "true"

+
RRIA Snapshot Bk » Trident Protect & E—ARBHINEE » RN EFHEEEREATEER
PRZER - TERER T » FRAESEEETARMNAAZER » BRI FHMHERER/ N EFHER

RS
FERRREZHBYFER Trident Protect E1TH 7 EIER - @ PVC thrIEEtEREXBNEHER o

{58 Trident Protect :ZFRERTE

A IAGER Trident Protect fEREBRSHH D EREAREN - ¥EARAEREFN—ERZE
B« IEIRANRBEREETER -

@ ECEREARELR > SEAEARENFAENTHHHNEHEERAEN —BER - MREEER
‘aiTH > AEEERFERESNIT

e A Tl S e e gttt s

EERRMNAEZEEELRE - Brthe R EEPREANES AR % EE P BREAE AR - FHER
RENREFPAFENRBREER » TEREFENEMRERIER  UGERFENLERME - RFEEREN
whan = ERIRER SRS RITAE

WNREFEA RedHat OpenShift » 5752452 OpenShift IRIEF a2 TRIFHERARIRIER - &

@ TR BRERLN Pod f74 OpenShift 224 RARE| (SCC) FREEMBEEERMEZE
4R > B EREIRRERN o ZEREE o NFTEMEN » 55 "OpensShift Z2MEREPREISZ
28 -
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ERAIUERITE R B EREEE Z AT > 2T Kubernetes IRIFEH > LUBSRER B Mt&4 M AN E:
T RESTORE_SKIP NAMESPACE ANNOTATIONS ° ¥l :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

YNRICEAHHIRGERT Helm REZERKIFEAE --create-namespace » B IREEITE TR
name ° {ERRN BB EZFLAM > Trident Protect S ILARBENEI BRI R ZER - BNRKFENERNS
RiRepZER 0 BIEREERE B Ryt ZZEE - RILERKR R ZERAER > AR EEXNE Bt
BER > MASHEEMEE -

5l

LUT SR RN BRthan B =R - SEmREREE RN ENERNIRE - SIUEEFERR BNt RZE
BIBVIREE > MURERRNREE Bt e R ERPRESSER A

BRNBHBEEE A
TRARPFERN A B EEE 2 RIBVEFI R B #yit ot ZE k]

e .
s .

hu)3

G

GEEZRA T L0
R ZEM nS-1 (3 ° annotation.one / #H5 : T « IBIE = FREY
pEY) updatedvalue J + Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
mAaEB nS-2 (B * annotation.one / #85 : T true | * role = BilE
3b:
HH) * annotation.the/key : [ FALSE |
BRIFRZE

TRMAERWBEBEIEE 2R EBH B R RV - RESZRENIE > BHEER > name REHE
BT & ERthe e -

iz Tz S

EZE nS-2 (B * annotation.one / #pE : T * NAME=nS-2

RY3h) updatedvalue | - Compliance = HIPAA
* annotation.b2/key : T true J . IB1E = FRER
* annotation.the/key : [ FALSE | . role = BRIE
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RENEREEARNGRAZER
= & BackupRestore CR #H{1EREREHId % Z=fMKF > Trident Protect iR EEEHin Lz
M UAZRRNEREREILEARER CR - EEREZRENERRER > AEMLBERMIIRR » B REH

2 o

@ RENEREAFHEABRNAEGRZER » TAEEEMEGHRPHARBHER
REMPHNFREER > ARRLEEHRZL BReRER » SHEHERENIGRZER -

FIsEZ Al

HE(R AWS TR EREN ZIHARSE R U BT E R RFFEMITH S3 IBRIEZE © 1R Token TEIE/REEHARIBET -
EERIREE R ©

* R E BRI TIEMSEREN ZIHAR EAVEFAE - 5826 "AWS AP 32" ©
* N5 AWS BEIRSIERIEEAE T » 52/ "AWS IAM ST o
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fEFA CR
HER
1. BT B5]ER (CR) #EEI&H$HA trident-protect-backup-restore-cr.yaml ©

2. BN BINEZRD > RETHIBM
° * metadata.name*: ( _required ) IEEFTERNGTE ; AEHNIRIEEER —H SIEALTE
° spec.appArchivePath : EEEHD RSN AppVault REREETE o ] LUER T3 < RSIKULEEE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o
° spec.namespaceMapping: #HERE{EEMN KR EMEHEE Bt 2o o MURIEFIER

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #EER{EXERFEFEREHEE B #FER o URIEFHNE
sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my—-cr—name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MRIECAFEFEVEARNNFELERKER » FHHIGENEDEE » UBESHHFRLAE
HERBNER

Trident Protect & ENENREEBAEIR » AL ¥HRETERMEF RITRI - Al
() - oRCRRSERRESEER - A ZERAEMEN Pod - B Trident Protect
IERARREE) Pod -

> resourceFilter.resourceSelectionCriteria : (E7#EFTEE) A "Include’ HE DL "Exclude HEER
7E resourceMatchers FEZRER o #E FIEBERREETAZSH - UEREMALGENER -

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥ o I RIEITUEIET P ER S



fBrcE > EffELEHA OR (RE > MBMEIXER (BHE > B8 > h7dx) AR ELEEZ AND
B o

* resourceMatchers[].group : ( Optional) EEFENEIREFAE o
* resourceMatchers[].cher : ( Optional ) BEEHEERIERESE o
* resourceMatchers[].version : ( Optional) EEREMERIRZS

EEfEE 2 BJRAY Kubernetes metadata.name il AY * resourceMatchers[].names* @ (
Optional ) %78 o

EEfEE 2 BIRAY Kubernetes metadata.name I AY * resourceMatchers[].names* : (
Optional ) #p%AZEf] °

* BJRRY Kubernetes metadata.name HiIEY *resourceMatchers[].labelSelectors * :  (
Optional ) Label EEEXZ3F & » WARFAEE "KubernetesSZ " o FiIHN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. IEIRLIEREREIEAEZE Z% trident-protect-backup-restore-cr.yaml * :5E5H CR :

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI
WER
1. BECERERENGRZER » IRIEHIE RN AYE o It namespace-mapping 51 EfERA

L E SR RS TR » LSS SRR s M FEE IEFERY B rYth dn 44 20 R
‘sourcel:destl, source2:dest?2 o il :


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

W ERERGRZERE
R BB R E R H 2R o

FIsEZ Al

R AWS T{EFEERIER ZUHAR A R A TIE R REFEMITEY S3 IBIR1ESE  UIR Token EEREEHARBHA
EERIREE R ©

* WNEGE B AT T (ERSERHER 2 ERRFREAVEFAREE AT » s 2R0 "AWS AP ST o
* WNEE AWS EIRDERIEEAE T 0 52/ "AWS IAM ST o

30


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

fEFA CR

HER
1. B B5]ER (CR) #EEILHHA trident-protect-backup-ipr-cr.yaml ©
2. EIEBIIHERP > RETHIEBME

° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —H SIEALHE
° spec.appArchivePath : FHEHDABH AppVault REPERTE o ] LUERE T3 th L RSIULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFHHAEH AppVault &5 o

fugn

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. ( Optional) MRERIAFEENEARANELERRER > HIEEREDLE - UL HHFRLCH
BERBNER

Trident Protect & BRI N ER » AASLERALENNE R MAIREE o fa0
» NREBIFEHIGEESTER » MAZEFEAHEEEEAY Pod » Al Trident Protect 1
EiEFEAERIAY Pod o

° resourceFilter.resourceSelectionCriteria : (E7FE) A ‘Include B FEX "Exclude BEbR
£ resourceMatchers FHEZMER o FIE T EREETEZSH - UEEEMATHFMNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIET | FEH S
EcE > efMELEEHEA OR /% > MEETE (B » B8 > RE) AREAIZEEE A AND
=

* resourceMatchers[].group : ( Optional) EERENEIREE o

* resourceMatchers[].cher : ( Optional ) EEmEMERELE o

* resourceMatchers[].version : ( Optional) EEFEMNERRAS o

* BEFEZ EIRH Kubernetes metadata.name ##{IHHY * resourceMatchers[].names* : (

31



Optional ) %78 o

ferespR

EEFE 2 B R Kubernetes metadata.name ##{iIAHY * resourceMatchers[].names* @ (
Optional ) #n%4aZEf] ©

* BJRHY Kubernetes metadata.name {iIHHHY *resourceMatchers|].labelSelectors * : (
Optional ) Label ZEEX23F & » YNARFREF "KubernetesSZF" o FiYN

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFlFilter:
resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource—-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource—-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEEMNEIEAIEZE % trident-protect-backup-ipr-cr.yaml ;A= CR

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFACLI

1. BEMEREREGRZER » LURIBEDHEREIEINTRHYE © backup 5| BERANBBIEBMER
LIS <namespace>/<name> ° fFIUl :

tridentctl-protect create backupinplacerestore <my restore name>
--backup <namespace/backup to restore> -n <application namespace>

M ERZERRNRSE
INRFSAEER LM > CIIMURBRERETRNEE -
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a2 Al
FERFT A TIFRIGM

* BRYEE B L EE Trident Protect ©
© BRMtEE I FERREEED I RIREREMER AppVault FIEFEFERRK o
* FE{R AWS TERSERHEMRL 2 HRRS R B U BT R RIFEBITRIEIRVEZE  WIR Token TEERFEHARIBHA
EETIREE R ©
° MFTEE BRI TIERSERER ZIHARFEIAVEEARE T » 5B 2R "AWS API ST o

° YN AWS BIRSEEERVEFHEE - AR "AWS XX o

1. {8 Trident Protect CLI #MiMENIRE BHYith=E & £ AppVault CR ATRE :

tridentctl-protect get appvault --context <destination cluster name>

() mReEmtEs rERRERRRBRNHZEE -

2. E Bt EMEIR AT AppVault FIBHAS !

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

HITILER < FRRT AppVault PRI AHED » BIEHRRERE - BENEARLE  BEEGCNREER

@

° EHgsa ¢

fom - fom - tomm - fmm e
oo e +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

Fomm - fomm - tomm oo
o tom - +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30

08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30

08:37:40 (UTC) | backuppath2 |

3. &3 AppVault HIBFIRERTREAEIEREBMELE
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fEFA CR
1. BT B5]ER (CR) #ERI&H%E% trident- -protect-backup-restore-cr.yaml °
2. EITEIAEEF > RETIIBMY

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE —BSIENRE o
° spec.appVaultRef : (_required ) EFHHAEH AppVault &5 o
° spec.appArchivePath : RBEHHD AR AppVault REREETE o ERILUER T3 6 < RS HULERE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

@ gg%#iiﬁﬁﬁ BackupRestore CR » &R AP ER 2 Frififyan < RIGRED A
= °

° spec.namespaceMapping: &ER{EER KRR M EHEE BVt % 2o/ o LURIERAVE

BV my-source-namespace " # ‘my-destination-namespace °©

fgn -

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. FIELAEHEREIEAEZR 2% trident-protect-backup-restore-cr.yaml * ;A= CR

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. FRTYGSERERARER » BAERTHNENRRACIRIETINEN - hETRHES I BERUERS
PREVE B2 » SRR I E FE B IEFERY B pUsthan 2 22/ > #8102 sourcel:dest1 >
source2:dest2 ° 40 :



tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

WREBIZ R E R [EIRI T %4 2=

TEIUEABIER (CR) #EE - BENNRBERERFNG L ERNRGERHRZEM o EEER
SnapshotRestore CR #RIBIZ R E R [F]AYAn 44 2 fE R Trident Protect SEMREEPEEERARER > 1A
Z2ENEAREXRIEARER CR - BEEREZEFENEAREN » FRIMERHEMIIRE > HEIL(REFHE o

G Z Al

iR AWS T{EFEERIER ZUHAR A R A TIE R REFEMITEY S3 IEIR1ESE o U1K Token EERIFEAARBHA
EERIREE R ©

* WNENGE BRI TIEMSERER ZIHARFRIBVEFARE T » A2 "AWS API 324" o
* N AWS EIRDERIEEAE T 0 52/ "AWS IAM ST o
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fEFA CR
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. TEEERIIMNEETR 0 RETIEMYE -
° * metadata.name*: ( _required ) LEEFTERENSHE ; ATHIRIEEEE—BSIENRLTE o
° spec.appVaultRef : (_required ) REFIRBASH AppVault &5 o
° spec appArchivePath : £ AppVault FEEFIREBRBHIEEE o el UER T8 < RS UL

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.namespaceMapping: #HEREEEN KRR ZEMEEE Bt Zer o MURIEFIE

BVt my-source-namespace " # ‘my-destination-namespace °©

° spec.storageClassMapping : #EER{EXERFEFEREHEE B #FER o URIEFHNE
sEVfL destinationStorageClass # “sourceStorageClass ©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my—-cr—name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (Optional ) MRIECAFEFEVEARNNFELERKER » FHHIGENEDEE » UBESHHFRLAE
HERBNER

Trident Protect & ENENREEBAEIR » AL ¥HRETERMEF RITRI - Al
() - oRCRRSERRESEER - A ZERAEMEN Pod - B Trident Protect
IERARREE) Pod -

> resourceFilter.resourceSelectionCriteria : (E7#EFTEE) A "Include’ HE DL "Exclude HEER
7E resourceMatchers FEZRER o #E FIEBERREETAZSH - UEREMALGENER -

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥ o I RIEITUEIET P ER S



fBrcE > EffELEHA OR (RE > MBMEIXER (BHE > B8 > h7dx) AR ELEEZ AND
B o

* resourceMatchers[].group : ( Optional) EEFENEIREFAE o
* resourceMatchers[].cher : ( Optional ) BEEHEERIERESE o
* resourceMatchers[].version : ( Optional) EEREMERIRZS

EEfEE 2 BJRAY Kubernetes metadata.name il AY * resourceMatchers[].names* @ (
Optional ) %78 o

EEFEE 2 BJRAY Kubernetes metadata.name LAY * resourceMatchers[].names* @ (
Optional ) #p%AZEf] °

* BJRRY Kubernetes metadata.name HiIEY *resourceMatchers[].labelSelectors * :  (
Optional ) Label EEEXZ3F & » WIARFREFE "KubernetesSZ 14" o Ul

"trident.netapp.io/os=linux" . °
fgn -
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FIELUEREMEIEAEZE 2% trident-protect-snapshot-restore-cr.yaml * sA=MH CR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEFCLI
1. BIRBEREZERENGRZER » MIRIEFIERNERSIESRFE
° snapshot " 5|#EARANMAEMAIRIELTE <namespace>/<name> °
° Itk namespace-mapping ' 5| #ERAUE RO R RZER - MR RIRF TR EZR EREN
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BRIMAF A ZER " sourcel:destl, source2:dest2 ©

fgn -

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

RRBERERASPHER
R BRI R ERE R E R A m R 2R o
BtA = Al

R AWS T{EFEERIER ZUHARS A R AR TIE R RFFEMITH S3 IBIR1EZE o UNIR Token EERFEEARBHA

EERIREG R ©

* NENEE BRI TIEMSERER ZIHARFRIRVEFARE T » A2 "AWS API 32" o
* WNEE AWS EIRFIEERVEEANE T 0 520 "AWS IAM ST o
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fEFA CR
B ER
1. BT B5]ER (CR) #EREI&HE% trident-protect-snapshot-ipr-cr.yaml °
2. EERIUANEED » RE TIIBME
° * metadata.name*: ( _required ) LEEFTERENSHE ; ATHIRIEEEE—BSIENRLTE o
° spec.appVaultRef : (_required ) REFIRBASH AppVault &5 o
° spec.appArchivePath : £ AppVault PEEFIREBABSHERE o S UER TSRS AR

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Optional ) MNRIECAFREFEVEARNNELERKER » FHIGENEDEE » UBESHHFRLAE
BFERBHNER

Trident Protect & ENENREMEB A EIR » AL FRETEIRAE R RITORI - i
() - oRcRREERRESEER - EZERAEMEN Pod - B Trident Protect
IERARREA) Pod ©

> resourceFilter.resourceSelectionCriteria : (EFEFFE) £ "Include i B S EY "Exclude kR
7E resourceMatchers HEZMEIR c M T BEREEETEZSH - UEEEMWATHFNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher 4% o IR EIT LEfES R E&H S
£ > efELEEHE%A OR 1% » MEEE (Bl » B8 > IkEX) MM ZEEE %A AND
EZ o

* resourceMatchers[].group : ( Optional) EERENEIREE o
* resourceMatchers[].cher : ( Optional) BEFEMNERIELE o
* resourceMatchers[].version : ( Optional) EEmEMERRZ

* BEFIE Y EIRA Kubernetes metadata.name ##{iIH#Y * resourceMatchers[].names* : (
Optional ) %78 o

* BffEE 2 BIRH Kubernetes metadata.name #8iI##Y * resourceMatchers[].names* © (
Optional ) #rfaZEfE] o

39



4. ERLUEEMNEIEAEZE % trident-protect-snapshot-ipr-cr.yaml ;52 CR

fEFACLI

* BIRH Kubernetes metadata.name ##{iIH Y *resourceMatchers[].labelSelectors * :

Optional ) Label EEEXZZF & » WNARFREF "KubernetesSXH" o FiYN
"trident.netapp.io/os=linux" . °

fBIgn -

resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1

kind: my-resource-kind-1

version: my-resource-version-1

names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

1. BIRIBERE RGBT RZER » LURIRHRE RIS ESRHAIE o fIin :

tridentctl-protect create snapshotinplacerestore <my restore name>

--snapshot <snapshot to restore> -n <application namespace>

BEERIERIIARS
TRILMEAS LIIRIBEETH » ETHEERMBVERIFEMRE -

1. AT < HEGERFEIRE - DURIEHEMEA S ERPRIE :
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{5 NetApp SnapMirror #1 Trident Protect £ &= EFHTE{

&8 Trident Protect > f&BILAfEA NetApp SnapMirror F:fiTHIIERIFZE B IHAE » A& E RN
FEAEAEER—ARERRER IS —EHEFERE  ER—EREXFTRREZEE
=

ZE RN A EREFEIRN A EMERENRE

EERASIE IR - B RPN REEEE BRICRS S 2 RENRIAT - SR
B2 ERMR A HENRERE  TERSFENEMEEREE  UWFATRSHZMHIE - REER B
R 2R LR R RIS TR o

NRT(EA RedHat OpenShift » 55550 E = OpenShift IRIEH e =R RNAREIER - 6%

@ TR FERERR Pod 75 OpenShift Z2MARRE (SCC) FIERMNBEE#RNZE
PEARRE > TR EFEIRIER AT FEMEERE - MNFREFAAE » 55 "Openshift 22 %A A RFISZ
28 -

T UATERITER BB EFE AT > R E Kubernetes IRIFEE > LUBSRE S B I dh 2 R PRHE:
2 RESTORE_SKIP NAMESPACE ANNOTATIONS ° fll¥ll :

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

YNRICEAHH IR Helm REZERKREAET --create-namespace » B G HIREEITA T RERIE
name ° {ERRHNA B EZFHAMR > Trident Protect S ILARBENEI BRI RZER - BNRRFENERNS
FiRenaZEfE 0 QISR EEME Bptan R ERE - MRILERKFRHRRERBTER - AEREEREIBRItES
BER > MASEEHEE -

iyl

MUT RN BRtan B =R - SEmREREE R ENERNRE - CIUEEFERRBMtaRZE
BIRVIREE » MURERAREE Bt R EEPRESSHER AR

BRYBEBREFEEZR
TRRPFE RSB B EEE 2 RIRV G AR B Yt an 2 ZERARAS -
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CEEZES i EE

fBRZEMnS-1 (R * annotation.one / #%85 : T . IBIE = FREY
i) updatedvalue J « Compliance = HIPAA
* annotation.b2/key : T true J « NAME=ns-1
BRZEB nS-2 (B annotation.one / #HE : T true | * role = ERlE
b
a9t * annotation.the/key : T FALSE |
BEEXEZ %R

TRAPERYBHEBEEE 2 REH BRI a2 EMAGARE - RESIBENIE > BHEBR > name FHE
B E BRIt R =R

CEEERA T2 RE

mREBMNS-2 (B ° annotation.one / 185 : T » NAME=nS-2

H93th) updatedvalue J . Compliance = HIPAA
* annotation.b2/key : T true J . IEIS = IR
* annotation.the/key : T FALSE | * role = BkIE

@ 1B L& Trident Protect 38 € &7 éﬂﬁ EEEARREMBURHREIER RN  "FABEREUEfE
FA Trident Protect s2 ETE R R FRLE"

RERRRIA
REEBRIR R THIEE

K3

* J4Z Trident Protect IRIREARENIRIRAVIER (BIEERERAY Kubernetes B8 » UK SEREATE LR
& AR & RER)

* EEEREHHE (815 Kubernetes BIRRFFHEHIREER)
* REIRIRIRAVEE

1. BARRESE LRRIFRAENEIL AppVault  FRERIEFFEREEE > HIERFRIER AppVault BFTE
R AR EERIRIE ¢
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£/ CR &1L AppVault

a. BV BFTER (CR) #ERLth% (B trident-protect-appvault-primary-
source.yaml) °

b. 3 THI :

* * metadata.name*: ( _required ) AppVault BFTERRIHE o 5550 NMEIEZENSRE - [RAE
BRMAFTEIEM CR IERZ2MILE -

* * spec.providerConfig*: ( _required ) fA7ZFHIEEMHERFE AppVault FrEEEY4RRE © 357
CRHFEREE—E M#EIN%E MEAEMKERNFMAER - 5B MOEENE > RAES
RAFTEREM CR {ER G2 RIEL(E o 115 AppVault CRS ELHMEERRIESG » 552
B"AppVault BETEIR"

* * spec.providerCredentials*: ( _required _ ) EEFHFEHIEERMEFE AppVault FREZ1E
ARENEEER o

* * spec.providerCredentials.valueFromSecret*: (_required ) FTTDBEMERBKS o
" key . (_required ) EHEIEMNEIENEMEE o
B L (_RE ) 83IEAENIEESTE o WAMNIERMNG R/ o

* * spec.providerCredentials.secretAccessKey*: ( _required ) FEURMHEFTAMNEIE
% o * 5478 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: (_required _) RERMEHEMNDIIANS > FIU0 NetApp ONTAP S3 » —fig
S3 » Google Cloud I Microsoft Azure ° RIBE(E :

= AWS

= Azure

= GCP

= generic-S3
ONTAP S3

= StorageGRID S3

C. RN BEIEAREZEZ 2% trident-protect-appvault-primary-source.yaml * :a5
FCR :

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI #3L AppVault
a. ¥ AppVault » LURIREFEN H1ESRARIE -

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. BURIRREARERN CR !
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£ CR B ZKEEAER
a. B BTER (CR) ERLdh® (AW trident-protect-app-source.yaml) ©
- RE FIBIE

* * metadata.name*: ( _required ) FERTEXBFIERIIAHE o 550 MOEIENLTE » AAER
RAZFRERE M CR 2R S RMILE -

* * spec.includedNamespaces*: ( _required ) —#Har%ZCEIFIERAIEE - FFAMATEBTE

A BEE 3t 5 PR AR SR M) e R R RVEEE 0 LUSTE MRS v an R =R R EERNEIR - A
R R ZER AR IS —ERD -

* YAML* &34 :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-nhamespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. ERLERAMEIEAERZ % trident-protect-app-source.yaml *iAEMH CR

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI B K RERRER
a. By RFERERED o flin

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

3. feth A LUSEM KRB FAZ RV IRER © ILIRERZ (R Bt £ FEMZTURVERE - (IRERIBILDER -
AIEESE T —EBFERREIIT » UERRRTAIIRE -



f£F CR RIFRIR
a. BIURREARENERHE

. I B:TER (CR) HERism%® (Ml trident-protect-schedule.yaml) ©
i. RETFIBME -
* * metadata.name*: ( _required ) PHZBEFTERNLHE o

* spec.AppVaultRef : (_required _) IL{EXERERKIFEERTZINA AppVault
metadata.name i ©

* spec.ApplicationRef : ( _required ) ILEXBNERKFEEARER CRH
metadata.name &1 ©

* *spec.backupRetention * : ( _required ) UEHE{(IAMIEREA > BEXERSEO °
* spec.enabled : NEREF true °

* * spec.granularity*: 7B E 4 Custom ©

* spec.recurrenceRule : L UTC RREFN{BIREFREIEIREZRFBEER o

* *spec.snapshotRetention * : A/BRES 2 ©

YAML &5 :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i EEERINEEAEZ 2% trident-protect-schedule.yaml ;A& CR

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
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M CLI B IR
a. BIURIR - USRI BRI IERPRIE - A

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

TR ESE T ETERREE FERM AppVault CR HHEIMRIRFERTZR AppVault CR > Ties &%
FERFEIN (B0 trident-protect-appvault-primary-destination.yaml) ©

EACR :

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

- AERtEE R ERMERERREIL AppVault  RIEHFHEFHEETE » HIEXPRIEH" AppVault B5T

BER"UNEEIIRR ¢

a. BV BFIER (CR) #ERIdhs (HU trident-protect-appvault-secondary-
destination.yaml) °

b. FRETFIBM
* * metadata.name*: ( _required ) AppVault B5TEREN%TE s MEIEENRE » AAERRAE
FRrERE M CR IERE2HILE o

* * spec.providerConfig*: ( _required ) fE7ZFRIEEMHERTZE AppVault FrERI4REE ° F5AREH
FER3883E "bucketName FEMEMMNEFMER o A0 FEEIENE » AAESBEFIENEM
CRIEEZ2MRIEL1E - U015 AppVault CRS EEEMIHFERERIEEH] » 552" AppVault BETER" ©

* * spec.providerCredentials*: ( _required ) E#FEAISEIRMHEZE AppVault FiE 2 (EAIER:E
HNBEER o

* * spec.providerCredentials.valueFromSecret*: ( _required ) RTDHEMERBEKLE o
*key : (_required ) EfXFEZENTHNAERER
B L (LHE ) 23LRMENEESTE o WEMRERNGRZERA o

* * spec.providerCredentials.secretAccessKey*: ( _required _) TFEUREEFTANTFIEE © *
$78 * FEEL * spec.providerCredentials.valueFromSecret.name* #8%F ©

* * spec.providerType*: ( _required _) RAERMEHEDIIAZR » HI40 NetApp ONTAP S3 » —fi% S3
> Google Cloud 3f Microsoft Azure ° RIAE(H :

= AWS

= Azure

= GCP

= generic-S3
= ONTAP S3
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= StorageGRID S3

C. EIEUEEMNEIEAEZRZ 2% trident-protect-appvault-secondary-destination.yaml
=== .
sAER CR :

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-hamespace

7. #37 AppMirrorRelationship CR #£22 :
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£/ CR ##1I AppMirrorRelationship
a. EIUBFTER (CR) #ERish% (B trident-protect-relationship.yaml) o

- RE FIBIE

* * metadata.name:* (WKE) AppMirrorRelationship BT & RIS HE o

* * spec.destinationAppVaultRef*: ( _required ) ILEMBERSBHMESE FBRMERAIE
B9 AppVault 78 o

* * spec.namespaceMapping*: ( _required _) BRI EGLEMMBERTESBREAREN
CR EERMEREN a2 o

* spec.sourceAppVaultRef : (_required _) ILEXBEFEIRIFEEAIZEINA AppVault %75 o

* spec.sourceApplicationName : ( required ) ILENXBERESEEREEHAER CR BE
ENRIFEAEN S o

* spec.storageClassName : ( _required ) EIZFZEE FENRFERIMGTE o HFERNE
BEFBICRIRIEHER ONTAP f#7F VM ©

* spec.recurrenceRule @ L UTC BFEFI{EIRR B REIfRE&=FB EER o

YAML &4

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. ERLUERMMEIEAEREZE trident-protect-relationship.yaml > s5EH CR



kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI £3Z AppMirrorRelationship
a. B EFR AppMirrorRelationship #4 > LIRIREFABUL A IESEHHIE © FI0 :

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. ( Optional ) HEETRRFHAIAREMARE :

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

AHEREEEMESE

£ Trident Protect » SR L EBEMWEAREAREBEEZENMELE - LEFZEILERRG - LEBME
£ HEEBREX LR - MRIFEEE FHEAERXEREN > Trident Protect A E{E1IEZERREL ©

1. BHEX AppMirrorRelationship CR % (fI#l trident-protect-relationship.yaml) > Mif& *
spec.desiredState* FIEEE A Promoted ©

2. {#77 CRHEZ o
3. EFCR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. ( Optional) TEAEBEEARN LRIMBIEARELZ
o. ( Optional ) 1BEERRARIMRRENIARE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | jqgq
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EEY R EREERREF

ENMEZ XS EMBUERME - MITERETFER - RIGRFERBREXNASRTHHERER > MKE
AUt EHITHREARE M AEERERIER -

AR BB IIER A - 1R LR o
() aosbaBEsABNERRRNETELHBEES -

1. B RIFREARIAIIRR o

2. B8 AppMirrorRelationship CR X (%l trident-protect-relationship.yaml) > ZA%&H&
spec.desiredState FY{EE NS Established ©

3. {#7FZ CRIEZ o
4 EFACR :

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MREEBMEBE FETEAFREIIZRFEDHEBEBEARER » HREBK - RN EERERERR
KEREIHFE o
REEHED REBEERHER

EEREENRS AHEBEERMER - BiERAEASEFCRRERARER - KESGEME M - TRHEBE
HARE Y Bt R AR TS E S RE TR o

1. MIBRERYA B Rt E & EAY AppMirrorRelationship CR ° E @ EMEMMANR - IR BthEE FiE
BEA{REHE » BREBR ©

2. ERRSARRTE HAHEERMEN CREE » LIRTEESRE °
3. RS EZEE LR AppVault CRS HE R4 ©
4. ERHNEE LR TERRG  KREREHENE

REEREAER M

ERREBERAFME > Trident Protect SR EARENREBRIMFEEF R > AREEERERGRRH#EFR
I o Trident Protect §fZ L RIREAREN » WEAHEBEEERMEARNZA » REMERIIB/M

FERBBERT « BELIRMB B

1. BITRAIEIRIR
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/3 CR EIZRAIRER
a. EAKFEAERNFRERGERE -
b. 37 ShutdownSnapshot CR #£2£ :

i I BIER (CR) HEEI&m% (Ml trident-protect-shutdownsnapshot.yaml
) o
i. ZE 5B -
* * metadata.name*: ( _required ) BHiJERMLTE o

* spec.AppVaultRef . (_required _) IL{EXBERERREERIZINH AppVault
metadata.name &1L ©

* spec.ApplicationRef : (_required ) ILEXBFERFEEATER CR EREN
metadata.name ##1i °

YAML 34 :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. ERLERAMEIEAERZ % trident-protect-shutdownsnapshot.yaml ~:5&MH CR

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI Z I RAtRIRIR
a. BURIHIRIR - LURIREFMENA S IERPBIE - fIgn

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. RERSERLTE » EUSIREBHOIRAS |



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. FATHe4 =4k * shutdownsnapshot .status.appArchivePath* BI{E > Wi iEERENEEB—ZD (Hh
8% basename ; B ERE—ERMMEZEBNFAFIER)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. QITRIEBE > HEMBEBEERIREE > WET TIIEE -

@ ERRBEREFNTE 2 > BB E 37 spec.promotedSnapshot
AppMirrorRelationship CR #§% 9 » I EERATE LMD ER 3 Pk ERLE

o WITPNRBMEMRAL SRR BEHFE T FHEBEERHRE]
6. IEMAIARIRERE R RERHE o

ER

M REER > EIEFEETIEE -

* RIAHGREAE A Kubernetes EIR S HEEVIRET o
* fipRFERTEMIKubernetesEIR (fREEPVCSHIPVs) ~ BIAJJER{= LR AR RERATELAIPO o
* & Pod Btz % ~ EAEANEEERBHRSWHEARE °
* SnapMirrorBa{&FRER ~ B MR E ZEHIFEITER °
* FEFAEILHY Kubernetes BIREIERAAIRERIEIR « L ERARIGIFEAERFEEEREN Volume Bi o
* BRELMER A RIERZEIL o
HEAEA S HBEERIARREE

i3 Trident Protect » {ERILUEA FHIERIER » TREREFREZRIEN AIEOE) - FRITHERES > 5
TERIRREE M > Trident Protect BEERER A MRZA > SERERAENEEEREIRERFRARER

IEREF I B A IS EE B BIBIARE « WIS K TR -

* R EBERRRRS -
* RAEMHETERRIE o

@ BEMPTEENEMRASFE » ARESRETSHEBREEFHRARABRMEENTR -

* REERSA o
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1. UTRBEHFS B EEHEBRAISR o

2. PUTIRBERRER S EISH o

RIFHERERA %

CISRERIG  BOBHERRERNAS - SREMERIORDEL  FEZ AN

1. k& AppMirrorRelationship CR :

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

&5 Trident Protect F2EEEATZ

ERILREO NIRBEREREFRNEENHEFLRR - TEENEFER 2 EBEER
2T o

@ EEBERARELR > SEAEARTENFAENTHONSHERAEN —ERHE - MREETER
‘aiTHE > AEEERFERESNIT

i B RIEE

HEHHETIERANTHEMREBREE » EIUBBCHENGEHRRERIE -

B — (A
EEREAENENAR—ERE  BRINBRES AR ERBREIF—ERE -
HER
1. BT FHIRR—IE :

a. BRI o

b. "FRIIHA" o
2 ER—E#EL  RERIMNSREBREGTIE » HHT FFIRH—E :

a. "HRBERER" o

b. "R HBERER o

BRI FRRE

EEREARLERIFTENEZEE BITEREER) » FAEREEELEIUEDR  ARBEHEOERIIRENE
£ o FFRE BRIt ELE FE LR Trident Protect ©

() manERETREEZ MERRERRE SnapMiror 5" -
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SR
1. "B

2. FEREOIEENEE FRFOAHEN ZYHETEITIE AppVault CR ©
3. EEMMEE P UEHERER" > o

i ERRE I —BREFERNBEE S — (B8
R RRERETAN BN HFER > RERRIR—EREENBEETRNREER -
I ({8 CR shiiga)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR Z[RIRER
HER
1. B B5]ER (CR) #ZREI&H%A trident-protect-snapshot-restore-cr.yaml ©

2. EIEBIIHNERP > RETHIEBMYE
° * metadata.name*: ( _required ) LEEFTERENSHE ; ATHIRIEEEE—BSIENRLTE o
° spec.appArchivePath : £ AppVault PREFIRBABHIERE o K] LUER Tt RSHULRE

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"

° spec.appVaultRef : (_required _) EFIRRASH AppVault &5 o
° spec.namespaceMapping: ‘ERIFEMN IR L TEMBEE BRItz o URIRHPIEH

BVt my-source-namespace " # ‘my-destination-namespace °©

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE  MRERFEENEERNEARNFEER » FMEERREDE » UE S RCARERE
HEIR

° *resourceFilter.resourceSelectionCriteria : (Ef#EEFREE) FRY “include or exclude B S EHEFRTE
resourceMatchers FEZRNER o Fil T ERELE TEZ2H - UEREMWALBRHNER :

* resourceFilter.resourceMatchers : —#H resourceMatcher ¥4 o M REIFULIEY | FEH S
EcE > efMELEEHEA OR /% > MEEE (B » B8 > RE) AR ZEEE A AND

fE% o
* resourceMatchers[].group : ( Optional) EEHERNZREH
* resourceMatchers[].cher : ( Optional ) EEmEMERELE o

* resourceMatchers[].version : ( Optional) EEnEMERRZ

» BEFEZ EIRH Kubernetes metadata.name ##{iIHHY * resourceMatchers[].names* © (
Optional ) %78 o

* BEFIEZ EIRA Kubernetes metadata.name {1 #Y * resourceMatchers[].names* : (
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Optional ) #n%4aZEfE o

* BERY Kubernetes metadata.name #{iiFFEY *resourceMatchers|].labelSelectors * © (
Optional ) Label ZEENAFF & » WIHFFTEZR "KubernetesSZ " o BN

"trident.netapp.io/os=linux" . °
fgn
spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. ERLUEREMBEBEAERZRZE trident-protect-snapshot-restore-cr.yaml * BEMACR

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

/8 CLIZRIRE
1. BRBERERRNGRZER > LIREPHE AR S IERFE o

° snapshot " 5|BEEEAN R TZRMIRBLTE <namespace>/<name> ©
° It namespace-mapping ' 5|BERMUE R IR RZER » LIS RIRm A MY EE EREN
BRMIEE A ZER] Csourcel: destl, source2:dest2 °

fugn

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source_ to destination namespace mapping>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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&1H Trident Protect #{TiE &2

HITRER—EBIIE - IRERETERARINEREFE LT -

HIgn ~ un

RICAEEHERAEL « T UERARNTHAREFRBEZANFAEENERS « LR
FRICABIEER S o WILFIHEREAEN—BIRER -

HITH ARy EEE
Trident Protect X8 F78RAYEITHMNG » 1RBITRALME

* IRERAD

* RERER

* TR%kHEN

* BNk
* BRE

© RERER

HMATIER

HITERHREERR - MITHMESHEIRETIIBFZE

1. EEEANEHRMERHITH IR EEEENA R LT - K UREERURRITERRENBTIRIEA
#hay ~ BEEREZANTEEHANIERF EAREEERTE

g A W N

E S50

WMREA > BERRGERE o "RABRRBUMFGEA Trident Protect SREMEFERFRA"
- BITERHREIESE o
- REEZRRRESEERNER THRERRE

AHAERN B AR ITHOU EEEENR S LT - CAUEEERT AN TERHENEIRER
CBEFERRITELEHANIERF L AMREDEERE

MRECEIF—HERNZERNTHEY (PIMFALIRER)  AEERESLEHANNITIER - 78 - REHRERHE
HEHITIEF AR  HII0 > U T EREAMEFREE ARAERRITIER :

1. $ITIRIRATHMY
2. REBEREIERNIT
3. MITHMATEA
4. PITHEOEREY

®
®

LB s HEB AR ITAERRAIRBBIERE -

FENFRIRIEPRBRITREIS I ZA « SAHUTETAE o ERILUER kubecl exec'dp <
KA EMABIE L - FENFEIRIEPRAATHOZ 2R  FRISPIEERREBMER ~ IUFE
REM— - CRAIWEARENERITAGRZER - BRREXED « ARAASHEBHARER - #
IESERIEIESE -
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@ SNRIREBAIITIRE SR INIG > B FEHTEFR Kubernetes BR » BIELEEBEEIEREBHEHD
» R AIRERERIERET ©

R BT TR AONERIESHE
RBIEFRINHTHRN « FEETHIEE -

* HUTIRBILAERIESIRAITENIE - SFE2RITHATU 2 REENIESH o

* Trident Protect BEMUAI#ITH Shell 15BN E AR TRBRZXFAERNIESH ©

* FELHEAR/N LEPR#96KB ©

* Trident Protect fEFABITHIREFME MR SIEM > RFIERHLADBEARIRE > BHOTBRIEE -
HRPITHIEE RO RTE2ERARTHEARENNIIMRE « AtTEZ—E2RERE a7

@ BMIMITRR R R o INRELGERINBITE ARMBHBMHSIRERIEE « BREERBUSTE ~ AINRE

MEIRBIERELREA « DAFFHINT - ERTHEOEBNTHAPEANEEREEZRREBNE
5ERY °

HITIRBED SR

B CHE SR EE AR RN THNE - SR LGREESIE EHITHNG - UERANIRT SHEE - RS
REFRB AR LERBERRHRMGNERREIRFAIFEER  ERESHESERGREIARENARE (6
YlElasticsearch) o EniEas A RIS TS S TR LRSS LHITHES - ER—EFA B HREER - RE
HE—RITHAEI ZEES « EERRSTHEEENEE FESER - SERTHMKRZSAIA10EERTF
EhiEes o

THTE =R TH AN S ERESR TS ERARAESIRIEREETNES - EHMET AR SE « AN ETEZS S
EBRITHABRABVIE 1S - EREdsrVRRIBRNERARAERN2 (RE2) 5BA « FREUEES - iSRS 1EHE

FTIEE BEFRHERR - 41%E Trident Protect TR HITIREENER TRABE R EEN » F20 "RAIERD2
(RE2) FEASR" o

() IRCRSzIMSRBESWTRG  INTERLAMERI BN BERDENE
BEMMIRTRNG R  ASaEHmERReERERH Rz -
MITIRE

saiash "NetApp Verda GitHubZE 22" T ZAPIFERTETX (40 Apache Cassandra # Elasticsearch ) FYEFEH
1TELE - T UEEEHG - BENAEBEECHNBETIITHA o

BILITHNG

ICRILUER Trident Protect BRI BEIITHN - CREHAHEHEE - EESINERER « 782
SITHM o
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fEFA CR
HER
1. BT B5]ER (CR) #EREIL&HHEA trident-protect-hook. yaml ©

2. /HETHBMLUEE Trident Protect IEIEF1 3 E4HAE -

° * metadata.name*: ( _required ) LEEFTERENSE ; ATHIRIEEEE—BSIENRE

° SPEC.applicationRef : ( _required ) EHITHITIHENERIER Kubermnetes %78 o

° *spec.Stage * : (_required _) —fEF& > 5L AITHIEEENFHARPITHIPEER - AJREME
-
 BhC

° spec.ACTION : (_required _) F& > RIHITIREMRRINNITE) » AR ZIEE N EAHITRE
ERE R (AR EARTT o PIRE(E -

= Snapshot
- 1h)
- BEERE
° spec.enabled : ( Optional) FRMILHITHEEEERARER « IRFKIETE » AIFERES true

o

> spec.hookSource : ( _required ) BE base64 4wl hook 5L HEIF R o

 spec.timeout : ( Optional) —{HB(TF > EEAFRITHIANITHRE (UDHHBLD) © B\
B 1 5% > MBKRISE > FRIEA 25 D8 -

° spec.arguments : ( Optional) YAML 3|805E > o] LIAMITIHEREE -

° *spec.mmatchingCriteria : ( Optional ) EEMMNFHSIRERCEHEE » SERHAMRBNITHEE
fhigtas - SENITHIRZ NG 10 EEREESS o

° spec.matchingCriteria.type : ( Optional ) #BHITHEFEIERMF R o AJFE(E ©
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value : ( Optional ) HBHITHHEFRENFRIRAEER o

YAML &5 :



60

apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

3. FEELUERMEIRA CRIEZRZ%E » FEMCR

kubectl apply -f trident-protect-hook.yaml

fEFACLI
WER

1. B 3THN - BURIRE A IESRRAYE - flY0



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIITHNG

TRIUF BRI THLUETTAR - B EHRERFZFHENRNITHN - CEEREHAE - EESMEHEIR
» AREFBYINITHNS o

FENTHREIMERETER

1. BUBRER » WEERILETERER > UHIERBNNITUE
2. R EITRITH I
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fEFA CR
HER
1. B BE5]ER (CR) #EEI&HE% trident-protect-resource-backup.yaml °

2. HETHBMLUEE Trident Protect IEIEF1 3 S 4HAE -

° * metadata.name*: ( _required ) IEEFTERINGTE ; AEHNIRIEEER —H SIESHE
° spec.applicationRef : (_required _) ERIEREHHIEATEI Kubernetes 518 ©
° spec.appVaultRef @ ( _required ) H#EH(HDASH AppVault &7F o

° spec.appArchivePath : #ZHED AR AppVault RERERIE o R UMERA TGS KREHIE
i ZK

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

YAML &34 :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. WL EFEMEIEA CRIEEZ% » 5AEM CR !

kubectl apply -f trident-protect-resource-backup.yaml

fEFACLI
HER
1. BB  UWISIRIBNE RBCIESR P AYE o §lan -

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> —--app-archive-path <app archive path>

2. EARBHREE - CEIUERERALEG G > BEEFETHAALL
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tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. FERHEMAT

kubectl describe resourcebackup <my backup name>



SE 2 L BiTHM
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fEFA CR
HER
1. B B5]ER (CR) #EERI&HHA trident-protect-hook-run.yaml ©

2. HETHBMIUEE Trident Protect IRIEF1# E4HAE -

° * metadata.name*: ( _required ) IEEFTERNGTE ; AENIRIEEER —HSIEASTE

> SPEC.applicationRef : ( _required ) :BEMRILEMNSEELE 1 RELHN
ResourceBackup CR FEFTER &5 o

° spec.appVaultRef : (_required _) FEMFRLETESEETIR 1 PEL
ResourceBackup CR B9 apVaultRef °

° spec.appArchivePath : FE{RILEEGIEDER 1 HEEILH ResourceBackup CR HRY
appArchivePath £ ©

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.ACTION : (_required ) F& > RHITIRBAFREAIITE) > ATREIEEEAHR
TIREEEIRFEREARTT - AJREE -

= Snapshot
- 1h)
T BEERHE

° *spec.Stage * . (_required _) —fA¥ & > I5HFITHMIEESIERARFAITRIBSER o tEHME
RS EEAEAMPSEITHNY © AIRE(E !

- B
" BEX

YAML &4 :

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover



3. FEELUERMERA CRIEZREZ%E » FEMCR !

kubectl apply -f trident-protect-hook-run.yaml

fEFACLI
1. B FEHITRERITEK :

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>

-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. WEPITIHERITHORE o M UERPITIG S > BEEEETAAL :

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. 3BH exechooksrun YU E B R FHAE RIAAREE :

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>
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