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BHEER Trident EHF L5 Trident ~ 554R%E tridentorchestrator cr.yaml URES
‘cloudProvider "Azure" ° Yl :

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

£
MU T & ERIRIEE S Trident Set Z2E cloudProvider & Azure “SCP .

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LU EHIZ4E Trident WASFEIZERE cloudProvider 2 “Azure .

tridentctl install --cloud-provider="Azure" -n trident

Ui & 93 s )
e B A 5] :E Kubernetes Pod U T E& & & D E653K77EY Azure BIE ~ MIEIRHBARERY Azure 3055 ©

AETE Azure PEREIRS 755 ~ KHBEEMHE -
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LS EFEA Trident BEH FZ4E Trident ~ 554%%8E tridentorchestrator cr.yaml URES
‘cloudProvider "Azure" » MiERTE cloudIdentity 7%
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKXK—XXKXX-XXXKXKXXKXKXXKX ©

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

Efe
FERTIIRIGEHRTE * BinftEm (CP) *M* EixFa#HAH (Cl) *EENE :
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

SCI'BRE “cloudIdentity :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>
FERATIIRIZEHRT * TinftER * # * Zi% IDENTITY * FEZR(E -
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXK"

LU ZEE Trident M AFFEIZERE cloud-provider % “SCP ™ # cloud-identity SCI :

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location Z/VEE—IE "ZkEVF4IEE" o € Trident 22.01%E location 2¥ 2R imMEEER LERN
WAL - FRRERERAPISENUEE °

* DURER Cloud Identity sREUS “client ID R "EAEIEKNFEESHHA" MEFIEEZ ID

azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXKXX ©

SMBHAFR & B ELfthFE>
Z B SMB Volume ~ G ZERH -

* Active Directory Bs&E W E4RZE Azure NetApp Files © :52R "Microsoft © EI17 & EE Azure NetApp Files
B9 Active Directory 48" o

* Kubernetes#& £ B ELinuxiZHI2Z 802, « URZE/D—EHITWindows Server 202289Windows T {E&
2E o Trident EX1EHEE Windows EiZ5_FH11THY Pod BY SMB FERERE

* E/DE—@ Trident 48 Z 1T Active Directory 5255 ~ LUE Azure NetApp Files SE50ER:EE Active
Directory ° EHMEE smbcreds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* REAWindowsfRFFRISCSI Proxy ° HERE csi-proxy * 52/ "GitHub : csi Proxy" 8 "GitHub : &
A WindowsHISCSI Proxy" A Windows L #11THIKubernetesEfigh o

5| R 1B in4E AR B IE EAE0 5] Azure NetApp Files

BEf# Azure NetApp Files B9 NFS #1 SMB {2 im4R R85 18 « A iGRI4HRAS &M o


https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md

R iInAERGIEIR

Trident FREBIRAARRE (FHEEE - EHAGE « RIEEHMAE)
NetApp Files Volume ~ MR &FTERAVBRTS B AR AN F4EE o

Azure NetApp Files B imiR S LEAHREETS o

s EFFERMUENTRASEEE FIEIT Azure

2% A8 8%
TR KiEA1
ltorageDriverName] EFREIEN LTS FAzure - NetApp-Files ]
Mgimsa s EREAERETEXE Y EEEiENafEs Ty +PEl= T
(ETRAIDY Azurez]REBIEIREID
£ AKS EE LA EENESH
ARFAERER
Menantld] FEREREMAYFESID
£ AKS EZ&E FFRAFTE S 2RI
BRSO - BERIER
"client|D" FE A2 EEMBY A AimID
£ AKS & LFRAFTES 2RI
BRSO - BERIER o
IR FE AR MBI B imig s
£ AKS & LFHAFTES 2RI
iR E D HARF « BERER o
(BRTEBAR) Hoh—fEg ME%E) - 54 " (FEt%)
& sl
s BRI EENAzZure (I B L8
£ AKS Z2E LA EENG D#
ARFAERER
"SR EFAR" B EEERRERNEREHES My (EEFER)
B
{netappAccounts) EREIRRE RMINetAppiR A5 E Mu (EEFER)
(B EPools) EE@%EE%?%}EE’\JE%EE% My (FEEHESS - FEkk)
B
FEHRMEAEER ) BERIRFHRNERBERATE
{Subnet) TG T

icrosoft.Netapp/volumes' 1 FJF43

BT



W

% 55 AA 6

(AR INAED VolumeRvnetThAEEAIBER Basic "
& Standard ° W IEFFAEHIEEFLE
HAFRRINEE ~ RISEBTERT R ER
FH © $5% networkFeatures 1§
RENFLEIHRE ~ BlgENEERE
FECERW °

'nfsMountOptions FEAMIZHINFSHME%IE - SMBRHE  "nfsves=3"
& B8 o BEEFANFS 4.1 BN
MHEE ~ 5588 nfsvers=4 14
ERDIREVE EEIEEEp - 5
ENFS v4.1 o BFHEEEPRE
N HEEEES T RIRHERPR

TE RO BETE o

¢FRHIVolumeA/)v) MRBERMEBEE A NSHIUMEE « ™ (FERAEEIHIT)
BB R ELN

'DebugTraceFlags. SREHHRET E(FERAVEEEIZ o 88 null

Bl o N"API": R~ THEL -
B MEZR true}l °BRIEEERE
EITRREEHHR N BB SR ERE
EN ~ B[RIGADERLETHEE o

nasType R ENFSE(SMBHAFREEIL o #EIH  nfs
B3E nfs ~ smb ZEnull o NFSHERE
&R ER AUl ©

supportedTopologies KT B IR RNEIRA &I E
B o UNBFHME ~ 58 "/ lcsith
] "B

gosType T~ QoS $EE : BEIEFE AE
maxThroughput LETEATNEAELE » BUS 4 MiB/sec

MIBIE) o (E%BFB QoS HEith o
() mBEmshsea0REEN « HBH RiEAzre NetApp Files B IH FHEE & B MBI .

VENEREER

YNRICTEIEI PVC BRI E THAIIREER) #HiR > CHNRARNZEMEERAERNLZERNER (F48
B EHUERE 0 REER) o MREARRIETNAE « Trident BRI BIRFIFTIRZRZIN Azure BIR © FESREA
NAEBREHEE -

H{E resourceGroups ¥ netappAccounts > capacityPools ™ virtualNetwork # subnet RJLAfE
FARSfAE S BRIERIEE c TAZHIER T « BEREATERHE - ARELBIUNSZELEERNER

@ YR E R AAER ELAZure NetApp Files(ANF) RETFIRF (U AEREIREFHET » RITERERIHEIREF
MERER > ARERMERIEEERAE -

° resourceGroups > netappAccounts #l ‘capacityPools {EEfhiEss  ARIFERIINERESIRS
FUFEFERIETANER « TrESHASIETE c TERBEANT :


https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features

$gRY
EIREHE
NetAppi& /A
AEERM
FHARE

VolumeE R E

il

2
MEE LHARA |

lnapshotDir

(RAND

FunixPermissions |

#EREEEP)

5N

<& REH4E>

& REF4H//<NetAppiR B>
EREHA/<NetApptR B >/<AE2E Fith>
EIREHE/ < B ER>
ERBHAR/ < E RS >/ < T AR >

SRR AER AR R RIETE TR ~ DUZRIFRREVolume HIRECE © 5525 [HHRSHEH] UES-HH

=R EH BER

BE HFTRERR @ RYFRAY © r0.00.0.0/0
exportRule WIERLGEIR D PRRY

JBE -~ LICIDRFEYIHFTE
RIIPvANIiEER IPvA F4BER4E

B o SMBHIRE B 2B o

el snapshot B #:HY R RE #%f NFSv3 B9 NFSv4 "false" %
"true"
R & RYTERR AN 10025

IR ERIUNIXHERR (4fE/\E&M ™ (FREINEE ~ SIRREEZRRE)
#F) o SMBHREE R o

THSEABTERER « BABDSHFREERE - ERERRIGEREENTTE



10

EREHRENEIRAERE o FHALLAERE « Trident FIRREEREMEPZRIRKE Azure NetApp Files BIFRE
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nasType nfs BERTERE - MEBIHEA NFS HMIREETERLE
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus
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B IRAARE E A BYULE subscriptionID s tenantID™ clientID M ‘clientSecret ’ FHAFEE
BB R AEEATEE o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet
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LB IRAAREEARBALE tenantID clientID M “clientSecret (EFRAZEIRS DA SERINEE
)

o

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BAREEERERNVEEREERER

B IRABRE SRR E N ETE Azure FINIE « WE eastus BREEEF "Ultra o Trident EEI;IFR
ZABEFZEIR4S Azure NetApp Files BIFRE FHBEE ~ W FEMTE HP—(ERFEE _ M EFHVEIRE o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1l/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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performance °

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2
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HEIGA&IFE - ELEEIRMEINRRAEHEFENPIRHNASEBE - HNESRIGFiRHERIENE
%?%E’\Jﬁ%ﬁiﬁﬂu s Trident TEFFE IS @I P2 AR o MNTEHAEA « 55 FH8 lesithiE) "8

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

HEEER

IVENAES StorageClass EHRFB2HR LMFEEERM o

{FEANEHIES parameter . selector ML

{FF parameter.selector AIUABEEBISRE StorageClass FANEHMEERNERER o ZHEE
BEFMENE REAPERZERT o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMBHAHEE HY E & EE 5

f£F nasType * node-stage-secret-name fl ‘node-stage-secret-namespace * A ISESMB
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

SEmRERERRENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

SEMRE ERRREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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tridentctl logs
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Trident $2f "google-cloud-netapp-volumes' 12 & iE TV BRENTE TN o TIRMVFEUENEFE - ReadWriteOnce
(rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) -~ _ReadWriteOncePod ( RWOP) o

BEIEL B8IHBE  VolumetZXl ZIRHIFEUER SIERERRA
google-cloud- NFS ERAR Rwo + ROX ~ rwx » nfs ™ smb
netapp-volumes iR RWOP

GKE ME %S 73 # 5!

RinS # 5P & Kubernetes Pod A T{F& # 5 7388582k 7ZEX Google Cloud &R ~ MIFRHRAFER Google
Cloud &9 :8HA °

EE7E Google Cloud FEREIRE D #HA ~ CHBEEMR
* {#/ GKE ZBEH Kubernetes #£ o
* EEELERE LR TR GKE #F5EM GKE Pt ERHERES LR EN TIEEEF DA -

* B%E Google Cloud NetApp Volumes BIZE (A / NetApp ° BIE) ABIBEIAEH GCP RFEIRE ©

* ZHEM Trident @& cloudProvider > AJ35%E I GCP 1 # cloudldentity » MISEHEY GCP BRFEIRE o AT
=B o
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TridentEE ¥

LS EFEA Trident BEH FZ4E Trident ~ 554%%8E tridentorchestrator cr.yaml URES
‘cloudProvider "GCP" ~ W& cloudIdentity A “iam.gke.io/gcp-service-
account: cloudvolumes-admin-sal@mygcpproject.iam.gserviceaccount.com®

g0 -

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sal@mygcpproject.iam.gserviceaccount.com'

Efe
ERATIIRIREHRTE * TinftEm (CP) *M*EiRZH#H (C1) *HEENE:

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sa@mygcpproject.iam.gserviceaccount.com""

LUT & HERIRIEEBIZLEE Trident WERE cloudProvider & GCP “s$CP ~ W{FAIRIEEE
SANNOTATION 5 ‘cloudIdentity :

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SANNOTATION"

<code>tridentcti</code>
FERATIIRIZEHRT * TinftER * # * Zi% IDENTITY * FEZR(E -

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

LU g ZEE Trident WAFFEIZERE cloud-provider 4 “$CP ™ #M cloud-identity

SANNOTATION -

tridentctl install --cloud-provider=S$CP --cloud
-identity="S$ANNOTATION" -n trident



R E Google Cloud NetApp Volumes &1
EI&ERE Google Cloud NetApp Volumes Bl Al ~ N BEREFTS THIEK -

NFS Volume HINE (&

ﬂﬂ%‘”a —Rf&EA Google Cloud NetApp Volumes ~ SR27EFTUEERA ~ RIREET —EAGERE ~ THER
7 Google Cloud NetApp Volumes i #2317 NFS Volume ° ;528 "FHiG 2 A"

7E5& € Google Cloud NetApp Volumes &ixmZ Hii ~ :5Ac R GRS 151EE !

* f£MA Google Cloud NetApp Volumes BRF5:&E R Google Cloud 1RE ° 55288 "Google Cloud NetApp
Volumes"

* Google Cloud tRFRBEZAR - 552H "HAIFE" -

* B%& Volumes Admin ( NetApp Volume EIE) AR Google Cloud fRFEMIRS (roles/netapp.admin ©
E2R "o HENEFINEIEA G EER"

* {GHY GCNV tRABY APl 2IBIEZE - SH2B) "EILARFIRF 8"
* fflFEN - BER REERNEE

WNFEUNMAIERE Google Cloud NetApp Volumes ZEVEFRAVEEAE T ~ 55 "5% 7€ Google Cloud NetApp Volumes
HEEUE"2/ -

Google Cloud NetApp Volumes & i 4H A5 EEIEFN &5
BEf# Google Cloud NetApp Volumes BY1& im4HREEEIE » A ERDARREERH) o

& inERGIEIR

BERIHEEEE—Google Cloud@HPREMIRE - EETHMENRIUMIFE « Sl UERH R o

2% sREA FE
rE) KIEA1
ltorageDriverName] EFEHEN LB #1E

storageDriverName %4
JBIgTE% T googoogle &
% -NetApp-Volumes | ©

M&imsatE ) (GER) REFRIRENBEIRE BeEnZ T\ iE+ [ +API
EIRAT—ER7

storagePools ER2Y - ARt AR B MEENHEEERA
ProjectNumber Google CloudiR A B 2475 o th{ERIEGoogle Cloud
AW EIRE
g Trident #3Z GCNV Volume B Google Cloud fii& ° £

M BEEIH Kubernetes 56 ~ EPEIVIEIEE
location AJAMNEZ(E Google Cloud BIFHAVEIEL =
HFFENITIEaSH - EERIREEEL LRI
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lapiKey BEABILATM Google Cloud BRFEIRE B API £58
netapp.admin c EFEE Google CloudfRFEIR A FA
BERER (FTENEEBARE) KISON-HEA
& ° apiKey'! vE@a"F?'JﬁE?‘*E’J%f"EEEiT
“type project id»™ ™ client email®
client id™ auth uri token uri
auth provider x509 cert url ™ #l
client x509 cert urle

'nfsMountOptions | FEAMEEHINF ST 581 o "nfsves=3"
(PRHIVolumek/)v) MREKRNEIRE A/ NSRULLE ~ IEREERK - " FERAREIBIT)
CRRFBRE 4R MR EMIRENIRTEEMR o SLEEERE flex
standard > premium' 3 ‘extreme ©
(R EREIEEERISON-SEIZHRE
HEE& F GCNV Volume B9 Google Cloud 482 °
'DebugTraceFlags. SRS PEARRT B E ARV EEIEAE o 2641 - null

{"api":false, "method":true} ° BRIEMIEEE
17 ti%ﬁ%kﬁ@ﬂt%?z:#ﬁiﬁ’ﬁaﬁﬂﬁm ~ BRI EAILETS
Hb°
nasType BRENFSTSMBREFRE I © BIEEHE nfs » smb nfs
gnull ° NFSHAIR&RITERR B Anull ©

supportedTopologies MRRILBIRFIZIENEIFMEEEE - NFFMEEN -
58 "EA Tesithizl "2/ - I :

supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

topology.kubernetes.io/zone: asia-eastl-
a

Volume & REC B EEIH

TR LATE PRI TER A Volume B JRACE defaults AHRRIER—EHD ©

2% sREA TR
MEEHARA AR EAVEE L ARA) o MZERMEE  10.00.0.0/0]
SEDFRAVIEST IPv4 (IH4AAEEE o
hapshotDir 7ZEX l.snapshot) B#% #4%t NFSv3 B9 NFSv4 "false" 2
"true"
MREBFREE RELHIREBIHEE TS " (IBEETERMEO)
TunixPermissions gﬁiz;?%lEE’JUNIX&EFE (41 )\ &AL
=)

22


https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html
https://docs.netapp.com/zh-tw/trident/trident-use/csi-topology.html

*ERGEEP)

THEHIETEAERE « BAR D SBIRETERE ©

ERERRINREENT X

23



B/ VRS

ERBHRENRIGERE c B TEEAERE « Trident BIFREERENMEPZRIKE Google Cloud NetApp
Volumes MIFRBfETFAM ~ MBI TR EREREP—EEE L - AREE » AL nasType nfs BEH
TE%1E - MBS A NFS MitRETERAE

2 1EMIBE1ER Google Cloud NetApp Volumes Wis IR  SIE4HREIFE IR « (HEER LIGRUIAERES
ISFRBCE MY Volume IRILZEIMNIEEE o
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



IRIFEEEEE—EZEPTEEZEEREER - EREERTE—HPER storage - ENAZEREER
TEABNRTEELR « M EEEETE Kubernetes I KRB LEERIFEFIERER « BLEINREMERHR ©
EREEEZBEANEDSER - fIt0 ~ ETERAERFIP - performance 12, servicelLevel $8RZH

REDERER °

THAIURRELEEREREABEANMEEREER « UBREREREENTERE © £ 585 F
snapshotReserve * fiz exportRule HAFEEREBNTERE °

ARG 3 "EE R 2 o

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£fc700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zqg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
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auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

GKE M Eixm & 755!

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml
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Trident AIRIBMEF AT MG - ZTFEEIRHELEIE o “supportedTopologies' It im4ERE RV E IR
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version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

BUBIRERBEZR « BTG

kubectl create -f <backend-file>

AEMERIFEENRINEL « FRIT L !

kubectl get tridentbackendconfig
NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2£fd1££f9-0234-477e-88£d-713913294£65
Bound Success

WMRBIHEIKY ~ RNBIGAHRARRE o I AFERAG L REIMEBIG kubectl get
tridentbackendconfig <backend-name> ™ Z@#{T FYIfn L RKi@RCiRAFIENREA :

tridentctl logs
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A MAEEAAREAERRIEZ & ~ SR UAMIFRR LG « AR BRIIT create 85 < ©

RFEER
TR LEiEimnNELR StorageClass EFE o

apivVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

* FREANEERFIER parameter.selector © *

f#H » parameter.selector ERIUAABRIEE Volume BIEEFSRE StorageClass "ERER" o ZEE
SEMENE RN ERSEER °
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

NEHFERNFAEN 55 "B FETFERSH -

SMBHEHRIE B9 E ZEEHI
f£F nasType * node-stage-secret-name ] ‘node-stage-secret-namespace * RIS E SMB

HERR & W IR P EERY Active Directory 5355 © {EMIEBE(A / EHEFRAY Active Directory {EF#E / ZHEERR] B &R
BhBEERZRHE ©
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Tamen R ZEEREARARE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SE st = E AR ERHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

SEMRE ERRREE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}



(D nasType: smb ZIESMBHiEERIEEEHZESS © nasType: nfs 8 nasType: null NFSE
& HYERIESS ©

PVC E&&if

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

HE8EEE PVC BERIR ~ SARIT &< -

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY

ACCESS MODES STORAGECLASS AGE

genv-nfs-pvec Bound pvc-b00f2414-e229-40e6-9b16-ee03eb79a213 100Gi

RWX gcnv-nfs-sc 1m

% ENetApp HCI — AR R Z2Ih5ERYSolidFire & im
BEARUN{AIE Trident Z2EHER T MEATEEE o

FEEEBR SR

Trident $Ef# “solidfire-san #7Z5REITE NN B R EEIB o TIRMNEFEUER B1E ¢ ReadWriteOnce (rwo)
ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod (RWOP) o

‘solidfire-san fFERENTENZIZE file M block HWHHIREIRI - #JY "Filesystem’
volemode “ Trident EEIN—E volume WEIIERZRMR - ERAMIFLH

StorageClass?EE °



EeENIZ TV BaRihE Volumet&Ez{ SERFEHEL SIERIERERR

lolidfire - sanJ iSCSI B8 Rwo » ROX ~ rwx EIEZAL o FIAE
~ RWOP IREEE o
Folidfire - san. iISCSI =EF N RWO * RWOP {xfs) ~ (ext3) -~
{extd)
FtEZ Al

FERITRBIRZA - CEETIIEE -

© ZIEMNEEFERS « TTHITElementiiEE o
* 124 NetApp HCI / SolidFire £ BIB S 58 A A EREDE  UBEBHEE -
* {EFTAMIKubernetes T{EENBLERFEZ L EEEMISCSIT A © FH0 "TEEZEHEE" o

2% =R AR FE=R
TR KIZA1
ltorageDriverName] EFEHENLE Xig#% T SolidFire - SAN |
Mgimsaial BT LI #ER R I SolidFire _ 1 + f#%F (iSCSI)
IP {31k
Uieh MVIP R SolidFire ¥XATEE 2
BN HER B FEHENERE
{VIPY #&FRM (iSCSI) IP{IutFNEiEE
(2ED EAFIHERERNEEISON-ERE
ZHE
(KX EFANERSLE (WRKAE
SAEEIL)
(4¥4523IFACE) BHSCSIRERFIERENEH TE "FER"
{UseCHAP) f65F CHAP E&:% iSCSI © Trident i 2
B CHAP o
(TZExEH4E) E(FRNFEEHEIDAE 2142 T Trident 1 WITZEXEH4E
ID
(FaE) QoS#RHME
{PRHIVolumeA/\) MEERVEEERNSHIRUEE - "™ (FERAFEFHIHIT)
B & RECE R
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2 SllE B
lDebugTraceFlags. SEEEHHRR R AREREEZ o 4 null
-~ {"api" : false + "method"
. true}

(D BIemEme TR BE AN REE « FAIS/ERA [debugTraceFlags) ©

FH1 : B9BIRAERE solidfire-san =B IEE AR AVERENFE D,

IR ERCHAPER B RIRIESR « LRI BB EQoSIREN =TEVolume ARURE - (TIRAIAEE (L

A3 TIOPS) f#fF4ERI 2B ERERMFER ~ UERAEEER

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

#52 | NRIRBRREFIERNER solidfire-san BBIEE ERERA
AR EREREFNRENRIFERE - UWKkSRELE RN StorageClass °

Trident EEERECER « REHEFH LNEBERTBIREE LUN - BT HEER - #EFE

RERNERRE « WIKSEAFERE DA

B SR EEEE
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£ TEFrmREMRIFERIET « THEMAERENREFERNRERENTARE type IRMR - EREFMEE
PEHEN storage BER ° FEULEHHF « BEMEFERMITEITRERE « AEERHAEER LlifARE -

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"

zone: us-—-east-1c
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type: Bronze
- labels:
performance: silver
cost: "1"

zone: us-east-1d

%! StorageClassEE &5 LM EHEREM o FH parameters.selector A « EEStorageClass g 1M
DIRLE B B R A BT AR 8L &k Volume © IR & BEFIENERE RIPERZERZHE °

25— StorageClass (solidfire-gold-four) iFMEIEIFE—EELEM - ERE—IREEEHRUENEER
Volume Type QoS ° Last StorageClass (solidfire-silver (Ef%—1@& StorageClass) :AR{EfAIIR{LIRME
HBERVTFREM © Trident @ REEENMEERER  LREGHSHERK

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
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name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver; cost=1l

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: ext4d

(1

W

NERHMEEN ~ 55

* "Volume7ZEXE¥4R"

S PESANERENFZTLONTAP

ONTAP SAN EE&hf2 s

RABEAUN{AIEEFAONTAP 2B IhEERITHEEF IhEE 1 SANBRENTZ = 2R B EThAE RV 128
s © ONTAP Cloud Volumes ONTAP

il

ONTAP SAN EEEI2 s HE K

Trident $2{£ 75 SAN {#7ZERENTZ0 « AL ONTAP FEEITEN o IEIFEURINELE | ReadWriteOnce  (
rwo) ~ ReadOnlyMany (ROX) ~ ReadWriteMany (rwx) -~ _ReadWriteOncePod ( RWOP) o

EEEhiEy HEtnE Volumet#E™, IERIFEUET TRRIERAR

FTONTAP-SAN ] iISCSI SCSI @i Rwo * ROX ~ rwx EIERAR ; FIRERE
over FC RWOP =1

FTONTAP-SAN iISCSI SCS| #gz=z 4 RWO -~ RWOP {xfs) ~ {ext3) - (ext
over FC 4)

BRI EER PE
SE{EF Rox 1 rwx o
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TCP RWOP =1
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NVMe /
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ZEFEIFo
FTONTAP-SAN ] NVMe / EERS RWO - RWOP {xfsy ~ {ext3) ~ (ext
TCP 4y
‘ ERAFHEEER P E
A2 SE{EF Rox # rwx o
NVMe /
TCP BYE(th
Z8FEIFo
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SE{EA Rox 1 rwx ©

* f£F ontap-san-economy REFEMEEFHAETHTEHRE SR "SZH2H ONTAP Volume

FRH" o
* {8 ontap-nas-economy REFHEMIFE FRAEFHFEHE SN "S21&8Y ONTAP Volume
@ FEHI" #1 ontap-san-economy FAFAEEHIEDR o
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fEREER
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(D)  nRcesEsRERERgg SRR e AN  WEASERRHSERESE o

5 Rt k)

Trident BE SVM £5[E / EEHE TR S AIETEE © 758 ONTAP Bim@E@H o BECFEREENTELEEAE -
B30 admin 8 “vsadmin ° YNULETFE{REARZK ONTAP FRZASBIRIFBIEA Y « BLEARASEISEE ARAARIK Trident
hRZASFR{EFBRYIHAE APl o BE]Z 2B AABBEEILWIEAS Trident EF ~ (BAREZEER

& im e ZEHII0 TF -

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",
"username": "vsadmin",

"password": "password"

haolE » BinEERH — AN FHERENNAE c BURIRZE - FABELE/BIET U Basec4dRiE « M #F
AKubernetest® o I EH R IR —FEBETENMOTER - At - E—BAIEIESIRE -
HKubernetes {#ZEIEE#IT ©

R RENEEN S 7 5E
EVAIR B RV B IR PT LUEA/REE ~ TEAONTAP ZBiniE: - Bl EREE=EA2# -

* BPim/&:E - AP Im/&:EAIBaseb44RiE(H ©
* ARIRALAEEE | BAMALZEEIEMBase644RIE(E o

* {S1EBYCACertifate : Z{S1ECARFEHIBasec44RiE(E o NRERESIERICA ~ BIABIRHIEBE - TR KRFER
{S1EHICA ~ BIIR ZBZHERIRE -
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HAN TERIZEE TSR o

1. %Eﬁﬁ)ﬁ\ HREAISE8 o B « 5 Common Name (CN) (—f&%7#8 (CN) ) RESONTAP E:E S

openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. RSERICARSEFTIEONTAP ER(EHEE - ErIscEHEAFERSRIE - MRREMEENCA ~ FRRL

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP X iEHE F 2 AR /&ENEE P81 o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

@ HITIES S > ONTAP ZIEREARE o B L EF 1 RESER "k8senv.pem HEEAZR » A
BEA END MUTZHZE

4. FEEDONTAP 38 Tcert) ERsBE A EMIZIBINAE o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. EAEENERTAIFERE - LLONTAP Management LIF IPAISVM&FEE X <SfManagement LIF>F<vserver
name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'
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6. (£ fBaseb44RiE/RE « £IBFS{ERMICARE

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEISHER BT o

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

fems=mmmmm== fememmemeso====== fos=========sscsossssssssosos=====
Fommcomo= oo +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e Fom e e et
e frememem==s I

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

R et fremsmeeseso====== R et
f======= fememe===s 4

B A SRR E R

1R

ANy

AT EMIRA &R

LUER R EIRERE TS AR HEDR E R o BT /ARREIAT | (R ERE R/

& IR ERUAERES ; FRGENRIFIEMAFERAERRENE - BEEEM « SN ERRIRENERES
3E ~ RBITIEEREE 5k o AABEAEHMbackend.jsontEZ ~ HPIEE#IT MridentctlBinE 1 FIEEMNZH -
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

SIS « (HFERALALBHONTAP EAENEE (f1BI0S) - BEREHE
() # - GEEEEN RS EESNEEERE - ARERERLUSRRIES « 2%
HEONTAP ZEEMIFRERYERE

FHRIEATHEH B 2 HEENFR - AR E X BB IUNBEEELR - IR IREHRT Trident
AL ONTAP #&imi@sf - WERIER A Volume {EZ o

% Trident 17 H5] ONTAP & &
fEeI B &RE Privileges 2KJ21 ONTAP =5 AT « EBEAM AT EMER ONTAP BEIEE A AT Trident
g?ﬁ% o BIRTE Trident BimAAEH B SERERTER - Trident FEREEILR ONTAP EEAGBKHITIE

WNEEEEIL Trident BEJABMEHAE « 552/ Trident BE]EEELSF" ©
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{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fEFSystem Manager
7£ ONTAP RAEEIEEPMIT FHIPER

1. BiUBRTAR "
a AEARERRBIBTAG  FEN " BRE>RE " °
(8) EE7E SVM EBREZIBIAR « FEN * #FRMHE > 77 VM > > required SVMRE >
fEREHEATE - -
b. 3EHY * ERENAR * EHFHEESR (*—*) o
C. 7 * A * TEE +Add °
d ERABHRA - ABRE—T*f#EFE" o
2. * RAEHEE Trident A& * | +7E [ EREEAG ) RELHITTIDER
a. 1 * fEAE * TEBGEER + ©
b. EEVFARAVEAERTE « A%RE * A * WTMIXBERPENAR
CH—T T f@EEF"1 o

MFHAEN  F2ETYER !
* "AREIE ONTAP WEFTAR "K' EEEIAE"
c "EABIERESE
{FHA% M CHAP B5ERE
Trident BJLAfEFF ontap-san-economy "BEBIFZTNAVEE M cHAP BRFE iscst TEPEER “ontap-sanciEd

FELEEMERTET useCHAP I « 5 true B - Trident Bi% SVM MTRREEIBR 2 REALM
CHAP - Mt i& ISR R B E IEHIERS  NetAppRHifEFE B IEICHAPIRER B « A2 R0 THI4BAE P
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ fuseCHAP | 2HEHMEE « REERE—RK  BRERSR - iFHRKRBtrueZ % ~ ERLEEAR
H R o

FR T "useCHAP=true" 249k ~ "chaplnitiator Secret (chaplnitiatort%%%) - "chaptarketatorSecret
(chaptarketusername") - "chaptarketusername" (chaptargetuseamuse") #1"chapusername" (chamusfti®

BB % ~ AIEIT Mridentct! update) FREATEHEER o

TERIE
HEEEEEERT useCHAP 4 true ~ 357 Trident (E77%IK_ L8 E CHAP - S8 T5)1ER

* 7FSVM_ LR ECHAP :

° YN SVM piEm R EhSR 22t REsE (Axs ME) ) * B HIREFSATRSFE LUN ~ 8
Trident ERTERRZE MRS cuap ~ WHEERTE CHAP BEh2M BIRERE BB -

° N8R SVM &5 LUN - Trident A~ E7E SVM LB CHAP o ErBERARHI% SVM EBEER
LUN BY7FEY ©

© RECHAPENE)SFI B IBEME L BNILE | BERENAEESERTIEE WEFR) o

By BimzE ~ Trident @I HEMN tridentbackend CRD -~ A% CHAP & {ERERIBHEES
Kubernetes % o Trident 7E L& IFIEIIAIPRA PV EiZ @ CHAP #HE R M0 o

IR EM R

f&a]LEFH Tbackend JsonJ *g*qJE’JCHAPﬁ%( LUEH#CHAPEE:E o E R EEMCHAPHEEE ~ M {E
F8 Ttridentctl update #5% 3Kz pRiS Lo

@ FFEIRA CHAP HZES ~ [MXZBRER tridentct! SREFT &R © :5701EH ONTAP CLI 3% ONTAP
A EIEEEEFERE LT > ES Trident SEIAEVSELEE -
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

RAEEGIEREIRE ; (1R Trident 7£ SVM EF#ENE « RIS LEEEFEBERFER AR o SNVEGRER
EHHERER - MRARNERSERERS(ERT - PEEPVEVERIENER - REEAEMLITRER

SANZRREZETEEAEEHIONTAP

BEARUN{AITE Trident L4 hE 7 KA ONTAP SAN EEENTET o ANENIR B IR4AREEEHI K
BB IREIFEE StorageClasses MIFAAE K o

"ASA 2 R4 ELEHMONTAPZR A (ASA ~ AFFFIFAS) EREEFRNEBELBMAR c- EEECTHXERLERHY
BYREF > NEETEChARIR o "SEAM T AR ASA r2 ZATELE M ONTAP R4 RIHIER" o

(D 2% ontapsan'ASAr2 RHiHBEBES (218 ISCSI ~ NVMe/TCP 1 FC ) ©

ETridentBIHRET » ERISELHIRAEASA 12 o EITEEE ontap-san'{E% “storageDriverName Tridenta]
BHENMERIASA r2 IEMONTAPRAR o W TR » RLERBIRRTEDHTEAMRASA 2 R4 ©
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'DebugTraceF| SEEfHHRRFEMFAIEREEEZE - Hlg0~ {"api" : null
ags| false ~ "method" : true}

FRIEEETE T TRER HEAR L T ¥ AR R SCER1EEN ~ TR
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(useREST)  fEFAONTAP REST API FIFMHS# o true ¥ ONTAP 9.15.1 EFAR
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limitVolumeP 7E£ ONTAP SAN &HEBIRPFEA LUN BF ~ afEkpy " (FERRAsRHIETT)
00lSize A FlexVol A/ o

denyNewVolum PR ontap-san-economy &imiEII#TAY FlexVol HEht
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/A formatOptions HJ#E:%
Tridenti2 X B LA T EIER MRS T ERAE ¢

* -E nodiscard (ext3, extd): FEEHT mkfs REEEIR (RYZEERBERZENHR/EHEERTFR
EA)  ERIRAEERAEIE-K > I EBERAR ext3 - extd IBRAH o

* K (xfs): REZEMIT mkfs REHEEEIE o ILEIFBERAR xfs 28X R4
f£F8 Active Directory &:&R1&i% SVM §&sETrident 9517
ISAI AR TE Trident A fE /8 Active Directory (AD) /RE¥i &1 SVM E1TERE 7(‘ AD tRE R LATFEY SVM Z &1 »

RWZHERTE AD ﬁﬂﬁ?’“%‘hﬁﬁ%%‘i SVM H7ZERHERR o 7R AD ﬁ'ﬁ}f' THEEE AR
8 o 8% "{EONTAPHERE Active Directory 4B HEHIILTFEY" T fiRe¥ 1%

1. %% SVM ECEAI BB R4 (DNS) :RE

vserver services dns create -vserver <svm_name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. #1758 % 7E Active Directory 12 SVM EI7 BASIRS ¢

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. EFALLE I AD EREBHAREIEERES SYM
security login create -vserver <svm name> -user-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. HETridentBIRREIER » 52 username M password 29524 AD (FHE S EHBL BN o
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

HiMERREEREIIMFABEMIEE ontap-san ~ Trident 73 FlexVol ZBSMEAN 10% A
@ = UBH LUN REEE o LUNIYERE A/NEEREZEEPVCHRERBA/NTEHERE o Trident 4%

10% #IEE FlexVol (£ ONTAP HEETRATAA)) o FREERETUBEMERNTRER

£ o ILEE A IELUNRAM:E « BRIEFTBETRBE R 2F A c ERBEANONTAP-sanfSE R o

HINEEBEIR snapshotReserve » Trident U T AR EEHIAN ©

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 @TridentAE41 LUN 7TERIMEESMNAIIEIFlexVol BY10% o ¥452 snapshotReserve =5% » PVC 55K =5
GiB > BI4EREIR& A/ A 5.79 GiB » AJAA/N\A 5.5 GiB ° “volume show &5 % FEEE T E2 S5 5 S 1LIAY 45

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Bal ~ RERBEXN « FEERHEARREAER Volume °
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ER{RAERGEER
THEHIETENERE  BARDS2BREERE - ERERREREENSIE -

@ UNERIETE NetApp ONTAP LH2EL Trident f8£F Amazon FSX > NetApp & GiEE L fiamy
DNS %78 > M3IE IP it o

ONTAP SAN 34

EeFAMNEARLERE ontap-san BBENFET ©

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 5|

TRAILIRER N « BRETRMIABFEERRIFESR "SYM EREER"

LERBUIANTIR > BERLEE svn 2KIEE svM ‘managementLIF ©° flan -

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

ReE B ERsE SR

TEUEEAABREEHIP clientCertificate v clientPrivateKey M “trustedCACertificate (
=R~ REAEERCA) BIEA backend. json A RIBISAP AR « AEBERAEECARENE
ROAMRISIE ©

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz



& CHAP #if)

E't:bﬁﬁ%@ﬁﬁ@ﬁ@ﬁﬁuﬁ useCHAP ?&Eﬁ true ©°

ONTAP SAN CHAP #5fj

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN #&5% CHAP &34l

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe / TCP &5

CAZETE ONTAP &im _E5RE NVMe BY SVM

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSlover FC (FCP) &if3l

o IZEEEAR NVMe / TCP BIE A& IH4H

WL JATE ONTAP BinsEHA FC B SVM ° E& FC NERERIHAERE o

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

1
BE o
mnen
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version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions ONTAP - SAN 4575 R EREN T2 T &5 151

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

EREERRIREH

EELERIFERERIHT - FHHEFAAERFEFARTEIFETERE ~ FIU0 spaceReserve & ~
spaceAllocation fR » # encryption & c ERERNEERFEERPERMN °

Trident €7 ER) HAIPREEREEIZEE o 7T FlexVol volume Trident ERRENSERERERER LB

RRERIEREERNHETHIRE - K7 HEER  FFEESTUHHSEAERERIERTE « LRIER
IR & 4E o
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EELEEFIF - BLEAEFNEBEITRER spaceReserve © spaceAllocation M ‘encryption {8 M
e th S ESTERI(E o
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"
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ONTAP SAN #7547k &1 45

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"
NVMe / TCP &

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation: "false"

encryption: "false"

15 & im ¥ FE = StorageClass

%! StorageClass E&ZA2H [[EHEENEIREF] o A parameters.selector A ~ &E
StorageClass #3210 HILE EHFEE o] i MR E o MR ER EEFMENERERAPERERERR °

* o protection-gold StorageClass BHEEFTHFE —EERERE ontap-san &l | EEM—IRMEELK

RENER o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

f

=
=

o protection-not-gold StorageClass EHEZHHE _EFME =EEREE ontap-san & :
ME—REERUIMRERBRNER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

EEM—%

(i

° app-mysqldb StorageClass @HEEFHE =EEHER ontap-san-economy &if :
mysqldb $ERFE AR IRHEREFHERHNER o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClass E¥EEHRME _EEHERE ontap-san
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* ° creditpoints-5k StorageClass EHEZEPHE=BEHRER ontap-san PRI IR FEIEERE

& ontap-san-economy &l : EeM—#A 5000 EEHEMBENEESE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClass E¥EE testArP HMEHRERE ontap-san SRENTENIBED
sanType: nvme ° iEeM—MEEARFEIEE testipp ©

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident EREZENMEERER « WRFATSHEEK -

ASNASEEFIFETCONTAP

ONTAP NAS EeEnFE Bt

RA BN AI{EFAONTAP IhEEEFITHAEENASERENTE TR E EEIERVE I - ONTAP
Cloud Volumes ONTAP
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ONTAP NAS EEshfZ (e 4 &

Trident FEf T35 NAS EFERENTZETC » FTEL ONTAP REEITE - TIRNFEUENE1E | ReadWriteOnce (
rwo) ~ ReadOnlyMany (ROX) ~ _ReadWriteMany (rwx) ~ _ReadWriteOncePod ( RWOP) o

EEEhiEy E5itHE VolumetE®, ZiEAIFEUET TIEIIERRR

TONTAP-NAS | NFS BERR Rwo » ROX * rwx "\ nfs smb
F/hibEE RWOP

{ONTAP-NANAS&ZEZY  NFS EZER Rwo * ROX * rwx * "~ nfs> smb
i hibEE RWOP

TONTAP-NAA- NFS EERG Rwo + ROX ~ rwx * "~ nfs* smb

flexgroup. S UNNTaES RWOP

* {8 ontap-san-economy REFHEMIEEFREFHTRIAE SN "S2EH ONTAP Volume

FRH" o
* {8/ ontap-nas-economy REFHEMIFE FRETHTEIAE SR "2 ONTAP Volume
@ FRH" #1 ontap-san-economy EAERRESNTEL

* 35701EM ontap-nas-economy MNRETEREREEE FHrE - KHMENITHE -

* NetApp FEZ:ZTEFRE ONTAP EEENFETNH{ER FlexVol BENET » ONTAP SAN BR4b © fE%
EIFEEHE > Trident ZIRFEARBHFRE » LHFILIETT FlexVol HAIRE o

fERE IR

Trident FEHAZ LA ONTAP ¢ SVM BIEEN B H/HIT - BREAEEFAEN vsadnin SVM EHZE ~ HEMF
F "admin' BB ERIA BN AR RRBIERZE °

R NetApp ONTAP ZBER) Amazon FSX - Trident TEHAZ L ONTAP & SVM BIEEM SN -~ EHESE

FRAEH vsadmin SVM EAE ~ e AEHEEABNAELBHNERERBIT fsxadmin o “fsxadmin {EF
ERSEARMENKEETIEFERE

WRIEFEALL limitAggregateUsage 28 ~ RIFEEEEEIERR o & Amazon FSX for NetApp
@ ONTAP #3#¢C Trident /S ~ It “limitAggregateUsage 280G £ BH “fsxadmin A ERE S
fic “vsadmin £/ o NRITIEEULDE ~ AREIEERZTRK °

EEPAR] IATE ONTAP REZIIEARGIMNAE 52 Trident BREITZNAI UG ~ BIRFIFERESHM © TridenthY
AZHRIRASERE ML ZRSMVAPI ~ TIELEAPILEAAZ £ « FAREFRBESZ M o

ZEEEFHONTAP NS5 NASHIERENTE T 2R & E B IR
BEfZ{EFH ONTAP NAS EEFIFZTNEEE ONTAP BIRAITEK  EGsEEEIEAEE HRE) o

¢ 25.10 hRZsBHYA > NetApp TridentSzFF"'NetApp AFX{FETFZ R 4" © NetApp AFX FERAREILHMONTAPZR AR
(ASA ~ AFFHIFAS) TEfEFEMNEFARN EBFAR o
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() 9% ontapnas’AFX #3548 NFS W3ERBNER, ; T548 SMB 17 -

ETridentBIHREH » MEBIEEEARTE AFX o BIEIEIE ontap-nas'{£% “storageDriverName' Tridentn]
BB AFX &4% ©
* $52FrE ONTAP &if » Trident EXRE/DIE—ER S HECLA SVYM ©

* R UAMITZERRENFETC ~ MRIIEREP—EHS —E8EHFLER o FlE0 ~ Eel UK EFERRIGold4EA!
ontap-nas EEENTZNMEAAR ~ £ ontap-nas-economy — »

* REFEMIKubernetes T {EENELER A AL LB EMINFS T A - ;520 "HivisE" UEEESHMAEER o
* Trident {232 1EHMELZE Windows EiE5_ E#1THY Pod BY SMB HAREE o U ZEHEEACESMBRAGEE TBeFAE -
B2
ER:% ONTAP &%
Trident 12 EMEER:E ONTAP BIRAVIES o

* BRBEL IR EE S ONTAP &S RIMEIR - BSTHERRMEATRINRE B A S EIERMEIR
i~ BI80 admin 5 vsadmin MFE(REZONTAP BATHRASHIRAARALL -

* R RN F BT R IEEERE © Trident 7558 ONTAP REEH - LR « BInERLABRI AR
I/REE © BIWMREERNCAKRE (BFEEA) AIBase6b4RiFE o

TR AEFTIRA R « UEESTRENRERGEAZERE - 78 « —RAZE—EEEHE - EBUMER
ERVERSE 7505 ~ M RIERIRERPRIRIRALE -

@ NRICEARIRR TR EETE - RIREIIF RN « WEEREPIRHESEERSE -

5 bRt k)

Trident BE SVM £5E / 2EHEEIESAIETEEE ~ 758 ONTAP Bim@H o BEFEREENTELEEAE -
I8 admin 8 “vsadmin ° YNULETFE{REARZK ONTAP FRASBIRIFBAEAR Y « BLEARANEISEZE ARAARIK Trident
hRZASFR{EFRBYIHAE APl © BE]Z 2B AABBEEBILWIEA Trident fEF ~ (BEAREZEER

& imE ZE I TFR -
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"

LT BIREHREM— LI FREFDENAE - BUBK 2% « EAELE/ZIED L Baseb44RIE - A #1F
AKubernetest%® o I /EHR I —FEETTENNT R - Fit - E2—IBMATIESRE
HKubernetes /{#FEIEEMIT ©

BRI R B ERET

HMIRBENBIEEAT AR « WEONTAP %EBimE: - BIAEERTE=(E2H -

* R Im/&E | AP in/&:EHIBaseb44RiE(E ©
* ARIRFAEEE | B Z £i81Base644RIGHE ©

* {S1ERICACertifate : Z{SECAREHIBase644miEE  YIRERSERICA ~ BILBRMHIES R - MRKREMA
'f_‘_ffﬂlJCA EIJ__l-lu\H}glttFﬁM °

HANTERIZEETIITER -

1. %Eﬁﬁ!ﬁ hREE 8 o EER » 75§ Common Name (CN) (—R&%#E (CN) ) REAONTAP B8 &
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. BEEMICAREMIEONTAP EREHRE FEEHRREFEESRE - MRKERGENCA -« FRBE -

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7EONTAP X iEH&E F AR Im/&ENEE P81 o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. FESDONTAP X% lcert) Bas873 ARUIRINGE ©

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAEENREAIFERE - LLONTAP Management LIF IPFISVM&TEBE X <SfManagement LIF>F<vserver

name> ° {SABREMRLIFMRFRIRES TARENEE] o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. FRAR E—TEISHEREIL B °
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

BB A IR R AR

eI EHIRA RIS « UERARNEEE A EHTE B « EMEREEAIT | ERAERAEREEE
W& ime] ERTAERRE ; ERRENERIR EMAERERRZBNE - BEEEM - CUEBRIRENEEER
75~ RBIMIEEREE A o AR EREHMbackend jsontEE - HFEZEHITHHNESH tridentctl
update backend°

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

SCHEEIES « (7 BIERLALEHONTAP BABNER (11NBI0S) - HEEENRE
() # - mEEESES RS EEBFEERRE - ARTHEBUSRNIES - 2 &0
HONTAP S R EHTRE -

EHBIGASHEH BRI ZHMIEENER - AR E X BB WHIEEELR o flIINRIFEIRT Trident
AJLLEL ONTAP & imd@s ~ WERIER A Volume {EX o

# Trident I B:] ONTAP & &

f&a] LU B & {E Privileges JIEL_L ONTAP ZE£Af « BEMAEEFH ONTAP EIEEA®KRHNIT Trident H
Q’Eﬁ o BITTE Trident BiH4HAE DB S ERAE BB « Trident S{EATEIIA ONTAP EE A B RKMNITIE

YNFERIL Trident BE]ABAFMEN 552 H Trident B ] ABELEER" ©
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an

{§£F3 ONTAP CLI
1. FRTYGSERIUIMAE !

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. 2 Trident EAE R FHESRE .

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BAGHEEFRE !

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fEFSystem Manager
7£ ONTAP RAEEIEEPMIT FHIPER

1 BUEAE
o BEAEEEMRTETAS HR BE> BT o
(30) EBfE SVM BRRIESTAE - FHBI * (MR > (72 VM > > required svi BE >
ERERRE " o
b. B * EREMAE * ENHBET (—) o
c. 75 * Bt * THRIE +Add °
o EHAEHRA  RER—T * o
2. AEHEE Trident BRAE " © + 1 [ EAERAE | BELHTTIISH
a 4 * (A% * TREEEET + -
b. BENFREAIERE R BT A - TR PEREE o
c. #H—T [ o

FHAEN  F2RTYER :

* "AIRNEE ONTAP NE AR EEB A"
c "EABNERESE

EIENFSEHRAI
Trident £/ NFS Bt R Al ZRIZE % HFrBCE 2 HAERE Y 7FEN

Trident 7E {5 FA B tH /R BN s 4R (H i B 3E8 1
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version: 1
storageDriverName: ontap-nas-—-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
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defaults:
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fileSystemType: ext4
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
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1. 7£ TridentBackendConfig 1155 adAdminUser > 0 FIFfT

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST:
defaults:

adAdminUser:

true

tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret
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Hf7— “smbShareAdUserPermission -
full control °

apiVersion:
kind:

metadata:

storage.k8s.io/vl
StorageClass
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission:
trident.netapp.io/smbShareAdUser:
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name:
csi.storage.k8s.io/node-stage-secret—-namespace:
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
Delete

volumeBindingMode:

reclaimPolicy:

Immediate
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LUFEEfIE L PVC ¢

full control ’ change ’> H#E read ° FERERE

change
tridentADuser

smbcreds
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc
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£ SVM HEE#f Aggregate SBERF « &
ZEifims SVM MEBEEHRLEN Trident
P28 « HENTE Trident PEFTHES o
E{T1E Trident FREHEN
Aggregate ;5B RECE Volume B ~ Ul

(D) £ Aggregate BEEHDRIBY,
SVM - BI7EER59 SVM Aggregate BF ~
BB EE Trident AYKBRAREE o
1S4 ZBHE Aggregate SHEEE A SVM
IHEESEE - R EEIBIRUE
BIRE 4R o

J((gﬁﬁ%'JVolumejt NRFBREERE R/NAKIUEE > BIEBCERRK -
AR
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2¥ sREA HER
lDebugTraceF| SFEEHEAZRFEERAAMEIEEZ o FIM0 ~ { "api” : null
ags| false ~ "method" @ true}

sA7N1ER debugTraceFlags BRIEMIETE SRR
EEFHRISCERAEED o

nasType BoE NFS 3¢ SMB HRERIEIL © EIEA nfs » nfs
‘smb T ZE(E ° FREA null BIIFEEREA NFS HLREE o
WNERISTE > BMRERERTES "nfs BHAN AFX fFERLE ©

FnfsMountOptio LAIESE I FRAINFSHMEEIEEEE o Kubernetes-
nsJ Persistent Volume BY# & EEIEE B B X FEFIERAIE
TE ~ BMNREFEFER P RIEEREIEE - Bl Trident &
Bl AFERFERMARERZPIEENEEEE - IR
E7FLRR N ARRSE R P RIEE (A HMEETE ~ Trident
B ARG IERAIGAV I ENR & _E e T s -

"gtreesPerFlexvo fgFlexVol @2 Aqtree ~ W BIEEEA[50 "200"
I « 300]
smbShare e LIEE Y EA—IE . /8 Microsoft EIEFIE4S smb-share

g, ONTAP CLI Z37AY SMB HFBE&%E ; 75 Trident
321 SMB HAMEE ; IS EE TR U IEHEA
MR & o Wt AEREEE ONTAP ~ LB AERE

B o Amazon FSX EE LB EZ1E ONTAP #&

im ~ BARAIAZER o

{useREST) fEFIONTAP REST AP| BTG RE o "useREST :RE true 1 ONTAP 9.15.1 KESHR
2 “true TridentSEFIONTAP REST API B11&i53@:f; 7> FBH| false o
EiREA false TridentfEF§ ONTAPI (ZAPI) LAY EA T
i@ o LETHAEREONTAP 9.11.1 RESHRA o tE4h
> FR{EAMONTAPE A A B NEEFZEVER -
“ontapi' FEFE c FAERIEME T iE—% © "vsadmin #l
“cluster-admin’ A& o {£Trident 24.06 KxZ<F1IONTAP
9.15.1 SEEHRZASEIYE > "useREST :RES “true TE:R
; 828 "useREST 3 “false'{#F ONTAPI (ZAPI) M
Y o YNERISTE » BIAARRTES true B AFX #7F

limitVolumeP 7£ ONTAP NAS &HBEVBIR(ER qtree BF ~ ATEKRAY " (FERAF@HIBIT)
oolSize FlexVol K/ LR o

denyNewVolum PR “ontap-nas-economy &R IT#TAY FlexVol HEh
ePools EBUBEZH qtree - RBTAEFFIEN FlexVols ATARL
RIEFHY PV o

adAdminUser HB7A SMB HAZT2FEUERA Active Directory BIE
EFRENFERAERE - FRLLL2#MA SMB HAR
HEAEZREHIRNEIESHER o

AR EREC BN &R RIRERREEIR
TR LAMER PR E L EERIEHTER ERACE defaults AAREE: - MIFHS « F2RE THIAERESES) -
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#

"paceAllocate (

cE)
(frEE)
MRER R B!
F'qosPolicy

{adaptiveQosP
olicy)

MREBREE

[PlitOnClone

e

M BEER

TunixPermissio
ns|

lnapshotDir

B EER
(R

nameTemplate

Sk a0
gtree BYZERI D EC "

ERERBEEL ; M (BRE) = M Volumes (1) "#E"

E({FEFHRISnapshot/RE "

BISAAFT R MR & MIQoSIR B - Fi2EEMHE "

EE /& IRIE P —{EqosPolicydiadaptiveQosPolicy

B RAAFT IR A IR ERVERE M QoSIR A BHAH - BEiEE "

EREEFEE/BIHNEF—EqosPolicy

T{adaptiveQosPolicy © N ONTAP-NAS-£&EH 7 15 o

REB4AAIREBRIEIEE B 9L F'0J W snapshotPolicy
= T BB T

BIIEASE ~ RERXEERDEIELR "R

TEFRARE & B NetApp Volume Encryption (NVE "&"
) > TBER%A false o AATERE RN EANVE

A REEFBIEEETE o AIRERIGRUE NAE ~ Bl Trident

A EBYE Volume EBHGEIE NAE  INEFXE

& ~ sA2 R0 Trident ¥N{aI5 NVE F1 NAE 1EECE(E"

o

DERAILER MH#)

HHRENEDR "777" R~ NFS HiHE&E ; SMB %
REAZER (FRER)

PEEHIEBIFE . snapshot B 1% NFSv3 B9 NFSv4 "false" %
"true"

E(FEHANEHRA "FEER"

R EMNZ 2RI c NFSZHE mixed Ml unix €% NFSTEEEZ unix °c SMBTEERA

B | SMBXIE mixed Fl ntfs BRHER | tfse
1211 B TR B R AR o .

47 Trident f5F8 QoS [EAIBHATE ONTAP 0 8 LB « (HEREFAIELAM QoS AR
(D) & reEESRIBEERESERE - £ QoS RUBERARNNTHIE LIFa HeRE
EH9 LR o

Volume & JRECE &1

TR EEERENER
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

%7 ontap-nas M ‘ontap-nas-flexgroups TridentIRTEFERIFMEGTESE > UHERFlexvol MRS
£ snapshotReserve BOLEF pvc IEFEUTCED - EFREEX pvec B> TridentBFERAFMNtELEE
VEBESEMMIRIEFlexvol o ILEHRAIBAFRERET pve PESHEHFBRNAIRAZR > MASLIDHRHESE
KOZE[ o £ v21.07 ZAI BFEMAEEK pvc (BN 5 ciB) B MRREEEE LS 503 BIREE
% 2.5 ciB WABAZEMH - EREAAFEREERNSEEHERE - snapshotReserve ‘=EHPNES
Eb o #ETrident 21.07 H > FHEEERNETRAZRM > MTridentE&E 7% %M ©

“snapshotReserve BEERTAGERBNE DL - EFREAR ontap-nas-economy ° BH2ELUTE
BIA T BE T ERIE :

SHEARAT :

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

HIRBTESE = 50% H PVC 55K = 5 GiB WYIE N » #EEE A/\A 5.5 =10 GiB » RIAA/NNA 5 GiB » E1E &
{EAETE PVC FHRAPFHERMIA o “volume show' #5% FERE T B Lt S5 B LAV A%
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Vserver Volume qurpga‘P State TyrF
_pvc_89f1cl56 3831 4ded4 9f9d &31d5IL39514
online RW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1G 511.8MB

2 entries were displayed.

FaR Tridentt > SLRILZEMNIRARIEF U LR A XX EHIRE o BN FAHARRTEILAVE » BEZREE X/ NUER
FIEEE o filEn > —1@ 2 GiB B9 PVC &5 “snapshotReserve=50"cRiM4E R B EIRMET 1 GiB BT B 2R - 4
> SR E A/VEEES 3 GiB 0 41 6 GiB MR & _EAERZTIZM 3 GiB BRI B AZER] ©

R{RAEREEEP
THEHIETERERE  BARDS2BREFERE - ERERRERHENSGIE -

(D INRIETENetApp ONTAP Z1E TridentdINetAppz 5 EfEFHAmazon FSX ~ E:E G5 EIifsBIDNS
%78 ~ MIEIPALE -

ONTAP NAS 457558 2 825

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup #ifj

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 5

TRAILGRER M « BRATRMIABFEENRRIFESR "SYM EREER"

EEEEETIAMYIA « FAFEBSE SVM managementLIF WEBE dataLIF #l svm 28 o FI40 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB Volume &/

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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BB EREE SR

B/ \WEIRAEREEF] o clientCertificate s clientPrivateKey Hl
‘trustedCACertificate (ER -~ IRFEAEBEACA) BIEA backend. json W FIESEHEBPIR&
8~ B ERIERIEECARSENERCARISE

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEELRAES

R EFIERBAAN{AIIETR Trident EASIRSELRAIR BENZ LR EEELRR] o M ontap-nas-
flexgroup” EEREANEFESMER ontap-nas-economy °

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4
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IPv6 i ik&E 15

I EHEER management LIF EAIPVEiIiLE o

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipvé6
svm: nas_1ipv6 svm
username: vsadmin

password: password

Amazon FSX for ONTAP £/ SMB Volume i

o smbShare ] SMB &R ONTAP EEE FSX 28 -

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

EREENRIREEG

ETEETRNRIGERIERHFP - FHEMBAREARERENTERE « I spaceReserve # ~
spaceAllocation {& ~ M encryption & o ERME RN ERHEFERLPERD o

Trident €7 TER) WAPREEREEZEE o 51227 FlexVol for 3% FlexGroup for ontap-nas-
flexgroup E&RTE ontap-nas ° Trident EEEREER - BREREE LB ERENIFEHMIEE - AT
HEER - EFEEESTUHEESEEREFIEERER « MRERRBUIEE DA o

EELHAF BLEREEIRRITREN spaceReserve spaceAllocation‘*U ‘encryption B8~ mE
EERhEBERTERE
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ONTAP NAS 54

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin
password: <passwo
nfsMountOptions:
defaults:

: ontap—-nas
.0.0.1

rd>
nfsvers=4

spaceReserve: none

encryption: "false"

gosPolicy: standard

labels:

store: nas store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:

app: msoffice

cost: "100"

zone: us_east la

defaults:

spaceReserve: volume

encryption:

"true"

unixPermissions: "0755"

adaptiveQosPolicy: adaptive-premium

- labels:
app: slack
cost: "75"

zone: us_east 1b

defaults:

spaceReserve . none

encryption:

"true"

unixPermissions: "0755"

- labels:
department:

legal

creditpoints: "5000"
zone: us_east 1b

defaults:

spaceReserve: none

encryption:

"true"

unixPermissions: "0755"

- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup &l

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"



ONTAP NAS #7534 zx &1 451

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:



spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

181 i ¥ fE = StorageClass

2 S

=1

& 7% StorageClass % [[EHtEENEIRED]] o {8 parameters.selector H{IF  F1E
StorageClass &3 &MU HLE E#FEE P AR TR - MIEER EEFAENERERNPEEZERER -

* o protection-gold StorageClass & ¥f&ZE Y E—EF0

* o protection-not-gold StorageClass @ EEHNE =B MEERER ontap-nas-flexgroup
Bin . ERE—IRESHRLIMRERBRNEIRAN o

* ° app-mysgldb StorageClass BHEEFPHENEEREE ontap-nas &l . EEM—2 mysqldb $8
BERENREMFHERHNEE o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

B _EERERE ontap-nas-flexgroup &



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* tprotection-silver-creditpoints-20k StorageClass E¥FEEFRYE = (EEHERE ontap-nas-
flexgroup &if : S —IERHIEARRER 20000 ESHMBVE IR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClass BHEEFHFE =EEREE ontap-nas BIRHNPHE ZEERSE
& ontap-nas-economy &l : EEM—H¥HE 5000 BEEHEHBNEESE °

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident 2R EEENMEERER « TREATSHESXK °
E3# datalIF ¥J4R4EREZ %

EIATEVIIAR EREE datallF » HEARHIT NGRS » LUEHMH datalIF 12EH#TEY7B G JSON FEZ ©

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ MR PVCS &I —EsZ1E Pod > E4/ERIBARTE HIFER Pod

AEER -

%% SMB i

£/ ontap-nas EEENTE NV BIGECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy EEENZ M EIHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

BAEREFNNRIREE
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

$%F ontap-nas SRENZTURVETFARREE A

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

CD FE(RANN “annotations’ BYFAZE E SMB ° SIRR AR » K& SMB MEEEE » ER&insl PVC
PRE T HEAEE -

%A ontap-nas-economy EBENFE T AYHTZLER! S



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

EHFE— AD EAE/ PVC &4

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BA%(E AD £RER PVC 6l
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSX for NetApp ONTAP ZE &

{2FZ Amazon FSX for NetApp ONTAP £/ Trident

"Amazon FSX for NetApp ONTAP E " @52t EAWSARTS « fl:ER P BB MBI TR

FANetApp ONTAP B HZFIEXRFRIEZE R4 o FSX for ONTAP VMware B :E{&3E A #L

FEBINetAppINSE ~ MEEFIEIRINAE « R T SBERFETFAWSERNE S M « BUEE - 2
MFIETT I o FSX for ONTAP Sforsz3EONTAP Isffit 1&ZE R FTNEEFIEIEAPI ©

&R LU Amazon FSX for NetApp ONTAP 1EZE R4 E Trident 25 ~ LIFE{RTE Amazon Elastic Kubernetes
Service (EKS) F#11T789 Kubernetes &ERECE H ONTAP 7N EIRFIERIFEURIRE

EERMZAmazon FSXNWEEER » FLIONTAP RS EHEN—ERE - TEESVMA « EeT I —ES
ZEMRE « BEHIRE SHETFERARTERNELIRINE LSS - Amazon FSX for NetApp ONTAP iFIUE
IME BN R AR UIR M o FIVERAMIEEITES" NetApp ONTAP Sing* ©

fEF Trident 382 Amazon FSX for NetApp ONTAP -~ {&A] LUFE{RTE Amazon Elastic Kubernetes Service (
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EKS ) H#11THY Kubernetes R LUFIER ONTAP STIEMNEIRMERITEEHIEE o
BT "Trident E3R" « HEHIERAR ONTAP B FSX B Trident B & ~ IBEE ©

* IHAMAmMazon EKSE&E I BITEIEMKubernetes=5 « E&4E Tkubeclly ©
* AICEE T (EENEL7ZENAIIRA Amazon FSX for NetApp ONTAP HEZE A HIFERILES (SVM) o
* BEFTFIITIERNES "NFSELISCSI" o

@ BB EAmazon LinuxflUbuntuFf ERVERELEH PR "Amazoni¥%23i&"  (AMis) ~ fHRIK
BIEKS AMIZEEYTIRE ©

z

il

° SMB Volume :
o EAZIESMBIARERE ontap-nas ZREEFFE ©
° Trident EKS MifN7cf4F32#& SMB Volume ©
° TﬁideArE ;iﬁfz%ﬁr%ﬁ% Windows Ei%s_E#ITH Pod B9 SMB HAERE o 1 "EEACESMBIHAIRE" BeFEE
an > e ©

* 7£ Trident 24.02 Z & ~ EEBA BHEDH Amazon FSX H#EE A4 FZIIMHER ~ F5£H8 Trident il
bR o BETE Trident 24.02 S EHThRAS A 72 LERRE ~ 557F AWS FSX for ONTAP YR IRARASIEZRPI5E
fsxFilesystemID > AWS apiRegion > AWS apikey #l AWS secretKey ©

@ MREER IAM BEBISEL Trident ~ BIRJLAEBEHE - "apiKey #1 “secretKey 1#{iFEFEISE
“apiRegion 43 Trident o WIEEEFAHE RN ~ 58 "FSXIRHONTAP B 4R EEIEFEH 2/ o

[FIFFEATrident SAN/iISCSI #1 EBS-CSI SEEHiZ=t

MRIEITEAE ontap-san ERENFER, (BN iSCSI) L AWS (EKS » ROSA ~ EC2 SU{EfRIE M TIERE) —itEfE
FA > BIEHE: FFrEER 2 RISECE FIAE S B Amazon Elastic Block Store (EBS) CS| EBBIFEREZE - A THEFESK
BINSEFA 2 EER—ERE_ERY EBS HifE > R EEZHRERTEFHEER EBS © SEAIFRTR T "multipath.conf £
SPRTETridents& EBIXH » B EBS HARHERTEZRRIE 29 ¢

defaults {
find multipaths no

}
blacklist {

device {
vendor "NVME"
product "Amazon Elastic Block Store"
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Trident IR EMEEREEL o

* SREE! (BB3®) [ 7EAWS Secrets Manager L2 MEFERE o KU URERERNERRSR « HEFEA
fsxadmin vsadmin 2 SVM sRERNERE

Trident FELL SVM (SR E H A EERA G AERIEBNERE S DT vsadnin © Amazon
@ FSX for NetApp ONTAP B fsxadmin ' fEE(ZAEARMEUE ONTAP " admin EEFH
F o FKI5aZUEHIBAEE Trident {8 vsadmin ©

REER  Trident EA SVM L REERYREE ~ B FSX #EZE R4 LA SVM 4B ©
NERNFAERE RS « SA2 R MBRENFE AR EYEREE ¢
* "ASNASEZZEONTAP"
* "ZIESANEEEEONTAP"
2:8:089 Amazon Machine & ( Amis )

EKS %%SE%%ET’E%% 4 > 1B AWS B EtE A28 EKS R{E{EHLE Amazon Machine B (Amis) o AT
AMI| B#EiE NetApp Trident 25.02 Al ©

Ami NAS NAS 475035 iSCSI ISCSIAE AL
AL2023 x86 64 ST 2 21 =M =1
ANDARD

AL2_x86_64 =28y 28 z* =
BOTTLEROCKET x £ ** 2 TEH NER
86_64

AL2023_ARM 64 S =2 21 =1 =8
TANDARD

AL2_ARM_64 =21 21 2 =
BOTTLEROCKET A £ ** 2 @R TER
RM_64

* MR AEFEAENERS » AUEARIBR PV

o ** R Tridenthkas 25.02 B9 NFSv3 ©

@ MR IEERYHEEERN AMI » WARTATE > IR TNHEFAR o IEEEA B ATET
By AMI B935R3

* fER * BUTEVRIR ¢

* EKShRZ : 1.32

s A% L Helm 25.06 1 AWS Mihnscid 25.06
* #7% NAS > NFSv3 1 NFSv4.1 #EE&5E Al o
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* (Z51¥ SAN #17iSCSI s > IE NVMe &Y o
* BEITHYRIE
* 17 . #7=F$ER > PVC > Pod
i : Pod > PVC (—H& > qgtree /[LUN 5% > NAS ¥EC AWS #15)
WNEFAE « A2

* "Amazon FSX for NetApp ONTAP FYsZ3E 4"
* "Amazon FSX for NetApp ONTAP BYEFER X ="

ZI7 IAM B EF AWS Z15

,.;':TL,(H Kubernetes Pod 5%2E &L AWS IAM A &EITERS « MIERMARER AWS 2
B~ UEEAWS BIE o

@ EEFHAWS IAM A BETTEE « [ BFEA EKS 20E Kubernetes &£ ©

#2317 AWS Secrets Manager
H¢ Trident & &% FSX Vserver 2217 API » UEAEEIRHERE - FILFEERBD A SEEEM - FiRELERE
ML &7 EEER AWS Secrets Manager G o AL - MRIGERE » P REIL AWS Secrets Manager %
iE > HhEE vsadmin 1REAYETEEE
IEEEFIEESL AWS Secrets Manager ZHEZA£TE Trident CSI 5855 -
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string

"{\"username\" :\"vsadmin\", \"password\":\"<svmpassword>\"}"

Er 1AM REY
Trident th 352 AWS IR SEERESNT © Rt - ABER I —ERA) » 38 Trident EAFTRAIEIR ©
THIEEFIER AWS CLI 17 1AM [RAI -
aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json

—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

* B3R JSON #8f1 * -
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"Statement": |

{

"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:

"fsx

"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"
]I
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

DescribeFileSystems",
DescribeVolumes",
CreateVolume",
RestoreVolumeFromSnapshot",

DescribeStorageVirtualMachines",

:UntagResource",

id>:secret:<aws-secret-manager—-name>*"

}
1,

"Version":

#AERFEIR A R (IRSA)

RA] LA EKS Pod Identity 52 Kubernetes ARFSIRE » EELLA AWS Identity and Access Management

"2012-10-17"

#2137 Pod Identity 5 IAM At

(IAM) At > SEEF 1AM B EEITERTSIRE BN (IRSA) o EfAIERBAEAZRBIRE R Pod #AIUFEEZA
BEEFIREER AWS ARF
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Pod 515

Amazon EKS Pod Identity BB {E T EIERERAEV/RFEES > FHLL Amazon EC2 HIITERE R EIE
Amazon EC2 HiTERRIRHEENAR ©

E1Z8Y EKS F5 %4 Pod Identity :

RO LGEB AWS SR TS AWS CLI IESEIL Pod 545 -
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BELEMEL2E"RE Amazon EKS Pod Identity Agent" o

% trust-relationship.json :

J237 trust-relationship.json X4 »  EKS ARFZEREFES07IE Pod Identity BILEEE - SABEII—EAEBNU

TMEERBNAS !

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json Xff :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
by
"Action": [

"sts:AssumeRole",
"sts:TagSession"

A BRERMNE 1AM B
i E— (B BRI AGREEMMNEIEZIN IAM A
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aws iam attach-role-policy \
—--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy

-—-role-name fsxn-csi-role

#237 pod &5 REH -
7 IAM A &F] Trident ARFEIRE  (trident-controller) ZR#EI7 pod &% RaEH

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

ARFSHR E REEE (IRSA) BV IAM A&
{#F3 AWS CLI :

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

* {S1ERE1% json tEZE © ~

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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FEIMERPITIIE trust-relationship.json :

* * <account_id> * - &Y AWS tRE ID
* * <oidc_provider> * - EKS 258 OIDC e f&aJ L 1T 75!)18 B 2KEX4S oidc_provider :

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"
* R IAM [RAFTAN IAM At * -
BiuAtk  AERUATHORERE (ELAPERPEI) MNEASR :
aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>
* BgsE OICD fRItE SR E R * !

HESDITHY OIDC {HAE R SRy EARRANG o ERTLUERA T < 2R EREE ¢

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

MBEEAAZE > FHEA TR IAM OIDC S2EE 7217 BRk

eksctl utils associate-iam-oidc-provider --cluster Scluster name
-—approve

WNRIEFER eksctl > sAFEH THEEHIA EKS PRIARFEIREEIL IAM A&

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

ZHTrident

Trident f§167 Kubernetes F5&E Y NetApp ONTAP {#ZEIEA) Amazon FSX

AEMEESEMFINEARENNE -

1R

o0

BILAER THIEP—ERERZE Trident :
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* 2
* EKS Mot

NRICHEEARIRINGE > 55% 4 CSI Snapshot #EHIZZMINNTTH  MIFFMAER ~ 552H "EUE CSI Volume
HUERBRINBE" ©

%38 helm 23 Trident
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Pod 515
1. i Trident HelmfE1EE ©

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. (ERT5EHIZEE Trident :

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

RILUER “helm list sp SAERI LA SHARE KL - BIENRTE > dhZEf > BIR - K& > EAERRAHE
sThRARSE ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-
100.2502.0 25.02.0

IRFZIRAHE (IRSA)

1. #F1ETrident HelmfE7FE :

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 3% T

1\]

BinletE) M RS0 HE:

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace
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ICRILUER “helm list sp SHERI R ECFABE KL > BIENRTE > spRZEf > BIR - K > EAERZASA
1ESTRRARSI ©

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

INSRITFTERER iSCS| > SHFEMRTER S IREAL LR T iISCSI  MREAERAYE AL2023 TFEH
BHEZERLR > BRI LUIBIBIE helm ZEFEIE node prep 2 EKR B ENZEE iISCSI AF I ¢

(:) helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

#4B EKS MINNToHZEE Trident

Trident EKS it 8 & RHNEZ 2 MEBER « 852&1E « LB AWS %ﬁ%ﬂ « BB Amazon EKS 1&EC{E
F o EKS Mi/NTo4ml B35 48R Amazon EKS £ L 21T « WA/ 2 « REREMMINTHFrEN I

go
FORIRSF
TERTE AWS EKS B9 Trident M2 Al ~ sAREESER THIEE !

* BEAEMMETEIM Amazon EKS E&EIRE
* AWS ¥t AWS THISBIHER -

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 482 : Amazon Linux2 (AL2 x86_64) 3% Amazon Linux 2ARM (AL2_ARM_64 )
* BBLEE! . AMD 3¢ ARM
* IREHY Amazon FSX for NetApp ONTAP 1&ZE &4k

EYF AWS B9 Trident BdiNToi
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BEFES

1. BAEX Amazon EKS 4 : https://console.aws.amazon.com/eks/home#/clusters o

2. TEAIEMEET » 3 Clusters ©

3. EEUEERTE NetApp Trident CSI iNTcFAVEERTE o

4. ZEEY * Mth0TT o SABEEEN * BUSESHIMTH * o

S. SEMIR AT P BREZEMI N IO
a. [ THESE AWS Marketplace MM 35 » ABEESERBHA Tridents ©
b. 3EEN NetApp B9 Trident /514 _EARIIZES IR ©
C.IEE T Do

6. 7 * REEIMNMITH * REEE L ~ BUITTFIILSER !

() M6 Pod Identity Bl » MBGBELSEE - -

a. FEEFCEREAR * kA~ o
b. yNREREM IRSA B » sAMERRE I EAEREF A ANREHE !
CREBCEERR  fRE ¢ o

* KER DT ECERET » & EcE(E 289 B configurationValues 28R EAEEL—ED
BRPEITAAE ARN (BRERABUTHER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+
MREHERBRAFEER ER) ~ WIREMNTHN—ZERE I ER Amazon EKS Kihirt
HREER o MREKRRALEE - BHEIRARTEELEEHR « AEER IR o ol UERELERITHER
%it%ﬂé&i%ﬁﬁﬁ@@i% o EEEVILEEIE Z Al ~ FAHEE Amazon EKS il T A EBEELRERTEIENR
E o

7 BET—H* o
8. £ mRIRIME * EmLEE B o
Mo L E e EIELENMMmTH o
AWS CLI
1.872 "add-on.json {4 :

712 Pod Identity > s5fEFELA TR :
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https://console.aws.amazon.com/eks/home#/clusters

G ==

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¢ IRSA Bisg > sAEAMU T !

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

() mf <role ARN> HI— S BEFFRE I A0 ARN ©

*2.%24E Trident EKS SMEER © *
aws eks create-addon --cli-input-json file://add-on.json

eksctl
T fla < ELEE Trident EKS M0l -

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

T Trident EKS Kdfnyci
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BEIES
1. 7B Amazon EKS #Z#l1Z https://console.aws.amazon.com/eks/home#/clusters o
2. TEAIEMEET » 3 Clusters ©
3. EEUEETH NetApp Trident CSI N TTFAVEE LTS o
4. ZEEY * Mmoo * REIFE o
5
6

. 3EHY * Trident by NetApp * > JATEHEEY * 4REE * o
. 1£ * Configure Trident by NetApp * B E « ${T FFILER :
a. EECEFERN * kR~ o
b. B * BERMARRTE * > LRFEEL -
C. EEVHEEFEE o
AWS CLI
THIEBHIE R EKS Mo -

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role—-arn: <role ARN>'\"}"

eksctl

* 1®& FSxN Trident CSI F{NTTHBIEATARZS « LASEERTBEA my-cluster ©
eksctl get addon --name netapp trident-operator --cluster my-cluster

* g -

NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES

netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* REINTTH R E L —E D SR th s T B E R PR BRI AR S o

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force
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WMRIEFEBRIE --force #IA ~ H{Ef Amazon EKS MR A ISIRA WL E A EZE « BIEHR
Amazon EKS MiNocH R ; GBS ~ BENIGHRESE - HIEEIEIBZ F) « ;AT
Amazon EKS Mt AEEELFTEETENRTE - AABLEREEUILEBEER - NFEILRENHEHME
TERYFAAE > 520 "MNTE" M Amazon EKS Kubernetes RIS EIRHIFAAE T « B2
"Kubernetes IRIZEIE" o

FRPRZREE | 7504 Trident EKS MifNioF

8B MiETSER Amazon EKS Mo ©

* *{REREE FAIMIINENREE © —EIEE TR Amazon EKS $H{EAREMEIE - ©th &5k Amazon EKS &
REFBINEE ~ WIECERENE#T1E BEIEHT Amazon EKS MifNro - 78  EZ{RE =5 LRI INERES o
IEEETE R EM N T RS B R BB L  IE Amazon EKS KN - B T EEEE ~ MmMcHmAE
Z1% o (R --preserve T PRVEBLUREMIINTH ©

*  REETERIRMINENES * — NetApp BZZEREBEZE LREETMERERINERT » 7 UHEERR
Amazon EKS KN o Har LR —-preserve 3FIE delete UURBFRMINNTTH ©

() mEMmITeEIERI 1AM 1B - BIRGHR 1AM IRF o
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BEFES

1. BAEX Amazon EKS 4 : https://console.aws.amazon.com/eks/home#/clusters o
2. EEEEEE ) EINRE - o

3. EHTERIR NetApp Trident CSI MM ERTE o

4. 3%E Add-ons 125 > JA1BEIE Trident by NetApp * © *

S. EIE R o

6. 7£ * %Pk NetApp_trident 1 1EEFER * HzE AR ~ FUTTIIPER

a. YNRIGIBZE Amazon EKS FILEEMIIITTHRIRTE « FEIN * REBERE * L - IRCVEREE
& FRIMIINERES ~ UWEBTTEEMMITHNRAERTE « SFRITIEENE

b. #i A NetApp_trident — operer °
C. EERBIR o

AWS CLI
UBELTBE ny-cluster ~ ABHITFIIGHZ ©

aws eks delete-addon --cluster-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl
T 6n <L EERZLEE Trident EKS M7 -

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

R IR
B ESANFINASEEEIFZTLONTAP
EEREUHEFERE > [CFEELL JSON T YAML VB IAEREIEE - EXZFEIEECEENGHEERE (NAS T

SAN)  fERZRMMN SVM > A SEIEREIS » DURINEIERE - LU TEAERPRINAIE R NAS BUH#FRME - MUk
RIfEA AWS ZEHSR DR #EFEEEMERN SVM !
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YAML

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"
"namespace": "trident"
b
"Spec" . {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-
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1T 5 ep S MBI & 565 Trident 18im4ERE ( TBC)

* ¢ yaml 82 1L Trident BiIm4HRE (TBC) » ABRPITFIIG< -

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* BRSO TN IL Trident &im4ERE (TBC)

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

TR ONTAP EBENfEx(s¥AME EIAY FSX
SR LUER T5EREIFER « 4 Trident B2 Amazon FSX for NetApp ONTAP £

* ontap-san : FCBEREE PV FE2HE B Amazon FSX 18I LUN (A NetApp ONTAP Volume ) © 2

ERANEIRGET o

ontap-nas : ECEREE PV #2E NetApp ONTAP Volume BIFEEE Amazon FSX o EiEMAR NFS #1 SMB

* TONTAP-sanfEEY) : SEECERIPVEZLUN  SfEAmazon FSX for NetApp ONTAP FILUNBIERI%
E °

* TONTAP-NAS-EAS' : SEIRHEAIPVEREgtree ~ FEAmazon FSXHINetApp ONTAP IhAER Bl 5% /E RYECRE
IS @

* TONTAP-NAS-Flexgroupl : S{EIRHEIPVESZEF I NetApp ONTAP FlexGroup BY5EEAmazon FSX o

BB AR - B 'NAS BEIZR A "SAN SEBZR o
RYBREEERE » FRTILHS 1 EKS SR :

kubectl create -f configuration file

AEEHIAR > ST ¢



kubectl get tbc -n trident

NAME

PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629

B R IREREE ~ 552

ltorageDriverName |

M&imsa e
(HARFIER)D

Bound

e

BACKEND NAME

backend-fsx-ontap-nas

Success

55

(A ey

ERIESEEINE EZE I

#e&sf SVM BIE LIF BY P {azhta]
LUSETEREM % (FQDN) o
WREA IPv6 HEAZZREE Trident
BRI E AR IPv6 itk o IPv6fi
WA BRI RE S  FIEN[28e8
. do9fb : a825 : b7bf : 69a8 : dO2f
: 9e7b : 3555] o MIRIEHERAM TS
aws " Heft ~ A
‘fsxFilesystemID RNEER

£ v ‘managementLIF H#A
Trident Bt aws HEEX svM
‘managementLIF Bl o AL ~ &
WAZETE SVM TREEREREREE (
I8N © vsadmin) -~ BfER&EWNE
BB vsadnin BB o

BACKEND UUID

7a551921-997c-4c37-aldl-

Al

KBS

ontap-nas > ontap-nas-
economy ¥ ontap-nas-

flexgroup * ontap-san®
ontap-san-economy

RS2 054 %8 + "_" + dataLIF

"10.0.0.1" »
"[2001:1234:abcd::fefe]
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4 siLPH g

'DataLIF EEIFELIFAIIPAILE o * ONTAP
NAS EEEIF2Tt * | NetApp Bi&is
7€ dataLIF o NERKkig(H > Trident
Bt SVM #fEY dataLIFs ° f&a]IL
feE eI EfE (FQDN) » 1Y
FBRR NFS E8iE% » ZEELBEIR
DNS » LUE1EZ%1E dataLIFs Z &%
TEEHTE - AIEVIRREZ B
B o AR o (SANEREIFER | 5
MISEFISCSI) ONTAP
o Trident f/8 ONTAP 2 LUN
HERIFRBUIZSERE TR
FREERY iSCI £ 6n o YNREAREE
FdatalLIF ~- SIEELEZESE - MR
F IPv6 FEIZZ2EE Trident ~ BIAJER
EAEH IPv6 {3k o IPve{iit4E
MR E R ~ F0[28e8 : d9fb

: 2825 : b7bf : 69a8 : d02f : 9e7b
: 3555] ©

I AutoExpportPolicy R EsELRAEIIREMH MK TR
{E] ° A "autoExportPolicy
“autoExportCIDRs %18 ~ Trident
AU BEEEEHRE

{AutoExpportCIDR) (B #hE 1 Kubernetes &%k IP ERE7ERKE  "["0.0.0/0" > ":/0"]"
HCTR) BFHY CIDR jBE

autoExportPolicy °

“autoExportPolicy /1

‘autoExportCIDRs 318 ~ Trident

AU EEEIEELERR] o

(2D EREIEEMERISON-BTE
THRE
TFE B i /&sE ) BB iH/&:5Base644RIEE - Bt "
REERUEREE
MclientPrivate Key BEIRFAZ £ 8 Base64iRIEE o "
J=2) iRl i
MAI{=#8BYCACertifcate | FEECARENIBaseb44RiEE o & "
A o AR /REBELEREE ©
(ERERRE) T EESSVMAERERE -
AR ER:E 8L EREE © g0 ~ vsadmin ©
ZHE R TR ESSVMIRE © AR
S EIERT o
CEEHI A3 E(FE AN ETEE 23 EESVMEIBLIFBSETAE -
MtoragePrefix ESVMARECE AR @BFFRfEAMY  trident

AIES o BUATEEIRIEN - BE
ERLSH - ERBEUMIIE
u‘fﬁ o
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#
IFR#%IAggregateusage

(FRHIVolumeA/)\)

{lunsPerFlexvol)

'DebugTraceFlags]

I'nfsMountOptions |

nasType

"gtreesPerFlexvol"

smbShare

=R EH

* $5/0¥5E Amazon FSX for NetApp

ONTAP o *@{#HY “fsxadmin #l
‘vsadmin' A E A Trident #EEX
SE4RER SN IR HIFF BRI
PR

MR EBRBEFREE KNSR UEE
BIERECERN - 1 EIRHIEEE
gtree 1 LUN B KHABR& K/ »
MBIt “qgtreesPerFlexvol SEIE R :E
X 8374 1E FlexVol volume BIR KX
gtree H(=

g

SEIDRER o

" (AR EEIEIT)

1@ FlexVol volume BI&A LUN £ “100”

WAZETE [50 > 200] EEEIR o 1£R
SAN o

SRR RFE(E RV EEEEE o fl
M~ {"api" : false - "method"
. true}

sA7N1ER debugTraceFlags BRIE
ICIETE SRR BEAR N R B s ARV EC B%
iEED ©

LUE SR FRAINFSHMEIES

B8 o Kubernetes-Persistent Volume
R EETER R B MEFER P
E ~ (BNREFEFENPRIEER S
3218 ~ B Trident EOEAFARHE
BIRAHRAE R P EHBM EETR o
W R TR AARRIERPRIETE
{FRIHPEEEIE « Trident i AL 1ERE
HgE’J?%%EEZQE%@J:EQETE@E@%
I8 o

RENFSTH SMBREAHREFEIL © BEIH
BE nfs ~ smb Fnull o *WAEK
T4 smb HFYSMB Volume °© *3%
EAnull ~ TR 2ANFS Volume ©

1@ FlexVol volume BYER K qtree
HUZETEEE [50 » 300]

EaILIEE TYIEHP—IE @ [FH
Microsoft B2 &3 ONTAP CLI
JBIIHY SMB HELTE « ENET
Trident 2317 SMB A%

& - ONTAP &i%EY Amazon FSX
EEBH -

null

nfs

"200"

smb-share
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4 siLPH g

{useREST) fEFIONTAP Isrest APIFY A2 M&
o355 true ' BFF Y Trident #%
8 ONTAP REST API EABIHE
o IEIhEEEEoNTAP FREHAR
REYRRA o tES ~ EAERY onTAP
ZEAABKEREERAENFEIE
‘ontap ° EETALEENMAGER

ME vsadmin cluster-admin

iy o

aws &BILUTE AWS FSX for ONTAP B
“REEFRIEE THEE -
- fsxFilesystemID : }57E AWS
FSXHEZRMAIID o
- apiRegion : AWSAPI &g "
7 o "
- apikey | AWS AP| £4& o o
- secretKey . AWS 2 &8E o

credentials 5 B 1E1E AWS Secrets
Manager Y FSX SVM %35 o -
name . #Z8 Amazon EIR%&TE (
ARN) ~ HAhEE SVM HIsT:% o -
type : 8843 awsarn ° YIE:FAE
B2 "I AWS Secrets
Manager ZH§" ©

RRERECEIR &RV RIRERRER

1B LU(E AR YIS R TE AR HITERR B JRACE defaults AHAREER o MNFEEH 552 B THI4RAEEEH o
2 sREA FE
"paceAllocate (F2E) " LUNEYZEE B B
(REE) TRGFEEER ; ME (B =
8 I Volume ; (#)
MRERER A E(FFHAISnapshotRE =
qosPolicy EIRIAAFTE I EEMIQoSIRA) "

B o EESERGEEERBIRN
Hrh—{EqosPolicy
g{adaptiveQosPolicy © &g Trident
5 QoS [RAIBF4HEZE ONTAP 9 8
IR o CREZERIFL AN
QoS [RAIEHA ~ T FERE R R
HAERESENE - = QoS R
BB AR g RBIITIA LIEa AR
RIS LR o
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W

% 55 AA 6

{adaptiveQosPolicy) EYEKAAPT IR AR & YR E
HQoSIFREHH - EIEBEMRESE
& & imAYE P —{EqosPolicy
Z{adaptiveQosPolicy ©
FONTAP-NAS-#& 7 18 ©

MREBFREE) ARBERBOMIEER2EE T01 WX snapshotPolicy & ‘none
> else
PlitOnClone BITEARER s TEXEERDEIEER TRy
= TEERERE & EEY A NetApp Volume TRy

Encryption (NVE) ; f&8:%#A

false o WA ERE LIRMEN RN

FANVE ~ A BEFAILETS o INR1E

#BimERFE NAE ~ BY Trident HECE

B9Ef] Volume ESAEENEE NAE o Ul

EEZEM ~ B2 Trident {2

NVE #1 NAE $BECEE" @ o
luksEncryption EUFBLUKSHNZ © 352/ "E Linux "

M—EIWBTE (LUKS) "o (&

BRSAN °

T EER EFEAMNDEREA none
unixPermissions. iR ERET o RIS SMBHARE

& - sAfREZER °

CERERRTU) GEENZ2EN - NFSZIE NFSTEES A unix © SMBTER 2
mixed Ml unix &, : SMBX ntfse
& mixed M ntfs 2% :

1=fft SMB &

(EETER T /5308 SMB MRS : “ontap-nas' S1i o FEIRSEAZ A 24 SANFINASIERIIZONTAP 35
SR T 5% | EBRESVMBHLE" o

R E LR PVC

R Kubernetes StorageClass ¥4l 217 f#7F4ER! ~ MAFET Trident Y{AIECEMLIRE o 2
I PersistentVolume Claim (PVC) » {#HER Kubernetes StorageClass E3RK7ZEY
PV o 7R%& ~ ISR LR PV #18E Pod ©

I EEEER

%7€ Kubernetes StorageClass ¥4

& "Kubernetes StorageClass ¥4 " ¥ TridentiE 8 2 I 52485 B FERS » Ws R TridentdN Al FERLFRE o
fEALLEEHIAMER NFS FIREIEE L E Storageclass (BRIBIMEMITEYER » A2 FTEM TridentBI£ER45)
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

fEFILEEE R AER iISCSI BRI ERE Storageclass :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

27T AWS Bottlerocket % NFSv3 BiRERE > SBiE N ERIFIY

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

UNEHF AN E B HpVsF4HE s PersistentVolumeClaim ~ LAKIES Trident ECEHAIEERISEL ~

B"KubernetesH Trident4{4" o
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“mountOptions’ Ef#7F4E5! :
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FERVAE FE2 Y]l

1. E2 Kubernetes ¥4 ~ :5{#H kubectl 7EKubernetesf#&17 °

kubectl create -f storage-class-ontapnas.yaml

2. IRTEIEFEZZTE Kubernetes # Trident FEIFRFEZ! * base-csi* #7485 ~ M Trident FEZ BB IF EIFER
ZSLEER o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
#37 PVC

https://kubernetes.io/docs/concepts/storage/persistent-
volumes [" PersistentVolume Claim""] ( pvc ) BFEEEL persistentvVolume

HYZEK o

Al PVC REBEKFEEFHEA/NNFEURT - £EEEIE S AILUERAERIBY StorageClass ZRIZHIiER
PersistentVolume A/NITFEVRIUAIREIR ~ BIANZRBESARTSE 4R ©

i PVC 218 > IS AR HAIRESEA Pod o

HHOIENBE
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PersistentVolume Claim £ & ;58

B HIFEMERN PVC AHRREEIR o

A77EX RWX f9 PVC
ILEEHZETREE rwx FEUERNEZR PVC ~ BT84 StorageClass 18RAHE basic-csi ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

53 iscCsI EAI#y PVC
IEFIRTRT EB RWO FZEUEIRR iSCSI &7k PVC » BEEE A protection-gold ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: protection-gold

JE3IPVC
1. 3L PVC o

kubectl create -f pvc.yaml

2. FEED PVC #REE o
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kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO S5m

NEHFEN A E B B AYsFARE Tl PersistentVolumeClaim ~ MUEIES] Trident BEC B EHIZRE -~ B2
B"Kubernetes# Trident4{4" o

Trident B4

BESBRERERAMLETridentsEERFE MR BT ERENHIRE -

B4 p i BE BE H <&
yREE1A F&B HDD  B& ERAESIE SEREREEE  ONTAP-NAS
I~ SSD BIRHAE - RS * ONTAP-NAS-
ARTWE KA « ONTAP-
NAS-flexgroup
~ ONTAP-
SAN - solidfire-
san
BIRPCELEE F& e B8 PoolZiRILER EENERALE E: ZONTAP 2
BB & FE = TE
Z2O0NTAP 2= ~
Bimsan F& ontap-nas EEBRIEE IEERE FrEEEEniZl
~ ontap-nas- HiEim
economy *~ ontap
-nas-flexgroup
» ontap-san
~ solidfire-san
~ azure-netapp-
files ~ ontap-san-
economy
TRE] Ein 5 EEXEARR CERARER ontap-nas
REHMIEE FYVolume * ontap-san
~ solidfire-san
B Eisl] E I BRMZEERN CBREBER ontap-nas
HGIR&E FYVolume * ontap-san

~ solidfire-san
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B4 L BfE (- A XEE

mE it E BERMNZENEZ SRANE ONTAP-NAS
HIR&E AVolume « ONTAP-NAS-
KBS « ONTAP-
NAS-
FlexGroups * ON
TAP-SAN
IOPS Pap FEY ETASTEL  VolumefRi&ia  solidfire-san

FEERMIOPS  LEIOPS
1. ONTAP Select 7= 18

HEHLHIEAEN

BB GETFEERIAD PVC B > &AL PV #E(E Pod ° ZSE0% & FIsr S FI4RRE » LU PV
MINZE Pod o

1. RHFR@EEA Pod ©

kubectl create -f pv-pod.yaml
LSRR PVC MIINE Pod BUEZASARRE @ * EAMERE *

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container

image: nginx

ports:
- containerPort: 80
name: "http-server"
volumeMounts:

- mountPath: "/my/mount/path"
name: pv-storage

@ ERT UE B EE kubectl get pod --watche
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2. BB EEREE L /my/mount /path ©

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

TIRTERILAMIER Pod © Pod FEARERRABEE ~ EZMRENERE

kubectl delete pod pv-pod

7T EKS #& F:5F Trident EKS Mol

NetApp Trident f§1t T Kubernetes FR3E R NetApp ONTAP f#FEIERY Amazon FSX >
EFEASMEIESEME N EREREE o NetApp Trident EKS MiltHE = RHTHY
Z2MEMIER » FBERIEE » WS AWS Eg:E ° T8 Amazon EKS $&FS{ER o EKS N
ToHF RI RIS HHERE(R Amazon EKS REZ 2T ~ MR/ 28 ~ REREMMIINTHE
HITEE o

FoRIFM
TESRTE AWS EKS By Trident BNtz Al ~ sAHEELKR A TSRS -

* BEEWNIcHER#ERR Amazon EKS FEIRF © 5526 "Amazon EKS MiNTT" o
* AWS ¥ AWS TIZRVHERR -

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI $88Y : Amazon Linux2 (AL2 x86 64 ) &{ Amazon Linux 2ARM (AL2_ARM_64)
* EREEEER! ¢ AMD Z{ ARM
* IIAER Amazon FSX for NetApp ONTAP 1EZE R4

1. BRI IAM A BF] AWS ZHE > 2 EKS Pod SE£07ZEX AWS B - BREZRAA » :A28"E17 IAM A&
AWS ZZHE" o

2. 7£ EKS Kubernetes 5+ > BIBEZE * MicH * R3112% o
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3.

tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more J

information, see the pricing page [7.

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period Provider
@ standard support until July 28, 2025 EKS
Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

( view detaits ) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches L |

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

AI{E * AWS Marketplace MIN7cf * Ai#EEsE _storage FEA ©

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

d storage workflows. Product details [?

Supported versions Pricing starting at
1.31, 1.30, 1.29, 1.28, View pricing details ]
1.27,1.26, 1.25, 1.24,

1.23

4. %% * NetApp Trident * M3EER Trident MYMNTTHEZERSIR > ABIE—TF * T—F *
S. BEEFRRARARIMI T
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

You ean view the terms and pricing details for this product or choose another offer if one is available.

(D You're subscribed to this software X ‘

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel Previous

6. ECEFTRBYMIMNTTHRTE ©

Review and add
Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J 1
Add-on name & Type v Status
netapp_trident-operator storage ® Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

REMRED TR FHEE"

7. NREEH IRSA (RFEIRAH IAM B&]) >
8. 3#1B* Create (EiI) ©

=1
J0Ht
W
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9. FESTMIINTTHRIAREE S Active ©

Add-ons (1) nfo View details Edit Remove Get more add-on 3

| Q. netapp X \| \ Any categ... ¥ } | Any status ¥ ] 1 match 1

nNetapp  NetApp Trident O

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [7

Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)

Not set
Listed by

NetApp, Inc. [3

10. 1T TS > EEE LB IEELE Trident :

kubectl get pods -n trident

M. BERTEWREREFRIE - MEBEMEN > F2H "RERFRIEF"

fEF CLI Z4E | fRPRZEE Trident EKS MifNro

£/ CLI 24 NetApp Trident EKS FMifNcis :
LU EEHIF5 S L8t Trident EKS MifNTTs :

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.1l (MiZEFBRZS)

LR EEfI15 < %24E Trident EKS MiMETCHR S 25.6.1 -
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v25.6.1-eksbuild.1l ({EFERRRZS)

LT 86352 228 Trident EKS JMEETURR S 25.6.2 ¢

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.l (FRAZEMIRE)

&M CLI f#PRZEE NetApp Trident EKS MifNcF :

T5dn < SRR S Trident EKS MIMNTTH

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

B kubecliZi[ 1B iR

BIREE Trident BMFEER A Z ERIREAE o EEFFTridentlN{AI B2 {EE R AB ~ U

K Tridentil{A R Z B ERRECEIEE o 228 Trident 2% ~ T—FHBEIULRI o
‘TridentBackendConfig' Bz J& R EZ (CRD) F:EEEESEE Kubernetes NMEEIL K
B8 Trident &% o LRI LUERTEMA CLI TEK “kubectl #1T Kubernetes 2 o
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TridentBackendConfig

TridentBackendConfig(tbc v tbconfig ™ tbackendconfiqg) ZAiH - 5% CRD ~ Al:EERAEIE
Trident #&if kubectl ° Kubernetes M#FEIESIRTE I LA ERHER Kubernetes CLI I EIR &I
(tridentctl » MAREZEANGLIILHER) -

#8311 [TridentBackendConfigl #1462 % ~ L TIER

* Trident E1RIRTIRMAVAARE BENRIL B - BEAEIRTE A TridentBackend (tbe
tridentbackend) CR °

* TridentBackendConfig HlF Trident BIMM—L4 TridentBackend©

@ [TridentBackendConfigl #B—%—BIHE « MH TridentBackend] ° & BRIRHAFHAERTREE
BENNE « BEZTridentKREBEEBHEYEHENAR o

@ TridentBackend CRS iH Trident BHENREIL o &> FREZEMEELEIEE - NREHEST
s  SBAESYIEFLUEITER TridentBackendConfig e

B2 THES) ~ LUEEAE TridentBackendConfig) CRAVAET :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svim: trident svm

credentials:

name: backend-tbc-ontap-san-secret

T RIIXEE RIS "TridentZ2 120" FRRHFT /RFRISEHERB &

° spec FRABIHIFERHERRSE o TULEFP « BIREEMA ontap-san HEFRHER « WEALLETIHAVAERE
S - MEAMRFEFRIEANERERESE  552H "HEREIENRIRHEREH"

7 (TridentBackendConfig) (CRR) ARfiiitiay sPEC) —EithE S 30581 N TRIBREEL H81I :

o MEBBERL LB EAVEBNAL - ’F]Eﬂ%ﬁ’:‘%ﬁ%ﬁﬁ%ﬁ%%ﬁ/ﬂﬁﬁﬂ’]?ﬂﬁﬁﬂ o IR EAFERELEIL
BKubernetes Secret o FEFEFHREMAI X FHEINEE « Bt EELEHER
. _rﬂH'JIZI%J?EUJ IR AT E & MIBR TridentBackendConfig) BFFESEMIIETN - AIAEEEMESEMNEZ —

o THIkR) : SZFEREMBR TridentBackendConfigl FiBRAEIR - E2TERE ©
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o TREE : MRk lTridentBackendConfigl (TridentBackendConfig) CREF -~ BiIRERINIEIFEIE ~ MA]
f&£F rtrldentctIJ EITEIE - BRBRRAIRS RE) AIEERERRERRRE (21.042Z781) -~ AfF
BIEN AR IR o IEBIAYERTEEIL [TridentBackendConfigl Z&EH ©

B IRZTBEMH TsPEC.backendName) #RTE o MRKIETE « BB IHRTER
@ # [TridentBackendConfig) ¥ (metadata.name) HY%FE o FE:EHER I
sPEC.backendName | BRFERERIH5TE ©

EREIMEIG tridentctl BERIHAY " TridentBackendConfig ¥ o B LIEIL CR
K ‘TridentBackendConfig ZEEEIRIIERIT kubectl o WEIRIEEIHERENEREZH

(ﬁmgﬂspec backendName »  spec.storagePrefix® spec.storageDriverName‘%?

) °Trident EEEFMELMNBIFELHFENRIRES TridentBackendConfig ©

TEREE
HE2EA Tkubecl) BILFTBVERIG « IEEZMIT THIEHE

1. B3I "Kubernetest%Z" « BHEEIS Trident Bz E | IRIS BRI o
2. #1371 TTridentBackendConfigl ¥4 - EHE S BMAREEE/RFEIFMAEN  W2E F—PBITIEE o

Bigimz % ~ eI Tkubecl Get tbc <tbc-name>-n <tridentdi 4 ZEf>) REFREARRE  WUREEMEE
B o

HER1 . I Kubernetest®?
BB SR ImFEIEIENME - ESEHERTS/ FEFrEBERIINEE o SBEIINT :

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TREZRASEREFTQEELNRE BRI

R FEaERaIERA = RAIEREA
Azure NetApp Files ClientID FEFREEEMMBY A R %D
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HIFF SR
7t%& (NetApp HCI / SolidFire)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

e
T
(B2
B
REHRESE
chapfEfl B4

chaplnitiatorif

chapTargetUsername

chapTargetInitiatori&#%

1RAIEREA

MVIP ~ R SolidFire ¥¢ /2
ENAEHERENEPENESE

BRERE/ SVMNERERME - A

NG R g

HERERE/ SYMBES - AR

AR IETAZ S iHIBaseb44RIE(E ©
AR &SRR RS

BAFRERLE W
RuseCHAP=trueBl|ZEE - &
1 TONTAP-SAN] #1 TONTAP-
sanf&rs |

CHAPRIENZZZEE o U0
HuseCHAP=truel|EE - B
7 TONTAP-SAN] #1 TONTAP-
sanf&iE |

BiEFERERE W
RuseCHAP=truel|EE - B
1 TONTAP-SAN] #1 TONTAP-
san#&irs ]

CHAPB1ZENEN3514 2% - 41l
RuseCHAP=truel|ZEE - &M
1 TONTAP-SAN] #1 TONTAP-
san#&irs ]

WS BEREITNEZERXBT—FREILZ MridentBackendConfigy #1148y Tsapec.ecent) L o

W

HE%2 1 TridentBackendConfig CR

RIRE R [TridentBackendConfigl BICRT o TELLEEFI ~ 5/ TONTAP-SAN] BEEIFEZXEinE
F3 TTridentBackendConfig) #1437 ~ WA

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

ER3 . FESUHYAKES TridentBackendConfig CR

IBELEBEL&ERI T MMridentBackendConfigl  (TridentBackendConfig) CR ~ EFARILABREEEARES - BB T
HEH

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8efb6-

bab2699%e6ab8 Bound Success

BRI & ~ WELEE MridentBackendConfigl CR ©
FEERI AR A A EH AP —{E(E -

* Bound ! TridentBackendConfig CREZZIHIERIHE - HEBIHES configRef RES
TridentBackendConfig CR BY uid °

* {Unbound) :fEMA ] R [TridentBackendConfigl ¥ FER4EEBIR o IRIETER « FRAEIL
89 TTridentBackendConfigl CRSIMIEEHLEFSE: o FREREE 2 1% ~ MEABMIEAUnbound (REZE) o

* Deleting ! TridentBackendConfig CR BY deletionPolicy BiREAMER - &
TridentBackendConfig RAEMIPRCR - WEHRE THIBR) AKRE o

c MBRIGAFEFEUIEEES (PVCS) - R TridentBackendConfig #F&EE Trident fil
FR#BIHHA TridentBackendConfig CR ©

° NRBIH LA —EHZEPVCS ~ BIEEARIBRIRE o B5%& « TridentBackendConfigl CRH1EE AT
FRIEEL - RBMIFRFAIBRIPVCS 21 ~ A gMIBREIRH TridentBackendConfigl ©

« &%k, : B lTridentBackendConfigl CRIBEARVZIREINHZIEMIFR ~ M TridentBackendConfigy CR
MEMRERIRENSEER - Ein MIFRRAL B4« TTridentBackendConfigy CRFAIRIER ©

* Unknown . Trident HAHEFE E CR RIE#EV R IRAVAREE S TFZTE TridentBackendConfig o /40 ~ 1N API
{AlAR232ECIFE - f tridentbackends.trident.netapp.io CRD &% o BERIFEEENTA ©
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TEULREER ~ FUTHERNI RIS | IBA STBIFREATLEBINRIE - GIH0 "R IZEAA R IR o
(M) T4 . BSEZFEERN

CRILAAT T 5 en < REVS A R IRV EER -

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY

backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san

delete
IS ~ BRI LAERIS [TridentBackendConfigl BYYAML/JsonfEEN o

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svim: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B Z[EME cr FrEIE&IF TridentBackendConfig By ‘backendName  H]
‘backendUUID ° It lastOperationsStatus HfifA&R crR LEXIRIEAIAREE TridentBackendConfig®
ATHEAEEZ (I ~ ERETPEEIEE spec) UH Trident #&2 (FIM0 ~ 7£ Trident EXFRAENHEAR) © AJ
fE® TRRIh) 3k M5By o phase ‘R CcrR HBIHZMERMARKRE TridentBackendConfig ° T LaEs
fBIFh ~ phase BERRE - "R "TridentBackendConfig CR E&ImtERAR o

A AETT Tkubeclt -n triidentiifitoc <tbc-cr-name>1 % ~ UENEE M0V FHMAEB R o

@ fR#AER Ttridentctly ZKEFHMIPBRE S4ERA TridentBackendConfigl ¥IFRIE IS o B ERE
f#7E Ttridentctly #1 TTridentBackendConfigy ZREIUIRMTER « "s52RILE" ©

BIE B
L KECBECVL#{T&Im & IR
BEERANMEI{ER Tkubeclly RFITERIHEEIEIEE o
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fHIf% TridentBackendConfig & ~ 8EI5T Trident MIBR / REB%EIm (B "deletionPolicy) °
EEMPRER - SAHED deletionPolicy REAMBE - EEEMIPR " TridentBackendConfig ~ sAFEE
B deletionPolicy RREAMRE o ErBFRERNTEE « UAFAETEIE tridentctl o

TR -

kubectl delete tbc <tbc-name> -n trident

Trident A& MIEREEATHI Kubernetes #%% TridentBackendConfig © KubernetesfE A& & &AL o M
PRIGERBFN AL o REERIRRERIEEZER « 7 ERIFRELERE o

AR AN R
HITTYE< -

kubectl get tbc -n trident

el LUEIT Ttridentctl Get backend -n trident) 3% ltridentctl Get backend -o yaml -n tridenty ~ LABX{SFRAE
BIHEEE - BIREHNEEFL Tridentctl) EBIIBVEL ©

BRI
EHRIRFERZSERR !

* EEFRANGIRERBEEE - EEE M « W EEMIGHEBH Kubernetes Secret
TridentBackendConfig ° Trident BfEAIRHENRINE - BENEMRIE c HITFIIGRSUE
#rKubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* REONTAP B2 (FIUNfERARNSVMETE) o
&R LA # TridentBackendConfig N3 < HIZEB Kubernetes HTHIMH

kubectl apply -f <updated-backend-file.yaml>

o IE ~ AT LU FIRAR TridentBackendConfig EAT3IEH<H CR

kubectl edit tbc <tbc-name> -n trident
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* MRBIREMR ~ Rin(HEEEEFTHRBEMBIAERS o EETLIEIT Tkubecl Get the

@ <tbc-name>-o yaml -n tridents 3 kubecl#ifitoc <tbc-name>-n trident) FRARFRECERLAFER
[R&A

* SAIMAEIEAERGAERIRIREZ & ~ BIRJ EF#iTupdateds < °

{EAtridentctiH{TRIHEIE
BEERUN{RAIERT Ttridentctl) R#ITRIFSIBIEE o

FERVRETy

Bz "EiniEEE" BTSS!
tridentctl create backend -f <backend-file> -n trident
NRBIEBIIKRE ~ RNBIFHERARRE o EETUIIT T < RIgECE « FIERE
tridentctl logs -n trident

A IEIEABREAENRIEZ 18 ~ (EREBEBRMIT lcreatey an<HEIFA ©

lERET
AENE Trident MIFREIR « BT FHIDER
1. HRENB IR TS

tridentctl get backend -n trident
2. bR

tridentctl delete backend <backend-name> -n trident

@ g2R Trident ERCEERIGMHEMIREM IR « (BZRIRTTFE « BIMFRE iR & B LR &
FREETMHE - BISRAEEFER TR ARRE -

BIRIRAENRIR
EERRTridentFNERIR IR ~ SHHIT I FER :

* AERSHE  FRIT s
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tridentctl get backend -n trident

* AREUSFIAHAER  SFRIT TS !

tridentctl get backend -o json -n trident

BRI

BIUMBRIREBEZR - SFRIT IS -

tridentctl update backend <backend-name> -f <backend-file> -n trident

MR IRERM « RKTRIFERARE « HEE
JRE

il

& T EMEVER o ERILIAIT T o an < SRARIRECE: « LAFIER

tridentctl logs -n trident

A EAEENREZE - ERFBRHIT Tupdate) s5<LBIE o

s fE A R IR YT A A

EBa L AJsonBlZEELERESS) - EfY Tridentctly FEHBRIEYIH - EQFEARAKEELREMN Mgl &
BiE -

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

Eth#EMIMER ridentBackendConfig) FEIZEYE o

TR InEEEALZ )R

BRARTE Trident P EIRRIRAIREGIE ©

EERIRAEEIR

BB #EH "TridentBackendConfig B2 SIREA MEBIFHIRIGEIES X - EEIRH TIIRIRE

* {8 Ttridentctl) EIZAYEBIE ~ SFAELL TTridentBackendConfig) REIE ?
* {#H [TridentBackendConfig) EIIVEIR - @G AJLER lridentctly REIE ?
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B8 tridentctl BIR{FEA TridentBackendConfig

ISEIERBAFEBKubernetes/ M EEIL [TridentBackendConfigy ¥4 ~ EHiZER Ttridentctly EIIMBIHE IBFREE
B ER o

ERERRTYIZES :

* REMEEERIG TridentBackendConfig AAEMEERAEILM tridentctl ©

* £/ Ttridentctly EIAIFRE L « MEM TridentBackendConfigy ¥J4EITETE o
EEMBIBENT « ASEEHIREBE « WIT Trident PHZHIGEE FEBF - R BIEEAMBEIEZ—

* HAEFR Ttridentctl) KREEFHATEEILINEIR o

* BfEA Ttridentctl) BB IRELEZEA MMridentBackendConfigl ¥ o B EKE B IHZE
F“kubedl'TIAE “tridentctl” 2R EIE o

EEFH Tkubeclly BEBEAEFEENRE CREERVBELEZRARIKN MidentBackendConfigl ° {2l
AE(FRV4EES

1. BIIKubemetesi™ o HEES Trident SBEATEEE / IRFEMFITREE o
2. #2131 IridentBackendConfig) #ff » HrfEAAMEFREMBNMEEN  LB% F—SRIMRE -

WEEIBIS EAERIVAERE 28 (FIU0 Ts.pec.backendNamel - [sec.storagePrefix
1 ~ TsPEec.storageDriverName] %) o #7Ef% Pec.backendName] :REAIRBRIHIHLTE o

FERO © SRR

L2 TridentBackendConfig HEELEZREMNRIG (SN BERSRIRAARE o 7EHEEEHIH « BRRFERT
F|JsonEHIEIL &R -

tridentctl get backend ontap-nas-backend -n trident

fem==s=sssessssosa==== foss=============

o - fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fmm fomm -

fessmesee s s s s o s s s s e e fremmm==== frossmm==== I

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e e fosssmmmsema=ae=s
e e e fos======= +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",

"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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$ER1 © B Kubernetest&=}

BB SEImnEEIME ~ N TEFIFR :

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident

secret/backend-tbc-ontap-san-secret created

B2 | #1] TridentBackendConfig CR

NAS-backend! (SIAEHIFATR) o BMARTTE FIIEK !

s HHEIMNEBIHZTEZE s.pec.backendName] FES °
A2 HE IR IHER o

* ERERM (B8) YRERFEFRBBIRERNIERS

* HERIREBKubernetes SecretiZfit ~ MIELUALT F1R1H ©

EER=EBERT « [TridentBackendConfigl #F &40 AT :

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

HER3 | FESUAVARAE TridentBackendConfig CR

fE#237 TTridentBackendConfigy Z1#  HFEEWMER MBE - EtERMERERIFERNEZIRRATE

FUUID
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e
Rt ettt t——————— o — +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

IRTERILAER Ttbc-ontap-nas-backend) [TridentBackendConfigl #1452 EIEE I °

&2 TridentBackendConfig BIHfEMA tridentctl

BILAER Ttridentctl) 3R HEA MridentBackendConfigl EIZAIEL o LEIM ~ R EIES ] LA

B% TTridentBackendConfigy - MiFERE lpec.deletionPolicy’ | &% 3AE1 ~ FEBILEIEFEB ridentctl) RK=ER
BRI FERR

TR0 : SRR

B0 ~ R=&fEMA TridentBackendConfigl #2317 T :
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

ReEat PRI B S —R TridentBackendConfig BRI BAEE Bin [ BIRBIRAI UUID]

$EE1 | FEEY deletionPolicy 3%74% retain

EIRMIPREBMIE(E deletionPolicy © BB ERA retain o YL ATHEMRMIFR CR BF
TridentBackendConfig® BIFEENEEFE » UnEEETERE tridentctl ©

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

() moEs TRIRERD ®EA (RE  SHAMBET—S -
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%2 . MR TridentBackendConfig CR

BB—ESERZEMBR MMridentBackendConfigl (TridentBackendConfig) o F&sZ TRIFRERE) 24 MREE) 2
% ~ ICRT M AR -

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Rt it P m===
Fommmmmmrmemsrrrrrrr e reme e ee e e o Frommmmom= Fommmmmmm= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmcemeoeoeoes Fommmmmmocmeomooo=
Fommmmcccosssssrsrss e e s T E e e S e e Fommmmmm= Fommmmmmm= +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmmmececesememe= Fommmmmmmmeme===

oo sesesesse s s s s e s o= o= +

MIB&41141% TridentBackendConfig ™ Trident REiFHZR - MA L ERRIRB IS ©
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