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2 REIEZILARINEEE ©

2026 £2 H 13 H
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T f# Upgrade Health Checker

Upgrade Health Checker 2—mA#kAEARTS TR > Al s AENMNEZ - WIS
5tk ONTAP Fk - EEEITEEMNIRGRERERSE » S EERITAHR Z AL BRRIE
BANES o

Upgrade Health Checker AJIAE &R B EECMRHAEZRS » UGBIEARE—HZEEE - ©HFERK

E#TAY AutoSupport BRI EESFAR « RS - HPE SRS EKREN « SEARA ONTAP hikZs
HYFRIHAERIIEARTHAE » URTEEH ONTAP F4RZ A Fe EIREXHIE(AIHEHE

AERABEEE Upgrade Health Checker » fERIIAZE AR EENNIGERNE REEHREUTNMERR ©

[1 | https://img.youtube.com/vi/bmwmigXAB9c/maxresdefault.jpg

TEH IR E Upgrade Health Checker
@A A& Upgrade Health Checker » TEFAAREIERThRASH) ONTAP ZHIELERIGHRE R
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RARILEAETS
Upgrade Health Checker SZ3EREFERE ONTAP 9.11.1 K EHThRASEVFAAR o TR EFEH Cloud Volumes ONTAP

» 5B "FHk Cloud Volumes ONTAP" WUERIS A MHFHRE R o
BAYAZ Al
ERMUTIRIES Upgrade Health Checker 5% 7€ EE#I# S

* BRIEEASCISAS | mb.large VM S[AIFECE » Eof 2 {E vCPU #1 8 GiB RAM °

* BENERRR | EFIASE glibc RERZ 2.28 HESRAR Linux FERA > WERRERSE - B8
&

o Ubuntu 22.04
o RHEL8
o RHEL9

* f#7F L RM—EZED 100 GB RURMEIREF —EZE 100 GB RIZEIM NFS HAIRE » UUIRERTTERIEIEER)
AZRFERSESIRE o

* SEERK | VM HERAAREEGNAEIREREFIERNMUE - UWEBRTANEEEN - ZHEER
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1. "F# Upgrade Health Checker Z3IHEZE » 574 "S5 F NetApp Console Automation Hub" M3 E|
Upgrade Health Checker [El7 ©

2. 327 Upgrade Health Checker E#t4%2s > L EA SSH & B IEEME T TREZENME -
3. E&#% Upgrade Health Checker FIBH{iIZEE o

Upgrade Health Checker A5 AH 2 E /RS (UHC-Linux-codesigning-certificate-
public.pem) MUKRHREI/REMIREEHE (UHC—Linux—chain—certificates—public.pem) °

a. (ER) REEEEEBRERE

openssl verify -CAfile UHC-Linux-chain-certificates-public.pem UHC-

Linux-codesigning-certificate-public.pem

OK BB AT REESD T ARAVS(EE o

b. 2B RZBREFRINAHER ¢

openssl x509 -in UHC-Linux-codesigning-certificate-public.pem -pubkey

-noout -out UHC-Linux-public.pub
C. FRHAMTEREEEER ((uhe.sig) £ Upgrade Health Checker Z3# 1§ -

openssl dgst -sha256 -verify UHC-Linux-public.pub -signature uhc.sig

uhc

‘Verified OK BUEIHAZRENEREN °

4. % ONTAP ZEEEIEERFIRE AR o HREFER Upgrade Health Checker IZEXEERIEN » 5BiFARTS
BEETA REST A6 o

()  fmAIbtRs—E Ansible playbook » LB BN f BFIEAELBEEIFTE ONTAP #HE -

k787 HTTP BRI IIARFIRE o SHERUT CLI I5<RELERIER :


https://support.netapp.com/
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5.

security login rest-role create -role uhctool -api /api -access readonly

—-vserver

security login rest-role create -role uhctool -api
/api/support/autosupport -access read create modify -vserver

security login rest-role create -role uhctool -api
/api/support/autosupport/messages -access read create modify -vserver

vserver services web access create -name spi -role uhctool -vserver

security login create -user-or-group-name uhctool -role uhctool
-application http -authentication-method password

security login create -user-or-group-name uhctool -role uhctool
-application ssh -authentication-method password

(ER) RENFEEUREHEAEXNEFN

ﬂﬂﬂ » NRIEH CyberArk 0 Conjur » KR LAERE RAVIRIE » LUBRIER yaml 1§D dn <7 {HIERA

ke

B

Ulll

a. FEITFRSERY CyberArk {REEH
i. 3 —1{E Safe (Main-Conjur-Safe) » B REERRENERENEE
i. B —EZEE (API/REZZE) ° ARFH Conjur 4% ID 1 API £18
iii. 3237 —EFROERBNMREF (Conjur-SSL-Certificate)
b. Z:ZEREXEIRER (Conjur.conf) FE3HE (Conjur.identity)
i. Conjur.conf
account:
plugins: []

appliance url: https://FQDN
cert file: /etc/conjur.pem

i. Conjur.identity

machine https://FQDN/authn
login host /prodvault/devops/<Main-Conjur-Safe>/hostl
password XXXXXX

LU 2YAEI7E Ansible playbook HR{ER CyberArk #1 Conjur BYEEH :



C. 7£ Ansible 14 %4 Conjur Ansible Collection > EEFH1E Conjur Ansible Lookup Plugin :

ansible-galaxy collection install cyberark.conjur

d. 7£ YAML 8RR PRI —EET > At CyberArk BUS L& L EHIZES

conjur username: "{{ lookup('cyberark.conjur.conjur variable',
'prodvault/devops/<Main-Conjur-Safe>/<Account name>/username’,

validate certs=false) }}"
conjur password: "{{ lookup('cyberark.conjur.conjur variable',
'prodvault/devops/<Main-Conjur-Safe>/<Account name>/password’',

validate certs=false) }}"

T RIE ?
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£/ Upgrade Health Checker & H4Rkst2E|

&R AR Upgrade Health Checker B —%1E ONTAP REELEFRETE ©

MRCHERE ARSI SERENABEEMRIRE - KEJU "BFEEARRT" BEEERTIARETE -

RARSUEAEFS

Upgrade Health Checker SZ1EREREFE ONTAP 9.11.1 KREFHRRAHIF4K - YR EEH Cloud Volumes ONTAP
» 55288 "FH4R Cloud Volumes ONTAP" BV R4 FHARE o

R Z Al

EERABBYIE Upgrade Health Checker 28U RZ T EEZBANEBTIER » 552K "7 # Upgrade
Health Checker FYEi A 284" o

1 BRPITEMERZA > FAREPITHER !

chmod +x uhc

@ Upgrade Health Checker @—ERIIHERASE » REISLIRBAEA BEHIT o ERIAERE XN

§% o

2. 7£5eRY Upgrade Health Checker B5EEE(EZ Al » ST ENE » UHEARTI A LUEIZEIZEMPAIEN
mEh

-—-test all

2EEEAIHEFEFEE Upgrade Health Checker BUE#4 23 B LU T INAE ©

° B HTTPS E4RE ONTAP =5 IP {idlt
° {&EiB HTTPS EiZEEAIIRE (https://support.netapp.com/
° &R HTTPS Ei%E| B E#mEh(https://api.uhc.netapp.com# https://gqgl.aiq.netapp.com
° /14 GB B /tmp  Z=EfE
3. (M%) WMRECAEBRAREERMETLH > B config.yaml.example HEE (URETH EMERN
HENME) EfFdie”A “config.yaml ©

LUF2—1@ config.yam| #£Z2&54) :
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# Application Configuration
APP:
RUNS PATH: "/opt/uhc/runs"

# Cluster Credentials
CLUSTER:

IP: "x.x.x.x"

USERNAME: "admin"

PASSWORD: "xyz"

TARGET ONTAP VERSION: "" # Optional: Specify target ONTAP version
(e.g., "9.16.1" or "current" to keep existing version). Leave empty to
prompt user.

ACCEPT EULA: false # Optional: Set to true to accept EULA through
config. If false/empty, user will be prompted interactively.

4. #4T Upgrade Health Checker » # AZEFHR I ONTAP HRZSIEHES EULA » WRIEBERMEMSH -
()  EULAR—GBEXH - WA al MA—REBEGIAE > AEBA YD
FH#E AutoSupport B3 » RERER B E - AREUANEENRNE - HRFE
ONTAP ExfgRR &< 5= 12 AutoSupport IWERI A ARG » &K Upgrade Health Checker SIITEBEUAN EEHE
AR EFNE AR ONTAP his o

a. 8% "7 Upgrade Health Checker BV A 22" » BRI FRY Upgrade Health Checker 28 ~ B A
BRIEFEURELESHTERE

Input Parameters Guide 12t T BRI E B IR EERSMBMITERENEN » UFHCEN TIERTE
REBBMEiREASERERIL—EBTHE Bk > UEBRMAMKECHNIREMBES o

b. IFRRMEAERESVLRHABR ONTAP IRAFMEMAMBE > LAITHRBRENEERER

./uhc

5. FHRERBERTHIEER > EME runs BRIRUEEARBIMEERS o

@ EXANERPITHBE—X NEIET) > FIBERNER « BeEfER S REEAEER
runs BRIFEA o

6. ERBERIESTRBEREER (8% uhc <cluster-name> <YYYYMMDDHHMMSS>.html) LURIRERE o
MBEITESE I BT > B RERE THI TS 2 ES SRR SIS o

HeS SR SRR T -

4

=

° IRERRTE | <output-path>/<unique-run-dir>/<cluster-name>/results/uhc_ <cluster-
name> <YYYYMMDDHHMMSS>. html

FE1E | <output-path>/<unique-run-dir>/<cluster-name>/logs

=111
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AR « |HAVIRIEPIRE ONTAP A#RE > G BHEEARBENNIEER RS
» UL FETEE o

BRI AETS

Upgrade Health Checker 23 EBEZE ONTAP 9.11.1 K EHARAHIFAR © 1R EFEF Cloud Volumes ONTAP
» B2 "FH4R Cloud Volumes ONTAP" BSR4 FHRE N o

TER
1. AFIERINEIIARIRE > B "EE ONTAP FHRHRE" BRI E RN ERE S B —RIE(ETS o
2. By —{EZ > FEREESKIRIENZEINIT Upgrade Health Checker ©

./uhc \
-—-cluster-ip=<cluster-ip> \
—--cluster-username=<cluster—-username> \
--cluster-password=<cluster-password> \
--target-ontap-version=<target-ontap-version> \
—-—accept-eula=true

MR Z—1E cronjob BYZEA > 5% cronjob BEE—EEAER 4 BAHITZ LA o Z#EAIHEZEM config.yaml
FEZEBE L4 E| /opt/uhc/tool/ H o
Bash 7k :

#!/bin/bash
cd /opt/uhc/tool

/opt/uhc/tool/uhc --accept-eula true --cluster-ip cluster-
mgmtl.example.com --target-ontap-version current --cluster-username
uhctool --cluster-password passwOrd
/opt/uhc/tool/uhc --accept-eula true --cluster-ip cluster-
mgmt2.example.com --target-ontap-version 9.14.1 --cluster-username
uhctool --cluster-password passwOrd

Cron IT1E:

0 4 * * 1-5 /usr/local/bin/uhccron.sh

3. AREEEERTHEER > EMZE runs BRIRUBEARENZERS o

(D BRATEAMBEHEIUET > FIEHEBANER - BRNGERBRFREFEERR runs B
B o
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4. IEPERBERTRBEREER (%85 uhc <cluster-name> <YYYYMMDDHHMMSS>.html) LAARIRER

10

& o NRIETE

B o

A SRR
° BEEERE

° IRERRE

RIREM EHIT Upgrade Health Checker » sA5cHF R SR TH T T LUE AT E 2 B8R A0

HEREWMTF ¢
<output-path>/<unique-run-dir>/<cluster-name>/logs

<output-path>/<unique-run-dir>/<cluster-name>/results/uhc <cluster-

name> <YYYYMMDDHHMMSS>.html



T f Upgrade Health Checker BY#i A 28;

&R LT R 2R Upgrade Health Checker BYE A 28U K UN{A3ER CLI B8 ~ 527E
EHEFHIRTIRHELESHMEN - LURBIEEL ONTAP 2EMNFHRIRE -

AT EEBELIER
FHRRBIRE R AITE SRR T SR AME - EIESHANERIEFNT

1. CLI 28 (BRIEF&S)
2. 4HRERE (config.yaml)

3 EFRIET (BhIEFRE)
E—EZ2EERSBHNRMEE - ZTARERERIEFRESHNRFENE -

A\
AZH
=&EIP
It “--cluster-ip 2835 E ZEIEM ONTAP £EM IP (htsk FH 278 o

REILSHHELIEFS

1. CLIZ2% . —--cluster-ip
2. #ARERE . CLUSTER.IP

3. ERET
Ll

* CLI 2#:

./uhc --cluster-ip 192.168.1.100

°* Config.yaml :

CLUSTER:
IP: "192.168.1.100"

* BRI (MR LEREM) -

TEHBET . Enter cluster IP address:

11



=EfERAERTE

‘——cluster-username 2EIEEHANME ONTAP EEEITENEENEHAERTE -

REILSHEBEIRFS

1. CLI 2% . --cluster-username
2. #AREHE | CLUSTER.USERNAME

3. BEHRET
kel
*CLIZ¥:
./uhc --cluster-username admin

* Config.yaml :

CLUSTER:
USERNAME: "admin"

* BERI (RN ERREM)

TEPBRT . Enter cluster username:

=ET

X

‘—-cluster-password 2¥IsERNE ONTAP BEEITEHNERIENIZEN o

REILSHHELIRFS

1. CLI 28 . --cluster-password
2. #HRERE | CLUSTER.PASSWORD

3. BEFRIET (Z2EA)

12



&)
* CLI 28 ERZE2ZEFEEFEH)

./uhc --cluster-password mypassword

* Config.yaml (FE{RIEZRFER ZIPRH)

CLUSTER:
PASSWORD: "mypassword"

* BRI (% - BEERE)

THER | Enter cluster password:

B1Z ONTAP kxZs

BREREBFHAREIRY ONTAP RRZASLUEEI T © 8 "current” Al {RBIRARE

It “--target-ontap-version 235 E &
ONTAP hiiZs o

RHISHETIEFS

1. CLI 28 . --target-ontap-version

2. #ARE#E . CLUSTER.TARGET ONTAP VERSION

3. ERBIBRE

Ll
* CLI 28
ONTAP BYEHTHRZA © . /uhc --target-ontap-version 9.15.1
{R¥FBRIIRZAI ONTAP : ./uhc --target-ontap-version current
* Config.yaml :

CLUSTER:
TARGET ONTAP VERSION: "9.15.1"

* BEFE (RN ERREE)

— BB

T AR e] ARSI s

13



%% EULA

‘-—accept-eula’ 2HIEERERIEREHAERESY - KEX

REILSHEBEIRFS

1. CLI 2% . --accept-eula
2. 4HREHE © CLUSTER.ACCEPT EULA
3. BT

&1
* CLI 28 :
./uhc --accept-eula true

* Config.yaml :

CLUSTER:
ACCEPT EULA: true

s BEEER QR ERIRH)
Z L AR EULA IR TIES
‘“""‘1{%‘%««
‘——config-path 2I5EHIRLE vAaML EZRIEE -

RBILSHBEVBLIRF

1. CLIZ2# . --config-path

2. J85% © config.yaml

14

“true’

7 BEMEAE o



45
*CLIZ2¥:
./uhc --config-path /path/to/custom config.yaml
* fERE (WRKEM)
TERTEAIBEPEK config.yam|

HITHIH R

‘—-runs-path’ SEEERARRBEFRTHLMKRSHETEER -

REILLSHHELIRFS

1. CLIZ2# . --runs-path
2. #HREME . APP.RUNS PATH

3. 8% : ./runs

* CLI 28 :
./uhc --runs-path /custom/output/path

* Config.yaml :

APP:
RUNS PATH: "/custom/output/path"

* FER(E (WMEXREM)
TEBMFER . /runs B

BUEREMRE

Lt *--skip-compatibility-check’ 2# 2 4ZBFRSEA HISE » UEATEARINIIIEE ONTAP hRZ ©

(D fesmmz B ONTAP Mk SmR RIS A SRS -

RIS EHERIERFS -

15



1. CLI 28 | --skip-compatibility-check
2. #8R5H% | CLUSTER.SKIP COMPATIBILITY CHECK

3. 8=k . false
#B11
* CLI 28 :
./uhc —--skip-compatibility-check true

* Config.yaml :

CLUSTER:
SKIP COMPATIBILITY CHECK: true

EEERAENRE > FRUTABTHEELD config. yaml 185 !

TELEMETRY :
ENABLED: false

(EEISEAESE
EECRAARRERERNEPEN  HRUTASIEENN config. yanl HH

AUTO UPDATE:
ENABLED: false

ERSER AT ARG

404 CLI 2

16



./uhc \
-—-cluster-ip 192.168.1.100 \
--cluster-username admin \
--cluster-password mypassword \
--target-ontap-version 9.15.1 \
--accept-eula true \
--config-path /path/to/custom config.yaml \
--runs-path /custom/output \
—--skip-compatibility-check false

=

Config.yaml 1&2Z

CLUSTER:
IP: "192.168.1.100"
USERNAME: "admin"
PASSWORD: "mypassword"
TARGET ONTAP VERSION: "9.15.1"
ACCEPT EULA: true
SKIP COMPATIBILITY CHECK: false

APP:
RUNS PATH: "/custom/output"

EERL

SEUEHFRTHMAFMBELENBAZE » BAFERZ2EE1T Upgrade Health Checker :

./uhc

./uhc —--help

* BERARZS

./uhc --version

* AR EEERIES

17



./uhc —--test-connectivity cluster
* AIEERIEREES

./uhc --test-connectivity telemetry
* A BEERIERAE

./uhc —--test-connectivity autoupdate
* HUTARE AR

./uhc —--test all

18



FHRRERRRERA S RS

Upgrade Health Checker & R (FAQ) o

Upgrade Health Checker £2 Upgrade Advisor BfalR[GE] ?
Upgrade Health Checker R—#AMEIE T » BRNESMERARAR « BRFRERNCHESHILA
B HHESRAERIE © Upgrade Advisor BEIIBIEARIER) « REFENER « MEREN BAPONERER
SRS -

A LURABRRE "THREZAOEERRTIV M "FHEEERE" » MEEWMETIARESIEHNEXK -

FHREZN AR ERRINR S B2 LS ?

Upgrade Health Checker $R&512 1A R4k ONTAP E&E 2 B EHRANBIEERMEEMEMETN - HESE
MERAMER » URARITEFARZIN ONTAP RRAs AR THAEFIIE SR THAERYE T o

Upgrade Health Checker BIATER B 8RR ERRVIF R T E
Fns 2

AR R B EIRELR BN AT 1T Upgrade Health Checker © EE{ER KR ONTAP & BRINAHERERIEIRG
EEFHREEIFERE o

B2 > BT EFHEEMEREIRFI o NREVIRIZIAS FPR4ERELR » ] LITE "NetApp Console EE11E
it B Upgrade Health Checker FEEFE) T & T ARVRHTARZ ©

Upgrade Health Checker SZ1EHiLt ONTAP HrZs ?
FHREHRBERAZENEDE ONTAP 9.1.1 REHHIRANFHE -

19
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