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Permissions configuration

Create polides

Select the services and permissions level that you would like to use and then follow the instructions
to create the policy from the AWS Management Console,

. Storage management @ Automate permissions C} Read perrnissions
. Al workdoads (®) Automate permissions

. Databases wordoads () Automate permissions (®) FRead permissions
. Whiware workloads (®) Automate permissions () Read permissions
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& A t is the top-level el t in NetApp's identity platform. It bl
HeIIO RlChard, n account is the top ev‘e v._eemen in Ne p.p s identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. )sary imirs alaUY SEeenns, [2

Account name

My Account

To help us arganize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

‘ Select a job description A

BIRPE > REZIREME— account admin EAZE o
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Create policies

Select the sennces and permissions level that you would hike to use and then follow the instructions

to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions
Al workloads
. Databases workloads @ Automate permissions O Read permissions

Wivlware workloads
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AWS {#TFRISES])  BTEEA VMware TIFE SF{EH MEER o

Create policies

Select the services and permissions level that you would like to use and then follow the instructions

to create the policy from the AWS Management Console,

@ Storage management (® Automate permissions () Read permissions
Al workloads
Databases workloads

. VMware workloads O Automate permissions @ Read permissions

B AESTEERMER « PIRERETRIEER ONTAP IR RMEIL FSX ~ URIERIRA PERANEM AWS
HFREEE -

Create policies

Select the services and permissions level that you would like to use and then follow the instructions
to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions

Al waorkloads

Databases workloads

ViMware workloads
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BRI

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:Describe*",
"fsx:ListTagsForResource",
"ec2?2:Describe*",
"kms:Describe*",
"elasticfilesystem:Describe*",
"kms:List*",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics"

1,

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"

SEEY  RARR



"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
Vitgszg wW
"ec2:Describe*",
"ec2:CreateTags",
"ec2:CreateSecurityGroup",
"iam:CreateServiceLinkedRole",
"kms:Describe*",
"elasticfilesystem:Describe*",
"kms:List*",
"kms:CreateGrant",
"cloudwatch:PutMetricData",
"cloudwatch:GetMetricData",
"iam:SimulatePrincipalPolicy",
"cloudwatch:GetMetricStatistics"

1,

"Resource": "x"

b

{
"Effect": "Allow",
"Action": [

"ec2:AuthorizeSecurityGroupEgress",

"ec2:AuthorizeSecurityGroupIngress",

"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DeleteSecurityGroup"

I

"Resource": "*",

"Condition": {
"StringLike": {

"ec2:ResourceTag/AppCreator": "NetappFSxWE"

TRETRHEREIER -
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BRI

"Version": "2012-10-17",
"Statement": [
{

"Sid": "CommonGroup",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"sns:ListTopics",
"ec2:DescribelInstances",
"ec2:DescribevVpcs",
"ec?2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2?2:DescribeNetworkInterfaces",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",
"ec2:DescribelnstanceTypeOfferings",
"ec2:DescribeSnapshots",
"ec?2:DescribeVolumes",
"ec2?2:DescribeAddresses",
"kms:ListAliases",

"kms:ListKeys",

"kms:DescribeKey",
"cloudformation:ListStacks",
"cloudformation:DescribeAccountLimits",
"ds:DescribeDirectories",
"fsx:DescribeVolumes",
"fsx:DescribeBackups",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems",
"servicequotas:ListServiceQuotas",
"ssm:GetParametersByPath",
"ssm:GetCommandInvocation",

"ssm: SendCommand",
"ssm:GetConnectionStatus",
"ssm:DescribePatchBaselines",
"ssm:DescribelInstancePatchStates",

"ssm:ListCommands",



"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource"
"logs:DescribelLogGroups"

1,

"Resource": [
W
]
b
{
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",

"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
b
{

"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
I

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"
by
{

"Effect": "Allow",

"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
}
]
}
EE | AR
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EC2TagGroup",

"Effect": "Allow",



"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?
"ec?2
"ec?2
"ec?
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

1,

:AllocateAddress",
:AllocateHosts",
:AssignPrivateIpAddresses",
:AssociateAddress",
:AssociateRouteTable",
:AssociateSubnetCidrBlock",
:AssociateVpcCidrBlock",
:AttachInternetGateway",
:AttachNetworkInterface",
:AttachVolume",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateVolume",
DeleteNetworkInterface",

:DeleteSecurityGroup",

DeleteTags",

DeleteVolume",
DetachNetworkInterface",
DetachVolume",
DisassociateAddress",
DisassociateIamInstanceProfile",
DisassociateRouteTable",
DisassociateSubnetCidrBlock",

:DisassociateVpcCidrBlock",
:ModifyInstanceAttribute",
:ModifyInstancePlacement",
:ModifyNetworkInterfaceAttribute",
:ModifySubnetAttribute",
:ModifyVolume",
:ModifyVolumeAttribute",
:ReleaseAddress",
:ReplaceRoute",
:ReplaceRouteTableAssociation",
:RevokeSecurityGroupkgress",
:RevokeSecurityGroupIngress",

StartInstances",
StopInstances"

"Resource": "*",
"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation:stack—-name":

by

"WLMDB*"
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"Sid":

"FSxNGroup",

"Effect": "Allow",
"Action": [

"fsx:TagResource"

1,

"Resource": "*",

"Condition": {
"StringLike": {

"aws:ResourceTag/aws:cloudformation:stack—-name":

"Sid":

"CommonGroup",

"Effect": "Allow",
"Action": [

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation:

CreateStack",
DescribeStackEvents",
DescribeStacks",
ListStacks",
ValidateTemplate",

"cloudformation:DescribeAccountLimits",
"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"ds:DescribeDirectories",
"ec2:CreatelLaunchTemplate",
"ec2:CreatelLaunchTemplateVersion",
"ec?2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVpcEndpoint",
"ec2:DescribelInstances",
"ec?2:DescribeVolumes",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeKeyPairs",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeTags",
"ec?2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRegions",
"ec2?2:DescribeRouteTables",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",

"WLMDB*"



"ec2:
"ec2:
"ec2:
"ec?2
"ec?2
"fsx:
"fsx
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx
"kms :
"kms :
"kms :
"kms :
"kms :
"kms :

"kms:

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

DescribelInstanceTypeOfferings",
DescribeSnapshots",
DescribelLaunchTemplates",

:RunInstances",
:ModifyVpcAttribute",

CreateFileSysten",

:UpdateFileSystem",

CreateStorageVirtualMachine",
CreateVolume",

UpdateVolume",
DescribeFileSystems",
DescribeStorageVirtualMachines",
DescribeVolumes",
DescribeFileSystemAliases",
DescribeBackups",

:ListTagsForResource",

CreateGrant",
DescribeKey",
DescribeCustomKeyStores",
ListAliases",
ListKeys",
GenerateDataKey",
Decrypt",
CreateLogGroup",
CreatelLogStream",
DescribelLogGroups",
DescribelLogStreams",
GetLogEvents",
GetLogGroupFields",
GetLogRecord",
ListLogDeliveries",
PutLogEvents",
TagResource",
PutRetentionPolicy",

"servicequotas:ListServiceQuotas",

"sns:
"sns:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:

"ssm:

ListTopics",

Publish",
DescribelInstanceInformation",
DescribeInstancePatchStates",
DescribePatchBaselines",
GetParametersByPath",
GetCommandInvocation",
GetConnectionStatus",
ListCommands",
PutComplianceItems",
PutConfigurePackageResult",
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"ssm:PutInventory"

"ssm: SendCommand",

14

"ssm:UpdateAssociationStatus",

"ssm:UpdateInstanceAssociationStatus",

"ssm:UpdateInstanceInformation",

"ssmmessages:CreateControlChannel",

"ssmmessages:CreateDataChannel",

"ssmmessages:OpenControlChannel",

"ssmmessages:OpenDataChannel",

"compute-optimizer
"compute-optimizer

"compute-optimizer

:GetEnrollmentStatus",
:PutRecommendationPreferences"”,
:GetEffectiveRecommendationPreferences",

"compute-optimizer:GetEC2InstanceRecommendations",

"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"bedrock:GetFoundationModelAvailability",
"bedrock:ListInferenceProfiles",

mwa

iam:GetPolicy",

iam:GetPolicyVersion",
"iam:GetRole",

"wa

iam:GetRolePolicy",

iam:GetUser"
1,

"Resource": "*"
"Sid": "ArnGroup",
"Effect": "Allow",
"Action": [

"cloudformation:SignalResource"

1,

"Resource": |
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"Sid": "IAMGroupl",
"Effect": "Allow",
"Action": [

"iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",

iam:PutRolePolicy",

iam:RemoveRoleFromInstanceProfile"



"Resource": [
"arn:aws:liam::*:instance-profile/*",

"arn:aws:iam::*:role/WLMDB*"

"Sid": "IAMGroup2",

"Effect": "Allow",

"Action": "iam:CreateServiceLinkedRole",
"Resource": [

"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"
1,
"Condition": {
"StringLike": {
"iam:AWSServiceName": "ec2.amazonaws.com"

"Sid": "IAMGroup3",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"

"Sid": "IAMGroup4",

"Effect": "Allow",

"Action": "iam:CreateRole",

"Resource": "arn:aws:iam::*:role/WLMDB*"
"Sid": "SSMParameterStore",

"Effect": "Allow",

"Action": [

"ssm:GetParameter",
"ssm:GetParameters",

"ssm:PutParameter",

29



"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
b
{

"Effect": "Allow",

"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"

TRETENETFEEHRER -
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GenAl T{E& &M IAM JRH|

"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"
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"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com



"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",

45



"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

I

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",

46
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"
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"Sid": "BedrockLoggingIamOperations",
"Effect": "Allow",
"Action": [

"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",

"Effect": "Allow",

"Action": [
"gbusiness:ListApplications"

1,

"Resource": "x"

Yo

{
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

br

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

TRIEMH GenAl TIFEHERAFMAER -
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EC2 : RERZEMEEAN

Bedrock
InvokeModelWithResponseStrea
m

Bedrock : InvokeModel

Bedrock:ListFoundationModels
Bedrock:GetFoundationModel
Bedrock:GetFoundationModelAva
ilability

508% . DescribeLogGroups

SSM) : GetParametersByPath

S10:GetParameters

SSM) . GetCommandInvocation

S10:SendCommand
SSM)
IAM : EiIEE
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BRI

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",

"ec2:DescribeAvailabilityZones",

"ec2:DescribevVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ssm:GetParametersByPath",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases"

1,

"Resource": "*"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

SEE | BART

"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",
"Action": [
"cloudformation:CreateStack"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

53
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by
{

"fsx:CreateFileSysten",
"fsx:DescribeFileSystems",
"fsx:CreateStorageVirtualMachine",
"fsx:DescribeStorageVirtualMachines",
"fsx:CreateVolume",
"fsx:DescribeVolumes",
"fsx:TagResource",
"sns:Publish",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"

1,

"Resource": "*"
"Effect": "Allow",
"Action": [

"ec?:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec?2:RunInstances",
"ec?2:DescribelInstances",
"ec2:DescribeRegions",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeVpcs",
"ec2:CreateSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribelImages"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath",
"ssm:GetParameters"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,
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SSM 2¥#EFEE ] AR#F SSM) : GetParameter . ZE
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SSM) : PuttParameters * EBRE
* EF

SSM) : Puttarameter * EBRE
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SSM/DeleteParameters ° IRZE
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LUFHERER GenAl FRflilER > IRTEM GenAl 51 ZERIE !

* bedrock:GetModelInvocationLoggingConfiguration
* bedrock:PutModelInvocationLoggingConfiguration
* iam:AttachRolePolicy

* iam:PassRole

* iam:CreatePolicy

20256 529 H

IR7E > BERETEWEREX TEBUT#ER | cloudwatch:GetMetricData ©

20256 A3 H

IRTE > GenAl IEBEVEAERN TABMUTHR | s3:ListAllMyBuckets ©
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IRTE > GenAl EERVBE AR TEBUTHER | gbusiness:ListApplications ©
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* logs:GetLogEvents
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* iam:AttachRolePolicy
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®* iam:createPolicy
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Sign up to Workload Factory

user(@company.com|

Already signed up?Log in
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HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. Liarn inore aliout scotimts, (2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

9. ZEIFEEI* > FBER Workload Factory £ 8 o
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,.;'ﬁET' ¥&%A Workload Factory B AL BHINRE © EHRARAEIES » W BEREEFEFTE Workload Factory If
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c  BE) ¢ | SHEEAIREIRIBRAE N ER D « JA%%B(FH CloudForgation &2 AT IEERER IAM [REIFAE o
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Add Credentials

@ Add manually Q

Independently create 1AM policy and [AM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selected AV
Create role @ Action required 7
Credentials name t@ Action required AV

TEA1 [ BT FEHIIEEL R 1AM [RE

EREF ~ CRIEERNLEERN T EE ST REAELTEN—SETERR - URASEITEasEHAE
IR o IGFEER Codebox EMBEEN T (FEMAFERIER « WAGEIMEE AWS tRE AR AWS BIEFEZES
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Permissions configuration

Create role Eat
From the AWS Management Consaole

1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevaously dafined and cliick select Next
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.

Rofe ARN

1. L AWS BIEFIEaH  EN - A > BIUAB "
2. EMEEMNERERT ~ BEEC AWSHRF* ©

a. B2 B—@ AWS 1RE > JA1%%1 Workload Factory Ul #3484 F FSx for ONTAP L{E& HBEIEMIRS
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WMAAGLTE - AMRER BuUAB " o
BEHAEARN o
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"Version":

"Statement": [

{

"Effect": "Allow",

"Action": [

1,

"cloudformation:
:UpdateStack",

"cloudformation

"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

"2012-10-17",

CreateStack",

DeleteStack",
DescribeStacks",
DescribeStackEvents",
DescribeChangeSet",

:ExecuteChangeSet",

ListStacks",
ListStackResources",
GetTemplate",

:ValidateTemplate",

"lambda:InvokeFunction",

"iam:PassRole",

iam:CreateRole",

"iam:UpdateAssumeRolePolicy",

"Resource": "x"

BA"TEEHTITRIEHIE" o
A REEIE IR ABIEEIRE o
751 HmL > A #i
3EHY * 3538 AWS CloudForgium* i o

iam:AttachRolePolicy",
iam:CreateServiceLinkedRole"

== *
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Add credentials

Add manually
@ Croate an 1AM palicy
ng to o

and 1AM role in yo

nsiructions a

permissions list, which s based an your reguitemeants

Permissions configuration

Create policies Storage

Credentials name i} Action required

ur AWS account

@ Add via AWS CloudFormation °

ed via a Clowd
i, Mo account
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"accountId": [
"account-a"

I

"resourceType": [
"Microsoft SQL Server host"

I

"workload": [
"WLMDB"

I

"priority": [
"Success",
"Error"

1,

"notificationType": [
"Well-architected"
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Create new Microsoft SQL server Load configuration = Save configuration X

/> Codebox

Region & VPC us-east-1| US East (N. Virginia) ~ VPC-1 172.30.0.0/20 ~
Create database REST API
Availability zones ~
RESTAPI a
Select an Availability Zone and subnet for each node. Ensure that each of the selected private subnets
have outbound connectivity enabled. The subnet for node 1 must be in the primary Availability Zone for curl —location ——request POST https://api.workloads.netapp.com/accounts/acc
the FSx for ONTAP file system. ~-header “Authorization: Bearer <T: A\
--header "Content-Type: application/json’ \
—data-raw
Cluster configuration - Node 1:  Availability zone Subnet
us-east-1d HCL-CC-1] 192.168.16.0/24
Cluster configuration - Node 2 Availability zone Subnet
us-east-2d HCL-CC-2 | 192.168.17.0/24
Security group Use an existing security group $g-ad2b38d1 ~

BNFLERIEEI » SO LUEE T HIRIRE TS REE USRS —ERFIERES - MRFE > EAIU
ETEHEBREFEET - WEEHBRHEM AWS tRF o

£/ Codebox Y CloudForgation F2z{H5

SR IAREBLTE Codebox EE4ERY CloudFormation 23S » FARTEREY AWS 1RF FREE) Amazon Web Services
CloudFormation 3#%& o CloudFormation A&#1T#87E Workload Factory Ul FRE ZEAVIR(E ©

R CloudFormation 2SI Z ERCIRE B BFAAR » EfSBUARIEEEE FSx for ONTAPRERRAR ~ BILIRS
BB R HMITHEM Workload Factory $21E o

#a/E= » CloudForge-generated YAML 182 HME IS G RL IR 7 XE&IBH -
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",

"cloudformation:UpdateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:DescribeChangeSet",

"cloudformation:ExecuteChangeSet",

"cloudformation:ListStacks",

"cloudformation:ListStackResources",

"cloudformation:GetTemplate",

"cloudformation:ValidateTemplate",

"lambda:InvokeFunction",

"iam:PassRole",

"iam:CreateRole",
"iam:UpdateAssumeRolePolicy",
"iam:AttachRolePolicy",

"iam:CreateServiceLinkedRole"
I

"Resource": "x"
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£ MuE@EIgE ) BEA Thekl T ~ ZEEX * FXBEAE AWS CloudForemation RIAE ... * o
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fEF CodeBox B AWS CLI X%

EEI LUERTE Codebox B4 BY Amazon Web Services CLI ZREFZM SR ONTAP HEZ A A E(h AWS
HIRA FSX o

1. {#F Workload Factory I8 E&EZHITHIIR(ER > #§ AWS CLI #25E! Codebox A ©
2. B —ERIEIZRE « ARBEAAWS EEFIES o
3. B EREEBI AT ©

{#H CodeBox i Terraform
B LAER Terraform REFEFEZIRFEANS ONTAP IEZER AT H th AWS BIEHI FSX o

BAtaZ Al
* BB L Terraform BIAR4 ( Windows/Mac/Linux ) ©
* TEBEASRE A BEE A AWS IRF ©
1. f$8F Workload Factory ¥ & E RZE#MITHVIEIER » £ Codebox T & Terraform F23UHE ©
2. FTEIECTHFIEENEILE Terraform AR ©
3. fRIR4R zip 1222 ~ AR IKER README.MD #EZ a9 BT

7£NetApp Workload Factory Hf§5F8 CloudShell
FHEX CloudShell LI {¢NetApp Workload Factory 1%l & FREYER AL E BT AWS T{ONTAP

CLI #p% o

RMNEIETE
CloudShell BJ:E{&7E Workload Factory 1% & AL shell BIRIEHHIT AWS CLI 35S ONTAP CLI 5% °

T8 B as P IRE AR IR G 5E » 1B48 Workload Factory BB ImIR AR KINAEMAIEAE - EAFEFERE
TENetApptR A 1Y AWS JRFEFIONTAPER:T ©
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CloudShell BYIAEEELFE :

* %@ CloudShell T{EREER : —REPE Z1E CloudShell TIEREES > FIFRFEHZEMRLFY 0
* ZLERA . DE CloudShell BB TIERSEL » EIEOIURRK X EEBRMERZERE
* TEREREHGS | REEEHH 2 TR

© ERTERSERABIFEN | MRTTERMBARN LR TVERSEL > AEFFIRK

* RERFEE - EEFRIA/FE HEER

* #¥ ONTAP CLI sp < ELE Al f5:R[E1FE

* BEISERRIE | BRBAGS  ABER Tab RIGR A FHEEIE

CloudShell i5%

7£ CloudShell GUI /T EH » EERI A help RIEFRATAR Cloudshell #% o HHABLE "help’ i
WT2EER -

HEA
NetApp CloudShell @NetApp Workload Factory AR GUI /T » BI:EETELEIL shell BIIRIBEH#TT AWS CLI
}ELHONTAP CLI }5% - EIERIEISTIERRIRE:E » B8 Workload Factory R & IR AR IR TIREF IR
B o EFEERESERGIENetAppiR A IR HAY AWS REEFONTAP/REE ©
AR

* clear

* help

¢ [--fsx <fsxId>] <ontap-command> [parameters]

* aws <aws-command> <aws-sub-command> [parameters]

=31
B

BEA IR TIFEREEERERABTRHIT | 5858 » B > UKk ONTAP EEERARYAIE FSX o
+ i AWS 15L& R LT HNT - AAERMEIEREIEERIIABERE - AWS tnL A G

+ SR LUEFA R ERIONTAPER $H5E £sxId © MIRER M foxId LA ERBAIONTAPER< » BILL ID §BRE LT
XHHY ID ° NRAR U EEERE FSx for ONTAPHEZERAE ID LT > BIXZERMA fsxld B{EONTAPIES ©

+ BEEMARN LT XHE > BT FIRME EBEERE | [ERAKRE <credentialld>) * EEEFEI
. A& <regionCode>] * BHEETE FSx for ONTAPHEZR A4 © [fEH fsx <fileSystemld> |
ZEmIEE

s BEFERABRNE - TBEmRERE

s FEETA A . MBEREE)

s BEEBETOSFEIRCE | TEERFEIRCER

WUTRREMEREHMES - MREMERSEN > LEZESIRARE °
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+* ERTEBBY . $<variable> = <value> * {EAEE . $<variable> * BT EBAVEH : $svm1 = svm123 * {ERE
ISR : -fsx FileSystem-1 volumes show --vserver $svm1 * 22 E BB FREMEHIEEH] $comment! = "2
gy Sy

BET
A3 Shell BE T > 540 pipe | » background execution & # redirection > o IRIEESELEHTF > %
HITHREE R

e Z Al
CloudShell BJ7E AWS FBEMIARAHEE « HERFEA CloudShell » & BIRHE/D—1E AWS 5355 ©

@ CloudShell RTFEZHITIES] AWS 5 ONTAP CLI 67 © i@ » MIREREILEAR ONTAP 183
RAEH FSX IBHLE > ;TR L T < using fsx <file-system-name> : ©

ZFZ CloudShell

B LUTENetApp Workload Factory 326 & EVEA I B EZBE CloudShell o & AT LUENetAppiZEHl & EE
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1t Workload Factory £HI & 28E
1. BA "TIERHTRIERIE"
2. B rhEEEIR ) JAMEEEE CloudShell” ©
3. 7£ CloudShell fR&H » #EEX CloudShell TYEFEERRIREM @IS » AAREENETERAELE ©

Cloudshell

=

Select CloudShell context

Please select the credentials and region for your first session (you can change these later).

@

+
&

v

4. BA help AEEAAGLHMEREA » B T3 CLI 2FXHFLUCloudShell s S EUSAIA®HS ©

o "AWS CLI 2&" : #5081 ONTAP B FSX 1BRAMIS < » 3B fsx ©
° "ONTAP CL| &&"
5. 7 CloudShell T{ERSEEHEEHE S ©
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3. {tEIPEEE P > 42 CloudShell °
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Cloudshell

=

Select CloudShell context

Please select the credentials and region for your first session (you can change these later).

@

+
@&

¥

S. EiA “help’ MUiRtRBJ ARV CloudShell 85 <157 » S2BT7 CLI 2F X4 UEUSETANG S !

o "AWS CLI 2" : #5081 ONTAP B FSX 1BRAMIAS < » 351 fsx ©
° "ONTAP CL| &&"
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