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Permissions configuration

Create polides

Select the services and permissions level that you would like to use and then follow the instructions
to create the policy from the AWS Managerent Console.

.' Storage management @ Automate permissions C} Read permissions
@ 2 workioads (®) Automate permissions () Read pe

. Databases workloads () Automate permissions (®) FRead permissions
. Whiware workloads (®) Automate permissions () Read permissions
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& A t is the top-level el t in NetApp's identity platform. It bl
HeIIO RlChard, n account is the top ev‘e v._eemen in Ne p.p s identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. )sary imirs alaUY SEeenns, [2

Account name

My Account

a
®

1)

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

‘ Select a job description i

BIRPE > REZIREME— account admin EAZE o

MRCHERFEZRIMNVIRP REAEERE - FEAERANRIINRZE AR FIRHAE o

!}l_zl‘]%,@ﬁﬁﬁNetAppE%Ué » BRI B4R B —ERE » (K% Workload Factory F/FENetAppitk

AR5 MR~

AR#50R A RIEZR & > AT ¥INetApp Workload Factory #17#42 API IFIULTRIRBSNEER © EfEGERE
BEEETENES  BAEAEEZERALUERBEFATGNAEEZASHERAEIRPRELBENCHA
Workload Factory FRIFiEIRFHFAEEH R G ARA EIEE - 1IRFEE ST UMMRZERFSRS

"R A EIRARTE IR A"

ERR

Workload Factory #R{#E/ERERSRRE » BINRESMFAIERI M EIRIRIEHIEHMR » WARBRIGHY IT 2RE&% Workload
Factory D BCIEIERIE(E ©

"THREZENR TFEH T RERRIENERS"

BARELS

Workload Factory ##457E Workload Factory £3—{E D 21{E FSx for ONTAPIEZR A4 2 MBI S1ERFEMELR o
EETCRESMEIZCONTAP REST API I BSIEF B IR F LAE R A M INAE » MIELEThAER AEBAmazon FSx for
ONTAP API EX{g °

SR EEEERITFEIAER Workload Factory » BERLFRT » MEBEREIELLREEIHFFA Workload
Factory THEEF TE&&EBES ©

E4EBAIER AWS Lambda ©

"R BRI
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CodeBox B#E

Codebox =—{EEMZLEEIES (1aC) BIESE > AIi#BIFAEE AB# DevOps TIZEMESH1T Workload Factory
S IERIEEHR(EFT R RITZ NS - BUBBE N B4E Workload Factory REST APl ~ AWS CLI 1 AWS
CloudFormation °

Codebox £ Workload Factory #2E#& =, (basic * read-only ¥ read/write) 1R15—2 > LAPITEERT 7 EM
HEEUREBEEEE - UERRIRIRERER o

Codebox B ERRHTE LIEMIZEEFTELR IAC iItEEIH/ﬂﬂ%%'E‘EB‘EE VIR TEETTEES o #EA
Codebox SZIZBFARS « LA IESHEBENEEN D « EFAFRE - CRERRIFEFZIBECEE

"“HEABEfZ CodeBox"

At ER

Workload Factory #R{HEI& 51 EY » WERAILIRFEEFIRIE « BREZ VMware TEEETE FSx for ONTAPHE
RAM IR ASEEM Amazon IRESEITELE o IRIBEMFHESEK » LS 837 FSx for ONTAPIERAME
REMANERAVEEE o

* "BRRIRRAEFIRIRAEA W
* "RARNERRERE T PR SEON
* T ERUIAIATEEY VMware TYEE SEI S ALA"

RERFHNITEEH

Workload Factory RI#BNEAEEN HITRI S AWS RIFIRBIERNFISE « 22 « B EKBENFHENERER
& o Workload Factory &X#F#i FSx REIONTAPIEZZ 4% * SQL Server #l Oracle EXESEER - URHESR
FABTTiaREC BN RAE > WERFES B ENRIERIEERRE -

"TRESHENABREN T EEHNER"

fEFINetApp Workload Factory FY T 2
&R LA NetApp Workload Factory E2LL T T E—{EfEF :

* Workload Factory #%5& : Workload Factory %% &R IGHERERNERMFEL « BEEWRE -

* * NetAppiZHlS* | NetAppiEdl SiRES T EEE » LWEE R LU Workload Factory B2 E fINetAppE il
ARFE—RE(ER o

* B3 © ARG Al BiIRIRIR R T A2 RE Workload Factory FNE %= & » MEEBREI Workload Factory 1%
# & o 1 Workload Factory EBhEERZEY MRFL ©

* CloudShell CLI : Workload Factory €15 CloudShell CLI > AIEAENBIEISME— CLI EIRSEEIRFIR(E
AWS FINetAppiEiE o 7 Workload Factory = & TESBHE7ZEY CloudShell ©

* REST API : &/ Workload Factory REST API 28 EIRTH FSx for ONTAPKEZE A E M AWS B
p

* CloudFormation : £/ AWS CloudFormation F2z{EEHI1TIE7E Workload Factory £l &R EEBVRIE » WU
RIEHY AWS IREH8Y CloudFormation &% AWS MIE = FEREITERE « EBENERE -

* Terraform NetApp Workload Factory 2% : {FH Terraform EEFEIEE Workload Factory &/
EENEREBITERE
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REST API

Workload Factory :Z2ERESH G E TIEE#REL ~ BENMEFIR(E FSx for ONTAPIEZR A4 - BELF&H
#AB—{EFERAN REST API o 4BA9ZR:R » BT FEHM API Bl T —EZEEETBENRETS » K LUfE
HAEREIE FSx for ONTAPIEZRE R4 ©

&8/ Workload Factory REST AP| B % 1E4F 5= :

* API B9EETR L REST #£iliA] BRI REBFHEAEM o 20T E4E HTTP #1 JSON -
* Workload Factory E&:5 &1 OAuth2 1Z#E o NetAppf&ki#8 AuthO IRFEEE ©
* Workload Factory £ Web BY1ZEHI S EAERMZC REST API » FIEMEFEREZHEE—HE -

"#& & Workload Factory REST AP| X#g"

FEGREE

NetApp Workload Factory RIZ53EMIEER Web BYIZEHI S 7FE o 7 #RUNMEIEER Workload
Factory =% 2 FINetAppiZH] 57FEX Workload Factory °

-.aHE

* * NetAppiZEHl&* | IetR &85 » MAIUEEREMEEIE FSx for ONTAPIEZR R A FTEAmazon FSx for
NetApp ONTAP L #THI TEE& & o

* Workload Factory %5 : $12tE AR Workload Factory B2E% » E ¥ 7EAmazon FSx for NetApp
ONTAP LT TIF&H -

7ENetApp1EHl & 7ZE Workload Factory

1ZEILAENetApp Console?FEX Workload Factory © BT £ Workload Factory ZREX1G AWS {##FF1 LIF& I
Ak BRI LIFENEMERIARTS > FI%NetApp Copy and Syncz o

SER
1. Z A"NetAppiZh|g" o
2. {ENetAppiEHl & et » 582 Workloads » 7212152 Overview ©

7£ Workload Factory ¥l & Hi&55 Workload Factory
f&AT LT Workload Factory %! & 7£EX Workload Factory ©

&u %
1. BATEEHTRIERA"

NetApp Workload Factory BY#[E

HEZFFANetApp Workload Factory THEEFARTS > R EIRHAHERR » LAE Workload
Factory AIIATE G BIRIRIE P TIR(E ©

A EFERRER
= TR REPRET » Workload Factory EidBUERIIINEIER] » 2REEEBEIEZ AWS IRE B RFIEIZEVHR o
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#S {18 Workload Factory SESUEITRIEIR(F » LR IRERIRFIRIREIEE AWS BIR » fINR#FEERHE
RAME GenAl TIFERHAIAIHE o

fBlgn - WRERETEEH > & Workload Factory #1% F AR N#IRE » EERRGTEIRAMNERPIE
EC2 Bfl » WiEEFIBEER Windows AIHES o IR EH E LR W HITT AWS Systems Manager (SSM) Agent

> B System Manager 48E&ECE 1IERE > B Workload Factory AJLA7FEY Windows 123 BRsE R B LT SQL
Server #ifg ©

RITIFE AR
SETFaHEBERERELFEHIMPRITREET o #RBITEMR—RIERRER - EEETERNIME

B > THEIRSRES « HEIRRESAIPIESR JSON LURFILFAAH#IR « HRR « FRUBEMUKRECFIRIERS
BRAYRAS ©

HERAEHVRERR
{#EF R Y IAM 5RB&Z3 Workload Factory 12fit 7 EIR AR BIRIFHIEFMERZFAFRAIER o
HFINAER LA T RERRSRBR (U

* 18R ARBIER DM ¢ 18R FSx for ONTAPIER R » THRRARERINR - NISRARBTEN DN - LRER
BB MAEITT A ©

* BRIFEUETE | SITIRIFES > HINARIERAM T ENEERERAMREME -
* IBRRAREILNMIBR | BIZAMPRONTAPIEZR AR RETF EHEERAY FSx o

BEEMMENS D HBIMFIEE (IAM) 5REK :
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RIE ~ HEBRAD

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeVolumes",
"fsx:ListTagsForResource",
"fsx:DescribeBackups",
"fsx:DescribeSharedVpcConfiguration",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"ec2?2:Describelnstances",
"ec?2:DescribeVolumes",
"elasticfilesystem:DescribeFileSystems",
"ce:GetCostAndUsage",

"ce:GetTags",

1,

"Resource": "x"

bo

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
}
]
}
EEMTER
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"fsx:CreateVolume",
"fsx:DeleteVolume",
"fsx:UpdateFileSysten",
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"fsx:UpdateStorageVirtualMachine",
"fsx:UpdateVolume",
"fsx:CreateBackup",
"fsx:CreateVolumeFromBackup",
"fsx:DeleteBackup",
"fsx:TagResource",
"fsx:UntagResource",
"fsx:CreateAndAttachS3AccessPoint",
"fsx:DetachAndDeleteS3AccessPoint",
"s3:CreateAccessPoint",
"s3:DeleteAccessPoint",
"s3:GetObjectTagging",
"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeModel",
"bedrock:ListInferenceProfiles",
"bedrock:GetInferenceProfile",
"s3tables:CreateTableBucket",
"s3tables:ListTables",
"s3tables:GetTable",
"s3tables:GetTableMetadataLocation",
"s3tables:CreateTable",
"s3tables:GetNamespace",
"s3tables:PutTableData",
"s3tables:CreateNamespace",
"s3tables:GetTableData",
"s3tables:ListNamespaces",
"s3tables:ListTableBuckets",
"s3tables:GetTableBucket",
"s3tables:UpdateTableMetadatalocation",
"s3tables:ListTagsForResource",
"s3tables:TagResource",
"s3:GetObjectTagging",
"s3:ListBucket"

I

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"



TEZR AR ILANMIER

"Version":
"Statement": [

{

by

"2012-10-17",

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"kms :
"iam:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"kms
"kms :
"kms :

1,

CreateFileSysten",

CreateStorageVirtualMachine",

DeleteFileSystem",

DeleteStorageVirtualMachine",

TagResource",
UntagResource",
CreateGrant",
CreateServicelLinkedRole",
CreateSecurityGroup",
CreateTags",
DescribeVpcs",
DescribeSubnets",
DescribeSecurityGroups",
DescribeRouteTables",
DescribeNetworkInterfaces",
DescribeVolumeStatus",

:DescribeKey",

ListKeys",
ListAliases"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec2:

1,

:AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",

DeleteSecurityGroup"

"Resource": "*",
"Condition": {
"StringLike": {
"ec2:ResourceTag/AppCreator":

"NetappFSxWE"
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"Effect": "Allow",
"Action": [
"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

TRETRHEREIER -
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RIE ~ HEBRAD

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CommonGroup",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"sns:ListTopics",
"ec2:DescribelInstances",
"ec2:DescribevVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",
"ec2:DescribelnstanceTypeOfferings",
"ec2:DescribeSnapshots",
"ec?2:DescribeVolumes",
"ec2?2:DescribeAddresses",
"kms:ListAliases",

"kms:ListKeys",

"kms:DescribeKey",
"cloudformation:ListStacks",
"cloudformation:DescribeAccountLimits",
"ds:DescribeDirectories",
"fsx:DescribeVolumes",
"fsx:DescribeBackups",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems",
"servicequotas:ListServiceQuotas",
"ssm:GetParametersByPath",
"ssm:GetCommandInvocation",

"ssm: SendCommand",
"ssm:GetConnectionStatus",
"ssm:DescribePatchBaselines",
"ssm:DescribelInstancePatchStates",

"ssm:ListCommands",

25
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EEMER

"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource",
"logs:DescribeLogGroups",
"bedrock:GetFoundationModelAvailability",
"bedrock:ListInferenceProfiles"

1,

"Resource": [

W n
]
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",
"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
1,

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"



"Sid": \AJ

"Effect":
"Action":

"fsx
"fsx

1,

"Resourc

FSxRemediation",
"Allow",

[
:UpdateFileSystem",
:UpdateVolume"

V.
e mxmn

"Sid": "EC2Remediation",

"Effect"

"Action":

"ec?2
"ec2
"ec?2

I

: "Allow",

[

:StartInstances",
:ModifyInstanceAttribute",
:StopInstances"

"Resource": "*",

"Condition": {

"Str

"WLMDB*"

BUBHEBEERH

"Version": "
"Statement":

{
"Sid

ingLike": {

"ec2:ResourceTag/aws:cloudformation:stack-name":

2012-10-17",
(

": "EC2TagGroup",

"Effect": "Allow",

"Act

ion": |

"ec?2:AllocateAddress",
"ec?2:AllocateHosts",
"ec2:AssignPrivatelIpAddresses",
"ec?2:AssociateAddress",
"ec2:AssociateRouteTable",
"ec2:AssociateSubnetCidrBlock",
"ec2:AssociateVpcCidrBlock",
"ec2:AttachInternetGateway",

27
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name" :

name" :

"ec2:AttachNetworkInterface",
"ec?2:AttachVolume",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateVolume",
"ec?2:DeleteNetworkInterface",
"ec2:DeleteSecurityGroup",
"ec2:DeleteTags",
"ec2:DeleteVolume",
"ec?2:DetachNetworkInterface",
"ec?2:DetachVolume",
"ec?2:DisassociateAddress",
"ec?2:DisassociateIamInstanceProfile",
"ec2:DisassociateRouteTable",
"ec2:DisassociateSubnetCidrBlock",
"ec2:DisassociateVpcCidrBlock",
"ec2:ModifyInstancePlacement",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:ModifySubnetAttribute",
"ec2:ModifyVolume",
"ec2:ModifyVolumeAttribute",
"ec?2:ReleaseAddress",
"ec2:ReplaceRoute",
"ec2:ReplaceRouteTableAssociation",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress"

1,

"Resource": "*",

"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation

"WLMDB* "

"Sid": "FSxNGroup",
"Effect": "Allow",
"Action": [
"fsx:TagResource"
I
YResource™ et
"Condition": {
"StringLike": {
"aws:ResourceTag/aws:cloudformation

"WLMDB*"

:stack-

:stack-



"Sid": "CreationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:ValidateTemplate",
"ec2:CreatelLaunchTemplate",
"ec2:CreatelLaunchTemplateVersion",
"ec?2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVpcEndpoint",
"ec?2:RunInstances",
"ec2:DescribeTags",
"ec2:DescribelLaunchTemplates™,
"ec2:ModifyVpcAttribute",
"fsx:CreateFileSystem",
"fsx:CreateStorageVirtualMachine",
"fsx:CreateVolume",
"fsx:DescribeFileSystemAliases",
"kms:CreateGrant",
"kms:DescribeCustomKeyStores",
"kms:GenerateDataKey",
"kms:Decrypt",
"logs:CreateLogGroup",
"logs:CreatelLogStream",
"logs:GetLogGroupFields",
"logs:GetLogRecord",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:TagResource",

"sns:Publish",
"ssm:PutCompliancelItems",
"ssm:PutConfigurePackageResult",
"ssm:PutInventory",
"ssm:UpdateAssociationStatus",
"ssm:UpdateInstanceAssociationStatus",
"ssm:UpdateInstanceInformation",
"ssmmessages:CreateControlChannel",
"ssmmessages:CreateDataChannel",
"ssmmessages:0OpenControlChannel",
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30

"ssmmessages:0OpenDataChannel",
"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:PutRecommendationPreferences",
"compute-

optimizer:GetEffectiveRecommendationPreferences",

"compute-optimizer:GetEC2InstanceRecommendations",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",

iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",

"iam:GetUser"

I

"Resource": "x"
"Sid": "ArnGroup",
"Effect": "Allow",
"Action": [

"cloudformation:SignalResource"

I

"Resource": |
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"sSid": "IAMGroupl",
"Effect": "Allow",
"Action": [

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",

iam:PutRolePolicy",

"iam:RemoveRoleFromInstanceProfile"

I

"Resource": [
"arn:aws:iam::*:instance-profile/*",

"arn:aws:iam: :*:role/WLMDB*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",



"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringLike": {
"iam:AWSServiceName": "ec2.amazonaws.com"

"Sid": "IAMGroup3",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"

"sSid": "IAMGroup4",

"Effect": "Allow",
"Action": "iam:CreateRole",
"Resource": "arn:aws:iam::*:role/WLMDB*"

TRETENET(FEHER -
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com
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"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",



"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1y

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",

"wlmai-*"
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"



"Sid": "BedrockLoggingIamOperations",
"Effect": "Allow",
"Action": [

"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",

"Effect": "Allow",

"Action": [
"gbusiness:ListApplications"

1,

"Resource": "x"

Yo

{
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

br

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",

"ec2:DescribeAvailabilityZones",

"ec2:DescribevVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeDhcpOptions",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"secretsmanager:ListSecrets",
"evs:ListEnvironments",
"evs:GetEnvironment",

"evs:ListEnvironmentVlans"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

BRMRETESEMNER

"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",
"Action": [
"cloudformation:CreateStack"

1,

"Resource": "*"



by
{

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"sns:
"kms :
"kms :

"kms:

1,

CreateFileSystem",
DescribeFileSystems",
CreateStorageVirtualMachine",
DescribeStorageVirtualMachines",
CreateVolume",
DescribeVolumes",
TagResource",

Publish",

GenerateDataKey",

Decrypt",

CreateGrant"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec2:
"ec2:
"ec?2
"ec2:

1,

:RunInstances",

DescribeInstances",
CreateSecurityGroup",

:AuthorizeSecurityGroupIngress",

DescribeImages"

"Resource": "*"

"Effect": "Allow",
"Action": [

"iam:

1,

SimulatePrincipalPolicy"

"Resource": "x"
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202528 1H
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s3:TagResource

s3:ListTagsForResource

s3:UntagResource

s3tables:
s3tables
s3tables
s3tables
s3tables
s3tables
s3tables:
s3tables
s3tables
s3tables
s3tables
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s3tables
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:GetNamespace
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s3:ListBucket
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* fsx:CreateAndAttachS3AccessPoint
* fsx:DetachAndDeleteS3AccessPoint
®* s3:CreateAccessPoint

* s3:DeleteAccessPoint
2025%F11H27H
UTHREHMEERFELEESHE -

* bedrock:ListInferenceProfiles
* bedrock:GetInferenceProfile
* bedrock:InvokeModelWithResponseStream

* bedrock:InvokeModel

2025%F11H2H

#F - BERELFREMN VMware TIERSEFRY MEE) M TEEEUR AL ERREEEREER » UEEDECHEIR

Rt BN EMEREE M o
2025%1085H
LUTHEBRERE GenAl HffilfR > IR7EH GenAl 512518 :

* bedrock:GetModelInvocationLoggingConfiguration
* bedrock:PutModelInvocationLoggingConfiguration
* iam:AttachRolePolicy

* iam:PassRole

* iam:CreatePolicy

20254 6 H 29 H

RE > ERETEEEREX TEBUTER | cloudwatch:GetMetricData ©

2025 £ 6 H3 H

IRTE > GenAl TEREEVE AR FTEBLUUTHIR | s3:ListAl1MyBuckets ©

2025 F4H5H

I87E > GenAl TEREEEVE AL FTEBLUTHERR | gbusiness:ListApplications ©
/T BREEMEEL TREBUTHER :

®* logs:GetLogEvents

* logs:DescribelLogGroups
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RE > EXNEEERBARNTAEANTER !

logs:PutRetentionPolicy ©°

2025 4H2H

IRE > BEREEWEER TEBUTHERR | ssm:DescribeInstanceInformation ©
20253830 H

GenAl T{EE&#EREF
GenAl By MEEEVEAEIN] TIRTERMEUUTRR :

* bedrock:PutModelInvocationLoggingConfiguration
* iam:AttachRolePolicy

* iam:PassRole

* iam:createPolicy

®* bedrock:ListInferenceProfiles

B GenAl By TEBEUE AR FMIBRUTHERR | Bedrock:GetFoundationModel ©

IAM : SimulatePrincipalPolicy #[RE#
J& “iam:SimulatePrincipalPolicy MRS TE#T1% H fth AWS 1R F/R:E 1L Workload Factory 124! & $ri& e TE
B IR RN B ENEIRISE - BIRIR A TIEEHERRN—9 o IERER TEESIRE » BERT

FERTHIZERZABECEEEBMERN AWS IRFHER o By IbRE AR D BIR K BURER B RN HIE
EA/DBYREBRFR AR RYB FANAE /D ©

20253 H2H

IRTE > GenAl TEREEVE AR TEBLUUTHER | bedrock:GetFoundationModel ©

2025 3H2H
RE > BEREEEERA TAEBUTHER ¢ iam:SimulatePrincipalPolicy ©

NetApp Workload Factory 3 A P9

BB M IR P BYAEFINetApp Workload Factory » #1& /&5 L& Workload Factory
B EEEIE AWS &R > A% fEAAmazon FSx for NetApp ONTAPR{E(LIEHN T IEE&
%‘Z o

NetApp Workload FactoryRIiEEEN Web B9ZH & UERIRIRFAIA A EMAEF - ERBZAT » (FEZET
BB TERETIR" -

o B RIBERVAIS

AIfE "TEEE TRIEGE" » sEMIEIIRE
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"B RN AR ILIR A" o

9 1% AWS /B:5371% = Workload Factory

b ER 2 AT o IREEHTIG REBENAI 8/ Workload Factory 7ZEUEHI AWS RE o #§ AWS /BB E
Workload Factory > BIE:EfERY Workload Factory 1R F B ZIIFEIE FSx for ONTAPIER AR UKREENE
BRETEAaH (BIMNEREFR GenAl) FRERMER -

"B RN (eGSR EIERIR A o

e fEFAERH ONTAP By FSX RIFCIEHNITFEH

SE ~ BILIRP MEEIEMSRTIE AWS &EFER 0 [SeILIRAYAER Workload Factory 3538 FSx for ONTAPR{E(LIE
NITIEEH o

" FSx for ONTAPB{LIEHN TEEH" -

¥ fftNetApp Workload Factory

NetApp Workload Factory BIiEBER Web HIIZEHI 872 o EEBIYAEE A Workload
Factory B » &M E—F S FEFAIRAMINetApp B UL/ EITsIM S I NetApp EIHE
A o

R T LUB R E M ADNIAEE) Workload Factory 1RE » MUEMPI AT ATZEXHIE A Workload Factory ©

st Workload Factory
1] LAE B LA N 3E T8 2 — 5+t Workload Factory :

* [CIRBNetApp SZEHELG BITHAERREE (NSS) 5058
* IEEEREF IR ZES « BIEIE ANetAppEi

1. FEER Web BB ATTE "TIEE & TRIESIS"
2. MNRIEAH NetApp ZHEAEIL 1RE « 351E * BA * EE LEZBA LK NSS 1R P ERBRYE FER 4ttt -

MRITE NSS 1RE » BIR]UBAEMER © Workload Factory iSfEEERE AR AT o

3. INRIGKRE NSS IRF ~ (BRREEIT NetApp ZimE AR - 55EEEL * 54 * o

59


https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com

Sign up to Workload Factory

user(@company.com|

Already signed up?Log in

- 1 * 5 - EELE  BARIL NetApp EinBE AFMBHIEN « ARER* T—F * o
AR AEEREFRAFFEXFTT °

- MABRTIRFHAEN « FARER * 5 o
- A EELEHWHE - EF NetApp HFENEBEFEH - HPES5EEE FEHAUAIET

WRARFHITIEDER ~ AREEA o

- BRI TR AR IR ERE RSO RRIRR « ARSI EE -~ -
- ECIRP  BHELE C BAKIRFERE - MEFEEEVTE T (ERER

H&F 2 NetApp &R TFENIRRE TR « FIREHIE R EEERATE -



HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. Liarn inore aliout scotimts, (2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

‘ Select a job descriptior -

9. ZEIFEEI* > FBER Workload Factory £ 8 o

MR
fGIRTERER Workload Factory B A GBS o SHAAIRAEIES » W BB#EFEFTE Workload Factory If

aE
RE °

BEAE M ANNA Workload Factory tRE

BAREEIES » e LUBEE M AINAER Workload Factory 1RF » IAEFIET LA7ZEXFNfER Workload
Factory o 1k B EIERBEZEENetApp ConsoledETT ©

a2 HINetApp ConsoleXff o "7 FRUNAIFMIERE ((FAENRS) "EIfRAY Workload Factory tRF ©

4R
S PR —HEFEH 0 EHREIIMALER Workload Factory 1RF BIEREA ©

1 AWS /&5 HTIE = Workload Factory

¥ﬁi'ﬁiﬂl EIE AWS /&5 > WUfENetApp Workload Factory B TEEHI AWS R PIREE
IBEIREIRFTERIER ©

41 E

JIUTRYY

EaI AT T&R:R ) BEmig AWS &EFEEIRAB M Workload Factory 1RE ° 5% Workload Factory 12t 7 &18
AWS EIGHIRIE RIS RNRIZFR R IR ©

AT U fE R MR 77 AT IEE06E -

* F& . {87 Workload Factory g /RERIEIEHY AWS tRE HEIL IAM [RRIF] IAM A ©
cBE D CREENERMERERERD « SAE A CloudForgation &R TERFERN 1AM RRIFA® ©
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B9 E5HAWS
HAIERET T AWS BRA GRS 7

AR ZEANTFRHINEE « WREEEEERM IAM [RAIFEXR » DIIEBRFEHI AWS tRFHEIR
AERETEEENNASERER LS E TIER&INAER « AR TR AWS tRFHEIR o
* IREEITE AWS EEAERANEHITE JSON RAESE « BEFE) IAM [RAJEEIL -

. ﬁﬁﬁ AWS CloudForgation & « ZEAERMHBIHNCEE « LHITHEN IAM RAIFIAGE « EMEIE
I:llb nﬁﬂi?*ir_ °

* BN RZRIFIS DR HIFEE AWS EinERERAEE AR ONTAP FHE - 557 AWS IR ER B IRHATE
it ONTAP BR#F5:2:509 FSX ~ UERFE FSX ©
—BEZ{E AWS 855

ERERF—EIFaHIMINME (HZEHEE) B > CREFHELETEFE IR RIREILIRE o &
B I/EEERTIE = Workload Factory » {BIGSEEZE AWS EEFIZEA BT IAM AEHMRE] o A Workload
Factory HFEMEAITHAERT » SLE/REBFETIRA A ©

THYRIIE AWS REE RIS S #HE — IR ZIRIIAER IAM #RIRR - EREBUARIEHEREX

£ Workload Factory H#iE 240 AWS ‘&5 n] e E R EMIhAEFR BAYEESMERR » BI40 FSx for ONTAPIEZR &
4% ~ £ FSx for ONTAP LB ZEEKLE - B VMware TFEHFE °

IEA UF B AWS /R ZE Workload Factory » Mg 1EH) Workload Factory 1R B B AR MITEIT TIE
BHM AWS BERFTENER o SINENSEARESF O —EXZEERCEERNTIEFEETIEERN IAM %
B& » MURFERGEISIRARY IAM A o

@ {ERTLLHE Workload Factory #:5I&TINetAppHESI &4 AWS BBHTEEIRF -
M EREEA = EES -

© EREEFEANREERBR - SABYE AWS BIETESET IAM [RA] o

* REAWS BIEFIE/EL IAM B o

* 1%t Workload Factory HR§i A & i@ Hr i /&5
FtaZ Al
RN BB BEEA AWS IRF ©
FER

1. BA"TIEEHTRIZHIE" o

2. BRI REBEIEIRE o

3. £ 3% F5| EHmELE > #EEL* FIgeTEg * o

4. 11 THMEERE8) HmE L > B FEY * > ARERA TS WK _ ERAR _ THESEEE -
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Add Credentials

@ Add manually 0

Independently create IAM policy and IAM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selected s
Create role (::} Action required A
Credentials name t@ Action required v

T ERNTFESIIEELEL IAM [RH

EAREF « R EENERAN TR MR AR B LRI — SN EITEE l/(&%&@IT’E%%kE&ﬁ E’J’fg
fR o KT E1E Codebox ERESEEN T EEHAVRAER « Wik HIIEE AWS 1RF R AWS EEEIE

MRS RAY o
1. 72 * BiuURA - B - AT EMA B LT ENESEITIFRETEE o

© © N o g &

TRILE RIS HhTheE - RBENCENRZNEREENTFE AN -

HRBLERMERREEN TFREIIE - FEECEAEERRIIISHERER -

B BN AEEREREE ¢ » BELETHEESTH LIRS IEFEMEN AWS IREH#R - BNBEEEg
Hé}¥ﬁia iam:SimulatePrincipalPolicy permission' ZfEHIHEFRIRR! o IEREPRAY B B R S HEDHERR © el IATEHT

IR R EPREIR - ERMERREER - UM IEERZIZBDRINNIEE » WG EHITERANENFE
BIREEEE o

£ Codebox REH + W E—(E IAM [RRIBIHER o

MRS —E2EEEE « ARE AWS BETIZESE A AWS 1RF ©

FERR IAM BR#5 ~ PAMRIEE * [RA * > * BIRA * o

JEEY JSON A tEZR4REY  RE_EIGTEDBR 3 P RRVIEIR « AREN * T—F *
BIAJRRRAME « AREEE - BIIJRR ¢ o

MREEDSR 1 RENT SELIEAIHE  FEREESR « AEETFEHEREIR -

S8R 2 [ ZuFEARAR IAM AR
TEZRET > IEH&EEE Workload Factory i 7&IER) IAM A6 » Eha S EEIMIZE I AIRERFECE -
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Permissions configuration

Create role Eat
From the AWS Management Consaole

1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevaously dafined and cliick select Next
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.

Rofe ARN

B
1. T AWS BIEFIEaH EN - A > BIUAB "
2. EMEENVERERT ~ BEEC AWSIHRF* ©

a. B2 B—@ AWS 1RE > JA1%%1 Workload Factory Ul #3484 F FSx for ONTAP L{E& HEIEMIRS
ID o

b. BEFZ*FREAYSMIR ID*ALHE Workload Factory Ul #3484 FSMER ID o

3 EET P

4. ERERRAERP  EELTRERNFARE - ARER T~ o

o MIABBRIE  RRENBUAB " o

6. BWHABARN o

7. 3R[8] Workload Factory FREY T#i& &8 BE B MERECE) TR NEIAR|) 309 > A% ARN B

3| TEt ARN] B o

S 3 | HARRILITRE
B%— % R7E Workload Factory HE AR -

1. 4£ Workload Factory F89 #ii/838) HET > BR NERERE) Toy UEELMH -
2. HACEFAIELATELTE -

3. JEY * HsE - DURITERE o

+
S
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BERNFZ L5058

WriR[E] (32581 BE o

&M CloudForgation & s3:5 FiE EIRE

&R LAfEEA AWS CloudFormation &1 AWS /R:EFTIE = Workload Factory @ 57AEEEF AR Workload
SRBTEIEHI AWS 1RFE B Eh AWS CloudFormation #2 o CloudFormation & RIEIREIEM T

Factory IhsE » 24

YEEEIHAERRTT IAM REUFD IAM A o

FIsEZ Al

s A BIERREA BEE A AWS IRF ©
* {3 CloudForgation & Hi8s0:%

"Version":

"Statement": [

{

"Effect":

"Action": [

1,

"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

B ~ IGAAZETE AWS TREFR%ES TSR

"2012-10-17",

"Allow",

CreateStack",
:UpdateStack",
DeleteStack",
DescribeStacks",

DescribeChangeSet",
:ExecuteChangeSet",
ListStacks",
ListStackResources",
GetTemplate",
:ValidateTemplate",

"lambda:InvokeFunction",

"iam:PassRole",

iam:CreateRole",

"iam:UpdateAssumeRolePolicy",

n

"Resource": "x"

1. BA "TIFREHTRIEHIE"

2 BB EER > REEEE

iam:AttachRolePolicy",
iam:CreateServiceLinkedRole"

—7.\2”
/REE °©

DescribeStackEvents",
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3. 1£ Te8:8) HmE L » A * FigsRsE ~ o
4. 3EEY * 3E1B AWS CloudForgium* Ffig o

Add credentials

according 1o detailed instructions and a provided

permissions list, which ks based an your regquiremants managameani permiss

5 Sall

creation ar

@ Add manually @ Add via AWS CloudFormation o

Create an 1AM policy and 1AM role in your AWS account AM paicy and rofe © & automated via a Cloud

by you. No account

ns ane required by c.rslc-.sj Faclory

Permissions configuration

Create policies Storage

Credentials name i)} Action required

S ERBURA T - MALEMABLERENSRELFEHINE « TASELIFRiEEERES

TR RIS HhIheE - RBERECERZNEREENTFE AN -

6. M  EN - BN EIERSE * » BELCESHEE TR IIFEEIFEERN AWS IRFEIR - BT S
R HEPRFTIE “iam:SimulatePrincipalPolicy’ ZE{RRVHERR R R o HEHEEPRAY B Y 2 2FESIERR ﬂiﬂb(?f#ﬁi;?}uﬂ
ﬂlﬁﬂ’f?ﬁﬂj%#ﬂgq—:@jﬁn =]

BIBIER > ERFIEZHREER - UHLLEERRILERDMIIAIEE > W%k

B{EE o

7. 7% * 505 RME T - BALERANELERENRME
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8. £ AWS CloudForgation #1235 :

a. 3EHY * Fhrid +  (SIEE * EFFEAEZE CloudForgium* ) ~ BEENEEREFHE A ZE CloudForgation BH ©

Redirect to CloudFormation
The ingiructions Delow degscribe ook to creete the link from he SWS CloudFormetion seresce, Atter you're
aone, reiurn 1o Workload Factary.

1 It wou wse single sign-on [S50) with AWS, open a separate browser 1ab and log in to. the AWS Consale
betore you salect Continue,

2| Loglnto the AWS account where the FSx for ONTAP file aysiem reskdes.

3| On the Quick create stack pags, under Capabilities, select | acknowledge that AWS CloudFormation
might ereate |AM resources:

4| Select Create stack.

Continua Cancel |

b. QD%,_\H% BA (SSO) HAWS Bt ~ HaE —E2E
R ﬁﬁ%ﬁ* °

b

CHESZE A ONTAP ERRA4HY FSX FR1ERY AWS 1RE ©

F ABEA AWS EiE




C. 1t TEFEAZE CloudForgation | EEHEEY * 44& * o

d 7g MHUREIESE) EEAY TORE) T - ZEEN * FBRAR AWS CloudForgation RIREE 2L IAM BiR * o
e. JEEEY * BirtfE o

f. 3R[8] Workload Factory {8547 Credentials BEIMEREITEE RS IETETH » BT EHIIE ©

{EFANetApp Workload Factory B{C T{F&E;

B AN ENetApp Workload Factory % » f&7] L AR EFB 2 #& Workload Factory IHSE »
BN ILAmazon FSx for ONTAPHEZE R4t ~ 7£ FSx for ONTAPHEZR R4 L EFBE IEA
K fEF FSx for ONTAPIE R R RIEAINPERHMAETER E R 23ACE E) VMware Cloudon

one°
* "Amazon FSX for NetApp ONTAP ZE&"

EZEENEENS ONTAP B FSX (EAREERLERE « IREREEHME - A ONTAP ZPEAECEFMEEE FSX ~
MR FECERS EIRTNAE « LEHGL DB EREE « LETRBIERAE -

ERETEER

88 AWS FIRENEREERE « BEZE ONTAP Y FSX LEHEBEMNM AN G « FRRNEBRECETR
KEPEinHim S FHE ~ LUk BEIE CI/ICD EfRBVRBEER

» "GenAl"

ﬁB%ﬂt‘r"*E#ﬁEwFi* (RAG) ERZ24E « LURT Al FERRENEREEIMY - M ARRMNENZ2 S
EIRBIEIHAE ~ 7R ONTAP By FSX 337 RAG KIH#E ©

* "VMware T{E&&"
FREEEENEEER - BEREREEE - BESNEM AR KEIRE o BEERRETHE VM o
* "EDAT{EEE"

FBEBCRHEFSHERE > BCBESEERRMB FSx for ONTAP » LURSAEL [FEZERZS o
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"accountId": [
"account-a"

I

"resourceType": [
"Microsoft SQL Server host"

I

"workload": [
"WLMDB"

I

"priority": [
"Success",
"Error"

1,

"notificationType": [
"Well-architected"

]
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Create new Microsoft SQL server Load configuration = Save configuration X

/> Codebox

Region & VPC us-east-1| US East (N. Virginia) ~ VPC-1 172.30.0.0/20 ~
Create database REST API
Availability zones ~
RESTAPI a
Select an Availability Zone and subnet for each node. Ensure that each of the selected private subnets
have outbound connectivity enabled. The subnet for node 1 must be in the primary Availability Zone for curl —location ——request POST https://api.workloads.netapp.com/accounts/acc
the FSx for ONTAP file system. ~-header “Authorization: Bearer <T: A\
--header "Content-Type: application/json’ \
—data-raw
Cluster configuration - Node 1:  Availability zone Subnet
us-east-1d HCL-CC-1] 192.168.16.0/24
Cluster configuration - Node 2 Availability zone Subnet
us-east-2d HCL-CC-2 | 192.168.17.0/24
Security group Use an existing security group $g-ad2b38d1 ~
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£/ Codebox Y CloudForgation F2z{H5

SR IAREBLTE Codebox EE4ERY CloudFormation 23S » FARTEREY AWS 1RF FREE) Amazon Web Services
CloudFormation 3#%& o CloudFormation A&#1T#87E Workload Factory Ul FRE ZEAVIR(E ©

R CloudFormation 2SI Z ERCIRE B BFAAR » EfSBUARIEEEE FSx for ONTAPRERRAR ~ BILIRS
BB R HMITHEM Workload Factory $21E o
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",

"cloudformation:UpdateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:DescribeChangeSet",

"cloudformation:ExecuteChangeSet",

"cloudformation:ListStacks",

"cloudformation:ListStackResources",

"cloudformation:GetTemplate",

"cloudformation:ValidateTemplate",

"lambda:InvokeFunction",

"iam:PassRole",

"iam:CreateRole",
"iam:UpdateAssumeRolePolicy",
"iam:AttachRolePolicy",

"iam:CreateServiceLinkedRole"
I

"Resource": "x"
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{#F CodeBox BJ REST API 1230i%

&R LUER Codebox EE4EHI Workload Factory REST API ZREFEFIEIE FSx for ONTAPIEZR R4 E fth AWS
iR o
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fEF CodeBox B AWS CLI X%

EEI LUERTE Codebox B4 BY Amazon Web Services CLI ZREFZM SR ONTAP HEZ A A E(h AWS
HIRA FSX o

1. {#F Workload Factory I8 E&EZHITHIIR(ER > #§ AWS CLI #25E! Codebox A ©
2. B —ERIEIZRE « ARBEAAWS EEFIES o
3. B EREEBI AT ©

{#H CodeBox HJ Terraform
B LAER Terraform REFEFEZIRFEANS ONTAP IEZER AT H th AWS BIEHI FSX o

BAtaZ Al
© BB L Terraform A4 ( Windows/Mac/Linux ) ©
* TEBEASRE A BEE A AWS IRF ©
1. f$8F Workload Factory ¥ & E RZE#MITHVIEIER » £ Codebox T & Terraform F23UHE ©
2. FTEIECTHFIEENEILE Terraform AR ©
3. fRIR4R zip 1222 ~ AR IKER README.MD #EZ a9 BT

7£NetApp Workload Factory Hf§5F8 CloudShell
FHEX CloudShell LI {¢NetApp Workload Factory 1%l & FREYER AL E BT AWS T{ONTAP

CLI #p% o

RMNEIETE
CloudShell BJ:E{&7E Workload Factory 1% & AL shell BIRIEHHIT AWS CLI 35S ONTAP CLI 5% °

T8 B as P IRE AR IR G 5E » 1B48 Workload Factory BB ImIR AR KINAEMAIEAE - EAFEFERE
TENetApptR A 1Y AWS JRFEFIONTAPER:T ©
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* ZLERA . DE CloudShell BB TIERSEL » EIEOIURRK X EEBRMERZERE
* TEREREHGS | REEEHH 2 TR

© ERTERSERABIFEN | MRTTERMBAR LR TVEPSEL > AEFIRK

* RERFEE - EEFRIA/FE HEER

* #¥ ONTAP CLI sp < ELE Al f5:R[E1FE

* BEISERRIE | BRBAGS  ABER Tab RIGR A FHEEIE

CloudShell i5%

7£ CloudShell GUI /T EH » EERI A help RIEFRATAR Cloudshell #p% o HHABLE " help’
WT2EER -

HEA
NetApp CloudShell @NetApp Workload Factory AR GUI /T » BI:EETELEIL shell BIIRIBEH#TT AWS CLI
}ELHONTAP CLI }5% - EIERIEISTIERRIRE:E » B8 Workload Factory R & IR AR IR TIREF IR
B o EFEERESERGIENetAppiR A IR HAY AWS REEFONTAP/REE ©
AR

* clear

* help

¢ [--fsx <fsxId>] <ontap-command> [parameters]

* aws <aws-command> <aws-sub-command> [parameters]

=31
B

BEA IR TIFEREEERERABTRHIT | 5858 » B > UKk ONTAP EEERARYAIE FSX o
+ i AWS 15L& R LT HNT - AAERMEIEREIEERIIABERE - AWS tnL A G

+ SR LUEFA R ERIONTAPER $H5E £sxId © MIRER M foxId LA ERBAIONTAPER< » BILL ID §BRE LT
XHHY ID ° NRAR U EEERE FSx for ONTAPHEZERAE ID LT > BIXZERMA fsxld B{EONTAPIES ©

+ BEEMARBN LT XHE > BT FIHRME EBEERE | [ERAKRE <credentialld>) * EEEFEIH
. A& <regionCode>] * BHEETE FSx for ONTAPHEZR A4 © [fEH fsx <fileSystemld> |
ZEmIEE

s BEFERABRNE - TBEmRERE

s FEETA A . MBEREE)

s BEEBETOSFEIRCE | TEERFEIRCER

WUTRREMEREHMES - MREMERSEN > LEZESIRARE °
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+* ERTEBBY . $<variable> = <value> * {EAEE . $<variable> * BT EBAVEH : $svm1 = svm123 * {ERE
ISR : -fsx FileSystem-1 volumes show --vserver $svm1 * 22 E BB FREMEHIEEH] $comment! = "2
gy Sy

BET
A3 Shell BE T > 540 pipe | » background execution & # redirection > o IRIEESELEHTF > %
HITHREE R

e Z Al
CloudShell BJ7E AWS FBEMIARAHEE « HERFEA CloudShell » & BIRHE/D—1E AWS 5355 ©

@ CloudShell RTFEZHITIES] AWS 5 ONTAP CLI 67 © i@ » MIREREILEAR ONTAP 183
RAEH FSX IBHLE > ;TR L T < using fsx <file-system-name> : ©

ZFZ CloudShell

B LUTENetApp Workload Factory 326 & EVEA I B EZBE CloudShell o & AT LUENetAppiZEHl & EE
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1t Workload Factory £HI & 28E
1. BA "TIERHTRIERIE"
2. B rhEEEIR ) JAMEEEE CloudShell” ©
3. 7£ CloudShell fR&H » #EEX CloudShell TYEFEERRIREM @IS » AAREENETERAELE ©

Cloudshell

=

Select CloudShell context

Please select the credentials and region for your first session (you can change these later).

@

+
&

v

4. BA help AEEAAGLHERA » B T3 CLI 2FXHFLLCloudShell s SEBUSAIA®HS ©

o "AWS CLI 2&" : #5081 ONTAP B FSX 1BRAMIS < » 3B fsx ©
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Cloudshell

=

Select CloudShell context

Please select the credentials and region for your first session (you can change these later).

@

+
@&

¥
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