B AR EL R RN 24
Setup and administration

NetApp
February 20, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/workload-setup-admin/workload-factory-
overview.html on February 20, 2026. Always check docs.netapp.com for the latest.



Sk

R AR AR
T f#NetApp Workload Factory
IhAe
T ENEiRERER
Z&2%
%N
TEEH TR TIERIE
fEFINetApp Workload Factory BT &
FHEGRER
7ENetApp#ZEHl & A 7FEX Workload Factory
7£ Workload Factory 1%l &H3&55 Workload Factory
NetApp Workload Factory BIHERR
A EFERARER
KR TEE VR
HEsoik

D O oo g NN NN A

I
(o]



P 22 A R s

7 f#NetApp Workload Factory

NetApp Workload Factory e—{Es& KA mBEHAEIEF S » BEEEBEERAmazon FSx
for NetApp ONTAPHEZRMAEBILTIEE S o ATLAfEA Workload Factory #1 FSx for
ONTAPR{ELM TEE HEIFERE  VMware B E] VMware Cloud on AWS ~ Al Bijid
WAE o

TEaHEEER 2305 - REIERERANAS > EERBERER - EUUSEARS > KEREFHFE
BRI BIHRAE - TEEHETKRE— AWS IREPEDEIR > tho]seiESHZEIRE ©

Amazon FSx for NetApp ONTAPARASREFRERRER « ERlE - Bes VMware Cloud BXHEFNEREESR
IRET2FEER AWS [R4 NFS ~ SMB/CIFS 1 iSCSI fEfFHEFR&E o KA IUELE Workload Factory FERE4E
AWS BIE T B3R EIE FSx for ONTAP ©

Workload FactoryF &1t FEEINEE o

TR BB A HITRE
TR~ BEKREEERREIR NetApp ONTAP 1&ZE 2 4tHY Amazon FSX o AR ONTAP BY FSX #%
ONTAP HISEEEINRESS4A R A AWS ST B RS ~ IRIE—BHVRE ZREES

1 AERERZE vSphere IRIEFZEE AWS LY VMware Cloud

VMware Cloud on AWS 4 ERERITI:E D1 RERERE vSphere IRIEF B RIAVERISSARE - EEREEN
VM ECEEBEZE AWS £/ VMware Cloud BYEHE ~ T NetApp ONTAP HER AR BEE] Amazon FSX %
SMNERERIFRE ©

B ELEREE
#F Amazon FSX for NetApp ONTAP SREE R E T (FE &I DT A4 e ; & SQL Server HFHER
HEFAR ONTAP [#TFsRERY FSX B > ERRFFEEMAEINN G ; BE SQL [k » ERERERE
BEUBFRBAREBRHME ; CAERRBHAREBH AU BEEER ;| FEEERRIE(L SQL @
ARESIRIR » ACKESIAE » TR » (ReE R At ©

Al chatbot 3%

FIFRRY FSX for ONTAP 18R AR FETFAHAAY chatbot ZRIFEH] Al Engine BHIE o 5 Pl RIS AHMAYIFAS
BIEER BRI EERIR I ABRARERF -

BB St B Al

DS BEIfEA Amazon Elastic Block Store (EBS ) % Elastic File System (EFS) f&F:&HE
Amazon FSX for Windows File Server FYZRE  BEfZFZEEZE Amazon FSX for NetApp ONTAP B %/ DA
7 o IR Rl AEFEET EMIREIT TRER1 RH ~ MREHRER RN Z(EEMER ©

ARF5 R A Rl e B et

EARFEIR B 22 Al SEt B E11ENetApp Workload Factory #21F o FRFSIRE IR RIS ~ HANBEIL » A%
A FEERS > I BEREMERME AP 55/ > ELLEMEZ ©



BRATIES®F

| Al B2 AR EIEMIE(E FSx for ONTAPIER RARHIRIE o FERAER _ETFXXHE (MCP) > Ask Me BJLYL
ZeESNFIRIEE S EH APl TH » LURMHES TS EHFIRIENCIFE -

S RN E R

Workload Factory ml:EfGEIREiR{EF A Amazon Web Services AR T{EE & INAE ©

T2
NetApp Workload Factoryfy%2 214 ZNetAppHI & E1EF5 - Workload Factory DF'EI’JFEE TEEEEE

f£Amazon FSx for NetApp ONTAPZ t © BRILEZ5b » IBBFRB "AWS %2 155" NetApp Workload Factory BUL
Zl| "SOC2 Type 1 &Rt « SOC2 Type 2 B MEA HIPAA &3R14E" o

Amazon FSx for NetApp ONTAP for NetApp Workload Factory B—a" R EIE 2 FERTEIHI AWS R
X' ERERDETRETRERFNREERNER LAIEM -

B 7S
Workload Factory RIS E{EF o #&[B Amazon Web Services (AWS) Sz (B & FEUAN (G st BISFE M FEFEF T

EBHIRTS ° EH13EAmazon FSx for NetApp ONTAP ~ AWS E#2%424& 9 VMware Cloud ~ AWS ARFEZRIRL
zlg °

TREHTHRNITERE

Workload Factory B1¥E:E8 SaaS BIRHIIER Web BIEHIE  1RE - IZ5H TR E ENFEEVRIEED - 18
&t Workload Factory 1 AWS 1RF 2 [EPRBEEIZAVELS S ©

ERAS BN AR

AIEBLLT A FE Workload Factory"NetApp Workload Factory #5 &"LUK "NetAppiZ] &" o 54k SaaS 52
ER(EICAESNTE RN TIAE L MEF B EFENE M » WERERMTE Workload Factory R/E F1EAS 2 I o

"TRE SN AR EHEERAES"
HRA

BI8E—RE A Workload Factory Bf » RAAEIRREEILIRE o IbIRE o EEHEHGREACIAMBRER -
TEEEMTEFasFEER o


https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com

& A t is the top-level el t in NetApp's identity platform. It bl
HeIIO RlChard, n account is the top ev‘e v._eemen in Ne p.p s identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. )sary imirs alaUY SEeenns, [2

Account name

My Account

a
®

1)

To help us organize menu options that best suit your objectives, we suggest that
you provide us with some background about your job.

My job description Optional
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RIE ~ HEBRAD

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeVolumes",
"fsx:ListTagsForResource",
"fsx:DescribeBackups",
"fsx:DescribeSharedVpcConfiguration",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"ec2?2:Describelnstances",
"ec?2:DescribeVolumes",
"elasticfilesystem:DescribeFileSystems",
"ce:GetCostAndUsage",

"ce:GetTags",

1,

"Resource": "x"

bo

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
}
]
}
EEMTER
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"fsx:CreateVolume",
"fsx:DeleteVolume",
"fsx:UpdateFileSysten",



"fsx:UpdateStorageVirtualMachine",
"fsx:UpdateVolume",
"fsx:CreateBackup",
"fsx:CreateVolumeFromBackup",
"fsx:DeleteBackup",
"fsx:TagResource",
"fsx:UntagResource",
"fsx:CreateAndAttachS3AccessPoint",
"fsx:DetachAndDeleteS3AccessPoint",
"s3:CreateAccessPoint",
"s3:DeleteAccessPoint",
"s3:GetObjectTagging",
"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeModel",
"bedrock:ListInferenceProfiles",
"bedrock:GetInferenceProfile",
"s3tables:CreateTableBucket",
"s3tables:ListTables",
"s3tables:GetTable",
"s3tables:GetTableMetadataLocation",
"s3tables:CreateTable",
"s3tables:GetNamespace",
"s3tables:PutTableData",
"s3tables:CreateNamespace",
"s3tables:GetTableData",
"s3tables:ListNamespaces",
"s3tables:ListTableBuckets",
"s3tables:GetTableBucket",
"s3tables:UpdateTableMetadatalocation",
"s3tables:ListTagsForResource",
"s3tables:TagResource",
"s3:GetObjectTagging",
"s3:ListBucket"

I

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"



TEZR AR ILANMIER

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"kms :
"iam:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"kms
"kms :
"kms :

1,

CreateFileSysten",

CreateStorageVirtualMachine",

DeleteFileSystem",

DeleteStorageVirtualMachine",

TagResource",
UntagResource",
CreateGrant",
CreateServicelLinkedRole",
CreateSecurityGroup",
CreateTags",
DescribeVpcs",
DescribeSubnets",
DescribeSecurityGroups",
DescribeRouteTables",
DescribeNetworkInterfaces",
DescribeVolumeStatus",

:DescribeKey",

ListKeys",
ListAliases"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec2:

1,

:AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",

DeleteSecurityGroup"

"Resource": "*",
"Condition": {
"StringLike": {
"ec2:ResourceTag/AppCreator":

by

10

"NetappFSxWE"



"Effect": "Allow",
"Action": [
"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
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RIE ~ HEBRAD

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CommonGroup",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"sns:ListTopics",
"ec2:DescribelInstances",
"ec2:DescribevVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",
"ec2:DescribelnstanceTypeOfferings",
"ec2:DescribeSnapshots",
"ec?2:DescribeVolumes",
"ec2?2:DescribeAddresses",
"kms:ListAliases",

"kms:ListKeys",

"kms:DescribeKey",
"cloudformation:ListStacks",
"cloudformation:DescribeAccountLimits",
"ds:DescribeDirectories",
"fsx:DescribeVolumes",
"fsx:DescribeBackups",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems",
"servicequotas:ListServiceQuotas",
"ssm:GetParametersByPath",
"ssm:GetCommandInvocation",

"ssm: SendCommand",
"ssm:GetConnectionStatus",
"ssm:DescribePatchBaselines",
"ssm:DescribelInstancePatchStates",

"ssm:ListCommands",



EEMER

"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource",
"logs:DescribeLogGroups",
"bedrock:GetFoundationModelAvailability",
"bedrock:ListInferenceProfiles"

1,

"Resource": [

W n
]
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",
"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
1,

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"
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"Sid": \AJ

"Effect":
"Action":

"fsx

"fsx

1,

"Resourc

"Sid":
"Effect"

"Action":

"ec?2
"ec2
"ec?2

I

"Resource":

FSxRemediation",
"Allow",

[
:UpdateFileSystem",
:UpdateVolume"

V.
e mxmn

"EC2Remediation",

: "Allow",
[

:StartInstances",
:ModifyInstanceAttribute",
:StopInstances"

"Wk n
’

"Condition": {

"Str

"WLMDB*"

BUBHEBEERH

"Version": "
"Statement":

{
"Sid

"Effect":

"Act

ingLike": {

"ec2:ResourceTag/aws:cloudformation:stack-name":

2012-10-17",
[

": "EC2TagGroup",

"Allow",

ion": |

:AllocateAddress",

:AllocateHosts",

:AssignPrivateIpAddresses",

"ec?2
"ec?2
"ec?
"ec?2:AssociateAddress",
:AssociateRouteTable",
:AssociateSubnetCidrBlock",

:AssociateVpcCidrBlock",

"ec2
"ec?2
"ec?2

"ec2:AttachInternetGateway",



name" :

name" :

1,

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2

:AttachNetworkInterface",
:AttachVolume",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
CreateVolume",
DeleteNetworkInterface",
:DeleteSecurityGroup",
DeleteTags",

DeleteVolume",
DetachNetworkInterface",
DetachVolume",
DisassociateAddress",
DisassociateIamInstanceProfile",
DisassociateRouteTable",
DisassociateSubnetCidrBlock",
:DisassociateVpcCidrBlock",
:ModifyInstancePlacement",
:ModifyNetworkInterfaceAttribute",
:ModifySubnetAttribute",
:ModifyVolume",
:ModifyVolumeAttribute",
:ReleaseAddress",
:ReplaceRoute",
:ReplaceRouteTableAssociation",
:RevokeSecurityGroupEgress",

:RevokeSecurityGroupIngress"

"Resource": "*",

"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation:stack-

"WLMDB*"
}
}
by
{
"Sid": "FSxNGroup",
"Effect": "Allow",
"Action": [
"fsx:TagResource"
I
YResource™ et
"Condition": {
"StringLike": {
"aws:ResourceTag/aws:cloudformation:stack-
"WLMDB*"
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"Sid": "CreationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:ValidateTemplate",
"ec2:CreatelLaunchTemplate",
"ec2:CreatelLaunchTemplateVersion",
"ec?2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVpcEndpoint",
"ec?2:RunInstances",
"ec2:DescribeTags",
"ec2:DescribelLaunchTemplates™,
"ec2:ModifyVpcAttribute",
"fsx:CreateFileSystem",
"fsx:CreateStorageVirtualMachine",
"fsx:CreateVolume",
"fsx:DescribeFileSystemAliases",
"kms:CreateGrant",
"kms:DescribeCustomKeyStores",
"kms:GenerateDataKey",
"kms:Decrypt",
"logs:CreateLogGroup",
"logs:CreatelLogStream",
"logs:GetLogGroupFields",
"logs:GetLogRecord",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:TagResource",

"sns:Publish",
"ssm:PutCompliancelItems",
"ssm:PutConfigurePackageResult",
"ssm:PutInventory",
"ssm:UpdateAssociationStatus",
"ssm:UpdateInstanceAssociationStatus",
"ssm:UpdateInstanceInformation",
"ssmmessages:CreateControlChannel",
"ssmmessages:CreateDataChannel",
"ssmmessages:0OpenControlChannel",



"ssmmessages:0OpenDataChannel",
"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:PutRecommendationPreferences",
"compute-

optimizer:GetEffectiveRecommendationPreferences",

"compute-optimizer:GetEC2InstanceRecommendations",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",

iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",

"iam:GetUser"

I

"Resource": "x"
"Sid": "ArnGroup",
"Effect": "Allow",
"Action": [

"cloudformation:SignalResource"

I

"Resource": |
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"sSid": "IAMGroupl",
"Effect": "Allow",
"Action": [

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",

iam:PutRolePolicy",

"iam:RemoveRoleFromInstanceProfile"

I

"Resource": [
"arn:aws:iam::*:instance-profile/*",

"arn:aws:iam: :*:role/WLMDB*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
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"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringLike": {
"iam:AWSServiceName": "ec2.amazonaws.com"

"Sid": "IAMGroup3",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"

"sSid": "IAMGroup4",

"Effect": "Allow",
"Action": "iam:CreateRole",
"Resource": "arn:aws:iam::*:role/WLMDB*"

TRETENET(FEHER -

24



B ETFRHERE

S]] 78 EARE REPREER

HY{E FSx for ONTAP ~ EBS # cloudwatch : GetMetricStatistics * EE fRE - REEA S
FSx for Windows File Server fJ35 - IR M

RS R R st E R (L2 L

BT SQL EIZEUEEEf4TE  cloudswatch : GetMetricData  &7F RIE ~ REES
Z Amazon CloudWatch BYRKAEFS M

1R o BREE M SQL BHIRY
EEEMEE LEEMESSEE -

V{8 EC2 HTERSRVFAE R EC2 : BEf}:REA *EE IE s FREIB S
* BRI i
=
EC2: :T=28& ZpE I? s FREIB S
EC2 : {88/ E EpE i? ~ REEY
EC2 : DescribelnstanceTypes © EBE fRE ~ RENEA S
* BRI i
=
S AERILUES BN EC2 : BUHINBEVpCs * BE fRE ~ FREVEA S
ONTAP ZBZH) FSX &RE M
* EE
EC2 : &R F4R © EBE ﬁ S BB
* EE
EC2 : BUHZ 2 MEHH EE I? - FREIBS
EC2 : BUHE &R ERE i? S FREIBS
EC2 : BUHEM ZpE i? - FREIBLS
EC2 : BUHINEER * BE i? S FREIBS
* EE
ESEIRER VPC inEL > FIEr EC2 : BUHEEIVpcEndpoints * EE fAE ~ FREIBES
REEEEIEZAIEILAIIRE, M

- Bz



26

B8y

YSRTE EC2 HITIEIRE LBV ARH
BRIEHAFEPRERED VPC i

R’ SRRIIE LR

B E A ERsE B R R & 1 T (B

BEsERY ( T2.micro/T3.micro )

S SMERMIAN EBS iR &ATIRER
SHAER > BB R A TRG

ESEERMIIN EBS HiE & AYF4
B} MR AR ER RTRG AN

BEAR ONTAP HEZEALKINER

Ey 8
Z FSX By KMS &igsF4HEtt

SRR HITH

CloudForgation #&/FE » URE

FCER PR B!

A E 2R SRR E EIRAY

&= PR

EVE&igHh AWS EIER Active
Directory 5B

78
EC2 : CreateVpcEndpoint

EC2 :
DescrubelnstanceTypeOffing

EC2 : BUHRER

EC2 . HEHE&E

kms : JBERI%&
kms :

ListKeys

. DescribeKey

Ei% . DescrubeAccountLimits

DS:DescrubeDirectories

fEMER
#BE

5E
RN
- BT

* BREREIAI
i

EES
#BE
EES

#BE

#BE

E

REPRER
BIUBEMEEH

RE ~ FHE RS
il

RE ~ [ RS
#r

WRE ~ HEN RS
il

RE ~ HE RS
il

RE ~ HEN RS
#r

RE ~ HE RS
il

RE ~ HEN RS
#r

RE ~ HEN RS
#r

RE ~ HEN RS
#r



B8y

EVSEAR ONTAP {EZ AL
& > #19 > SVM » AZs tEEZ
40 FSX IR AV BB HAER

EY1& CloudFormation 1 VPC Ry
ARFSECERIRS / (EERERE TS
RHAY SQL ~ 4315A0 FSx for
ONTAP/EEEN 288

£ SSM) EHEVSERR
ONTAP FIEBIEM FSX BB
=z}

MBHIEEIEREGNSE
SSM [olfE

s

3%E3B SSM [ EC2 #{T{EIRE %
S LUETRIRNEE

178

FSX . DescribeVolumes
FSX . DescrubeBackups
FSX :

DescrubeStorageVirtualMachines

fsx:DescribeFileSystems

FSX : ListTagsForResource

serviceEquotas
ListServiceQuotas

SSM) :

GetParametersByPath

SSM) : GetCommandinvocation

S10:SendCommand

fEFRE
- Btz
© RREHI

M

=

- BT
© RREH

M

=

- EE
- BB
- BT

- 5
- B
- Bz

© RREHR

m

BIRFE

2E

2E

- B
- Bz
© RREHR

m

* &RIEE

- R
- Btz
© RREHR

P2

'/

* ®IEE

REPRER
RE ~ HE RS
il

RE ~ FEE
il

3

RE ~ R8 A
il

D

RE ~ HEN RS
#r

RE ~ HB RS
#r

RE ~ [ RS
#r

RE ~ HEN RS
#r

RE ~ HE RS
#r

RE ~ HE RS
#r

27



28

B8y

BSERBRAITIERER SSM &R

PEEN—4A B8 EC2 #ITMERE (
SQL #i2h) B SSM RAE#ARAS

B EERRIEMIZINSTHEPTAEY
EmEAREEE

HY18 Windows EC2 #{T{EIRERY(E
AREE » LUETTIEE R R ERHER
e

54 AWS Patch Manager 7£ EC2
HATERE EBITRIE < » LUETTIE
FRBERIENEE

WEIRPEEEEMAWS EE &
FETA

B AWS EERF(ETAFIRE
IR RIFEIE - $1¥ SQL
Server TFEHERHTEFITE
Mg

't AWS EHERECTHREIGHETS
EE AR ERITEER

S AWS EHRFETAS
Amazon Elastic Compute Cloud

(Amazon EC2 ) HIT{EREFRE
G iOFET S

@Eﬁﬂﬁ@ﬁ%éﬁi EEIEEeEHIE N

78
SSM) . GetConnectionStatus

SSM)
Descrubelnstancelnformation

SSM) : DescrubePatchBasines

SSM)
DescribelnstancePatchStates

SSM/ListCommands

EEREFEEIAR:
GetEnrollmentStatus

EHRECTA TSR R
E

EHEREETA:
GetEffectiveRecompendationPref
erences

EHEREETA:
GetEC2InstanceRecompendation
s

BEh#HER | KRB EMEREHE

BEMEN | AREESEREES

BRIk
- IR
- Bz

* &IEE
B
RIE(E

RIE(E
RIEE

© RN
3%

- B

© RN
i

- Bl

* RN
i

- Bl

- R

- Bl

- R

- B

* REREKIL
3-:&-_

* &IE{E

REPRER
RE ~ HE RS
il

RE ~ HEN RS
#r

HRIE
#r

RIE ~ HBN RS
#r

S HRERS

RE ~ HEN RS
#r

BIUBEMEEH

BIUBEMEEH

BIUBEMEEH

BIUBEMEEH

BIUBEMEEH

BIUBEMEEH



B8y

S o 5 > ELRfMikR AD BY

SSM 2> ONTAP HJ FSX &8
» LURTE AWS IRE R EE D B2
BEFREARM SQL (EHERE

AR EREL SQL BiRLFNEEEEED
REFRILRREG o WA EMRE IP H
IBE SQL &gk

A EREFTER EBS HEREMINE
SQL &gk

REEHEHENMINEIEAER
EC2 HIT{ERSIAECARRY

178
SSM) . GetParameter '

S10:GetParameters '

SSM) : IR

S10:DeleteParameters '

EC2 : AllocateAddress '
EC2 : AllocateHos'

EC2 . AssignPrivate
IpAddresses '

EC2 . AssociateAddress '
EC2 . AssociateRouteTable '

EC2 :
AssociateSubnetCidrBlock '

EC2 : AssociateVpcCidrBlock '
EC2 . AttachinternetGateway '
EC2 : AttachNetworkinterface

EC2 : AttachVolume

EC2 : RIELXEMAHEHO
EC2 : RiEXEMEHEADN

EITERE SQL SHEEFREERY EBS B EC2 : BirkiE&E

&

fEFRE
- 5
- R
<

- 5
- B
- Bz

* EBE
© BIRMEE

* EBE
© BIRMEE

BE
EES
#BE

EES
#BE
#BE

EBE
EES
IS
EBE

BE
EiES
#BE

REPRER
RE ~ HE RS
il

RE ~ HEN RS
#r

RIE ~ REE S

i

RIE ~ REE S

\

BiUBEMBEER
BUBEMEEH
BIUBEMEETH

BIUBEMEERH
BIBEMNEER
BB EBEER

BiUBEMEER
BUBHEBEEH
BIUBEMEEH
BiUBENBEER

BB EBEER
BUBEMEEH
BIUBEMEEH

29



30

B8y

F2B&LL T2.micro BBV NETE
ERsERNEL » UKARERRERX
BZBY EC2 SQL &%,

&M B SQL MITEEME
M o EEAMLL WLMDB BIEERY
%78 o

PR BRRR B S ER BB R I T(EIRE

RRENEER NI TIERS
(FLEERBRIAITERS

7 NetApp ONTAP &i51Zz
Amazon FSX WBETE » UEE
B E IR ES IR E A E N

178

EC2 : MR T E
EC2 : fibrZ=24E¥4H
EC2 : fpRiZEs
EC2 : MF&Volume

EC2 © DetachNetwork Interface
EC2 : 73E#Volume

EC2 @ DiscassociateAddress
EC2 : HlfilaminstanceProfile
EC2 ! DiscassociateRouteTable

EC2 :
DiscassociateSubnetCidrBlock

EC2 .
DiscassociateVpcCidrBlock

EC2 : fEhBHIEIE

EC2 . ModifylnstancePlacement
EC2 : e BRIt

EC2 . ModifySubnetAttribute.
EC2 : &2 Volume

EC2 : {&EkVolumel& 1%

EC2 © ModifyVpcAttribute

EC2 . ReleaseAddress

EC2 : Z& %l Route

EC2 :
RepIaceRouteTabIeAssomatlon

EC2 : RevokeSecurity
GroupEgress

EC2 : RevokeSecurity
Grouplngress

EC2 : BhEhZst
EC2 : {Z1E#81T

fsx:TagResource '

fEMER
#BE
#BE
#BE
EES
#BE
#BE
EES
BE
#BE
EES

2E

2E
2E
E
2E
E
E
2E
2E
E
2E

#BE

EES

#BE
EBE
* BpE
© BIRMEE

REPRER

BIUBEMEEH
BIBEMEER
BiUBEHBEER
BIUBEMEEH
BiBEMEER
BiUBEHNBEER
BIUBEMEEH
BIBENEER
BIUBEMEBEER
BUBEMEERH

BUBEHNBEER

EEMAER

BUBHEBEER
BIUBEMEEH
BIUBENEBEER
BUBHEBEER
BIUBEMEEH
BiUBEMEBEER
BUBHBEER
BIUBEMEEH
BiUBENEER

BIUBEMEEH

BIUBEMEEH

EEMAER

EENER
BIUBENEBEER



B8y

I ERFE CloudForgation &i7s
LUEITERE

B ERERSEAUEAHRIER

EEEE IR TERERIECAAE

L2

RS E R BN TERRFAER

BRI AITIERS
#IEPTER ONTAP BIREL

FSX o i IRERERAR ONTAP

R FSX » R EIIH
SVM ZR#ESH SQL Volume °

EV1F ONTAP =F4REHIAY FSX

% ONTAP tEZR AL FSX K
N DUBIERERARRE M

EEERA R & A/ NS IEECERAN
TempDB FEREHE A/

EV1§ KMS i85 E R » WFEH
EAK ONTAP 1228 FSX

=\
ol
&

=
E

DEIEE
BGHINAE

EERT,
E

BB

W 1
E

i

B

fi

#

i

E

I

18
ﬁ
g

LTEE RIS

CreateLaunchTemplate

cloudformation :
EC2 :

EC2 :
CreateLaunchTemplateVersion

EC2 : BIuAMEAE
EC2 : B L2484
EC2 : 12

ec2: ¥ttt

ec2: i ERENIENR

EC2 : Runlnstances

fsx:CreateFileSystem
fsx:CreateStorageVirtualMachine

fsx:CreateVolume

fox:HMAE 22 R 4RI %
fsx:UpdateFilesystem

fsx:UpdateVolume

NE I EBIURT

kms: it BET 2 iR 174
KMS : GenerateDataKey

fEMER
#BE
#BE
#BE
EES

2E
HE
E

EES
#BE
#BE
#BE

BE

EES
#BE
#BE
* BpE
© BIEMEE

EES
RIE(E

RIEE

BE
EES
BE

REPRER

BIUBEMEEH
BIBEMEER
BiUBEHBEER

RE ~ HE RS
il

BIUBENBEER
BUBHBEER
BIUBEMEEH

BIUBEMEEH
BIUBEMEETH
BIUBEHNBEER

RE ~ HE RS
il

Sl
iy

BIUBEMEEH
BiBEMEER
BIUBEHNBEER
BIUBEMEEH

“IREIER S

BIUBEMEERH
EENER

EEMAER

BiUBENEER
BUBEHBEER
BIUBEMEEH

31



B8y 7% fEMER REPRER

#2137 CloudWatch %E‘_ﬁﬁé ' FARTE FC8RME | CreateLogGroup EpE B ERE
EC2 ﬁff AR L T R L 5C8% . CreateLogStream ahE BB EE
BCEIE<HE
HiE RIS HEEETFER EhE BB EE
HES : BS HESsc iR EhE BUBREER
508 & ListLogDeliverys ahE BB EE
5C8% ¢ PutLogEvents * BBE BB EE
© BIBEE
5C8% © TagResource EhE BB EE
BE SSM L & ENRF > Workload 5CE%#% © GetLogEvents * fEESTE ( fRE - REES
Factory E1J#5] SQL $TERE R{E(E) M
3 ER
#9 Amazon CloudWatch Hz - B
bFF Workload Factory ERf§BA1 5k : DescribeLogGroups * fEEHME ( fRE - REES
H54EM iR E Workload Factory &) #r
BIUMBHFERERE T RS .
JtFF Workload Factory AHE 21 528k © PutRetentionPolicy * fEFEME ( fRE - REES
K B4 E —RAVREHREE » L &fE{E) M
% SSM 5L Im I HEERA L . B
EHER =
HIHZEF SNS I8 » M{EEEEF  SnS:ListTopics EhE fRE ~ FREE
HE WLMDB &% SNS f1&Z A il
SNS SnS : Bff BE TR
HEH) SSM 2[R > RAITEEMER SSM) : Puttinianceltem ahE BB EE
S,C;E }?Eitﬂg gﬁﬁff?%?i@vvsﬁ% S10:PutConfigurePackageResult = B ERET
A ERHT FSX JBE © SSM) : Puttinventory E BB ET
SSM) : EFrRAEHARS ahE BB EE
SSM) : IhE BB EE
UpdatelnstanceAssociationStatus
SSM) : IhE BB EE
Updatelnstancelnformation
ssmmessages . JEITIEHIEE BhE BIUBREER
ssmmessages : I EklEE BhE BB EEE
ssmmessages . BIRUIZHIEE EhE BIUBEREFE

ssmmessages .- FRNEREE IE BIUBREER



B8y 7% fEMER REPRER

TERRTN S S B BF 3 LB FTi# . SignalResource ° ZRE B BRI
CloudForgation &z 5% o
SRR EC2 ARy IAM : AddRoleTolnstanceProfile ZfZ B ERIEE

EC2 HYITIEREREE L/(ﬁ;J-F
EC2 LRE < HEFENEREFRTRHY

B o

2 EC2 B MITEREREHE > I 1AM : CreatanceProfile EpE BB EE

MIANEEIIRY EC2 At o

BB TYIEREAIET EC2 A IAM | B AR ERE B ERE

BIUEETE EC2 [RIEHNAR IAM : CreateServiceLinkedin 8 ZFZ BIuBERET
@' 2

PRI EHAR A58 B BN EEFAEEILAY 1AM : fHlBRInstanceProfile ZpE BIBERIETH

HITERRRENE

IREABMERZFMER > LIFIET IAM  GetPolicy ZpE B BERIEE

35 (L e, JHERIEE o

REIRIERAE » MEREAE IAM : GetPolicyVersion EE BIIEREE
IAM : GetRole ahE BIUBREER
IAM : GetRolePolicy EhE BB EE
IAM : GetUser EhE BUBREER

R ABEELS EC2 #1178 1AM : PassRole ® ZpE BRI ERE

i

REEVERBNRRFIEERE 1AM © PuttB & [REY ZpE B ERIEE

M EC2 At

NREBER EC2 HITERERENE |IAM EpE B EREE

RO EEAE . RemoveRoleFromInstanceProfi
le

BT EaEEYE > UES A IAM © SimulatePrincipalPolicy — ZFE 20

R > MEEAFRSERY AWS IRE 1ERRE

1TEEER

ISR AR tER At DB EEEIE Bedrock:GetFoundationModelAva $E:2HEED  fRIE ~ ARBIEH

il ilability #r

5|4 Amazon Bedrock HAJ ¢ Bedrock : ListinferenceProfiles $&8:2HzE0HM  RE -~ 3RE|EH

tEER RO T AR ERE Mr

1. HEPRIEFRHE WLMDB BRIARIE IR o
2. "|AM:CreateServiceLinkedIn Role" 5 "iam:AWSServiceName" PE&!| : "ec2.amazonaws.com"*

3. "IAM:PassRole" & "iAM:PassedToService" Rl : "ec2.amazonaws.com"

GenAl T{E& &R

VMware TEE I IAM KIS ZIRIFEFIBRIVEEET » 122 Workload Factory for VMware BIEAB EIRIEF
BB IR RAZFA R RRERR ©

33



34

GenAl IAM ZRB&{E 12 BBV = ARER !

EEUEA © EASTREES

AR

RREE AWS AT BBIMITIRIE - BEEEZRBIITHARHNEREER -



GenAl T{E& &M IAM JRH|

"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"
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"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com



"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",
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"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

I

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"
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"Sid": "BedrockLoggingIamOperations",
"Effect": "Allow",
"Action": [

"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",

"Effect": "Allow",

"Action": [
"gbusiness:ListApplications"

1,

"Resource": "x"

Yo

{
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

br

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

TRIEMH GenAl TIFEHERAFMAER -
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",

"ec2:DescribeAvailabilityZones",

"ec2:DescribevVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeDhcpOptions",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"secretsmanager:ListSecrets",
"evs:ListEnvironments",
"evs:GetEnvironment",

"evs:ListEnvironmentVlans"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

BRRETEHEMNER

"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",
"Action": [
"cloudformation:CreateStack"

1,

"Resource": "*"
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by
{

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"sns:
"kms :
"kms :

"kms:

1,

CreateFileSystem",
DescribeFileSystems",
CreateStorageVirtualMachine",
DescribeStorageVirtualMachines",
CreateVolume",
DescribeVolumes",
TagResource",

Publish",

GenerateDataKey",

Decrypt",

CreateGrant"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec2:
"ec2:
"ec?2
"ec2:

1,

:RunInstances",

DescribeInstances",
CreateSecurityGroup",

:AuthorizeSecurityGroupIngress",

DescribeImages"

"Resource": "*"

"Effect": "Allow",
"Action": [

"iam:

1,

SimulatePrincipalPolicy"

"Resource": "x"

TR VMware T{FRBEREHARE -
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* s3:TagResource
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s3:UntagResource
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s3tables
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:GetNamespace
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s3:ListBucket
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* fsx:CreateAndAttachS3AccessPoint
* fsx:DetachAndDeleteS3AccessPoint
®* s3:CreateAccessPoint

* s3:DeleteAccessPoint
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* bedrock:ListInferenceProfiles
* bedrock:GetInferenceProfile
* bedrock:InvokeModelWithResponseStream

* bedrock:InvokeModel
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* bedrock:GetModelInvocationLoggingConfiguration
* bedrock:PutModelInvocationLoggingConfiguration
* iam:AttachRolePolicy

* iam:PassRole

¢ iam:CreatePolicy
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50



[T > BRETENVEAELTREAEUTHER

logs:PutRetentionPolicy ©

2025F 48 2H

HE > BENEEEEREN TEBLUTHERR | ssm:DescribelInstanceInformation ©

20253 H30H

GenAl T{FEHEREMN
GenAl By TEEEUVR ARV TIRERHUTHER :

* bedrock:PutModelInvocationLoggingConfiguration
®* iam:AttachRolePolicy

* iam:PassRole

®* iam:createPolicy

®* bedrock:ListInferenceProfiles

B4 GenAl By TEBEVE AR FMIBRUA TR : Bedrock:GetFoundationModel ©

IAM : SimulatePrincipalPolicy #PR&EH
#2 ‘iam:SimulatePrincipalPolicy Y1 SRR 1EHT1E Hth AWS 1R F /&5 1 Workload Factory %% & Frig ey T1E
B HINMER R BBEIRIRE » RIIREAIE LIFRSERFERN I o LERER TER&IRME » MWEKRKT

FEHTHBAETRZABELETEAFIERN AWS RAEIR - BALLRE R BERBUREREIRFE
TR/ DAV REPRFR SR YRS EANAE ] o

2025 3H2H

IRTE > GenAl TE:BEUVE AR TEBLU TR | bedrock:GetFoundationModel ©

2025 3H2H

IR BEREEMEEN TEBUTER | iam:SimulatePrincipalPolicy ©

51



RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

52


http://www.netapp.com/TM

	瞭解基礎知識 : Setup and administration
	目錄
	瞭解基礎知識
	了解NetApp Workload Factory
	功能
	支援的雲端供應商
	安全性
	成本
	工作負載工廠的工作原理
	使用NetApp Workload Factory 的工具

	主控台體驗
	在NetApp控制台中存取 Workload Factory
	在 Workload Factory 控制台中造訪 Workload Factory

	NetApp Workload Factory 的權限
	為何要使用權限
	依工作負載的權限
	變更記錄



