FafER

Setup and administration

NetApp
February 02, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/workload-setup-admin/workload-factory-
overview.html on February 02, 2026. Always check docs.netapp.com for the latest.



Sk

FtE(ER
B R BN 5
T f#NetApp Workload Factory
FEGRE
NetApp Workload Factory BIHERR
NetApp Workload Factory 5 A P9
s fNetApp Workload Factory
5Efft Workload Factory
BeAEE M ANNA Workload Factory 15
1 AWS /ReEHTE = Workload Factory

e

BEEEAWS

FEINGREEIRE

/8 CloudForgation i 0B FIE EIRS
fEFANetApp Workload Factory Bt T{E& %

Ol O = —a

51
52
52
54
54
54
55
55
58
60



FafER
REE A EL AN 38

T ##NetApp Workload Factory

NetApp Workload Factory &—{Es& KA mBEHAEIEF S » EEEBEEHEAmazon FSx

for NetApp ONTAPHERZRMAREBIL TIEE S o ATLAfEA Workload Factory #1 FSx for

ONTAPES{EM TR EHEIEERIE - VMware BF8E) VMware Cloud on AWS ~ Al Biiki%
BWAE o

TEaHEEER « 2 « RFIEAREANES > SERGEFER - EaIUREAAS > EEZEFHE
AR RIRRE - TFEH AT RE— AWS IRFPHEDER » thelsEEHESERR

Amazon FSx for NetApp ONTAPARIREFSEATR - BlE - Fes VMware Cloud BEXHEFENEREESR
IR 2FEER AWS JF4 NFS ~ SMB/CIFS F iSCSI ETFZHAEE o KB LUEA Workload Factory FfERRE
AWS BB T B2 EIE FSx for ONTAP o

INRE
Workload Factory*F &1zt T EEINEE o

ERBRMEHHTRRE

1R SEREIEERNEIR NetApp ONTAP 1&Z 48R Amazon FSX o #AK ONTAP BY FSX #%
ONTAP HISEELTHAERS4AE 4 AWS ST ERFE - IB(H—RAVR S TREEs o

B AERERE vSphere IRIEFZEE AWS /Y VMware Cloud

VMware Cloud on AWS F2E2EER ;B S D IT A ERERE vSphere IRIEF BRIAVERISSS4HAS « EEIEEN
VM BCEEPEE AWS £HY VMware Cloud BY5TE ~ Mi§ NetApp ONTAP 12 R4V EET Amazon FSX 474
SMERERITENE o

BRlEL ISR

#F3 Amazon FSX for NetApp ONTAP IXZRENETFE &I S48 5 #8% SQL Server Bl ER
EBREAN ONTAP (#1F:RER FSX B » ERMEHERERNMEG ; 30E SQL [Ek:s » BERERERE
BEUEEREREERME ; FREREEHMARERBHSHARBUBECIEE | FHEBEKRREL SQL F
AREZJIRIE » LIRS RGE > TRE » RERMANE ©

Al chatbot FH3¥

FIFAEH FSX for ONTAP 18R R MR FETZARMA chatbot ZRIRH] Al Engine BRIEE o iERBITIGAAMAIIELS
BIEERRERE EERIR I ABRIENF -

B T E TS A
PHrEEHIfEEA Amazon Elastic Block Store ( EBS ) ¥ Elastic File System (EFS) {#7Z:&HDK

Amazon FSX for Windows File Server FYZRE - BRERZEZE Amazon FSX for NetApp ONTAP AJEiE 2/ DAY
A o (BT LUERHERIIT [MRER1 Ffl ~ MURISHREIRKIIBBIEEMER o

ARFSIR P RI{E&E B ENE
fEFARFS IR P 22 Pl 52t HB11ENetApp Workload Factory 1  BRFSIR AR Al S « HAWBENME » 7%



HARFEERE > It BHREFERME AP 55/ > FIEEMZE -

BRAIEZHBF

@ Al BhIEsAR A RIS IEIRIE FSx for ONTAPIER RMARIRIRE o EAEE ETFXIRE (MCP) > Ask Me BJ X
L2 ESMNIRIGE BN EH AP TH » URHESERERFRIRAEME -

S ENEIRERERS

Workload Factory ml:EfGEIREiR{EF AL FF Amazon Web Services R T {EE & INAE ©

Z2M%

NetApp Workload Factoryfy%2 214 ZNetAppHI & E1EF5  Workload Factory DF'EI’JFEE TEEEEE

fEAmazon FSx for NetApp ONTAPZ t © BRILEZ5b » IBBFRB "AWS %2 T)5E"NetApp Workload Factory BUL
Zl| "SOC2 Type 1 &Rt « SOC2 Type 2 B MEF HIPAA &3R1E" o

Amazon FSx for NetApp ONTAP for NetApp Workload Factory @—" ISP E - EREIA AWS R
Z'EREANETR T EERFNRETERNER LM o

D%

Workload Factory BJIX SR E{EF o #&[B Amazon Web Services (AWS) 2 HHIE BEUAR (Gt IS EMEFEF T
EEHIRTS ° E813EAmazon FSx for NetApp ONTAP ~ AWS E#2%424& B9 VMware Cloud ~ AWS ARFEZRIRK

o}

Tras TR ITIFRE

Workload Factory E23535i8 SaaS BieHtRIER Web BUZEFIA ~ 1RE ~ EHIHZIRE ENFERNREERER - 18
& Workload Factory #1 AWS #R B 2~ B PRBEEIZHVES S o

ERBSRNARTS

AIBEBLLT AR FE Workload Factory"NetApp Workload Factory #E6 &"LUK "NetAppiZf| 5" o 5Lk SaaS 2
ERfEICAESTE RN TIAE B HBF B BIZENE T » WESRRME Workload Factory 1R /F FIE4LE 2 L) o

"TIRE SN AR EHERENER"
&R

E18%E—XE A Workload Factory B » RFEIRTICRIIRS o HIRF AR EERRESERNEBERER
TRaHMN T IFaHEFIER o


https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com

& A t is the top-level el t in NetApp's identity platform. It bl
HeIIO RlChard, n account is the top ev‘e v._eemen in Ne p.p s identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. )sary imirs alaUY SEeenns, [2

Account name

My Account

%

To help us organize menu options that best suit your objectives, we suggest that
you provide us with some background about your job.

.:' @ :_c_ﬁ-__o’o’.o é

My job description Optional

‘ Select a job description -

BIRPE > REZIREME— account admin EAZE o

MRCHERFEZRIMNVIRP REAEERE - FEAERANRIINRZE AR FIRHAE o

!}gl%@ﬁﬁﬁNetAppE%Ué » BB B4R B —ERE » (K12 Workload Factory FFENetAppitk

AR5 IR~

AR#50R A RI{EZR e & > A1 ¥INetApp Workload Factory #17#42 API IFILITRIRBSNEER - EEGERE
BECETENES  BAEAEEZENAUERBEFATSNEEZASHERAEIRPRELESEHA
Workload Factory FRFiEIRFHFAEEH R G ARA EIES - 1IRFEE ST UEUMMFZERFSRS

"R A EIRARTE IR A"

ERR

Workload Factory #R{#E/ERERSRRE » BINRESMFAIERI M EIRIRIEHIEHMR » WARBRIGHY IT 2RE&% Workload
Factory D BCIEIERIE(E ©

"THREZENR TFEH T RERRIENERS"

BARELS

Workload Factory E##457E Workload Factory £1—{El5%1{E FSx for ONTAPIER R4 2 BRI F1ERAAFELR o
EETCRESMEIZCONTAP REST API I BSIEF B IR F LAE R A M INAE » MIELEThAER AEBAmazon FSx for
ONTAP API EX{g °

SR EEEERITFEIAER Workload Factory » BERLFRT » MEBEREIELLREEIHFFA Workload
Factory THEEF TE&&EBES ©

E4EBAIER AWS Lambda ©

"R BRI


https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/zh-tw/workload-setup-admin/manage-service-accounts.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html
https://docs.netapp.com/us-en/workload-fsx-ontap/links-overview.html

CodeBox B#E

Codebox =—{EEMZLEEIES (1aC) BIESE > AIi#BIFAEE AB# DevOps TIZEMESH1T Workload Factory
S IERIEEHR(EFT R RITZ NS - BUBBE N B4E Workload Factory REST APl ~ AWS CLI 1 AWS
CloudFormation °

Codebox £ Workload Factory #2E#& =, (basic * read-only ¥ read/write) 1R15—2 > LAPITEERT 7 EM
HEEUREBEEEE - UERRIRIRERER o

Codebox B ERRHTE LIEMIZEEFTELR IAC iItEEIH/ﬂﬂ%%'E‘EB‘EE VIR TEETTEES o #EA
Codebox SZIZBFARS « LA IESHEBENEEN D « EFAFRE - CRERRIFEFZIBECEE

"“HEABEfZ CodeBox"

At ER

Workload Factory #R{HEI& 51 EY » WERAILIRFEEFIRIE « BREZ VMware TEEETE FSx for ONTAPHE
RAM IR ASEEM Amazon IRESEITELE o IRIBEMFHESEK » LS 837 FSx for ONTAPIERAME
REMANERAVEEE o

* "BRRIRRAEFIRIRAEA W
* "RARNERRERE T PR SEON
* T ERUIAIATEEY VMware TYEE SEI S ALA"

RERFHNITEEH

Workload Factory RI#BNEAEEN HITRI S AWS RIFIRBIERNFISE « 22 « B EKBENFHENERER
& o Workload Factory &X#F#i FSx REIONTAPIEZZ 4% * SQL Server #l Oracle EXESEER - URHESR
FABTTiasRIc BN RAE > WiZZRTFES B ENRIERIEERRE -

"TRESHENABREN T EEHNER"

fEFINetApp Workload Factory FY T 2
&R LA NetApp Workload Factory E2LL T T E—{EfEF :

* Workload Factory #%5& : Workload Factory %% &R IGHERERNERMFEL « BEEWRE -

* * NetAppiZHlS* | NetAppiEdl SiRES T EEE » LWEE R LU Workload Factory B2 E fINetAppE il
ARFE—RE(ER o

* B3 © ARG Al BiIRIRIR R T A2 RE Workload Factory FNE %= & » MEEBREI Workload Factory 1%
# & o 1 Workload Factory EBhEERZEY MRFL ©

* CloudShell CLI : Workload Factory €15 CloudShell CLI » AIEAEBIEISHE— CLI EIRSEEIRFIR(E
AWS FINetAppiEiE o 7 Workload Factory = & TESBHE7ZEY CloudShell ©

* REST API : &/ Workload Factory REST API 28 EIRTH FSx for ONTAPKEZE A E M AWS B
p

* CloudFormation : £/ AWS CloudFormation F2z{EEHI1TIE7E Workload Factory £l &R EEBVRIE » WU
RIEHY AWS IRE #1189 CloudFormation &% AWS MIE = FEREITERE « EBENERE -

* Terraform NetApp Workload Factory 2% : {FH Terraform EEFEIEE Workload Factory &/
EENEREBITERE


https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/zh-tw/workload-setup-admin/codebox-automation.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-fsx-ontap/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-databases/explore-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/us-en/workload-vmware/calculate-evs-savings.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html
https://docs.netapp.com/zh-tw/workload-setup-admin/well-architected-workloads.html

REST API

Workload Factory :Z2ERESH G E TIEE#REL ~ BENMEFIR(E FSx for ONTAPIEZR A4 - BELF&H
#AB—{EFERAN REST API o 4BA9ZR:R » BT FEHM API Bl T —EZEEETBENRETS » K LUfE
HAEREIE FSx for ONTAPIEZRE R4 ©

&8/ Workload Factory REST AP| B % 1E4F 5= :

* API B9EETR L REST #£iliA] BRI REBFHEAEM o 20T E4E HTTP #1 JSON -
* Workload Factory E&:5 &1 OAuth2 1Z#E o NetAppf&ki#8 AuthO IRFEEE ©
* Workload Factory £ Web BY1ZEHI S EAERMZC REST API » FIEMEFEREZHEE—HE -

"#& & Workload Factory REST AP| X#g"

FEGREE

NetApp Workload Factory RIZ53EMIEER Web BYIZEHI S 7FE o 7 #RUNMEIEER Workload
Factory =% 2 FINetAppiZH] 57FEX Workload Factory °

-.aHE

* * NetAppiZEHl&* | IetR &85 » MAIUEEREMEEIE FSx for ONTAPIEZR R A FTEAmazon FSx for
NetApp ONTAP L #THI TEE& & o

* Workload Factory %5 : $12tE A/ Workload Factory B2E% > E ¥ ¥7EAmazon FSx for NetApp
ONTAP LT TIFEH -

7ENetApp1EHl & H7ZE Workload Factory

X BT LAENetApp ConsolefFEX Workload Factory BT £/ Workload Factory ZREX1G AWS {##FF1 LIF& I
Ak » BRI LIFENEMERIARTS > FI%0NetApp Copy and SyncZ

1. B A"NetAppiZEHla" o

2. {ENetAppiEHl & et » 582 Workloads » 7212152 Overview ©
£ Workload Factory 1% & HiE55 Workload Factory
f&AT LT Workload Factory %! & 7£EX Workload Factory ©

1. BN TIEFEEH TRIZERE" o

NetApp Workload Factory BY#[E

HEZFFANetApp Workload Factory THEEFARTS > R EIRHAHERR » LAE Workload
Factory AIIATE G BIRIRIE P TIR(E ©

A EFERRER
= TR REPRET » Workload Factory EidBUERIIINEIER] » 2REEEBEIEZ AWS IRE B RFIEIZEVHR o


https://console.workloads.netapp.com/api-doc
https://console.workloads.netapp.com/api-doc
https://console.workloads.netapp.com/api-doc
https://console.workloads.netapp.com/api-doc
https://console.workloads.netapp.com/api-doc
https://console.workloads.netapp.com/api-doc
https://console.workloads.netapp.com/api-doc
https://console.workloads.netapp.com/api-doc
https://console.workloads.netapp.com/api-doc
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com

#S {18 Workload Factory SESUEITRIEIR(F » LR IRERIRFIRIREIEE AWS BIR » fINR#FEERHE
RAME GenAl TIFERHAIAIHE o

fBlgn > HRERETEEH > & Workload Factory #1% F AR N#IRE » ERRRAEIRANEPIE
EC2 BEfl » WiEEFABEER Windows AIHEES o tNREHE E LRI HITT AWS Systems Manager (SSM) Agent

> B System Manager 48E&ECE 1IEFE > B Workload Factory AJLA7FEY Windows 123 BRsE R B LT SQL
Server #ifg ©

RITIFE AR
SETFaHMBERERELFEHIMPRITREET o #RBITER—RIERRE - EEEITERNIME

B > THEIRRES « HEIRRESAIPIESR JSON URFILFAAH#R « AR « FRUBMUKRECFIRIERS
BRAYZRAS ©

HEREHVRERR
{#EF R AT IAM 5RB&Z3 Workload Factory 12fit 7 EIR AR BIRIZHIVEFMERZFAFRAIER o
HFINAER LA T REPRSRBR MU

* 18R ARBIER DM ¢ 18R FSx for ONTAPIER R » THRARERINR - NISRARBTEN DN - LRER
BB MAEITT A ©

* BRIFEUETE | SITIRIFES > HINARERAMTENEERERAMREME -

* IBRRAREILNMIBR | BIZIAMIPRONTAPIEZR AR RETF EHEERAY FSx o

BEEMMENS D HBIMFIEE (IAM) 5REK :



#FRE 1AM RE)



RIE ~ HEBRAD

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeVolumes",
"fsx:ListTagsForResource",
"fsx:DescribeBackups",
"fsx:DescribeSharedVpcConfiguration",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"ec2?2:Describelnstances",
"ec?2:DescribeVolumes",
"elasticfilesystem:DescribeFileSystems",
"ce:GetCostAndUsage",

"ce:GetTags",

1,

"Resource": "x"

bo

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
}
]
}
EEMTER
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"fsx:CreateVolume",
"fsx:DeleteVolume",
"fsx:UpdateFileSysten",



"fsx:UpdateStorageVirtualMachine",
"fsx:UpdateVolume",
"fsx:CreateBackup",
"fsx:CreateVolumeFromBackup",
"fsx:DeleteBackup",
"fsx:TagResource",
"fsx:UntagResource",
"fsx:CreateAndAttachS3AccessPoint",
"fsx:DetachAndDeleteS3AccessPoint",
"s3:CreateAccessPoint",
"s3:DeleteAccessPoint",
"s3:GetObjectTagging",
"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeModel",
"bedrock:ListInferenceProfiles",
"bedrock:GetInferenceProfile",
"s3tables:CreateTableBucket",
"s3tables:ListTables",
"s3tables:GetTable",
"s3tables:GetTableMetadataLocation",
"s3tables:CreateTable",
"s3tables:GetNamespace",
"s3tables:PutTableData",
"s3tables:CreateNamespace",
"s3tables:GetTableData",
"s3tables:ListNamespaces",
"s3tables:ListTableBuckets",
"s3tables:GetTableBucket",
"s3tables:UpdateTableMetadatalocation",
"s3tables:ListTagsForResource",
"s3tables:TagResource",
"s3:GetObjectTagging",
"s3:ListBucket"

I

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"



TEZR AR ILANMIER

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"kms :
"iam:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"kms
"kms :
"kms :

1,

CreateFileSysten",

CreateStorageVirtualMachine",

DeleteFileSystem",

DeleteStorageVirtualMachine",

TagResource",
UntagResource",
CreateGrant",
CreateServicelLinkedRole",
CreateSecurityGroup",
CreateTags",
DescribeVpcs",
DescribeSubnets",
DescribeSecurityGroups",
DescribeRouteTables",
DescribeNetworkInterfaces",
DescribeVolumeStatus",

:DescribeKey",

ListKeys",
ListAliases"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec2:

1,

:AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",

DeleteSecurityGroup"

"Resource": "*",
"Condition": {
"StringLike": {
"ec2:ResourceTag/AppCreator":

by

10

"NetappFSxWE"



"Effect": "Allow",
"Action": [
"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

TRETRHEREIER -

11



HFREERE

BHY

7 ONTAP HEZE R FSX

73 ONTAP 12X FSX B1L

Z2EE

iR IE EE AR ONTAP 123

AR FSX Z2EHE
1SHE ONTAP 1822

HAS

RFH FSX &

EEEHEIMENEA

FEAGEREEAR ONTAP B9

FSX SHE AWS ARF5< Ffe i@

i

S AE R LUAEE EAR
ONTAP FERRAREPERN FSX &

12

7%

fsx:CreateFileSystem

EC2:

EC2

EC2:

EC2:

IAM
&

EC2:

EC2:

EC2:

EC2:

EC2:

EC2 :

BiuzetErd

D EIAES

REZEMHEHERO

REZEMHEEAL

. CreateServiceLinkedIn &

BUHINEEVpCS

BENFRER

BUHZ 2 MEEHE

BUHIhAER

AR TE

DescribeVolume HREE

fEFER
#BE

E
2E
E
2E

2E

* BRE
" BREREA

=

'/

* BpE
" BREREAIR

* BpE
" BRREAIR

* BpE
" BRREAR

=

N

* BpE
" BRREAR

© HE
© RREHR

<

\

RERRER

TERERFHEIL
A PR

EERRAIEIL
FOMER

EERRAIEIL
MR

EERGAIEIL
FMIER

EERGAVEIL
I BR

TERRRVEL
MIMER

TERERRHEIL
A FR

TERERREIL
MIMIER

TERERRHEL
HMIMIER

TERERRHVEIL
HMIMIER

TERERRVEIL
HMIMIER

TERERRHEIL
HMIMIER



B8y

BV KMS E£igsraER > WEA
BT ONTAP INZ2RY FSX

EWfS EC2 #1T{ERERY Volume 5%

EfS EC2 $TIEREREFAAER

AT HI R EREE M ER R

FIHEAR ONTAP BEIRHY FSX

(P

BIRFEAR ONTAP HEZERMAN
FSX R EHEHEIMEMEA

78

RNE I EBUERT
KMS ' DescribeKey
kms : ListKeys

kms : JBER%

EC2 : BEMIFE

EC2 : BB

Elasticfilesystem : #i#liiEZ A 4%

FSX . ListTagsForResource

EC2 . RevokeSecurity
Grouplngress

ec2 : WEHZEBHALO

EC2 : MfsZZ 4+ 4E

fEMER
#BE

BE
#BE
EBE

* EBfF

* BREREIAI

IREREHIAES
BRREAONE
B
BIEEE
BIEMEE

BIREE

REPRER
TERERFVEIL
HMIMIER

TERERREL
A PR

EERRAIEIL
FOMER

EERRAIEIL
FMIER

RIE ~ REE S
#r

WRE ~ HEN RS
#r

RE ~ HE RS
il

RIE ~ REE S
#r

TERERRBEIL
HMIMIER

EERGAIEIL
HMIER

EERGAIEIL
MR

13



14

B8y

B 1ERREIE ONTAP 2%
HEIRAY FSX

EVSIEZE R Volume EE

R TIER#EE - USRI AE 1AM

MR - M EAPRERRY AWS iR P HEFRE
1TEEER

178
fsx:CreateVolume

FSX © TagResource

fsx:CreateStorageVirtualMachine

fsx @ MIERERRAE

fox © MIFRMETF EH

fsx:DescribeFileSystems

FSX
DescrubeStorageVirtualMachines

fsx @ HMHZERPCEE

fsx : EATERRT
fox @ SERTIHTT ERIE

FSX : DescribeVolumes

fsx:UpdateVolume
fsx : filbRE

FSX :
FSX : DescrubeBackups

UntagResource

fsx: B
fsx | B MD EBIHIEE
fsx . fIBRED

cloudswatch : GetMetricData

cloudwatch : GetMetricStatistics

. SimulatePrincipalPolicy

fEMER

BIREE
SENES
BIEEE

BIREE

BIREE

B

Bz

JEgca

IR EL
IR
Bz

BEEE
BIREE
BIREE
BEEE

BIREE
EERMEE
BIEEE
BIREE

BEEE

EES

REPRER
EEN AR
EEMAER

EERBRAVEIL
MM BR

TERRRBEL
MIMER

RE ~ HE RS
il

RE ~ HEN RS
#r

e
il

RIE
#r

EEMAER
EEMAER
RE ~ HE RS

“ FRE RS

MBS

EMER
EEM AR
BN
s FREIES

R

Hﬂkﬁﬁﬂﬂkﬂﬂkl}ﬂkﬁ*
ET

BN
EEMER
EEMAER
RE ~ HE RS

i}

RE ~ HEN RS
#r
e



B8y

AONTAP EMS E14H) FSx 121
HERAISBENER

% AWS Cost Explorer BX1§ FSx
for ONTAPHEZR R AR AL A FN{E A

Bk o

E17 S3 FER A HIEEE
Amazon FSx for NetApp ONTAP

EERR

1t FSx for ONTAP #EZE AP
B S3 TFENEL S ELMBR

#2137 S3 FEE > UEHEFEERE

HEE
k% S3 7FENES

£ S3 FFERELHTIEIRE

£ S3 FERE:_EHIH ISR E
7t S3 FENEEREPRIZE

£ S3 ZENELETZ AT RSP IR R

FIL ~ AT A S3 R#ETFITHE s3tables : ListTableBuckets

FIH ~ EIFIHREX S3 &R

AR FEERHUE

ERPEERMIE

FI ~ I ANRRER Ap % ZE

7%

Bedrock

=S =

25!

Bedrock

FHEERCE X

PRI R R H i AR

InvokeModel

ce: RN AFERIENR

ce:GetTags

fsx:CreateAndAttachS3AccessPoi

nt

fsx:DetachAndDeleteS3AccessPo

int

s3:

s3:
s3
s3 .
s3:
s3:

CreateAccessPoint

DeleteAccessPoint

. TagResource

ListTagsForResource
UntagResource

ListBucket

s3tables . CreateTableBucket
s3tables . GetTableBucket

s3tables . ListTables s3tables
. CreateTable s3tables
. GetTable

s3tables
. GetTableMetadatalLocation

s3tables

. UpdateTableMetadatalLocation

s3tables : ListNamespaces
s3tables . CreateNamespace
s3tables . GetNamespace

ListinferenceProfiles

fEMER

FSx A
HONTAP EMS
DT

FSx A
HONTAP EMS
DT

FSx A
HRONTAP EMS
DT

FSx H
HRONTAP EMS
DT

RRASHIER I

PRASFIER 3

S3 FERLEE

S3 FEEEIR

S3 FEEERE

S3 FERLEE
S3 FERLEIE
S3 IR EIE
S3 FENRLEIE
S3 fRTFATRR(E

S3 Kf#fFATES
Bz

S3 RIRIRIE

S3 RIgFHEE
FHE(E

S3 RS
FHE(E

S3 ap =R

=

REPRER
EEN AR

EEN AR

EENER

EEMMBENY

RE ~ HE RS

RE ~ HEN RS

EEMMAEN

EEMAER

EEMANY

BB
EEM AR
EEM AR
ERRER
EEM AR

W Mk MR MO
A

EEMAEN

EEMAER

EEMAER

EEMAENY

EEN AR

15



B8y 7% fEMER REPRER

SBENRMEER (select ~ scan) s3tables : GetTableData S3 RIERENIE EEMERK
3
BARKBER (HEA) s3tables : PutTableData 18’;? RIgERHE  EHEMEK

HHEFRDHIIZEE (S FSx  s3tables : ListTagsForResource  S3 RIRIZEIZ =ZEMMEK
for ONTAP ~ {#77 VM ~ B4FRE ID 1E
)

# Workload Factory &E#25CE s3tables : TagResource S3 RIEFHIE SEMMH

7= fF

R RRE 135 s3 ! GetObjectTagging S3 YniigtE EEMAR
ERETLFaSAER

BERETEEH I BM IAM RIRIRM T Workload Factory BIEAH ERIRIEFMERIETZFTIERRER -

BRHER AU TR ERBR (TR

* 1RRR s RBIE D ﬁ?ﬁé‘ﬂﬁ?ﬁ FEE » TRERIEREAL  MEENEEENRFREDIT - KRR
BRI BUS s o MIRERENE AR X o

* BREREE | HENETE RN TIREES » WEEERERENERE FSx for ONTAPER A M HFRIMEE
* BREFHREL | RIFEREBHHEENETHNEE FSx for ONTAPIERRFFHTT ©

EIVERIERR N LURARFA R IAM [RAY

16



BXETFEH IAM 5RE8

17



RIE ~ HEBRAD

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CommonGroup",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"sns:ListTopics",
"ec2:DescribelInstances",
"ec2:DescribevVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",
"ec2:DescribelnstanceTypeOfferings",
"ec2:DescribeSnapshots",
"ec?2:DescribeVolumes",
"ec2?2:DescribeAddresses",
"kms:ListAliases",

"kms:ListKeys",

"kms:DescribeKey",
"cloudformation:ListStacks",
"cloudformation:DescribeAccountLimits",
"ds:DescribeDirectories",
"fsx:DescribeVolumes",
"fsx:DescribeBackups",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems",
"servicequotas:ListServiceQuotas",
"ssm:GetParametersByPath",
"ssm:GetCommandInvocation",

"ssm: SendCommand",
"ssm:GetConnectionStatus",
"ssm:DescribePatchBaselines",
"ssm:DescribelInstancePatchStates",

"ssm:ListCommands",



EEMER

"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource",
"logs:DescribeLogGroups",
"bedrock:GetFoundationModelAvailability",
"bedrock:ListInferenceProfiles"

1,

"Resource": [

W n
]
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",
"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
1,

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"
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"Sid": \AJ

"Effect":
"Action":

"fsx

"fsx

1,

"Resourc

"Sid":
"Effect"

"Action":

"ec?2
"ec2
"ec?2

I

"Resource":

FSxRemediation",
"Allow",

[
:UpdateFileSystem",
:UpdateVolume"

V.
e mxmn

"EC2Remediation",

: "Allow",
[

:StartInstances",
:ModifyInstanceAttribute",
:StopInstances"

"Wk n
’

"Condition": {

"Str

"WLMDB*"

BUBHEBEERH

"Version": "
"Statement":

{
"Sid

"Effect":

"Act

ingLike": {

"ec2:ResourceTag/aws:cloudformation:stack-name":

2012-10-17",
[

": "EC2TagGroup",

"Allow",

ion": |

:AllocateAddress",

:AllocateHosts",

:AssignPrivateIpAddresses",

"ec?2
"ec?2
"ec?
"ec?2:AssociateAddress",
:AssociateRouteTable",
:AssociateSubnetCidrBlock",

:AssociateVpcCidrBlock",

"ec2
"ec?2
"ec?2

"ec2:AttachInternetGateway",



name" :

name" :

1,

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2

:AttachNetworkInterface",
:AttachVolume",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
CreateVolume",
DeleteNetworkInterface",
:DeleteSecurityGroup",
DeleteTags",

DeleteVolume",
DetachNetworkInterface",
DetachVolume",
DisassociateAddress",
DisassociateIamInstanceProfile",
DisassociateRouteTable",
DisassociateSubnetCidrBlock",
:DisassociateVpcCidrBlock",
:ModifyInstancePlacement",
:ModifyNetworkInterfaceAttribute",
:ModifySubnetAttribute",
:ModifyVolume",
:ModifyVolumeAttribute",
:ReleaseAddress",
:ReplaceRoute",
:ReplaceRouteTableAssociation",
:RevokeSecurityGroupEgress",

:RevokeSecurityGroupIngress"

"Resource": "*",

"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation:stack-

"WLMDB*"
}
}
by
{
"Sid": "FSxNGroup",
"Effect": "Allow",
"Action": [
"fsx:TagResource"
I
YResource™ et
"Condition": {
"StringLike": {
"aws:ResourceTag/aws:cloudformation:stack-
"WLMDB*"
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"Sid": "CreationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:ValidateTemplate",
"ec2:CreatelLaunchTemplate",
"ec2:CreatelLaunchTemplateVersion",
"ec?2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVpcEndpoint",
"ec?2:RunInstances",
"ec2:DescribeTags",
"ec2:DescribelLaunchTemplates™,
"ec2:ModifyVpcAttribute",
"fsx:CreateFileSystem",
"fsx:CreateStorageVirtualMachine",
"fsx:CreateVolume",
"fsx:DescribeFileSystemAliases",
"kms:CreateGrant",
"kms:DescribeCustomKeyStores",
"kms:GenerateDataKey",
"kms:Decrypt",
"logs:CreateLogGroup",
"logs:CreatelLogStream",
"logs:GetLogGroupFields",
"logs:GetLogRecord",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:TagResource",

"sns:Publish",
"ssm:PutCompliancelItems",
"ssm:PutConfigurePackageResult",
"ssm:PutInventory",
"ssm:UpdateAssociationStatus",
"ssm:UpdateInstanceAssociationStatus",
"ssm:UpdateInstanceInformation",
"ssmmessages:CreateControlChannel",
"ssmmessages:CreateDataChannel",
"ssmmessages:0OpenControlChannel",



"ssmmessages:0OpenDataChannel",
"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:PutRecommendationPreferences",
"compute-

optimizer:GetEffectiveRecommendationPreferences",

"compute-optimizer:GetEC2InstanceRecommendations",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",

iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",

"iam:GetUser"

I

"Resource": "x"
"Sid": "ArnGroup",
"Effect": "Allow",
"Action": [

"cloudformation:SignalResource"

I

"Resource": |
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"sSid": "IAMGroupl",
"Effect": "Allow",
"Action": [

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",

iam:PutRolePolicy",

"iam:RemoveRoleFromInstanceProfile"

I

"Resource": [
"arn:aws:iam::*:instance-profile/*",

"arn:aws:iam: :*:role/WLMDB*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
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"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringLike": {
"iam:AWSServiceName": "ec2.amazonaws.com"

"Sid": "IAMGroup3",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"

"sSid": "IAMGroup4",

"Effect": "Allow",
"Action": "iam:CreateRole",
"Resource": "arn:aws:iam::*:role/WLMDB*"

TRETENET(FEHER -

24



B ETFRHERE

S]] 78 EARE REPREER

HY{E FSx for ONTAP ~ EBS # cloudwatch : GetMetricStatistics * EE fRE - REEA S
FSx for Windows File Server fJ35 - IR M

RS R R st E R (L2 L

BT SQL EIZEUEEEf4TE  cloudswatch : GetMetricData  &7F RIE ~ REES
Z Amazon CloudWatch BYRKAEFS M

1R o BREE M SQL BHIRY
EEEMEE LEEMESSEE -

V{8 EC2 HTERSRVFAE R EC2 : BEf}:REA *EE IE s FREIB S
* BRI i
=
EC2: :T=28& ZpE I? s FREIB S
EC2 : {88/ E EpE i? ~ REEY
EC2 : DescribelnstanceTypes © EBE fRE ~ RENEA S
* BRI i
=
S AERILUES BN EC2 : BUHINBEVpCs * BE fRE ~ FREVEA S
ONTAP ZBZH) FSX &RE M
* EE
EC2 : &R F4R © EBE ﬁ S BB
* EE
EC2 : BUHZ 2 MEHH EE I? - FREIBS
EC2 : BUHE &R ERE i? S FREIBS
EC2 : BUHEM ZpE i? - FREIBLS
EC2 : BUHINEER * BE i? S FREIBS
* EE
ESEIRER VPC inEL > FIEr EC2 : BUHEEIVpcEndpoints * EE fAE ~ FREIBES
REEEEIEZAIEILAIIRE, M

- Bz



26

B8y

YSRTE EC2 HITIEIRE LBV ARH
BRIEHAFEPRERED VPC i

R’ SRRIIE LR

B E A ERsE B R R & 1 T (B

BEsERY ( T2.micro/T3.micro )

S SMERMIAN EBS iR &ATIRER
SHAER > BB R A TRG

ESEERMIIN EBS HiE & AYF4
B} MR AR ER RTRG AN

BEAR ONTAP HEZEALKINER

Ey 8
Z FSX By KMS &igsF4HEtt

SRR HITH

CloudForgation #&/FE » URE

FCER PR B!

A E 2R SRR E EIRAY

&= PR

EVE&igHh AWS EIER Active
Directory 5B

78
EC2 : CreateVpcEndpoint

EC2 :
DescrubelnstanceTypeOffing

EC2 : BUHRER

EC2 . HEHE&E

kms : JBERI%&
kms :

ListKeys

. DescribeKey

Ei% . DescrubeAccountLimits

DS:DescrubeDirectories

fEMER
#BE

5E
RN
- BT

* BREREIAI
i

EES
#BE
EES

#BE

#BE

E

REPRER
BIUBEMEEH

RE ~ FHE RS
il

RE ~ [ RS
#r

WRE ~ HEN RS
il

RE ~ HE RS
il

RE ~ HEN RS
#r

RE ~ HE RS
il

RE ~ HEN RS
#r

RE ~ HEN RS
#r

RE ~ HEN RS
#r



B8y

EVSEAR ONTAP {EZ AL
& > #19 > SVM » AZs tEEZ
40 FSX IR AV BB HAER

EY1& CloudFormation 1 VPC Ry
ARFSECERIRS / (EERERE TS
RHAY SQL ~ 4315A0 FSx for
ONTAP/EEEN 288

£ SSM) EHEVSERR
ONTAP FIEBIEM FSX BB
=z}

MBHIEEIEREGNSE
SSM [olfE

s

3%E3B SSM [ EC2 #{T{EIRE %
S LUETRIRNEE

178

FSX . DescribeVolumes
FSX . DescrubeBackups
FSX :

DescrubeStorageVirtualMachines

fsx:DescribeFileSystems

FSX : ListTagsForResource

serviceEquotas
ListServiceQuotas

SSM) :

GetParametersByPath

SSM) : GetCommandinvocation

S10:SendCommand

fEFRE
- Btz
© RREHI

M

=

- BT
© RREH

M

=

- EE
- BB
- BT

- 5
- B
- Bz

© RREHR

m

BIRFE

2E

2E

- B
- Bz
© RREHR

m

* &RIEE

- R
- Btz
© RREHR

P2

'/

* ®IEE

REPRER
RE ~ HE RS
il

RE ~ FEE
il

3

RE ~ R8 A
il

D

RE ~ HEN RS
#r

RE ~ HB RS
#r

RE ~ [ RS
#r

RE ~ HEN RS
#r

RE ~ HE RS
#r

RE ~ HE RS
#r

27



28

B8y

BSERBRAITIERER SSM &R

PEEN—4A B8 EC2 #ITMERE (
SQL #i2h) B SSM RAE#ARAS

B EERRIEMIZINSTHEPTAEY
EmEAREEE

HY18 Windows EC2 #{T{EIRERY(E
AREE » LUETTIEE R R ERHER
e

54 AWS Patch Manager 7£ EC2
HATERE EBITRIE < » LUETTIE
FRBERIENEE

WEIRPEEEEMAWS EE &
FETA

B AWS EERF(ETAFIRE
IR RIFEIE - $1¥ SQL
Server TFEHERHTEFITE
Mg

't AWS EHERECTHREIGHETS
EE AR ERITEER

S AWS EHRFETAS
Amazon Elastic Compute Cloud

(Amazon EC2 ) HIT{EREFRE
G iOFET S

@Eﬁﬂﬁ@ﬁ%éﬁi EEIEEeEHIE N

78
SSM) . GetConnectionStatus

SSM)
Descrubelnstancelnformation

SSM) : DescrubePatchBasines

SSM)
DescribelnstancePatchStates

SSM/ListCommands

EEREFEEIAR:
GetEnrollmentStatus

EHRECTA TSR R
E

EHEREETA:
GetEffectiveRecompendationPref
erences

EHEREETA:
GetEC2InstanceRecompendation
s

BEh#HER | KRB EMEREHE

BEMEN | AREESEREES

BRIk
- IR
- Bz

* &IEE
B
RIE(E

RIE(E
RIEE

© RN
3%

- B

© RN
i

- Bl

* RN
i

- Bl

- R

- Bl

- R

- B

* REREKIL
3-:&-_

* &IE{E

REPRER
RE ~ HE RS
il

RE ~ HEN RS
#r

HRIE
#r

RIE ~ HBN RS
#r

S HRERS

RE ~ HEN RS
#r

BIUBEMEEH

BIUBEMEEH

BIUBEMEEH

BIUBEMEEH

BIUBEMEEH

BIUBEMEEH



B8y

S o 5 > ELRfMikR AD BY

SSM 2> ONTAP HJ FSX &8
» LURTE AWS IRE R EE D B2
BEFREARM SQL (EHERE

AR EREL SQL BiRLFNEEEEED
REFRILRREG o WA EMRE IP H
IBE SQL &gk

A EREFTER EBS HEREMINE
SQL &gk

REEHEHENMINEIEAER
EC2 HIT{ERSIAECARRY

178
SSM) . GetParameter '

S10:GetParameters '

SSM) : IR

S10:DeleteParameters '

EC2 : AllocateAddress '
EC2 : AllocateHos'

EC2 . AssignPrivate
IpAddresses '

EC2 . AssociateAddress '
EC2 . AssociateRouteTable '

EC2 :
AssociateSubnetCidrBlock '

EC2 : AssociateVpcCidrBlock '
EC2 . AttachinternetGateway '
EC2 : AttachNetworkinterface

EC2 : AttachVolume

EC2 : RIELXEMAHEHO
EC2 : RiEXEMEHEADN

EITERE SQL SHEEFREERY EBS B EC2 : BirkiE&E

&

fEFRE
- 5
- R
<

- 5
- B
- Bz

* EBE
© BIRMEE

* EBE
© BIRMEE

BE
EES
#BE

EES
#BE
#BE

EBE
EES
IS
EBE

BE
EiES
#BE

REPRER
RE ~ HE RS
il

RE ~ HEN RS
#r

RIE ~ REE S

i

RIE ~ REE S

\

BiUBEMBEER
BUBEMEEH
BIUBEMEETH

BIUBEMEERH
BIBEMNEER
BB EBEER

BiUBEMEER
BUBHEBEEH
BIUBEMEEH
BiUBENBEER

BB EBEER
BUBEMEEH
BIUBEMEEH

29



30

B8y

F2B&LL T2.micro BBV NETE
ERsERNEL » UKARERRERX
BZBY EC2 SQL &%,

&M B SQL MITEEME
M o EEAMLL WLMDB BIEERY
%78 o

PR BRRR B S ER BB R I T(EIRE

RRENEER NI TIERS
(FLEERBRIAITERS

7 NetApp ONTAP &i51Zz
Amazon FSX WBETE » UEE
B E IR ES IR E A E N

178

EC2 : MR T E
EC2 : fibrZ=24E¥4H
EC2 : fpRiZEs
EC2 : MF&Volume

EC2 © DetachNetwork Interface
EC2 : 73E#Volume

EC2 @ DiscassociateAddress
EC2 : HlfilaminstanceProfile
EC2 ! DiscassociateRouteTable

EC2 :
DiscassociateSubnetCidrBlock

EC2 .
DiscassociateVpcCidrBlock

EC2 : fEhBHIEIE

EC2 . ModifylnstancePlacement
EC2 : e BRIt

EC2 . ModifySubnetAttribute.
EC2 : &2 Volume

EC2 : {&EkVolumel& 1%

EC2 © ModifyVpcAttribute

EC2 . ReleaseAddress

EC2 : Z& %l Route

EC2 :
RepIaceRouteTabIeAssomatlon

EC2 : RevokeSecurity
GroupEgress

EC2 : RevokeSecurity
Grouplngress

EC2 : BhEhZst
EC2 : {Z1E#81T

fsx:TagResource '

fEMER
#BE
#BE
#BE
EES
#BE
#BE
EES
BE
#BE
EES

2E

2E
2E
E
2E
E
E
2E
2E
E
2E

#BE

EES

#BE
EBE
* BpE
© BIRMEE

REPRER

BIUBEMEEH
BIBEMEER
BiUBEHBEER
BIUBEMEEH
BiBEMEER
BiUBEHNBEER
BIUBEMEEH
BIBENEER
BIUBEMEBEER
BUBEMEERH

BUBEHNBEER

EEMAER

BUBHEBEER
BIUBEMEEH
BIUBENEBEER
BUBHEBEER
BIUBEMEEH
BiUBEMEBEER
BUBHBEER
BIUBEMEEH
BiUBENEER

BIUBEMEEH

BIUBEMEEH

EEMAER

EENER
BIUBENEBEER



B8y

I ERFE CloudForgation &i7s
LUEITERE

B ERERSEAUEAHRIER

EEEE IR TERERIECAAE

L2

RS E R BN TERRFAER

BRI AITIERS
#IEPTER ONTAP BIREL

FSX o i IRERERAR ONTAP

R FSX » R EIIH
SVM ZR#ESH SQL Volume °

EV1F ONTAP =F4REHIAY FSX

% ONTAP tEZR AL FSX K
N DUBIERERARRE M

EEERA R & A/ NS IEECERAN
TempDB FEREHE A/

EV1§ KMS i85 E R » WFEH
EAK ONTAP 1228 FSX

=\
ol
&

=
E

DEIEE
BGHINAE

EERT,
E

BB

W 1
E

i

B

fi

#

i

E

I

18
ﬁ
g

LTEE RIS

CreateLaunchTemplate

cloudformation :
EC2 :

EC2 :
CreateLaunchTemplateVersion

EC2 : BIuAMEAE
EC2 : B L2484
EC2 : 12

ec2: ¥ttt

ec2: i ERENIENR

EC2 : Runlnstances

fsx:CreateFileSystem
fsx:CreateStorageVirtualMachine

fsx:CreateVolume

fox:HMAE 22 R 4RI %
fsx:UpdateFilesystem

fsx:UpdateVolume

NE I EBIURT

kms: it BET 2 iR 174
KMS : GenerateDataKey

fEMER
#BE
#BE
#BE
EES

2E
HE
E

EES
#BE
#BE
#BE

BE

EES
#BE
#BE
* BpE
© BIEMEE

EES
RIE(E

RIEE

BE
EES
BE

REPRER

BIUBEMEEH
BIBEMEER
BiUBEHBEER

RE ~ HE RS
il

BIUBENBEER
BUBHBEER
BIUBEMEEH

BIUBEMEEH
BIUBEMEETH
BIUBEHNBEER

RE ~ HE RS
il

Sl
iy

BIUBEMEEH
BiBEMEER
BIUBEHNBEER
BIUBEMEEH

“IREIER S

BIUBEMEERH
EENER

EEMAER

BiUBENEER
BUBEHBEER
BIUBEMEEH

31



B8y 7% fEMER REPRER

#2137 CloudWatch %E‘_ﬁﬁé ' FARTE FC8RME | CreateLogGroup EpE B ERE
EC2 ﬁff AR L T R L 5C8% . CreateLogStream ahE BB EE
BCEIE<HE
HiE RIS HEEETFER EhE BB EE
HES : BS HESsc iR EhE BUBREER
508 & ListLogDeliverys ahE BB EE
5C8% ¢ PutLogEvents * BBE BB EE
© BIBEE
5C8% © TagResource EhE BB EE
BE SSM L & ENRF > Workload 5CE%#% © GetLogEvents * fEESTE ( fRE - REES
Factory E1J#5] SQL $TERE R{E(E) M
3 ER
#9 Amazon CloudWatch Hz - B
bFF Workload Factory ERf§BA1 5k : DescribeLogGroups * fEEHME ( fRE - REES
H54EM iR E Workload Factory &) #r
BIUMBHFERERE T RS .
JtFF Workload Factory AHE 21 528k © PutRetentionPolicy * fEFEME ( fRE - REES
K B4 E —RAVREHREE » L &fE{E) M
% SSM 5L Im I HEERA L . B
EHER =
HIHZEF SNS I8 » M{EEEEF  SnS:ListTopics EhE fRE ~ FREE
HE WLMDB &% SNS f1&Z A il
SNS SnS : Bff BE TR
HEH) SSM 2[R > RAITEEMER SSM) : Puttinianceltem ahE BB EE
S,C;E }?Eitﬂg gﬁﬁff?%?i@vvsﬁ% S10:PutConfigurePackageResult = B ERET
A ERHT FSX JBE © SSM) : Puttinventory E BB ET
SSM) : EFrRAEHARS ahE BB EE
SSM) : IhE BB EE
UpdatelnstanceAssociationStatus
SSM) : IhE BB EE
Updatelnstancelnformation
ssmmessages . JEITIEHIEE BhE BIUBREER
ssmmessages : I EklEE BhE BB EEE
ssmmessages . BIRUIZHIEE EhE BIUBEREFE

ssmmessages .- FRNEREE IE BIUBREER



B8y 7% fEMER REPRER

TERRTN S S B BF 3 LB FTi# . SignalResource ° ZRE B BRI
CloudForgation &z 5% o
SRR EC2 ARy IAM : AddRoleTolnstanceProfile ZfZ B ERIEE

EC2 HYITIEREREE L/(ﬁ;J-F
EC2 LRE < HEFENEREFRTRHY

B o

2 EC2 B MITEREREHE > I 1AM : CreatanceProfile EpE BB EE

MIANEEIIRY EC2 At o

BB TYIEREAIET EC2 A IAM | B AR ERE B ERE

BIUEETE EC2 [RIEHNAR IAM : CreateServiceLinkedin 8 ZFZ BIuBERET
@' 2

PRI EHAR A58 B BN EEFAEEILAY 1AM : fHlBRInstanceProfile ZpE BIBERIETH

HITERRRENE

IREABMERZFMER > LIFIET IAM  GetPolicy ZpE B BERIEE

35 (L e, JHERIEE o

REIRIERAE » MEREAE IAM : GetPolicyVersion EE BIIEREE
IAM : GetRole ahE BIUBREER
IAM : GetRolePolicy EhE BB EE
IAM : GetUser EhE BUBREER

R ABEELS EC2 #1178 1AM : PassRole ® ZpE BRI ERE

i

REEVERBNRRFIEERE 1AM © PuttB & [REY ZpE B ERIEE

M EC2 At

NREBER EC2 HITERERENE |IAM EpE B EREE

RO EEAE . RemoveRoleFromInstanceProfi
le

BT EaEEYE > UES A IAM © SimulatePrincipalPolicy — ZFE 20

R > MEEAFRSERY AWS IRE 1ERRE

1TEEER

ISR AR tER At DB EEEIE Bedrock:GetFoundationModelAva $E:2HEED  fRIE ~ ARBIEH

il ilability #r

5|4 Amazon Bedrock HAJ ¢ Bedrock : ListinferenceProfiles $&8:2HzE0HM  RE -~ 3RE|EH

tEER RO T AR ERE Mr

1. HEPRIEFRHE WLMDB BRIARIE IR o
2. "|AM:CreateServiceLinkedIn Role" 5 "iam:AWSServiceName" PE&!| : "ec2.amazonaws.com"*

3. "IAM:PassRole" & "iAM:PassedToService" Rl : "ec2.amazonaws.com"

GenAl T{FE#RIHER

VMware T{E&#H IAM REEEFRZBLEFTRREFIRT > 121 Workload Factory for VMware EIRABEIRIEH
B IRIRIZFR TR AIRER o

33



34

GenAl IAM ZRB&{E 12 BBV = ARER !

EEUEA © EASTREES

AR

RREE AWS AT BBIMITIRIE - BEEEZRBIITHARHNEREER -



GenAl T{E& &M IAM JRH|

"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"
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"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com



"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",
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"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

I

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"
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"Sid": "BedrockLoggingIamOperations",
"Effect": "Allow",
"Action": [

"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",

"Effect": "Allow",

"Action": [
"gbusiness:ListApplications"

1,

"Resource": "x"

Yo

{
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

br

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

TRIEMH GenAl TIFEHERAFMAER -
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RIE ~ HEBRAD

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",

"ec2:DescribeAvailabilityZones",

"ec2:DescribevVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeDhcpOptions",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"secretsmanager:ListSecrets",
"evs:ListEnvironments",
"evs:GetEnvironment",

"evs:ListEnvironmentVlans"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

BRRETEHEMNER

"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",
"Action": [
"cloudformation:CreateStack"

1,

"Resource": "*"
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by
{

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"sns:
"kms :
"kms :

"kms:

1,

CreateFileSystem",
DescribeFileSystems",
CreateStorageVirtualMachine",
DescribeStorageVirtualMachines",
CreateVolume",
DescribeVolumes",
TagResource",

Publish",

GenerateDataKey",

Decrypt",

CreateGrant"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec2:
"ec2:
"ec?2
"ec2:

1,

:RunInstances",

DescribeInstances",
CreateSecurityGroup",

:AuthorizeSecurityGroupIngress",

DescribeImages"

"Resource": "*"

"Effect": "Allow",
"Action": [

"iam:

1,

SimulatePrincipalPolicy"

"Resource": "x"

TR VMware T{FRBEREHARE -
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HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. Liarn inore aliout scotimts, (2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

‘ Select a job descriptior -

9. ZEIFEEI* > FBER Workload Factory £ 8 o

MR
fGIRTERER Workload Factory B A GBS o SHAAIRAEIES » W BB#EFEFTE Workload Factory If

aE
RE °

BEAE M ANNA Workload Factory tRE

BAREEIES » e LUBEE M AINAER Workload Factory 1RF » IAEFIET LA7ZEXFNfER Workload
Factory o 1k B EIERBEZEENetApp ConsoledETT ©

a2 HINetApp ConsoleXff o "7 FRUNAIFMIERE ((FAENRS) "EIfRAY Workload Factory tRF ©

4R
S PR —HEFEH 0 EHREIIMALER Workload Factory 1RF BIEREA ©

1 AWS /&5 HTIE = Workload Factory

¥ﬁi'ﬁiﬂl EIE AWS /&5 > WUfENetApp Workload Factory B TEEHI AWS R PIREE
IBEIGEIRFTERVER ©

45

JIUAYY

EaI AT TR BEmEig AWS B EIRAB M Workload Factory 1RE ° 5% Workload Factory 12t 7 &18
AWS EIGHIRIE RS RHRIZFR R AIER ©

R U fE R MR 77 AL E06E -

* F& . &7 Workload Factory g /RERIEIEHY AWS tRE HEIL IAM [RRIF] IAM A o
cBE D CREENERMEREFERD « SAE A CloudForgation &R TEIFERN 1AM RRIFA® ©

54


https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-iam-manage-members-permissions.html

B9 E5HAWS
HAIERET T AWS BRA GRS 7

AR ZEANTFRHINEE « WREEEEERM IAM [RAIFEXR » DIIEBRFEHI AWS tRFHEIR
AERETEEENNASERER LS E TIER&INAER « AR TR AWS tRFHEIR o
* IREEITE AWS EEAERANEHITE JSON RAESE « BEFE) IAM [RAJEEIL -

. ﬁﬁﬁ AWS CloudForgation & « ZEAERMHBIHNCEE « LHITHEN IAM RAIFIAGE « EMEIE
I:llb nﬁﬂi?*ir_ °

* BN RZRIFIS DR HIFEE AWS EinERERAEE AR ONTAP FHE - 557 AWS IR ER B IRHATE
it ONTAP BR#F5:2:509 FSX ~ UERFE FSX ©
—BEZ{E AWS 855

ERERF—EILFaHIMINE (HZEHEE) B> CREFHELETEFE IR RREILIRE o &
B I/EEERTIE = Workload Factory » {BIGSEEZE AWS EEFIZEA BT IAM AEMRE] o A Workload
Factory HFRMEAITHAERT » SLEREBFETIRA A ©

TEYRIIE AWS REE RIS S #HE — IR ZIRIIAER IAM #RIRR - EREBUARIEHEREX

£ Workload Factory H#iE 240 AWS ‘&5 n] e E R EMINAEFR BAYEESMERR » BI40 FSx for ONTAPIEZR &
4% ~ £ FSx for ONTAP LB ZEKLE « B VMware TFEH % o

IEA UF B AWS /R ZE Workload Factory » IS 1EH) Workload Factory 1R B BN MITEIS T
BHM AWS BIRFTENER o SINENSHARESFE 2 —EXZEENTCEERNTIEFE TN IAM %
B& > MURtERGEISIRARY IAM A o

@ {ERTLLHE Workload Factory #:5I&TINetAppHESI &4 AWS BBHTEEIRF -
M EREEA = EES -

© EREEFEANREERBR - SABYE AWS BIETESET IAM [RA] o

* REAWS BIEFIE/EL IAM B o

* 1%t Workload Factory HR§i A & i@ Hr i /&5
FtaZ Al
RN BB BEEA AWS IRF ©
FER

1. BA"TIEEHTRIZHIE" o

2. BRI REBEIEIRE o

3. £ 3% F5| EHmELE > #EEL* FIgeTEg * o

4. 11 THMEERE8) HmE L > B FEY * > ARERA TS WK _ ERAR _ THESEEE -

55


https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/
https://console.workloads.netapp.com/

Add Credentials

@ Add manually 0

Independently create IAM policy and IAM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selected s
Create role (::} Action required A
Credentials name t@ Action required v
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Permissions configuration

Create role

From the AWS Management Consaole
1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevaously dafimed and cick
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.
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B
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"Version":

"Statement":

{

"Effect":

"Action":

1,

"Resource":

[

[

"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

A AWS IRE ©

AR

o0
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"2012-10-17",

"Allow",

CreateStack",
:UpdateStack",
DeleteStack",
DescribeStacks",
DescribeStackEvents",
DescribeChangeSet",
:ExecuteChangeSet",
ListStacks",
ListStackResources",
GetTemplate",
:ValidateTemplate",

"lambda:InvokeFunction",

"iam:PassRole",

iam:
"iam:
"iam:
"

iam:

"ok n

CreateRole",
UpdateAssumeRolePolicy",
AttachRolePolicy",
CreateServiceLinkedRole"

1. BA "TIFREHTRIEHIE"
2. (EBREE TR RBREERE o
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Add credentials

according 1o detailed instructions and a provided

permissions list, which ks based an your regquiremants managameani permiss

5 Sall

creation ar

@ Add manually @ Add via AWS CloudFormation o

Create an 1AM policy and 1AM role in your AWS account AM paicy and rofe © & automated via a Cloud

by you. No account

ns ane required by c.rslc-.sj Faclory

Permissions configuration

Create policies Storage

Credentials name i)} Action required
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