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"clientSecret": "SECRET",
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%91le5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"servicelevel”": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%91le5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"servicelevel”": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"

"virtualNetwork": "my-virtual-network",
"subnet": "my-subnet",
"networkFeatures": "Standard",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "500Gi",
"defaults": {
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"snapshotDir": "true",
"size": "200Gi",
"unixPermissions": "0777"
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"version": 1,
"storageDriverName":
"subscriptionID":

"tenantID":

"azure-netapp-files",
"9f87c765-4774-fake-ae98-a721add45451",
"68e4f836-edcl-fake-bff9-b2d865eeb6ct",

"clientID": "dd043f63-bf8e-fake-8076-8de%91le5713aa",
"clientSecret": "SECRET",
"location": "eastus",
"resourceGroups": ["application-group-1"],
"networkFeatures": "Basic",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"labels": {
"cloud": "azure"
b
"location": "eastus",
"storage": [
{
"labels": {
"performance": "gold"
b
"servicelLevel": "Ultra",
"capacityPools": ["ultra-1", "ultra-2"],
"networkFeatures": "Standard"
b
{
"labels": {
"performance": "silver"
b
"servicelLevel": "Premium",
"capacityPools": ["premium-1"]
b
{
"labels": {
"performance": "bronze"
b
"serviceLevel": "Standard",
"capacityPools": ["standard-1", "standard-2"]

RDESICHD £9 StorageClass E&EIF. LFEBODRA ML= F—ILEBEBLTIEEIL,
parameters.selector 74 —JLRTIE. ZIBETTF X9 StorageClass hJ) a—LERIANTB7HIC
FRTZRET—I, AU a—LIIE. F#RLET—ILTEEINTERZLHBD £,

ZERALET



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

RDOFIRE

NYIITVRBR 7 71MIVEERR L5, RO RERITLED,

tridentctl create backend

Ny TV ROERICKBLISZSEIF. Ny I I FOREICAMEENHD £, ROAXV FZ2RITT S

& OJ2RRLTRERZRETE XY,

tridentctl logs

BT 7L TRIEZRE L TEIEL 5.

-f <backend-file>

create VY RZBERTTTFXI,
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BEINTUVWBHERBZFERL T, & b7 w7 Cloud Volumes Service (CVS) for Google Cloud
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NetApp Cloud Volumes Service for Google Cloud Tl&. - XA 100GiB Ki#FHD CVS /N7 +—

@ IR 2—L% 300GiB FXiwEdD CVS R a—LALlIEHR—rINTULEH A, Trident 1.
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LY,
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%#ERE L THERAL £ "Cloud Volumes Service for Google Cloud" /N 2 T RICIZRDEHDHBRETT,

* vy b7 v CVS THRESINT Google Cloud 7H 7 > k

* Google Cloud 7Aw> b 7O> Y +ES

* Z{FEH 9 %Google Cloudtt—E X757 > k netappcloudvolumes.admin O—)JL

*CVSH—ERXRT7HITEDAPI =T 71)L
Astra Trident (C. NMRIRZRR) 2 —LDT T A M THR—FINBZLSICAHD F L "GCP LD CVS —
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T74IEMDCVSH—ERRA THRFERALTNYIIY REZEAT 355G
(storageClass=software) Tld. ZHT3 /O 7 +rHE SO Y MDIZDOWV
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storageDriverName

backendName

storageClass

projectNumber

apiRegion

apiKey

proxyURL

nfsMountOptions

limitVolumeSize

servicelLevel

network
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AL —S RS NDEH] "GCP-cvs"

HRABZRLBERIFIZAML—=NYy RSANE+" "+ APl F—D—E
JIVR

ARL—=20RA14THEFEIRL £

9 hardware (N7 #+—T VA&

BLEH) F£7-1E software
(CVStr—EX%1 )

Google Cloud 7 Ao > b 7O>
7 &S, ZODfEIE. Google
Cloud R—ZILDEHR—LR—TIZH
DET,

CVS 7AD Y hililg, Nwo LY
FHRYa—LzOE 3=y
J9%)—23>rTY,

%#{EH L 7=Google Cloudty—E X
THho2 EDAPIF—
netappcloudvolumes.admin [
—Jlo TDLR—KICIE. Google
Cloud Y —E X7 H7 > b OEHR
771D JISON D> T >
YhEFhTWEYT (NwoTY
FERZ 7 ILICZOEEFIE—
INEFY) o

CVS 7HY bADEGICIOF
SH—N\DREBERIFEIE. 7OF
S URLZIEELET, 7OF>H
—NIZlE. HTTP 7O 7%
HTTPS 7OFx > & FEHTE X
9o HTTPS ZOxX > DIFE. 7O
FOH—NTECELIHEEZE
B9 37-0ICSERREDEEIF X F
v IENET, BREEDBIICHE -
TWa7Ox>oH =N R—k
TNTLWERHE A

NFSYO VAT a>nEoHil "nfsvers=3"
DI,

BERENFAR)a—LYAZIHAZ ™ (FI7AIFTIEARAINEE
DEEZBZTWAHEIE7TOEY  A)
AZVIOhKMLET

FLWARY 2—LD CVSHF—ER 1Z%#
LARJL, lStandard] . T

Premium 1 . [ Extreme] ®WY
nmT9,

CVSA a—LIZERTAGCPR T4
v bI—=7



NTA—=H B T Ak

debugTraceFlags ESTINSa—Ta JBICER  null
3TNV IT TS5, fi:
\{"api":false,
"method":true}o T I
— T4 0T o CFEMBEOIAR
CPITIDRELIZEERE. COF
T avIiFERLBEVWTLIEE
(A

HBVPCRY hT—0%EHATZHEIE. MADR—rEFEELEXY projectNumber 8KV
hostProjectNumber ZIIEE T DIMNENHD £, FDHEIE. projectNumber (. H—EX O TS
b TY hostProjectNumber (&, RA MO TV bTY,

o apiRegion Astra Tridenth’CVSHK ) 2 —L%Z{E T HGCPU—> 3 zklL¥xd, 7O —2 3>
MDKubernetes? 5 X 2% 1E T 3% E. TERINTCVSR) 12— L apiRegion EEDGCPU -3 >0
J—=RTRTVa—-IlEnTVW3T7—70—-RTERATEEI, V=23 >BIMSI 70 v 2IEEMOR MHD
M3 EITERL TS,

cJORN)—=2a>T7IEREBMICT BICIE. DStorageClassEEZFHRALET
allowedTopologies IRTDN =23V EEZDZRNELNHDET, A :

- key: topology.kubernetes.io/region
values:

- us-eastl

@ - europe-westl

* storageClass |&. BERZEIRTBHDF T3 >D/INTA—RZTY "CVS H—E X
BA T BARCVSH—ERXRATH5EIRTEIF XY (storageClass=software) F7c
IECVS -NT =X VAP —EXDAA 7 (storageClass=hardware) ZFEALFT, C
nE. 772 TTridenthMEFRA L 9, BT ZIBEL TL LTV apiRegion TNEN
DCVSZIRM L X storageClass NV I IV RDERICEENTVET,

Astra Trident (. Google Cloud EDEAR CVS H—EXZ1 TLHEINTWVNDE R—ZhRD
(D e T ABBEOU—o0— FAFTEBD $t A, Trdent [&. CVS /ST 4 —T > X4 —
C 221 FTRRRICHH— FENTVB * T F7 4L TEASNET.

ENYIIVRIE. 1 DD Google Cloud V=23 VICARY a—L%x7OEY 3=V LET, tipl)—2 3
VAR a—L%EERT25E1F. Ny I IV REEBIMTERELEY,

BR7 7ILOFRBEIS 3V TROATIIVZEETSHIET, BRYa—LDT 74l 7OEY
IZVUREEFETEER T UTOREMNZBRL TSV,

INTRR—H B TI7#I b

exportRule FHLWAY2a—LDIZZXAR—Kk "0.0.0.0/0"
L=l
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https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
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INTX—A& Bz FI7AILE

snapshotDir ICT7 212 ALET .snapshot T LILWZX
1 LI KV

snapshotReserve Snapshot BICUHF—TENnTW3 "™ (CVSDTFT I A MMEZZDF
R a—LDEIE FFRA)

size FLOWAY 2a—LDOHAX "100Gi"

» exportRule CIDREZDIPVAT R L X £7:IFIPvatr T v hDEBEDEAEDLEE H Y I TREY) > TEE
TRIURELHD XY,

CVS Google Cloud N\ I TV R TIERR S NI ARTDARY 2—LICDWVWT, Trident |&. X +
L—SF—ILCHBTRTDOSNILE, FOESIZVFBEICI L —URY a—LIcaE—
() L#¥, abL—vEBSER. ANL—IT—LSLICSRLERRL. R FL—IT—ILK
ICERSNIEIRTOR) 2a—LEZTIN—FTEET, CNUICED. Ny I I REBHTIR
HINZHRAEIA AATER—EDSARILICEDVWTARY a—L%ZBHHEICKTETE T,

Bl 1 RNROIEM
Thid Ny T2 ROERNRRIMER T,

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private_key": Voooos BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3b1l/gp8B4Kws8zX50)Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4JK3b1l/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s8zX5073Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz
1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
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Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/qp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3bl/gp8B4Kws8zX50)YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY--—-- \n",
"client email": "cloudvolumes-admin-salmy-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}

B2 : EACVS H—EXZA TOBRE

COBlF. BXRXKCVS H—ERRXAT2ERATEINVIIVREREZETRLTVWET, COY—EXEZA1 TIF
AR7—20—-R@EIFTHD. NTx—IVIAMMELL. V-V ORI AKDEL<HD T,

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"storageClass": "software",
"apiRegion": "us-east4d",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private_key": Vooooes BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX50)Y9Im\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz12zZE4jK3b1l/gp8B4Kws8zX50)Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/ap8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3bl/qp8B4Kw



s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4]JK3bl/qp8B4Kws8zX507Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGzZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3bl/qp8B4
Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/qp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4]

K3bl/gp8B4Kws8zX50)YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY---—- \n",
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}

B3 B—DH—EXLARNILDOHTE

CDHFllE. Google Cloud us-west2 ') —< 3 Y ADFARTOD Astra Trident TIER N SN/T=X FL—JICEILE
ZHXBRAITAINYIIVRIT74ILETRLTVWET, COHIE. OFERAREHRLTVWET proxyURL /\ W
VIV RERT 71 LR,

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",

"private key id": "1234567890123456789012345678901234567890",
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"private key": "--—--- BEGIN PRIVATE KEY-—----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507Y9m\nznHcz 2
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3b1l/gqp8B4Kws8zX507YOm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/ap8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4JK3bl/qp8B4Kw
s8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4]JK3bl/qp8B4Kws8zX507)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNCchRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9m\nznHczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX503YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/gqp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/qgp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3bl/gp8B4Kws8zX50)Y9Im\nXsYgogyxy4zq701lwWgLwGa==\n--—-- END PRIVATE
KEY----- Yl
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id"™: "123456789012345678901",

"auth uri": "https://accounts.google.com/o/oauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/oauth2/vl/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com"

by

"proxyURL": "http://proxy-server-hostname/",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "10T4i",
"serviceLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "5",
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"size"™: "5Ti"
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Bl REINL—JT—ILDERK

CDFE. REIA L ==L EBICRESNINY I IV RERT 7ML ZRLTVWET
StorageClasses TNIEENSZTBESRYT %,

MFICRITNYIIVRERT 7AIILDOHTIE. TRTDA L= F—ILICRH L THEEDT 7 4/ D
INTVET, CNICED. DERESTNZE T snapshotReserve 5%E LUV TH B exportRule Z0.0.0.
ICERELE T, REBAML—UF—)LIE. TEREINZE Y storage €I 3 >, COFITIE. B4ADR

=0 —]

B RE
0/0
~L

—IOT—IILHHBICERESNTUVET ‘serviceLevel 20 ) v o938, —EOT—ILTT 7 #J)L MEN LE

IEINFEJ,
{

"version": 1,

"storageDriverName": "gcp-cvs",

"projectNumber": "012345678901",

"apiRegion": "us-west2",

"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private_key": Wosoms BEGIN PRIVATE KEY-—----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHcz
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHis

Z
I

sAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX50)Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZN

chRAGz1zZE437K3b1l/qp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1
ZE47K3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b

z
1

/ap8B4Kws8zX507Y9m\nznHczZsrrtHisTIsAbOguSaPIKeyAZNChRAGz1zZE4JK3bl /qp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y

9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznH
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtH

©

i

sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKeyA

ZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAG
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/gqp8B

z
3
4

Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn

HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/qp8B4Kws8zX507Y9m\nznHeczZsrr

t

HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA

Gz1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4
K3bl/gp8B4Kws8zX50)YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
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"client email": "cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/oauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

bo

"nfsMountOptions": "vers=3,proto=tcp,timeo=600",

"defaults": {

"snapshotReserve": "5",
"exportRule": "0.0.0.0/0"
by
"labels": {

"Cloud" . "ng"
by

"region": "us-west2",
"storage": [
{
"labels": {
"performance": "extreme",
"protection": "extra"
by
"serviceLevel": "extreme",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10",
"exportRule": "10.0.0.0/24"
}
by
{
"labels": {
"performance": "extreme",
"protection": "standard"
b
"serviceLevel": "extreme"
by
{
"labels": {
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"performance": "premium",

"protection": "extra"
by
"serviceLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10"
}
by
{
"labels": {
"performance": "premium",
"protection": "standard"
by
"servicelLevel": "premium"
by
{
"labels": {
"performance": "standard"
by
"serviceLevel": "standard"

JRD StorageClass E&Fid. EERDA L= F—ILEBBL TSIV, ZFEALET
parameters.selector 74 —JLRTIE. R a—LDEKRAMIMERAINZRET—ILZIANL—DIFR
CUIEBETEEFT, RAUa—LlliE BRULET-ILTERINLERDEHD X,

RIDA KL —TU 5 X (cvs-extreme-extra-protection) ZRADIKREIA L —JF—ILICTvEY
JLET. ATy T2 a3y bFHN10% OFEBICEVWNT +—I U REZRBETIH—DT—ILTY, =ED
AL =295 X (cvs-extra-protection) XFwFS a3y bFHM0%DA ML —JF—ILZzHUH L
9, Trident B EDRBRAML—ITF—ILEBIRTZD%ZREL. Snapshot JH—TDEHEZREEICTHE
TCL/ij_o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"

allowVolumeExpansion: true
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-—-premium
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs—-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"

allowVolumeExpansion: true
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RDFE
NV IITYVREBHR T 7AILEER L5, OO RERTLET,

tridentctl create backend -f <backend-file>

Ny TV ROERICKBLIESZSIF. Ny I IV FOREICANEENHD £, ROAXV FZ2ERITT S
& OJ2RRLTRERZRETE XY,

tridentctl logs
BHR7 7L CTRIBEEZBEL TEBIEL-S. create ANV REBERTTETE I,

NetApp HCI F7-1% SolidFire N\ I IV REHRELET

v b7y THRMET S Trident 1 X b—JLT Element Ny I TV REER L TEAT 2 HE%Z CHERLTE
T
WMERHD
*Element V7 F I 7%EETT B UR—MHROAML—O T Lo
* NetApp HCI/ SolidFire 7 5 R R BBEXZIIAR) a—LZEBEBTES TV FA—HFDILT>I vl
* TARTD Kubernetes 7—H—/ — RICEYZ iISCSIYV—ILEZA VA N=)LTIRERHD £T, 28R
LTLIEEW" D —h—/ — RO%EEER"
MoTHINSTL

o solidfire-san A ML= RSANIE. R a—LE—FR (fletblock) OmAZHR—KLTWVWET,
#201) w2 LET Filesystem volumeMode. Astra Tridenth'7ZR) a2 —L%Z1ER L. 7 7 1L X T L% 1ERR
T71IWN AT LDARA 7% StorageClass TIEETNE T,

(N2 A pAul =Pl A)a—LE—R HR—rEINTWE HR—LZNZT77
VIOt XE—NR AL XT LA
solidfire-san iSCSI JOwvy RWO. ROX. T7AILS AT LD
RWX HOFHA raw 7
Ay 7 NART
ER
solidfire-san iSCSI JOwvy RWO . ROX. T7AILS AT LD
RWX HOFHFA raw 7
Oy 77 NART
ER
solidfire-san iISCSI T7A4IWN AT LA RWO . ROX xfs. ext3. ext4
solidfire-san iSCSI T7AIWN AT A RWO . ROX xfs. ext3. ext4
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Astra Trident (3538{fb S N7= CSI 7OEY 3= > JBYUE Y L THEET 2385, CHAP ZfEAL

@ £9, CSIDTT7AIETHS CHAP ZFEAHL TLWBIHEIE. CNULDOERFIINEHD £
Ao ZBETRBIICERET D E#HE L £9 UseCHAP CSIUNDTrident CCHAPX FRH Y 54 7
v, TN ZBBLTLKETVW'CES5EZTEBLZE L,

R 2a—LT7VERTIN—=TId RDIECSI 7L —LT—2UTHS Astra Trident TDH YR
(D —rEhTuEd. CSIE—FTBIFT 345 ICRESNTLSHBA. Astra Trident i CHAP
EEALET.

EBEB5THARVIEE AccessGroups £721d UseCHAP AR EIN. XKOWVWITNHDIL—ILHERHINE T,

* FIAIFDBEEIE trident 7RI —TFHEHEIN. 72X TIN—FHMERINE T,
* VURRATI—THEEINT . Kubernetes /N—23 >N 1.7 UBEDIFEEIZ. CHAP BMEARINF T,

INY O ITYREBRA T3>

NYTIVRBEA TSI vIIOVWTEE. RORZESRL T LT,

INTX—H Bz T7#ILbE
version wIC 1
storageDriverName A ML= RSANDEE] ®1C T solidfire-san-
backendName ARABZLBFEIEZA ML= Ny rscsl_j1 + ZkL—< (iscsl
JIVR ) IP 77 KL X SolidFire
Endpoint THEDOLTUIvILZER
9 3 SolidFire 7 2 XX ®D MVIP
SVIP Z2kL— (iSCSI) DIP7RL
R ER— bk
labels R a—LICERY3EED M
JSON FEx D SARILDE v ko,
TenantName ERITZITFH>ra (BOoHh56H
WSS IC1ERK)
InitiatorIFace iSCSI S 74 vIEREDERAN TT7AIL K
AR—T A RCHRBRLET
UseCHAP CHAP Z{ER L TIiSCSI %#58fEL 1ELWTY
9
AccessGroups FRTZT7VERJIL—FIDD)  Ttrident] EWSERIDTIER
ey TJIL—70OID =& ERLXT,
Types QoS Dft#k
limitVolumeSize BREINFAR) a—LYA DT “ (T7AIIEFTIEBASNEEA

DEZBZTWRES. FOEY )
A=z EKMLEY
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NTA—=H B T Ak

debugTraceFlags ESTINSa—Ta JBICER  null
237N\ IT TS5, fl: {"API"
. false . "method" @ true}

@ FERLABRWVWTLZE WV debugTraceFlags b7 a—F70 >J&2FTLTVWT, a0
IR THRERIGEZERTET,

Astra Trident |&. R a2 —L%EZERTRE. ANL—ST=ILEDIRTOIRNILEZ, FOE
S VIBICNYF VI A ML= LUNICOE—LET, R NL—UBEBHEIZ. R L=

C) T=ILTEICGRNILEZEERZE L. ARL—ST—ILRICER SN SR TORY) a— L% T IL—
TMETEET, CHUSEKD. NYIIVRBRTREINDI AR ZIA XL —ED TN
ICEDWTARY) a—LEBE{EICKATEET,

B DNy I I R solidfire-san 3FEDRY) a—LZ®EAT-RZ1/\

ROFE. CHAPEREE%#FERTA/NVIIVR T 71l L. FED QoS Rift=@EAL 3 D2DAR 2 —LA&
ATDETIVIZRLTVWET, EDHEIE. ZFEBALTEA ML -5 X2 FEHETRESICEERELET
IOPS A AL =05 ZADINT AX—4H,

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"labels": {"k8scluster": "devl", "backend": "devl-element-cluster"},
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 10000} }]
}

B2:DODNYIIVRERAMNL—U OS5 RADEEE solidfire-san REX ML= —
JILBD RSN

COfIE. REAML ==L TRESNIENYIIVRERTI7IILE. ENSEZBEBTS
StorageClasses Z7 " L TLVE T,

LFICRISNYIIVREZRT 7IILDHTIE. TRTDRA ML= F— LI L THEHEDT 7 2L RHRE
INTVET, CNICED. DERESNET type VILN— REX ML=V F—=)LIE. TEESINET
storage T3>, COHITIE. —EBDRA ML= 7=l THEDRA THRESNTED. —EDTS—
LTI ERTRELIET 74 MEREEZEINE T,
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}1},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 100001}}7,

"type": "Silver",
"labels":{"store":"solidfire", "k8scluster": "dev-l-cluster"},
"region": "us-east-1",
"storage": [
{
"labels":{"performance":"gold", "cost":"4"},
"zone" :"us-east-1a",

A type" . "Gold"

"labels":{"performance":"silver", "cost":"3"},
"zone" :"us-east-1b",

"type":"Silver"

"labels":{"performance":"bronze", "cost":"2"},
"zone" :"us-east-1c",

"type":"Bronze"

"labels":{"performance":"silver", "cost":"1"},

"zone" :"us-east-14d"

JR®D StorageClass E&ld. ERDREI ML= TF—ILE#BRBLTLIETV, 2FEHTS
parameters.selector FA ML =TT FRF R a—LDRAMIERTEZRET—ILZFVUHL F
To R a—Lilld. BIRLIEERBET-ILATERSINLERZLHD F7,
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24

RIDA L —U 5 X (solidfire-gold-four) ZTERT I . RDFEI ML - T—)LICTVE
VIEINET, d-ILRONT =TV RZRMBT 2HE—D T —)L volume Type QoS £D. REDI L
—J U5 R (solidfire-silver) Siver/NT7 #—I YV AERBTEZANL—IJF—ILZIRTHEHELE

Yo Trident B, EDREBRA ML —IT—ILZERTZHZHMIL. AL —CEfZREISHLTLSICL
9,



apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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HMICOWTIE. b6 BTV
"R a—LT7IOERTIL—"

/Ny T2 KIC ONTAP E7ci& Cloud Volumes ONTAP SAN
RSANZERELET

ONTAP & & U Cloud Volumes ONTAP SAN RS /\%&fER L7 ONTAP Nwv I I > RDFEICDWTERAL
9,

o A"

*RE LA

O —H ¥R

Tridentld. @BEIZZFEAL T. ONTAP BIEE F/-IISVMBIEED Y E5hE LTERITINZIMNERHD X
admin 7 5 XX 1—HF7=13TT vsadmin SVMI—H, F7/=iZEILCO—)LZEDORDLeID1—

15 Amazon FSX for NetApp ONTAP E3ZECld. Astra Tridentid. 75X 2% FEHL T. ONTAP BIEE X /-
IFISVMBIEEDEBE SN LTEITINZDHOEBEEL TWVWET fsxadmin I—H 7213 TY vsadmin
SVMa—H, FLIEELO—-ILZHFIHOEBDI—, o fsxadmin CDI—H(E. VS AXEEREEIL—
HZRENICEZTHRIZHDTY,

ZHEAT BHE limitAggregateUsage 7 7 A X EIBEERNUNE TS, Amazon FSX for

() NetApp ONTAP %ZAstra TridentZ E BHICER L TWE5HEIF. ZERLTLIZETV
limitAggregateUsage /N T X—RIITIIHEEL FHA vsadmin BEL UV fsxadmin 1—H
THIUE CONTA—BR%ZIBET % ERTELIBIFEHML £,

ONTAP A Tl&. Trident RS A N\HDNERATET L DFIRNABREZERT B CHTETEIH, HELEE
Ao Trident D) 1) — X Tld. ZLDBE. BEIANZ API BENTREICHRDT=0H. 7vTI L —RHE#
L. I5—BEIDOPTLLAEDET,

(i

ONTAP SAN RSA NZFEHRALTONTAP NI LY RERET B -DDERAEICDOVTEHHBEL X

Fo ONTAP N O TV RIANRTICN LT, Astra Trident B SVM ICD K EH 12D 7T V5 —b%EDY
TTHELRELRBD £,

BEORSANEZRITL. 1 DFRIFEBORSANEBRIBZA N —CITSREERTACHTEE
Fo TR ZRETET XY san-dev AT ST TR ontap-san RTM/N\NHBKLUPAsan-default &
fEF 9 %7 5 X ontap-san-economy 125

FANTDKubernetes7—H—/ — RICEYIARISCSIY —ILEZA VA —=ILLTHELLHBELRHD T, #2BL
TLIETVW'"CESHZ BTV 55 -

e
Astra Trident (Cl&. ONTAP N\w O IV R%ZEEETS 2 DDE—RHLHD XY,

* credential based : RELMERZIEFED ONTAP 2—HDI—HRKQE/NRXT— K, &Y. FRERINt
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Falr«OJ71>0- ) Z2ERATE 2R L XY adnin £7cld vsadmin ONTAP D/NXN—2 3 >
EDE#HMZRERRICED B,

* SFBHEANR—X : Astra Trident I&. NI IV RICA VA =)LENT-ZEREE%FEAL T ONTAP 7 5 X4
CBIETACHTEEY, COBAE. NV IIYVRERICIE. Base64 TTYIA—REIN=0Z14T7 YV
NEEBAZE., —. BLVEEINT CASIREZE (3E) H'EFXFNTVBIHRELHD £,

BEONYIIVRZEHRLT. JLT YO vIINR—ADARCARAER-ADAREZYIDBEZ BN TE
9, el —EBICHYR— bENBFEAREIIIDREIITTY . BIDOBEARICTIDBEZBICIE. Ny ITY
FEREDSBIFEDANZHIRT 2HENDHD T,

@ ILTFUIVIICHBREOmMAESELLS TR E. Ny I Iy ROERDEEL. BT
7AILCERORAEAENIEETNTVWBREVWS IS —RRRINET,

ILFYo v IN—ORBAEBMLET

Trident A ONTAP NI TV REEETBICIE. SYM EZWNRE LEEBEEX IV TR E2EWNRE LI-ER
BDULTUVVILDMETY, BEDREDEFIEEINO—IIZEAITI e =#HRELET adnin £
721d vsadmine CHUCE D, SED 1) —XD ONTAP £ OFBEENSHED ) 1) — XD Astra Trident TfEF
INZHEBEAPI DA EINBAIEEEDRHD £, HRXZLDEF )T 40T« >O—ILIX Astra Trident T
ER L CTERTEE I, HEINEE A

NYTITYREEDONIRDELSICIHED T,

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

NYITIVRERIF. LTI ¥9 DT L—2TF AN TRESNDIE—DBFATHD ZCISEFELTL S
TV, NWIIYVRMMERIND E. I—HRE/INAT— KD Base64 TLT>I— RIN. Kubernetes > —
JLy b LTHRIACNE T, LTV vIILORBIRELRDIEZ. Ny IIY ROERECEHIEITTY,
DAIB|ZEIEEHAT. Kubernetes/ X b L —CBBENETLETD,
SEFAENR—ZX DR ZEMICLET
R FLIIBFEONY T RIZERAZERZERAL TONTAP NI IV REBETEET, NVvIIYVRERE
ICIE 3 DDINTA—=EHDRETT,

* clientCertificate : Base64 TIT> 11— R3EN=o 541 7> MNEBBEZED(E,

* clientPrivateKey : Base64 TI > d— R&Nfc. BEMIT SNI-MERDE,

* trustedCACertifate: S8 117- CASEFAZE (D Base64 T > 11— R, (SEI N CAZFEARA T 3HES L.
CDONTA—RAEIBETIUNELNDD £, EEINE CANMMEARAINTLAVESIZERLTHEVE
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Ao
— MR T -7 T O—IFROFIETEREINE T,

Fig
1. 9547 NEBBE X —% &L £9, £RMEFIC. ONTAP 21— L TEREEY B & 51 Common
Name (CN ; #iB%) #%ELFT,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. EfEINT- CAGIEAEZE% ONTAP VSR ZICEBMLE T, CONEBIF. RML—UBEENRI TICITOT
WBBEEMERH D F T, ERETETD CANMERINTULWEWESIFERLET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP VS RRICUVSA TV NEBAE X —% 14>V R —IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4 ONTAP X a7 Q74 >O—ILTHR— TN TWVWB I L EMERT D cert sR5EA T

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. £ ENI-FERE % FEA L TEREE%E T X FONTAP BIE LIF > & <vserver name> |3, BIELIFDIP 7 K
LZAELV SVM BICBEEIHEZ TLIET L,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver—-name>"><vserver-get></vserver—-get></netapp>"'
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6. Base64 TIEFAE. ¥—. HLMEMI NI CASFHEETLI— RT3,

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

I BIOFIETHEEZERAL TNV I IV RZEERLE T,

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",

"storagePrefix": "myPrefix

}

tridentctl create backend -f cert-backend.json -n trident

fmmmmm e fommmmmmsenaea e fm e e e e e e s e
T fremememm=s 1

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e fremsmeesesn====== fessmesee s s s s o s s s s e e
f======== fememe===s 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fems=msm=ma== fomemeeseso====== e e
e fro— e +

AR EEEFHIED JLTIvIIEO—T—23> LT

BEONYIIYRZEHL T MOSREAEZFERLED. L7y )lzO—F7T—>3 > LD TEX
Fo CHUIIEBESDHETHHEELEF T, A—HFRENAT—RZFEATZ/N\VvIIY RISAHEEZFERT S
SOICEFTETEIN. SEBEZFERIZINYIIVREA—HYRENRT—RIZEDVWTEHTEEXI, C
NZz175ICIF. BIEOREEAEZHIFRL T, FTLLEREEAEZEBMNT 3HENHD T, RIZ. BF
7=backend.json 7 7 1 JLICABR N A—ZDEENTDDEFEAL TEITLEX T tridentctl backend
updateo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

NZAT—ROO—7T—2 3> ZRTIIRICIE. A L—UBEEDNRANIC ONTAP TI1—H
ORI~ REBH T EUBENBD ET. CORICNYIIY RT Y TF— MRS ET, I
() ®\Eon-F-oa ERATABIC. BROTRRELI—VICENT 5 LA TIET, £
D%, Ny oI RFEHRSNTHLVTRBMERING &S ICADET, COMHEICH
CHWEIHEIE. ONTAP 25 22 BHIBTE £ 7,

NYIIYRZEHLTH. TTICERINTWVERY a—LADT7 7R EHEINT . FDHBDORY) 21—
LEFICHODEELEFEA. NV IITY ROEFHMINLI-HE. Astra Trident B ONTAP NI TV R @
EL. UBEDRY) 2 —LNBENBTEZ % RLTVETD,

igroup ZIEEL X7

Astra Trident (&, igroup ZERAL T. 7OEC3Z>J 93K )a—L (LUN) ADT77EXZHIEL %
o BEEIFINYIIVRICigroup ZIEET I HELELT. RD 2 DZERTEET,

* Astra Trident Tl&. /N\w oI > R XIC igroup Z BEIRICIER. BETE X9, KR igroupName 13/
wOIIYRDERICEENTUVARLSD. Astra Tridenth* & WS &BTDigroupZ {ERL L £ trident-
<backend-UUID>BEL F T CNICKD. FENYVI IV RIZERAD igroup HEID H TSN,
Kubernetes / — K D IQN @ BEREMHIBRMMIBEEI N E T,
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* oo BRIICER SN igroup BNV I IV ROERTIRETE X T, CiE. ZFEALTEITTIET
igroupName /N\T X—R%ZREL £, Astra Trident H'. Kubernetes / — R ® IQN %z BEZD igroup |
EBIMFIFHFRLET,

%ﬁt/\\‘y 71\/ F@i%é igroupName E%énf L\% igroupName %@% [_/_C"EIUB%—C“:_E ij’
tridentctl backend update Astra TridentTigroupz BENMLIE Y TICT7—o O— RICEKREINTWVWSARY
A—LANDTIEADFRENZ ZIEHD £ A. SEIEMINS igroup Astra Trident Z {3 L TiEkix
MEBLEY,

Astra Trident D—ED1 Y XXV AT Il igroup ZEHEBICT A Z#HEL X T, .
Kubernetes Bl & A ML —UBIBEICE > THER T, CSITrident l&. 75 X&2/—FRK
IQN O igroup ANDEM HIkR%Z B8 L. BIEZ ABICEZI1L L £9, Kubernetes IRiE (B
KU Astra Trident ¥ > X k=)L) 2K TEIL SVM 2EAT 3156, EAD igroup ZERT 3

@ _ Y T. %3 Kubernetes 7 7 AR T BEEN. BID Kubernetes 7 7 A X IZBHETIT 5N
Toigroup ICREE LB WKL DICTEFET, /. Kubernetes 7 7 AZADE ./ — RIT—ED
IQN Z5XE TR HEETY, AIRD K ST, Astra Trident (& IQN DEI0 & BIkR%E BENRIIC
MIBLET, "X METIQN Z2BFEHETZ . R TR TEBSINTLUNICT IR
TEAEVWELS R, BELL BV FUADKETIAREELRHD £,

Astra Trident h* CSI Provisioner & L THRE ST 2 K SICERESNTULBIEE. Kubernetes / — K IQN (B E)
BYIC igroup IZBHN / HIRRSINE T, / — FH'KubernetesZ S XX IEBMINB . trident-csi
DemonSetiC& > TRy RABEINE T (trident-csi-xxxxx) TBIML. R a—LEEHFTET3HL
W/ —REZHFLEFI, /J—FRIQNHBNY I IV RDigroup ICBIMENE T, / — RHERT . BIBRS
1. Kubernetes ' SHIBRINZHED . BROFIET IQN OHIBEHILIBEINE T,

Astra Trident H' CSI Provisioner & L TEITINARWESIE. Kubernetes 75 X ZARADIARTDT—H—/
—RHOB5DISCSIIAN ZFL K SIS, igroup ZFHTEF T IHENHD FF, Kubernetes 7 X ZIZEMN
935/ —F®DIQN % igroup ISENT 2HENRHD £9, BFRIC. Kubernetes 7 5 AZ M GHIBRE NI/ —
F®D IQN % igroup D'SHIBRT 2HERH D £,

X7 E CHAP =R L TIERiZsREL £ 9

Astra Tridentl. XL TNAMBCHAPZFER L TiSCSItwy > 3 V28I CEF £ 9 ontap-san LT
ontap-san-economy RZ4/\e THICIE. ZBWICTIHENHD useCHAP NV I IV REEDT T
32, ICERET DL true. Astra Tridentid. SVMDT 7L bDAZSIT—2tFa1) 71 NS5 RCHAP
ICRREL. NwIIVRT7AIDEDA—HFRES—TL Y FZRELF T, HBEHEDREEICIEINAR CHAP
FEATRICTHELET, ROKREFAEZERL TLIEETL,
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"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",
"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

(D o UuseCHAP N X—AIE, 1EFEITERETETZT—ILEOA S>3 >Td, T 74/ ETIE
false ICERESNTWVWET, true ICERELT=HE T, false ICRET R CIETTETFH Ao

ICH0A T useCHAP=true. chapInitiatorSecret. chapTargetInitiatorSecret.
chapTargetUsername KLU ‘chapUsername 74 —J)LRIENYIITY RERICEDIVENRHD FT,
ERITITBE NYITVRDMERESNTHETO—U Ly b E2ZEETEXY tridentetl updates

EDILEA

HRELFT useCHAP truellfRET D E. A ML —UEEBEIX. A FL—UNY I I RTCHAPEZERET
3 & SiCAstra TridentiCiER L £ 9, CHICIFXRODBDMREENE T,
*SVMTCHAP Ztwv b 7w L ET,

cSVMDT 7 AN MDA ZSIT—REFa ) T4 2414 ThHnone (7 #JLNTERE) *T. RJa—LA
ICEEZDOLUNA R WSS, Astra Tridentld T 7 AL b DEF a2 ) T4 21 T=ICHKREL T T CHAP
CHAPA Z> I =R A= vy bDA—HEELUVI—IL v FOREICEARF T,

° SVM IC LUN A& N TWBEE. Trident & SVM T CHAP #B®hicLxFtHA. UKD, SVM
ICTTICTEET S LUNANDTIEIADFIRINZ Z cidH b £ A

*CHAP A Z> I —R&A =Ty bDA—HZe>—0L Yy bERELET, CNBOAF T avidE. Ny
JIYVREBRTIEETZ2HNENHDET (LEEEEHE) .

CAZVI—RDADENMDE igroupName NI TV RTIRHEINE T, EELARVES. 774/l
FIETY tridento

NV ITITYRHBMERIND & SIS T D HAstra Tridentic & > TYERL T F 9 tridentbackend CRDZ 1T
L. CHAP>—Z2 L v b A—%&%ZKubermnetes>—27 Ly b LTRELE T, TD/NY I RD Astra
Trident ICK > TR TNI=TARTD PVYS YT TN, CHAP ERTERINE T,

JLTFoiyIlEO—FT—>3> L. Ny IIVREEHR

CHAPY LT v ILZE#H T BICIE. TCHAPNS X —2%E#H L £9 backend.json 771, CHAPY
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— Ly bEBH L. ZERITIVELNDHD £9 tridentctl update BEZRMITZ/-HDITUR

T

O

cat

NYIIYRDCHAPY—U Ly F2BH T 355815, 2ERITI3HELRHDET
tridentctl Nw I IV REZEH L FT, Astra Trident TIZZEEZIETT R L=, CLI/
ONTAPUI DS R ML= 0 SREADI LTI vwILEBHRLAEWVWTL T L,

backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "i1iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

o o Rt ettt it
o F——— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o e et ettt
- - +

| ontap san chap | ontap-san | aad58f3b-ad2d-4378-8a33-1a4d472ffbebbc
online | T

Fom e Fomm -
o t———————— +

BEFEOERIIFELZZITEEFA. SYM O Astra Trident TV LTIV ILABEHRINTH. 51T 7T+«
TT9, FILWERTIIEFHISNILTYOVILAMERIN. BEOEGIISISHEES 79T 7 T9, &L
PVS #Hlf L THIER T I . BFicnl-IL T vILAMERINE T,

BREA T eH

ONTAP SAN RS N\%Z{ER L T Astra Trident T > X b— L TER T3 HEE2 CHERLIETV, OIS
A>Tl NIV REBROBIE. NvIIVREINL—SUSRIINYEY T DR EEFHLLC

9,

FEAL
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Ny I TYRERA T2 ar

NYTITYVRBEZA T2 avIloVWTIE. ROKXREZSBL T TV,

INT X=X
version

storageDriverName

backendName

managementLIF

datalLlIF

useCHAP

chapInitiatorSecret

labels

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey
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ZARL—=Y RSANDEH]

AAZLBERIEZASL—=INY
IR

75 A2 EEBLIFE - IESVME
EBLIFDIP7RLR :—LL X
7XMetroCluster X 1w F A —/\—
HRIT BICIF. SYMEBEELIFEIS
ETAINERHD 9, ZDHEEE
|tech preview T 9,

JOR3LLIFDOIP 7RL

2o IPV6 ICIEZAD > ZEFERLE
o RERICEH IS CIITE
FtHA

CHAP %R L T ONTAP SAN K
SA/NB®D iSCS| %R 5 [ 7
-7

CHAP 1 Z>IT—&2>—20JLw
bo DBEIIWNETT
useCHAP=true

R a—LICEBRTZEED
JSON FEx D SRILDE v k
CHAP 2=y b Z2 T —R Y
—JL vk, ODGEIINETY
useCHAP=true

ANTY RA—H4E, OBSIE
AT Y useCHAP=true
X—y fA—HH, DFEIEH
JBTCY useCHAP=true
2547 > MEEAE D Base64 T
> O— RfE, SEFRAER—XDERE
ICERENET

547> NHEHED Base64 T
v — KRB, SEFAER—XDERE
ICERENET

FI7#ILE
=l bl

I ONTAP-NAS J . [ ONTAP-
NAS-TJ./=— ] . [ ONTAP-
NAS-flexgroup 1 « [ ONTAP-SAN

1~ TONTAP-SAN-TO./ =— |
RZANG+" "+ T7—&LIF

r10.00.11 . T
[2001:1234:abcd::fefe] |

BICIEEENBRLHAE D, SVM AR
SLET

(AIAY-¢



NTA—=H

trustedCACertificate

username

password

svm

igroupName

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

useREST

GG

SN - CAEIBBZ® Baseb4 T

11— I‘{Eo T}EO ;IEEE%/\\_Z
OFREECERTINE T

ISR SVM ICERT 32D
d— -'j-\%o 7[/7—'//‘\"11/\“—2
DFFECFERAINET

OS5RK | SVYM ICEFRT B0
AZU Ko LTIy ILR—
DEREEICFERINE T

£ 9 % Storage Virtual Machine

SAN 7R 2 — L TfERF 3 igroup
DA

SVM THLWARY a2—L%Z7OE
DIV RRICERTZ L
T4y AZEBELET., HER
ICEHTBCIETEXHEA

FERRNCDEIEZBZ TS5
&k, 7O azZ>onkHmL
F*9, *Amazon FSX for ONTAP *
ICIFBRAINEEA

EXREINTARY 2a— LY AN
DiEZBZ TWBIHEa. 7OEY
AZVITNRBLEY,

FlexVol #7-D &K LUN ¥, B
7R EHEIE 50. 200 T

ESOIWNa—TFTa Y JRICER
237N\ I TS5, fl: {"API"
. false . "method" . true}

ONTAP RESTAP| RT3 7=
DIT—=DVTIUNTA—=H, *TI=
HILTF L E 2 —*IEMetroCluster T
IEHR—bINTUVEE A,

<code>useREST</code>DEEEIE
* useREST I&. TZZAILNTLE2a— LTHRETINTVWEY, TXMRETIE. ABRE

DT =0 0O— R TI3HESE

ThFEtEA. ICE

FT7AILE
M

M

SVMOIBEICER TN E T
managementLIF ZiI8EL X9
"trident-<backend-UUID> "

Trident

) (T7#IETIRBARATNEEA

"(FT7 AL ETIRERAINIEA
)

100

null

(AIny-¢

RET DY true ' Astra Tridentld. ONTAP

REST APIZFHAL TNYIIVREBRLET. COMEEEFERT BICIEX. ONTAP 9.10
(D LUENNRETY, £, ﬁﬁﬁ?‘éoNTAP O+ >a—JLciEANDT7 ot AENRNETT

“ontap J

VA R Rt N

cluster-admin H—JL,

* useREST I&. MetroCluster TlEHHR—

ONTAP U 5 X2 LIBIET B ICIZ.

FEINTULEE A

CCNEEFIERSNICE > THERLINEXT vsadnin XY

AN TAXA—FZIEETIHENDHDE T, Chd. EFal 7,004
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VELRRBA VA M—ILENTWVWBEERAED I —H% / NXT—FTT,

Fw k7w FONTAP /\w 7 T RiZAmazon FSXZER L TW3HEIE. ZIEELBWVWTLE
@ TU) limitAggregateUsage /N T X—H, fsxadmin KU vsadmin Amazon FSX for

NetApp ONTAP OO —/LICI&. 7J U7 — FOFERRRZEIE L. Astra TridentZ @ L THIFR

FTREDICKERT IV AEBRAZTENTLERE A

@ FERLABEVWTL LTV debugTraceFlags F 7N a—F4 J%ETLTWVWT. A DO
TR THRERIGEZRIET,

#PUwPILZEY ontap-san RTA/NDT T+ )L hTlE. SVMDITARTDT—ZLIF IPHMER T, iSCSI
TILFNZADMERINE T, DT —ZLIFDOIP7RLZAZIBEL XY ontap-san RS /NE. YILFNA%E
EHCL T BBESNLETRLRAREITEFERLE T,

NI IVRZER TR TR, CORITEFELTLLE W datallF KT
@ storagePrefix fFRICEE TR CIETE XA CNEDNTAX—FEEHTBICIE
FLWOWNYIIY REZERT DREDHD £7,

igroupName ONTAP 5 XX TH TICE TN TUWLBigrouplCFRETET X9, IEELARWVES. Trident (&

trident-<backend-UUID> & W\ 5 &FEID igroup Z BEIRIICIER L £ 9. FRIICERER SN igroupName ZIE5E
T35 5E. B Kubernetes 7 5 XX Tigroup ZHEHTACZHRELF T, 7=72L. SYVM ARIBRITHE
INBHETY, CNid. Astra Trident H' IQN DEBNNCHIBRZ BEIMICHIT T 3 7OICKETY,

Ny IR, 1ERRIC igroup ZBH B HTEET,

* igroupName (&, Astra Trident DAERD SVM THERE L UVEEENBFT L L) igroup Z38 T & D ICEFH T
S

* igroupName (BB TEF XY, CDIHAE. Astra Trident |& Trident (C & o T trident-<backend-UUID>
igroup BBEEFNICERS SUOEEINE T,

EE5DGEH. R a—LORET7 7AILCIEE|ISHET I/ ELRTEET, UBOR) 2 —LERTIE. B
N igroup MEATNE T COEFICE 2T NYIIVRIZHBR) a—LADT 72 ADHEE
N3 &lEhb FztAo

ICITZREM N X1 >% (FQDN) ZiEETETF X9 managementLIF A /> 3>

‘managementLIF’ JANTODONTAP RS /\%ZIPv6
FRLACHETDECDHTEZXY, TridentZICWMT A VA F—=JLLTLEEILY " —-use-
ipve" 737, BERICIFEEMNMPBETY "managementLIF AH>ZADIPvT FL X,

IPv67 RL 2ZFEAT35E1E. ZHEEEL T TV nanagementLIF KUV dataLIlF (\

@ vOIYRERICEENTUVBRIHES) I&. [28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555]% ¥ DA
EINRICEREINE T, KA dataLIF DBEINTUVARWIES. Astra Tridenth'SVMH* 5 1Pv6
T—ALIFZERFL XY,

SANR S A /NTCHAPZERTESLSICTBICIE. ZEREL XT useCHAP INTAXA—HDE true NV I L
YROERICEENTWVWET, TDHE. AstraTrident B, Nw I IV RTIEEINS SYVM DOF 7 #)L +383
ELTWAHR CHAP #58FE L THERAL X, 28BLTLKIETVW"'CESEXZ CEL TV ZORHEAICDW
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Tid. Z2BRLTSIETE L,

#201)w2P LZETJ ontap-san-economy RZ1/\. limitVolumeSize A/ a3 aFEHT B L. gtreed
SFULUNBICEE SRR a—LDRAYIIBFHIREINET,

Tridenth' 5. ZFERALTHERLIEIARTOAR) 2—LD TComments) 7« —JLRICFOED
AZVTIRILDERESNE T ontap-san R4 /N EREINIRZAR) 2—L4LICDWVWT,
@ FlexVol @ [Comments] 7« —)L RIZ. BEBFRDA ML= F—=ILIZH B IR TDINILA AL
TNFEFT, ANL=UBEEIL, ANL—=—IF—=IILTCICTRNILEEERZL. A NL—=UT—=)L
RICER SN ITRTDR) 2a—LZ T —FETEXT, CNICED. Ny I IV RIEKT
BTN ZHRAEIA XARER—ED INILICEDVWTARY) a— L% BEICXFTEET,

A a—LD7OESaZVTEONYIIY RERA T3>

NEOF T EFERLT. BROFNEEIa > TR a—LETI7HILNTOED 3 =20 d
BZHEEEETETET, FlICDOVWTIE. UTOREFESEBLTLET L,

INTRAR—5 Bl TI7HFIE

spaceAllocation space-allocation for LUN <> 1ELWTTY
FeiEELFT

spaceReserve AR=RANVHFR=3VF—F Tl

Tnoney () &Fflx T
volume | (v ?¥)

snapshotPolicy fEF 9 % Snapshot "1 > — L

gosPolicy ER LR a—LICEIbYTS T
QoS RU>—=J)I—TF, AL —
CT=NINYITITYRIEIC
QOSPolicy F¥7zl&
adaptiveQosPolicy D WL\ NH %z 1FE
RLEFT

adaptiveQosPolicy TR TT47 QoS K= )L— T[]
T UERLTeAR) 2 —LICEID Y
TEdo ANL=2UTF=LINY D
T RZkiZ QOSPolicy £7:1&
adaptiveQosPolicy @ W\ Nh % &

RLFT
snapshotReserve AFwFTmy b "0" BICFHIN KR snapshotPolicy & T
feh) 2 —LDEE nonel « TNUSNE T TT,
splitOnClone EREFICOO—>%Z 85X T Wi
v hLET
splitOnClone ERRBFICOO—>%FFHAB5 X LWWR
v hLET
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INTX—A& Bz FI7AILE

encryption 1L LR 22— L TNetApp ARV
Volume Encryption (NVE) Z&%
ICLET. 774 MITY
falseo CODA T a>%aFERT
BICIF. VSAXTNVEDSAI &
VRAMEREIN. BMIH->TW
BREHLHD EFT, NAEH /NN v
IV RTEMIE->TWVWESE
&, Astra Tridentc/OE> 3 =>
JEINFZIARTORY 2a—L4
DNAEICEMICARD £9, FFMIC
DVWTIE. ATZBRL TS
LYo "Astra TridentE NVEH &K
UNAEDOMHEEZERAM",

securityStyle FLWARYa—LDEFxa)Ta I UNIX J
%"

tieringPolicy MLy ZEATIMELRYS ONTAP 9.5 £KHHEID SVM-DR &
- WD TRFvTogw b

Trident ' Astra T QoS 7R > —FJIL—TZFEHET 3I2IE. ONTAP 9.8 LIEHNHNETY, HE

@ INHBVWQoS R = —TF=FEBLT. EAVATaFaITy MIERICR) =T IL—
TEBRATRICEHRELET, EE QS RKRUI—JIL—FICLD, TRTOT—270—KD
BERIL—TFy MIR L TERAERINE T,

RIS TIAILEDEREINTVBHZRLET,
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{
"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "trident svm",
"username": "admin",
"password": "password",
"labels": {"k8scluster": "dev2", "backend": "dev2-sanbackend"},
"storagePrefix": "alternate-trident",
"igroupName": "custom",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"qosPolicy": "standard",
"spaceAllocation": "false",
"snapshotPolicy": "default",
"snapshotReserve": "10"

EEALTHERLIEIARTORY) 2—L ontap-san K5 /\Td BAstra Tridenth'. FlexVol
DABAT—=RICHIET BT=HIC. THIC10%DBFE=%XEBMLUN (. I—HH PVC TEKRL
@ BA X FoKEALYrXTFOEY 3= 3INE T, Astra Trident H' FlexVol [Z 10% %
IBfN (ONTAP THAEHBERT A X LTHRR) I—HIZld. BEXRLI-FERATREBTENEID H
THNEd, £, FATRELGIR—IDTILISTERINTULALANED, LUN HFAHEDE
BICHRB3ZrbHhFEEA. Thid. ONTAP & SAN DBEMICIFZLE L = Ao

EEHEITD/NvI LY RDIBEE snapshotReserve Tridentid. KDL SR a— LA X#HAELZF T,

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 1%, Astra Trident @ 10% DEHIEIE T, FlexVol DX X TF—RICHIEL FT., DHEE
snapshotReserve = 5%. PVCEXRK=5GiB. R) 2 —LDEFH 1 XI$5.79GiB. FEAAELY 1 X
|135.5GIBTYo o volume show XRDBFIDLSBERHINRRINE T,

Aggregate State i Available Used%

_pvc_B89f1lcl56_3801_4ded_979d_034d54c39514
online RW 18GB
_pvc_ed2ecbfe_3baa_4afb6_996d_134adbbbB8ebd
online RW 5.79GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 1GB
3 entries were displayed.
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RE. BFEOR) 2 —LICHLTHLVHEZITS ICIE. YA XRELITZERLET,
=/)NRDFZEH

ROBNE IFEAEDNTRA=FZT T FDFFRICTIEANLBREZTRLTVWET, Chid. Ny T
VREERIBIROLBEEBRFETT,

@ 2w 7w ONTAP T Astra Trident Z{ER L TW3IEE. IP 7KL XTIE% < LIF IZ DNS
LEIEETDCEHRELET,

ontap-san SEEAENR—XDRAEZFHEIT IR T4

nlE. NI IV RORNBEDFERERF TTo clientCertificate. clientPrivateKey HE
‘trustedCACertificate (BEEINICAZFERAL TWBRFEIFA T aYy) NICAHINET
backend.json B5&WE. 7740 7> MEAE. WERE. [FEINI-CASEFAE Dbaseb4T > 11— REZ
NeENEELEFY,

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "DefaultSANBackend",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm" :
"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",

"svm iscsi",

"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

"igroupName": "trident",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0cnksIGRl1c2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

ontap-san WHBICHAPZ [BZ 7= RS> /\

chid. NwoIIY RORNNEDREFTY . CDEXFKETIE. DMEXENZET ontap-san NI IR
DIETE useCHAP ZIZHREL 9 trueo
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"version": 1,

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"labels": {"k8scluster": "test-cluster-1", "backend": "testclusterl-

sanbackend"},
"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

ontap-san-economy FZ-1/\

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

REZXSL—DT—= )L Z2ERTZNY I I RDOA

KDODNYIITVRERT7AILNDEITIE. BEDITARTDRAML—=UTF—= LIS LTHEEDT 7 4L FHERE
INTWETY spaceReserve 7B LJ DIFEIE. spacerllocation EMDFRD encryption BITEINF
o REAML—TF—)LIE A ML= 3 TEELET,

COBTIE. —EBDR L= F—ILAMBICERE SN TWE T spaceReserve. spaceAllocation' &
& ‘encryptionBEIEET R . —BDF—ILTIE. LEEEOTFT 7+ MEDX EEZTEINE T,
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1"},

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"w.

"svm "svm iscsi",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store": "san store", "kubernetes-cluster":
"region": "us east 1",
"storage": [

{

"prod-cluster-

"labels":{"protection":"gold", "creditpoints":"40000"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",
"encryption": "true",
"adaptiveQosPolicy": "adaptive-extreme"
}
by
{
"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1b",
"defaults": {
"spaceAllocation”": "false",
"encryption": "true",
"gosPolicy": "premium"
}
by
{
"labels":{"protection":"bronze", "creditpoints":"5000"},

"zone":"us east 1c",
"defaults": {



"spaceAllocation": "true",
"encryption": "false"

DiSCSIDF=RIZR L £9 ontap-san-economy RZ-/\ @

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”: "false",
"encryption": "false"
b
"labels":{"store":"san economy store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"oracledb", "cost":"30"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",

"encryption": "true"

"labels": {"app":"postgresdb", "cost":"20"},

"zone":"us east 1b",

"defaults": {
"spaceAllocation”": "false",
"encryption": "true"
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"labels": {"app":"mysgldb", "cost":"10"},
"zone":"us east 1c",
"defaults": {
"spaceAllocation": "true",
"encryption": "false"

I\ > R% StorageClasses [CY¥vEVI LET

JR®D StorageClass Tt ERDHREI ML =S F—ILEBBLTLIESTV, 2FHTS
parameters.selector FAXA ML=V S RIE, R a—LDKRIAMMERATEZRET—INLZHEUVHELF

+

o MU a—LiliF. BRLIERET—IATERSNLERZDHBD Y,

* DAL —T U TR (protection-gold) ZIEET S L. ADI1FB L 2BHDREA ML - T —
LR v E>YYT ENET ontap-nas-flexgroup NDRIIDRE X kL —F—)L ontap-san /N\v T
IVR I O=ILRLILRILOFEEZRHELTVWEIHE—DT—ILTT,

* 2D B ®DStorageClass (protection-not-gold) & D3IFH. 4FBDOHREI ML - F—ILICIVE
> 3EINZET ontap-nas-flexgroup DNV I IV R E2BHDIBHDRERA ML —F—)L ontap-
san NI IVR  SBUADRELANILZRBTIHE—DT—ILTT,

*HBIDAML—U U TR (app-mysqgldb) 20U wo 38, TAEBEDREBIANL—F—ILICYvEY
J3ENET ontap-nas DNV I IV REIDEHDREBRA ML —T—)L ontap-san-economy /N T
YK imysqldb R4 FOT7 TV =3 BEDA ML= —ILREEZRELTVWSE I—ILIE. 5T
17 TY,

* BADA L —Y U TR (protection-silver-creditpoints-20k) (& DIFBDREIA ML —TF
—JLICR v BT EINET ontap-nas-flexgroup DNV I IV RE2DEBDREINL—UF—)L
ontap-san NV I IYVR I O—=I)LRLARNILOFREZREL TVWSHE—DTF—)LIE. 20000 OFIFERIEER
LTy rARAY T,

* BESDAML—TU TR (creditpoints-5k) ZI w033, T22BOREBINL—TF—)LICR

Tr
+
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wEYT ENET ontap-nas-economy DNV I LY RE3IDEDREA ML —2 77—/l ontap-san /\
w2 IR 15000 RA > ~DFAABERE—DT—ILIFLTOECHED TY,

ident B, COREIA ML —STF— )L ERBIRTZIDZHBL. ANL—CBEHFERRISHELTESICLE

o



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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NI TITYRIZCONTAPNAS RSANEZHRELEFT

ONTAP & &£ U Cloud Volumes ONTAP @ NAS RS+ \%Z{ER L7 ONTAP N\w o T ROFEICDWTERA
LEd,

* A"

CRE A

O —H ¥R

Tridentld. BEIZZFEAL T. ONTAP BIEE F/-IZISVMBIEED Y E5HE LTEITINZMERHD XS
admin 75 AR A—Y %Xl TT vsadmin SVMIA—H. F-idELO—/ILZFDRDLBID 11—

15 Amazon FSX for NetApp ONTAP E3E Cld. Astra Tridentid. 75X 2% FEHL T. ONTAP BIEE X /-
IFISVMBIEEDEBE SN LTEITINBZDDOEEEL TWVWET fsxadmin I—H X713 TY vsadmin
SVMI—H., FEIERILO—IILEZEFEDIHDO&BIDI—Y, o fsxadmin COIA—H(E. IS XAXEEREEIL—
HERENICEZIHRIZHDTY,

ZfEA Y 358 1limitAggregateUsage 7 7 AXBIEEMRNUNETY, Amazon FSX for

() NetApp ONTAP % Astra TridentZ £ HICER L TLWBI5EIF. ZBRLTIZETW
limitAggregateUsage /NI X—RIITIIEREL T A vsadmin KUY fsxadmin I —H
THIUE . CONTA—RZIBET % CRTELIBIFEHML £,

ONTAP N Tl&. Trident RS A N\HDERTET 3L DFIRNBREZERTZCHTITEIH, HELEE
Ao Trident DFF) 1) — X Tld. ZLDEE. EEITANZT API DNEIMTREICR B =D, Fv I L — RHE
L. I5—BEIDPITLLADET,

%

ONTAP NAS RSANZFHLTONTAP NI IV REHRETD-OHDERAEICOWVWTEHRAL X
Fo ONTAP N O TV RIANRTICN LT, AstraTrident B SVM ICD K eH 12D 7T V5 —b%EDY
TTHELRELBD FT,

ONTAP NW I LY RIANRTICN L T, Astra Trident B SVM ICD B EH 1 DDOT7IVF—REEIDHTT
ELRBELRHD XY,

BEORZANZRITL. 1 DERIFEBDORSANZEZBRIBZA N —CIVTAZERTEICHTEE
To TR ZFEATZG0ldV T RZHRETET XY ontap-nas R4 /N ZFEHY SBronzeV 5 X

ontap-nas-economy 12,

FANTDKubernetes7—H—/ — RICEYIENFSY —ILZA VA M—=LLTHELBRERHD FT, 2EBL
TLETWVW'CE5E2 B0V 550 -

B
Astra Trident |CI&. ONTAP Nw O LTV R%5RET D2 DDE—RHAHD ET,

* credential based : NELRIEREIED ONTAP 1—HODI—HRKRE/NXT— R, RE. FRIERIN-t
Fal)7TOJ4>0- ) zERATZc=2#HEL LT adnin 721 vsadmin ONTAP D/N\—2 3> &
DE#BGERARICED B TH,

* SFBAEAR—X : Astra Trident &, NV I IV RICA YA F—JLENI-EBBZ%2EAL T ONTAP V5 X4
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CBEIBILHBTEERI, CDIFE. Ny IIYRFERICIE. Base64 TTYI—RFENIS17
> MEERRE. ¥—. BIUEEINIC CATIRRE (#R) A'EENTLILERHD X,

BEONYIIVRZEH LT JLT VI vIIR—XDOAHKEARAER—ROAFRZTDEZZ N TS
9o Il —EICHR—ENBERELAEIRI DT T, BOSARICYIDEZBICIE. Ny oY
FREDSEFOARNZHIFRT 2HENHD XY,

@ 0I/%“//v}bc‘:;ﬁﬂﬂiwﬁﬁ%*?‘éibcm2:'9“5 Ee NI I ROERD KRB L. 87
7AILCERORAAENEETNTVWBREVWS IS —BRRRINET,

7[/7_//'\")'//\ Z@mbnE%ﬁ%ﬂ‘ubi?

Trident &' ONTAP Nw U TV REBET3ICIE. SYM ENRRE LI-BBE XTIV SRR LI-BIE
BDULTUIVILHAMETY, BEDEREDEFIEEINO—- I ZFERAITIc=ZHRELEXT adnin £
72ld vsadmine S LD, SHEDU 1) —XXD ONTAP £ DEHBHENRSED ) 1) — XD Astra Trident TfEH
TINZHEBEAPI DA EINBAIEEMEDHD £, HRXFLDEF )T 0OT 1 >O—)LIX Astra Trident T
ER L CTERTES £ IH. #HEINEHAS

NYTITYREEDONIRDELSICHED T,

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

NYITIVRERIIE. LTIV IDTL—VTF AN TRESNDIE—DIGFATH S ZCITEFELTLE
TV NYIIVRMMERCND . I—HRE/INXT—RKH Baseb4 TLY I— RN, Kubernetes & —
JLy R LTRMENE T, LTI vILORBIREREDIEZ. NV IITY ROEREEHRLITTT, &
DB I EIEEHA T, Kubernetes/ X L —CBBENRITLET,

FEEREN—X DR BMICLE T

FRFIZEEON Y I Ty RIFSIBAEZ#FERAL TONTAP NIV REBETEET, NVvIITVRESR
ICIZ 3 DDINTA—EHRETT,

* clientCertificate : Base64 TIL > 1— RENio 547> MNEERZDE,

* clientPrivateKey : Base64 TI > d— R &Nfc. BEIT SNI-MERDE,

* trustedCACertifate: S8 117 CASEFAZE (D Base64 T > 11— R, (SEINT- CAZFEARAT 3 HES L.
CDONTA—RAEIBETIUNELNDHD £, EEIN CAHNMERAINTLAVEESIZIERLTHEVE
Ao

— MR T -7 T O—IFRDOFIETEREINE T,
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FIE

1. 9547 NEBBE X —%2 4L £, £MEFIC. ONTAP 21—t L CEREEY B & 5 I Common
Name (CN ; #H@%) ZREL X9,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=vsadmin"

2. (SN T CAGEEIEZ ONTAP /S XZICEBML £ Y, COMEIE. XL —IVEBEN I TICIT-T
WBRIREMD H D T, EETETZ CADMERATN TVLARVSEIZERLE Y,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP IS RAICUSA TV NEFBE e X —% 1>V =IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP ¥ a7 OJ4>O—ILTHR—FINTWVWEZ L ZMHERT B cert FRAEA T

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

5. AT NI-EFAZE % FHA L TR % T X FONTAP &BIE LIF > ¥ <vserver name> (&, BIELIFDIP 7 R
LABLUV SYMBICEZTHRATLETL,, LIFOY—EXR) S —HICKRESNTWVWS Z X HERT 54
EHWH D £9 default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. Base64 TIEAAZE. ¥—. BLPEBEIN CASIBREZ I Y- RT3,
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. BIOF|IETEHE-EEZFERALTNYII REERLE T,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Bt it et e
+————— f—————— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e Rt bt e
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et et et L e PP
- e +

:uquji/f%E%ﬁjéh\ 71/7—_\/:/'\"}'/%D_7___:/3\/L/—C

BEONYIIYRZEHFL T MOSRMEAEZFERLEED. L7y )lzO—F7T—>3 > LD TER
To CNIFEBESDHETHHEELEF T, A—HFRENAT—RZFEATZ/N\VvI IV RIFAAEEZFERT S
LOICEFHTTEITN AAZEZFERIZINY I IV RIEOA—HFRENRT—RIZEDVWTEHRTEEFT, C
NZz175ICIF. BIEOEEAEZHIFRL T FTLLEREREAEZEBMT 3HENHD T, RIZ. BF N
7=backend.json 7 7 1 JLICRABRNTA—ZDEENT-DDZFEAL TEITLEX T tridentctl backend

updateo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

NZAT—ROO—7T—2 3> ZRTIIRICIE. A L—UBEEDNRANIC ONTAP TI1—H
ORI~ REBH T EUBENBD ET. CORICNYIIY RT Y TF— MRS ET, I
() ®\Eon-F-oa ERATABIC. BROTRRELI—VICENT 5 LA TIET, £
D%, Ny oI RFEHRSNTHLVTRBMERING &S ICADET, COMHEICH
CHWEIHEIE. ONTAP 25 22 BHIBTE £ 7,

NYIIYRZEHLTH. TTICERINTWVERY a—LADT7 7R EHEINT . FDHBDORY) 21—
LEFICHODEELEFEA. NV IITY ROEFHMINLI-HE. Astra Trident B ONTAP NI TV R @
EL. UBEDRY) 2 —LNBENBTEZ % RLTVETD,

NFS TV RXRR—FrRUS—%TEBLFT

Astra Trident I&. NFS TV XR—bhRUS—FERALT. 7O 3 =Z>F 23R a—LANDT7 L%
HIEIL £9,

Astra Trident ICld. T RXAR— RS —%FERITIERIRD 2 DDA T3 ohHD £,
* Astra Trident &, TU RR—bRUS—BEEZHMICETIETEET, COE—RTIX. HFBAERIP T

RLXERICIDR7OVIDIR 2R ML —VBEEEDIEEL £ 9, Astra Trident I&. COEHICS
FNB33/—FRIPEIVRR—FRUS—ICEFNISENML F9, F7ld. CIDRs BMEEINTULERLE
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Bld. /—RETBRHEINEZ/O0-NILZAOA—TOAZFv AR IPAI I ZR—RUS—|BINE
nxd,

c ANL—=UBEEIZ. TVRAR—FRU—%ER LD, IL—=ILZFHTEMLEDTEFXT, HEBIC
AMOTYURAR— RS —Z%=IEELHRWVE, AstraTrident T 7 AL DT I RR— RS —%{FA
LEd,

IV ZR—=bR)S—Z2HNICERE

CSI Trident M 20.04 J 1) — X Tld. ONTAP NI IV RDI U AR—bRYS—ZEFHNICEETETET,
CHUICED. ARL—UBEREIE. BRI —ILZFHTEEIT DD TIFHRL. 7—H—/—RD IP TFH
BEINBTRLAZAR—ZAZI/ETETX T, TVAR—FRIO—DOBEEBHIKRBICEZIELEIN. TIXR—F
RI)—%ZZELTH. A ML= F AR T E2FERDREIFAREBICEAD XS, I5IC. ANL—U9 5
RAEANDT IR %, I8BELEHHED IP 2F 2T —H—/—RIEIFICHIET ST, THMAIAEIRCE
#FgbtxtR—FLET,

® T 2K~ bR S —OBEIRIE CS| Trident TOHEATETET . T—H—/ — KH NAT
MEBTNTOWRWI L ZRER TS CHEETT,

ll
2DDREA T a2 ERATEIRENHDE T, Ny ITYVRFERDHZRICILET,

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",

"username": "vsadmin",

"password": "FaKePaSsWoRd",
"autoExportCIDRs": ["192.168.0.0/24"7],

"autoExportPolicy": true

COMEEEFERT 3, EIE. SYMDIL—FJ vy o3>l /J—ROCIDR 7Oy o %

@ AR ITIVRR—KMIL=IL (TTAINEDIVRR—FRI)S—RY) 28CHIIERIN
I ORR—RRIS—DHBEZHRTDIVENBHD XTI, Ry N7y TIHHET S,
Astra Trident EEDARIA N S0 714 AZBICTFo>TLIET L,

CCTiE. EROAEERLTOBERL DS ICBIET BhICOLTHEL £7,

* autoExportPolicy WMCRREINE T trueo HE. Astra Tridenth D TP XAR— bR o —%={ERRT
32Zc%RLET svml SYUMT. ZFERLTIL—ILOBIMEHIRZMNIEL £ autoExportCIDRs 77 K
LX70Owv Y, & zIE. UUID 403b5326-842-40dB-96d0-d83fb3f4daec® /Ny VT R TY
autoExportPolicy ZICEREL T true EWSRBNDI Y RAR— RIS —ZEHL X9 trident-
403b5326-8482-40db-96d0-d83fb3f4daec IEEL 7,

* autoExportCIDRs P RLZXT7AYIDUIAMDHEENET T, CDT 1 —ILRIFEEAET. 774/ K
13 ['0.0.0.0/0" . ":/0" TYo BRINTULARLIEEIE. Astra Trident '\ 7—H—/—FTREINT:
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IRTOZO—NIILCRAOA—FEEINA=ZF v A7 RLRAZEMLEY,

COFITIE. ZERALTWVWET 192.168.0.0/24 P RLAZAR=ZIPEETNTVWET, D7 KL XEH
ICE& N3 Kubernetes / — R ®D IP H'. Astra Trident BMEK T BT Y RR— b RUS—ICEBMTNZ %
mL XY, AstraTridentld. EITEINTWVWE/—RZEERITD L. /—RDIPPRLRAZEFL. TEEIN
=7RLR7AOy I eBELTFT Y Y LET autoExportCIDRs, IPE 71 ILRU>SF 3. Trident
PREHELIEISAT7UVRNIPOIVRR— MRS —=)IL=IL%ZERL. FELE/—RZCIZ1 DDIL—ILH
RESNET,

B TET XY autoExportPolicy BV autoExportCIDRs NV I I Y REERLI=HEDNY I TV R
DFEEFHNICEEINZNY I IV RICFHLL CIDRs ZE8M L&D, BIZD CIDRs ZHIBRLI=D TE £
9o CIDRs ZHIBRS BIF. BIFOEGIIIINBEVWESICEEL TSIV, EMCTEZIEHTEE
9 autoExportPolicy Z/\N\W I IV RIEML. FETERLIEIVRAR—MRUS—IZRLEYT, N
ICIFZRET AINEDHD £9 exportPolicy NV T I REBED/INT X—4,

Astra Tridenth' /N I T REERETISEFH LS. ZFERAL TNV I IV RZHEEETEFEY tridentetl
F7IEW5 T B tridentbackend CRD :

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd

Kubernetes? S5 XX |2/ — R%ZEBAL TAstra Tridentd> FO—SICEER T3 . BEFEONYIIVRODIY
ZAR—=FRUS—DEHINET (ICIEESNTTRLIEHICEENSIHES) autoExportCIDRs /N
IVRDBE) Z0)vILET,

J—R%ZHIBRT D . AstraTrident I3A >S4 >DITRTONYIIVREFTyvI LT, ED/—RD7T

I ZN—ILEZHIBRLET, BEENRONYIIVROIIRAR—FRIS—DE5ZD/—RIP%ZHIRT 3
C ¥ T. AstraTrident . CDIPHISIXEAROFLV/ —RICEX->THBFAINGZLWATD, RERTY
Y hERIELEY,

UHIONYyIITY RDOBEIF. ZFERALTNYIIVRZEHLET tridentctl update backend T
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IE. Astra Tridenth' T X7/R— bR —2BFMICBEELE Y, ChICED. Ny II2 RO UUID OH
CICEWVWSEBIOFHLWI I RR— RS —DMERRSN. NV I IV RICEFEETDHRY a—LlF. FTLLE
LTI RAR— bR —%FEBLT. BUYO>YRLETD,

EBERINLIY ZF— FRUS—%EBLTAY ST REEIRT 3 L. BNICERSh
()  EIoRE—PRUS—PEIRINET, Ny IIY ROBERSNG L, ZONYITYR
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clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

igroupName

storagePrefix

limitAggregateUsage

limitVolumeSize
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debugTraceFlags

nfsMountOptions
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useREST
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<code>useREST</code>DE EEIH
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"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "customBackendName",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},
"svm": "trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",
"nfsMountOptions": "nfsvers=4",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

MDi5E ontap-nas &V ontap-nas-flexgroups TridentHDF7ICFHBEEZFERL T, Flexvol DA
A h'snapshotReserveDE|GEPVCTIELSREINTWVWR L ZHRT AL SICBRD F LT, I—HH
PVC ZEBKFB Y. Astra Trident & FILVLWHEZFERAL T. EDZLDAR—IZHFEDITD
Flexvol ZELET. COFHEICED. I—HIFERINE pvc AOEFTAATRERIR—IZZF
L. BREINIEZAR=—ZAEDHDBVAR—IZHERERTETELT, v21.07 &DBION—U 32T, 21—
H pvc ZEBRTBE ( 56iB AY) . snapshotReserve D' 50% ICREINTWBRES. EFIAAHT
BB AR—XIE 2.5GiB DHAICHEDEFT, ThniE. A—YDHERLIAR) 2 —LLEHRENTHDHTT
*snapshotReserve |CIE. TDENEEIBEL XT, Trident21.07Tld. A—HYHEKRLcHDHEFTIAAHA]
BER AR—XTHD. Astra Tridenth ' &L £9 snapshotReserve KAl a—LALEKICHTZEEE L TR
INET, ICIFBEHINEHA ontap-nas-economyo Z DEBEDMEREAICDUVTIE. XDFIEHEL TL
7230,

FEIEIRODEEDTT,

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50% . PVC &R =5GiB D&, K a—LDEEY 1 XX 2/0.5=10GB THO. fF
FrIgee 1 Xd 5GIB THHD. CNHA PVC BERTERINIcT A XTI, o volume show RDBFDEL S
BRERPRTEINET T,
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Vserver Lui tat Size Available Used%

online Rw 18GB 5.

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

MEIOA Y Z b—ILH 5 DBIFED/NY VT RiF. Astra Trident D7 v 7 L — REHIEHRD K S ICR 1 2
—Lz7OEDaZ>ILET, Py FIL—RENIMERLIER) 2a—LICDOVWTIE. BEEARBREINS LS
IRV 2—LDTAAZEETBIHENDHDET, e zIE BMBHTINTWVWB2GBPVCHRETY
snapshotReserve=50 HUgjld. EFAAAERIAR—INMGBDARY a—LDMERINTWVWE LT &
ZlE. R a—LDYAX%Z IGBICEETDE. 7V T5—2 3 DEZTAAATGERAR—IN 6GIB DR
) 2—LT3GBICED XY,

=/)NRDFZEH

ROBNE NFEAEDNTRA=FZ2T T AN FDFRICTEIEANLBREZTRLTVET, Chid. Ny T
VREERIBIROLBEERFETT,

@ 2w k7w ONTAP T Trident ZEAH L TW3ESIE. IP 7RL XTIZA < LIF O DNS %4
BIEETRICEHELET,

ontap-nas SFAZER—X D= FERT S K1\

. NI TV RDORNBEDHRERF TY o clientCertificate. clientPrivateKey BV
‘trustedCACertificate (EEEINICAZERL TWBRIHRIFA T aY) HICAHTNET
backend.json BXUWIE. 7517 > MEERE. WER. ERINICAIIEAE Dbase64T> 1— FEZ £
NeENBFLET,

"version": 1,

"backendName": "DefaultNASBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
"storagePrefix": "myPrefix "

ontap-nas RZA/NEB#HI YU RK—FRUS—

COBIE. BRI IRR— RS —ZFERALTIVRR— MRS —2BFHNIERELUVEETS LD
IC Astra Trident ICI8 R 92 AEZRLTWVWET, Cld. THREBKICHEBEL £9 ontap-nas—economy &
U ontap-nas-flexgroup FZ4/\,

59



"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1la",
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

ontap-nas-flexgroup FZ1/N\

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",

"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"labels": {"k8scluster": "test-cluster-east-1Db",

ontap-cluster"},

"svm": "svm nfs",
"username": "vsadmin",
"password": "secret",

ontap-nas IPVE6XG K Z 1 /\

"version": 1,

"storageDriverName": "ontap-nas",

"backend": "testl-

"backend": "testl-

"testl-ontap-

"backendName": "nas ipv6 backend",

"managementLIF": "[5c5d:5edf:8f:7657:bef8:1090:1b41:d491]",

"labels": {"k8scluster": "test-cluster-east-1a", "backend":
ipve"},

"svm": "nas ipv6 svm",

"username": "vsadmin",

"password": "netappl23"

}

60



ontap-nas-economy K Z-1/\

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",
"username": "vsadmin",

"password": "secret"

R SL—2TF I 2RI 3Ny I Ty ROF)

RONYIIVRERT 71ILDHITIE. BEDTRTDRA ML= T—=ILICH LTEEDT 7 4L RHERE
INTWET spaceReserve 7L DIGFEIE. spaceAllocation ¥ DFIRD encryption BITEINE
3_0 ﬁi?gz‘\l/_‘\/\\j_}l/‘;\ Zl‘lz—\/“‘t’7°/3\/f“ﬁ%b§3_o

COBTIE. —BBDR L= 7= ILAHBICERE SN TWE S spaceReserve. spaceAllocation' &
KT “encryptionfBZIEET D L. —ZBDT—ILTlE. LEBOT 7 HI MENLEEZTINET,

ontap-nas RZ14 /N

{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",
"username": "admin",
"password": "secret",

"nfsMountOptions": "nfsvers=4",

"defaults": {

"spaceReserve": '"none",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store":"nas store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
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"spaceReserve": "volume",

"encryption": "true",
"unixPermissions": "0755",
"adaptiveQosPolicy": "adaptive-premium"

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"app":"wordpress", "cost":"50"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels": {"app":"mysqgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

ontap-nas-flexgroup FZ1/N\

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
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"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"flexgroup store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [
{
"labels":{"protection":"gold", "creditpoints":"50000"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"protection":"gold", "creditpoints":"30000"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels":{"protection":"bronze", "creditpoints":"10000"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",

"encryption": "false",

"unixPermissions": "0775"



ontap-nas-economy FZ-/\

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance",
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"creditpoints":"6000"},

"labels":{"department":"legal", "creditpoints":"5000"},

"zone":"us east 1b",
"defaults": {

"spaceReserve": '"none",
"encryption": "true",
"unixPermissions": "0755"
}
by
{
"labels":{"department":"engineering", "creditpoints":"3000"},
"zone":"us east 1lc",
"defaults": {
"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"
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"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

I\ T2 R% StorageClasses [CY¥vEYI LET

JR®D StorageClass Tt ERDREI ML =S TF—IILEBBLTLIETV, 2FHTS

parameters.selector FAXA ML=V S RIE. R a—LDKRIAMMERATEZRET—ILZHEUVHELF

Fo RUa—LIZIE BRLLEREBT-ILATERINCERDNHD FT,

* RPIDA ML —T P TR (protection-gold) ZIEET 3. ADIFB L 2BHDREA ML - T —
R YEYT ENET ontap-nas-flexgroup RDORIIDRE R L —F—)L ontap-san NV
IR O-ILRLRILOFREZRBELTVWIE—DT—ILTY,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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"version": 1,

"storageDriverName": "ontap-san",

"backendName": "customBackendName",

"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs5-XXXXXXXXXXXXXKXXXX.fsx.us—
east-2.aws.internal",

"svm": "svmO1l",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",

"clientPrivateKey": "vciwKIyAgZG...0cnksIGRlc2NyaX",

"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",

}
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