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1. Astra Control Center HE2 CHR2ZE2HL|Ct (astra-control-center-[version] .tar.gz)E
MEHBIL|C} "NetApp Support AFO|E™",

2. 0l A Astra Control Center Q15 A 8 7|2 X|HE CHREETILICE "NetApp Support AFO|E",

3. (M A2 OIS B2 AEoto] HS0| NS 2ol

openssl dgst -sha256 -verify AstraControlCenter-public.pub -signature
astra-control-center-[version].tar.gz.sig astra-control-center-
[version].tar.gz

4. ojo|x| %

tar -vxzf astra-control-center-[version].tar.gz
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1ls kubectl-astra/
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cd acc

Astra Control Center O|O0|X| C|ZIE2[0| Y= I{7|X| O|O|X|E ZZ HX|AEEZ|Z FA[ZLICH HHS
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° Bundle_file2 Astra Control HHE I O|EQ & HEL|CHO|: acc.manifest.yaml)E S2gLICE

° my_registryS Docker 2| ZX|E2|9| URLZ HHEL|CE,
° my_registry_userE AEX} 0| S22 HiELICE

° my_registry_token2 2l|X|AEZ|0]| CHDt Q1B E EF O HiEL|CE.

kubectl astra packages push-images -m BUNDLE FILE -r MY REGISTRY
-u MY REGISTRY USER -p MY REGISTRY TOKEN

X[ AEE2[0f 2aQlgtL|Ct,

podman login [your registry path]

AHO| HAIE CHZ <your_registry> CHH|E 2HS0{ CHS AT ZEE ALt



You need to be at the root of the tarball.
You should see these files to confirm correct location:

acc.manifest.yaml

R

acc/

# Replace <YOUR REGISTRY> with your own registry (e.g
registry.customer.com or registry.customer.com/testing, etc..)
export REGISTRY=<YOUR REGISTRY>
export PACKAGENAME=acc
export PACKAGEVERSION=22.08.1-26
export DIRECTORYNAME=acc
for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do

# Load to local cache

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image (s): //")

# Remove path and keep imageName.
astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

# Tag with local image repo.

podman tag ${astralmage} ${REGISTRY}/netapp/astra/${PACKAGENAME }
/${PACKAGEVERSION}/${astralmageNoPath}

# Push to the local repo.

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}
done
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1. Astra Control Center @A E 22| AE 0| et KUBECONFIGS LHEHL|CE
export KUBECONFIG=[file path]

2. QB0 Pt X AER|E AIBSt= ER THES Al o ELICt
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a. E MMBILICt netapp-acc-operator HJAHO|A:

kubectl create ns netapp-acc-operator
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o Hd-
namespace/netapp-acc-operator created

b. of CH$t S E THEL|CH netapp-acc-operator HYAHO|A . Docker HEE It CFS HEHS
Al
=

(D K| EAIKYLICH your registry path O[XO| F=EE=3t O|0X|2| X2 YX|8HOF
LICHOl: [Registry URL]/netapp/astra/astracc/22.08.1-26)5 SEgLICL

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker-username
=[username] --docker-password=[token]

A I HIS.
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secret/astra-registry-cred created
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C. & MMTLICt netapp-acc (= AHEA}L X|H 0| 8) W AT O] AQILICE,

kubectl create ns [netapp-acc or custom namespace]

=
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—
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namespace/netapp-acc created

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
--docker-username=[username] --docker-password=[token]

Ch
=

oo

secret/astra-registry-cred created



a. [[substep_kubecononfig_secret] (A& Ag) MX| = Astra Control Centerdi|A| 22AEHE XSO E
Ze|steis 42 0] HH2S ALEst0] HiIZE Astra Control Center L|RIAH|O|A LHOf| Al kubecononfigE
A 2 HSoHOof BL|CE.

kubectl create secret generic [acc-kubeconfig-cred or custom secret
name] --from-file=<path-to-your-kubeconfig> -n [netapp-acc or custom
namespace]

Astra Control Center G XIS M X|ghL|Ct

1. CIHER|E HATL|C
cd manifests

2. Astra Control Center 2&X} H{ZX YAMLES TR BIL|C}
(astra_control center operator deploy.yaml)E 22/5t0] 2Z 2|X|AEZ| 8l 2T E HEgL|CH

vim astra control center operator deploy.yaml
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a. 21F0| Hst 2X|AER|E A8 B2 2] 7|2 &2 HHELICE imagePullSecrets: [] CFS Eg:

imagePullSecrets:
- name: <astra-registry-cred>

b. HA [your registry path] 2| B2 kube-rbac-proxy O[0|X|E O|A FEA|St BX|AER| HEE
O|0fX| OfF EFA.

C. HA [your registry path] @ B2 acc-operator-controller-manager O|0|X|E Of|A FEA[S
HIX|IAEE| 22 0|0|X| O|F THA|,

d. (Astra Data Store PreviewS A5t MX|St= 2R) oF B El 2T 2X|E &AESHUAIL "AEE[X]
SA T2H|X'Y 3 YAMLO|| CHEE =7 HE Arg,
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apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect
command :
- /manager
env:
- name: ACCOP LOG LEVEL
value: "2"
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
imagePullSecrets: []

3. Astra Control Center 2F XIS M K|EHL|CL.

kubectl apply -f astra control center operator deploy.yaml
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namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created
deployment.apps/acc-operator-controller-manager created

4. Pod7} & FQIX| =HolstL|ct.

kubectl get pods -n netapp-acc-operator

Astra Control CenterS 1A 6.=.“-| C|

astra control center min.yaml 7|2 CRO|H CHEES| AX|of HetetLch 2E AS

@ SAELIC "CR &4 8L FAHA JHA|" D24 9| 2tF 0| SEA| Astra Control CenterS SHIEA|
TEY = ASLICE ALEXL 2HF0f| =7 AL X|Z0| ERot B E AT + AU
astra_control center.yaml CHA| CR®IL|C

vim astra control center min.yaml

@ QIE0| HRSHX| 2 2XAEZ|E MESH= 32 S AHSHOF RLICH secret & LR
imageRegistry JEX| O™ AX|7} MujgiL|Ct

a. ¥ [your registry path] O|F THAOfA O|O|X|E FEA|St 2|X|AEE| ZE2E O|SELICL.

b. £ HATILICI accountName AH0| HZEE 0|20 Ciet EXFEQIL|CE.
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Cc. E HATLICl astraAnddress HE2lRXO0||A Astradl| BM|ASHI| 26 AFEE FQDNO|| CHSH 2 XFE UL CY
AMESHX| DA http:// E= https:// S YEYLICL | A ALESH| 28 O FQRDNE SAFEL|CH
HSOfl

ol
2

d. 2 HABIIC email BAIHS 72 £7| B2K FLZ MHELICL oM ABE O] 0 FAS
= AfBHLCH LEEO.

e. #2 enrolled 2 52| AutoSupport toR OISBILICH false QIE{L SIZ0| G7iLE HEEX| B2 AbO|EQ)
A2 true UAE AO|ES| FS.

f oI5 oIEN Ha|XE ARSI AP O The HS ZIHELICH spec:

externalCertManager: true

g (M= AH) O|ES F7HYLICt firstName 84S YHYLICH 1lastName AIFO| HEE AFEXE| LICE. UI
Lol M O] EHAIE X|F = LSO Y 5= JASLICE

h. (M& AtE) & HABILICH storageClass HX|0f| Rt AL CHE Trident storageClass 2|A A0 CHEt

i. (MEY AbSH) K| = E2{AEE Astra Control Center0ll A A}5O 2 2t2|sl2{= AL 0| 22{AE/0|
kubeconFotit 22 A5 E PHESASLICH 2= 0] YAML IHofl A ZEE F715t04 H|S| 0|ES

c:’:I_‘5.$|;f|-—||:|'astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"
J. Tt B B SILIE ALt

= * 7|El =M ZHAE E2{(ingressType: Generic) *: Astra Control Center2| 7|2 SZtIL|C}. Astra Control
CenterE H{ESH £ URLE AH&5}0] Astra Control CenterE 't EZ3tEE 4 ZHEE2E 760}
SHL|C}
= .

7|2 Astra Control Center AX|= HO|EY|0|E HHBYLICt (service/traefik)E YUHLICH
ClusterIP. 0| 7|2 AX|0|M= E2{EE 0| ZEEZ 2 2tRESH| fI8 F=71H 2= Kubernetes
IngPressController/IngressE A&60F &LICE MFEE AFESt2{H E HXRSHIAR "S5t 2412 2|0t
AA' PSPl

T - 20 -

* * MH|A 2= 93 M(ingressType:AccTraefik) *: IngressControllerS AX|St7{L} &4 2| AA S
MMGHA| o™ & MA™BILIC ingressType & MEHRILICH AccTraefik.

T12{™ Astra Control Center?t 2= EL|Ct traefik Kubernetes Z& WA S MH|AZ A Q|
A0l E¢|0]

Astra Control Center= "loadbalancer" 82| MH|AE MEYL|CE (svc/traefik Astra Control
Center WA O] A0 A]), HMA THSTE Q|8 P FAS Sebeliof SHLICH 2= @2 M7t AF2 XL
tZ0l|lM S 511 OfE 2E WA 7} L HE0] UX| 42 B2 MetallB E= CHE 2[F MH|A 2E
WHME ABSI0] Q2 IP FAE MH| A0 ZEE 2 USLICE LHE DNS MH 7140j|lA{ Astra Control
Center0i| CH3l| ME45H DNS 0| S 2 25t 24t IP A2 X[FsH{of gL|Ct.

() r=o e 9 40 AHIA Sl S XIS LIS S MESHIAIR "2 7 AfE
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apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"
ingressType: "Generic"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"

Astra X[0{ HIE] 5! 2TX} BX|S AZSLIC

1. O] CHAOl|l A OFEl ZHd K| Qb2 B & THELICH netapp-acc (E= AMSXE X[E) HIJAAHO|A:
kubectl create ns [netapp-acc or custom namespace]

AH

—

K
010

namespace/netapp-acc created

2. 0f| Astra Control CenterS M X|BL|C} netapp-acc (E= AFEA X|H) HIJAHO|A:

kubectl apply -f astra control center min.yaml -n [netapp-acc or custom
namespace]

AH

—

M-
010

astracontrolcenter.astra.netapp.io/astra created
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1. BE AAY 74 9471 HBHO

2

I.

e

OpenShiftE At2dl2i= 42 4
NZHOZ MXE|J=X]|

kubectl get pods -n

PODQ| MEl= LICt Running. A|AHR ZEE

43 B0 fAretoCc E

§'>_|-O|'6H_| |:_|-_

=

F=ote o #

2 A EE = ASLICH

[netapp—-acc or custom namespace]

2421 A O]
=2 T

USLICL.



0z
i

0l0
o

NAME

AGE
acc-helm-repo-6b44d68d94-d8m55
13m

activity-78£99ddf8-hltct

10m
api-token-authentication-457nl
9m28s
api-token-authentication-dgwsz
9m28s
api-token-authentication-hmgqc
9m28s

asup-75£d554dc6-mb6gzh

9m38s
authentication-677904c85d-92gds
8mlls
bucketservice-7cc767£8£f8-1qwr8
9m31s
certificates-549fd5d6cb-5kmd6
9m56s
certificates-549fd5d6cb-bkjh9
9m56s
cloud-extension-7bcb7948b-hn8h2
10m

cloud-insights-service-56ccf86647-fgg69

9m4d 6s

composite-compute-677685b9%b-7vgsft

10m

composite-volume-657d6c5585-dng79

9m49s
credentials-755fd867c8-vrlmt
11lm
entitlement-86495cdf5b-nwhh2
10m
features-5684fb8b56-8d6s8
10m

fluent-bit-ds-rhx7v

Tm48s

fluent-bit-ds-rjms4

Tm48s

fluent-bit-ds-zf5ph

Tm48s
graphgl-server-66d895f544-wo6hjd

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

RESTARTS
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3m29s
identity-744df448d5-r1lcmm

10m

influxdb2-0

13m
keycloak-operator-75c965cch4-z7csw
8mlb6s

krakend-798d6df9%6f-9z2sk

3m26s

license-5fb7d75765-f8mjg

9m50s
login-ui-7d5b7df85d-12s7s
3m20s

loki-0

13m
metrics-facade-599b9d7fcc-gtmgl
9m40s
monitoring-operator-67cc74£844-cdplp
8mlls

nats-0

13m

nats-1

13m

nats-2

12m

nautilus-769f5b74cd-k5jxm
9m4d2s
nautilus-769f5b74cd-kd9%gd
8m59s

openapi-84f6ccd8ff-76kvp

9m34s
packages-6£59fc67dc-4g2£f5
9m52s
polaris-consul-consul-server-0
13m
polaris-consul-consul-server-1
13m
polaris-consul-consul-server-2
13m

polaris-keycloak-0

8m7s

polaris-keycloak-1

5m49s

polaris-keycloak-2

5ml5s

polaris-keycloak-db-0

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



8mb6s

polaris-keycloak-db-1

5m49s

polaris-keycloak-db-2

4m57s

polaris-mongodb-0

13m

polaris-mongodb-1

12m

polaris-mongodb-2

12m
polaris-ui-565f56bf7b-zwr8b
3ml9s

polaris-vault-0

13m

polaris-vault-1

13m

polaris-vault-2

13m
public-metrics-6d86d66444-2wbzl
9m30s
storage-backend-metrics-77c5d98dcd-dbhgb
9m44s
storage-provider-78c885f57c-6zcv4
9m36s

telegraf-ds-212m9

Tm48s

telegraf-ds-gfzgh

Tm48s

telegraf-ds-shrms

Tm48s

telegraf-rs-bjpkt

Tm48s
telemetry-service-6684696c64-gzfdf
10m

tenancy-6596b6c54d-vmpsm

10m

traefik-7489dc59f9-6mnst

3ml9s

traefik-7489dc59f9-xrkgg

3méds
trident-svc-6c8dc458f5-jswcl
10m
vault-controller-6b954£f9b76-gz9nm
1lm

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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2. (Me AFS) MI7H SRR Hol6H| 15) 2(S) B 4 UBLICH acc-operator TS BYES ALBHO
7| gtLict,

kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-
operator -c manager -f

accrost BRIAE| S22 OIX|et Xel 5 SfLio|ni, S2AE| Sl Anfstol HEo| LT
() wauth 200 22AH S2 NIt BEAISS 39 22iAH £t 32298 S0 522

CHAL A= o= JELICH'E SEIELCH APIS AFZRLICE

_l_EO o=/=

3. DE Pod7t AaHE|H X[} “-7'-75.9
Control Center0f] 2915t ufj At2%

m° Hu
re
HU
o H
$Q
rr
A
fot
ro
ot
i
iul
o)
=
o>
)]
=
$0
}
i
Iul
H
[
c
o
i
|_
>
@
©

kubectl get AstraControlCenter -n netapp-acc

oo

Ct.
=

NAME UUID VERSION ADDRESS
READY

astra ACC-9aabfdae-4214-4cb7-9976-5d8b4d4c0ce27f 22.08.1-26
10.111.111.111 True

@ UUID 28 SAtetL|Ct 2= Lt acc- UUID 2t Floll SLIC (acc- [uuID] EE, O]
ool M= Acc-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27£)S 22ItL|Ct

e o - .
B35l SAS 9o Al M

—_ —

SHAEQ 2C W M ZH2 MH[A0| CHEt I BNAE 22|5t= Kubernetes 4l ZIEEZE AHY
AUSLICt
Py —1] .

Of ZxtofMi= =4l HEZHE d¥ots G| el 2ERILICH (ingressType:Generic)S SRELIC 0[H2

Astra Control Center?| 7|2 SZQIL|C}. Astra Control CenterE HESH & URLE AFE5t0{ Astra Control
CenterE L ZILE 4 AEEZHE A 46HOF LTt

A AEEZE HYOHK| o™ 2 MHY £ JUESLICH ingressType:AccTraefik). Astra
Control Center= "loadbalancer" 32| AH|A f%i.“—l'if (sve/traefik Astra Control

Center H|QJAHO] AN A), BHA THsEH 2[E IP Tf_% %E*3H0F giL|Ch 2 WA I A XL

@ SHANN S{EE| 1 OFF 2= WA I} LM E| JAX| 42 AR MetalLB EE= CHE QI8 MH|A 2E
WHME ARSI Q8 IP FAE MH|A0 &kt &~ QI&L|CH LY DNS HH'I A0l M Astra
Control Center0i| CHsH MEHSH DNS OIEO ‘:"“f '='*f IP FAE X[HsHof ghL|Ch "2 = MW A" 5!
A MH[A QA0 ot XEMSE 82 S BERSHUAIR "Q 7 AFE,

A= A8t =4 AEER S| R w2} CHELICE
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Qs A
© T QAQULICEH A ZAEZ2]" 0|0] HHZEE|0f QULO{OF BFL|Ct
« £ ZEIgLICt A ZeiA M HEER 0| siESt= ZHEZ2{7} 0|0] 4 =|0{0F BfL|C.
* V1.19 3 v1.22 52| Kubernetes HHE S AtEst0 Q&LICE

Istio &0 CHSH cHA|

1. Istio Ingress& A gtLICt.

(D) ol mttolE vl=r 1y TEOUS ALSSHO] IstioS PAIICID AR ELIC

r

2. 241 A 0| E<lofol| CHal RBt= QB M % il 7| miY S +EStALE MAetL|ct

openssl req -x509 -nodes -days 365 -newkey rsa:2048
-keyout tls.key -out tls.crt

3. ASE OLELICt t1s secret name §8 kubernetes.io/tls OlA TLS 702l 7] & QIZMQ| ZR istio-
system namespace TLS H|Z0| BHE|0] JYSLICT.
HH 0f:
kubectl create secret tls [tls secret name]

--key="tls.key"
--cert="tls.crt" -n istio-system

HIZC| 0|2 1t LX[SHOF 2FLICt spec.tls.secretName Off MBSELICHistio-
ingress.yaml ItQ.

4. M 2| AAE O HHEBLICE netapp-acc vibetal(SE£ 1.22 0]2H9| Kubernetes HEOA AFZE|X| §42) EE=
vl 2[AA RAES AESt=(E= AHEA X[HE 0|F) LY AT O] ALt
=:
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apiVersion: networking.k8s.io/vlbetal
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vlbetal
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
serviceName: traefik
servicePort: 80

Vi M A7|0L0] Z2 CHS MES TR HAIL.

kubectl apply -f istio-Ingress.yaml

= .
=4:



apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

5. Astra Control CenterS LA X Z B EELICH

6. =4 MEHE HYBIHAIL.

kubectl get ingress -n netapp-acc

CF.

=]
o H-d-

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

e
oin

LICHkubernetes.io/t1ls] OlA TLS 7HQ! 7| & QB ML AL netapp-acc Ol EHE

19



CHE (SE= AFEAL X|E 0| B) UIYAHO|AS AFERILICE "TLS H|Z".

- A 2| AAS Of| BHERILICE netapp-acc = AFEAL X|F 0| WR/AHO|A F SILIE AFEEILICE vibetal
(Kubernetes H{T 1.22 0|3}) &E= Of| M= AFBE[X] FELICH vl AFSE[X| gb= AF|OHLE M A7|0FQ] 2|AA
T o-

(B) et vibetal O O|& AFEEIX| §h= A7|0F= CH2 YES MEHAL.

LS —

a.

fjo

apiVersion: extensions/vlbetal
Kind: IngressClass
metadata:
name: ingress-acc
namespace: [netapp-acc or custom namespace]
annotations:
kubernetes.io/ingress.class: [class name for nginx controller]
spec:
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- backend:
serviceName: traefik
servicePort: 80
pathType: ImplementationSpecific

b. of 22 v1i M A7|0of| w2t ChS MES S+#SLIC

20
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apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC addess>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

L

A
1. QIZHE ST OpensShift BHLE0 M AR 4 AL

2. OpenShift ZZ2E MAM$HL|CE,

OpenShift Ingress ZIEEZE 2[%t

0

HIE 7|, Q15N Y CATIYS Tt FLICt.

MY

oc create route edge --service=traefik

--port=web -n [netapp-acc or custom namespace]
--insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

Astra Control Center UI0| 23QIgrL|C}

Astra Control CenterE X[t = 7|2 Z2|X}e| YT E HASI Astra Control Center Ul CHA|E =0 232181 |C,

£

1. H2tRX0|A off At2%t FQDNS 3 YLICt astraaddress Ol Y&LICH
astra control center min.yaml CR Astra Control CenterE &X|3{&L|CH,

2. HIAXIZE EAIEIH XHH] MEE QSN E 2IFL L

21



3. Astra Control Center 21! H|O|X|0f| A 0Of] AtE%t 2t LHYLICE email QA
astra control center min.yaml CR Astra Control CenterE X2 &L|CH2| &tz F0| FLICt (acc-
[UUID])S S&/gfL|ct.

() 2o oss My Yot 152 Sot Belx Aol HULIC

4. Login * & MEHEL|CE.

5. O|A|X| 7} LIEFL}

F.E'.
i
Il
rE
oY
oot
=
o

o
rlo
oM
40
i)
rn
r

t2| AtEXL A FH Ol OF~] MG E|X| 942 E2 NetApp

A5

6. (ME4 Areh) 7|1E2| XMl MBE TLS ABME M7Hst 2 HREL|CH "2IS 7| 2H(CA)lIA METH AFZRE X[HE TLS

o
ASH"

X XS SHZRLICE

off ME|ATE A= BL Error HEi, 235 HARE 5= JASLICE 400 ~ 500 He|2| API SE ZEE AELICE Ol

A
_T'_7§,|'O| I:IEMHz‘:‘l- XAE L |.E|.LH|__||_-_|._

oL o-L=

CHA|
1. Astra Control Center 2gXt 215 ZASIHH LSS QUZSIMAIL.

kubectl logs --follow -n netapp-acc-operator $ (kubectl get pods -n
netapp-acc-operator -o name) -c manager

SO B E S A= RfLICH 2 A"

:allow-uri-read:

POD =t A H|ot Afet Of s

Astra Control Center= POD 29t MM (PSP)2 Sdlf # ¢t H[ehE XY ELICt POD Eot MM S ALESHH
ZHO|HE MY & Y= AFX EE= O ED oD ZIE|O|L{ o] AHBE & = HTHE Mot = JSLICE

RKE22} Z+e X Kubernetes HiZO0f|= 7|2 POD EQF MA0| {2 H|$H&0|H Astra Control Center A X| Al
BN 7} S|t

o4710f] ZotEl HEQ} Of| K| E AFESH0] Astra Control Center/} MM3St= POD E2 M2 S 0|5{{StL1, Astra Control
Center 7|52 HolistX| AOHA Qo HS 7|52 M3k POD EQF MMS e 4 ASLICH

o=
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Astra Control Center0l| A AX|st PSP

Astra Control Center= AX| 0| & 7tX| POD EQt MM S MMBILICE 0] & YR = FRAH0|H L& XA
xto) Zoj| AYAIE|H XHi0| E 5™ B HEIL|C}

ro
Am
Jal

AX| S0l PSP7H MM E|ASLICH

Astra Control CenterS M X|st= SQt Astra Control Center 2EXH= AH2X}E X|™ POD E ¢t @*—.”, At 7HA| 2
RoleBinding HAIE A X|5}0{ Astra Control Center Li| 2 AT 0| A0f| Astra Control Center A|H[AS H{ZS 4~
UNCE gLt

M EH S Ko = L3 22 480 JASLIH.

kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFS VOLUMES

avp-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false *

netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false &

kubectl get role

NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T719:34:587%

kubectl get rolebinding

NAME ROLE
AGE

netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

ol PSP7 MME|A&L|CEH

J
(HH

0l Astra Control Center= 5% POD 29t M# ClusterRole 7HA| 3! RoleBinding 7HA|S 2HSL|Ct.
DZMAE Hro| HUATO|AM SHEL|CE

'19 01>|
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kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-astra-backup false DAC READ SEARCH

RunAsAny RunAsAny RunAsAny RunAsAny false R

kubectl get role

NAME CREATED AT
netapp-astra-backup 2022-07-21T00:00:002

kubectl get rolebinding

NAME ROLE AGE
netapp-astra-backup Role/netapp-astra-backup 62s

S AH 22| S0 MM E PSPYILICE

S AEE 22| wff Astra Control Center= NetApp 2LIEZ HAMXIE 22|d S{AEN AX|BL|Ct O] HAX=
POD 2ot M ClusterRole 7HX| 5! RoleBinding 7HA|E 2tS0{ Astra Control Center QA H|O| A #1H £H
MH[AE H{ZZBIL|CE

M ZH 8! Aol = ChEat 22 §40| AELICE

kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-monitoring-psp-nkmo true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny RunAsAny RunAsAny false ki

kubectl get role

NAME CREATED AT
netapp-monitoring-role-privileged 2022-07-21T00:00:002

kubectl get rolebinding

NAME ROLE

AGE

netapp-monitoring-role-binding-privileged Role/netapp-
monitoring-role-privileged 2mbs
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HYAHO|A ZHHEHA SIS st

efL|ct

| -

UL A M = NetworkPolicy +E8 AHESI0] H|YAHO|A ZH EB{E S H|BHRtL|Ct Astra Control Center
CHE Hd Ao A0

Xt Astra Control Center & VMware vSphere& Astra Plugin2 25 MZ CHE HAAHO| A JAELICEH M2
= MH[AE N2 EME 2 U0{0F BLICE 0] SA12 HM3}s2{™ OIS A E &
CHA|

= SAHSHAIR.
1. Astra Control Center LA 0] A0 Rl= NetworkPolicy 2| AAE

ARSI
kubectl get networkpolicy -n netapp-acc

HO 2 dIetEl ZF NetworkPolicy ZHA| 0l CHol CHS
Shzl JHA|2] O|EQ 2 HigL|Ct,

HE AH85I0] JHHIE ATMIELICE object_name>2

kubectl delete networkpolicy <OBJECT NAME> -n netapp-acc

3. Astra Plugin for VMware vSphere AlH|AJ} Astra Control Center AMH|AN REZ
network-policy Z4H|Z FMSIHH LIS 2|AA TIUS HMISIAA|Q. S <>0| MHE AL}
Hi&L|Ct.

g = AT acc-AVP-
SEol HE=
apiVersion: networking.k8s.io/vl
kind: NetworkPolicy

metadata:

name: acc-avp-network-policy

namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:

podSelector: {}
policyTypes:

Ingress
ingress:

from:

- namespaceSelector:

matchLabels:

kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #
REPLACE THIS WITH THE ASTRA PLUGIN FOR VMWARE VSPHERE NAMESPACE NAME
4. C8 2laA 1}

ol °
22 HE

5t0 Astra Control Center 2&XI7t Astra Control Center A{H| A2} EAIE
acc-operator-network-policy ZHK|E LA eL|Ct 23 <>9| HEE AI2Xt 2HF 9| MEZ HHELCL,

soz=
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-operator-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

2[4 HotS MARLICH

ol
=

7
[

2h30f| A= ResourceQuotas 3! LimitRanges 7HHIE AHSH0] HUAH|O|AL| B[AAT FS{AEOUA AL
DE CPU Y% HZ22|E AMESIX| RSt E THLICL Astra Control Center= £|CH H|$tS MMsHX| o0 2
AAE ZFLEIX| &LICE Astra Control CenterS A X|& QA D O| A0 A H|738H{OF EHL|Ct.

=
s
He
CtS TS AFESo] 2E e I MietS AMstn ®AE +~ ASLICE o] dixoM BB 52 T 2l=0
HEAELC.

m F-E’l

ol

CHA
1. NetApp-acc W AH|O| AN 2|AA SEb SOl

kubectl get quota -n netapp-acc

SH:
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi
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kubectl delete resourcequota pods-high -n netapp-acc

kubectl delete resourcequota pods-low -n netapp-acc

kubectl delete resourcequota pods-medium -n netapp-acc

3. NetApp-acc U AH|0|AQ| St HQ|E TH™ ZLICE

kubectl get limits -n netapp-acc

ock.
[} —

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. O|EEZ H|Tt HRIS AfH|etLCt.

kubectl delete limitrange cpu-limit-range -n netapp-acc

:allow-uri-read:
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