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tar -vxzf astra-control-center-[version].tar.gz


https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

NetApp Astra kubtl 2211912 MX|&L|Ct

NetApp OfAEZ} kubectl HHE E2{1212 AF2SIH Astra Control Center HIZE 5! 21 T2{|0| =2 22 =
Udtxol HAS Al I AlZHS Hofet &~ JSLICH
st A

etApp2 Lt CPU OFZ|EIK 8! 2 X E Z& 119_|9| HiO|H 2| E I1|-'—°* |Ct. O] ZtHE +ASH7| Mol AL
=0l CPU YU 29 #|x|S otof SHL|Ct. Linux Y 9 Mac 2% HMHoM= E 8L = UELICH uname -2 BHE

AHE3H0] O] HEE ALt

A

1. A8 7453 NetApp AstraE LIZSHYAIR kubectl 2/ HHO[LHZ|E BHE1 2F H|H| 2L CPU OF7|ElX{of
Qo 0|2 MO FLC},

1ls kubectl-astra/

1S FA 22 X0 SAFZLICH kubectl FEEIE]. O] 00N & YLICH kubectl FEE|E|= O
LIC} /usr/local/bin E[HER|. CHX| <binary-name> BRSO} O|&:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E Z2& 2| X|AEE|0f Z=7FefLICh

1. 87| AZlol| Zedt HHA| AI-AS 2tEPLich



Docker £ & ZTSHAIL

1. Astra C|2|E2| 2 O|SELICEH

2.

o

1.

2.
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kubectl astra packages push-images -m BUNDLE FILE -r MY REGISTRY
-u MY REGISTRY USER -p MY REGISTRY TOKEN
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podman login [your registry path]
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You need to be at the root of the tarball.
You should see these files to confirm correct location:

acc.manifest.yaml

R

acc/

# Replace <YOUR REGISTRY> with your own registry (e.g
registry.customer.com or registry.customer.com/testing, etc..)
export REGISTRY=<YOUR REGISTRY>
export PACKAGENAME=acc
export PACKAGEVERSION=22.08.1-26
export DIRECTORYNAME=acc
for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do

# Load to local cache

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image (s): //")

# Remove path and keep imageName.
astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

# Tag with local image repo.

podman tag ${astralmage} ${REGISTRY}/netapp/astra/${PACKAGENAME }
/${PACKAGEVERSION}/${astralmageNoPath}

# Push to the local repo.

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}
done
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export KUBECONFIG=[file path]
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a. E MMBILICt netapp-acc-operator HAHO|A:
kubectl create ns netapp-acc-operator
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namespace/netapp-acc-operator created
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SLICHOl: [Registry URL]/netapp/astra/astracc/22.08.1-26)E SEgLICL.

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker-username
=[username] --docker-password=[token]
ME H3:

secret/astra-registry-cred created
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C. & MMTILICt netapp-acc (= AHEAL X|H 0|8) W AT O] AQILICE,

kubectl create ns [netapp-acc or custom namespace]

=
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namespace/netapp-acc created

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
--docker-username=[username] --docker-password=[token]

Ch
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secret/astra-registry-cred created

a. [[substep_kubecononfig_secret] (M& AFE) AX| = Astra Control CenterOf| A 22{AEE XIS E



H S AR50} HYE E Astra Control Center WA 0| A LHO|A kubecononfigE

kubectl create secret generic [acc-kubeconfig-cred or custom secret
name] --from-file=<path-to-your-kubeconfig> -n [netapp-acc or custom
namespace]
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imagePullSecrets:
- name: <astra-registry-cred>
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O|O|X| O EFA
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apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect
command :
- /manager
env:
- name: ACCOP LOG LEVEL
value: "2"
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
imagePullSecrets: []

3. Astra Control Center 2F XIS M K|EHL|CL.

kubectl apply -f astra control center operator deploy.yaml
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namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created
4. Pod7} &% EQIX| glgtL|Ct.

kubectl get pods -n netapp-acc-operator

Astra Control CenterS A SHL|C}

1. Astra Control Center At&X} HO| 2|AA(CR) IHY S MAEUYLICt (astra control center min.yaml)
AlE, AutoSupport, Z|X[AEZ| B 7|E} ERot S THSE{H:

astra control center min.yaml 7|2 CRO|H CHEE9| MX|o| MetgtLICt RE 22

@ £X|BLICEH'CR 28 % ZAE 71K D240| SHA0|| HA| Astra Control CenterS SHIZ |
TEY = JASLICH ALEXF 2HZ0]| =71 AFX X|H0| ettt 22 E AF8Y & JUSLICH
astra control center.yaml CHA| CRRILILCE.

vim astra control center min.yaml

@ QIZ0| HRstX| ¢t HX|AERE AESH= B2 2 MHSHOF YLICt secret & LR
imageRegistry JEX| ¥OH MX|7} MHH°+ |C.

o
rE

4 [your registry path] O[T THA[OfA O|O|X|E FEA|Tt HIX|AEE| ZE2E O|STLICE.

HZELLICH accountName A0 HEE 0| Z0] Cigt EXIS ILICE

o
i

o
i

HELICt astrarddress H2tR A0 A Astrad] UM A3517| 2oH A+ES FQDNO]| Chiet EXHE LTt
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apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"
ingressType: "Generic"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"

>t

Astra H|0f HIE| 3! 2HX K|S A= LT

—_

1. 0| thAlof|l A Ol ZHd5tX| ot2 B E THELICt netapp-acc (5= AFXL X|H) HIJAH[O|A:
kubectl create ns [netapp-acc or custom namespace]

AH

—

M-
olo

namespace/netapp-acc created

2. 0f| Astra Control CenterS & X|BL|C} netapp-acc (5= AFEAL X)) HIYAHO|A:

kubectl apply -f astra control center min.yaml -n [netapp-acc or custom
namespace]

AH

—

MiH
00

astracontrolcenter.astra.netapp.io/astra created



2 AT Aol RAFet OC BEE AIEE += A LICEH

dSHO = HX[E|A=X| AL Tt

-

kubectl get pods -n [netapp-acc or custom namespace]

£g PaoHE ol %2 HE 2 4 YBLC,



0z
i

0l0
o

NAME

AGE
acc-helm-repo-6b44d68d94-d8m55
13m

activity-78£99ddf8-hltct

10m
api-token-authentication-457nl
9m28s
api-token-authentication-dgwsz
9m28s
api-token-authentication-hmgqc
9m28s

asup-75£d554dc6-mb6gzh

9m38s
authentication-677904c85d-92gds
8mlls
bucketservice-7cc767£8£f8-1qwr8
9m31s
certificates-549fd5d6cb-5kmd6
9m56s
certificates-549fd5d6cb-bkjh9
9m56s
cloud-extension-7bcb7948b-hn8h2
10m

cloud-insights-service-56ccf86647-fgg69

9m4d 6s

composite-compute-677685b9%b-7vgsft

10m

composite-volume-657d6c5585-dng79

9m49s
credentials-755fd867c8-vrlmt
11lm
entitlement-86495cdf5b-nwhh2
10m
features-5684fb8b56-8d6s8
10m

fluent-bit-ds-rhx7v

Tm48s

fluent-bit-ds-rjms4

Tm48s

fluent-bit-ds-zf5ph

Tm48s
graphgl-server-66d895f544-wo6hjd

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

RESTARTS
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14

3m29s
identity-744df448d5-r1lcmm

10m

influxdb2-0

13m
keycloak-operator-75c965cch4-z7csw
8mlb6s

krakend-798d6df9%6f-9z2sk

3m26s

license-5fb7d75765-f8mjg

9m50s
login-ui-7d5b7df85d-12s7s
3m20s

loki-0

13m
metrics-facade-599b9d7fcc-gtmgl
9m40s
monitoring-operator-67cc74£844-cdplp
8mlls

nats-0

13m

nats-1

13m

nats-2

12m

nautilus-769f5b74cd-k5jxm
9m4d2s
nautilus-769f5b74cd-kd9%gd
8m59s

openapi-84f6ccd8ff-76kvp

9m34s
packages-6£59fc67dc-4g2£f5
9m52s
polaris-consul-consul-server-0
13m
polaris-consul-consul-server-1
13m
polaris-consul-consul-server-2
13m

polaris-keycloak-0

8m7s

polaris-keycloak-1

5m49s

polaris-keycloak-2

5ml5s

polaris-keycloak-db-0

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



8mb6s

polaris-keycloak-db-1

5m49s

polaris-keycloak-db-2

4m57s

polaris-mongodb-0

13m

polaris-mongodb-1

12m

polaris-mongodb-2

12m
polaris-ui-565f56bf7b-zwr8b
3ml9s

polaris-vault-0

13m

polaris-vault-1

13m

polaris-vault-2

13m
public-metrics-6d86d66444-2wbzl
9m30s
storage-backend-metrics-77c5d98dcd-dbhgb
9m44s
storage-provider-78c885f57c-6zcv4
9m36s

telegraf-ds-212m9

Tm48s

telegraf-ds-gfzgh

Tm48s

telegraf-ds-shrms

Tm48s

telegraf-rs-bjpkt

Tm48s
telemetry-service-6684696c64-gzfdf
10m

tenancy-6596b6c54d-vmpsm

10m

traefik-7489dc59f9-6mnst

3ml9s

traefik-7489dc59f9-xrkgg

3méds
trident-svc-6c8dc458f5-jswcl
10m
vault-controller-6b954£f9b76-gz9nm
1lm

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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2. (Me AFS) MI7H SRR Hol6H| 15) 2(S) B 4 UBLICH acc-operator TS BYES ALBHO
7| gtLict,

kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-
operator -c manager -f

accrost BRIAE| S22 OIX|et Xel 5 SfLio|ni, S2AE| Sl Anfstol HEo| LT
() wauth 200 22AH S2 NIt BEAISS 39 22iAH £t 32298 S0 522
CHA| A2t & QIALICH'E S2lBi|Ch APIZ ALSEILICH

3. DE Pod7t AaHE|H X[} “-7'-75.9
Control Center0f] 2915t ufj At2%

m° Hu
re
HU
o H
$Q
rr
A
Lg_l-
ro
ot
i
iul
)
=
o>
)]
=
g0
}
i
Iul
H
[
c
o
i
|_
>
@
©

kubectl get AstraControlCenter -n netapp-acc

oo

Ct.
=

NAME UUID VERSION ADDRESS
READY

astra ACC-9aabfdae-4214-4cb7-9976-5d8b4d4c0ce27f 22.08.1-26
10.111.111.111 True

@ UUID 2 SAteiLICH et = LICH acc- UUID 2t Floll SLICt (acc- [uuIb] =&, O
ool M= Acc-9aa5fdae-4214-4cb7-9976-5d8b4c0ce27£)S 22ItL|Ct

Ll HALS O|SE A
F5 242 gl =4 2F

Se|AE|0| 2E WaAT 22 AH|A0| ChE 92 HNAS BE|St Kubernetes 41 ZEERS NHY
SIAL|C
M- .

O ZXtofM = 4 HEZSHS dEots G| ol 2BRILICH (ingressType:Generic)S S2ELICE O[H2

Astra Control Center?| 7|2 SXtRIL|CH Astra Control Center2 HiZ St & URLE AF238}H0{ Astra Control
CenterE &SI E 4l ZE 1% Tdslof gLt

M HAEEDE HHSHK| gfeeiH 2 d8Y = USLICE ingressType:AccTraefik) . Astra

Control Center= "loadbalancer" %%iQI MH|AE AEBILICE (sve/traefik Astra Control
Center HIZATO]A0|A), HM|A THSTt 2 IP FAE SESof BIL|CH 2 WA TF ALEXL

(D) #Zolx s18=m obx 25 Weli7t PHE|0f YUK 92 B Metall B = CHE 9| |2 2
WHME ALBSI0] 22 IP FAE MH[A0 2 2 ASLICH LHE DNS Hlﬂ T M0l A Astra
Control Center0i| Cislf MEHSE DNS O|E2 £6 24t IP FAE X|Ho{Of BILICH "2E M A" A
a4 MH[A SO ChEt XEASH LIS & HRSHIAIR "2+ AfE.

A= A8t =4 AEER S| R w2t CHELICE
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* Nginx =4l ZHEEH
-

* OpenShift 4 ZHEZEg]

* T QARULICH A ZIEZ2{" 0|0] HiZEE|0 QLO{OF BFL|C}.
o E SEIELCt A A A HEEH| sfiYst= HEE2{7t 0|0 MM E|0{0f BFL|Ct,
* V1.19 ¥ v1.22 59| Kubernetes HEE A28t QU &L|CE

Istio 2 E0i| CHSH THA|

1. Istio IngressE FAgtL|Ct.
() ol =tolNE wler 1y DRI ALSSIO] IstioS PAUICHT R ELIC
2. 441 Ho|Eolof chef st IZA U QI 7| THAS 2HSHHLE MABILIC

CAMT = XA MY ASME MEY = ASLILE. SS 0|2 Astra F2(FQDN)HOF RfLICY.

0x

o

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048
-keyout tls.key -out tls.crt

3. ASE OLELICt t1s secret name §& kubernetes.io/tls OlA TLS 702l 7| & QIZMO| AR istio-
system namespace TLS H|Z0| MHE|0| QELICT.

kubectl create secret tls [tls secret name]
--key="tls.key"
--cert="tls.crt" -n istio-system

HIZO 0|22 1t LX|SHOF SLICt spec.tls.secretName Off MSELICHistio-
ingress.yaml ItQ.

4. M 2| AAE o HHESL|CE netapp-acc vibetal(SE= 1.22 0]2H2| Kubernetes HEOIM AF2E|X| §42) EE=
v1

2|AA QS AESHE(EEE AFEA X 0|2) HIYAHO|ARIL|CE,
=

17
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apiVersion: networking.k8s.io/vlbetal
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vlbetal
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
serviceName: traefik
servicePort: 80

Vi M A7|0L0] Z2 CHS MES TR HAIL.

kubectl apply -f istio-Ingress.yaml

= .
=4:



apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

5. Astra Control CenterS LA X Z B EELICH

6. =4 MEHE HYBIHAIL.

kubectl get ingress -n netapp-acc

CF.

=]
o H-d-

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

e
oin

LICHkubernetes.io/t1ls] OlA TLS 7HQ! 7| & QB ML AL netapp-acc Ol EHE

19



CHE (SE= AFEAL X|E 0| B) UIYAHO|AS AFERILICE "TLS H|Z".

- A 2| AAS Of| BHERILICE netapp-acc = AFEAL X|F 0| WR/AHO|A F SILIE AFEEILICE vibetal
(Kubernetes H{T 1.22 0|3}) &E= Of| M= AFBE[X] FELICH vl AFSE[X| gb= AF|OHLE M A7|0FQ] 2|AA
T o-

(B) et vibetal O O|& AFEEIX| §h= A7|0F= CH2 YES MEHAL.

LS —

a.

fjo

apiVersion: extensions/vlbetal
Kind: IngressClass
metadata:
name: ingress-acc
namespace: [netapp-acc or custom namespace]
annotations:
kubernetes.io/ingress.class: [class name for nginx controller]
spec:
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- backend:
serviceName: traefik
servicePort: 80
pathType: ImplementationSpecific

b. of 22 v1i M A7|0of| w2t ChS MES S+#SLIC
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apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]

rules:
- host: <ACC addess>
http:
paths:
- path:
backend:
service:

name: traefik
port:
number: 80

pathType: ImplementationSpecific

L

A
1. QIZHE ST OpensShift BHLE0 M AR 4 AL

2. OpenShift ZZ2E MAM$HL|CE,

OpenShift Ingress ZIEEZE 2[%t

0

HIE 7], 21EM W CAIIYS JHA ZLICt.

’

MY

oc create route edge --service=traefik

--port=web -n [netapp-acc or custom namespace]
--insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

Astra Control Center UIO|| 23218t |C}

Astra Control CenterE MX|$t 5 7|2

rH
>
_9
mlm
EE

Z3t1 Astra Control Center Ul CHA|2E0f| 2 Q18| T}

THA|

1. HE2X oA off AF23t FQDNS L BILICt astraAddress Of AELICH
astra control center min.yaml CR Astra Control CenterE &X|3&L[CE

2. HIAIK|ZF EA|=[H X MEE QIS ME $=2iefL|Ct

21



3. Astra Control Center 21! H|O|X|0f| A 0Of] AtE%t 2t LHYLICE email QA
astra control center min.yaml CR Astra Control CenterE X2 &L|CH2| &tz F0| FLICt (acc-
[UUID])S S&/gfL|ct.

() 2o oss My Yot 152 Sot Belx Aol HULIC

4. Login * & MEHEL|CE.

5. O|A|X| 7} LIEFL}

F.E'.
i
Il
rE
oY
oot
=
o

o
rlo
oM
40
i)
rn
r

t2| ALEXL A F Ol OF~] MG =X 942 E2 NetApp

6. (ME4 Areh) 7|1E2| XMl MBE TLS ABME M7Hst 2 HREL|CH QIS 7| 2H(CA)lIA METH AFZRE X[H TLS

X 2XE sHEELCH

off MH|ATE A= BL Error B, 238 HAR 5= JASLICE 400 ~ 500 He|2| API SE ZEE RELICL Ol=
JFO| S T % LtEFEL|CE,
£HA

1. Astra Control Center 28Xt 212 ZAISHH LSS LSS,

kubectl logs --follow -n netapp-acc-operator $(kubectl get pods -n
netapp-acc-operator -o name) -c manager

:allow-uri-read:

POD =0t M*H X5t At O| 5

Astra Control Center= POD EQt XM(PSP)E Sl #$t MgtE X2 EL|Ct POD 2ot HMS ALE5HH
ZIEHO|HE Aae £ U= ALEXF EEE O T AHO[Lof| AFEE & = HotS Aot & USLICH

RKE2%} Z2 2= Kubernetes HIZ0j|= 7|2 POD E ot H*0| {2 X|$H=™0|H Astra Control Center A X| Al

[=3
EH|7F Lot

o4710f| ZEetEl HEQ} Of| K| 2 AFESH0] Astra Control Center7t MM3st= POD E¢t
Center 7 HISHSIK| YOHA LRt HS 7|52 MZ6H= POD Eot MiS

a
EE

Astra Control Center0l|A] A X|st PSP

Astra Control Center= 2X| S0i| R 7tX| POD HoF HMS MLt 0] & YR = FTHO0|H LR X2 EF
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Y S0l HY=H 20| 2tz =M H AL

MK Eof| PSPt MM E[ASLICH

Astra Control Center2 MX|6H= S0t Astra Control Center 2 A= AF2X} X|™ POD EQF A A 7K &
RoleBinding 7HA|S A X|5t04 Astra Control Center U2 ATH|0| A0f| Astra Control Center A‘IHI HH£°* =
UTZ gLt

M ZH 8! Aol = ChEat 22 £90] ASLICE

kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFES VOLUMES

avp-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false &

netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false *

kubectl get role

NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T19:34:58%

kubectl get rolebinding

NAME ROLE

AGE

netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

w9l K9l Z0| PSP MM EIRIALICH

B %t] S0l Astra Control Center= &% POD 29t H& ClusterRole 74| 5! RoleBinding 7HA|E THSLICt.
|2{3t Y T2 N A= HEO| HUAAHO| AN A ELICE

—_— = T od

M A SR o= L3 22 40| JASLIH.



kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-astra-backup false DAC READ SEARCH

RunAsAny RunAsAny RunAsAny RunAsAny false R

kubectl get role

NAME CREATED AT
netapp-astra-backup 2022-07-21T00:00:002

kubectl get rolebinding

NAME ROLE AGE
netapp-astra-backup Role/netapp-astra-backup 62s

S2{AH 22| Soi| YdE PsPLIC

o O =

S2{AHE 22| of Astra Control Center= NetApp ZLIE{Z HAXIE 22|d S2{AH| AX|EL|C} o] HAX=
POD E9t MM ClusterRole 7H4| %! RoleBinding 7HA|E ZHS0{ Astra Control Center W2 AH|O| A0 HAH £H
MH[AE H{ZZBIL|CE

M A SR o= T3 22 40| JASLIH.

kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTEFE'S
VOLUMES

netapp-monitoring-psp-nkmo true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny RunAsAny RunAsAny false 2

kubectl get role

NAME CREATED AT
netapp-monitoring-role-privileged 2022-07-21T00:00:002

kubectl get rolebinding

NAME ROLE

AGE

netapp-monitoring-role-binding-privileged Role/netapp-
monitoring-role-privileged 2m5s

24



HIYAHO|A ZHHEHA S

UL A0 M= NetworkPolicy 22 AH8BI0] U AM|0|A 7k E2{l S H|FHatLICH Astra Control Center
24X}, Astra Control Center % VMware vSphere£ Astra Plugin2 25 A Z CHE UAAHO| A0 UYELICEH MZE
CHE HYAHO|AN U} MH[AE ME EME £ JA0{OF BILICH O] SAIS 2tM3t52{H CHS HHAHIE £ESIMA 2.

[ |

EHA|
1. Astra Control Center 1|2 A|0| A0 = NetworkPolicy 2|AA S AMK|EHLICE

kubectl get networkpolicy -n netapp-acc

2. gro| Ha o= uislEl 2k NetworkPolicy ZHXI0l CHaH CFS B S ALE3L0] KIS AK|EHLICE object_name>S
(E) ghetel JiA|e| o|EQ R HHELCH

kubectl delete networkpolicy <OBJECT NAME> -n netapp-acc

3. Astra Plugin for VMware vSphere A H| A7} Astra Control Center A{H| A0 RES & 4 JTZ acc-AVP-
network-policy 2| E F#-d5t2{H L3 2|aA IS MESHUAR. 3 <>2| HHE AKX} 232 HH=E
HE&L|Ct.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #
REPLACE THIS WITH THE ASTRA PLUGIN FOR VMWARE VSPHERE NAMESPACE NAME

4. C}3 2|aA U2 M 830 Astra Control Center @G X7t Astra Control Center AH| ARt EAIS ¢ T E
acc-operator-network-policy ZHH|E AEILICt 25 <>0| HEE AMEX} 2tF o] WEZ HiELICt
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-operator-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

2l Heks ®MARLICH

2tH 0| A= ResourceQuotas ! LimitRanges 7HM|E ALE5I0 W[UAH|O|A S| 2|AATF SHAENA A
CPU YU HI22|E AIES}IX| 25t = BL|Ct. Astra Control Center= %|CH Mgt A™SIX| o2
E Z£46tX| 2&LICE Astra Control CenterE A X2 L| 2 AH|O| A0 A &|7{sHOF BfL|CE.

0
rot
B H o

CHS B2 AFSSIOY ST D RISHS HMOHT HIAE 4 UALICE o] olFoIH HE H21e Y X0
EAIEILICL,

|

1. NetApp-acc HIZAH|O| AN 2|AA S SOl

kubectl get quota -n netapp-acc

orct.

[=} -
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi

limits.cpu: 0/200, limits.memory: 0/1000Gi

pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi
limits.cpu: 0/2, limits.memory: 0/2Gi

pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi
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kubectl delete resourcequota pods-high -n netapp-acc

kubectl delete resourcequota pods-low -n netapp-acc

kubectl delete resourcequota pods-medium -n netapp-acc

3. NetApp-acc U AH|0|AQ| St HQ|E TH™ ZLICE

kubectl get limits -n netapp-acc

Ct.

o
S H-

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. O|EE= H|

rot

HRIE AfHILICE
kubectl delete limitrange cpu-limit-range -n netapp-acc

:allow-uri-read:

OpenShift OperatorHubS AtE5t0{ Astra Control CenterS
M| S|

Red Hat OpenShiftE At&3H= 42 Red Hat 32! 28XHE AHE3t0{ Astra Control CenterE &X|g &= UELICH

O] EXIE A3 0| M Astra Control CenterE A X|gL|Ct "Red Hat | ZA|AE! FIEFZ " EE= Red Hat
OpenShift Container Platform A,

O] XtE 2t= ot 20lli= 2K BAIZ S0t7t & t=oljofF LIt "LIHA| EHA" X 43 R E &helst

* "MX|E A|ZtSt7| Hof| Astra Control Center 152 2[3t et S ZH

* OpenShift 22{AE{0|M 2= S2AE 2RI L= ot HEHRIX| ZRITILICE (available AELICE true):

oc get clusteroperators
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* OpenShift 22{AEUA 2= API MH|ATE M & AEHQIX] ZHQIBLICE (available J>ELICE true):
oc get apiservices

* O|o|E{ MIE{0f| M Astra Control Center0il Lt FQDN FAE MASHL|C
* LQ3H AL H3H2 &1 Red Hat OpenShift Container PlatformOfl M| At MHE MX| CHAIE 3B T}
* SHAEO| Q1B M 22Xt} 00| Y= B YFEE sAeloF gfL|Ct "E = THA" [2tA Astra Control Center=
XA 15 E*EWE HXISHX| @f&L(Ct.
oA
* Astra Control Center HES Ct
* NetApp Astra kubtl E213°Q

* O|0|X|E 22 HX|AE2|of =T7HEfLICt

Mo
Hu
[m
ot
1
H
024
mjo
ic[3
-
_lT‘_

oIS X[t

* 2GXEX HO|X|E HOMARL
* 2TXE EXIct

* Astra Control Center2 A X|gtL|C}

Astra Control Center HES CI2ZCEst0 TES SL|Ct

1. Astra Control Center HE2 CH22E2IL|C} (astra-control-center- [version] .tar.gz)E
MEHSHL|C} "NetApp Support AFO|E™".

2. 0fl M Astra Control Center 215M % 7|9 XIHE CHR2EESLICH "NetApp Support AFO|E".

3. (MEH AfE CHE HES AIBSI WS MY S elFLct.

=

openssl dgst -sha256 -verify AstraControlCenter-public.pub -signature
astra-control-center-[version].tar.gz.sig astra-control-center-

[version] .tar.gz
4. o|o|x| =%

tar -vxzf astra-control-center-[version].tar.gz

NetApp Astra kubtl 2211912 MX|&L|C}

MK

2912 AF23HH Astra Control Center HiIXE 5! & 12{[0| EQF 2t =
kb 2~ QIELICE

17:
ooE
S AlZtS H

NetApp OtAEE} kubectl
St

o
Qldi™o| XA S

10

m a3t 2
etApp2 LRt CPU OF7|EIA 8! & XIXIE 2211919 Hio|L{2|S I1I+°H-|Et o] ztelg 48ty| Tl AFS
Z0I CPU 2 29 #X|Z 2otof BHLICH Linux I Mac 2& HIFOIAE S AR 4 UALICH uname -2 BHS

AR5t 0| MEE £ZFIhL|CT.
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|

1. A8 745% NetApp AstraE LIZSHYAIR kubectl E2{191 HHO[LHZ2|E TS 2F H|A| 3 CPU OF7|EIXof
2Rt o 0|2 MO FLC}.

1ls kubectl-astra/

oIS A1 22 2AK[o SAFZLICE kubectl SEZ[E]. O] K0lA = ULICH kubectl FEZ[E|= O
UELICE /usr/local/bin CIAEZ|. CHX| <binary-name> Rt It 0| E:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

O|0|X|E 2Z BX|AEZ|0of| F7tetL|Ct

1. 87| AlZlof| Xetot chA| A|ZAS 2tEefL|C
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Docker £ & ZTSHAIL

1. Astra C|2|E2| 2 O|SELICEH

2.

o

1.

2.

30

cd acc

Astra Control Center O|O0|X| C|ZIE2[0| Y= I{7|X| O|O|X|E ZZ HX|AEEZ|Z FA[ZLICH HHS

57| Hof| CHS T 2t S gLt

° Bundle_file2 Astra Control HHE I O|EQ & HEL|CHO|: acc.manifest.yaml)E S2gLICE

° my_registryS Docker 2| ZX|E2|9| URLZ HHEL|CE,
° my_registry_userE AEX} 0| S22 HiELICE

° my_registry_token2 2l|X|AEZ|0]| CHDt Q1B E EF O HiEL|CE.

kubectl astra packages push-images -m BUNDLE FILE -r MY REGISTRY
-u MY REGISTRY USER -p MY REGISTRY TOKEN

X[ AEE2[0f 2aQlgtL|Ct,

podman login [your registry path]

AHO| HAIE CHZ <your_registry> CHH|E 2HS0{ CHS AT ZEE ALt



You need to be at the root of the tarball.
You should see these files to confirm correct location:

acc.manifest.yaml

R

acc/

# Replace <YOUR REGISTRY> with your own registry (e.g
registry.customer.com or registry.customer.com/testing, etc..)
export REGISTRY=<YOUR REGISTRY>
export PACKAGENAME=acc
export PACKAGEVERSION=22.08.1-26
export DIRECTORYNAME=acc
for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do

# Load to local cache

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image (s): //")

# Remove path and keep imageName.
astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/netapp/astra/${PACKAGENAME }
/${PACKAGEVERSION}/${astralmageNoPath}

# Push to the local repo.

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/
${PACKAGEVERSION}/${astralmageNoPath}
done

2R 2K H|O[X[E HoHAL
1. 2L x| Ho|X|0f HM|AS CHS At B SILIS 2RGHIAIL.

° Red Hat OpenShift gl 2&
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netapp-acc-operator
B3

Latest version
Capabity leval
How to deploy Astra Controd

Documentation

Certdied Ffer 10 At

r
i}

OpenShift Container Platform UI0| 23 QI3tL|C}.

. &M M50l A * Operators > OperatorHub * & ME{B}L|C}.

iii. NetApp Astra Control Center 2HAtS MEHBIL|CE.

X[+ & MERfLCt.

=l

° Red Hat Of| ZA|AE! 7}EIZ T



Red Hat
Ecosystem Catalog Hardware Software Cloud &service providers

Help Resources All Red Hat

Home » Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Overview Features & benefits Documentation Deploy & use FAQs Get support

Have feedback?

Overview

i. NetApp Astra Control CenterS ME{SIL|Ct "2 F X},

ii. BHZE 9! AL * S MENEHLIC,

(B = |

Ho
r
Pal
i
nx
Ras
oo
r
1

Mo
02
Pal
rir
H
rin
iy

B{AE] HIJAHO| A0 M AFEE 5= AELICEH

AAMO|A EE= & MEHDIL|Ct netapp-acc-operator HRAALO|A = X AX|Q LB =2
o= MMEL|CH
b. E=Xts &2 Merg MEfgtL|Ct

1
of
ol
o

Of AFELICH 2HAHY BtLIS| 2R} AAE AL HH Z0[0{0F BfLICY.

L

@ =& S TS HET F2 o] 2o tigt =5 EX] A2lE §st2t= HAIXI
A

2. 2£0lM OperatorHub 072 0|S3t0] 2IX7t HSHO 2 BX|=U=X| =HQlBfL(Ct.

Astra Control Center=S M X|&HL|C}

1. Astra Control Center 28X2| M2 ME H7| L 2&0|M £ MEISILIC create instance M&E API
MM 0f| A

2. g %EE LICt create AstraControlCenter A ZE:
. Astra Control Center 0|52 {X[StHLt =™ TtLICE,

a
b. (MEH AFE) ZtE X ¥ S st = HIZYePLICh XF KR 7|52 |XISk= 20| E&LICH
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C. Astra Control Center

=A
d. Astra Control Center HHF S l24stL|Ct

e. AIE 0|, ol =4 B 22X} S Y=Lt

—~
=2
N
—
N
N
o))
=)
N

f. 7|2 28 &t MM SX|e|Ct.

== Tl e

g. O|O|X| ¢IKIAEZ| * of| A 2 ZiE||0|L O|O|X| 2|X[AEZ| Z2E LHRLICH E{7tX|0f http: // E=
https:// & YHELICH

x
N
Mo
[>
Hn
L]
~

3. & MEHBILICt create.

CHS THA|
Astra Control Center7t 42502 MX|s|QH=X| Sholstn 2 SHREL|CHLin{x| CA|" £ S2f 2aolgh|ct wet
= Loelo] B S REL|CH A ol

Cloud Volumes ONTAP A EZ|X| HHAIEE A25}0] Astra
Control CenterS M X|gfL|C}

Astra Control CenterS AF238HH XHA| 22| &= Kubernetes 22{AE| 2 Cloud Volumes ONTAP QIAEIA T} Ql=
Sl0|EE|E S22t SHANM HS 2|e 4 UYSLICH 2Z3|0|A Kubernetes 22{AE = 2R E 2HF 9| IUP

22| Kubernetes 22{AE| & 8tLt0]| Astra Control CenterE &8 4 Q&L|CH

% StLIE Sl Cloud Volumes ONTAPS AEZ|X| HAIE 2 AE3H0] OHE2|7|0|M H|O|Ef H2| 2 S
SLICE S3HZIS WY EfZIC R e &= JASLICH

-

AWS(Amazon Web Services), GCP(Google Cloud Platform) %! Microsoft Azure0f| Cloud Volumes ONTAP
AEE|X| HAIEE AFESI0| Astra Control CenterE HX[6t2{H 22t E 2HZ0f| M2} TS THAIE AN 2.

* Amazon Web Services0| Astra Control CenterS #&g}L|Ct
* Google Cloud Platform0i| Astra Control CenterE #+&gfL|C}

* Microsoft Azure0l| Astra Control CenterE =gL|C}

OCP(OpenShift Container Platform)2t 20| XtA| 22| %= Kubernetes 22{AEE AHESH0] HIZZTHO| A WS
Za|E 4= ELICH X7t 22| OCP 22{AE{2t Astra Control Center 152 QI8 ZASE|ASLICE.

Amazon Web Services0l| Astra Control CenterS 1=¢&fL|C}

AWS(Amazon Web Services) I =22 22t E0|M SAEE|= X7t 22| Kubernetes 22{AE{0]| Astra Control
Centerg #&5g = JUSLICL
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AWSO| 2Lt A

AWSO|| Astra Control Center2 3%

* Astra Control Center 20| Ml A

* "Astra Control Center 27 A

* NetApp Cloud Central A&
* OCPE Ar83t= A2 Red Hat OpenShift Container Platform(OCP) & ehU| AH|O| A £=Z0f|A POD AA)
HA

* B2l YW S M 4

AN

ot7| Hof| Ch=2 g=0] 2Lt

. & XS AL "Astra Control Center 20| MIA 271 Abgt",

A HBHO| A= AWS A2 FE, MM A ID 3 HIE 7|

* AWS A|"H ECR(Elastic Container Registry) HA|A S 2701

* Astra Control UI0|| QM| ASIE{H AWS SAEl HH ol Route 53 SH=20| T QTHL|C}

AWS?2| 29g 2t @At

Astra Control Center0ll= AWSE 2|3t

* Red Hat OpenShift Container Platform 4.8

@ Astra Control CenterE @A
27 M2 FEFSH=X| &2l

Astra Control Center0f|= 2+

74 94

got| flol MEist 2F 20| 28 SA A0 28E 7|2 2oL

— -

o BlaA 27 A 9|0 Tt 22 BlAAT BB,

8Holl= NetApp Cloud Volumes

ONTAP AEZ|X| 22FlL|Ct

AR} L E(AWS EC2 27 ALE)

2L BN

FQDN

Astra Trident(NetApp Cloud

Manager0i|A| Kubernetes
Mol ald =z A—l;t|5l)

O|D|X| 2IX|AEE]

S22 AH

T At
%2 300GB7t AHE ZHSELICE

Z 374 o] &2l AKXt LE, vCPU 2 0{ 471, 12GB RAM

£A ETIS 29 $17 S2AE| MHIAR HEY £ UTE MH|A |
"RE RS AFBE 2 AL

Astra Control Center2| FQDNS 25t 24t P FTAZ 712|7|= W

Astra Trident 21.04 O|A MX| 8! 24 NetApp ONTAP H{Z 9.5 O| A
HES AER|X| HAEE AFSEL|CE

Astra Control Center 2= 0|0|X|E ZEAIE 4~ U= AWS Elastic Container
Registry2t 22 7|= 712l EﬂIIﬁEEIﬂ QUO{OF BfL|Ct O|O|X|E HEES
O|O|X| H|X|AEZ|S| URLE H|ZdHOF fL|LCt.

Astra Control Center®l|M SAEIE| = S2{AE{Q} 22|

@ 22 AE= Resetic 7|gt O|0|X|E ALE5I0| HS Y &l
BT £ =2 U3 0|0|X| 2| XK|AEZ|0 "—*.'Hlésa* &
UO{OF BhL|C}.
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SICE-PY Q7 AR

Astra Trident/ONTAP A Astra Control Centerd| M= AE2|X| S2{AE MMsta 7|2 AEE|X|
A2 MHGH0F LT Astra Control Center= Kubernetes 22{AES
NetApp Cloud Manager® 71X 2 M Y= CS1 22 ONTAP
Kubernetes A E2|X| 22{AE X|2ILICT Astra Trldent01|*1 N3t

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

2ot oiE2(A|0[d0|2t 2

@ 0|21$t @3 AF&tU| M= Astra Control Center7t 2 A0 Adte|= S
A2 S MAES| =™gtLct.

o
= T
S RLICE. 2tEollM =Tt 0 E2|#|0]H0] Al Fel FL of={eh 2|4 2F

@ AWS Z|X|AEE| EE2 12A|12F 20| 2tRE|H, O 20|= Docker O|O|X| HX|AEZ| AT E 2 LsHOF
gL,
AWS 2= iR

Cloud Volumes ONTAPE A EZ|X| BHAIEZ AF23}0] Astra Control Center for AWSE MX|8H= TEMAS
ZtefsHA| ATietL|Ct

o2{et 2t EHA|= ot2hoil XtMS| HEE|0 AUSLICE
1. IAM 30| Z23HX| SlsHA| 2.

2. AWSO|| RedHat OpenShift 22{AE S MX|gtL|C}.

3. AWS 4.

4. NetApp Cloud Manager 4.

5. Astra Control CenterS & X|&fL|C},

IAM 20| S OHA| SISt AR

RedHat OpenShift 22{AE{2} NetApp Cloud Manager ConnectorS AX|& £ U= =2 FE3H AM IE & H$Ho|
Ql=X| =tQlstL|C}.
M - i = |

S AZTSIAARL "ET7| AWS KA ZH

AWSO|| RedHat OpenShift 22{AE S MAX|&L|Ct

AWSO|| RedHat OpenShift Container Platform 22{AE{S MX|gtL|Ct,
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