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"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

}
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openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=vsadmin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP 22{AHE0f| 22I0|AHE AZ M X F|(1EHA)E HX|L|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP Eot 2191 AH0| XY= =X &ASL|CE cert 1T UH.

security login create -user-or—-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

12l OIZME AFRBI0] 2152 HIAESILICH ONTAP 22| LIF> 3 <SVM 0|2>2 22| LIF IP & SVM
O HREL|C} LIFS| MH|A o] o2 AHEE[0] J=X]| 2lsof BL|Cl default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Bt it et e
+————— f—————— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e Rt bt e
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f
trident

cert-backend-updated.json -n

o —— o et ettt it
o +—— +
| NAME | STORAGE DRIVER | UulbD
STATE | VOLUMES |
o —— e e it ittt et P
+————— - +
| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
o f——————_ Rt et L P
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"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",

"username": "vsadmin",

"password": "FaKePaSsWoRd",
"autoExportCIDRs": ["192.168.0.0/24"],

"autoExportPolicy": true
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./tridentctl get backends ontap nas auto export -n trident -o yaml
items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4
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"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "customBackendName",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},
"svm": "trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",
"nfsMountOptions": "nfsvers=4",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

£ ontap-nas % ontap-nas-flexgroups O|Ml Astra TridentZt MEE AHAS AIESIH

snapshotReserve Percentage ¥ PVCE Flexvolll 3A7|E Z2HIEA| X|™ELICH. AM2XI7} pvcE
SMSIH Astra Trident= M AHME AMESHH O 2 378 71X HE FlexvolE HHYLICL. O]
AMZ Sl AEX= pvcOlM 2T MY| Jt5 37t &dHEY £ JA0H YE J7HEL M2 32
atesh & QELICE. v21.07 O|HOlE MRXM ALHAF HZE Z7H2 5032 St pvc (Ml: sGiB)E
(eRs -y [[H MI| 7tset 37t2 2.5G6iB0| SoeLICH. AMEXL 2Fst A2 M| =EX 07| wERLCH
‘snapshotReserve O HHE S0 ZEHEILICE Trident 21.072 AFESIH AEXIF QESH= 20| MI| It5T
S7t0] 11 Astra Trident?t 2 HQ|ELICE snapshotReserve A 22| HHEEE HA|ELICH o= HEE[X]
9§$L|E|' ontap-nas-economy. 0| &5 &AlZ He{H L3 0|2 HZSHYAIL.

AM

rlo

CtZa Z&Lct.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, & 2& 37|= 2/.5=10GiBO|11 A2 7ts%t 37|=
5GIBILICE. O]= AFEXIZE PVC QEOIAN 28T ZHUL|CH E Z=IBLICH volume show BH2 0] O|X|2t FAFSH
Z1tE EA|Hof ghL|Ct,
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2 entries were displayed.
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0|2 XIFst= Zo| ESLICH.
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—
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o wrir
N

2 HHOIE MO Of| IL|CE clientCertificate, clientPrivateKey, ¥ trustedCACertificate
2 U= CAE AMESH= E2 MEf ALeh= ol iR EILICE backend. json 2|11 242 Z2I0|HE QUB A,
gl ME|E £ = CA QIS A9 baseb4E QIR El Zf2 AR EHL|CE.
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|
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"version": 1,

"backendName": "DefaultNASBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
"storagePrefix": "myPrefix "

ontap-nas AtS LELHZ| HMO[ A= =210|H
Of ol M= Astra Trident7t S& AAZE FHMIS AESH0] AATE HYMS XSO = MYdt RS E X|AISH=

S HO| ELICE 0] 7|52 of CHSHM = SYSHA| 2HS LIt ontap-nas-economy ¥ ontap-nas-
flexgroup E20[H.

13



"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1la",
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

ontap-nas-flexgroup =20|H

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"labels": {"k8scluster":
ontap-cluster"},

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

ontap-nas IPVv6E AtE5t= E2I0|H

{
"version": 1,

"storageDriverName": "ontap-nas",

"test-cluster-east-1b",

"backend": "testl-

"backend": "testl-

"testl-ontap-

"backendName": "nas ipv6 backend",

"managementLIF": " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]",

"labels": {"k8scluster": "test-cluster-east-1la", "backend":
ipve"},

"svm": "nas ipv6 svm",

"username": "vsadmin",

"password": "netappl23"

}
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ontap-nas-economy =20[H

"version": 1,
"storageDriverName": "ontap-
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "secret"

—

Tha AERIX| Bo| Wl

off

Ot TA|Zl ME WAl Ho| MAM o 22 2= AE2|X| Z0f oY

nas—-economy",

5t Ex

- o

23, spacehAllocation AXY H2, U encryption AXY of. 7t& AEZ|X| 22 AEZ|X| MM

L|IC} spaceReserve, spaceAllocation, % encryption

nas",

4",

4

", "k8scluster": "prod-cluster-1"},

HolgLct.
o oflof M= L AEE|X] EO0| RAMHZ HHE
A UE 20| 2o BHE 7|22 BB
ontap-nas E20[|H
{
{
"version": 1,
"storageDriverName": "ontap-
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "admin",
"password": "secret",
"nfsMountOptions": "nfsvers=
"defaults": {
"spaceReserve": "none"
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store":"nas store
"region": "us east 1",

"storage": [
{
"labels":{"app":"mso

"zone":"us east la",

ffice"™, "cost":"100"},

7|22r0] BHEILICE spaceReserve

b4
HA
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"defaults": {
"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755",

"adaptiveQosPolicy": "adaptive-premium"

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"app":"wordpress", "cost":"50"},
"zone":"us east 1lc",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"

ontap-nas-flexgroup E2to|H

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",
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"username":

"password":

"vsadmin",

"secret",

"defaults": {

by

"labels":{"store":"flexgroup store",

"region":

"spaceReserve":

"encryption":

"none" ,
"false"

"us east 1",

"storage": [

{

"labels":{"protection":"gold",
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"protection":"gold",

"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0755"
}
"labels":{"protection":"silver"
"zone":"us east 1lc",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels":{"protection":"bronze"
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

"k8scluster":

"creditpoints":"50000"},

"creditpoints":"30000"},

, "creditpoints":"20000"},

, "creditpoints":"10000"},

"prod-cluster-1"},
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ontap-nas-economy =20[H

"version": 1,

"storageDriverName": "ontap-nas-economy",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {
"spaceReserve":

"false"

"none",
"encryption":
}I
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance",
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"true",

"0755"

"encryption":

"unixPermissions":

"labels":{"department":"legal",
"zone":"us east 1b",
"defaults": {

"creditpoints":"6000"},

"creditpoints":"5000"},

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"
}
by
{
"labels":{"department":"engineering", "creditpoints":"3000"},
"zone":"us east 1lc",
"defaults": {
"spaceReserve": '"none",
"encryption": "true",



"unixPermissions": "0775"

"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

il = £ StorageClassesOl| O EHL|C}

CIS StorageClass M2l = 2|29 7t AEE|X| E2 HEZELICH E MEYLIC parameters.selector BEOA
2t StorageClass= 282 @ ARSH= Ol AFBY = U= 71 E2 = ZLLICE MENSH 7t Z0| 2&0] ™ol=o

AL

* X HIY StorageClassLICt (protection-gold)s o & HWY & HIY 7HA AE2|X| 0| DjE & LTt
ontap-nas-flexgroup MAEL} O K tHIfj Tta AEE|X| F ontap-san MAE. ZE 2| B3 7|52
H&sts fYst SLICH

* & Y| StorageClass®LICt (protection-not-gold)= A M| EHIH, L] HKY 7tA AEE|X| Z0f
OHEELICE ontap-nas-flexgroup HA = BHAE B M| HIY 7 AEE|X| E20] YELICH ontap-san
HolE, Z 0|29 Hz &2 M3 dh= Lot SYLICL

* M| | StorageClass®LICt (app-mysqgldb)e= O|A] U HK| 7tA AEE|X| Z0i| O ELICH ontap-nas OlA]
sl = 5l A| I 7t AEE|X| E ontap-san-economy HAE . mysqldb K& ol CHSE AEZ|X| & M2
N3ot= Yt ELICH

* | | StorageClass®LICt (protection-silver-creditpoints-20k)= 2 Ml #HIY 7Hat AE2[X] Z0
OHEEILICE ontap-nas-flexgroup 2 HAE 5! = HI{ 7tA AEE|X| & ontap-san HA=. 20000 2R
ZOEOM ZE 2 B3 7|52 M3sts gLt S|LIC

* CtA HIY StorageClass®ILICH (creditpoints-5k)= o & HWf 7t AE2|X| Z0f| O ELICE ontap-

nas-economy Of|A] BHAIE S M| I 7tA AEE|X| F ontap-san BAIE, 5000 F2||H ZRIEQN U= FLot
= MH[AQL|CH

Astra Trident7} ME1SE 7t AER|X| 25 2HStD AER(X]| 27 AlE S5 ELICH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

20
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