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Get started

Before you begin

You can quickly prepare to get started using the Astra Control REST API by reviewing the
steps described below.

Review REST concepts and implementation

Make sure to review Core REST implementation for information about REST concepts and the details
regarding how the Astra Control REST API is designed.

Have Astra account credentials

You'll need Astra credentials to sign in to the Astra web user interface and generate an API token. With Astra
Control Center, you manage these credentials locally. With Astra Control Service the account credentials are
maintained by the AuthO service.

Get more information
You should be aware of the additional information resources as suggested in Additional resources.

Get an API token

You must have an APl access token to use the Astra Control REST API.

@ The Astra API tokens never expire, however you can revoke a token when it is no longer
needed.

Before you begin
You need credentials for an Astra account.

About this task

This task generates an API token at the Astra web interface. You should also retrieve the account ID which is
also needed to make an API call.

Steps
1. Sign in to Astra using your account credentials.

Access the following site for Astra Control Service: https://astra.netapp.io

2. Click the figure icon at the top right of the page and select APl access.
3. Click Generate API token on the page and in the popup window click Generate API token.
4. Click the icon to copy the token string to the clipboard and save it in your editor.

5. Copy and save the account id which is available on the same page.

After you finish

When you access the Astra Control REST API through Curl or a programming language, you must include the
API bearer token in the Authorization request header. To revoke the token, see Security.


https://docs.netapp.com/us-en/astra-automation-2108/rest-core/rest_web_services.html
https://docs.netapp.com/us-en/astra-automation-2108/information/additional_resources.html
https://astra.netapp.io/
https://docs.netapp.com/us-en/astra-automation-2108/additional/security.html

Hello world

You can issue a simple Curl command at your workstation’s CLI to get started using the
Astra Control REST API and confirm its availability.

Before you begin

The Curl utility must be available on your local workstation. You must also have an API token and the
associated account identifier. See Get an API token for more information.

Curl example

The following Curl command retrieves a list of Astra users. Provide the appropriate <ACCOUNT_ID> and
<API|_TOKEN> as indicated.

curl --location --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl1/users' --header
'Content-Type: application/json' --header 'Authorization: Bearer

<API TOKEN>'

JSON output example

"items": [
[
"David",
"Peterson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1,
[
"Scott",
"Morris",
"2a3e227c-fda7-4145-a86c-ed%aal0183a6c"
]
1,

"metadata": {}

Prepare to use the workflows

You should be familiar with the organization and format of the Astra workflows before
using them with a live deployment.
Introduction

A workflow is a sequence of one or more steps needed to accomplish a specific administrative task or goal.
Each step in an Astra Control workflow is one of the following:



* REST API call (with details such as curl and JSON examples)
* Invocation of another Astra workflow

» Miscellaneous related task (such as making a required design decision)

The workflows include the core steps and parameters needed to accomplish each task. They provide a starting
point for customizing your automation environment.

Common input parameters

The input parameters described below are common to all the curl samples used to illustrate a REST API call.

Because these input parameters are universally required, they are not described further in the
individual workflows. If additional input parameters are used for a specific curl example, they are
described in the section Additional input parameters.

Path parameters

The endpoint path used with every REST API call includes the following parameters. Also see URL format for
more information.

Account ID

This is the UUIDv4 value identifying the Astra account where the API operation runs. See Get an API token
for more information about locating your account ID.

Request headers

There are several request headers that you may need to include depending on the REST API call.

Authorization

All the API calls in the workflows need an API token to identify the user. You must include the token in the
Authorization request header. See Get an AP| token for more information about generating an API
token.

Content type

With the HTTP POST and PUT requests where JSON is included in the request body, you should declare
the media type based on the Astra resource. For example, you can include the header Content-Type:
application/astra-appSnap+7json when creating a snapshot for a managed application.

Accept

You can declare the specific media type of the content you expect in the response based on the Astra
resource. For example, you can include the header Accept: application/astra-appBackup+json
when listing the backups for a managed application. However, for simplicity the curl samples in the
workflows accept all media types.

Presentation of tokens and identifiers

The API token and other ID values used with the curl examples are opaque with no discernible meaning. And
so to improve the readability of the samples, the actual token and ID values are not used. Rather, smaller
reserved keywords are used which has several benefits:

* The curl and JSON samples are clearer and easier to understand.


https://docs.netapp.com/us-en/astra-automation-2108/rest-core/url_format.html

* Because all the keywords use the same format with brackets and capital letters, you can quickly identify
the location and content to insert or extract.

* No value is lost because the original parameters cannot be copied and used with an actual deployment.

Here are some of the common reserved keywords used in the curl examples. This list is not exhaustive and
additional keywords are used as needed. Their meaning should be obvious based on the context.

Keyword Type Description

<ACCOUNT_ID> Path The UUIDv4 value identifying the account where the API
operation runs.

<API_TOKEN> Header The bearer token identifying and authorizing the caller.

<MANAGED_APP_ID> Path The UUIDv4 value identifying the managed application for the
API call.

Workflow categories

There are two broad categories of Astra workflows available based on your deployment model. If you are using
Astra Control Center, you should start with the infrastructure workflows and then proceed to the management
workflows. When using Astra Control Service, you can typically go directly to the management workflows.

The curl samples in the workflows use the URL for the Astra Control Service. You need to
change the URL when using the on-premises Astra Control Center as appropriate for your
environment.

Infrastructure workflows

These workflows deal with the Astra infrastructure, including credentials, buckets, and storage backends. They
are needed with Astra Control Center but in most cases can also be used with Astra Control Service. The
workflows focus on the tasks required to establish and maintain an Astra managed cluster.

Management workflows

You can use these workflows after you have a managed cluster. The workflows focus on application protection
and support operations such as backing up, restoring, and cloning a managed app.



Copyright information

Copyright © 2024 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered by
copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, including
photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission
of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL
NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice. NetApp
assumes no responsibility or liability arising from the use of products described herein, except as expressly
agreed to in writing by NetApp. The use or purchase of this product does not convey a license under any
patent rights, trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or
pending applications.

LIMITED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to restrictions as set
forth in subparagraph (b)(3) of the Rights in Technical Data -Noncommercial Items at DFARS 252.227-7013
(FEB 2014) and FAR 52.227-19 (DEC 2007).

Data contained herein pertains to a commercial product and/or commercial service (as defined in FAR 2.101)
and is proprietary to NetApp, Inc. All NetApp technical data and computer software provided under this
Agreement is commercial in nature and developed solely at private expense. The U.S. Government has a non-
exclusive, non-transferrable, nonsublicensable, worldwide, limited irrevocable license to use the Data only in
connection with and in support of the U.S. Government contract under which the Data was delivered. Except
as provided herein, the Data may not be used, disclosed, reproduced, modified, performed, or displayed
without the prior written approval of NetApp, Inc. United States Government license rights for the Department
of Defense are limited to those rights identified in DFARS clause 252.227-7015(b) (FEB 2014).

Trademark information

NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of NetApp, Inc.
Other company and product names may be trademarks of their respective owners.


http://www.netapp.com/TM

	Get started : Astra Automation
	Table of Contents
	Get started
	Before you begin
	Get an API token
	Hello world
	Prepare to use the workflows


