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Cloud Manager 3.6 FRIFTIEIHEE

OnCommand Cloud Manager B &8 #EL —NRA. HEFRMTIEE. 1ERINEE
MEFIREE,

EEEHARIRRAS? "3.5 RRYHILThAEE"
"3.4 FRYFIEIHRE"
%1 AWS C2S IF18 (201958 2 H)

Cloud Volumes ONTAP 9.5 # Cloud Manager 3.6.4 Il B £E#Hi&iF AWS Commercial Cloud Services (
C2S) HIELIMEREHEKX (IC) o EEILUTE C2S HFEE HA WMHET R RS,

"AWS B R TIRSFIRIREN 5"

Cloud Manager 3.6.6 (2019 £5H 1 H)

* SZHHE AWS HEMA 6 TB HiE

* X Azure PEART R ASKEEMEE R/

* ZHFE Azure REA BT R RFARIITAE SSD

* BEhAI{ER NetApp Kubernetes Service 8IlE8) Kubernetes ££8%
* BEMBECE NTP fRSS 28

S H5E AWS HhEF 6 TB 45

WME, EeILMERIERTF AWS B9 Cloud Volumes ONTAP 3%&3% 6 TB BY EBS MR K/ SRFThREA "1Ee=i@ A
SSD HII%RE"HITE, 6 TB MARR LIRS ERENREER.

Cloud Volumes ONTAP 9.5, 9.4 11 9.3 X5t T4,

T HFE Azure PEA BT RARREEE RN

MTE, EEILATE Azure B35 8 TB , 16 TB #l 32 TB MAES BT R AKLESHER. BIIGIMMEER/, EER
=ZkhikEX BYOL PFR]IERY, SRIRMERMEERNENLAZIEX 368 TB IRASKARE.

Cloud Volumes ONTAP 9.5, 9.4 1 9.3 ZiFItFEX.
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BEh A IER NetApp Kubernetes Service 8lZH) Kubernetes 2%

Cloud Manager ¥R7ER] LU NetApp Kubernetes Service BT &I IEEFER Kubernetes £8%, X#¥, EHA]
UG Kubernetes ££8%i%#2 % Cloud Volumes ONTAP &%t, LUEEEBIESEIKAMZ E,

TERIERT —1BEEMA Kubernetes 5£28%, &1d "Go to NKs" §i%, Er]LIEEAIR] NetApp Kubernetes
Service o

[\ELELd Working Environments Replication Status Timeline

2 Kubernetes Clusters

% netuksjglx O Go to NKS 2
https://54.80.77,98:6443 W_ v1.14.1 N/A (‘D O
Cluster Endpoint D Cluster Version Trident Version 8 Working Environments

"7 RN IS B TAEIR IR IEIZ R Kubernetes 58"

BETSECE NTP ARSS528

WTE, &AL Cloud Volumes ONTAP BR& AR MLEETE Y (NTP) BRSEES. F8E NTP BRSEZE50IES W
KRN RGZEIMEYE, XEBTFH LR EESTHIEE,

7E1&E CIFS PR55880¢, {#H Cloud Manager AP SiM A F REIEE NTP fRSS 28,
* o "Cloud Manager API" B F38%E NTP IRSZ 23T AHit, THEE AWS HETT R RSAH API :

/vsa/working-environments/{workingEnvironmentId}/ntp

Setup NTP server. B
Operation may only be performed on working environments whose status is: ON, DEGRADED.

Parameters
e Parameter
Parameter Value Description Type Data Type
workingEnvironmentId | | Public Id of working path string
; ~ environment
body [(required) | NTP Configuration body Niadai | Modal Schama
request
NTPConfigurationRequest {
ntpServer (siring): NTPS server
1
| A
Parameter content type: ' application/json ¥ |
‘ ikt ‘

* B2E CIFS PRS3236Y, ERJLUET Cloud Manager FIF REEE £/ Active Directory 3HHJ NTP k%5238, U
REEFHAHMMUE, NREER AP,
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TEETRT NTP RS#BFER, RFERAEIRE CIFS BHEA.
CIFS Setup

Set up your ONTAP CIFS server

DNS Primary IP Address Active Directory Domain to join
127.0.01 yourdomain.com

DNS Secondary IP Address (Optional) Credentials authorized to join the domain
127.0.01 administrator

CIFS server NetBIOS name Organizational Unit
MY-MACHINE CN=Computers

DNS Domain NTP Server

Use Active Directory Domain Use Active Directory Domain
yourdomain.com yourdomain.com

Hide advanced fields

Cloud Manager 3.6.5 (20194 5 2 H)

Cloud Manager 3.6.5 3% LA T 1E38IT8E,

* Kubernetes 1&38Ih#E

* NetApp ZHFif Rk P AT RARFH#HITEIE

* AWS {5 X BT LUSIEE SN IP it

* Azure ZRAIEEBIE

* BIABERT, NFS 4 1 NFS 4.1 MELFEARS
BT API, E0T LABR ONTAP Snapshot &4

Kubernetes 1&%58I15E
AT T —Leilcg, FEUIERMMIE Cloud Volumes ONTAP B{ER 23K A MTEAE:
* WTE, EAILUEZEA Kubernetes S8R INZE] Cloud Manager &,

X, A LUEARERHEESIRER Cloud Volumes ONTAP &%, HiEZMNEELEREFIE— Cloud
Volumes ONTAP &%,

* FEIZEEEY, EIMIETILUE Cloud Volumes ONTAP i &/ Kubernetes S2B¥HIERINTZAEZE
NBERT, YEFPOEKAMER, Kubernetes S£8£R]LUFEH Cloud Volumes ONTAP {ENEIRTEE:



Persistent Volumes for Kubernetes

Select a Kubernetes cluster to connect with this Cloud Volumes ONTAP system. If the Kubernetes cluster is in a different network
than Cloud Volumes ONTAP, specify a custom export policy to provide access to clients.

Kubernetes Cluster Custom Export Policy (Optional) ;
Select Kubernetes Cluster Custam Export Policy
netjyybung - 172.17.0.0/16

Set as default storage class

Connect Cancel

* FATEH T Cloud Manager #5%& Kubernetes &M A I, UWEERZINF:

° * NetApp X * : HFRKAMELEERIETI R Cloud Volumes ONTAP &4t

° * netapp-file-redundred* : FFRXAMEEHEE Cloud Volumes ONTAP HA i
* Cloud Manager Z2£#) NetApp Trident ki< B B N RF AR,

"7 fRU0{AER Cloud Volumes ONTAP fE5 Kubernetes BIK A METEAE"S

NetApp b RKFPIIEER AL HITEE

ILTE, 7£ Cloud Manager REIE NetApp SZ13Fiuf itk - S A01E &,

EFAIRAES, EEER NetApp ZHUSSIKFEHERNSER,. W, XLEWFIEE Cloud Manager R4t

AHEITER, ERUESEERCRHEKFER, BIUIER, &R UTEEM Cloud Volumes ONTAP R4HT R
TEHITEZ D NetApp STHFL K Z B TIER

< Add New Account

Select Account Type

== Microsoft Azure aWS,? Amazon Web Services “ NetApp Support Site

QR TIFIFIRE, MRFIERE NetApp 2k =K LAEEM Cloud Volumes ONTAP &%



Cloud Volumes ONTAP License & NetApp Support Site Account

Cloud Volumes ONTAP License NetApp Support Site Account
Which licensing option would you like to use with this system? Learn more about NetApp Support Site (NSS) accounts (3
¢ Pay-As-You-Go BYQOL MNetApp Support Site Account

N552

To add a new NetApp Support Site account, go to the Account Settings,

Y Cloud Manager 3% 3.5.6 B, MREZAEKHEF SEMKAXER, NEZBEINERIM NetApp STHFE
R

"7 BRAN{ATRE NetApp Z3Fih =itk P28 0%!I Cloud Manager”s

AWS EiGRx 8] LA IEE S IP ik

%N AWS AT XIS HA 3 floating IP Addresses i#1T NAS $#3B15 R BIEEO, FIEHTHLE, X
LeSF 5 1P Mk TS E M HA XFR7ERY VPC SNSRI 1TIAIE],

BIERIEEEERILUER "AWS FHNX" M VPC SMRIFIRIFE SN IP bk, XEBIRE, VPC MEBRY
NetApp EIETAM NAS EFURAI LUAKIEFE) IP HF) /A B e iE45,

"TRRANAITE SN AZs 8 HA XHEE AWS Z5EiM X",
Azure ZFRAMIEEPE

BI7E, Cloud Manager 27£63# Cloud Volumes ONTAP FRBRNIGEBIETE Azure B, BiE R IRLA R LEA
FRIMRIBRE B R R,

ZXIANIER T, NFS 4 F1NFS 4.1 IELATFERRS

7E, Cloud Manager RI7EE BJ32AIE N5 Cloud Volumes ONTAP R4 LS NFS 4 #1 NFS 4.1 #hil, ILE
AL EENEE, EASTEREERSFIRARENN.

BIIHEY API, 0] LURIER ONTAP Snapshot ElZs
WME, ERILfEA Cloud Manager API ERMIBRIEE %R Snapshot &7,

U2 AWS 5 HA REERY AP R

Jaws/hafvolumes/fworkingEnvironmentId}/{svmName}/{volumeName}/snapshot

Delete snapshot manuallr.
Operation may cnly be performed on working environments whose status is: ON, DEGRADED.

AWS BT R ARG LUK Azure FEYETI A HA 2RGS0 RSB AP E .
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Cloud Manager EE#7, BIz#¥ Cloud Volumes ONTAP 9.5 P1 {&4hhieds, TELEFMRASF, Azure HAY HA
MPBELmEmLEH (GA) o

HBM " ( Cloud Volumes ONTAP 9.5 %1715 08) " BXEMIFMES, BIFEX Azure XIFIT HA X ZHFIE
BEE,

Cloud Manager 3.6.4 (2019 %£3 H 3 H)
Cloud Manager 3.6.4 3% LA T E38I08E,

* [FHRHEMIKF ZEAHIT AWS BB

* [MrE B PEREER ]

* BEUESEE Blob B280Y, Azure fFEKFEREH HTTPS
ERE Mk~ B H#HIT AWS EBHINZE

7£ AWS H/Z5h Cloud Volumes ONTAP £4:RY, EIMFERILABH "AWS BIERVINE" EREM AWS AP kP
FIEFEZREE (CMK) o

TERRT NS TR TR RIS T

o Data Encryption

Please note: You cannot change the encryption method after you create the Cloud Volumes ONTAP system

s None B AWS Managed
The data on this Cloud Volumes ONTAP system will not AWS is responsible for data encryption and decryption
be encrypted. operations. Key management is handled by AWS key

managemant services.

Default Customer Master Key: aws/ebs

e Customer Master Keys

Select a key from your account | = Select a key from another account

If needed, you can select a CMK from another AWS account by entering the ARN of that key. You can find the ARN
from the KMS console.

Encryption Key ARN

arn:aws:kms:us-west-2:642991999000: key/046ee5c3-358]

"TRERZRNMERANESER"
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TRE bt
PI7E, Cloud Manager ¥ £i{M Cloud Volumes ONTAP R4 M E tIEHLER, BFMEIREFIZR T RN
M=, TEE—MERIRF:

Successfully Recovered a Failed Disk [Timestamp: 24 Feb 2019 10:35pm]

Cloud Manager successfully recovered a failed disk on working environment "vsal00". Disk

‘myDiisk” was recovered in aggregate "aggr3”

BRI BT ARE R RS PR 5

BEIES EE) Blob B288F, Azure A EREA HTTPS

7£i&E Cloud Volumes ONTAP &4tiGIEEhEIE D B E Azure Blob F288Y, Cloud Manager =Lt R 286132
— Azure 7ZEMKF . MULARZSFFES, Cloud Manager fEr @3 22 (HTTPS ) BRENMEMENK,,
MBEEEKRFER HTTP .

Cloud Manager 3.6.3 (201942 H 4 H)
Cloud Manager 3.6.3 E3E LA T 1E3RINEE,

* #F Cloud Volumes ONTAP 9.5 GA

* FiE&ZkhR#1 BYOL FeEMAERE/ 368 TB

© TIERTHY AWS X33

* %15 S3HEEDE

* [REMIEVRRE LRAKIESE]

* BiIXHERTF Cloud Manager By EC2 LfIZEEYENTE S T3.medium
* FEEIRE R EREER TR A X ]

% #¥ Cloud Volumes ONTAP 9.5 GA

Cloud Manager II{E3Z#¥ Cloud Volumes ONTAP 9.5 BUi@FARRAs (GA) . HFPEIETE AWS 325 M5 1 R5
B, BX 9.5 RAVIFAER, BB " ( Cloud Volumes ONTAP 9.5 &1TtER) "o

FrE=4%hRH BYOL ELERA EFRT /) 368 TB

Cloud Volumes ONTAP &4khk#l BYOL M RAA B =RHINEEFTEECE Y/ 368 TB : AWS #1 Azure HRY
BH A HA ., XBEEXEA7= Cloud Volumes ONTAP 9.5, 94F19.3 ((RBEAWS 59.3)

FFRLRE, WERSISMEIEESMEREEAE 368 TB B=FRH. r‘ﬁsﬁb'l.a/m:, &a] LB IRE! 368
TB BEMRE “EIEEMHIES BRI R FME", FlE0, Azure PHBETSRATEERS 252 TB EFHENASE
, MTTTE Azure Blob FfEH &R Z 1T 116 TB BVIEETHENIE.

BXREERFINGER, ESHFREFHERS " ( Cloud Volumes ONTAP &1T15EH)
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SIFHE AWS Xi
Cloud Manager #1 Cloud Volumes ONTAP IL7E7E AT AWS X =5
* BN (BRfESIRE)
IRRETRART. LEIRZHE HA 3o
* GovCloud (EEZRER)

XEX AWS GovCloud (EEFEER) KA 7E32 55,
"EE IR X IR ETIR",

ZiF S3 BN E

£ AWS HiBR#iE7ER, Cloud Volumes ONTAP ERIARIEETIEIBE D BRI S3 TR ER, WME, &l
U5 RBRIERRR Intelligent Tierage T2, HAFELTIMERIBIHBRN IR MR EFSHEIE,
MRt A, —NRRTFMEIRE, B—RAFRMEAE,

SaikRA—iE, EHEIERRE - REERN— MR - REAER,
"TREXBIESENESEE, " T ROAERIEHEE",

REBENRRE LRBMIESE

fE%caikA®, Cloud Manager & BzEh%t#]#4 Cloud Volumes ONTAP R&RBBHIESB. WL, EEILLULR
TR E L2RSES B, (BHUEEERE LERRARZAKESS. )

EERREFERREN, AJUERILFNAT, TEETRTE AWS REEIRFEHIRA):

Create a New Working Environment 1

& Underlying Storage Resources

=3 =) o =)

General Purpose 55D Throughput Optimized HDD Provisioned IOPS 55D Cold HDD

AWS Disk Size

17B -

S3 Tiering: Tiering enabled  Edit

EINAERT Cloud Manager §9 EC2 SZ5IZEBYEITE T3.medium

M NetApp Cloud Central 7£ AWS FRZB2 Cloud Manager A%, Cloud Manager FYSZHIZEE £/ T3.medium
o EZE AWS Marketplace FREIYAISEFIKEY, X—TER] LIERINAT AWS KRz Hr, HEEESLHIRL
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7o FINAISLAFIEELLIETAN T2.medium , BRINRXH.

SRS RAEER I RI A XH]

WREITRIB6h% 7 Cloud Volumes ONTAP #4:, MILTE, WNRIEEHIT/EIEIEE ), N Cloud Manager
SWIRXH, EHiSei/S, Cloud Manager XA &R S,

Cloud Manager 3.6.2 (2019 %1 H 2 H)
Cloud Manager 3.6.2 B3 ThREF LR INEE,

* 7£—~ AZ #179 Cloud Volumes ONTAP HA EZE& AWS ¥ B EH
* [EERRHERIP

* [FTRYEIE S HIERE)

* Kubernetes FY%& i/ 10)3E il

7£— AZ F73 Cloud Volumes ONTAP HA E2E& AWS " BB E

£—1 AWS FI X AHERE Cloud Volumes ONTAP HA BY, Cloud Manager ILTE 282 "AWS S E
éE HBEMZHELAFHED HA TR, MEABTRELM2BERRNREES L, FRRRNAEHERR

Bﬂo

() st EREmAR AR EREAERE TS,

Cloud Manager EEE I IHRERIFIIR, RN Cloud Manager 1I2{EARAY IAM SRESEI3E LU TR 1E:

"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

&R UTE PR RIFA B PR AV 5228513 "Cloud Manager Y& AWS ZHE&",

R FRIP

MEMM B P RE= AR W S5RYE], FRMEE, IWE, EARILLUET Cloud Manager K NetApp E1ZRER {2
ARBE, ERLRHEMA T ARSI, NN,

* Cloud Manager AJiR%AR5 Snapshot FRERRIFHIE, HAFEEXLSE FEIERIA Snapshot HEEE,

Snapshot Bl A RREIZ, FIRALE#MRRGBIF. EITER LIRHEIB RN XARINNTBRERE R
73 RRIRETRIE

* Cloud Manager 21813 5 A ONTAP By FPolicy fi#/R75 223K E LE B MBI RIRE X4 RS,
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o Enable Snapshot Copy Protection o Block Ransomware File Extensions

40 %
Protection
ONTAP's native FPolicy configuration monitors and blocks file operations

3 volumes without a Snapshot Policy based on a file's extension.

v

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

"T RN SCHEE A T A EY NetApp BEIRTTZE"S

HTBYERIE S 1 SR B

Cloud Manager B1& AT HRVEIEE FISRES, &0] AEAXLERBEHITIHIERI.

Hp =M RIEER—Birs LEREREMENENHNKBPRE, SPERBIERHARNENREHR:

* SREMED (RE 7 F)
c SRENED (REB 75, SAENES)
* SEEMED (RE1 £, 88)

HRRBRAKRESORM T EZEDT
* & (RE11A)
* & (RE1A)
QTR — D TR RRAN AN — R,

Kubernetes FY&if[r]#EHl

ITE, EAILLA Kubernetes kA EEE S HHRIK, MR Kubernetes ££8%5 Cloud Volumes ONTAP & 411l
FAREMIMES, NS HEEER U AIFHIRIZEF o

R TEIFIRIEIZ R Kubernetes SEBF HRIBINEER, En]LIALE SRR,
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* X Azure 919 Cloud Volumes ONTAP 9.5
* [SIREEKF]

* AWS R AR S RVIGIRINAE
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%1% Azure F1Y Cloud Volumes ONTAP 9.5

Cloud Manager I)J‘iﬁ Microsoft Azure H1#J Cloud Volumes ONTAP 9.5 higZds, EEfESa A% (HA)

ij‘E’J%ﬁxO II_J\E-LX

A3k,

E;& 9.5 H&Eqﬁém1n:u\) ]ﬁ

1T ng-Cloud-Volume-ONTAP-preview@netapp.com BX R F{TREBIE Azure HA FRIFA LA 1

201" { Cloud Volumes ONTAP 9.5 & 1Ti5BEE) "

Cloud Volumes ONTAP 9.5 EE#7#J Azure R

Cloud Manager 7
Manager REISZREFEIE Cloud Volumes ONTAP 9.5 R&45, ERIEIT RN TIEREFH Cloud Manager %R
B

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

FE Cloud Volumes ONTAP 9.5 hiR s PRI X SRINEELR (Y Azure R, EHa{R Cloud

.Network/loadBalancers/read",
.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/frontendIPConfigurations/read",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Network/routeTables/join/action"
.Authorization/roleDefinitions/write",
.Authorization/roleAssignments/write",

.Web/sites/*"

"Microsoft.

Storage/storageAccounts/delete",

.Storage/usages/read",

EE] UTE R EIFr B R AV 22 5IZR "Cloud Manager BY&#T Azure SEH8",

"7 fi# Cloud Manager S11alfsE F X LEAVFR",

e HEk/

7E, {6/ Cloud Provider i A] LA #AMTE Cloud Manager HEI2Z N AWS # Azure 1Ko

ESCRiRA R,

EEE RS Cloud Manager AP K ISE =IRIEFENIE. 7, mILAERA Cloud Provider M

F7E Cloud Manager 24t 4R 3 &SRR
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Cloud Provider Account Settings

3 Accounts
aws :
2 QA Account Type: AWS Keys
0
AWS Access Key Working Environments

AWS Account ID

== Dev Account Type: Azure Keys
0

Application 1D Waorking Environments

Tenant ID

BB TIEIFIRRY, REEFREEHPIPE Cloud Volumes ONTAP RGN :

AWS nstance Profile
~—

AWS Account ID

Cloud_Manager
|AM Role

Details & Credentials

This working environment will be created in Cloud Provider Account: Instance Profile | Account ID:

FH4%) 3.6.1 B, Cloud Manager ZRIEER HFIECE BahNEEIB RIRMEIK . R

mmEERANE, FtFA=HlrERiEE
* "7 f# Cloud Provider 1k~ FIAPREY T {E[RIE"

* "THRANMAIZE Cloud Provider M FH & E A NMNZE Cloud Manager H"

AWS AR SHIIEIRINAE
AWS ARSHEARBESERS, #EEZTIRE.

=+ Add New Account

Account Type: Instance Profile

0
Working Environments

| Switch Account

TR, MBI

* thIREHS T 57 AWS HE1T Cloud Volumes ONTAP #8XHE B HIRM A, EoJUERITHE, EBS #i#

(8245 EBS 1RIR) , S3 FAEMEUELMIE A,

s W7E, IREBERIEIEEEIEDEE S3 BT,
* B 2@ T Cloud Manager M AWS FREU A #3B 9 A o

Cloud Manager AFEBEERRTFEHET S3 EEDEPIITEIRS

o BRAEMREA Cloud Manager IRHNRRY IAM SRERE S LI TR

"ce:GetReservationUtilization",
"ce:GetDimensionValues",
"ce:GetCostAndUsage",
"ce:GetTags"

%o Cloud Manager AR AR R EIEES API
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XEARMER B ERIAIPR "NetApp FRIHEAVERRE",

R,

AWS Resource Costs

Cloud Manager obtains AWS resource costs by using the AWS Cost Explorer service

li. Aws Monthly Cost

$ AWS Cost Breakdown | November @4 days

Monthly Cost Breakdown

Maonth: November 2018 =

M NetApp Cloud Central BFZHF RAFZ= BB XL

Learn how we calculate the costs and savings

$; Annual NetApp Savings

$69

Total Savings

Thin Provisioning Savings

W Thin Provisioning $60.3 (879%)

Storage Efficiency Savings

B Compression $83 (121%)
Compute ﬁ 53 Cost B Deduplication
$ 70.49 @09%) : $4.02 (1.2%)
$338
November Cost 53 Tiering Savings
EBS Storage f Data Transfer W 53Tiering
$263.57 a%) RSl $0.00 (0%

* Estimated Savings

A Azure (X

WE, EEUEEED X EFZE Cloud Manager #1 Cloud Volumes ONTAP ,

Cloud Manager 3.6 (2018 £ 11 B 4 H)

Cloud Manager 3.6 &t 7 —INHIhAE,

M Cloud Volumes ONTAP £ Kubernetes SEEfHIK A 1721

Cloud Manager IR7ER] LA B aHERE "NetApp Trident" 7EE8 ™ Kubernetes £8% &, LUERILIfER Cloud Volumes
ONTAP fEA R 2FHKA M F . f”*lﬁ, ﬁﬁ)*'_ll«,(ﬁﬁﬁ)?\i Kubernetes #EOMMAEEKRMEEKAES, FEIY
FF ONTAP &R EIEIEE, =T RERMEXER.

"T #RU{a1Y% Cloud Volumes ONTAP Z&Z5iE 2% Kubernetes 58%"

=y
B Hin] @R A #A7E Bl BEh A& B Th{sE AR b ki 2 7= SR BV ir) o
thRZ<BY Cloud Manager #3& A B 408,

B ATEF R EI Cloud Volumes ONTAP FIE AR " ( Cloud Volumes ONTAP %&171BHE) " #1 ONTAP &R
—fREE " ( ONTAP &£1TiHBE) "o
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https://s3.amazonaws.com/occm-sample-policies/Policy_for_Cloud_Manager_3.6.1.json
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https://s3.amazonaws.com/occm-sample-policies/Policy_for_Cloud_Manager_3.6.1.json
https://s3.amazonaws.com/occm-sample-policies/Policy_for_Cloud_Manager_3.6.1.json
https://netapp-trident.readthedocs.io/en/stable-v18.10/introduction.html
https://docs.netapp.com/us-en/cloud-volumes-ontap/
https://docs.netapp.com/us-en/cloud-volumes-ontap/
https://docs.netapp.com/us-en/cloud-volumes-ontap/
https://docs.netapp.com/us-en/cloud-volumes-ontap/
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https://docs.netapp.com/us-en/cloud-volumes-ontap/
https://docs.netapp.com/us-en/cloud-volumes-ontap/
https://docs.netapp.com/us-en/cloud-volumes-ontap/
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508
https://library.netapp.com/ecm/ecm_download_file/ECMLP2492508

EXNPRE

EHEFIAE T A~ MR AR ZFHNTES. 18T IEE. HEXLET S, RFHNELE
5 mIEMR EIRF. (FHEEXERS],
Cloud Manager ~3z#} FlexGroup &

&4A Cloud Volumes ONTAP 3#F FlexGroup %, 1B Cloud Manager A3z#%, IIR&EM System Manager 5§
CLI €% FlexGroup &, MRz Cloud Manager WA EEIEEINIKENF 5. IF FlexGroup &, BofEI{A]
BT AIE R T1E,

BIANE R T, $&%EM Cloud Manager A3 #% Active Directory

M 3.4 lRFF44, Cloud Manager FET &3 R Z35E AT LALLM Active Directory SHIIEHITRAEIE, IRE
. NetApp AJLAEEBNEEA Cloud Manager i & Active Directory » B S EIEE A T ANIIXEITLIRE
238

AWS Govloud (E[E) tXAIPRHE

* NREEEAWS BIF = (XE) #XE5 Cloud Volumes ONTAP 3£fil, MAZTE AWS B = (E)
X ZFE Cloud Manager o

« YEREE AWS BF = (EE) XIEE. Cloud Manager To3A7Ei&FAF Microsoft Azure BRE R NetApp FA
BEEIER T SoftLayer AL &R NetApp FABZEF LI ONTAP &£E%,

S ME PR
* EAWS BfF = (EE) XK. AWS Bl =ARSIFIEFR Microsoft Azure FARZFFEE,
* HMEEEREELIE NFS 5.
* Cloud Manager A"27EEME R EE) Cloud Volumes ONTAP BYOL 3244,

Cloud Manager ~i% & iSCSI &

88 Storage System View T£ Cloud Manager FREIZEHES, BAILLESE NFS 3 CIFS #hil. HMER
OnCommand System Manager }J iSCSI 8l|&%.,

TFAEESML (SVM) BRE|

Cloud Volumes ONTAP Z##F— 1 EIRS SVM Ml— 1PN E 2 MNEFRAEMER SVM o

Cloud Manager £ SVM R ¥R ERMARNIRER W S HIELTF. SHAZFEEAEM SVM LRIT5FE
FEXMES, HIER System Manager 8 CLI i#{T SVM RS,
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7 A
Cloud Manager #1 Cloud Volumes ONTAP #fiR

OnCommand Cloud Manager {E&a] LIEFZ Cloud Volumes ONTAP | ZINEE N EHN =iFfEIRH B R IhEE.
FRILBRMEET NetApp MEREE = EHIEUE,

=B

MEZEERNFZNEERT RS, EriESE5EM Cloud Volumes ONTAP IEERJLNF R, @i B iFiEie
BB REEERUMIIEEE, HXI¥E RSP EREUEE I,

EE(FEF Cloud Manager REPEFEIZE Cloud Volumes ONTAP . {BEXRAI UL M HAEIE AEE ONTAP £E5HY
EFE, XANENEMASFEEMZERME T — NP RITH S

BRI E = MLEHIE1T Cloud Manager —RE1EIZEIZEEFZE Cloud Volumes ONTAP BIMIZERIR], TEIER
T 7E AWS Hi51THY Cloud Manager LAKTE AWS #1 Azure FEIE Cloud Volumes ONTAP &%, EXERTE
BETHEBIEES,

Amazon Web Microsoft
Services Azure

Cloud
Manager

NetApp Private
Storage ina
colocation facility

E FAS systems in

your data center

tLLLLL

LLLLLL
LLLLLL
LLLULL

"7 fi#H % Cloud Manager WE %= 8

Cloud Volumes ONTAP

Cloud Volumes ONTAP @—RAIMF1Z6E18E. BESTIEIT ONTAP HIEE B A, &8 LUE Cloud
Volumes ONTAP BF 4T EfE. RMEME. DevOps . XHEHEMEBUEEEIE,

Cloud Volumes ONTAP i&@id L T X E2Theed L iFztEy B =

* FHENENBRNENESHERPR. HEES . FEEENREZRRAREMERFEND.
* BRI AMARRTE SRR ERFEE Al A] S EMIFEIETT.
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https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
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https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx
https://www.netapp.com/us/products/data-infrastructure-management/cloud-manager.aspx

* Data Replication Cloud Volumes ONTAP FJA NetApp 1T ST EHIH AR SnapMirror RS EIEES H1ZI
=, UBEEZSMERERFIPEMNIRE R,

* HIE S BREES M EEMNR e EE 2 BI)iR, MEAHERBEFBRL.
* MNARRFE—EI4EER NetApp SnapCenter 1R NetApp Snapshot BlZsH—214%,

@ Cloud Volumes ONTAP 7 ONTAP HAEHE]IE, {8 NetApp IS

"BELIFH Cloud Volumes ONTAP BZE"

"T R % Cloud Volumes ONTAP NEZ{Z5 8"

NetApp Cloud Central

"NetApp Cloud Central" f#ft—MPRAIE, ATFIRRMEIE NetApp =HIERS . XA
ZEREBERPETXENARER. BB AEME LR, &9 SaaS #E. HE
ZN R E XTI HIEE,

Cloud Manager 5 NetApp Cloud Central &R HE T 2. SIEEHHNHERK. EENEEZI =T
BRAFNE—(UEUNREPRBF SHKIE.

BIEFRAAFRSMEIE. BRIUEREERARZEURSEERSHMEERS WzRY) ZEfERER
MERESE. IRETIETENL. B URMEERE,

LU ¥STER T NetApp Cloud Central :

I NetApp Kevin Hill v A

Hi Kevin Hill, let's get started!

1

@ 6 6 o O

ONTAP Cloud Cloud Syne Cloud Control Azure NFSaas NFS Hybrid For AWS

More Info More Info More Info More Info Mare Info

Loading... Loading... Go to Cloud Control
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https://docs.netapp.com/us-en/cloud-volumes-ontap/reference_supported_configs_95.html
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https://www.netapp.com/us/cloud/ontap-cloud-native-product-details
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https://www.netapp.com/us/cloud/ontap-cloud-native-product-details
https://www.netapp.com/us/cloud/ontap-cloud-native-product-details
https://cloud.netapp.com
https://www.youtube.com/watch?v=xKRsIfiy-54

oiefEk P AR

i@3d Cloud Manager , 0] LUEFREEEPERE Cloud Volumes ONTAP R4HY cloud
provider account . TEXMFANNZI Cloud Manager Z &, &N T ENRERK,

AWS 1K P FI R

&R LUITEHIE AWS K P FREREFRA Cloud Volumes ONTAP £4:, R LUSE EHMKF,

)95 AWS K

M NetApp Cloud Central &% Cloud Manager BY, EHEEERBNZE Cloud Manager SKEIEY AWS 1K,
HIIH T FRrEERIABR "E A F AWS B NetApp Cloud Central 558",

¥ Cloud Central £ AWS H1/Z5} Cloud Manager 3256y, ExAILEEFIEIE IAM BEMLFREXH. TBIF

ZMIIN—N56E&, 59 Cloud Manager 2f1E1% AWS kP FREREFEIE Cloud Volumes ONTAP FINR, "&&
Cloud Manager 30{alEE AIPR",

Cloud Central AMIS acocount

v=
|
Cloud | &M | A
B ] ) ;
Manager role paolicy
(m
Cloud Manager R7E&SIZ T TEIMER EAINEF L IR E K
Details & Credentials
This working environment will be created in Cloud Provider Account: Instance Profile | Account 1D: | Switch Account

Hith AWS
NREEFERRFER AWS KA FRELH Cloud Volumes ONTAP , MBI LUEERE—Fh "y IAM B e E(FK A E

MAER ARN 12 AWS 5", TEIERT SBIIMNEMEKF, — MBS EEKFA P9 IAM B ERENR, 5—
NET IAM BB R AWS ZZ$R3R AR :
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https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies
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https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies

Trust relationship

Initial AWS account P Second account Thirc account

Cloudl LAM LAM i LAM |AM user LAM
Manager role policy delega_tes policy with keys policy
g permissions Y g

1B LU i =R EE A A 0E Cloud Manager” 387 1AM f &8 Amazon ZEZ# (ARN) 3¢ IAM A
F B9 AWS Z5R,

ANEMKF S, SR TSI TRR R R EIZIK |

aws AWS Provider Account
o S

Cloud Provider Profile Name

QA | Account ID: ‘h

Instance Profile | Account ID: §

To add a new AWS cioud provider account, go to the
Cloud Provider Account Settings.

o

Azure KPR
1B LUTERDEE Azure 1 HREREFTA Cloud Volumes ONTAP &4, Ha]LIgEH Mk,

44 Azure P

M NetApp Cloud Central &2 Cloud Manager B}, SEZFEAEEGERZE Cloud Manager A FRRY Azure
P, BFIETFREMINR EHT Azure Y NetApp Cloud Central S:E&",

¥ Cloud Central 7£ Azure FEBE Cloud Manager WA, ESBE "249 NS E 59" 7 Cloud

Manager B L, SIZBEXBEHEEDALEMT. LAEA Cloud Manager 2t T 1£1% Azure iTi%H
EBEFMEIE Cloud Volumes ONTAP BINPR, "&%& Cloud Manager 01l A IE",
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Cloud Central AZure account

Custom
role with
permissions

: Managed
Cloud Service
R iR | ) —— Manager Iclentity

=}

Cloud Manager RTEZSIZ N TIEIMERN BRI F L IR ERE KA,
Details & Credentials

This working environment will be created in Cloud Provider Account: Managed Service |dentity | Azure Subscription: OCCM QA1 | Switch Account

A P RYE M Azure 1T

HES M 5ERE5) Cloud Manager RYTTHIMEREX, MRBEZFHM Azure 1T, WFEE "SHEESH5XELT
FEAEREX"

Hith Azure K

WMREBEARFEH Azure B FEEZ Cloud Volumes ONTAP , MA@ I3 F R EANIR "7E Azure Active
Directory FREIEFIEERS T A" W FE Azure kP, TEIERT BINEMKF, SPMKPEIREE —1IRS
FEM—MRENENEEXRE:

Initial Azure account Second account Third account
8

. U
Service U Service
principal principal

Managed Custom Custom
Cloud Service role role
Manager |clentity

Bl LUX B SRRk A A INE Cloud Manager" 2B X AD ARS EFBNFHE S
AINEMIKF R, SR UEIZMB TR R R E 2K |
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== Microsoft Azure Provider Account

Cloud Provider Profile Name

Azure Keys | Application ID:

Dev Keys | Application 1D:

Managed Service Identity

To add a new Azure doud provider account,
go to the Cloud Provider Account Settings.

oo

17 EENAEPERE A2

U E&TIITRT NetApp Cloud Central FZINHIERE 5%, EBEILIMERZE Cloud Manager "AWS
Marketplace", "Azure Marketplace", &L "TEARERZEE Cloud Manager"s

WNREFERE— MarketPlaces , M=UAEEAIRERIR, EBREFoHEIEMIZE Cloud Manager B9
IAM BEHIEESH, REAEMEMKPIRERREIA,

I FARIBEZE, EARBEA Cloud Manager RIRE IAM BEHIEE S, B UG HEMIKF IR ENR
— IR AR,

FERE

Cloud Volumes ONTAP {{al{E A =171%
T fi# Cloud Volumes ONTAP 8{al{E FB =17 f# vl LATS B & T RETZ B B S,

pu

Cloud Volumes ONTAP {8 AWS 1 Azure B GiRF . ERXLEESMAEEBHEENHHER—PHZD

Bad. BEUN— RSN EREEHE,
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«— Volumes

«+«— Aggregate

Amazon or
Azure disks

SFESMRBNTWE, TR LUECEEMERMEELE, HEEZE Cloud Volumes ONTAP BNEZERINEE K

o

M AWS 5§ Azure MIERITZMESE R raw capacity . BIRABRE B\, EAFRZEL Cloud
Volumes ONTAP fEFIRIFFH£979 12 B 14% - 590, 3R Cloud Manager €327 — 500 GB
RA. WeTHEBAER 44294 GB o

AWS 7xfi#
EAWS 1, — I ERERZALUESR 6 MTXIVERNER. RAEEAR/NAI16TB.

[K/Z EBS MBI LI2@F SSD . LB IOPS SSD . &HEMEik HDD )4 HDD ., &t B L% EBS i
5 Amazon S3 Eoxt "HUESE"

TERE%&S £ EBS MEXAEZ BN TFFATR:

* A SSD_ MR FI FEIEM IR HAIRAMERE. ERERIRYE IOPS HKE XA,
* provisioned IOPS SSD W& 1ER TR EURSHARGRSERNX BN AERF.

* Throughput Optimized HDD WEERTE BRI TIERN S, XETEAEEEUBERINIEILINIRE—
MBS,

* /2 HDD_ M EAT&EHEAEIHEBENE, FENtEIEER. SHELEMRY HDD HE—1F. MEhER
EELERE X,

(D HARBRHEHEFRES HOD Hifk,
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SRR R ERBT ARSI S, BB AWS ST EBS B,
"TRBAMAITE AWS R ARG A AR AV,

"#Z& Cloud Volumes ONTAP BY7ZHEFER!"S

Azure 77fi&

£ Azure 1, —INRARZAUESE 12 MRIVERBVEE. BEEXBENSEAEEXNUATEERNZETR
ROUERE HA XY

BTNRAR
BURARGRAILUER =R Azure REME

* _Premium SSD B _ LIRBHIMAN 110 ZERE TR HIRMSMEE.
* tn SSD REME _ AIAFER IOPS W IEfhEIRMISE —SAItaE,
* MREAFES IOPS HAEREEMA, _Standard HDD ZEHE = B— M FHEANERE,

B S EMERENRAEEAR/NA 32TB,
Ee] LIS B 5/ Azure Blob 7Zf8B2Xt "$ESE"

HA 3
HA X fSEFH S 4%k D1E Blobs , XLETEMNREKREEAA/NA 8TB

BXXLEHENFERBENEMFMAES, FSM "Microsoft Azure X14:  Microsoft Azure 77 E{E 71",
"7 RRANMAITE Azure RAERYRYOERHELBIMBEE X/,

"Z & Cloud Volumes ONTAP HY7ZAEBRE]"S

WIS B

&) LUEd g REmhER R B oh ) B BN AN RIFEREREFMEN D, ERERENRER
=1%taE SSD 8 HDD (1%8ER) . MABESNEIEN D EEMRRAN REME (BER) -
XAEE R LA E 7768 _E R B)H 4R — R iF fifo

:_|:C=_l'_||=OUd Volumes ONTAP Z#F1E AWS 1 Microsoft Azure FIR1TEHIED B, #E EH FabricPool AR
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WORM | preview

You can use write once, read many (WORM) storage to retain critical
files in unmodified form for regulatory and governance purposes and to
protect from malware attacks. WORM files are protected at the file level.
Learn More

Disable WORM s Activate WORM

Notice e: If you enable WORM storage, you cannot enable data tiering to
Gb_lECt storage.

WORM Activation Code i
Worm-1111122222aaaaa

Retention Period 15 years -
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :ACCOUNT-B-ID:role/ACCOUNT-B-ROLENAME"
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To add a new AWS cioud provider account, go to the
Cloud Provider Account Settings.

o

RE Azure HKFPHZEERNIZ Cloud Manager

NREERFEM Azure M F1EZBE Cloud Volumes ONTAP , MIFEE XK RMHAAFHNNE, AEBEXX
Loik P AYIF4R(E 2 ARI0E Cloud Manager o

* FHRS EEIRT Azure IR

* R Azure M ARNDZEI Cloud Manager

fERRRS E1ART Azure 1R

Cloud Manager FFEMNPRA BETE Azure FIITIRIE. ERILUEIZTE Azure Active Directory HFHEIEFIRERS E
1R LA FREY Cloud Manager FREERY Azure 3B 7 Azure K P IS FFR B E,

KXTFULES

TE#ERT Cloud Manager ${AI3R1FTE Azure RRITIEIERINIE. 5—1 8% Azure TTIRSFEBIARSS I (K3
K&K Azure Active Directory B9 Cloud Manager H 9 ER48 A FFRENIRM B E X A .

51



curl http:/{ lecalhost/ocemny api)f
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"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebSbbzzzzzzz"

3. {5 JSON Xf471E Azure FEIZBEEX A,
AR5 PR T SMalE R Azure CLI 2.0 BIRBEX At:
° AZ FI87E X create -role-definition C : \Policy_for_cloud Manager_Azure_3.6.1.json*
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82 Active Directory RS 1k
WBIEE Active Directory BRSSE{A. LUE Cloud Manager AJ AR Azure Active Directory 1T S 19383F,

FHaZ
1B ATTE Azure R EGHEN I PRA BERIZE Active Directory N R H N AIEF HEL AR, BXFHAER
, BB M "Microsoft Azure X414 : {EFI 1P €2 R] AR #JRHY Active Directory N FEFZR-F1ARSS £ 1K
TE
1. M Azure I"]JFH, FTFF * Azure Active Directory* fRS3.

active directnrﬂ

| ]
All resources
Azure Active Directory PREVIEW

Resource groups

2. ExBH, BF NARRIM (BRR) *o
3. MRS A
a. Bl - BN ARERFEM o
b. NN ARFHRM, HREEP - HENNARER /AP, ZARRNER URL , FI40 hitp://url
C. Bl Bl
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Cloud Provider Profile Name
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| Dev Keys | Application 1D: |

Managed Service Identity
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go to the Cloud Provider Account Settings.
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go to the Cloud Provider Account Settings.
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. Other AWS accounts

Add other AWS accounts

Other AWS accounts e

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
arm:aws:iam:: | wroot Remove

Add another AWS account ‘
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
BXUEEENEMIFRES, ESI "AWS X1 IFSME AWS kP 17517 CMK'
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XFEBE HA BCER AWS XIFHRIFRE vPC , F5f IP #ilbA A 1E CIDR REVEEN, %5 IP ik}
NEFERKX VPC ZIMYIZIETF W,

UTRAIERT AWS BKIiRFn) IP k5 VPC ZiBRIX R &AFEN IP it R7EFE VPC #Y CIDR 3R
Z5h, BENa USSR B REHEF Mo

AWS region
VPC A VPCB VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

@ Cloud Manager 7] B&elli£FF iSCSI A M VPC FMEREIE P imift T NAS IhRIBVEEES IP
b, ELEFHEXLEIAR P A EAER,

ZHMNX, ATM VPC JMNEBEREEN IP AR
"B AWS FHIRK" RIFM HA XFRTERY VPC SMERIAIR] HA XS89 5h IP dtidik,

BRERZR

7E Cloud Manager F1gEZ5h IP #hilitf5, EEEEENEESZ6 IP U ERAAEBRR, XEBBER P R
HA 3FHYI5 7]

9NR VPC FHNFMRE—PERHKR (EWHERKR) , N Cloud Manager = BhEF 5] IP sl RINEZ IR HER
B, MREBEZSNRER, WERBD) HA WINEREBWNRAXREEZER, SN, FEEFIRAIET AR
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Cloud Volumes ONTAP

BN, EFIREERNFMSARBAREREK, MREFRHARA, MAEFRHEXB, WSKEKTAX
EXBYF MBI A iR AT AR HA XY, {B5E8E&R B REXBYF IR A iRT AT,

BXBHKRNFMAESR, BSM "AWS 3. BEE"

5 NetApp EET AMEE
E3F % AZs B HA ECEEFE NetApp BEIET A, ErLUARRIMEZAT:

1. 7T HEAth VPC M4 EFE NetApp BIETH "EE AWS EEER X", @iIMK, BJLUM VPC hERiha)EREE
IBEORYZEh P bk,

2. 15 NAS R AB X MEHEEMNF— VPC HERE NetApp BIET A,

[B=lan]l
TEE2RTENED - WHECETITH AWS FRBRE HARE:
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2

4
¥

Synchronous mirror of
data between nodes

VPC FEE&E R

T BT ARENMEITE AWS HEFZ Cloud Manager #1 Cloud Volumes ONTAP . & iZE &R E WA VPC B
Bo

s BEAHMIAE FRLUK NAT i&%&H VPC

s —E&WHEEHAFMA VPN EERN VPC FIERINE
BEAHMIAE FMILUZ NAT i&&8 VPC
It VPC ECE EIEAHRMFAE FM. & VPC iEEE Internet BY Internet %, URAHFRPEAFEAEF
WL Internet SREAY NAT k3 NAT 261, FLLECER. B UEATFMWEFAE FMHIETT Cloud
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Manager . BEIERAHEFN, EAERIFMN VPC NI ENIFITIAN. RS, ErILUEFAE FMHEE
Cloud Volumes ONTAP 3244,

() R HTTP RIBRIRMH Internet 82, TI7R2 NAT 8.
BXUHRNESFMEL, BB AWS XS 5% 2 REAEHERFH (NAT) 9 VPC',

TEERTERAEFNRETHNEERURELEFHRETHRETRRS:

Virtual Private Cloud

NAT
device

Cloud Manager

Public subnet

o>

o]

Router | Internet
gateway

Private subnet

— & EEEFM VPN EiEHN VPC FIEIMLE
It VPC itBEE2—MES=ACE, H™ Cloud Volumes ONTAP B AFMBIMENY B, LttEEaIEFAE FMM
EIERAMX. ZMXx5E0MEEET VPN &%, &3 VPN [ﬁZl_J&ﬁE%EEﬁliF EC2 I2f5l@id LK FIBA A&

i8] Internet o &R LATERAE FMEERIEF0ETT Cloud Manager » AG, EIEEME FMFZ5 Cloud
Volumes ONTAP .

@ &t m] LUE A L BC B PRV IRAR S5 28R A 1F Internet ih18], AXIEARSS 28 0] AL FEIRH O AWS
o

MNRBHEIGEROH FAS Z4:F] AWS #1189 Cloud Volumes ONTAP R4 Bl S 5I5k3E, MIR{ER VPN EELL
HiREENR S,

BXUEIENELHFMER, BN "AWS Xi4: 7= 4 @ (MEREZAFME VPC #l AWS H£% VPN 718",
TEERTEHEROPEITHNREESEURENE FRNABITHET R RS
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AWS region

Virtual Private Cloud Data center

S

= 6 Cloud
= Manager
Router | Virtual VPN Gateway = :

priyate

Private subnet

HZA AZs Ry HA X E AWS T k<

WE AWS BNk, LUERETEM HA SFRTERY VPC FhERiA1R] HA XY T 1P ik,

312 Cloud Volumes ONTAP HA BRE 2 f1EZ 1 AWS AT AMEXIET, MM VPC WERAIE) NAS $IEEEZ 5
IP ik, XLEZE) IP A ITE A EMBERE T m 2 iEhE %, B EM VPC SNEAHLiAE, JRIZAIE A IP i
HERT M VPC JMNERRHERIEAIR], (BRIRE B TR,

EREIEZEOMENE SVM B2 LIF tHEEF 5 IP #ilt,

MRITIGE T AWS EHRx, MEILUM HA XERER VPC SMERIAIEZ S P Hitlk, XELkE VPC 9MEEEY NAS
EFisfl NetApp BIET AR LUARESD IP

UTFRFERTBIFRMREZNHE D vPC o — D HA RFZHBZE— VPC H, M— I EFPHBHEBES—
VPC H, Af5, ERILUMERF o IP it 7E & P s E3HEH NAS &,
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Floating IPs
routed to VPC1
route table

Transit
gateway
i ks "
,
Floating IPs
Floating IPs reitted tothe
routed to ENIs transit gateway
Mediator Client
) e
;’ VPC 2 (10.100.0.0/16)
e ] ] S

VPC 1 (10.160.0.0/20)

TN BNER T dfelig B IMRIEC B

TR
1. "BIRERMXFHIE vPC EREEIZMX",

2. WBIHEE HA XTB9E RN P sk, FEFHIMXRIERRRPEIEZEA.

f&AI LATE Cloud Manager B9 " TEIMEEE " TumE L3 EFoh IP #iiik, LATFE—1Rfl:
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

TERGIERTERMENERER. ©831E2 Cloud Volumes ONTAP FR{ERAIF vPC BY CIDR 19

pe 2ol | ohald: )izd=c 8

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-06e77bd34e2ff3118 | vpe-0b2bc30eldc8eldb I h "\VP...C‘Z' propagated
10.160.0.0/20 taw-attach-00eba3ea: vpce- A propagated
static
172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 v‘m static
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB Addresses ...

3. EERFEE T 5 IP #ittRY vPC MIERHR,

a. [AEEh 1P b RMNEAEE
b. 8 HA }FR7E VPC BY CIDR ¥R INEBEE B

TERAIETRT VPC 2 BBH%R, HAEEER VPC 1 BIBMMFE) IP ik,

Route state

active
active
active
active
active

active
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Route Table: rtb-0569a1bd740ed0337
Summary Routes
Edit routes

View Al routes

Destination
10.100.0.0/16

0.0.0.0/0

Subnet Associations Route Propagation

Tags

Target
local

lgw-07250bd01781e67dl

10.160.0.0/20

taw-015b7c249661ac279

172.23.0.1/32

172.23.0.2/32

172.23.0.3/32

172.23.0.4/32

tgw-015b7c249661ac279
tgw-015b7c249661ac279
tgw-015b7c249661ac279

tgw-015b76249661ac279

4. BEMFEILEFED IP HALAY VPC AN HKELL HA 389 VPC RIERE R,

P BEIFEEE, FNEZRTTH VPC ZIiBRIEEH.

Status

active

active
VBEH

active
Floating IR
i W |

Addresses,

active

TERFIETRT VPC 1 NERER, ©8IE—FIEEF5) IP #iutiZ A imFr7E VPC 2 BYE&H. Cloud

Manager 7£EBE HA MBI BohRZE) IP RN B ERF,

Summary Routes Subnet Associations
Edit routes

View All routes
Destination
10.160.0.0/20

pl-68a54001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22)

0.0.0.0/0

10.60.29.0/25

Route Propagation

Target

local

vpce-cb51a0az

Status.

active

active

lgw-b2182dd7

pex-589¢3331

I 10.100.0.0/16

tgw-015b7c249661ac279

10.129.0.0/20

pex-17e1396

172.23.0.1/32

172.23.0.2/32

172.23.0.3/32

172.23.0.4/32

eni-0854d4715559c3cdb

eni-0854d4715559c3cdb

enl-0f76681216¢3108ed

eni-0854d4715559c3cdb

o. fERFHE) IP DS EEHEIZ A %,
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Volumes

2Volumes | 0.22 TB Allocated < 0.01 TB Used (0 TE in 53)

vol1 O®Info #Edit @ Delete

£ Clone [#* Mount Command

D Restore from Snapshot copy M Change Tier ‘h

o FEXRFERE *
° "AWS HRYE a] "
o "AWS A9 Cloud Volumes ONTAP BYRILEE K"

Azure £ Cloud Volumes ONTAP B4R E K

B E Azure MEE. LUE Cloud Volumes ONTAP R4 A] LUE & B 1To

IETEE$K Cloud Manager £Ei5iRIMNIGRYIR? IE, ENRET—MIBERNREIP, "SBHILA T FF4H

"
1I:I /CN O o

Cloud Volumes ONTAP 91} Internet 7]
Cloud Volumes ONTAP ZE3kH ik Internet ifial[@ NetApp AutoSupport &% HE. NetApp AutoSupport
HIE I EERYIET TR M.

B AR AISSRES AT ARIF AWS HTTP/HTTPS REFREIL Tinm, LUE Cloud Volumes ONTAP B L%
% AutoSupport JHE.:

* https://support.netapp.com/aods/asupmessage
* https://support.netapp.com/asupprod/post/1.0/postAsup
Tl

/J\

BARELIERZ 24, AR Cloud Manager A AAEIRMEXLINGE, INREFEFLERABCSH, BER "22
QE%JLJ"'U"

M Cloud Volumes ONTAP i%#%%] Azure Blob Z&LUHITEIESD B
MRERSEHIESEE] Azure Blob 7%, 2Z Cloud Manager EBFRENIR, MEEIRE vNet RS IS
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"Microsoft.Network/virtualNetworks/subnets/write",
"Microsoft.Network/routeTables/join/action",

XLENPRE S ERIMARAH "Cloud Manager SEE&",
BXZEHIRIBIFAESR, BEN "FLHIED EERM A REFE",

EIREE ML) ONTAP 4t

E7T Azure 1 ONTAP Z&ZiHHI Cloud Volumes ONTAP R4 B|E & IEIE. EATE Azure VNet F1E
L& 2z [B)#8 3L VPN EZE—5I90 AWS VPC &R AT ML,

BXiHEA, iEE N "Microsoft Azure X14: 7 Azure | 1P 6 UL = B uh SRS

H{thERZ LN
SEESFENEK

MREEECHENLZET Cloud Manager « MIATRISIEMEC BN, BIFR1ERS
EXR. mAEBXRSE,
S F5H AWS EC2 S/ 258Y

T3.medium (3&iY) , T2.medium F M4.large

S0 Azure VM K/
A2, D2v23D2v3 (BURFHIAM)

SHRRIER S
* Cent0S 7.2

» CentOS 7.3.
» CentOS 7.4.
* Red Hat Enterprise Linux 7.2
* Red Hat Enterprise Linux 7.3
* Red Hat Enterprise Linux 7.4

Red Hat Enterprise Linux 2 ATE Red Hat ITWEIRFREM. MRFKEIM. RAFILEERE Cloud
Manager HRiglif Rl 72 & E LU E P RNE =F 3.

XEERE R SR IERR A5 Cloud Manager o

I EERZF

£253INIERIIEIT CentOS Bf Red Hat Enterprise Linux BI85 R B IRT2
FFhttps://access.redhat.com/certified-hypervisors['Red Hat )R 752 : HLE B iNY EIRIEF i@ IAUE, &
LIiE1T Red Hat Enterprise Linux ? "A]
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HA RAEFRSKOIE Blobs o [ERY, BTRARFAEUERAMTEED Azure ZEWA

* _Premium SSD R EHE _ MRBHMAN 110 ZRE T EAHIRMSHEEE.
* fREE SSD REWE _ AIAFER I0PS WIEAHIRMIZE —HHVtae.
* MREFFES IOPS HELEEMA, _Standard HDD R EHME _ B— M FHEANERE,

BARXLEBIERBEIMNEMIFHAESE, 1BEE N "Microsoft Azure X4 :  Microsoft Azure TZ&E 7T

Azure FE AN

/B3 Cloud Volumes ONTAP SEIBY, ARG IEZFIIANEEE A/ Cloud Manager & ItHHEE /BT
WREUNREEEREREE RN IZNEANEMRS, B USIZERSEIAKRNRENEE R/ NIER
B "ERAER S BLIE",

B & R IFTE R A/ T,

BRI, WEERZNMNAR, MENNSEMENEEIANER. JUERESTRIENEAN &
FBF Cloud Volumes ONTAP MR A& U R TZiE1EEE,

Azure SRFIERMEREEURTHE R\ BEANHEFIRMESHY IOPS MEMLE, 40, #%EF 1 TB HER
LUtR L 500 GB HAE B iFRIMERE. MEMEES.

INEFMENEE RN ZEEBEER. NIRBEZEENSEIEFME LR/,
EXEHEANETRN I0PS F1EHE, 1EE 0 Azure :

HEETE M

* "Microsoft Azure | =&
* "Microsoft Azure : Ti[E Blob E/"

RS NRE

F]F Cloud Manager , ERILIAE T = Cloud Volumes ONTAP RZERB NEEIGE, EEEBEANREZ
gi. BNIZTREENSIREZENER. URFEASRE NRERBIXEFEIN.

EEEANEENSEENREZENER
EREEENEERG. BIERERSAEE. NTRDZETRISNRS R SUE R R 8EM,

MFEFESESNEE. WERBHIES ANEEZaFHIEE P ERET. MMEHERNS N, BTXMWE
7, MRRETRIINARG T, WA SFEEEER.

ERETRIPRGPIRR AT RE R RN MIEERRER T — R RISEE. —BMEREREPEUES NV

B EABEBHE 10 W5 (LUEEENE) LI —HER. B2, AWS EBS HMREAIREIHM—EER
SSELNIE]S
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WIEEFME. REENIIEEE LS ERESIER R D FREBIEFRIES &,

AWS RKEETIER

£ AWS H/25) Cloud Volumes ONTAP BY, BEIEEHR* VPC MBHFMAEE.
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Azure WEEET1ER

£ Azure &8 Cloud Volumes ONTAP BY, FEHETER XEMUNEZFAER. T UEATERMEERIK
£ER.

Azure 58 EathE

Region

REIARIZE  ( VNet )

Subnet

MLzl (MREREBSH
£H)

£ AWS #1 Cloud Volumes ONTAP /S Flash Cache

Hit EC2 LR EIFEZA# NVMe 2%, Cloud Volumes ONTAP S EB{E Flash Cache
o Flash Cache @i S2AYS BB 17 S IR BNAY FE P $03E 70 NetApp TTHERINIRERIE ]
RE, CERATHEVEEEZEERTEAS, SEHERE, BFRBEFRXHIRS.

() Cloud Volumes ONTAP Fsf5E BHiE oS EH R ER

B
1. 3BFLUT EC2 IR 7 —, XL A AL@E m Rk BYOL #FaiEfEf
o cbd.4xlarge
° ¢5d.9x KB

92



o rbd.2xlarge
2. TFE S L EAIRESE.

WIIEFT %5 E 2 REIEESE, 7 8EF)A Flash Cache MERECHINAE, &R LITEM Cloud Manager 8iE%
RN, Wik tlEE, AEHEEIESE "FRG<SITREZAIEES"

£ AWS F =55 Cloud Volumes ONTAP
BRI LIE R RS ECE P IIE AWS F1E/N HA X/E 5 Cloud Volumes ONTAP o

7 AWS HIETE 4 Cloud Volumes ONTAP :%;
WRETE AWS FF5h Cloud Volumes ONTAP . MIFEE7E Cloud Manager HREIEHTEY TEIRIR,

ez Al

* BB ASEREEH NEEGEMIRE AWS MEES. BXFAESR, 155 "L Cloud Volumes
ONTAP BZE",

* WMRERZsH BYOL &4, ®MAER 20 UF5S (FaIEER) o
* YNREB(FH CIFS . HIIIZE DNS # Active Directory . BXIFMEER, 1BESM "AWS H11Y Cloud Volumes
ONTAP ML EK",
XFIES
R IEFIEZ A, Cloud Manager 212 EI7EIEEH) VPC el SEFI LA EZE . NRMII. Cloud
Manager =37 B4R IESE. SAFFFFIAERZE Cloud Volumes ONTAP %45, 312 Cloud Manager Foi&0IEERE
M. MEEQBIERE, ZNMIALAIRILLRZ t2.nano  (FFERIA vPC ) 3¢ m3.medium (3FFEHA vPC
SR .
p
1' T:EI1’EI$1%.DLIEJ:: ia-:l /J\DDI{’EI’T\iﬁ * o
2. EBI28TF, 3%#F * Cloud Volumes ONTAP * ,

S EFAERMERETIE L. (AIE) TR AWS KPP, MALEMERR. RIEFERNRE. ARRA
5,

AOFHEEFRERS BBEN. TRNMABTARFTEESHNTR:

FEE Description

ALK A MRE ,J\bDTEﬁﬂEhTﬁféﬁﬂl‘mF‘ WaTLLUEFREMKF . BXIFHAES, EEL
"B =R E M A I0Z Cloud Manager's

TEIRIREFR Cloud Manager {8 T{EIFE & #FKam# Cloud Volumes ONTAP R4
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ERFIER,
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FEL Description

ANARIE AWS FRigE AWS FRMTTEHIE, Cloud Manager 35X 4R 0% Cloud
Volumes ONTAP LI AR 52X BRI E AWS FiR, 7ECIET(FIFIER
, REALUMBRPRAEANOMRE, ZAEAUECIRIEFMEERINE SR
T 53R, EREIEFERN, API A2BERGIAMNMEE. BXxIFeH
58, B8N "AWS X14: #Ri2 Amazon EC2 ZIR",

=i XLEZ Cloud Volumes ONTAP B EIE R EIR, Ea] LUERXLEIES
i¥ OnCommand System Manager 3¢ CLI i%#£%| Cloud Volumes ONTAP ,

@ MBKBENENEEBIKAIEE AWS 210, NERH U ERRTERMAXERR, &
FERBANCN], AT REHE

£ uEMERE " AL, BMALEAWS TERPIERNNKER, ARSEE * #5

TEERTEEEN " UEMEE " TIH:

Location Connectivity
AWS Region Security Group
US West | Oregon .2
e Generated security group Use existing security group
VPC SSH Authentication Method
vpc-3a0ie0sf- 172.31.0.0/16 - i
s Password Key Pair
Subnet
172.31.5.0/24 (OCCM subnet) e

TSR INE TUE L, SF THUEINE S AWS BRI,

F AWS EEHIME, EaI UM ERIKF E A AWS kA PEREMEF EHHA (CMK)
"7 fZ40M= 7 Cloud Volumes ONTAP i& & AWS KMS",

"THREXZRHFHNINERANESER"

£ " WANEN L=k~ " TUE L, EEEEA " HEWX "2 " BHIFAIE", AJS1EE NetApp 325F
IR

ETFNENTERIE, ES0 FE

MFRBEWE, NetApp ZFFILRIKF ZRNER, EXTF BYOL RGN ZXFER. "7 AN NetApp
SFFUE AR

- EFEREMNSRGERE L, ERE—IREEUIRIZEEE) Cloud Volumes ONTAP , &R T * Qi E S RIED

B,
MFEFEEP—IE. WRAFEES. ARNEHMERLE,
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12.

T IAM AE L, BNIZFRZEERIMNETLL AP Cloud Manager HESIERA R,
NREELEFEAB SRR, MATUHRE "Cloud Volumes ONTAP T S Ay SREEE K",

A TIE L, RIEFREELY Cloud Volumes ONTAP higs, IE#ZFIFrE, SRFIEE, SKFIER, ARSEE
.t~

NRBEchEGIEFEEL. MWe] LIEEEEOTFRHES SR FIZEE,

NBIETERRAB R RIERA. —REe] A FENEFARARTA. WECIRETFINER,

@ Cloud Manager S RAEFAZhRA. a0, NREZEE Cloud Volumes ONTAP 9.4 RC1
9.4 GATIA, NMERLEWEH, LEHASM—MREEFES— s, HIAM 9.3 E
94,

EREFERRIE L, EFRVRRESINRE: MERE, SMHENKNANZEENER S3 BE.
HERBEBTINRE. ERUNESEESERERERNEEZEE,

ERA/INERTVIRERE TR ERE U KEER Simple Provisioning (E2ECE) IS Cloud Manager
SIENEMEMRES, EAUERSRS IEMEIEERARARREX/ NIERE,

BREFHERBMA/ NN, BBR £ AWS REERGHIIR"

7£ Write Speed & WORM TiE L, EF*1EE * o * 5 * BARE, HIRBEZSERE—REN, ZXIFE (
WORM ) 7Zf&,

"THREXENERENEZEE. "

"THEEX WORM FENEZER. "

TeIESNHE L, MAFSNIFAES, ARRE ~ 44,

WREH iISCSI gIEESE, MaUBkiT b, Cloud Manager 13 NFS #1 CIFS 18E %,
AOTFNEEFEEARSEHRAN,. TRNBTAIEREEESHNTE:

FEL Description

Size EAILMANBAA/ ERATZE AT ERTRREHERE. JHERATY
SI— AT HRTA YIRS,

wEESl ((NEATF NFS SHEREE X FMHP A LULRIENE i, IHAERT, Cloud Manager 25

) AN—"ME. BTFipRFMEaIFRE £Fl,

SERFIRAF /4A ((XPR  XLEFERFEEREBITHIAPMAMNHEZMIHFEES (BRI REHITIRE

CIFS) ACL) ., BRILUEEAHEIE Windows FEFER4E. UNIX BFEi4E, WNRIEE
15 Windows FEF &, M4Z{EA domain\username &8 & AP R,

TREZREE Snapshot BIZ< 5 E&IEE B &hElIER NetApp Snapshot I Z<BISAERFNEL

2, NetApp Snapshot BIZAZE—MYE| R XA A FMG. X 4EEEEEFm. F
BREEWMVNEFME, ErTLUEERIARIRRE. ErARSEEEZRET: F
4, Microsoft SQL Server Y tempdb o

TEEZRTEBEE CIFS hirIEDIE:
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Details & Protection

Volume Name;

voll

Snapshot Policy:
default

i Default Policy

Protocol

Size (GB): i NFS Protocol » CIFS Protocol
50
Share name: Permissions:
vol1_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon

13. $NRFER CIFS thiX. IB7E CIFS 8B T1 L& E CIFS RS

14.

15.

“

FE

DNS = IP #hsitF0x IP
Hhik

ENNAY Active Directory

1
AR EHE

CIFS server NetBIOS
name

LRLR BRI
DNS i3}

NTP PR3 28

£ " ERBEREEXMS " .
iR (MRFE) -

BXEFMAER, BEEN "THEERBREEXH" M SRS ER",

Description

73 CIFS RSS2 ERRAEMTAY DNS ARS3 2809 IP #ulit, HHHAY DNS AR5 2846
MEEN CIFS fRSZ23IEMNBIIEE (L Active Directory LDAP ARSS 28033 % 4l
BATENRSMUEIER RBAUEBIER) -

1R 7EE CIFS IRSZ2NI\BY Active Directory (AD ) 15AJ FQDN ,

BA BB BENAIME AD BH4sEHLR LA (OU) BY Windows 1KY
B,

7E AD 1 HME—RY CIFS fRSS 28 &R,

AD I ES CIFS ARS8 REXRIAL BT, EMAEN cn = computers o

Cloud Volumes ONTAP Storage Virtual Machine ( SVM ) B9 DNS i3, X%
$IBERT, #5 AD EHEE,

#e#% * 5 Active Directory 33 * LU{#F3 Active Directory DNS A& NTP fRSS
2B, MRFEFEAEMMUFACE NTP fRS28, MREER APl, EE M "Cloud
Manager APl FFZ A G1ER" T fBFAE S

"HAERE "M " DRERER " L, ERESERREMENEKRINGEHRE S3 NE

T EESHE TIE L. EEHBIAERIERE:

a. ERERXEENFHAEE.
b. B * ELZ=E * AIEEA X Cloud Manager $MWEHZ1FM AWS FEIFAEE,
C. & * HTHE ... BIEIE,

d. BH*HIT %o

Cloud Manager ¥/25} Cloud Volumes ONTAP 5245, & 0] LABRERAT 815 R AV
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WRTERBLN Cloud Volumes ONTAP SLAIBTIBEIE(ARIRE, BEEHRIEES. R LUEEFETIEIMEHREEER
BIEIFIE,

BIREE LA, 5% ZE "NetApp Cloud Volumes ONTAP 235",

FERRIE

* WIRECE T CIFS HE. IFRTAF AN XA ARINR. HIEXERR RS IGRZEZEHE!
Bxfto

* NREBIFEN AT, 15ER System Manager 3% CLI o
A ERRBISERERA . 4H5K gtree EABIEE T EIFXHEE,

£ AWS F /=5 Cloud Volumes ONTAP HA i
WRETT AWS FF5h Cloud Volumes ONTAP HA 3f. MIFEEE Cloud Manager &l HA TEIRIR,

FaZ Al

* BN ZEEFIFEEREHF NEEGLIRIAWS MEER. BXFMAESR, FEM "ML Cloud Volumes
ONTAP EC&",

* WREWET BYOL FHE, MEMTRM4AMEF— 20 iiF5S (FHEER) -
* WNRE(FH CIFS . HIIKE DNS 1 Active Directory o« BXIFMEE, 5B "AWS FH9 Cloud Volumes
ONTAP HYRIKEK",

XFIES
ERIRIEIFIEZS. Cloud Manager 2 BITEIEER VPC F @ oMt SofI LA IEE 4. DRI, Cloud
Manager 27BN IESE). SAEFFIAERE Cloud Volumes ONTAP %45, #12 Cloud Manager ToALIEERE
. MEECBIIEIFE, ZMIRXEFIRILLZ t2.nano (I FERIA vPC 5A) K m3.medium (3 FEH vPC
SR .
S

1. EIEIMEDIE L, 2 * RINITIEIRE *

2. BT, % * Cloud Volumes ONTAP HA*

S EFAEEMERETNE L. (%) ELAWS KA. WA TIEFMERIR. RIEFERNITS. ZARRA
5o

FOFHREFRERS BN, TRNMATARFEESNTR:

FES Description

RIRAK MREHRMT H=REEK,, WelLLEFREMIKF, EXiFHAER, SR
"B =i A0ZI Cloud Manager”s

TEIRIRRFR Cloud Manager {8 T{EIfiE&#FRa# Cloud Volumes ONTAP R4
Amazon EC2 £, SNREEE T FE X ZEANFIR, NEerERZBIT
ERNFIZR

AINARIE AWS FRiE 2 AWS FIRMITTHIE, Cloud Manager 35X EEARIEFMNE] Cloud

Volumes ONTAP 325 LA R 51Z 5265 R BRI = AWS FHR, BXIrciER,
EE M "AWS X4 : FRi2 Amazon EC2 FIR"
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FEL Description

=R X2 Cloud Volumes ONTAP B BB R IEIRE, o] LUMEAXLEEIREE
i¥ OnCommand System Manager 3¢ E CLI i%#£%! Cloud Volumes ONTAP

@ ﬂﬂﬁlxﬁh,uﬁ’]z: R IEE AWS B, NESRH U RRIRTERAXLERH, &
ASTHN AWS B, AfE7 Bedkss,

4. 7T HA BERETIE b, %1% HARE,
BXHBBEEAER, ESN "EFATF AWS B Cloud Volumes ONTAP HA",

5. fEXIHA VPC Ti@E L, HANGEE AWS TIERPIERHIMEBER, REHRT * HE
TEERTAZNAZ REERENMUEDE:

AWS Region VPC Security group
US West  Oregon . vpc-3a01e05f  172.31.0.0/16 v Use a generated security group

a— — =
e . [ ] .
o Node 1: 5 Node 2: oo = Mediator:
[rre—] 7] _.
Availability Zone Availability Zone Availability Zone

us-west-2a ¥ us-west-2b ¥ us-west-2¢ Y
Subnet Subnet Subnet

172.31.16.0/20 v 172.31.32.0/20 v 172.31.0.0/20 v

Key Pair
newkey T

6. 7£* Connectivity and SSH Authentication ” (ZE3%# SSH BA30IE) Tl k. A HA WA ERERS
Eo
7. NRIFAFZA AZs , TBEIETEEDN IP ok, FASERE ~ drsE

ZXIGFFRE VPC B9 IP b2 F CIDR RZ 45N, BXxEMIFMAER, FSN EATZ AWS Y
Cloud Volumes ONTAP HA BY AWS W& ER",

8. MRIEFZN AZs , BRFNESIERZR IP AR HAIEMR, AERE * B~

MREZNERER. )ﬂIJL%EEﬁaE’JE%EE%EIE%EEO TN, FLERFiEa[gETAihiR Cloud Volumes
ONTAP HA 3, BXEHRFZIFHAEE, BB "AWS X4 BHEFER"

9. TEHUBMNE TIE L, EFTEIEME T AWS EERIMNZE,
FF AWS BIEMNER, EATUMERNFSEM AWS kP PIEFREMEREZE (CMK) o

"7 #R40{a1 79 Cloud Volumes ONTAP & & AWS KMS",
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10.

1.

12.

13.

14.

15.

16.

"TRBXRZFNMEZERANEZER"

£ " WANEN LRk " TUE L, IEEEEA " HEWEX " ER " BWIFAIE", AJSEE NetApp 3<§F
IR

BTRTENENTIERE, 520 "1Fa"

MNFRBEWE, NetApp ZIFILRIKF ZRNER, EXTF BYOL RGN ZXFER. "7 AN NetApp
SFFUE AR

AEMERENRHERE L, EE—MEELURERBSR Cloud Volumes ONTAP #4t, &SR * gIEZBC
HECE * -

MREFEF—NE. WRFEESES. RAEREHIMERSE,
T IAM BaTiE L, BWVIZFREIINETLL A Cloud Manager HESIE AT,
MNRBEELBFAECHERR, MWKIUHRE "Cloud Volumes ONTAP 5 5F0 HA JAfEZS IR E R,

FEFEITIE L, HRIBBEBEX Cloud Volumes ONTAP KRz, MEEVFANE, SR, SGIRER, AERE
R

NRERTHRFIEFEER. ErRLIERECOFAIIES AR,

MRIRTERRAB RN EERZS. —REEI AN SEMEFRATA. NECIZ BT,

@ Cloud Manager SRR FKE N ZARA. FIE0, WREZEE Cloud Volumes ONTAP 9.4 RC1
9.4 GATIA, NMEREWEH. LEMASM—IREAEFRES— A, HIAM 9.3 E
94,

ERBEFERRIE L, EFEVBRESINSE: MEXE, SMHENKNAREENER S3 2E.
HERBEBTINRE. ERUNESEERERERNEEEE,

HEX/NEBTVIRR SR EHE KR Simple Provisioning (B8 AZE) EINAY Cloud Manager
BIENEAEMRES, B UERSRD XM eIRERRAREEXDNES,

BREFHELBMANRERY, BEN 7T AWS REERFIIR"

NRBE, £ WORM A LEE—AXRE AN, ZRILE (WORM) 77fi#,

"THRBEX WORM EFHEREZER. "

FeIEEE L, WMARENFRER, ARBE " H# -,

WMREH ISCS| gIESE, MeUBkI kS, Cloud Manager X9 NFS #1 CIFS i &%,
AOHHNREFREFASEHRN. TRNEBTORFEIESHTE:

FEL Description

Size BRI N RA K/ ERATRE FIATIEE BB AEEER. SRERITIN
Bl — AT LTI AR R
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FE

iRl (&R NFS
)

ERFIAF /A (IXPR
CIFS)

TRAZERES

Description

FHEERE X FMP B LIFIRENEFit. #AIAER T, Cloud Manager 24
AN—ME. BFiHEFRFE LG,

XL F EFEIRREB TR A P AN EZAARLS] (WA RESFIRE
ACL) ., EILUEEA SIS Windows FEFE4H. UNIX AP s4AH. tNRIEE
15 Windows FEF &, MM4J{EA domain\username &8 & AP BYE,

Snapshot &7 5KB&IEE B ah LR NetApp Snapshot B ZAKBISMERFNER

2, NetApp Snapshot BIAZR— MBS XA RZRG. HEEESKEREM. H
BRE|EEWMONEME, ERILLRERIARRIT, Sl UNRSEEREEL: §
4, Microsoft SQL Server Y tempdb o

TEIETRTEEE CIFS thilM&nmE:

Details & Protection

Volume Name:

voll

Snapshot Policy:
default

i Default Policy

Protocol
Size (GB): i NFS Protocol » CIFS Protocol
50
Share name: Permissions:
vol1_share Full Control b

Users / Groups:
engineering

Valid users and groups separated by a semicolon

17. INREEFET CIFS Y. 57E CIFS BT LIGE CIFS fRS528:

FE

DNS = IP #tufitflx 1P
ok

ZNNRY Active Directory
15

TR R EHE

CIFS server NetBIOS
name

LHLR BRI

DNS ig

NTP ARS525

18. 11 " EABREEEXH " .
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Description

79 CIFS fRSS 231 B FRARATEY DNS BRS3288Y IP #hlik, 5IHAY DNS PR3 2844
MEE N CIFS ARSI MNBIHE (1L Active Directory LDAP ARSS23F0353T 6
BIIFHNRSMUERZR RSBMUEBIER) o

187 EE CIFS ARS328IN\BY Active Directory (AD ) 1%HJ FQDN ,

BA BB ENRIMNE AD s E AR 84 (OU) Y Windows KA BY
BN

7£ AD iFHME—RY CIFS BRSZ 22 R,

AD IHHES CIFS RSS2 XBXIAL BT, BRIAEN cn = computers o

Cloud Volumes ONTAP Storage Virtual Machine (SVM) B9 DNS i, £X%
;IBERAT, H5 AD 548E,

1R * {#F8 Active Directory 13 * LAf#F Active Directory DNS EZ& NTP RS
#2. MRFEFHAHMMUEE NTP ARS28, MR AP, 32 "Cloud
Manager AP| FF&Z AG1Em" T REFAE S,

"HAERE "M " DRRES " L, ERESERREMEUXRINEHEE S3 NE
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wig (NRFE) o
BXIEFMER, BEN "THREEABREEXH" M SRS BER",
19. fEERZSHETIE L. EEHRINEHIEE:
a. EERXMEENFHARES.
b. i * BLZEE * AJEA A X Cloud Manager B IFH AWS FRAVEME B
C. AR * T HE ... BIRIE,
d BF T,
&
Cloud Manager ¥/25h Cloud Volumes ONTAP HA t, 1&8] LABRERBY e P AYHE,
WMREBEN HA WENBRERIBRE. EEEHREES. BT LUERTEMEH R EEMEIEIFR,

BIRBELEE, 15 E "NetApp Cloud Volumes ONTAP 25",

e

* WIRECE T CIFS HE. IFRTAF AN XHEMX4RMINR. HIMEXERR BRI IBRZEZHE!
B,

* NREBXENFECEN. J5{FEHH System Manager 3§ CLI .
BCEN A EPRBISKERERF . 4H3Y qtree ER VR TR HEHZE,

7 Azure H/E5) Cloud Volumes ONTAP

&R LUEIE 7E Cloud Manager H 813 Cloud Volumes ONTAP T{FIFIB7E Azure FETHE
TRALKRH HA X,
FFeaZEl

* RIEHY Azure tKF EBFENIR, LHEEEMERIRESAEHEREE HA RAR,

"EZILERE HA R PRRRVFAR"

s BN EIEFIEHMNEIEGIREL Azure WMEEE. BXIFEMER, 1BE N "#1% Cloud Volumes ONTAP
BoE"s
* EZHE BYOL &4, BRESITHEM 20 UFHIS (GFEEER) -
EFIES

% Cloud Manager 7£ Azure F181J# Cloud Volumes ONTAP R4S, ESBIEZ D Azure R, FHIMIERA,
ML ZOMEMEKF . S UERSERNEERFHEE,

T
1. EIEIMETTE L, BT * RIS *
2. FRIEET, AR Azure VBT SR 45T Azure FRAY HA 3t
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3.

102

RS SMEENE L, ERILUERELL Azure KA BT, EESBFRMMZRARN, RIEFERI
tric, AEfEERTE.

TERNATAIREFTEETNFR!

FEE Description

RIRAHK MRFRE, ERILURFEMKP ST AN T =2 Emmks,

TR FR Cloud Manager f£fA T{EIF1EZFFEKa® Cloud Volumes ONTAP £4:#1 Azure
El. INREEFETIEXZTLANFISR, WEeEERZAMFENFIZ.

ZIRARTR INRBVHIES * FERARIAE *, WL AFRIRARNZIR. IREERINER
JRER, MIATEER AP 6

Tags FRICRE Azure FIRAITTEIE, Cloud Manager 3§ XE4Rig 705 Cloud

Volumes ONTAP 24 LUK S ZRAXREEEN Azure B, EEIETEIFRRT,
=ZAUMBFRRERNIN MR, AR UERIRIEMERERIE SR,
IR, EIBEIIEIFRR, API A=RERHIAMEMRC. BXIFCHER
» BB "Microsoft Azure X1 ERIRICHLR Azure FIE"S

=i XLER Cloud Volumes ONTAP SEE# B IR RN BEIR, &) LUERXEEIEE
i¥ OnCommand System Manager 3¢ E CLI i%#£%! Cloud Volumes ONTAP ,

FUENEL, EFE—MIENREA, RPEEEUHIANSEE, ARRE - #

£ " WANEN IRk " TUE L, IEEEEA " HEWX " T2 " BHIFAIE", AJS1EE NetApp 3255
IR

BTEFENENTFERE, 520 "1Fa"

NTFREWE, NetApp ZIFILRIKF ZRER, EXTF BYOL RGN ZXFER. "7 AN NetApp
SFFUE AR

EMECENREEITE L, EE—REE LU REERE Cloud Volumes ONTAP #4t, S(ESRE * QIEZBS
HECE * -

FEFEEP—IE. NWABEES. ARNEHMERLE,

- FEFEITUE L, RIEFZEELY Cloud Volumes ONTAP hRZAS, EFRITFRIEFMEIMMNERY, AfFRE * 44k -

o

MRERHARFEFEENR. &) LIHEEEOFEES ISR,

WMRIEERRAB BRMARIEIRAS. —AA] AR EMEFRART A, NECIETEIFIRR,

@ Cloud Manager ¥ AR B NIZhRA. a0, GNREIERE Cloud Volumes ONTAP 9.5 RC1
9.5 GATA, MKLELENH. BERASM—TIRAEFREIS— s, BHIAM 9.4 F
95,

£ Azure Marketplace TUEI L. #15 Cloud Manager A2 Cloud Volumes ONTAP HY4RTZEERE. BT
UTFE,

AREFERRINE L, EFVRREEHIRE: BEXRE, SMENKNIREENERHED =,
HEREBTINEE. ERUNESEESEEFERERNEEZEE,
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R NEB TGRSR EHE KRR Simple Provisioning (E2ACE) XY Cloud Manager
BIEMNEREMRS, ERUEREASEIENIRERREEERNNERE,

BRIEFWERBM AR, BZN "7E Azure REERGHIIE",

10. £ Write Speed & WORM TIE L, ¥E#F * EE * 5 * & * ENEE, HREFEBE—REN, ZRIFE (

WORM ) 7%fi#,
() eEBRRgHAREE R,

"THREXENEENESER. "

"T B X WORM FEREZEE. "

N ZgIENEL, MARENFRES, ARRE "®E

WREEA iISCSI , MNBLIT IS E, M Cloud Manager , &AL NFS # CIFS g5,
AHFHNREEFEEAEBAN. TRNMABTHERERSNFE:

FES Description
Size EAI LGN RAXNMERAREE LEURTERSEARERE. XA

BIE— AT R BYEEHENS,
IBlEEE] ((GEMATF NFS SHREEEX FMHRALUARENE PG, FIAERT, Cloud Manager &4

) AN—"ME. BFipRFMEBIRRESEfl,

WERAAARF /A (NP XEFERGFEREBITH B MANEZIARES (BIRAGREHTIRE

CIFS) ACL) . AEILUEEAHEIE Windows FEFE4H. UNIX BFE4H, tNRIEE
15f Windows AP %, MIW4ZR{ER domain\username &6 & B P B,

TREREEBE Snapshot BlZ< 5 B&IEE BH &htIZH NetApp Snapshot BIZSBISAZRFNEL

£, NetApp Snapshot BIAR— MBS X RAMEG. HEEEEEFM.
BREEWRVNFME. ETLLEERIARRRE. ESrI RS EEEZET: §
%0, Microsoft SQL Server BY tempdb o

TEERTEEE CIFS thilrIEDIA:

Details & Protection Protocol
Volume Name; Size (GB): i NFS Protocol » CIFS Protocol
vol1 50
Share name: Permissions:
Snapshot Policy: vol1_share Full Control -
default -

i Default Policy Users / Groups:

engineering

Valid users and groups separated by a semicolon

12. gNR%ER CIFS thiX. 157 CIFS & E 1 L& E CIFS RSB
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FEL Description

DNS x IP #iitFfVx IP /3 CIFS BRS 23 1REBTRARMTAY DNS ARZS2809 IP #udit, 5HAY DNS AR5 2846
ik MEEA CIFS PRS2 MNBBHTEAL Active Directory LDAP ARSS 23 F i
BATFNRSAUEILER (RSUEICR) .

Z 0B Active Directory &% CIFS ARS323M0\RY Active Directory (AD ) 18(HY FQDN o
15

=W IDNETE SR BB EBNREITENRME AD HHEEAHLRFE(IL (OU) B Windows K HY
BRI,

CIFS server NetBIOS 1£ AD 5 IME—RY CIFS PRSZ 2821,

name

¢AZR B AD I E S5 CIFS IRS B XEXMIAL E T, ZHAEN cn = computers o

DNS i3} Cloud Volumes ONTAP Storage Virtual Machine (SVM) B DNS i, TX%
#IBERT, #5 AD EHEE,

NTP fR55288 7E$% * {4 Active Directory 33 * LAffEF Active Directory DNS EZE NTP RS

2. MRFEFAHMMUEE NTP RS2, MR AP, 32 "Cloud
Manager APl FF & A RIER" T EIFAE R,

13, 45 " ERREEXS " . " HARE A HEER " L, #RREERAEENESHREREE
53 AR

() esarssREEsE,

BXBFAER, B2 "THREERBREEXA" M "HUED BR",

14 EEZSHUE TTE L. EEHBIAEIEE:
a. EEBXREEMNFARGES.
b. i * BLZEE * UIEBAEXLZIFM Cloud Manager ML) Azure FIRRIIFAEE,
C. R HTHE ... BIRiE,
d BFE 1T
“ZR
Cloud Manager ZF T Cloud Volumes ONTAP &%, &) LAIRIRETE15E P AHE,

YNR{E/EEBE Cloud Volumes ONTAP RAFNBEEMIRIE. BEFHIEHES. BRI LUEFETIRIMRHRE *
EEIEIFR * o

BIRBE LB, 15 ZE "NetApp Cloud Volumes ONTAP 25",

e

* WIRECE T CIFS HE. IFRTAF AN XHEMX4RMINR. HIEXERR RS IBRZEZHE!
B,

* MNREBXENFHECEN. J5FHH System Manager 5§ CLI
LN A IFEPRHBISERERA . 4H3Y qtree ER VR TR HEHZ,
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EMRF LR

Cloud Volumes ONTAP Explore , PrEMFIERMRATIIIEME NetApp 5, BIEHAML
[ NetApp /EMXLERSE, LUBUES I,

p
1. ANRIEE R NetApp ZHFuESM AR INE Cloud Manager , 5% * #FAI&E * FHIZENRNM.

"7 BRANATANHN NetApp SZHFIE =K A",

2. 75" TRFIR " Tk, MEEEMBIRFRIRT.
3 BEBEM, AFRE - SREM

= © O ¢ =
1 Information
£ License

4. EFE— NetApp SZHHERIKF, SARRE * M *o
&

Cloud Manager & 24t Z] NetApp o

1% & Cloud Volumes ONTAP

Z8ZE Cloud Volumes ONTAP f&. ErILUBEER NTP B2 R4BTEI UMM AL EIRZT
CLI 1T/ LI A iEES KN EHITIEE,
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A]i%: ACE AutoSupport

Al BCE EMS
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FH) HA 24008 SVM EIEX
&30 (LIF)
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Description

18 NTP fRSSBEIEZ WEREZ MR BRI E, XEBTFHIERREZE
S iR,

7TI&E CIFS AR538:88F, {#F Cloud Manager APl M A REEE NTP AR

5588

* "&EZ CIFS fRS3 28"
* "Cloud Manager API FF & A 3 $5E5"

5130, TE= AWS FETHRRFRN API :

fvsafworking-environments/{workingEnvironmentld}/ntp

Setup NTP server. ~
Operation may only be performed on working environments whose status is: ON, DEGRADED.

Parameters

Parameter

Parameter Value Description Type

Data Type

workingEnvironmentId Public 1d of working path string
environment

body (reaiired) NTP Configuration body Model
request
NTPConfigurationRequest {
ntpServer {<iring): NTPS server
¥
)
Parameter content type: | applicationfjson v |

‘ Try it out! |

AutoSupport ERISIFERAEI TR, HFERANBERTEIGEERES
NetApp AL, IR EEREERTERNENEFZEiRsEER RN
THIERRSE2E, N Cloud Volumes ONTAP JSECE AERIZRIEAR S 240 E
AutoSupport SHE. &R ZMix AutoSupport IR ERIIUKIZEER, B*
WBH, 1520l System Manager EBh3 " { ONTAP 9 RAEIESE) "

EHBIERS (EMS) WEH EREXTE Cloud Volumes ONTAP R4 LR 4E
HNEHNEE, BEREGERN. EUNSEEHEMRESEGER (

BRI, SNMP BEBHEN AL HERS2R) MEHEEB, EelUifE
F8 CLI B2& EMS . BXiiRE, i58M " ( ONTAP 9 EMS & RIERIER)

o

YR E IS SnapCenter B SnapDrive for Windows 5 HA 3t—f2fER. NMIE
EEFFEEMWL (SVM) BIEMLEO (LIF) . E£%1 AWS AfA%XIEZ
B)fEF HA 3388, SVM BIE LIF TfER float IP bk,

BN HA X1BY, Cloud Manager iR EIEE £ 50 IP #illk, WNRKIEE IP
ik, MBTLAEE System Manager 3 CLI BIT8IE SVM BIE LIF . LT
BB T SN M CLI B2 LIF :

network interface create -vserver svm cloud -1if
svm mgmt -role data -data-protocol none -home-node
cloud-01 -home-port ela -address 10.0.2.126
-netmask 255.255.255.0 -status-admin up -firewall
-policy mgmt
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1% Description

A% EXRECESXHMFMAIE Cloud Volumes ONTAP £ BRI EE M X, EFESEXHIEEET
FrEM A EEEEMBIER. FAIABER T, Cloud Volumes ONTAP &% 8 /)
BSR4 &9 E Cloud Manager 4l MREBREENAXINEZHEMUE. AT
BB ERNEEEROE AWS 89 FTP 58 HTTP BRS388, a0, EakE
288 FAS FHRAZNEMME. EAILUER CLI EX&HUE, B8R
" { ONTAP 9 ZAAEESE) "
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ECETFiA
RRE 771

I EEENRE, Ea LM Cloud Manager & Cloud Volumes ONTAP R4ECEH
ftt NFS # CIFS 77, WNRFECIEE iISCS| ZfiE28. MM System Manager H1TILb
=

@ WIEEM Cloud Manager SIZMMFRFAEHENR S, FTUMEMERTRERITXERE, X
BHAIRESTMARIREE. WRISKANEENGED. HAFERRERERER.

NFS or CIFS

Provision storage using Cloud Manager.

v

Set up quotas using System Manager, if
necessary.

Create aggregates using Cloud Manager.

v

Provision storage using System Manager.

REE

WMRETEB TN Cloud Volumes ONTAP RARHEE S 7E, MALIM Cloud Manager ECEHTHI NFS #1 CIFS
5o
FreaZ Al

MREE AWS FfEA CIFS . MAFIEE DNS F Active Directory » BXIFAEE, iHEM "Cloud Volumes
ONTAP for AWS HIRILER",

P
1. B TERE TTEL, WHEEEH EAEEM Cloud Volumes ONTAP RGHIZ K.

2. FEARESHFERS LOEHRE:

Action HIZ

SIEMEHILZEESREEE Bk RNEHE .

ElSES=

ERHERS LUERSE a. BEEEEN, REREE Bk > SR9i*.

b. BFERAHIRE,
c. BERIEE
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3. WINHTEBRIFAER, ARRE ~#HE -,
FOPHREEFREZASEHEN. TRNAT AEFEIESHNFE:

FEE Description

Size TR BMANSEARXNNMERAZE LR TEEEEABEERE. XFE
FLR] LA — AT SR r] B EFEN S,

maiESl ((UEAF NFS) SHRIEE X FRPE LUFRSHNEFif, #IAERT, Cloud Manager
SBWN—NME. BT iARFMPBIFRESL6l,

SORFMAEARF /4 (XFR CIFS ) XLEFEFEEEBRIEHIAPMAXNEZAIARES (WBIRAFRESTIE
& ACL) ., BEILUIEEA SRS Windows AP EE4E. UNIX BB E4E,
WNRIETFEE Windows FEF &, MAZEA domain\username 1§ E & A
FaYE,

TRERSRAE Snapshot BIZAs%KE&IETE Baheli2BY NetApp Snapshot E'JZIKE’J‘/Fﬁzﬂ]p&
2, NetApp Snapshot BIZARZ— VB A XHRFME. XIERES
. #FERFERDVHERE, ST LUEERIAREESH T, ‘TTL,U]M?S?ﬁ
BERT: HE0, Microsoft SQL Server B9 tempdb o

4. MNREEFET CIFS hiXFHE CIFS BRS2BEFRIZE, BTN CIFS FRS I IFERIEE ZIRS 2HIFH
=R, AFRE * RIFHME
FEL Description

DNS Z IP #sibFR IP #ilit 79 CIFS PRS2SR B FRARATEY DNS ARZS23RY IP ik, 5IHiRY DNS ARSS
EMINEE N CIFS BRSZ 2GRV E (i Active Directory LDAP ARS5 28
MIFITHIZRFAENRSAUEER (BREMUEIER) -

EN0NB Active Directory 3 &% EE CIFS BRZS23NINB Active Directory (AD ) 33HJ FQDN .

BN R R BB BBAPRIGITENRNE AD HHigEALR £ 41 (OU) BY Windows T
FPRZ A ZD,
CIFS server NetBIOS name  7f AD it —E4 CIFS ARSZ 22 Z o
(RLRER AT AD IHHRES CIFS fRS328XEXHVALR BT, BAINMEA cn = computers .
DNS i3 Cloud Volumes ONTAP Storage Virtual Machine (SVM ) B9 DNS i3,
FEARZEHIERT, #55 AD 548[E,
NTP ARZ523 1%E#% * £/ Active Directory 18 * LUEER Active Directory DNS ECE NTP

RSS2, MREEAHEMMUEE NTP RSS2, NINER AP, FS
D "Cloud Manager APl FF & A G15F" T R 4E B,

S " ERABREEXM . "HERE "M " HEERR "L, ERELERAFHENEIE. EFHMER
BN 48 S3 NEHREE (MIRFE)

BXREBDER, BEHAUTRA:

° T REERIBREEX S
° "fE AWS HEE R SRR

° "f£ Azure PIEBRRFHNIR"
° ¥R BELR"
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6. B~ HIT*,
&ZR
Cloud Volumes ONTAP &%,

e

?g%ﬁﬂ%? CIFS HZE. BRTFAP AN AMXARIINIR. HIIBXERAFER A LIAEIZEZEHEIEX

MRBXNENAEH. WO AERRREERN CLl . EEFATERFIZERERAF. A gtree ERRHETIE]
MR E.

FHAREFTNE-_NTE LEEES

BINERT, Cloud Manager 27 HA BCEFME— MR ERIEE. MRFEXNCEDEE (F T R EBRFER
BiRAEPER) « WBAEE MR LOIEREMNS,
3
1 B TIERE TE L, WHEEEEREH Cloud Volumes ONTAP TEIRIRAI AR,
PEFPER, ARRE SR > SROE .
BECANRE Y, AEIERS.
MFETE, BE HA WERE - PN E,
Cloud Manager IR &G, EFZRS, AREE *IEE
RAWMEBHIFAEE, ARRE IR,
SERE
MRFE, TIUERRES FREEMS,

o o & W DN

() NTHEESTAWS FIREREEN HAT, CURERERETRIEH P RS
&P
BIERE

TR B 2 RIZER G EIL Cloud Manager £ 82 &M NEHITILIR(E, BITEIBRAGNMNBET, ErILUERE
REHEER), NMREFENTENIEENESHITANEE,

S
1. B ITEFR TIE L, WEESEESH Cloud Volumes ONTAP SE5IAYZ K,
2. BEFRENR, RARREE B> SRR .
3. BF FHRMEBE *, AGRERASIEAEE,

BRUEERBMBEAR/ N EE, B30 HEE"
4 BEHITY, ARRE - #HENEE
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fid& iSCSI LUN
WREEIE iISCSILUN . MFEEM System Manager 8,
PAR. =Tl
* MATEEEEE LUN BIEN EREFMMGE TN ERER.
* WIMBMENIER iISCSI BahfEF B FF. /3 LUN 8 igroup BYEEIRHIEE R,
* 1£ System Manager HglIEE2ZHI, HIARFRERTEGEBTEINRS, BFEET Cloud Manager H161/3E
B, BXIFAER, BHEL CIEES"

XFIES
XS BALA T WS System Manager FAFhRZs 9.3 FIE S ks,

g

1. "BRIRAEIER, "

2. B~ 77 > LUN*,

3. BE IR, RERBIRREIZELUN,
4. MENIEREEI LUN .

BXEE, EE M "Host Utilities 14" @R FEABRIER S,

KA AR 7 B RNRA S X RIF A

B REAEIER SSD 5 HDD 4 aEE SR EMEIEN MR EFHEAERBE S, TR LIFEK
AWS # Azure REVTFERAS, BXEEMR, BN "SUED EMA"

BREHIESR. BRFRITUTIEE:

Ensure that
connectivity is
—————p{ available between —
the performance tier
and the capacity tier.

Choose a tiering
policy when creating,
modifying, or
replicating a volume.

Choose a supported
configuration.

MRS EREBHA?
() . BT AL Y RTINS A RS B
- BREBNREERE (S3 {EMEE Azure Blob ) . =BT LK TIRAEXFINLE,

X FMES EREE
BRI R E R BN LA B R EIE DB

* Cloud Volumes ONTAP Standard . Premium 1 BYOL ZiF4ESE. M AWS FEY 9.2 BrF1 Microsoft

1M
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Azure 8 9.4 kg FF 8,
° Microsoft Azure Y HA W AR 1FEHIRED Bo
° 3XFi DS3_v2 MR Azure FZIFEIED Ro
* TEAWS F, 4EEERILLZEA SSD . BEERY IOPS SSD &M E L4 HDD
* 7 Azure 1, HREETILIE S SSD R ERHA, T SSD ZEMB AT E HDD ZERHER
* MERAZIFIED Bo
* RS L EARERE.

£ AWS 3 EEIRRIZERK

AR Cloud Volumes ONTAP 5 S3 B17iE#, RMIZIERNRESZZEIES S3 lRSH VPC Inm. B
KA, BES "AWS XA BN KRS,

SIE VPC IR Eaht, iEFIERS Cloud Volumes ONTAP LI MM IE. VPC flIRER, BIESRTERR
A RERMBEL HTTPS M, ZMN 2 1F@(5%) S3 imsm. &BMll, Cloud Volumes ONTAP T&i£1%E#% S3
AR%3,

NRBFVEMIEH, FSU "AWS HRFIRFL: AT ARTEERMX VPC InmiEREE S3 FHEDER? '

1E Microsoft Azure P9 BEHEBEIE X
NELZEBEREEMENINE. MAEEEHEEENRERZEIEIIEE. IR-EIERFREEMENNE, N
~EIESIENEER VNet RSB IR

"Microsoft.Network/virtualNetworks/subnets/write",

"Microsoft.Network/routeTables/join/action",

XL R B S ERITMRASH "Cloud Manager ZEE&",

MIRE & ENBIEHTTOE

Cloud Volumes ONTAP BI LUK RS & _ERIREEI IR D BEIE MBI RIFMES, MM EEEREFHER
E5 7

p
1. ELEFER. QIERENENBEENE:

£ Action
ellfEd ik B RIS
BB E EREHREE * EHERENDRRE

2. JERRIRFRERBR S BB R

BRXERBIREER, B2 SRS ERA"
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°

w Tiering data to object storage

i' Volume Tiering Policy
s Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.
Snapshot Only - Tiers cold Snapshot copies to object storage

Mone - Data tiering is disabled.

NRBRABIEDENREHAKFE, N Cloud Manager R ZEBIE— MRS,

MREAZECHRES. NTUENEEANHEABAKES R,

7 EHIERIPE LR

Cloud Volumes ONTAP B]LIR#IEMBURBRIPE D BREIRER. MRFEENE. NEIRSE IR HNEE
BMERERR,

p
17" TEFR " 1k, BRESRENIEFE. AERBHEIEIIEREEH TN ITIEFES,
2. BRIETRE. EENRADENEHBRINREENEIED R,

° ¢

o=
H S3 Tiering i What are storage fiers?

s Enabled Disabled
lote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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hot T#fi#fZ. #BZE Cloud Volumes ONTAP f5, ErILUEEEN 30 KAXRIAIDMIEESIEIEI 2 BRFIRER
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Timeline 9 Upload Kubernetes Configuration File

Upload the Kubernetes configuraticn file (kubecenfig) so Cloud Manager can install Trident on
the Kubernetes cluster.

Connecting Cloud Volumes ONTAP with a Kubernetes cluster enables users to request and
manage persistent volumes using native Kubernetes interfaces and constructs. Users can take
advantage of ONTAP's advanced data management features without having to know anything
about it. Storage provisioning is enabled by using NetApp Trident.

@\ Learn more about Trident for Kubernetes.

Let's discover your first Kubernetes cluster

Discover

Upload Fie

@ BIEN T EIFREIEE] Kubernetes 52%

EIEFREF, S Kubernetes I*T#Bz,m? TR GRS RERNEEEZEIFRRR Cloud Volumes

ONTAP &4, BEZ1MEEIEIEEIE—1 Cloud Volumes ONTAP &4t

EA] LUERIE NetApp BRI E A Kubernetes SEBFRIENIATERESS. BUABRT, HAPSIEKAMER,
Kubernetes S£B¥A] LI B Ei%$2RY Cloud Volumes ONTAP R4i{EHNRiHTZ S,

o “ o Persistent Volumes for Kubernetes

(3 Azure Managed Encryption Select a Kubernetes cluster to connect with this Cloud Volumes ONTAP system. If the Kubernetes cluster is in a different network
than Cloud Velumes ONTAP, specify a custom export policy to provide access to clients.

@%OO@%E

Kubernetes Cluster Custom Export Policy (optional) i
Add New Valume
_ Select Kubernetes Cluster Custom Export Policy
netjyybunc o 17217.0.0/16

Set as defauit storage class

Cuﬂn% Cancel
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Used Aggregate Capacity: 105.66 GB

Volumes:

L3

Vol54 (54 GB)

m

data_vol (150 GB)

sym_FinanceOnPrem_root {1 GB)

d. BESPENAKNAEE-IHZ N EUMBERE .
BNIZEREBANERBERBESRHTE. UEFRKER BRI ERE,
3 MIRAGARAREMERS]. NNFESHIE—RELOMNEREGHMES,
B, BB "BEEHIHS T REUBRBERT",

BXIEAE
4. MRARFEAZHERS], FHRITUTEIRE:
a. MFRFIERERNE.
b. EFHFNEURKRRES LH=(E,
BXEFARER, BN "REZDI S I EEEREENT",
C. MNP HZ N EBHEF—MEAEZENRS.

BXBFEAER, B2 "BEEHES— T RAELERE R,

REBES— M RAUBREERE

EEI LR — 1 Z N EBTNEIS —1 Cloud Volumes ONTAP ARG LU AR, WRARGAZIEHEERS,
AT REFR BT UL R 1E,

KFIAES
ERILIRIRILES PP BEIELU T EERITIREER

Moving a volume is necessary to avoid capacity issues; however, Cloud
Manager cannot perform this action for you because the system has reached
the disk limit.

i

. BEEBRTHBEM Cloud Volumes ONTAP RAHIBEF RS

. BRIEFRERE AR TR R LI TE N — R MBS .

+
BXIFRER, BB "ERAZEERIEIE"
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2. BEEEHITHIEISE,
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BXEFMAER, BN "EEIEE

RERDISZ I REUEREERH

BRI ST EE MRS — I REPUEE B ERE,
KFIES

ERILIERIES PN BB IELU TREHRITHRIEER

Moving two or more volumes is necessary to avoid capacity issues;
however, Cloud Manager cannot perform this action for you.
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. RIINAERGESAERERINENAIATE:

-+
- ELERIER, BHRBER, AGRE * 5% > BRIE
LERBIREG, BhCER Y, AREEUARARE (B A”gﬁ%&ﬁﬁ% 5E) o

+

aggri
Aggregate Capacity: 442,94 GB

Used Aggregate Capacity: 105.66 GB

1 MMRFE, BREEFNZNERE:

a. EERE, ARRE MR

b. EFRERMAVHEEL, SARRE M~
2 MRSERATARE, BEUENRS

BXIEAER, BEN 2RSS
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BIEETEN NFS &

&R LIEERE Cloud Manager 6lI# NFS &. £ AWS 772 L1 R IhEE,

BIZ NFS &
SR LRI EE T B AWS LI HFEZ DS — LGS fiE LR ES T Ak,
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1. EERM £, B ERE .
2. 7F "Create New Volume" T1H L, EiREHE:

1IN Description
eilfedes SIEERER BN AWS LFINE,

B HAE  SIR—TEREIEN AWS LAINEHREE S — M RAIER ESEHRHE A%, &
HIEREWNRRIEER X HA EAERAIRNEMIFAER.
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Size

AWS Mg R

Description

BHNRANNNATNEFERAZTHNIRATE. BiEE LERREEE. XFEMA]
HEIE— AT I BYIEFENS. EEANBIEN, fAaMAoEFfETE. MEN
sMEHEZIE.

1SN 2 R M RE M A AN B SR BB £

* @A SSD MR A T TIERHBIRMAFMIEEE, MHaERIRYE IOPS RE X,
* BHEHY HDD HAZATREURENN R IRE—SHELEHREISP TIER

o

* /% HDD HER T &NEAEEHREHE, EAMEIFEER. SELEMRKR HDD
HE—1F. HREBERREFLERE N,

BRIEER, FBI AWS T EBS BRI,

TEERT "gEE " TEBER:

Details Location Edit
Volume Name Size (GB) AWS Region
voill 500
AWS Disk Type VPC
General Purpose (550) Y
Subnet

4. INREEFETOE HA S, BIEELEMNIFAER, ARRE *QE .
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EXFMAER, FEM "AWS XS EBS HZEA",
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FEE Description
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EREAZR MREZIMRER. WERERNBAREEERE, S0, FEXFIRAETEAE HA

o BXRIFMER, 15BN "AWS X1 EAEEK"
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Nodes & Mediator Edit
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us-east-1d 172.31.0.0/20
Node 2 ]
us-east-1c¢ 172.31.16.0/20
Mediator ]
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BEEN Linux E41

tIEERE. MEEEANENLIARESE,

p

1. EERDRH, BEMURETEL, ERRBER, ARRE HH

2. BEEHl

3. 7£ Linux EHl L. BIEXBERERENERININA. ARBANGLUENE,

EIE NFS &
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Source Data replication Destination

volume relationship volume
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oo
o

Snapshot Replication policy Replicated
copies specifies which Snapshot
Snapshot copies to copies
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EHIZRERRYERY
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Product Line* NetApp ONTAP Cloud BYOL for AWS =
Product Serial #* 90120130000000000555

Mot only is protecting vour data required by law, but vour privacy is alzo very important to us. Please read and
agree to the Net4pp Data Privacy Policy before yvou continue. For information related to NetApp's privacy policy
please click here Privacy Policy or contact privacy@netapp.com.

| have read MetApp’s new Global Data Privacy Policy and understand how Net&pp and its selected partners
may use my personal data.
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1. EIEIREAR, SERPER, AGRE * B AWS MIFRIER A * s s * ek Azure BYIFRTIES
VM* .

2. WERVPRNERBM L HIR RS EMNER, SRS FELURIANE T BERNE X, AERE *H#BE -
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2. B8 SVM ZME MBI ET.
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SVIM Mame: swim_Lab @

3. FEfERR SVM BFMFIEER, Bek SVM &R, ABRE * RE o

4 Cloud Volumes ONTAP HYZ3H5
Cloud Volumes ONTAP S1E&EBEERAIKF . WMRFE, EAILUM Cloud Manager E2K bk~ BIZEES,

@ ARN@T System Manager % CLI ENEIRRKF D, ZZEBASRME Cloud Manager
1, &k, Cloud Manager o3& IE M ez 241,
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9000 MTU (A EZRM) , MNRMEEREEIES, NWATLEMLE MTU B 1,500 F15,

KXFIAES
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MR E— VPC FMEFiHS Cloud Volumes ONTAP R45iE(S. HBEHEP—EEHLIFEF iHtZHF 9000 MTU
. MBEF%ESE 9000 MTU , MNRAEEF VPC . MRS BINEIEEES, MMEREM4EE,
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S
1 EL(ERER, RERPER, AREE SR > MENEE
2. %8R AE 3 BRI .

3. EmFErER*,

EZ 1 AWS AZs 115 HA 3 REXRUER R &

Ay LR AWS BREZR, HPE &SR HA XRYFEh IP thiitfIRE . S1RHAY NFS 3¢ CIFS B infk 21410
AWS FIEY HA 3, AT LAATT IR (.
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fEEILUM Cloud Manager f21EF B 5N Cloud Volumes ONTAP SKEIRIEM =1 B RS

1t %I BzhxF Cloud Volumes ONTAP

1B A REZ BT E IialE]PRMAI < ] Cloud Volumes ONTAP ARt ERLAs, ERILAE Cloud Manager BR &
S ENEBhX ARG ENBNERS, MAESFIHRITIHIRE,

KXTFUIES

1% B5h%F] Cloud Volumes ONTAP R4EY, SIRIEEHIT/ETIEUIEEY, N Cloud Manager =#3R X7,
Ei5eRfE, Cloud Manager ¥XxH &%,

IESZLH HA XD TIRBIB X,
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1. ETFIFRD, REIHE:

2. fEERMITR:

a. ERESXR. 8I1FH. SAXRER=MEINERHESKXHARS.
b. 8% KA RFRIBY (8] LA K A R RIBT i,

*

TEIE/R TR Cloud Manager S £HA75 12:00 A M. XH RS9+ %48 /)\BF, Cloud Manager &/&—
EF 12:00 EFEEHES

[ ] Turn off every weekday
Mon, Tue, Wed, Thu, Fri

F. il
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Sat bl w
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1. ELEFER, BE * X * B

U ®|IOIC O© 4 =

2. FRARIERRANET. EAREBEIUBARARE,
3. BEH* XM,

AIRERE/L WA RFELRG. ERILUEMEMN " TR " TEHRBBRS.

51T AWS ZRRZS
&0 LUE@E Cloud Manager & 57F AWS Ai51T Cloud Volumes ONTAP X893 R Ak
o MERTAILLT R NetApp DIEERT UBRREERATE T 2/ V&S,

XFIES
Cloud Manager STEERIFTIEY EFADE, BXRERTIFMES, HSR AWS
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1. 393 Cloud Manager @& A LAM AWS SRENA A1 2 :
a. iR Cloud Manager fefE PR IAM SRR E3E LI T 121E:

"ce:GetReservationUtilization",
"ce:GetDimensionValues",
"ce:GetCostAndUsage",
"ce:GetTags"

XLEIREE SERMBIT "Cloud Manager FE&"s M NetApp Cloud Central SBENMAA BB SIX
LEA PR,

b. “HrE * TIFIFIR Id* F7i2"s
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AT IREE AWS F{Zs, Cloud Manager £ Cloud Volumes ONTAP S22 Ec i A 2 EcARic. AIEE D
TERIRS, B8 * TIEFIR Id* 1718, AP EXHIIFEASERTE AWS 2RSS, BRIEEIEITEEA
RASEIEEH &P EEE .

2. FTEFERIE L, %EFE— Cloud Volumes ONTAP T{EIfiE, SARHEE * B4 * o

NREEE LBAT NetApp BIATIEINEE, NRAREFERERA MR/ L TAKE, HER
NetApp BF TIEHIRLZA.

TEERT A TTER G

Learn how we calculate the costs and savings

AWS Resource Costs

Cloud Manager obtains AWS resource costs by using the AWS Cost Explorer service

S; Annual NetApp Savings

i, Aws Monthly Cost Monthly Cost Breakdown
$69
Total Savings
s e " iy S ‘ o Thin Provisiening Savings
W Thin Provisioning $60.3 (87.9%)
s AWS Cost Breakdown | Novemnber (2 days) Month: November 2018 = Storage Efficiency Savings
B Compression $83 (zw
' Compute =7 S3Cost B Deduplication
$ 70.49 (20.9%) Bl $4.02 01.2%)
$338
November Cost §3 Tiering Savings
EBS Storage P Data Transfer W 53 Tiering
$ 263.57 (78%) Bl $0.00 0%

* Estimated Savings

= ERIRFRIEET]

BWRURM R I ge s R ShYE], HIFEMEE, ERILLEE Cloud Manager 5L7i
NetApp BERG S for 1R, ERLUREEMAI T ARSI S, M.

B
1. ETRIFRD, BE - $HRRM * Bif.
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Ill Cloud Storage Automation (Beta) ;

E[ AWS Managed Encryption

[0]# © ¢ 0 & =

2. 3255 NetApp FRRTTZR for BRI
a. MNREFRBF Snapshot HEE, FET * BUE Snapshot HKEE *
NetApp Snapshot AR AEIZRIREF IR H I NRENBRA R, RINENXBET MARZ LM
FPHEIR, Snapshot BlAs A RiEEIZS, AIFAIEEIRMREGBIF. SIEA LURHEIERBE N XHFRIAETT
BRI E fRR T =BG AR
b. g * #5E FPolicy* LIEF ONTAP B FPolicy iR /A%, ©RILURIEXGY BR M LESXH121E,

LR AR R TS 58 Pl i PE LE & D0 BYEH R AR S 1 S8 B S SRR N B BR AR A L T Y BE T

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

40 %
Protection

3 volumes without a Snapshot Policy

v

ONTAP's native FPolicy configuration monitors and blocks file operations
based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

}4$3I8E Cloud Volumes ONTAP %57 N1% Cloud Manager

SR AT ER Cloud Volumes ONTAP RAFHFERNNE Cloud Manager ., IRE
NoEERARATLTEZERHBEBHTHARSR. BB EMRENZEERFD LR
A Cloud Volumes ONTAP &#%4t, MR LAAITILIRIE,

Feazai
R THNIE Cloud Volumes ONTAP IR 5 F ik P B2 ES,
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Cloud Volumes ONTAP

3. EXEE L. EFREFIEITARENXIE. AEEFEIG,
4. 7¥EIETIE £, i\ Cloud Volumes ONTAP BIER AR, REEEH *HIT*.
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Cloud Manager ¥ Cloud Volumes ONTAP SEfIZRINEIFEF

fIB% Cloud Volumes ONTAP T {EIfiE

B3 M Cloud Manager Hflf& Cloud Volumes ONTAP &%4:. MAEM AWS 5§ Azure &
Bk, 80, WIRM AWS & IEIFRTAY Cloud Volumes ONTAP 325l MIARgERT EthSo 3l
EARYFRIEZH, EATM Cloud Manager H bR TEIRIEA BEA FRiFEI I,

*FIES
fBS T E3F1ERS. Cloud Manager =22 1ESE. MIRRMEEEFIIREE,

Cloud Volumes ONTAP SLfIE AT K 1ERiP. BEIFFLE AWS BEIMELE, BRE, WMRMEEEM
@ AWS £&1F Cloud Volumes ONTAP 32f5ll, MJ#AZ5%%%] AWS CloudFormation 3= & FBR1Z 3251
MR, HRRTRE TEIFERR R,

p
1. EILEFRD, BEXBEEN, ARSE MK
2. BATIRIMBRIRTR, ARRE WK,

MER TIEIFIRRZ FIRERE 5 7.

154



BETEHEES

¥ Cloud Manager
& BT LA Cloud Manager EfT NEFTHRZANZEF NetApp AR SEHEHEN#T 2R,

BRI EERMR
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XFIES
MREHIEITEAEE, N Cloud Manager £7EF K 12 2 BEhE#H.

T
1. 7£ Cloud Manager IZHl&H LA, BHEESTHYIR, REEELE .
2. % EE) Cloud Manager B FHIEEIE, ARET *RF*.

¥ Cloud Manager E# AR TR

B Z B Cloud Manager BIESHERT, BIEBETILIEIEM Web 68 HITFIER. Cloud Manager M
AWS &1 NetApp HER S3 1ZEXIKEEREE#H,

FaZ Al
BNEBE "IthRATaFE IR MEMBERNZFHTE

XTFIES
REEHEE/LDHBYE, EEMHAE], Cloud Manager AAJ Ao

25555
1. BIEEEHENE TARNERSHEMRAATA:

@ Mew version available 2% Community APl documentation o

2. NREHRA, BRE * HEE * UAHE RS ETRITEAES.

MREFERITEMES, BERESTEREBHAENITTI—F,

3. EIEHIGHNATA, BE* MRERTA

4. £ Cloud Manager X+ E#FT1HE L, BHEFAIERAZINN * TH * .

5. SERFRIAIHENE, AERTE * HE * !
a. RETHEMHNED, RAZEALIRBEREEFERAEREREN Cloud Manager BL &,
b. FIRFZMAFZM, AEETR * HIDEHAERFHMFZG (EULA) * SifiE,

6. BB RES, iB1RTFE Cloud Manager &19

155



2
Cloud Manager BBsiEFITE, EAUE/LDHEEREHE,
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2. PEFERUERRENEHZEREH Cloud Manager .

If NetApp shared a patch with you, click hs\[ﬁ to update Cloud Manager with the supplied patch.
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4. FFIRMEREHIZR,
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Cloud Manager R FILE*MERF . EalUE/LDHEERITHIE.

#Z1PF1EER Cloud Manager
#A Cloud Manager , ZR]UFMIEREIGEE. URIPENEEH R RN,

%1% Cloud Manager
EHE M = EERMEER—NMFOME, WNRBR R, EATLUMEBEIRIEPIEE Cloud Manager .
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Tools

Backup

Back up Cloud Manager to a .7z file, which you can use later to restore your configuration.

Sagkup
U
3. WIRTE, BREHXHFREFIRLME, WEERERKER,

MBPIER Cloud Manager
MBFJBIER Cloud Manager B & PRVEEZIRME IR,
-
1. 7£ Cloud Manager 68 H LA, BEES TR, REEFE*THR*,
2. BEHEERE
3. B HAE * BTN
4. EEED.
2

Cloud Manager ] M& 13 X4k E R,

ffif% Cloud Volumes ONTAP T {EIfi%
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BEM S EERSETREFTFRER, ERILUATTEUTRIE:

* ER—MEAFPHREMAINE
* MB— Cloud Manager RAEH LW E
* NREVRTHREAEBRENE, FERALIIZARA
B
1. 7£ Cloud Manager 58 H LA, BEES TR, REEE TR,
2. ETARNEF, BB,
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3. £ " FFIRE " TR, BHMAFKF,

AidE Cloud Manager LU{FRIEIRSS 28
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EERIERS G, FBY Cloud Volumes ONTAP &%= BohicE A7E & 1X AutoSupport JH BB ERIEARS
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* "NetApp =1#%: ¥ Cloud Manager REST API 5Bt &ihRIE&ER"
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* "NetApp 8% : (&8 Ansible + NetApp NIREFMZEAIEIES ( Infrastructure as Code , IAC) ) "
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SSH 22. SSH AR EIE LIF iR BIE LIF /Y IP it

TCP 111. IAZS 2 NFS

TCP 139. FBF CIFS #9 NetBIOS IR &%

TCP 161-162.  f&BMLREIR MY

TCP 445 Microsoft SMB/CIFS over TCP  (i@id TCP ) #0 NetBIOS i

TCP 635 NFS $E#;

TCP 749 Kerberos

TCP 2049. NFS BRZS28<FIPIH1E

TCP 3260 @il iSCSI £k#fE LIF #17 iSCSI iAia)

TCP 4045 NFS BiE FiPi#iz

TCP 4046 NFS BIMZIRS it 23

TCP 10000  f5F NDMP &f{p

TCP 11104. 32 SnapMirror FEEEEESIE

TCP 11105, {FEFEEEE) LIF #1T SnapMirror #3EE

UDP 111. AR A2 IHE NFS

UDP 161-162. (&S MK EIRMIY

UDP 635 NFS 33

UDP 2049. NFS AR 28 FiPiHiE
UDP 4045 NFS BiE FiPi#iz
UDP 4046 NFS BIMEIRTS 51T 2s
UDP 4049. NFS Rquotad MY
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73 Cloud Volumes ONTAP FiE X R BRI THFIE ik E.
FEETRBAN. BEABRRLIERN,

e~ bl

73 Cloud Volumes ONTAP FilGE X B R £ B35 LT H ik nl,

Y

Ffi& ICMP
FiE TCP

Fi%& UDP

LS Gyl

Port
2B
2F
2F

BHY

FrE ik RE
FR B k3R
PR it E

il

NRAILUER, BEREERLIEAN, NRE

NREFETRAHISRENN. WA]LUER L TMEBITH Cloud Volumes ONTAP i@ EFrFERI o

®

JEZ Cloud Volumes ONTAP &4 ER9iE0 (1P k) o
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AR5 X Port iR B B89

Active  TCP 88 TEEBIELF Active Directory B Kerberos V S19I83iE
Director S ¥\
Y UbP 137. THREELF Active Directory B NetBIOS & FRARSS
¥\
UDP 138. TEBELF Active Directory B NetBIOS $#iERARSS
R
TCP 139. TREELF Active Directory B NetBIOS fREZ=1E
S
TCP 389. TEERELIF Active Directory B LDAP
R
TCP 445 TEEELIF Active Directory B Microsoft SMB/CIFS over TCP  (i@id
M TCP) #1 NetBIOS AgMi
TCP 464. THBELIF Active Directory B Kerberos V BFIIZEE RS (
R set_change )
UDP 464. TEBELF Active Directory B Kerberos ZZ$AE1E
¥\
TCP 749 THEIELIF Active Directory B Kerberos V BFIIE B (
Sk RPCSEC_GSS )
TCP 88 #UELIF (NFS  Active Directory B Kerberos V H{5343iF
. CIFS) R
UDP 137. 4B LIF (NFS  Active Directory B NetBIOS Z#RIRSS
. CIFS) B
UDP 138. #UELIF (NFS  Active Directory B NetBIOS ##EiRARSS
. CIFS) R
TCP 139. 4B LIF (NFS  Active Directory B NetBIOS fRZ&iE
. CIFS) R
TCP 389. $3E LIF (NFS  Active Directory B LDAP
. CIFS) SV
TCP 445 #4E LIF (NFS  Active Directory B Microsoft SMB/CIFS over TCP (@it
. CIFS) R TCP ) #0 NetBIOS B
TCP 464. R LIF (NFS  Active Directory B Kerberos V EFIZEZY (
. CIFS) R set_change )
UDP 464. $UWE LIF (NFS  Active Directory B Kerberos ZZ$AE 2
. CIFS) R

TCP 749 #4E LIF (NFS  Active Directory B Kerberos V BB (
. CIFS) B RPCSEC_GSS)
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32 FrER FER —TRLENAE HETSLNRE SEHENEE (IR Cloud Volumes

=2 = LIF LIF ONTAP HA)
TCP 3000 TEEELF HA 225 ZAPI AR ({G&ERTF Cloud Volumes
ONTAP HA)
ICMP 1. PEEIELIF HA JEfi2s FRIFEIRZES (IXPR Cloud Volumes
ONTAP HA)
DHCP  UDP 68 BEBELF DHCP BERISE DHCP BFiE
DHCP  UDP 67 TEEELIF DHCP DHCP fr%528
DNS UDP 53. TREE LIF fizg DNS DNS
#ELIF (NFS.
CIFS)
NDMP  TCP 18600 - THEELIF BirAR 28 NDMP EllZx
18699

SMTP  TCP 25. BEBELF MR AR SS 28 SMTP Z4k. ®JHETF AutoSupport
SNMP  TCP 161. TEEBIELF WIEIRS 25 B3 SNMP G T AT

UDP 161. TEEELF BITAREZ 28 @12 SNMP [GR#HITIGIE

TCP 162. TEBELF YIRS 25 @33 SNMP [&EBH#H1T AT

Ubp  162.  TEEELF Ms1ERRSS 28 #d SNMP BaR T 1R
SnapMir TCP 11104.  £&#ja] LIF ONTAP £E48] LIF %18 SnapMirror FUEEEEIRISSIE
ror

TCP 11105.  &&4a] LIF ONTAP ££8%i8] LIF SnapMirror BIRE

HA Af#2s N ERL 2 2BRIFI N
Cloud Volumes ONTAP HA JAf#2589FNE X IMEB R 40 B34E LA T N UF0 B Bb AR M o

NIERRN
NIERR N EYRAES Y 0.0.0.0/0 -

i Port By

SSH 22. SSH 5 HA AfZ2sREE

TCP 3000 B S EIRSRH1T REST XA&AY API 3455
HIEFR

HA JEf#3VTIE X R AR TARE Hib@E, MRALUER, BEEERLIERN, NRE
M. EERSREERN,

CEEETRETR
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e= 2P
HA Ef#2RRIFIE X R 2 H 8 4E LU Hub N,

i Port BHY

FfiE TCP el FRE Bk g
Ffi5 UDP el FR HibmE
Sl

NRFERHILBERN. FJLUER M MERETH HA Bf#:E RSB ERENRO.

iy Port B¥R HRY

HTTP 80 Cloud Manager IP #i3t TEIEARESE AR
HTTPS 443, AWS API RS BN TR BN RLETS
UDP 53. AWS API 53 RN TR B ST

()  mELeERMERTME AWS EC2 FRS5SM0E0 VPC A, TIARITIFRO 443 7 53

HA JEf#23 A E R 2RI

73 Cloud Volumes ONTAP HA jEfZ28FE X INH 2 A BEIELL MM, Cloud Manager e =0l kL2
¢H, B FRECHIETL

NI
FiE X R 40 BLFE LT NEEAEN,

3% Port BHY
FRERE el HA B2 HA TT R Z BI8ViE S
VS

FiE X YR A B FE T HibF N,

Y Port BHHY

FRERE ol HA BfZ23F0 HA TR Z B80S

Azure By HFN

Cloud Manager €27 Azure 2. HAE$E Cloud Manager #1 Cloud Volumes

ONTAP B INIZITARFRRINIAM HuEMN, &R ESEXEROH#TUIANERB I
T,
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yag =S
Cloud Manager F9Z £4AEE N\ uhF1 H b F0,

= EELRHI ISR
FiE X &2 HHNIEN YRS/ 0.0.0.0/0 -

FIZEIESE Web 1£HI SR HTTP 1519

RMIMEFin Web X523 = EIEEE Web 1£HI &Y HTTPS 1A18]

iy Port E]:y)

SSH 22, RIEF=EEZ TN SSH A

HTTP 80 RIENEFin Web %523

HTTPS 443,

Py =ik iy W]

73 Cloud Manager MEXNLEERITHFREHITRE. NRALUIES,
FERGEORAN ., 15 SR HTE R,

B MaFm

79 Cloud Manager FiiiE X B9% 240 S5 LT iR,

i Port BHY

FfiE TCP S PR it E
Ffi5 UDP i FRE HibmRE
LSl

NREFETRBHISRENN. WETLER U MMER2ITH Cloud Manager tHibi@EPAFE M o

J& 1P 3k 2 Cloud Manager F4/lo

®

BEREARLIENN, NRE

REE
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ARs3 i

Active Directory TCP
TCP
TCP
TCP
TCP
TCP
UDP
UDP
UDP

API AR HTTPS

AutoSupport

API A TCP

DNS UDP

Cloud Volumes ONTAP F93R 0]

Cloud Volumes ONTAP Y& £ HEE N\ b0 Hub R m),

BT RAFRINERN

fitse4% Name Port ¥
1000 inbound_ssh 22. TCP
1001.  inbound_http 80 TCP
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Port
88

139.

389.

445

464.

749

137.

138.

464.

443.

3000

53.

Bt

=

¢l

R
ot

B BHY

Active Directory B Kerberos V &{9I03iE
"

Active Directory B3R NetBIOS RSZ=1E
o

Active Directory B® LDAP

¥\

Active Directory R Microsoft SMB/CIFS

YN over TCP (@&
TCP) #1 NetBIOS
ol

Active Directory B® Kerberos V BE#1i&

) B (

set_change )

Active Directory HR Active Directory

YN Kerberos V BEXF1i&
B (
RPCSEC_GSS)

Active Directory B® NetBIOS & #RARS
2

%Stive Directory B® NetBIOS #UBRARS

Active Directory BR Kerberos ZHERE
A

H ik Internet F API IFH AWS

ONTAP £ E1E ONTAP . H¥&

LIF AutoSupport JHE %
1ZZ! NetApp

ONTAP &£E 518 API| EF ONTAP

LIF

DNS BF=EEs#T
DNS fi##fr

Action Description

A SSHIAMSEEERE LIF 1
HEIELIF 89 P it
R FREEEIE LIF /9 IP ik

WNRFEIESE Web 1T 53
17 HTTP 48]



Rk
1002.

1003.

1004.

1005

1006

1007.

1008.

1009

1010

1011.

1012

1013

1014

1015

1016.

1017
1018

3000

3001

65000

Name

Inbound_111

_tep

Nig

_111_UDP

Inbound_139

Inbound_161
-162_TCP

Inbound_161
-162_UDP

Inbound 443

Inbound_445

Inbound_635
tcp

N
_635_UDP
Inbound_749
Inbound_204
9 tcp

PN
_2049 UDP

Inbound_326
0

Inbound_404
5-4046_tcp

ANl _4045-
4046_UDP
Al _10000

Inbound_111
04-11105

inbound_den
y _all_tcp

inbound_den
y _all_udp

AllowVnetInB
ound

Port
111.

111,

139.

161-

162.

161-
162.

443.

445

635

635

749

2049.

2049.

3260

4045-

4046

4045-

4046

10000

11104-
11105

=

1Y
TCP

ubP

TCP

TCP

ubP

TCP

TCP

TCP

TCP

TCP
TCP

UDP

TCP

TCP

UDP

TCP
TCP

TCP

ubpP

R
ot

m

ot

2}

Gl

ax)

ot

2}

iy

2}

i

R

ot

2}

i

o)

R
al

Al

Al

B

o)
il

o)
il

o)
il

A
il

R
Gl

B W
ot ot

o)
il

R
Gl

k

Action Description

FVF

FVF

FVF

FVF

FVF

FEVF

FEVF

FIF

FF

S
S

FVF

FIF

FF

R

FF
FVF

k2

k2

VirtualNetwor VirtualNetwor 435

RIS F2IAA NFS

FRIT 2R NFS

FBTF CIFS 9 NetBIOS RS
=iF

8] S A E R Y
B S R E R Y

EFREREIE LIF B9 IP ik
¥t System Manager Web 1%
HIE#HIT HTTPS 519

Microsoft SMB/CIFS over
TCP (&I TCP) #0
NetBIOS i

NFS $£&
NFS £

Kerberos

NFS BR35 28 TR
NFS BRS5 28 TRtz
i iISCSI #4E LIF #1T

iSCSI i7ia)
NFS B T M4IR

ktss
Shar

NFS 8 T2 M4IR
Bimfres

£/ NDMP &1
SnapMirror B {E4

PELEPRE HAth TCP NibiRE
FEIEFREHEM UDP NiERE

vNet FRRINIE A E
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L4k Name Port i Bix
65001 AllowAzureL {F= AzureLoadB {£E
oad alancer

BalancerinBo
und
65500 DenyAlllnBo & =1 1T£=
und
HA R2ZHIN IR
58TV RRzS5MEE, HA RFBINLERINE LD,

Action Description

KB Azure ¥R H T Ei2s
IR 2

FEIEFRE M NILTRE

R AN REIEIT Azure FR/E 1 H T &85,

@ Eitt, RBEAHEHTFERHRENATITAIRZ, 0 "AllowAzureLoadBalancerlnBound" NI Ff

o

fifeek Name Port
100 Inbound_443 443.

101. Inbound_111 111.

_tep

102. Inbound_204 2049.
9 tcp

111. inbound_ssh 22.

121. inbound_53  53.

65000 AllowVnetinB {£&
ound

65001 AllowAzureL (=
oad
BalancerinBo
und

65500 DenyAlllnBo =
und

Cloud Volumes ONTAP B4 57 M

33
¢l

2}

ot

m

o

e

iR Bt
7= =
7= =
7= =
7= =
= =

VirtualNetwor VirtualNetwor 43

k k

AzureLoadB 1=
alancer

Action Description

ERKHEE LIF 89 P #it
3t System Manager Web 1%
#8#H1T HTTPS 5]

RIS F2IAA NFS

NFS IRSZ 28T HIE

SSH iFiRIEREIE LIF 5T
HEIELIF 89 IP #hht

DNS #1 CIFS
vNet BN IERE

KB Azure PR E T iz
HEERE

FEIEFRBE M NILTRE

73 Cloud Volumes ONTAP FiE X IR AR ITAFME HILRE, WMRALIER, HERERLIERN, NRE

HEHTRIAN., FEASRHIEIN.

BEARS M a AN

79 Cloud Volumes ONTAP FiiiE X FYZL £ A G135 LA kR o

i Port
Fi TCP 28
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i Port BHY
Ffi5 UDP e PR it E

LS eyl

NREFERAHISRENN. WATLUER TS BITH Cloud Volumes ONTAP Hiif@ EFrFER I o

() 8= Cloud Volumes ONTAP i FESIEDT (1P H3tt)
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AR5 X Port iR B B89

Active  TCP 88 TEEBIELF Active Directory B Kerberos V S19I83iE
Director S ¥\
Y UbP 137. THREELF Active Directory B NetBIOS & FRARSS
R
UDP 138. TEBELF Active Directory B NetBIOS $#iERARSS
R
TCP 139. TREELF Active Directory B NetBIOS fREZ=1E
S
TCP 389. TEERELIF Active Directory B LDAP
R
TCP 445 TEEELIF Active Directory B Microsoft SMB/CIFS over TCP  (i@id
M TCP) #1 NetBIOS AgMi
TCP 464. THBELIF Active Directory B Kerberos V BFIIZEE RS (
R set_change )
UDP 464. TEBELF Active Directory B Kerberos ZZ$AE1E
¥\
TCP 749 THEIELIF Active Directory B Kerberos V BFIIE B (
Sk RPCSEC_GSS )
TCP 88 #UELIF (NFS  Active Directory B Kerberos V H{5343iF
. CIFS) R
UDP 137. 4B LIF (NFS  Active Directory B NetBIOS Z#RIRSS
. CIFS) B
UDP 138. #UELIF (NFS  Active Directory B NetBIOS ##EiRARSS
. CIFS) R
TCP 139. 4B LIF (NFS  Active Directory B NetBIOS fRZ&iE
. CIFS) R
TCP 389. $3E LIF (NFS  Active Directory B LDAP
. CIFS) SV
TCP 445 #4E LIF (NFS  Active Directory B Microsoft SMB/CIFS over TCP (@it
. CIFS) R TCP ) #0 NetBIOS B
TCP 464. R LIF (NFS  Active Directory B Kerberos V EFIZEZY (
. CIFS) R set_change )
UDP 464. 4% LIF (NFS Active Directory B Kerberos Z$AE1E
. CIFS) R
TCP 749 #UELIF (NFS  Active Directory B Kerberos V BFIIEE R (
. CIFS) B RPCSEC_GSS)
DHCP  UDP 68 TaBEELIF DHCP BRI E DHCP B ik
DHCP  UDP 67 TREELIF DHCP DHCP Ar$S 28
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AR5 X Port iR B B89

DNS UDP  583. *nesTm | |F A%k DNS DNS
#ELIF (NFS.
CIFS)
NDMP  TCP 18600 - TREIE LIF BtTARSS 28 NDMP El/zs
18699
SMTP  TCP 25. TEBELIF HBfFARSS 28 SMTP &4k, aJAF AutoSupport
SNMP  TCP 161. TEEELIF HiTARS 28 Eid SNMP BaRt T IEE
ubpP 161. TREELF EiTARSS 28 g SNMP BB #1T In1E
TCP 162. TR LIF TR 88 Bid SNMP [aRH## TSR
ubP 162. TEEELIF TR 28 W1 SNMP &R #1T IR
SnapMir TCP 11104, 248 LIF ONTAP £2%j8] LIF &2 SnapMirror &R EIEESIE
o TCP 11105, &8 LIF ONTAP £84j8] LIF SnapMirror #{iE(E44
#4%H UDP 514. TEEELF AEAERSE AABTERLER

=
JTaXN

Cloud Manager 89 AWS #1 Azure #[E

Cloud Manager EEMRA BELRIETE AWS 1 Azure FHITIRF, T EIEXLEALE
"NetApp IfHEVEEEL", EAIGEHRE T 2 Cloud Manager XA PRHITEVIRIE,

Cloud Manager #0{A/{# /5 AWS R

Cloud Manager fEF AWS #3314~ AWS BRSS#4T AP . 835 EC2. S3. Cloudformation . IAM .
Security Token Service (Z£<hRSS, STS) MZHBIERS (KMS) o

1BR1F B8y

"EC2 : Startinstances", "EC2: Stoplnstances" J2Eh Cloud Volumes ONTAP S:fflFH{=1E. Bohflisiz
, "EC2 : Describe Instances ", "EC2 : Describe 3=,

InstanceStatus" , "EC2 : Runinstances", "EC2

LIRSSl ", "EC2: ModifylnstanceAttribute" ,
"EC2 : HERLFIEM " KIERE BT RIS R /= g R MR,
"EC2 : #RE". "EC2: HRE". 25 Cloud Volumes ONTAP HA F2&.
"EC2 : BIEtRIE" . fxig Cloud Manager £/ "Workingviron"

"Workingvironmid" *TlEﬁ'JLEI'J’E/I\J\/ 1, Cloud
Manager {£ X LEARes# TP R A 7 Eeo

"EC2 : CreateVolume", "EC2: Describe &12 Cloud Volumes ONTAP B{ERix{EER EBS
Volumes" , "EC2 : ModifyVolumeAttribute" , "EC2 Ho

. AttachVolume" , "EC2 : DeleteVolume" , "EC2

D FEAE T,
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1BR(F

"EC2 : CreateSecurityGroup", "EC2:
DeleteSecurityGroup" , "EC2 : Describe
SecurityGroups" , "EC2 :
RevokeSecurityGroupEated" , "EC2 :
AuthorizeSecurityGroupEated" , "EC2 :
AuthorizeSecurityGroupInfi#* " , "EC2 :

RevokeSecurityGrouplnBAriF " ,

"EC2 . CreateNetworkInterface" , "EC2 :
Describe NetworkInterfaces" , "EC2 .
DeleteNetworkInterface" , "EC2 :
ModifyNetworkInterfaceAttribute" ,

"EC2 : #RMFM ", "EC2: A% VPCS".
"EC2 . HEA".

"EC2 : CreateSnapshot". "EC2:

"EC2 : fERMIRER " .
GetConsoleOutput " |

DeleteSnapshot " «
"EC2 :

"EC2 : Rt E AR "

"EC2 : RN "
"EC2 : MiFRtRIE " .

"CloudFormation
DeleteStack” , "CloudFormation : Describe
Stacks" , "CloudFormation : Describe StackEvents

", "CloudFormation : ValidateTemplate" ,

"IAM : PassRole" , "iam : CreateRole", "iam :
DeleteRole" , "iam : PutRolePolicy" , "iam :
CreatelnstanceProfile" , "IAM : DeleteRolePolicy"
, 'iam . AddRoleTolnstanceProfile" , "iam :
RemoveRoleFrominstanceProfile" , "iam :
DeletelnstanceProfile" ,

"IAM : ListinstanceProfiles" , "STS :
DecodeAuthorizationMessage" , "EC2 :
AssociatelamlnstanceProfile" , "EC2 : Describe
lamInstanceProfileAssociations" , "EC2
DisassociatelamInstanceProfile" ,

"EC2 : #RMRIE "
CreateStack" ,

"S3 . GetBucketTagging" , "S3:
GetBucketLocation" , "S3 : ListAllMyBuckets" ,
"S3 . ListBucket"

"S3 : CreateBucket" , "S3 : DeleteBucket", "S3

GetLifeycleConfiguration" , "S3 :
PutLifeycleConfiguration" , "S3 :
PutBucketTagging" , "S3 : ListBucketVersions" ,
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B
77 Cloud Volumes ONTAP SIZ2FiE X &L 24,

ZEIRFME A Cloud Volumes ONTAP 62 1EIERN
£KiEO,

SRENEIRFMALZ 245K, £79 Cloud Volumes
ONTAP S TEIFIERNEEXLEFRIZ LA,

HEBTH Cloud Volumes ONTAP SZ{5IESHY DNS RS
BRI RS

EHIMAIE B HBBIFN{ZLE Cloud Volumes ONTAP SZ{FlBst
1818 EBS EHYIRER,

FHIRMTANEI AutoSupport jH 2R Cloud Volumes
ONTAP #zHI&

EREhSLBIRIREX A] B & TAX BIF R,
FR1SAIF AWS XIFRYFIR,

&I25 Cloud Volumes ONTAP Ll X EXIERIBITE

"CloudFormation /Ezf Cloud Volumes ONTAP =1,

25 Cloud Volumes ONTAP HA Bi &,

&1I2 Cloud Volumes ONTAP S5y SEFIAR B S i,

FREXE X AWS S3 7ZEIERIE 2. LUE Cloud
Manager B] 15 NetApp Data Fabric Cloud Sync RS
ko

E1I2 Cloud Volumes ONTAP &4
S3 FfiEX,

HRAMTERW



1BR(F

"KMS: List*" . "KMS: #&i& *"

"CE : GetReservationUtilization" , "ce :
GetDimensionValues" , "ce : GetCostAndUsage"
, "ce: GetTags"

"EC2 . CreatePlacementGroup" , "EC2:

DeletePlacementGroup"

Cloud Manager {8 Azure P [EHIINEE

B8y
M AWS ZIRERIRSIRINE X ZHNEE,
FREXH % Cloud Volumes ONTAP B AWS X Zs%K3E,

FE AWS TTAMEXIFHAERE HA ECERY, Cloud
Manager 2851 AWS BHNKELFRIFED HA TT =
FIAESS,

Cloud Manager Azure SRB&E1+E Cloud Manager 7£ Azure FREREFIEIZE Cloud Volumes ONTAP FREERIFR R,

121F

Microsoft.Compute/locations/operations/read" ,
Microsoft.Compute/locations/vmSizes/read" ,
Microsoft.Compute/operations/read" ,

Microsoft.Compute/virtualMachines/instanceView/read

n
3

Microsoft.Compute/virtualMachines/powerOff/action”
» Microsoft.Compute/virtualMachines/read" ,
Microsoft. Compute/virtualMachines/restart/action" ,
Microsoft.Compute/virtualMachines/start/action" ,

Microsoft.Compute/virtualMachines/deallocate/action"

» Microsoft.Compute/virtualMachines/vmSizes/read"
» " Microsoft. Compute/virtualMachines/write" ,

"Microsoft.compute/images/write" «
"Microsoft.compute/images/read"” .

Microsoft.Compute/disks/delete" ,
Microsoft.Compute/disks/read" ,
Microsoft.Compute/disks/write" ,
"microsoft.Storage/SchecknameAvailability /Read" ,
"microsoft.Storage/operations/Read" ,
"microsoft.Storage/storageAccounts" ,
"microsoft.Storage/storageAccouns/Read" ,
"microsoft.Storage/storageAccounts" ,
"microsoft.Storage/storageAccounts” ,
"microsoft.Storage/storageAccounts” ,
"microsoft.Storage/storageAccounts" ,
"microsoft.Storage/Acces/ Read" ,

"microsoft.network/networkinterfaces/read" .
"microsoft.network/networkinterfaces/write" .
"microsoft.network/networkinterfaces/join/action" «

"microsoft.network/networksecuritygroups/read" .
"microsoft.network/networksecuritygroups/write" «
"microsoft.network/networksecuritygroups/join/action”

N

BHY

Bl# Cloud Volumes ONTAP H{Z1E. Ezh. MIBRFIFE
BAFIRS,

1M VHD ZF2 Cloud Volumes ONTAP .,

B2 Azure TZE P MR, HEHRIEZEEE) Cloud
Volumes ONTAP ,

EB4FFMAA Cloud Volumes ONTAP SlIZEF1 IR/
#Kiz0,

79 Cloud Volumes ONTAP SIZEFIE X IMLE L 24,
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1BR(F B8y

"microsoft.resources/subscriptions/locations/read" ,  JREXEXXIE. Bir VNet I FMBIMEZEE. HE
Microsoft.Network/locations/operationResults/read" ,  Cloud Volumes ONTAP 7I0%] VNETS o
Microsoft.Network/locations/operations/read" ,

Microsoft.Network/virtualNetworks/read" ,

Microsoft.Network/virtualNetworks/checklpAddressAv

ailability/read" ,

Microsoft.Network/virtualNetworks/subnets/read" ,
Microsoft.Network/virtualNetworks/subnets/virtualMac

hines/read" ,

Microsoft.Network/virtualNetworks/virtualMachines/rea

da",

Microsoft.Network/virtualNetworks/subnets/join/action”

5

Microsoft.Network/virtualNetworks/subnets/write" , B VNet IRk = LU TEIE D Bo
Microsoft.Network/route Tables/join/action" ,

"Microsoft.Resources/deployments/operations/read"  M1E#REFZ Cloud Volumes ONTAP .
« "Microsoft.Resources/deployments/read” «
"Microsoft.Resources/deployments/write" «

"microsoft.resources/deployments/operations/read" , /J Cloud Volumes ONTAP 8iZF SR & RH,
"microsoft.resources/deployments/read" ,
"microsoft.resources/deployments/write" ,
"microsoft.resources/resources/read" ,
"microsoft.resources/subscriptions/operationresults/re
ad" s
"microsoft.resources/subscriptions/resourcegroups/del
ete" ,
"microsoft.resources/subscriptions/resourcegroups/re
ad" s
"microsoft.resources/subscriptions/resourcegroups/wri

te",

"Microsoft.compute/Snapshots/write" « BIEFMEIE Azure BIEAYIRER,
"Microsoft.compute/Snapshots/read"” .
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