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Create role o 5) (8) (4
Select type of trusted entity
= AWS service @ Another AWS account @ W entlty SAML 2.0 federation
.' EC2, Lambda and others Ml Feionoing to you or 3rd pariy ige gy Sperah) Your corporate direciory

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID* [i]

Options Require external ID (Best practice when a third party will assume this role)
Require MFAE
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{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :ACCOUNT-B-ID:role/ACCOUNT-B-ROLENAME"
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aws AWS Provider Account
S

Cloud Provider Profile Name

| |

QA | Account ID: ‘h
Instance Profile | Account ID: |

To add a new AWS cloud provider account, go to the

Cloud Provider Account Settings.
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"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebSbbzzzzzzz"
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Azure Keys | Application ID:

Dev Keys | Application 1D:

Managed Service Identity

To add a new Azure doud provider account,
go to the Cloud Provider Account Settings.
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== Microsoft Azure Provider Account

Cloud Provider Profile Name

Managed Service ldentity -

Azure Subscription

OCCM Dev

OCCM QA1 (Defaulit)

To add a new Azure cloud provider account,
go to the Cloud Provider Account Settings.
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Cloud Manager HTTPS certificate

Expiration: L Oct27, 2016 05:13:28 am

CN=localhost, O=NetApp, OU=Tel-Aviv,

ol EMAILADDRESS= admin@example.com

EMAILADDRESS=admin@example.com

Subject: OU=Tel-Aviv, O=NetApp, CN=localhost

ﬂl View Certificate

KERAFMER

&7 L@ Cloud Manager [8 Cloud Manager ™ IIEfth Cloud Central AP, FH{ERTHEF
RS TIEIf R,
¥ B F A% Cloud Manager

MREMAFRERERENCEERZRS. NATTE NetApp Cloud Central HEMIKF . SAG, EaILUEER
7 NZEI Cloud Manager o

p

1. AR AP M Z7E NetApp Cloud Central R#EMF . FEMI1LEIERER Cloud Manager 2RI PEIEFHF
LT

FRAFRIABIIE MK

2. 7£ Cloud Manager H1, BEAFEG, AREE *EEHAF *.
3. B APt
4. NS PIKP XA B FEpE i, EFE— e, ARRE M.

T—HRHA?
WA AP IEE R LUE R E Cloud Manager &4,
dfELisl s

BEEA, ERURIEMEREIRENATR, ErIUTEEFARIE— IS IEFR. "THREXEFD
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2. MNRFE, BWAEW, EBHERMELAEF T,
S BEHEREF"S
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M7E, ERILREILERER, FHRAFPEEAM MR EEGRMEILIE

B AWS KMS

WNEETE Cloud Volumes ONTAP H{EH Amazon 1%, NMEEIGE AWS ZIAEIERS
(KMS)

ps
1. WMRFEEMNEFEER (CMK) .

CMK AJLAZ AWS EIER CMK E P EIEHN CMK . ER LS Cloud Manager #1 Cloud Volumes ONTAP
I FRE— AWS kP, Ha LI FAREE AWS P,

"AWS X1 BEFEZER (CMK) "

2. @I IAM fEREHRED CMK BNEHKREE, ZAELL key user BIE1{479 Cloud Manager 12 H0R,
% 1AM BERIMAZEHRAF A Cloud Manager $2#1E Cloud Volumes ONTAP F £ CMK B R,
"AWS X1 YRIEEER"
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' Other AWS accounts

Add other AWS accounts

Other AWS accounts pe

Specify the AWS accounts that can use this key. Administrators of the accounts you

specify are responsible for managing the permissions that allow their IAM users and
roles to use this key. Learn more [A

[
drmawsiiame:: | :root Remove

Add another AWS account ‘

e. II7E, tI#RZE]A Cloud Manager 12EMNPREY AWS kP, ARFTH IAM £51 &,
f. QIE—EESLUTRAY IAM 5REE,
9. BEE&MINZEIA Cloud Manager $IR{EARERY IAM &S IAM AP,
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
BXUEEENEMIFRES, ESI "AWS X1 IFSME AWS kP 17517 CMK'
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