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fﬁl Add cluster STEP 1/3: CREDENTIALS

CREDENTIALS

Provide Astra Control access to your Kubernetes and OpenShift clusters by entering a kubeconfig credential.

Follow instructions on how to create a dedicated admin-role kubeconfig.
Upload file  Paste from clipboard

Kubeconfig YAML file

Mo file selected 2 Credential name
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CONFIGURE STORAGE

Existing storage classes are discovered and verified as eligible far use with Astra. You can use your existing default. or choose to set a new default at this time.
Applications with persistent volumes on eligible storage classes are validated for use with Astra
Default Storage class Storage provisioner Reclaim policy Binding mode Eligible
[ ] basic-esi csi.tndent.netapp.io Delete

thin kubernetes.io/vsphere-volume
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export-policy rule modify -vserver <storage virtual machine name> -policyname
<policy name> -ruleindex 1 -superuser sysm —--anon 65534

* PIET4SFHIERTE volumesnapshotclass EHRREIRE S E RN o BEfEAstra Trident "sR85" {£FHAstra
TridentEX A3 Bz:fzt Volume Snapshot ©

s SBEEER R AKubernetesE= £ E &R E —TERHFLER o
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PITERRE
PATTHERRE  BRCHRECEBFMEEAstralZHIRL o

1. & TridenthRZs ©

kubectl get tridentversions -n trident

WNREZFETrident ~ EEFEFHELTY V&S

NAME VERSION
trident 21.04.0

AR TridentF27E ~ LEEFEELUTIIEL

error: the server doesn't have a resource type "tridentversions"

@ MRKRZETrident ZEMRRASRZRITARDS « SN BIZERHARAAI Trident ~ A BELELS
1T o FHBR "Trident> (4" LIEVSERAIST ©

2. BB RFENETERAZENTidentlBEIIZ T - BEHIENATMBAES csi.trident.netapp.io ° :A2ET
5 &6

kubectl get sc

NAME PROVISIONER RECLATIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false 6d

B EEABKECBECoOnNfig
TEHITHRZAN « sAEERSE EB TSRS !

* kubectl BZ#v1.195k E#H AR
- BEERATABEEEE#ERAYERE$Kbeconfig

1. BIBRFFIRA ~ S TFFAm ¢


https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
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a. BIU%AMBRTEIRFIEZR astracontrol-service-account.yaml ©

REEABLBENGLER - MREIUEETEE « CRZETINTRIEREENEE -

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. ERIRBIRE

kubectl apply -f astracontrol-service-account.yaml

2. (EA) MREEFEHRSIPodZ2MRE « MZRARALFEILAEBGHERNPOd ~ L AFFPodB NG
BiEF L(rootﬁﬁﬁ%%ﬁiﬂﬁ \ FAAEERIBIPodZ 24 REA  sEAstra Control§E$9i2 I K EIEPod ©
WNEAERGIET ~ B2 "B EFIPodZ 2 RE]" o

3. WP REEIEHR - ITFAR -
a. 37 ClusterRoleBinding HEZEBEMMY astracontrol-clusterrolebinding.yaml ©

REBETERURGIRP R EEAN BB e ZERE o

<strong>astracontrol-clusterrolebinding.yaml</strong>

10



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. ERREAREE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. 5| HEVABIBRFFIR A4 <context> IEFERVLZEIRIE

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

wH SRR LN TIRE -

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

FREETTENZERS| secrets fEFIBIEEAO o 7E Li#EAIF ~ FR5|% astracontrol-service-account-
dockercfg-vhz87 #4350 ~ Z&5|8% astracontrol-service-account-token-r59kr FEZE1 o 7
wmH s TEE MESL —ANRBIREAEERS] -

5. EX LU THIKbeconfig :
a. #3[ create-kubeconfig.sh g% | B TOKEN_ INDEX E TS SR « ERERE -

<strong>create-kubeconfig.sh</strong>

# Update these to match your environment.
# Replace TOKEN INDEX with the correct value

11



12

# from the output in the previous step. If you
# didn't change anything else above, don't change

# anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=S$ (echo ${TOKEN_DATA} | baseocd -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user



# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. ;EBIAT LU EERAEKubernetes#F £ ©

source create-kubeconfig.sh

6. (#A) ®KUbeconfigERfiap A EENEERE  MECHEETEHER -

chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

BTARIE ?
RECEARDBEAA RGN « COEREFT HigEs o

MEBFAEEN ~ F2H

* "Trident>Z{4"
* "{&EAAstra Control API"

HTiE B TLS/R:E

TR UBHFIRARNBRRETLS/RE  WARBEREEMU (CA) FENTLS/EEMA o

REBNER
* Kuberneteszg& & B £ 2 Astra Control Center

c BIEEFENEE FEHITHSH S Shell kubectl 87
* RECANTLAE SIBF/EFEER
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BIREREENEE
BIFRANBERRETLS/EE o

1. (FASSH « UBIBFERES D E AE Astra Control CenterfYKubernetesz#& £

2. FRETIERRGSSHER /SR TLSERS <AcC-deployment-namespace> {EAstra Control
CenterZBEdn % ZEM :

kubectl get certificate -n <ACC-deployment-namespace>

3. EATFe < MIbR B Al ZREERI 2 BURE ¢

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

HE
FEHCAZEENTLS/&RE

1. A THE < UCANML R ERAREERZRIMNTLSWE » WLUBENERERAEIR<>PrI5 8 :

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FRATYIGSHMEFREEERTEREE (CRD) &% « ABE T spec.selfSigned BfE
spec.ca.secretName HEZ %Idi%HUL_LEI'JTLSW“u‘J :

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

#spec:
# selfSigned: {}
spec:

ca:
secretName: <secret—-name>

3. FRATIGSHBELEFREEEEETIER - UhEERT CEMBIFEEESE « Bl <acc-
deployment-namespace> {fHAstra Control CenterZfEm &2 :

14



kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. 3 certificate.yaml A THEAREAIEN<>FHNERUEENAREEEMNESE

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o. fER T SIS !

kubectl apply -f certificate.yaml

6. 5 T5sr L HEEMEH H2REE RE TS EIERET « UREREEACERIIEMEERNSI18 (Flin%

18 - FrERSH « BORAIRKDNS &) o
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7.

16

kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

#méE TACRD TLS) ¥EIA ~ £ Toan < MeEHIIsmHnY/ERERE « Y LUEEREMRENA S El<>FHY
FREMEE :



kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. {FA4EE 22828 Z Astra Control CenterfJEZBZ |P{iftit o
9. Eﬁwulguﬁuikmﬁ*4§i ?C%E’J/’ﬁnﬁn¥£mi§*sl'*ﬁ?§ °
10. EH/RSE TS REARS R ERIPEREEERELS -

23 B5]PodZE %R A

Astra Control EEFH BB EE BT R EEKubernetes Pod o R EESHBIRSIMPodL 24 FEA ~ T

ZRAAR A FFELEAAERNPod ~ HAFFPodB 2N RIERIETZF UrootfEAE B 28T ~ BIEEEEIRHIER
‘DEYPodZ 2 4R A ~ LARKAAstra Control3R & 37 & B IBiEEPod °

TR
1. BEERULLTERRGE DHIPodZ 2 M/RE « WAFHEFEERT - Al

17



apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. ZPodRZE2MRAEIIMAG -

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. A BREERFFIRG

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default
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