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* Google Anthos 1.1081.11
* Kubernetes 1.22%F1.24
* Rancher Kubernetes Engine (RKE)

° RKE 1.2.16 » &Rancher 2.5.12fIRKE 1.3.3 ~ £2.6.3

° RKE 2 (v1.23.6+rke2r2) -~ &Rancher 2.6.3

* Red Hat OpenShift Container Platform 4.8 ~ 4.95%4.10.

* VMware Tanzu Kubernetes Grid 1.48§1.5
* VMware Tanzu Kubernetes Grid®&hk1.12.28¢1.13
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@ 1. export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys

2. export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534
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s Z#EAstra Ul ©

({258 AR Astra Data Store Early Access Program (EAP) Hr#s) ¥NSRIGITE{ERAstra Control
@ CenterZ2Astra Data StoreM B{FAVMware L{ERAZ ~ sA1E7E J:""B%Astra Control Center
pcloud BB ZEMMIE netapp-acc BT BB ER  B2EEEFTER

@ BT EZRERFIHRHIT IS S - LUEMIERFRIE Astra Control Center Pod © kubectl

delete -f astra control center operator deploy.yaml

@ QD%UTEFH #YERed HatfyPodmanifidEDocker Engine « BJa] LA FEPodmands < ZREX{tDocker
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EE 28t Astra Control Center ~ 35817 F5F 55 -

* TEAZEE4EAstra Control CenterEZE4HE
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1. "F&{Astra Control CenterE#4H%& (astra-control-center-[version].tar.gz) # "NetApp SZHE4H
ﬁau °
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3. (A1) EAUTHLRBEFNES !

openssl dgst -sha256 -verify AstraControlCenter-public.pub -signature
astra-control-center-[version].tar.gz.sig astra-control-center-

[version].tar.gz

4. FRENRAR -

tar -vxzf astra-control-center-[version].tar.gz

#ENetApp Astra kubeclyMHFZT

NetApp Astra kubect1 < FIMIE N AT TERITELEBE K F+4RAstra Control CentertBRAEY—R% TERFEI & BT
fE o

TEENEM

NetAppAAREBICPUZBMEE R MR HIMIMERN A EMAE - ITIETEZ AT ~ N BAREEHCPUR{E
E R4 o 7ELinuxMMactFERAK L ~ R LUEA uname -a i RUNELLE ©

1. 3| tHe] FABINetApp Astra kubect 1 SMHEH TEMME « Wa TEERRMCPURIBATRAIIERATE

1ls kubectl-astra/

2. BIEZRENEBIZEEBMNMAE kubectl AR | TEUEHIF kubectl ABERN
/usr/local/bin BEE o B <binary-name> FRKCEEMNERZLTE !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

A PRSI 2= A B £
1. A1&fContainers | B BEN T BIERF :

10



Docker
1. @FEEAstraB % :

cd acc

2. [Subforte_image_local_register_push]i§Astra Control Centerfff& B $# I E (4 BRIGHER B A E 87 o
WiTen < ZAl ~ ATRET BN

° BAstra Control B 1£ 222 8Ebunder_file (81« acc.manifest.yaml) °
° #my_registryEX{tADockerf#FEAIURL o

° LU & SBEtmy_register_user ©

o WERRRIREREMEVCmy_register_token ©

kubectl astra packages push-images -m BUNDLE FILE -r MY REGISTRY
-u MY REGISTRY USER -p MY REGISTRY TOKEN

Podman

1. BALHNER

podman login [your registry path]

2. YITTIHESHE « KIREEARPBIRETEIT<your _inforation>#ih :

11



You need to be at the root of the tarball.
You should see these files to confirm correct location:

acc.manifest.yaml

R

acc/

# Replace <YOUR REGISTRY> with your own registry (e.g
registry.customer.com or registry.customer.com/testing, etc..)
export REGISTRY=<YOUR REGISTRY>
export PACKAGENAME=acc
export PACKAGEVERSION=22.08.1-26
export DIRECTORYNAME=acc
for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do

# Load to local cache

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image (s): //")

# Remove path and keep imageName.
astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/netapp/astra/${PACKAGENAME }
/${PACKAGEVERSION}/${astralmageNoPath}

# Push to the local repo.

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/
${PACKAGEVERSION}/${astralmageNoPath}
done

REERRERRZ BB ERMEE

1. fEH Astra Control CenterF &z £HIKUBECCONFIG :

export KUBECONFIG=[file path]

2. MREERRERENEDR - WRERITTIIEE:

12

a. #17 netapp-acc-operator AR ZEM !

kubectl create ns netapp-acc-operator

[ElFE :



namespace/netapp-acc-operator created

b. B netapp-acc-operator nFAZEM o FiiEDocker& M #HIT @< ¢

@ FER(UE your registry path FEEGSAI LEMEAMUEERT (B0~
[Registry URL]/netapp/astra/astracc/22.08.1-2 6) ©

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker-username
=[username] --docker-password=[token]
[EIFEEEH :

secret/astra-registry-cred created

@ MREEEEMZ 2 BRGmRER I EEEENRIGRA TR REHEEH R TR
BOBEER o

C. #1 netapp-acc (S(B]ar%) aRZEM o
kubectl create ns [netapp-acc or custom namespace]
[EIFEEEH :
namespace/netapp-acc created
d. BEIME netapp-acc (HBEETd%) MHAZEM o FIEDocker&E M HIT I En<

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
--docker-username=[username] --docker-password=[token]

E)S

secret/astra-registry-cred created

a. [Substete_kubeconfig _secret] (EEF) WMREHFEFRETZEEEHAstra Control CenterBENEIE - 55

FEE & 7EAstra Control Centerdn$ 2= Fie it 7 EE R It ds < ZBE AYkubeconfigl E A1 =

13



kubectl create secret generic [acc-kubeconfig-cred or custom secret
name] --from-file=<path-to-your-kubeconfig> -n [netapp-acc or custom
namespace]

Z2#EAstra Control CenteriZ{EE

1. @EEER:

cd manifests

2. #w¥EAstra Control Center&iE& E8EYaml (astra_control center operator deploy.yaml) U8

ZICR BRI o

vim astra control center operator deploy.yaml

() mEOYR EREAEETHISH -

a. MRS FEAEEERENER « sBBLAITERRTT imagePullSecrets: [] e F3IIHAE :

imagePullSecrets:
- name: <astra-registry-cred>

b. #E [your registry path] AR kube-rbac-proxy MEEIEEFH A BRI EERERE &

7 o}

C. 8% [your registry path] MM acc-operator-controller-manager MYREIEIERHEA
IRGRVEERERIE E—2 o

d. (EHZAfEHAstra Data StoreTEENZEE) F2RIMLCHMBE "#FEHEREE TR - UREEESRY
[ GEEEITHIE ST o
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apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect
command :
- /manager
env:
- name: ACCOP LOG LEVEL
value: "2"
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
imagePullSecrets: []

3. Z#EAstra Control Centeri®{ES :

kubectl apply -f astra control center operator deploy.yaml
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[ElfFEEE)

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. FEERPodIETEHIT !

kubectl get pods -n netapp-acc-operator

R EAstraiZ gty

1. #R#8Astra Control CenterB3J& R (CR) 182 (astra control center min.yaml) ¥#EITIR
B ~ AutoSupport 15t ~ EiRREMNKENKE -

astra_control center min.yaml BTERMICR ~ BARAZHULE - FAEMBEN
(D) oREEREELEE RFCHNEAERSEAsa Control Center ° MRITHRARBERI
HIBEETTHAE ~ IERILAfEM astra_control center.yaml fEREAHICR.

vim astra control center min.yaml

@ MNREFERANERAEERRE « BIABMIER secret T imageRegistry BREIZEZ L
E& o

a. 8% [your registry path] BELE L —ESRPHEEMEHETERIRK o
b. 8 accountName FRELZHIRF B RAFHIATE o
C. % astraAddress FREMKREEREIF HKFEAstrafIFQDN © B0 http:// 3

https:// #illkA o $ERUILFQDNIUHEREER BEDE o
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BB email PREBRNONARKERAML o WRILETHFAHERER EE5H o

- B8 enrolled forf RT3 EAutoSupport false BRI A ERERERNELZRBIMEL true BA
MRIERIES o

- INREERSMEBcert BERIER ~ FAiF FIITHTEE spec !

spec:
crds:
externalCertManager: true

. (EER) MMEBLF firstName MK lastName BEIRFAERABBIERSE o Lol UTEUIRIZENSHIHEH
1T BR -

(EM) B% storageClass IREHNRETE  FHREENMEI5S—(@Trident storageClassEiR °

. (CEF) MREEEEETZEEERAsta Control Center BFIEIE - MAKERKERE CBETESIEESE
Z KbeconfiglIFAZE T ~ i HEAIFTIE E R AR YamItEZE « LURHIEZ 218

astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"

- FRSTR TR —EDER

- Hh ASITHIZS (HEEUEER! | —f%) | E2AstraiZTfld O ITEEENE o BFZE Astra Control CenterZ
%~ BEERTEAOEHIZS - LIURLEETAstra Control Center ©

FEs%BYAstra Control CenterZ2EZ R EH I8 (service/traefik) BIFER! cluster1p o AR
LI BT TEAINR EKubernetes IngresController / Ingress ~ 7 BERSRERBEXEZITHIZS - IR
TCREFAAOD - F2RH "R AOLETEEHTE"

* R EHTEESE (FEUER | AccTraefik) | HIREFRIEZEIngressControllerd £z IngressEiR

A AE ingressType & AccTraefik

EEEEAstraiFH|H L) traefik FAKubernetes & & F 23588 IRFSHIRALE

Astra Control Centerfff B8 F %231 FBEMARTS (sve/traefik (fEAstra Control Centerfnss
TEREH) ~ BERIFREFRAIMNBIPALL o NREHIRIE AT B EFERS - BEERRTEEH T

28 » RIRILUfEAAMetalLBERELthIMNERARFS B 8T 17283 ~ i IMNERIP LIS TRAGARTS o TEABRDNSRIARES
#BREHR ~ IR AT Astra Control CenterFERIDNS i85 M & & F&AIIPALE o

() wEem ranTes MADRSELOREEN B2 BX
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apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"

astraKubeConfigSecret: "acc-kubeconfig-cred

ingressType: "Generic"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"

SRR AstraiZH| R OMIRIEERE

or custom secret name"

1. MREHKELE—FRRITIEBNE « FRIL netapp-acc (FHEF]) BHREM !

kubectl create ns [netapp-acc or custom namespace]

[ElFEEE )

namespace/netapp-acc created

2. 7xHhZe#EAstra Control Center netapp-acc (S H:]) TR :

kubectl apply -f astra control center min.yaml -n [netapp-acc or custom

namespace]

[ClFESEH

astracontrolcenter.astra.netapp.io/astra created
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1. &

ik

MR ARIFEROpenShift ~ fERIAE AAEUIAERTa < RIETTRREE D BY ©

il ORI R KA RGTH -

kubectl get pods -n [netapp-acc or custom namespace]

S{EPodAYARREFES Running © EREBRMRPodFI SER B D HEAYEER] o
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I tl]

NAME READY STATUS RESTARTS
AGE

acc-helm-repo-6b44d68d94-d8m55 1/1 Running O
13m

activity-78£99ddf8-hltct 1/1 Running O
10m

api-token-authentication-457nl 1/1 Running O
9m28s

api-token-authentication-dgwsz 1/1 Running O
9m28s

api-token-authentication-hmggc 1/1 Running 0
9m28s

asup-75£fd554dc6-mo6gzh 1/1 Running 0
9m38s

authentication-677904c85d-92gds 1/1 Running O
8mlls

bucketservice-7cc767£8£8-1qwr8 1/1 Running O
9m31ls

certificates-549fd5d6cb-5kmd6 1/1 Running 0
9m56s

certificates-549fd5d6cb-bkjh9 1/1 Running O
9mb56s

cloud-extension-7bcb7948b-hn8h2 1/1 Running O
10m

cloud-insights-service-56ccf86647-fgg69 1/1 Running 0
9m4d6s

composite-compute-677685b9%b-7vgsft 1/1 Running 0
10m

composite-volume-657d6c5585-dng79 1/1 Running O
9m49s

credentials-755fd867c8-vrlmt 1/1 Running O
11lm

entitlement-86495cdf5b-nwhh? 1/1 Running 2
10m

features-5684fb8b56-8d6s8 1/1 Running 0
10m

fluent-bit-ds-rhx7v 1/1 Running O
Tm48s

fluent-bit-ds-rjms4 1/1 Running O
Tm48s

fluent-bit-ds-zf5ph 1/1 Running 0
Tm48s

graphgl-server-66d895f544-wohijd 1/1 Running O



3m29s
identity-744df448d5-r1lcmm

10m

influxdb2-0

13m
keycloak-operator-75c965cch4-z7csw
8mlb6s

krakend-798d6df9%6f-9z2sk

3m26s

license-5fb7d75765-f8mjg

9m50s
login-ui-7d5b7df85d-12s7s
3m20s

loki-0

13m
metrics-facade-599b9d7fcc-gtmgl
9m40s
monitoring-operator-67cc74£844-cdplp
8mlls

nats-0

13m

nats-1

13m

nats-2

12m

nautilus-769f5b74cd-k5jxm
9m4d2s
nautilus-769f5b74cd-kd9%gd
8m59s

openapi-84f6ccd8ff-76kvp

9m34s
packages-6£59fc67dc-4g2£f5
9m52s
polaris-consul-consul-server-0
13m
polaris-consul-consul-server-1
13m
polaris-consul-consul-server-2
13m

polaris-keycloak-0

8m7s

polaris-keycloak-1

5m49s

polaris-keycloak-2

5ml5s

polaris-keycloak-db-0

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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8mb6s

polaris-keycloak-db-1

5m49s

polaris-keycloak-db-2

4m57s

polaris-mongodb-0

13m

polaris-mongodb-1

12m

polaris-mongodb-2

12m
polaris-ui-565f56bf7b-zwr8b
3ml9s

polaris-vault-0

13m

polaris-vault-1

13m

polaris-vault-2

13m
public-metrics-6d86d66444-2wbzl
9m30s
storage-backend-metrics-77c5d98dcd-dbhgb
9m44s
storage-provider-78c885f57c-6zcv4
9m36s

telegraf-ds-212m9

Tm48s

telegraf-ds-gfzgh

Tm48s

telegraf-ds-shrms

Tm48s

telegraf-rs-bjpkt

Tm48s
telemetry-service-6684696c64-gzfdf
10m

tenancy-6596b6c54d-vmpsm

10m

traefik-7489dc59f9-6mnst

3ml9s

traefik-7489dc59f9-xrkgg

3méds
trident-svc-6c8dc458f5-jswcl
10m
vault-controller-6b954£f9b76-gz9nm
1lm

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



2. (GEH) BEERRZETH -~ S UERE acc-operator A TS ECEE

kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-
operator -c manager -f

@ accHost EERERE—IRIEE « MRKW - AT ERIMERN - WREHPIEHESE
B8R~ A UEBHERETEFREBRESER "EUIR" APl

3. EFiEPodEBTEHITES - sEMERLEE RN (READY 2 True) MEVISE AAstra Control CenterB &Y —
MRS -

kubectl get AstraControlCenter -n netapp-acc

[EIFE

NAME UUID VERSION ADDRESS
READY

astra ACC-9aabfdae-4214-4cb7-9976-5d8b4clce27f 22.08.1-26
10.111.111.111 True

@ EBUUIDTE - ZHERE Acc- #EE RUUIDME (acc- [UuUID] 3¢#&E ~ TEULEEHIH ~ acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) ©

REAOUETEHTE
A AR E Kubernetes A 1 23 R EIRIMERARFS BN ~ PIANEEFRIE & T4 o

IZFRBAAIREA O ZEHIZS (ingressType:Generic) © & 2Astra Control CenterfIFERENE o &F
ZEAstra Control Centerz & ~ T ERTE A OIEHIZS « LIURLEERAstra Control Center ©

MNREAAEELEAOIEGHIZS ~ AILUERTE ingressType:AccTraefik) © Astra Control Center{#
B rafiTess) FAMERFS (sve/traefik (#EAstra Control Centersp B ZERH) ~ MERHS

@ KA TFERRYSMEBIP (L3t o NRIEHIRIE A FE EH T 28 « BISERREEEHF 23 ~ BaTLU6E
FIMetalLBI{ ELfth SN ERARFE & & 4785 ~ i SMEBIPAIAEIERAAARTS o TEAEBDNSTEIARESAHAEH -
& F&EsZi Astra Control CenterfiEZEFIDNS S fBIEME TP - WNFEER Ta & TS
MAORRTEEIAFHAEN « A2R "=k o

BESRBERECERANAOERISREMAMRRE :

* Istio AH
* Nginx A O 28
* OpenShift A #4123

CRENER
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* B A2 FEEEPE o
© o "ADE4LR" EEEIHEMN A OIEHISSH o
* (R{EFAMKuberneteshR AT AV .19F0v1 .22 27 R « EEBIEERA ©

Istio AIBHER
HEIstioAd ©

()  wEsERER R AERERRESsto -
2. WE BT IngressEEFEN/EENA T SBER o

EoILFEHACAREZE Y BHEZNRE - —RBBUNAERAstrafillt (FQDN) o
L EH

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048
-keyout tls.key -out tls.crt

3. BIIMEE t1s secret name $BE! kubernetes.io/tls FMTLSTAR S IEF/EEE istio-
system namespace HITLSHEZEPRM o

L E A -

kubectl create secret tls [tls secret name]
--key="tls.key"
--cert="tls.crt" -n istio-system

A TBEBAERT spec.tls.secretName o/ istio-ingress.yaml 1&% :

4. EPFEBEAOER netapp-acc (HEFIME) mBAZTM ~ FHAvibetal (KuberneteshRZAEi2E%1.2209hR
AEIER) v REEE RV IB R AV S RTHYZRAE ©

i -
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apiVersion: networking.k8s.io/vlbetal
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vlbetal
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
serviceName: traefik
servicePort: 80

NBVIAERAE « SRR T5EEA)

kubectl apply -f istio-Ingress.yaml

B -



apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

5. dNEERZE Astra Control Center ©
6. 1T ABAIREE !

kubectl get ingress -n netapp-acc

[EIFE

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

FEARNginving 1ZHI23H 5 R
1. B AR MRS [kubernetes . io/t 1s|ARHPITLSIAZR IR /REE netapp-ace (LBImH) HHE
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R~ SR TLSHE o
2. THEEAOER netapp-ace (FBImn%) HHZTR ~ FHAE—1E vibetal (fEKuberneteshRZs1&
e 2200RRASFREABEY) o v1 MBRFEATARABIE B |

a. WA vibetal BREFAVIREE « FHBMELUTES

apiVersion: extensions/vlbetal
Kind: IngressClass
metadata:

name: ingress-acc

namespace: [netapp-acc or custom namespace]
annotations:
kubernetes.io/ingress.class: [class name for nginx controller]
spec:
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- backend:

serviceName: traefik
servicePort: 80

pathType: ImplementationSpecific

b. AR v1 #ZRAE « SHBEU T
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apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC addess>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

OpenShift A #EHI23H9 5 58
1. BSEAYERE « BYFAIHOpenShiftiR {ERIEE « /BEMCAEE -
2. #370penShifti&HA :

oc create route edge --service=traefik

--port=web -n [netapp-acc or custom namespace]
--insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

& AAstra Control Center Ul
Z#E Astra Control CenterZ % ~ [SEEFTER SRS RS « A5 A Astra Control Center UIf&ZRMR ©

B
1. ERIERRP ~ WALEFFEHNFQDN astradddress f£H astra control center min.yaml &M
fRIBRBETT &L EE T Astra Control Center ©
2. IR - FETERBEBENERE

() manEsARRETES -

28



3. #EAstra Control CenterZ AEH * MIAGFABE email fEH astra _control center min.yaml 37
FAAIBFETT (8% 4L 7 Astra Control Center » A% R—XMZHE (Acc- [UUID]) o

() ORCHAESEB=R - RGRHEESERES 1555

4 BEBA o
5. tHIRRBSR BERE -

@ MREREFE—REA ~ BIETEEE - MARRELHMERERERS » s5H#&NetApp
SRERPIUABIS RS IR IE 17:8) o

6. (ER) BRIRAMNBEHFETLSRE « MWARMN "H/EFFES[ (CA) HFENEFITLS/ERE"

SEREHFAR LI

MREBEAIRFEFE Error AREE ~ (EATLURESCER ¢ 3400250085 E AAVAPIEIFEES o BLEERMELEL
FEAYIthEY o

1. BEHREAstralZHFOAIRIERECE  FFRATIIRS !

kubectl logs --follow -n netapp-acc-operator $(kubectl get pods -n
netapp-acc-operator -o name) -cC manager

T
PUTUSERERE "R T o

:allow-uri-read:

BEAEPod 2 214 R APRE!

Astra Control Centeri&iBPodZ 24 RAI (ASP) KZIEREIRRS] o PodZ 2 M RB! vl BT R HIE A& o BE4HAE
MITALSNIER ~ UKRBIFIUHEB IR

HiItKubernetesZfikkas (HIUIRKE2) HIFEEZPodZ 2 MREIRHIXZ « FIt1EZ 2 Astra Control CenterfF &
IERRIRE o

1R E] LU A L ERIR A SR AN E5 51 2R BE iR Astra Control CenterFRrZ2IZHIPod 22 M RE! « A EPod LR MR
A ~ LURHFrERRE « A& Fi#EAstra Control CenterIIEE ©

HAstra Control CenterZ 4 IPSPS

Astra Control CenterZ £ L2 HEPodZ 2 M RE - HRFLEKAMH - BERER CEXEIEE
i~ —BEESER - Mgk o

29



LA IIPSPS

TEAstra Control CenterZ 28 « Astra Control Centeri2{EE S LZE H:THPodZ 2 M RE - AEYEHARE
B ~ L ZHEAstra Control Centerdp 4 2B HBYAstra Control CenterfRFEEPE o

WRAMYMGEETYIEG

kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFES VOLUMES

avp-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false *

netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false B3

kubectl get role

NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T19:34:58%

kubectl get rolebinding

NAME ROLE

AGE

netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

ERIDEXHAEEILPSPS

TEBP1EZHAR ~ Astra Control Center@ 21 podZ 214 RA + ClusterRole#J 4 A B L&YY - BLERIE
TEfER s ERPAITHENDRER

WRAMYMGEETYIEG
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kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-astra-backup false DAC READ SEARCH

RunAsAny RunAsAny RunAsAny RunAsAny false R

kubectl get role

NAME CREATED AT
netapp-astra-backup 2022-07-21T00:00:002

kubectl get rolebinding
NAME ROLE AGE

netapp-astra-backup Role/netapp-astra-backup 62s

EETIREARMZEIIRIPSPS

EICEIERER « Astra Control Center& Tt E =P LEENetAppEITIR(EE o ILEE FEEI—(EPod%Z 2
HRE - BEEABYIGABREYH « LUETEAstra Control Centeran$h 22 HERE & AIBRTS o

WRAMYMGEETIEG

kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTE'S
VOLUMES

netapp-monitoring-psp-nkmo true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny RunAsAny RunAsAny false 2

kubectl get role

NAME CREATED AT
netapp-monitoring-role-privileged 2022-07-21T00:00:002

kubectl get rolebinding

NAME ROLE
AGE
netapp-monitoring-role-binding-privileged Role/netapp-

monitoring-role-privileged 2m5s
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Ei AR en 22 2 R BV A8 RR T

BLIE IS A9 ER R A 2R AR R Il dp 54 2o S Z REIHY & o Astra Control Center&3&% - Astra Control Center
FAstra Plugin for VMware vSphere#B i R R TR o SR E e ZEB P RIBRFE A ERESIRILE ©
EERRILE ~ sABE TP o

TR
1. MIBRAstra Control Centersp g 2= R P YRR 48R R B E R -

kubectl get networkpolicy -n netapp-acc

2. B¢ Billen S BEINSEMRRRIYIF - AR T MR o LEEYHEIRIEE <object_name>

kubectl delete networkpolicy <OBJECT NAME> -n netapp-acc

3. EATHERERE « LIEREaccBVP-network-policy¥If4 « sEAstra Plugin for VMware vSpherelRF#58E5
[Astra Control CenterfRFFIRHEK o i A TEII<>FRHNERNRAATIREFHNEN !

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #
REPLACE THIS WITH THE ASTRA PLUGIN FOR VMWARE VSPHERE NAMESPACE NAME

4. ERTYERIEE « IR TEacciRFEREBRIRAYIH - s2Astra Control Centeri®{E& fE#1ELAstra Control
CenterfRF3@5M o A 1EI<>PHNEMRRAATIRIEHHNE ¢
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-operator-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

TRRE IR
FEIRIR EAERECREM FRBISEE M ~ LA LEar =R E R RS LBIFA RIACPURECIRES o Astra

Control Centerili RsZ € LR ~ LA EELEER - BEEB MR EZEEAstra Control Centerfyin4 e
EilssFEAE 3

IRBILAE A 5 SRR R A RIS Lo BL RBAN PRSI o TES L& ~ W BER T 2B I BT
TR
1. TENetApp-accinfa =P ES & RACEE -

kubectl get quota -n netapp-acc

[E]FE :
NAME AGE REQUEST LIMIT
pods-high 1l6s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi
limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium l6s requests.cpu: 0/10, requests.memory: 0/20Gi

limits.cpu: 0/20, limits.memory: 0/200Gi

2. k2 IBMIBRPIAEIRACER :
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kubectl delete resourcequota pods-high -n netapp-acc

kubectl delete resourcequota pods-low -n netapp-acc

kubectl delete resourcequota pods-medium -n netapp-acc

3. Enf§NetApp-accin A =M AIPRHIEEE

kubectl get limits -n netapp-acc

[E1FE :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. kB EMIERAREIEERE -

kubectl delete limitrange cpu-limit-range -n netapp-acc

:allow-uri-read:

EFOpenShift{F£ R AR 28 &8t Astra Control Center

W RIG{EFRed Hat OpenShift ~ AJLAfEFRed Hatzl 58 AR IEE 2K ZdEAstra Control Center  5{EF LEFZRE1E
Z 8t Astra Control Center "Red Hat4: 24t H %" 3 {EFRed Hat OpenShift Container Platform o

FTRULEFZE - GO RRERERR ~ ARETEA "FIERD 5" IR R BTN E A °

REBNER
* "FBREEZ ] « SR EBFIRIELIETTAstra Control CentergZfE" o
* #tOpenShiftEE & ~ RFTAZEIREEENESINEE (available & true)

oc get clusteroperators

* #tOpenShiftz= - FEMRFIBAPIIRFSEEINEEMAS (available & true)
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oc get apiservices

* AERG0BAstra Control Centerf23ZFQDN{zE o
* S ERIREFR Y 77EYRed Hat OpenShift Container Platform ~ MUB{TFRAREELER o
* MRFBEFEEFETEETIEEN - EEERITRELENEE "KED " EitAstra Control Centerf 8 ZEHEH
e EEEn -
HER
* TE A AZEE4EAstra Control CenterE4E40 5
* L4ENetApp Astra kubeclIMIHFET
* [RBRGITIE E A SR
C [EHRIRMEEREEH)
* [REIRIER)

* Z2dtAstra Control Center

T & fRER 45 Astra Control CenterEiE404

1. TF&{Astra Control CenterE24H4 (astra-control-center-[version].tar.gz) # "NetApp 24
ﬁEu °

2. {t FELAstra Control Centers3:5 E1 & iBAVERMEIE "NetApp SZIEAFLGL" o
3. (FI¥) FEAUTHTEEEHNES !

openssl dgst -sha256 -verify AstraControlCenter-public.pub -signature
astra-control-center-[version].tar.gz.sig astra-control-center-
[version] .tar.gz

4. FRENRAR -

tar -vxzf astra-control-center-[version].tar.gz

Z4ENetApp Astra kubecl9MIHFZT

NetApp Astra kubectl < F|IMIMETN AT TEITELEBZE R F4RAstra Control CentertBRARI—A% T ERFER & I
[ o

CRENES

NetAppA REIFICPUZEF(EE R AR HIMIMER B THAE - BITHTEZ A « MR BB ITIICPUIME
R o ELinuxFIMaclEERM L ~ EETLUER uname -a 83 RUEILER -

1. 5| tHe] FABINetApp Astra kubect 1 SMHEH TEMME « Wi TERRRMCPURIBAIRAIIERATE

35


https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-tw/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

1ls kubectl-astra/

2. BigZE N E| EZENEEMNIE kubect]l AR | FEUEEFIF kubectl BRI
/usr/local/bin BEE c B <binary-name> FRCEEMNERZLTE !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

IR BRISHTIE A

1. AEKContainer5 | E5EMBEN T RIERF :
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Docker
1. @FEEAstraB % :

cd acc

2. [Subforte_image_local_register_push]i§Astra Control Centerfff& B $# I E (4 BRIGHER B A E 87 o
WiTen < ZAl ~ ATRET BN

° BAstra Control B 1£ 222 8Ebunder_file (81« acc.manifest.yaml) °
° #my_registryEX{tADockerf#FEAIURL o

° LU & SBEtmy_register_user ©

o WERRRIREREMEVCmy_register_token ©

kubectl astra packages push-images -m BUNDLE FILE -r MY REGISTRY
-u MY REGISTRY USER -p MY REGISTRY TOKEN

Podman

1. BALHNER

podman login [your registry path]

2. YITTIHESHE « KIREEARPBIRETEIT<your _inforation>#ih :
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You need to be at the root of the tarball.
You should see these files to confirm correct location:

acc.manifest.yaml

R

acc/

# Replace <YOUR REGISTRY> with your own registry (e.g
registry.customer.com or registry.customer.com/testing, etc..)
export REGISTRY=<YOUR REGISTRY>
export PACKAGENAME=acc
export PACKAGEVERSION=22.08.1-26
export DIRECTORYNAME=acc
for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do

# Load to local cache

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image (s): //")

# Remove path and keep imageName.
astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/netapp/astra/${PACKAGENAME }
/${PACKAGEVERSION}/${astralmageNoPath}

# Push to the local repo.

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/
${PACKAGEVERSION}/${astralmageNoPath}
done

SHIRMFERERR

1. Bl THEP—ERRR « UIFEUREELEER .
° fRed Hat Openshift WebFiZ&
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How to deploy Astra Control
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i. & A OpenShift Container Platform Ul o
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V. JEEE AL o

° fERed HatERE R B E7

Latest version Awire Coavtend i an epplication  samre daty
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Application-aware data management built for OpenShift
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manifestfile=astra-control-center-<version>.manifest
GCP_CR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $GCP_CR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag $ASTRA REGISTRY/Simage $GCP_CR REGISTRY/$image
docker push $SGCP CR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $AZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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* ReEEAE

- "ERERE

s "EIEEA"

* "#4%Cloud Insights E"
© g EETTLS/&E"

MNEFHME ~ FF2H
* "“{§Fg Astra Control API"
s "EHIRE"

MG = R LB R IF
TEAME R Al « CRERAR A A  CHEZITERRE - UREEECEBTFIEEAstralEHF

ICy ©

MRS Z AP EBIIhEE
EARCHEENGPAIENER "ERREIEERNK" -

NRITETERSE ZEOpenShift 4.6 ~ 4.7504 SEEMILASEIRNEZTLR « BIERRER

@ FiAstra Trident Volume SnapshotIfgE © 352 E 5 YAstra Trident "57EA" £ Astra TridentR{
BBzt Volume Snapshot ©

* Astra TridentfFHERES "TENHEEER" (EAEENEETNEE

* ZIRONTAP MZIRINAE R R BB EAEFMEREID « EAEHAstra Control Center?RIE 1 FiE R FEFTE
I o TEflexf2ap 2R HIT FFIEFLONTAP !
export-policy rule modify -vserver <storage virtual machine name> -policyname
<policy name> -ruleindex 1 -superuser sysm —--anon 65534

* PIHTASHIERE volumesnapshotclass BHRMAEIESEENYMH o BEfEAstra Trident "57F5" fEFHAstra
TridentEX FA K238zt Volume Snapshot ©

s BETEE R AKubernetesE= £ E & E —TERHFLER o

PITERIRE
HITTIIERIRE  MRCHEE S ERBTFIEE AstralZhF il o

S ER
1. & TridenthRZs ©

kubectl get tridentversions -n trident

MBAFE Trident » SHEELFIIRIRS :
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NAME VERSION
trident 21.04.0

gNRTridentF 2L ~ LEEIELUTIINEL

error: the server doesn't have a resource type "tridentversions"

(D WMNRAZETridentT ZEEM R R B RITIRZA « A BLZERIIRAN Trident ~ A BE4EE
EIT o B "Trident>2 4" LUEVSHERATET ©

2. BEREENEEFEAZENTidentiEEIIE T - EHFENRTEES csi.trident.netapp.io ° 2R T
FI&E )

kubectl get sc

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h
thin kubernetes.io/vsphere-volume Delete
Immediate false 6d

121 E1E A EKECBEConfig

ERTHERZA ~ sAchEEKEs LA TSER !

* kubectl BZ4tv1.195 B iR
- BEEATRABEEEEERIYER FKbeconfig

1. BIUBRFEIRA ~ Y TFFAT

a. BIUAANIRFBIRFIESR astracontrol-service-account.yaml ©

REEABLBNGLER - MREIEETEE « CRZETINTIRDERERNEE

<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. ERRFIRE !

kubectl apply -f astracontrol-service-account.yaml

2. (G#ER) NERZFEFEARFIAPodZ2MREA « MZRAARAFEILEEHERNPOd ~ S AFFPod A2 ARIE
B2 MU rootEAAE S DT « BAEEEBHITHNPodZ 24 RE ~ 3ZAstra Control S5 1 K EIEPod °
UNEFERAIE T ~ A2 "EIIEFIPodZ 2 M RE"

3. WFEETIERERR ~ WA ¢
a. #1317 CclusterRoleBinding HEZEBEMMY astracontrol-clusterrolebinding.yaml ©

REZERIUBRBIRA R RAZEEMEERB BN ER o

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account
namespace: default

a ERFEEABELE

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. FIHEVCRIARFSIR A <context> IEMERZAEEIRIT :
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5.

66

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

wH RS ERRL TIRE -

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

FREETTENZERS| secrets fEFIBIEEAO o £ Li#EAIH ~ FR5|% astracontrol-service-account-
dockercfg-vhz87 140 ~ 5|8 astracontrol-service-account-token-r59kr FEZE1 ° &
w58 TRE TR —FANRBIRE%EBES| -
E4 LU T HKbeconfig :

a. 17 create-kubeconfig.sh #§% | # TOKEN INDEX £ FFHE<HERIEE « (£ EFERIE ©

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

R e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)



# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. FFEA LT UG EERZEKubernetess& £ ©

source create-kubeconfig.sh

6. (#F) ®KUbeconfigEHfian A BRNEERME o RELHNEETFER -



chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

B RIE ?
RRELCEEHEENAIREG « CEEERE Y tEsE" -
MEFHMEEN - F2H

* "Trident> "
* "{§FgAstra Control API"

HIEBFITLS/&RE
ERIMBRRANEREETLSRE « N RBRRHEEN (CA) FENTLSEEIN o

CEENER
* Kuberneteszg& &£ B £ 2 Astra Control Center

c BEIEEFENEE FEHITHS L Shell kubectl 87 %
* JRECAMFAEE B /RERER

BIrE R EENESE
BIFRARNBERERBTLSERE -

1. EFSSH ~ UBIBFEARAE S DE AL H Astra Control CenterfKubernetes £ o

2. FRETIERRGSESHEB /&SR TLSENS <AcC-deployment-namespace> {EAstra Control
CenterZfE a2/ -

kubectl get certificate -n <ACC-deployment-namespace>

3. ERATFen < MIBR B AT 2RI IR

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

g RE
HIZHCAZEEMNTLS/RE ©

1. AT I ar < UCARLA R SR AREE R R I TLSME » W LUBE N EMEAEI<>H5 8 :
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kubectl create secret tls <secret-name> --key <private-key-filename>

-—-cert <certificate-filename> -n <ACC-deployment-namespace>

2. FERATHGmSMEHIRFEEZERTERER (CRD) 185 ~ ABEE spec.selfsigned BE
spec.ca.secretName HEZE TSR IINTLSIE !

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. EA TGS MELEFIREEEEESE LR - UKEERTEEHBTFERERE - B <acc-
deployment-namespace> {#fAstra Control CenterZfEdns4 2= :

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. BI certificate.yaml A TR A ER<>PNERUEEBNAHBEEENNEE !
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o. fER TS SIS !

6.

70

kubectl apply -f certificate.yaml

EA T < MM LR RETSEEREIL - UWREEEEAKEEIIAEMMIEENS I8 (Flint
*ﬁ ?1’ EE%Fﬂ IIE%‘IJIH\HIZE&DNS%*Q) °



kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. %% TAOCRD TLS) #E1& ~ A T5an < MEBHHERMEVEEEN « LLIBENEMBRASIEIN<>HE
FREMEE :
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. (EF4EE 2232 B = Astra Control CenterfYZBE Pt ©

9. EEDIL: /Euﬁuikmﬁ'lqﬁ;ﬂ ?C%E’J/’ﬁnﬁn¥£mi§*sl'*ﬁ?§ °
10. EH/RE IS EREANEINESRPH/RESERES
EiIH:TPodZ 2R
Astra Control BB HE B EE 2T R EIEKubernetes Pod © R EEFHBIRSIRPodL 24 FA ~ T
ZRAR AR EAERNPod ~ HAFFPodB N HIRIETEF UrootfEAE B DHIT « BIEEEEIIRHIER
DEPodZ 2% /R A « LIEAAstra Control3R 37 K& B IBEEPod °

1. BBRERULLTERREE DHIPodZ 2 M RA « WA EFEFEERT - Fl
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. ZPodRZE2MRAEIIMAG -

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. A BREERFFIRG

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

*

73



Astra Control Centerfy 5 B REEE
B R AT R R (A DA 1T -

45 B

JIUTREN

L& EfiR &M Astra Control CenterRfAJ e @& EIRVE AR - MNTT/E—PRISRER « /i
4&astra.feedback@netapp.com

7ZHYAstra Control Center

ftEZ2Astra Control URL ?

Astra Control Centerf Fi At 5as8 S ERIENERBURL ©

HHURL ~ B2 ER i A LIE R4 Astra Control CenterB ~ 2 Astra_control_center_min.yamlB:J&REE

(CRD) tgZERISPEC.astraAddressi{i PP EN TR (FQDN) ° EFHHER
7EAstra_control_center_min.yaml CRDBYspec.emailiff il & EHIE ©

e
HIEFEERSTIEIRE o ITEE AR ?
(CRTLABRISNetADDIS IS (NLF) SRR A SERmiE o

- WAEBIEE ARSI o
- BB o
- BEECTRNEBBEE AR TAdd" GRE) 1 o

HIETEEAHEIRE - RISEEEEARESF?
BH ~ ERAIERFHEREAS EERMAENINEE -

I[E1E&$2Kubernetes& &

#rifAstra ControlZ & ~ L EER TFEIELHTIE £ Kubernetes#E 5 o TeZ B ?

M TEESET IS EIRAME R o Astra ControlZ BENFZREBLEINAE o MR 7EAstra Control & R EFRED
Bh . SBIGEHN TEREREHITZIEMIMGIET o SR LUERER R TIERZEME 2N kubectl get
nodes 3% °©

SNRIEREMECH B ?

1. "f¢Astra ControlBGHERER EIE" o
2. "{#Astra ControlBUH B IREEE" o

tAstra Controli#[fKubernetes®& £ % - FERERXMERN S EHEELE?
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