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"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",
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openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#E FZRAFIRERNERE (PW1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FEABONTAP IEMAZRBARE cert BT o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. EAEENREHIFERE - LLONTAP Management LIF IPFISVM&TEE X <SfManagement LIF>F<vserver
name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"

6. fEFBase644RIE/R:E « IMAEENCARSSE -

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

et fom e e
R e +F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R e ettt fessssssssssssesessososssssssssss o=
fmm===== fememema=a +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident
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| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |
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"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,
"username": "vsadmin",
"password": "FaKePaSsWoRd",

"igroupName": "trident",

"ontap iscsi svm",

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e
f——— R +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- e it +
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encryption

luksEncryption

securityStyle

tieringPolicy
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TEEThERE & FERAANetApp Volume T
Encryption (NVE) ; F8:&%7%
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f&fcAstra TridentfEFAQoS/RAIB AR EONTAP ERERMARAHIARZS - BZERIFHARIQOSIR
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HIAERRIEE ER o

UTREEERRRENEA :

{

"version":

"storageDriverName":

"ontap-san",

"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "trident svm",
"username": "admin",
"password": "password",
"labels": {"k8scluster": "dev2", "backend": "dev2-sanbackend"},
"storagePrefix": "alternate-trident",
"igroupName": "custom",
"debugTraceFlags": {"api":false, "method":true},
"defaults":
"spaceReserve": "volume",
"gosPolicy": "standard",
"spaceAllocation”: "false",
"snapshotPolicy": "default",
"snapshotReserve": "10"
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HEFERERIIAIFIE Volume ontap-san EEENFETNAstra TridentfEFlexVol THELUNFEE RIEYE
F2H ~ ZESMENN10%MAE o LUNIIECE K/NEMEREEPVCHERNA/NTEEAEE © Astra

(D) TridentiEFlexvol E{EIBRFIEM10%AEE (BRONTAP EBE LAAIRY)  ERERIE
B ESFRERMN AR E o BB aIfhIELUNZAMSE - BRIEFBETRE DA « EFE
FONTAP-san&&E B o

AN EZMELE snapshotReserve ~ Astra Trident& kBB 55 5t & Volumek/)y :

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1;2885M0%HBYAstra Tridentfl AFlexVol EltheZIELUNAAEERIAYINAEE o BRI snapshotReserve = 5% »
MPVCERK= 5GiB - HIR&42K/\%&5.79GiB ~ A FHR/\A5.5GIB ° © volume show &5 < EREREELULTEEH!
HIAER

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514

online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB

_pvc_eB372153_9ad9_474a_951a_0B8aelS5elclba
online RW 1GB 511.8MB

3 entries were displayed.

B~ RAREAN « T HERIEEARRER Volume °
B EAH RS
THBABTEREE  MAHISURBERM - EREBRBRMBEHNT o

@ INRITTENetApp ONTAP Sz#EAstra TridentfINetApp L fEEFHAmazon FSX ~ iR EIifsHIDNS
$a%8 ~ MIEIPALLE o

ontap-san BAERFENEFNESHER
EER/IWEBIRIHAESEEM| o clientCertificate > clientPrivateKey Ml “trustedCACertificate

(ZEH ~ MREARFEENCA) EIEA backend. json WA RIEUS AP IRRE  AEEWBREECARFENE
HE6AMRES(E ©
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"version": 1,

"storageDriverName": "ontap-san",
"backendName": "DefaultSANBackend",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm" :
"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",

"svm iscsi",

"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",

"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

ontap-san AL FRCHAPHIEEENTZ(

B/ \WEIRAARREG o ItREARLERRTIET ontap-san %1l useCHAP REA true ©

—_

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",
"svm" :
"labels": {"k8scluster": "test-cluster-1",
sanbackend"},
"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",

"svm iscsi",

"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",

"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

ontap-san-economy SEEIFET

14
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"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

ERHHE B IRV R iR EE A

ZETEFIMRELIRIEE RIERT - FHEMEREERNRERENTERE « fIU spaceReserve & »
spaceAllocation B~ #0 encryption is o ERHMEFE RN EHEERTESR °

TFUCEERI ~ BLEEEFEE RN T BITERE spaceReserve © spaceAllocation M ‘encryption {E - &%
EEgERE LR ENTERIE °

"version": 1,

"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation": "false",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store": "san store", "kubernetes-cluster": "prod-cluster-

1"},
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"region": "us east 1",
"storage": [

{

"labels":{"protection":"gold", "creditpoints":"40000"},

"zone":"us east la",
"defaults": ({

"spaceAllocation”": "true",
"encryption": "true",
"adaptiveQosPolicy": "adaptive-extreme"
}
by
{
"labels":{"protection":"silver", "creditpoints"

"zone":"us east 1b",
"defaults": {

"spaceAllocation”": "false",
"encryption": "true",
"gosPolicy": "premium"

"labels":{"protection":"bronze", "creditpoints"
"zone":"us east 1c",
"defaults": {

"spaceAllocation": "true",

"encryption": "false"

LU 2MISCSIE A ontap-san-economy SRBIFET :
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"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

:"20000™"},

:"5000"},



* 3B _{@EStorageClass (protection-not-gold) FFHEERHH
flexgroup FMEIHFE (@ « HE=(EERHEEFEERM ontap-
REVERAM ©

"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false"
by
"labels":{"store":"san economy store"},
"region": "us east 1",

"storage": [

{

"labels":{"app":"oracledb", "cost"
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",
"encryption": "true"

"labels":{"app":"postgresdb",

"zone":"us east 1b",

"defaults": {
"spaceAllocation": "false",

"encryption": "true"

"labels":{"app":"mysgldb", "cost"
"zone":"us east 1c",
"defaults": {
"spaceAllocation": "true",
"encryption": "false"

& im ¥ fEE StorageClass

% StorageClassE&IA 5 LMl ERHHFE IR o £ parameters.selector I - FEStorageClassE
I DU HPLE R B R B B R £ & Volume © IR ER S EFMENERE RAP EESERE o

:"30"}’

"Cost" . "20"}’

:"10"},

* 55—{EStorageClass (protection-gold) FHEEHME—E - B _(EERHEFEIFEM ontap-nas-
flexgroup BiREFHE—(EERFEEFESIRM ontap-san Bl | EEM—IRHERFENERA o

s —

H="

FIUEEFHFE RN ontap-nas-
san &if | EEE—IREESHUIMRER
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* EB=1{@EStorageClass (app-mysqgldb) fFEHEEHRIENERERFHFEIRMN ontap-nas PR IHFZE =18

ER#EEFERAM ontap-san-economy & : E%%D’E—TxaﬁﬁmysqIdb#ﬁ@ﬁﬁﬁﬁﬁﬁﬁ%ﬁiﬁ%ﬂ%E’\J%@ °

* FU{EStorageClass (protection-silver-creditpoints-20k) FFHEEHNE =EERFEEEIREAN

ontap-nas-flexgroup FHEIHENE ZEERHFEIRMN ontap-san &if | BLEEIFRMEHE—HE
I 200001E(E AL BRI S AR IRENE IR ©

* % H{EStorageClass (creditpoints-5k) FFEHEEFRE Z(EERFHFEIFEM ontap-nas-economy

&I 3 = EERFF SR ontap-san %R | BLEEME—IRMS5000EEBRBNERMER °

Astra Tridenti RTEZEIIME ER#FE R « TREAFTSHEFENKX
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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