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"/subscriptions/<subscription-

id>/providers/Microsoft.Authorization/roleDefinitions/<role-

definition-

id>",

"properties": {

"roleName": "custom-role-with-limited-perms",

"description": "custom role providing limited permissions",

"assignableScopes": [

1,

"/subscriptions/<subscription-id>"

"permissions": [

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

n
4

"Microsoft

e"’

"Microsoft
te" ,

"Microsoft
d"’

"Microsoft
te" ,

{

"actions": |

.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele

.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea

.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri
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"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del
ete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get
Metadata/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r
ead",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations

/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1y
"notActions": [],
"dataActions": [],

"notDataActions": []
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='pw'
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debugTraceFlags
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de9%91e5713aa",
"clientSecret": "SECRET",

"location": "eastus"
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eebo6ct",
"clientID": "dd043f63-bf8e-fake-8076-8de91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"serviceLevel": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721ladd45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eeb6cft",
"clientID": "dd043f63-bf8e-fake-8076-8de91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",
"serviceLevel": "Ultra",
"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"

"virtualNetwork": "my-virtual-network",
"subnet": "my-subnet",
"networkFeatures": "Standard",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "500Gi",
"defaults": {
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"snapshotDir": "true",
"size": "200G4i",
"unixPermissions": "0777"
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%9le5713aa",
"clientSecret": "SECRET",
"location": "eastus",
"resourceGroups": ["application-group-1"],
"networkFeatures": "Basic",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"labels": {
"cloud": "azure"
by
"location": "eastus",
"storage": [
{
"labels": {
"performance": "gold"
by
"serviceLevel": "Ultra",
"capacityPools": ["ultra-1", "ultra-2"],
"networkFeatures": "Standard"
by
{
"labels": {
"performance": "silver"
b
"servicelLevel": "Premium",
"capacityPools": ["premium-1"]
b
{
"labels": {
"performance": "bronze"
by
"serviceLevel": "Standard",
"capacityPools": ["standard-1", "standard-2"]
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMB = &0l gt Felof of

A& nasType, node-stage-secret-name, % node-stage-secret-namespace, SMB 2&2 X|H™5t11
Z 23t Active Directory Xt SEE M3g 5 UJSLICE
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

ol 3: EEER CIE AT A8

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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rr

@ nasType: "smb" SMB Z2E&S X[&dt= 20| CHet EHULICH nasType: "nfs"® E
nasType: "null" NFS Z0f CHgt ZE{IL|CH

tridentctl create backend -f <backend-file>

o> rR

S 0| Aot ol 7o) 2R|7} s HRULICH CHS FYS MWste] 202 H1 AQIS Hol 4
Lict.

g0 &

tridentctl logs

74 Mo 2H|E =elst ot 2 create BHS CHA| e = JAELICH

=

CVS for GCP #A =S FdgfL|Ct

HB= ME 2 HES AFE8I0] Astra Trident X[ £ 2|eH HiAIEZ NetApp CVS(Cloud
Volumes Service) for Google Cloud Platform(GCP)S TA3st= 9 S LOtHAMA L.

CVS for GCPO|| L%t Astra Trident X|2/0i| CH3l| LOIEMA|Q
Astra Trident= 7|2 CVS MH|A 40| ONQI 2&2 X[ ELICH "GCP". Astra Trident= CVS AH|A SE A

5|185t= 2[Agfat 2148L0] 100GiB O|2te| CVS 2 &S XIASHK| 4SLICt. [MEtM Trident= 2FE £280| 22
37|20t 22 A2 100GB 288 A2 2 ML

=

£ M8t AFRSLICt "Google Cloud€ Cloud Volumes Service" B{AlE | CH20| ZQstL|Ct,
* NetApp CVSE 4 El Google Cloud AH
* Google Cloud AMe| Z=NE Hz |L|Ct
* 0fl Google Cloud MH|A AHO| UELICH netappcloudvolumes.admin HE

* CVS MH|A AIFHof| THet API 7| TR L T

T
MR

sHoll = 714 S 44

Holl= T SM2 ChS BEE HESHINL,

T
-

-LL

Of7H tH = A9 7|2
version ShA 1
storageDriverName AEE|X| EEO|H 2| 0|2 lL|C} "GCP-CV"
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

oH7H i

backendName

storageClass

projectNumber

apiRegion

apiKey

proxyURL

nfsMountOptions

limitVolumeSize

serviceLevel

network

debugTraceFlags

&7 VPC L'||E°J

e

A%} X|E 0|8 = 2E2|X|
HHO|| =
= —_—

AEEX| FHYLICH of| M e RILCE

hardware (M& Z[H3%}) E=
software (CVS AH|A RH)

Google Cloud A& ZZ2HE
H lL|Ct. 0] 242 Google Cloud
I ol = m|0|X|oj|A] Zolgt
UASLICE.

CVS AE X|g. HA =M E2&S
T2HMdg SHYLCt

£ AZ3t0] Google Cloud A{H|A
Aol chet API 7 1L|CH
netappcloudvolumes.admin

A 017|0ll= Google Cloud A{H|A

Aol sl 7| mpU(Hells 1A
I} 0]l verbatim = A2 JSON &4l
SHEIXJ} TEEIL|CE

TEA MH7t CVS A ™ol HZsH{of
o= 8% _ﬁAI URLYLICH Z=A|
MHE= HTTP ZEA| = HTTPS
TEANY °'*I—IEf HTTPS
2N R ZEA| MHOIA XA
MBE ASME AMEE + UAEF
o|7<k| O_g_kl 7-|A|-E 7-||__-| I|__||:|.
Q50| EHstEl TEA MH{=
X A= K| LIt

NFS Or2E Z40i thist M2iet #|of
R*E.J %E :’7|7f0| (202 3R

O
A 2 &0l chet CVS MH| A
OI ||___|' i X=) "Ex", "Ealulolzl-lu

HATC
j:l uo_! EE|H0|L_|I:|_

CVS =80l AH8E|l= GCP HER A

22X HZE Al AL ClHO
ZejaUL|CE ol
\{"api":false,
"method":true}. =X & F0|
OfL|H XtM|et 21 HIJ} Lot
Z 27} OfL|H o] HHZ ALESLX|
OMA L.

Ct S ELICH projectNumber

\J

|E7I-

L— HA

CZl0|H O] +" "+ API 7|9 &€&

"nfsvers=3"

"(Z1EHLE MEEX| 43)

IIE_DI'_C_"

ujl%ﬂ-”

nullIL|C}

% hostProjectNumber X|&3l0Of

efL|C}. O] A2 proj ectNumber S(E) MH|IA T2HEQILIC hostProjectNumber & SAE T2 M EQIL|CY

E Z2/8LIC} apiRegion Astra Trident?t CVS E&8 4 4dt= GCP XY

S LIEPRILICE XY

7t Kubernetes



Z2AEE MY o 0| M Y42t CVS EF apiRegion K2 GCP X[FQ| L E0f| Of|2fE YITZE0M ALEE
ASLICH XS ZH E2friof= =7t H| 80| ZARfLICt.

* X Zt HMAE MHst2{H 0f CHSt StorageClass H2|E ALERILICH allowedTopologies
DE X[Y9S Zasior gfL|ct ol E S CH3at Z2&L

- key: topology.kubernetes.io/region
values:
- us-eastl
- europe-westl

* storageClass & ¥ot= £ MESH= O ALY £ Q= MEI™ Of7 HERULICH'CVS AMH|A
FHYLICH. 7|12 CVS MH|A | B0llM MElS &~ JSLICE (storageClass=software)
L= CVS - 45 MHIA SHERILICH (storageClass=hardware), Trident? 7| 2X O =
AtE5t= E2|L|CE 2 K-8 0 2HLICt apiRegion S CVSE MISELICt storageClass
HHQIl = H 9| of| A]

Astra Trident?t Google Clouddi| 7|2 CVS MH|A |31t SetEl HIEL 7|52, 2F I IEEECRE
L=

Ego
MSE|X| 4&LICE Trident= CVSO|A 2HHEHA| X|HE- 85 MH|A RHEQZ J|2X0=2
AHEELCE

2} il == T Google Cloud X|<0]| 2&S Z=2H|[XJgLCE THE FHo B FIF IS

Folg = AsLILt.

0| T2H|Xk

ofH 4

exportRule E9| LHELYZ| &

snapshotDir off HM|ABILICE . snapshot
Cl2Ea]

snapshotReserve AHER0Z ""(CVS 7|22} 0 318)
HEZQ|L|

size M 289

Z Z2/8tLICt exportRule A2 CIDR E7|HE AFR3I0 IPv4 T4 E= IPv4 MELIQl X

Lt aloF gfLCt.

e HER A2

CVS Google Cloud HA =N M E ZE ZF00 Choll Trident= 2E2|X| 0| e ZE 20|22
@ TZHNIE o AEZ|X| 250 SALEILICH AER|X| 22X AER|X| EHZ 20|22 Host1

AE2X] SO|M MHE
XE 7t 80lE MES 7|He2 =ES & 78 = USLICH

ol 1: XA M

Ol= ZchZel

LICt. O|Z S3H

FHM HMSEl= AHEAt


https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "--—--- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHezZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jJK3bl/gqp8B4Kws8zX50jYOm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGzZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/gqp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50
jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/qp8B4Kws82zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
YAZNChRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4]

K3bl/gp8B4Kws8zX50]YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY-—-—- \n"
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"storageClass": "software",
"apiRegion": "us-east4d",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "----- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSa
PIKeyAZNChRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1lz
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGZz1zZE4JK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s8zX5073Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGzZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/gqp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4jK3bl/qgp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4JK3b1l/qp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3b1l/gp8B4Kws8zX50)YImM\nXsYgbgyxydzq701lwWgLwGa==\n----~- END PRIVATE
KEY-—-—— N
"client email": "cloudvolumes-admin-salmy-gcp-

project.iam.gserviceaccount.com",
"client id": "123456789012345678901",
"auth uri": "https://accounts.google.com/o/ocauth2/auth",
"token uri": "https://oauth2.googleapis.com/token",
"auth provider x509 cert url":
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"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}

Ofl 3: EF AHIA 27 7Y

0| oilofl M= Google Cloud Us-west2 X 0| A Astra Trident7t Mot R E AEZ|X|0f| SYs ZHE M8t
ol mlS Hof FL|Ct O] of|d|= 2| A8 H 0 FLICt proxyURL HAE 74 M

rr
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "----- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSa
PIKeyAZNChRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGZz1zZE4JK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s8zX5073Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGzZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX50jY9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/qgp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]
K3bl/gp8B4Kws8zX50)YIm\nXsYgegyxy4dzg701lwWgLwGa==\n---—-- END PRIVATE



"client email": "cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/oauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

by

"proxyURL": "http://proxy-server-hostname/",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "10T4i",
"serviceLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "5",
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"size": "5Ti"
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snapshotReserve 5% % O|AM exportRule £ 0.0.0.0/02 2 AHETIL|Ct. 7tA AEZ|X| 22 0f HQ|E|0f
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "--—--- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
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sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507YOm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/ap8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3bl/qp8B4Kw
s8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX503Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNCchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l/qp8B4Kws82zX507Y9Im\nznHczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX503YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/gqp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3bl/gp8B4Kws8zX50)YIm\nXsYgogyxy4zgq701lwWgLwGa==\n--—-- END PRIVATE
KEY----- Y
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/oauth2/vl/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com"

by

"nfsMountOptions": "vers=3,proto=tcp,timeo=600",

"defaults": {

"snapshotReserve": "5",
"exportRule": "0.0.0.0/0"
by
"labels": {

"Cloud" . "ng"
by

"region": "us-west2",

"storage": [



"labels": {

"performance": "extreme",
"protection": "extra"
by
"serviceLevel": "extreme",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10",
"exportRule": "10.0.0.0/24"
}
"labels": {
"performance": "extreme",
"protection": "standard"
by
"serviceLevel": "extreme"
"labels": {
"performance": "premium",
"protection": "extra"
by
"servicelLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10"
}
"labels": {
"performance": "premium",
"protection": "standard"
by
"serviceLevel": "premium"
"labels": {
"performance": "standard"

by

"servicelLevel": "standard"



C}S StorageClass ™2l= ¢|2| AEZ|X| 22 HXYLICEL E MEYELICI parameters.selector BEOA
=52 S AYSH= O AFBE|= 7H &2 2 StorageClassoll CHal X[ &g o~ QJELICEH S E2 MEist S0l Mo &
EHE #5L|CH

Y StorageClassLICt (cvs-extreme-extra-protection)= X HMY 7HA AE2|X| 0| OjZEL|CE O]
2 ARSF02F 3710 10%¢! 2|11 452 MIst= st E2RLICH 01X StorageClassLICH (cvs-extra-
rotection) 10%2| ARAF 0|2 S22 HSdH= AEE[X| 22 ZEELICH Astra Trident= MEE THAF AEE|X|
=S 25t A-AF 0| @ AFE0| SFE[=X] 2RlStL(CE.

H'S T >

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true

22



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs—-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"

allowVolumeExpansion: true

tridentctl create backend -f <backend-file>

o> rR
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OH7H 4 29 =

TenantName AEE HIHE 0|§(§<"% > ol=48%
MME)
c
InitiatorIFace iSCSI EETIZ2 EX TAE “712a
QIE{m|o| A2 X|BhetL|Ct
UseCHAP CHAPE AE3H0] iSCSIE &
O|§o|‘|__||:|-
AccessGroups ArEE HHA OF ID SEQLICE "EZ|HE 2= HMA OF IDE
AELICE
Types QoS AHY
limitVolumeSize RYE & 3|7t 0| gtELt 2 32 “(7I2NeE MEL(X| &3)
g2 ohof| AlnfgiL|ct
debugTraceFlags A sHZE Al AFE Y CHO nullL|Ct

ZeaYLICE off: {“api”false,
“method”:true}

@ AESHX| DMMAIR debugTraceFlags =X 82 & XiMet 20 HEV Heot ALE N2t

MMEl D= =50 CHol| Astra Trident= AEZ|X| Z0f| e 2E 20|22 Z2H| M ol sHEH

@ AEZ|X| LUNO|| EALEIL|CEH AEZ|X| 2E|Xt= AER|X| EHE E1|0|Z§ Holstn ﬁEEIXI E0M
MEEIRE SES 8% & JYSLICE 0|2 Soff WA= LMo MSE[= AHEAL X|H 7HsT
20|28 MEE 7|8toZ EE2 &A #ET & JSLICH

0l 1: of| CHot BHAIE M solidfire-san Ml 7HX| 28 §EE2 717 E20|H
O] M= CHAP Q152 AI26t= HollE M2 Ho| £11 EH QoS E&E Zelst= M 71X 28 /Y2

DE>RLCH O3 S oM 2 AE2[X| SHAE ABY AER|X| 2HAE HolH JH580| EELICH 10PS
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25



"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"labels": {"k8scluster": "devl", "backend": "devl-element-cluster"},
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000}},
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 10000} }]

off 2: Off Cfet #HllE S AEZ|X] Z2HA Fd solidfire-san 7t AEZ[X] E0] U=

| ool M= 7t AE2|X| Et 0|5 CHA| #X5t= StorageClasseset &7H -4 El WHllE Fo| Ml S H0f FLCt.

Otz EA|El ME Holl= Fo| Ao EF 7|22 € 285t 2= 2E2|X| 20 ohis @EELIL type &
It AEEX| E2 o H=|0] UELICH storage MNP S HESHIAIL. 0] ool M= LR AEE|X| 0 XHHI

RYS 2Fstn U8 E2 2o BHE 7242 FoFLICH
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}1},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 100001}}7,

"type": "Silver",
"labels":{"store":"solidfire", "k8scluster": "dev-l-cluster"},
"region": "us-east-1",
"storage": [
{
"labels":{"performance":"gold", "cost":"4"},
"zone" :"us-east-1a",

A type" . "Gold"

"labels":{"performance":"silver", "cost":"3"},
"zone" :"us-east-1b",

"type":"Silver"

"labels":{"performance":"bronze", "cost":"2"},
"zone" :"us-east-1c",

"type":"Bronze"

"labels":{"performance":"silver", "cost":"1"},

"zone" :"us-east-14d"

CIS StorageClass M2l = 2|9 7Ha AEE|X| E2E2 HEELICH E MEYLIC parameters.selector BEOA
Zt StorageClass= =52 SARSH= Ol AR Y = U= 7t E2 = EYLICE MENSH 71 Zof| 2 50| H2| &[0

AFLICE
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apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

= At 3HO| YuHHIAEZ NEE= U XI2ts Mol RSHYAIL. HAETH MHEl = AL X}
Base64Z QAT E|0] Kubernetes @S 2 XA EILICEH A= o] MM/ALS XA ZSHO|| CHSH X[A[Q]
QI 5H CHA|QILICE [}2FA Kubernetes/AE2|X| ZH2| K7L £8ist 4 Ql= 2ta| M XdQlL|C},

* clientCertificate: Base642 QI3
* clientPrivateKey: Base64 - HZ =l 72!
_J'\_

* TrustedCACertificate: *12|&f S X 9| Base64 Q12 ZHALICH ME[E £ U
A< 0| 07 H-E MSSHOF BILICH ME[E 4 = CAZL AF2E|X| O™ 0] P2 7

2etEel I 3E20= o BHAZF ZEE LI
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ol el

3.0

4.0

openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

Sk A
= T

L|C}.

im0

= CA
AE

IS ME ONTAP 22{AE0]| =7tetL|Ct Ol AE2|X| 22|X}7} o|0] X2|eh A 4
2 CA

(o]
2 CAZ} AFEE|X| Qi FAIRHLCE.

o>

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

NTAP S AE| E2I0|HE ASM U 7[(1EHA)E A X|BL|C}.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

NTAP 9t 2191 {t0] NI &IE[=X| HOIBHLIC cert 215 Wi,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. MHE QIZSME AE5t0 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E>2 22| LIF IP 3 SVM
0|2 HHEL|CE,

6. B

32

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

aseB4= QT A, 7| & L=g = A= CAJASME AZILICL.

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. O CHAIO|M F2 2tE ArE5He] WA =S WdRlL|Tt.

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",

"storagePrefix": "myPrefix

}

tridentctl create backend -f cert-backend.json -n trident

fom - fom e e
fomm - fomm - +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Fomm - Fom e o
fom - e +
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
fom - Fomm e e
e fomm -

T YHES YOO|ESHLL XHH SYE STYLTt

_ AN
718to 2 0| ES o= ASLICE. O[FH| stefH 7| & 15 LES

CHE 91 WS ALSOIALE X12 S S|HOIES J|Z HAES o
IS E AR HAIEE OIZNE ABSIER IC0|E 31 2 011 QIBNE AIBHE HelEE
= dltH

1743t M 215 BHE =

= AEX}O|B/e2
7Fotof gfLict. O

ps|
Aolish T~ Of7f Tt ehEl AH|0| EEl backend.json IS AFEEILICH tridentctl backend

HIO[ET 4= ASLICE. O|FA| 5HH AEXL O|F
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

A E oM mf AEZ|X| 2E2|XH= HX ONTAPO|A ALEXIS| = E A0l Esof BfL|CH 1
(D Ch2oll= HAE HOO|EZL ASLICEH ABME =|HE mf of2] ASME MEXOA =t =
AgLICt 33 oz HAETH HHO[EE|0] M ASME AFERILICE J2{H ONTAP S2{AE0M

O|F QIZSMEZ AbN|E £ Q& L|CE.

- O = =2 T AM-d

CE YO0l Edi = 00| MdEl =Fol| et M AT SEE[LL O|=0f WHE =& 20 Jet= (XX
L|Ct W= A|0|E7F S X0|H Astra Trident?t ONTAP HHAlEet SIS0 &% 2 & HAS X2
= LIEFHL(CH

= = .

n

Igroup= X|HeL|Ct

Astra TridentOf| A igroup2 AF25t0{ Z2H|X'JSH= 2&(LUN)O| CHEE BMA S Klo{fL|Ct 2t2|Xt= Al =of
CHSE igroup= X|HE M CHS & 7HX] 82 A2 & JUSLICH

* Astra Trident= HA =0 2} igroup2 A= MMStD 22| o~ UJESLICEH (B igroupName HAE
Holof| ZEHE|X| QE2 Astra Trident= 0|22 7% igroup2 MAMEILICH trident-<backend-UUID>
SVMO|A. O22{H 2} sl =of] M2 igroupO| L1 Kubernetes == IQN2| XH5 F7HANIE A 2|gtL|Ct,

+ L 02| 4E igroupS WIS HO|Z HBE 4 ASLICE 0 HAS S ALSSHO| 232 4 ABLICH

igroupName T4 Of7 H~L|Ct. Astra Trident?} 7|& igroupdl| Kubernetes ‘= IQNS F=7H/AKISL|CH
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=(8) 717 Al =EQ| AL igroupName 2|, {LICH igroupName 2 AFESHH AA[e = JELIC tridentctl
backend update Astra Trident0l|A] igroup A& X2| 0| 22 Y320 o|0| HZEE SO0 CHet AM[AT}

S Che|X| ELICH MM Sl igroup Astra TridentS AF25H0] &% HZAS Ma|gh ZdL|Ct.

Astra Trident2| 2t 1R QIAEIAO| CHSY igroupE EEdH= A2 Kubernetes 22X} 3! AEZ|X|
Z2|XIof| A 2% 2 At|IL|Ct. CSI Trident= 22{AH == IQNS igroupdl =7t 8! XAt
22| E IA thedtetL|Ch 8 igroupS AFHESH0 Kubernetes 23 (5! Astra Trident A X[)0f| A
@ SUst SYME A2 S AR 3t Kubernetes 2B{AE{Q| HHZA AFg0| CHE Kubernetes 22 AE{Q}
HE igroupdl] FEF2 O|X|X| ZET= BtL|C} 3 Kubernetes 22{AE Q| 2 =0 T R$H IQNO]
UEX| &olst= A SLELICE [0 HZ$t vERl 20, Astra Trident= IQN2| 37} B ®HE
As2 2 M gLt SAE ZHofl IQNS THALESIH SAET M2 ZHR Q1A E[0] LUNO|| CHSH
MM AT HEE[= HEZHRISHK] 942 A|LtZ| 27t e o~ JELICE

LS — =2=o=2 T Md

Astra Trident?} CSI Provisioner2 &5t S 714 El 22 Kubernetes '= = IQNO| igroup0fl XA} = &7t
/MIAELICE Kubernetes 22 AE0| =EE 7Y H2, trident-csi DemonSet7t ZEE FINSL|C
(trident-csi-xxxxx) M2 FIIEl LEOM EE2 HEY = A= M EE SEZLICE LE IQNT HAl=9|
igroupOfl Z=7FEILICE 0|2t RAFSH 29| THA A= KubernetesOlA .= =0f| FEZL!, E|0|'d U AFK| 7t 2 AliSH=
2 1QN MAHE HMe|gL|Ct.

Astra Trident?} CSI Provisioner2 A& X| S ZL, Kubernetes 22{AE Q| B E ZHAX} - =0f| A iSCSI IQNS
EBSIEE igroup2 £+ 52 = O[O0 EdOF BILICH Kubernetes 22{AE 0| #0{5t= ==2| IQNS igroupd|
Z7t5{of gL Ct. OFE7ER| 2, Kubernetes 22{AE 0| A H|HEl ==2] IQNS igroupOl| Al X|7{sHOF gfL|Ct.

LY CHAPE ALE0t0] HZES ASHLICH

Astra Trident= 2| ZeF CHAPE AHESI0] iSCSI MM E 21Fe &= JAELIC ontap-san & ontap-san-
economy S210[H]. O/ FISAS 7 ZAISHE|0{OF BILICF usecHAP HAE HOIO|A ME 4 UELICH & 2
HHTt B2 true, Astra Trident= SVM2| 7|2 O|L|A|0|O|E] HOtS reF CHAPE 146t Uil = mHd 9
ALEXL 0|22 Y= E AP LTt el CHAPE A83t] HEAS 21E5t= 20| E&LICL O ME 82
HESHHAIR.
{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "ontap san chap",

"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxIm36DKyawxy",

"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",

"chapTargetUsername": "iJF4heBRTOTCwxyz",

"chapUsername": "uh2aNCLSd6cNwxyz",
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2218 Ct usecHap OH7H B

@ = e 2 SMYULICE 7| 2XO 2 falseZ
MAE|0] QSLICEH true 2 MATH S0 = fals &

St useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret chapTargetUsername,

% chapUsername BE& HAlE FHolof ZLEHE[0{0F BfL|CtH S HAHSIH HAEE Mot 5 A E HEL
UELIC tridentctl update.
s WA

MM S E8fl usecHAp AEZ|X| B2[XH= AEZ|X| HHAIZ 0| A CHAPS RAM3HEZ Astra Trident0l| X|A|HL|C},

=2o=2 o

of7]0ll= Ct20| ZetE Lt

* SVMO|A CHAP &H:
° SVMS| 7|2 O|L|A|0f|0|E] 2Ot R30| eiS (7|22t dH)* 0|1 * 2F0] 0|0] 7|& LUNO| .?1
Trident?| 7|2 29t Q&S 2 MHEILICt cuap CHAP O|L|A|0{|O|E{2} EtZll AF2 X} 0| Y
TIfetL|Ct,

™ Astra
=2TFd 2

° SVMO]| LUNO| &t

= LUNO| CHst otk

* CHAP O|L|A|0{[O]Ef Bl EfZll AFEX} O| S0t S E FATILICE O[2{st S M2 Hioll=
X))

£l AL Astra Trident= SVMOI|A| CHAPE &M 3}otX| E&LICE [M2tA SVYMA| 0]0]
JIA 7 HSHe| K| QE&LICE.

* Off O|L|&2||0|Ef =7t #t2| igroupName AN MSELILE XFE[X| 82 F2 0| 7|=282 YLC

trident.
A= Tt MM El = Astra Trident?t SE 2 MM SIL|CE tridentbackend CHAP &% 5! AF2Xt O|ES

Kubernetes H|Z 2 CRD & X &tgtL|C}, 0| SOl E 0| A Astra Tridentdl| 2|l MM =l @ = PVSE CHAPE Edif

O2ER| 1 HZEL|C}

Xtz ZHS 3| XSt T A= E AH|0|ESHL|C}

IO ESIH CHAP Xt ZHE YHI0|EY & JIELICt backend. json IFY. CHA
I:IfO:I'é'H_lEI—

M C T=
K== 1I0|E°f £ ME8H0F ZLICI tridentctl update S AHESHY O|2{ct tHE At S HHEE

HACO| CHAP 2= E YHO|EY W S AFE3H{OF RLICt tridentctl HWAEE HOO|EFLICE
(D Astra Tridentoll A #12 Ajst2 Mefzh & ¢OD2 CLIONTAP UIS S6f AE2|X 221AES| X2
£9S AC0|E8IX| OHIAIL.

ocoo= d
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm": "ontap iscsi svm",
"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e

f——— R +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

e e e

- e it +
7| AZ2 JE2 wX| &Lt SVMO|| A Astra Trident?t Xt SH2 YHHI0|EsHH 2t MeiZ RX|ELICEH M
HZ2 AUHO|EE XtH ZSEHS AF8SIHH 7|E HE2 A% g4 Meli2 |SXIELICE 7|1& PVSE S Z si{AISHD CHA|
HZSIH AHO|O|EEl XtH ZHE ALESHA| ElLIC

ONTAP SAN 724 &M 8l ¢

Astra Trident 8X[E S ONTAP SAN E20|HHE MM3stD ALE5H= BhHo|| CHo ZofEHA|2. O] MMO[AN =
HHAlE M ol 5! #I=EE StorageClassesOl| IfESH= B0l CHEt M5 HEE M gLICt.

ol 1M M

HHolE M M2 OIS HE HXSHIAR

Of7H H = A 7|22k

version SHAF 1
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oH7H i

storageDriverName

backendName

managementLIF

datalLlIF

useCHAP

chapInitiatorSecret

labels

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

38

29

AE2|x| £2tolt{2l o|2YLct

AFER} RIF 08 EE AE2|R|
il =

S8 AF = SYM 22| LIFS] IP
ZF A MetroCluster?| 2l&tst Mats
?Islf SVM 22| LIFE X|HsHof
ghLct.

TZEE LIFY IP FAYL|CE
IPv62l A2 CHESE AHRELICEH

Aot 20f|= HUOo|EY = YUELIT

CHAPE ArZ3t0{ ONTAP SAN

C 20|l st iSCSI 215 [R2]
CHAP O|L|AJ0f|O]Ef 2= L|Ct.
ZIQot AL useCHAP=true
=50 M8 Qoo JSON &4l
20| MERILICt

CHAP E}Zll O|L|A|Of|O|E &= RIL|CE,
L%t AR useCHAP=true
QIHIR2E A2Xt O|EQULICH Eest
A2 useCHAP=true

CHAM AFE X} O|EQLICH Lot R
useCHAP=true

Base64 - 22I0|HE 2IE A2
QITYE ZIRULICH 2B A 7|t
QB AP ELICH

Base64 - 220|HE 712l 7|<9]
QIZYE ZIULICH 2B A 7|t
QB AP ELICH

Base64 - 2 E|& = = CA
QBN QI El ZRAL|C} MEd
At QIF A 7149t Q1B 0f| AP EIL|CE

S AE/SVMO|| HZE AL X}
O|EQLICE XHH B 7|8t 2150
A EIL|CH

S AE/SVMO| HZSH= 2f= At
S 7|8 B0 A+ E LT

MEZ AEE|X| 7h HAULICE

=4

"ONTAP-NAS", "ONTAP-NAS-
O|Z=0]", "ONTAP-NAS-
Flexgroup"”, "ONTAP-SAN",
"ONTAP-SAN-O|Z =0O|"

C2l0|tf O|E + “ ” + dataLIF

“10.0.0.17, “[2001:1234:ABCD::fee]”

X HE[X| 52 F2 SVMOf|A

ohAEL|CE

A3l

11

13

@

@

“

@

@

“w

SVMOI| M T El H L
managementLIF O|(7})
X HE[}AELIC



OH7H = Ad 7|22k

igroupName ArEe SAN =E0] Cigt igroup®| “&r% - <backend-UUID>"
o|ELICt

storagePrefix SVMOIM M| EES ZEH[NEE I "MEFR"

AP/ HEA A
AEl0lE S 4 gLt

limitAggregateUsage A2 20| 0] H|EE Xu}stH 72O 2 MEL|X| gt3)
Z2H[X 0| LTl ONTAP *
& OtotE FSxOll= * 7t M EL|X|

FSLICEH

limitVolumeSize QYE =S8 I7|7t 0| UELCt 2 HR “UIEHMOZE MEE|X| %43)
g2 o] AojgiL(Ct.

lunsPerFlexvol FlexVolZ £|CH LUN £ #®I[50,  “100”
200101 ALOo{OF gLt

debugTraceFlags ZHM iE Al A8 ClHO nullL|Ct

EaaLICt. off: {“api”:false,
“method”:true}

useREST ONTAP REST APIE AI83t= 822  HAl
Of7H B~ AL|CH, *
MetroClusterd| M= 7| O|2| E7] *
7t XA E|X| Q4&L|CE,

E> useREST </code> 112 Al
* useREST ZZEHNM Xt Ho1Jt ot HIAE AN HEE|E 7|2 0|2 27|2 HS3ELCH E 2
MHSE AL true, Astra Trident= ONTAP REST APIE AI26t0] BHAIEQF EMBHLICT. Of
@ 7|58 AH25t2{™ ONTAP 9.10 O|At0| T QSHL|C} EESH AFRE|= ONTAP 21921 Hgtof| of Cist
OH M| A 1"43F0I QUOOF BILICE ontap €8 T2 7M. O|= AFM Ho|= of oJsf ZFEILICE

vsadmin % cluster-admin &%

* useREST = MetroCluster®l| A X| 21| X| &&L|C}.

ONTAP 22 AE{2t S4IGI2{H Q15 0f7f M2 MSoHof LIt 2ot 20l ir= HX|E QIS M| ALEX} 0|
2= 5= JASLIC

NetApp ONTAP EHl=0f| Amazon FSxE AIE3St= 2L 2 Jq"*oml OFHAI

@ limitAggregateUsage D7 #H4. & S&ISLICt fsxadmin X vsadmin NetApp ONTAPE
Amazon FSx0IX H|S5H= Soll= 0l 12| AH|0| E AHE-S HAMSt1 Astra TridentE Sdl| H|etst=
2ot HhA Hoto| HELICE.

—_

ox
i
é
1o
of
[

@ AESHK| OMYA| 2 debugTraceFlags &M siZ S XtAMet 20 HIJF 2ot

9| 22 ontap-san 7|2#2 SVM| & H|O|E| LIF IPE ALE3t11 iSCSI CHE 225 AL83t=
I:‘||0|E‘| LIFO| CHSH IP A E X|HBLICt ontap-san E2I0|H &= CHE Z2E H|2HM3tstn X|1HEl _7{:__+_[:||_}
ALESHES ZHIELICE

@ SHAICE MMT M= CFS AME 2 7|HSHM AR datalIF U storagePrefix M4 20= o™
& QAELICE o[2{st Oi7} HS-E UO|0|ESt2{H M A =E M Msljof gLt



igroupName ONTAP 22{AE{0f|A O|0| MM El igroupL = HHEY IEP XI’“OHI QtO ™ Astra TridentZt
EZ|HE -<backend-UUID>2}= igroup XS 2 MMBtL|Ct IJIEI I 0|22 M3st= 82, =& 740
SVME S R5I2{H Kubernetes 22 AE & igroup2 ALE3%t= 40| Z5L f. OIE Astra TridentZt IQN £7HAHIE
tsLzE {FX| #2|dh= o EegL|ct

BHOl = = Est MM = igroup2 YHIOIEY &~ U&LICH

* ACA Trident 2|22 SVMO|A MM 8l 2|2 = MZL igroup2 72|7| =5 £3 igroup 0|52 YHIO|EY &
ASLICE

&LICEL 0] AL Astra Trident?} E2|HIE - <backend-UUID> igroup2 A2 2

0
4
Il
ol
30

F 3R EF =5 5 DTl AL ML ~ ASLCH g2 =5 H5 T2 YO0 EE igroups AFERILICE O]
YOI EE= WAL A= =& thet HMAZE LostX| LT

‘managementLIF" EE onTAap EZI0|HS| HL Ipve FAEE HA¥Y £ JUSFLICEH. E
MESHH TridentE HASHUAIR “--use-ipve" AY. HOIE Qo FLIE 7|20{0F TiLICt
‘managementLIF' IPvée FAE CfE= otof =HgL|CE.

IPv6 TAE A EY M= S SIS AIL managementLIF % dataLIF (MAUE Holof etz
@ Z2) [28e8:d9fb:a825: b7bf 69a8:d02f:9e7b:3555]2 &2 Ci&= otofl M| & LICt. If(E<%
dataLIF MSEX| @= 2 Astra TridentOf| Al SVMO{|A| IPv6 H|O|Ef LIFE 7™ ZL|C.

ONTAP-SAN E2}0|HH7} CHAPE AESHES MHSHHH E ’é’gﬁ. LICt usecHAp D7 == CHA true WA
Ho|of| A 22{H Astra TridentZ} HAZ0f| HZE SVMO Lt 7|2 QIS 2 WS CHAPE 785t AFERILIC.
S XA "0J7|" ZtS YO Col LOoFEMAIL.

O] AL ontap-san-economy E2I0|H 1imitvolumeSize E3t gtree X LUNO| CHSH 2t2|5H= S&2| £[CH
37|= HMgtElL|CE.

Astra Tridente= 2 AF25H0] MM E B E 2&2| "Comments" ZE0| X& 20|22 MY EL|Ct
ontap-san E2t0|H. YA El 2t 2F0i| CHsl FlexVol2| "Comments" 2ZEE= AEZ|X| E0| Y=

@ 2 E 20|22 MYFLICH AEZX| #E2[XH= AEE|X| EEE 2[0|Z2 Mot AEZ|X| E0M
MMEI RE SES IESE & UASLICE 0| Sof HAlE FHUM MBE = AHEXL XM 7HsT
Z0|2 MEE 7|82 EE2 &lA 18 + J&LICH

28 I2UHUS 9w 7Y B4

T4 E4 MMO||M 02Tt FME AHBSIH 2 E80| 7|2 o R T2H[N Y= WA 2 Hojg &~ ASLICH HE
=01, of2 4 oM E EZSHMAIL

OH7H = Ad 7|22

spaceAllocation LUNOj| CHet S 2t et "E

spaceReserve Zhoj|ef RE "Qlg"(WM) EE " nolgn
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splitOnClone "HEI"
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encryption E0i NVE(NetApp Volume "HA"
Encryption)S &-A3tgtL|Ct.

7|2%2 YLICt false. O] SME
AHE5t2{™ NVE 2to|dA T}

S AEH|AM EHSHE|0] A0{O0F

SILICH WA E 0| A NAEZ} 2 otEl

AL Astra Trident0l] ZZ2H| X &l

DE =52 NAEZ} & M3HEL Tt

XtMISH L2 CHE 2 HZSHAR.

"Astra TridentZ7} NVE 2! NAE2}

HSEl= e,

luksEncryption LUKS =35 A8 EILICE 2 "
HZESH AL "LUKS(Linux Unified
Key Setup) AFH2".

securityStyle MZL 220 st 2QF AEI “UNIX”

tieringPolicy "SS2S Aot AEet HHY ONTAP 9.5 0|™ SVM-DR T4 9]
AL AU HE

Astra Trident2} 274 QoS XM 1 ES AHE3I2{H ONTAP 9.8 0|4/0] 2 Qe!L|C}. H[SR QoS TH
OES M8t M OF0| 2t FHRAE R MEBE[U=X| 2elsh= A0 ZELILE 3] QoS TH
OS2 ZE HARE9 & X2[Zol Choh &etsS MERfLICt.
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{
"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "trident svm",
"username": "admin",
"password": "password",
"labels": {"k8scluster": "dev2", "backend": "dev2-sanbackend"},
"storagePrefix": "alternate-trident",
"igroupName": "custom",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"qosPolicy": "standard",
"spaceAllocation": "false",
"snapshotPolicy": "default",
"snapshotReserve": "10"

£ M85t MMEl D E 280 toll ontap-san E2I0|H, Astra Trident= FlexVol0f| 10%2]
222 FII510 LUN HIEIH|O|E{ S £2L|Ct LUN2 AFEX7F PVCOIM RHSHE Mottt 37|2
@ I 2H|X'JELICt Astra Trident?t FlexVolOfl 10%E CIEfLICHONTAPOIA AFE 7HsEE 37|12 EA).
O|M| AFEXI7} @Kt 718 82 P2 o JSLICH ESt o] HAEOE Qlsl AL JHs3t S7H0] et g
S 8E|X| 9= B LUNO| 47| M8O| &= AE WXIY =~ AUSLICE ONTAP-SAN-ZH[0ll= X EE(X|

LS — —

St LICE
2 HO|St= WA= 9| AL snapshotReserve, Astra Trident= CHS 1t 20| 282 37|E A AFgtL|Ct
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH|O|HE +83I=F FlexVold| 3=7t=l 10%2| Astra Trident@LICt. € snapshotReserve = 5%,
PVC 28 =5GiB2! 2 £ 28 37|= 5.79GiB0| 11 At 7153t 37|= 5.5GIBRILICH £ 22ILICH volume
show HHE 0| Of| x|} FAFSH ZLHE HA|SHOF BtL|CT.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB 5.80GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd
online RW 5.79GB 5.508GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.
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Astra Trident?} Q= NetApp ONTAPO| Al Amazon FSxE AtE
DNS 0|82 Xl’“OH: 20| Z&LICE

ASZ S AMEdHE =2t0|H

CAE A8%t= 3% M Aleh=

g As ._7.51\194 baseb42

2 Ql=CA o|lzaC|E| 7+o

—-l-oi

AtE LY.

"version": 1,

"storageDriverName": "ontap-san",
"DefaultSANBackend",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"useCHAP":
"chapInitiatorSecret":

"backendName" :

true,
"cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",

"chapTargetUsername": "iJF4heBRTOTCwxyz",

"chapUsername": "uh2aNCLSd6cNwxyz",

"igroupName": "trident",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0cnksIGR1lc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

ontap-san Y2 CHAPZ} = E2I0|H
0| %|A uHoll Mol ofdL|Ct. o] 7|2 FH2 E MMBILICt ontap-san 2(E) 0|8

EV|2UCE FE V|2 FEE B0 FLI. o|= #H=

IP

-
ot

XOo|d

=
= o—l

HF

=S

A= LMYl Of|JULICEH clientCertificate, clientPrivateKey, X trustedCACertificate
of| *{RIZILICE backend. json 12|11 242t S2I0|AHE QIS A,

T

Holl =

i

useCHAP E &2
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"test-cluster-1",

san",

"backend": "testclusterl-

"version": 1,
"storageDriverName": "ontap-
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",
"svm": "svm iscsi",
"labels": {"k8scluster":
sanbackend"},
"useCHAP": true,

"chapInitiatorSecret":

"chapTargetInitiatorSecret":

"chapTargetUsername":

"cl9gxIm36DKyawxy",

"rgxigXgkesIpwxyz",

"iJF4heBRTOTCwxyz",

"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",
"username": "vsadmin",

"password": "secret"

ontap-san-economy S2t0[H

"version": 1,
"storageDriverName": "ontap-
"managementLIF": "10.0.0.1",
"svm": "svm iscsi eco",

"useCHAP" :

"chapInitiatorSecret":

true,

"chapTargetInitiatorSecret":
"chapTargetUsername":

san—-economy",

"cl9gxIm36DKyawxy",

"rgxigXgkesIpwxyz",

"iJF4heBRTOTCwxyz",

"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",
"username": "vsadmin",

"password": "secret"

7t AEE|X] 29| A= of

Of2f EAlEl HE WAL FHo| AN o 22 2= AE2|X| Z0f oY

23, spaceAllocation AXY E2, U

A= OT, X
HolgHct.
o] ofof M= L5 AEE[X| 20| MM =2 A E
2R 20| ?lof 2FE 7I=aE AL
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1"},

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"w.

"svm "svm iscsi",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store": "san store", "kubernetes-cluster":
"region": "us east 1",
"storage": [

{

"prod-cluster-

"labels":{"protection":"gold", "creditpoints":"40000"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",
"encryption": "true",
"adaptiveQosPolicy": "adaptive-extreme"
}
by
{
"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1b",
"defaults": {
"spaceAllocation”": "false",
"encryption": "true",
"gosPolicy": "premium"
}
by
{
"labels":{"protection":"bronze", "creditpoints":"5000"},

"zone":"us east 1c",
"defaults": {
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"spaceAllocation": "true",
"encryption": "false"

iSCSI2| 0f| = CtZ1t Z&LICH ontap-san-economy E20[H:

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”: "false",
"encryption": "false"
b
"labels":{"store":"san economy store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"oracledb", "cost":"30"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",

"encryption": "true"

"labels": {"app":"postgresdb", "cost":"20"},
"zone":"us east 1b",
"defaults": {
"spaceAllocation”": "false",
"encryption": "true"
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"labels": {"app":"mysgldb", "cost":"10"},
"zone":"us east 1c",
"defaults": {
"spaceAllocation": "true",
"encryption": "false"

—

BHollE £ StorageClassesO| DHZ BfL|C}

CIS StorageClass M2l = 2|2 7t AEE|X| E2 HEZELICH E MEYLICH parameters.selector BEOA
Z} StorageClass= 282 @ARSH= Ol AFBY = U= 71 22 = =SLICL MEIDH 7t Z0| 280] ™ol=o

ALt

K Hmf StorageClass®LICt (protection-gold)= 2 A Ml & Huj 7HA AE2|X| 20| Of T EL|CH
ontap-nas-flexgroup HMAEL} of K M| 7t& AEE|X| & ontap-san MWAE. SEH ES 7|58
H3sts RYst S|LICH

* &= M| StorageClass®LICt (protection-not-gold)= HIA Al HIY, 1| HIY 74 AE2|X] Z0f
O ELICE ontap-nas-flexgroup HA = WAL S M| HY 7HA AE2|X] Z0| JELICH ontap-san

HAE. 50|29 Bz #+F2 MIdts et EALICE

* M| HIY StorageClass2ILICt (app-mysqgldb)= Of|A] Ul HIH 7tA AE2[X| Z0f| O EELICE ontap-nas Ofl A
SHAl= 5l M| i 7t AEE|X| E ontap-san-economy HAE. mysqldb K& ol CHSE AEE|X| & AMS
H3st= RYet SLICH

* U| Hmf StorageClass®ILICt (protection-silver-creditpoints-20k)= 2 Ml HIY 7tA AE2|X| Z0f
O ELICH ontap-nas-flexgroup 2| WAE 5l = HK| 7t4 AEZ|X| & ontap-san WA=, 20000 3 2{|H
ZRIENAN SE 2E Hz 7|5E MSdh= Tt S /LI

* CtA 1Y StorageClass®ILICH (creditpoints-5k)E 2 & HIWY 7tak AE2|X| 20| 0HEELICH ontap-
nas-economy O[A] BHAIE S M| XY 7tA AE2|X| F ontap-san HAE, 5000 F2|X EQIE = FLT
= MH|AQIL|CH

Astra Trident7} MEiSE 7HA AER|X| 22 2HStL AEZ|X| QF At E SF6| FLICE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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ONTAP NAS HHollEE 2 MBtL|C}

M2 2 ME26H0F BLICH ontap-nas C|0|E B3, Mo S 5 0|SHS HRE ¢} g
IAZEE QI3 Xl 29I Astra Control2 £ MMEl 20 CHslf st 5 1ol 21 8l o|sMES

@ MBELICt ontap-nas E2I0|H. E 22|YLICt ontap-nas-economy 0|4 S & AHE0|
ONTAPO|M X| 25tz AECH 2N =2 AOE of|&x[= HMtA Q! AL AtH|0A E2I0|HE AL SHOF
StH, o A=l = H|o|H 235, Msl 87 = 0|5 M (Kubernetes 22{AH 7 28 0|5) QA2
A&LCt

rr
o MO

AFE X} Aot

Astra Trident= LHIEM O 2 E AL2310] ONTAP = SVM ZE|XE MHE 2102 o AFSHLICH admin 2 AH
AMEXt EE QULICH vsadmin SVM AFEXL £ ST A2 JHEI CHE 0|E29| ALEXL NetApp ONTAP 7152 28t
Amazon FSx2| AL, Astra Trident= 22 AEE AFE510{ ONTAP = SVM Z2|XI2 Ml ZI0 2 of| AFgtL|Ct
fsxadmin AFEXt EEE a vsadmin SVM AL = SUsH HAES JHEI CHE 0| 29| AtEXt £ S2etL|Ct
fsxadmin AFE2Xts SHAE Z2|XHE HetH O = CHA||EL|C.

E ME%t= 82 limitAggregateUsage D7 H S2{AE 22|t #oto| HRBIL|CH Astra

@ Trident2t & NetApp ONTAPO| Amazon FSxE A8t AR, £ AXSHMAIL
limitAggregateUsage D70 Ha= Of| A ZSEHK| RELICH vsadmin X fsxadmin AMEX}
A, of of7 H4~E X HSHH L 2ol AmijgtL|Ct.

ONTAP L0l A Trident =2t0|H{7t AF8E = QU= HOt MSHAEQl A S gt
- =

2 UX|ZH HESEX| QELICE Tridente|
HEE22 MER HE|X0M= FIHAPIE =EstE2 ¢02|0] | 2

ONTAP NAS EZ20|HE ALESH0 HAlEE e F=H|E SL|Ct

ONTAP NAS E20|HE AL2510{ ONTAP HAIES M5H= WHof| CHsl LOotEMA|2. 2= ONTAP HHollES
A2, Astra Trident= SVMO]| StL 0| 42| Aggregate?t &&H=|0f RU0{0f
D= ONTAP HHAl=9| AL Astra Trident= SVMO]| 5Lt O| 49| AggregateZt &[0 QLO{OF BfLICE,

CESH = O| Ao E2IO|HE A3st & & SILIE 712|7|= AE2|X| 22AE MHE £ JELICL O E 501, 2
AE5H= Gold 2eliAE 2T £+ UELICH ontap-nas EEI0|H & £ ALE3t= Bronze 2214 ontap-nas-

economy 17H.

O

HE Kubernetes ZHi Xt .l =0 HESHNFS S0| AX[E[0] QLOJOF LI S HZSHYAIL "0{7]" & EESIHAIL.

r

ol

=
Lo

Astra Trident= ONTAP HAIEE QIFSt= F 7HX| ZEE NS gfLICt.

* X127 39 7|8k Wt A0 s ONTAP AHEXte] AHEX} 0| 3 ASQLICE 2t 20| 02| HolEl wot 270l
o5t2 AFRSH Z40| ZELICH admin EE vsadnin ONTAP B{ETLO] S3HS Hchst B akety| <8
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https://docs.netapp.com/ko-kr/trident-2210/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2210/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2210/trident-use/worker-node-prep.html

* QIB A 7|49t Astra Trident= BHAIE0| AX|El QB AME AFESIH ONTAP S22 AR S4E 52 JUSL|CE O
A HollE Holol= S2I0|AHE QIBAM, 7| U A AL AMESE £ A= CA QUS A2 Base64= °| &l 2o
UO{OF BIL|CHAHE).

Xt ZH 7|9t dheH ot QIE A 7|8k HtH ZHo)| 0| SSt7| 2lsl 7|& HAEE AHO|ES 4 JESLICH 2Lt Tt Hoj|
StLtC| QIF ditHot X[ EL|C} CHE Q15 WHO Z HMatsta{™ = AMof|A 7|= YH S K| 7sHOF &L Ct.
@ X ZH CIBM * E 25 M3k stH 1M Mo = 0|49l Q1F wHHOo| HSEICH=E @R 7t
HHAMSHO] BHOl= A 0| AlmigtL|Ct
Xt ZH 7|dk oI5 2 ArERL|Ct

Astra Trident= SVM /22| AE HQ| 22| Xtof|AH| ONTAP A= EAISIY| QI X1H SHE @ EtL|Ct 1}
Zo| O|2| "Holgl B& He2 A86t= 0| EELICH admin = vsadmin. 0| E6l &% Astra Trident
ZUZ|ANM AIRE 7|5 APIE £ 4 Ql= 3FS ONTAP 22| AL} kS S5t 0| HRMEILICH AFRXF X[ Hot
2391 Aer2 Astra Trident2l 24| A 5l AT 4 QUX[TH HEE|X| ¥&L|CH

HAE Folo| o= LSt Z&LILt.

—~

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

To| et HIAEZ ML= RS 2X2ts Yol RolottAl. AT WHE = AL}

| - =
- =)
Base64 2 QAL E|0] Kubernetes &S 2 HEEIL|CE Al = o] MAM/ACI2 XA SHO| CHSH X|AlO]
ASH CHAIQLICE [2tA Kubernetes/AE2|X| ZH2| XL £8lg &~ Ql= 22| M8 ZHQLICE

A L I|E HAE = ASME AHE3H0{ ONTAP Hll=of S4Ig 4~ UESLICH A FHOol= Ml Z7HX| Oi7 H==Tt
2

4
* clientPrivateKey: Base64 - HZ =l 72!
_J'\_

|'<‘5|-

=
o k=1
HZ=

. TrustedCACertlﬂcate Mgt S X O| Base64 Q1 TAE ZrRIL|CH Al
AL 0| Oi7H H4-E HISolof gL|Ct ME[E 4= /U= CATL ALEE|X| ko™ O =

LS — L=

el YIS 200 = ChS A ZeHELC.

>~

1. S2I0|HE QABNM Y 7|5 “HdetL|Ch MH Al CN(2EH 0|5)S ONTAP AIEXtE HHESEIY QBSHAIR.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] Xz2|et A4
QESLICH EB{AEEI CAZ AFRE|X| %OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP SHAE{0]| 22t0|AHE AZM B 7|(1EHA)E HX[RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 20| X|#IE|=X| HQIBHLIC} cert 915 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. MHE QIZSME AE5t0 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E>2 22| LIF IP 3 SVM

O|EQ = HFEL|CE LIFS| MH|A MMo| o2 HHE[0] U=X] 2HQlsHof &LICt default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L A=Y & A= CAYBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. O CHAIO|M F2 2tE ArE5He] WA =S WdRlL|Tt.
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

bs|
S Adieh T4 o7 Ha7F ZobEl A0l EE backend.json THY S AMERILICH tridentctl backend

e e e e e
Pommmmm== o= +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Fommmmmmmmm== P messe=== B it
S e +
| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |
e Frommememememomom= R
pommm - e
oI5 A= YH|0|EStAHLE 1A SFS MLt
CIE Q1T Y-S MESIHLE A4 SES 2|HoIER 7| & HAEE HHO|ES & ASLICL O[~FA 3HH MEXf 0|F
IE=E AEot= HAEE ASMHE AESHEE YH|0|ES 4= A1 ISME AIEst= HA == AEXL O|F/A=
J[Ho 2 AHO|EY = %%thf O|ZH| ot2AH 7| Z 21F S-S MAHstD M 1S dES F=7feHof Lt 23
s



cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

A E oM mf AEZ|X| 2E2|XH= HX ONTAPO|A ALEXIS| = E A0l Esof BfL|CH 1
(D Ch2oll= HAE HOO|EZL ASLICEH ABME =|HE mf of2] ASME MEXOA =t =
AgLICt 33 oz HAETH HHO[EE|0] M ASME AFERILICE J2{H ONTAP S2{AE0M

O|F QIZSMEZ AbN|E £ Q& L|CE.
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© AEE[X] HE[Xts AARE HMS Gt AES £S22 F7IE 5= UASLICH Astra Trident= 40| THE
AAZE MM 0|ES XI’“OPII o

CSI Trident2| 20.04 22|A= ONTAP HHAIC0f| CHE AARE HMZ SHO=Z #a|gd = U= 7|%% |"-°“-| Ct.
Mt AEZ|X| BE[Xte HA|E FRIE £50F Holst= Cf

USLICH AAZE FYHM H2|E A UASSIEZ, AAZE HMS ’éOP'I' o ol AE2|X| ElE1J‘E101| et =3
o] BROHK| dSLICt. ot AER[X| SR{AEO| tist AMAE XIFE HelQl IP7L UAs AR ==0f 2t
Mgt 20 MEStE Xt el S X[F L.

@ CSI Tridentt| 2t LHE LY V| Mol SX 22[E AT 4= JUSLICEH 2AXH =E7F NATEDZt OHAX|
2Holst= Z10| ZLEfLICE.

o
FIMX 74 82 ArE9l{oF BLICE ChZ2 WA= Folof of LTt
{
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",
"username": "vsadmin",
"password": "FaKePaSsWoRd",

"autoExportCIDRs": ["192.168.0.0/24"],
"autoExportPolicy": true

0| 7|s& A& % = SVM2 —?—E wAHO| = CIDR S5(0: 7|2 AAZE YM)Z 5| 8ot=
() dzrzeqams M A SiEl AXBE 3ol gli=x] Sel2Hot ELiCk Astra TridentE 912 SVM
18 Nethppol 2% 2 AIRIS 24 U2 AAS.

CtE2 flo] olE AHE3HH 0] 7|50] 2tSst= g4l tish LIt

* autoExportPolicy 7} =2 HMHE| JELICH true. O|= Astra TridentZ} Of| CHSE AATTE HMZ MMBICH=
Z4S LIEPHLIC syml 2 AFEBL0] 7] 271 9 AK|Z2 A2|EHLICH autoExportCIDRs £4 22, 0|2 S0

UUID 403b5326-8482- 40dB 96d0-d83fb3f4daec I 7t U= HASE ALEE £+ UELICE
autoExportPolicy & 2 MY ELICt true 02k WAZLE YMZ MMBILICH trident-403b5326-
8482-40db-96d0-d83fb3f4daec SVMOA].

* autoExportCIDRs & 28 SE0| ZaE|0 QJELICH o] ZEE= ME] AtS0|H 7|2 O 2 ["0.0.0.0/0",
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YA E S2t0|AE PO gt HAZE YM FAS WHoIH, AHot= 2} L =0f Dol StLte| 72l AFSELIC

AHIO|EE £~ UJELIC autoExportPolicy U autoExportCIDRs HHoll = = OFE Z0f| AFEEILICE 7|&
CIDR2 x}Eog ZtE|StALE AH|SHE BA =0 A CIDRE F7He & UELILCE CIDR° AHE M= 7|&E HEO|
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sfolgt 4= QUELIC tridentctl EEE

./tridentctl get backends ontap nas auto export -n trident -o yaml
items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

= C 7t Kubernetes 22{AE{0f| 3=7t%| 10 Astra Trident ZIEZ2{0f| SE&|H 7|Z A= 9| LYHLYT| HAO|
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version

storageDriverName

backendName

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password
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of7H = Ad 7|22k
svm AtEet AEE|X| 7HA AL CH SVMO{|A| IHYE H2
managementLIF O|(7})
K™= ASLIC
igroupName A2 SAN =E01 cHgt igroup?l “MZ= - <backend-UUID>"
o|ELICt
storagePrefix SVMOA M EES Z2H|NHLS nf "MBFR"
ANEEl= T ':Al‘ Yot 20=
HHO|EY £~ gli&LICt
limitAggregateUsage A 0| o| H|ES X2tstH COIRNMOR MEE|X| §I)
T 2H|X'J0| ATigtL|CH ONTAP *
£ Of0hE FSxOfl= * 7 M| X|
FSLICEH
limitVolumeSize QHEEI2E 37|71 0| gtELt 2 32 “(ZIEXNOZE MEL|X| &48)
g2 o] AojgiL|Ct.
lunsPerFlexvol FlexVolZ Z|CH LUN &= H2|[50, “100”
200104 QLofoF BfL|C.
debugTraceFlags 2X| sHZ Al AHEE C|HO null LI Ct
S JLICE off: {“api”false,
“method”:true}
nfsMountOptions #HZ A2E NFS OIRE 8M v
SEQLCt
gtreesPerFlexvol FlexVolg Z|CH gtree, B¢l [50, “200”
300101l RLojof &t
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o7 HAL|Ct, *
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E> useREST </code> 112 Al

* useREST E2HM X £517} ot HIAE 2tZ0)| HEE= 7|= 0|2 E7|2 MSELICL E 2
MHSE AL true, Astra Trident= ONTAP REST APIE AM26t0] Bl Eof EXBtL|CE, 0]
7|52 AHE5I2H ONTAP 9.10 O| A0 HRSIL|Ct St AF2E|= ONTAP 23! gtof| of cHst
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vsadmin 2 cluster-admin &g

* useREST = MetroCluster0Ol| A X| % X| &L},

ONTAP Sz{AE 2t S4I5t2{H Q15 U7 tH-E MSsHOF LTt 2ot 291 o= AX[E ASMe| ALEXt 0|
/B A QLA L}
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NetApp ONTAP EiI=0fl Amazon FSx2 A5t 2R 2 X|HSHX| OHMA|L
limitAggregateUsage DN . & S2IYLICH fsxadmin X vsadmin NetApp ONTAPE
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(D ASoIX DHIAIR debugTraceFlags 27 812 L XAgt 21 Y7t Bast Z2E HLlshD
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encryption

securityStyle
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unixPermissions
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"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "customBackendName",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},
"svm": "trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",
"nfsMountOptions": "nfsvers=4",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

£ ontap-nas % ontap-nas-flexgroups O|Ml Astra TridentZt MEE AHAS AIESIH

snapshotReserve Percentage ¥ PVCE Flexvolll 3A7|E Z2HIEA| X|™ELICH. AM2XI7b pvcE
SMSIH Astra Tridents M AHME AMESHH O 2 37tE 71X HE FlexvolE HHYLICL. O]
AMZ Sl AEX= pvcOlM 2T MY| Jt5 37t &dHEY £ JA0H YE J7HEL N2 32
atesh & QELICH. v21.07 O|HOlE MRXM ALHAE HZE Z7H2 5032 St pvc (Ol: sGiB)E
(eRs -y [[H MI| 7tset 37t2 2.5G6iB0| SoeLICH. AMEXL 2Fst A2 M| =EX 07| wERLCH
‘snapshotReserve O HHE S0 ZEHEILICE Trident 21.078 AFESIH AEXIF QESH= 20| MI| It5T
S7t0] 11 Astra Trident?t 2 He|BLICE snapshotReserve MA| 22| HHEEE HA|ELICH o= HEE[X]
9§$L|E|' ontap-nas-economy. 0| &5 &AlZ He{H L3 0|2 HZSHYAIL.

AM

rlo

CtZa Z&Lct.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, & 2& 37|= 2/.5=10GiBO|11 A2 7ts%t 37|=
5GIBILICE. O]= AFEXIZE PVC QEOIAN 28T ZAUL|CH E Z=IBLICt volume show BHE 0] KXt FAFSH
Z1tE EA|Hof ghL|Ct,
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Vserver Voelume

Aggregate state Type Size Available Used%
_pvc_B89f1cl56_3801_4ded 979d_034d54c39574

online RW leGB
pvc_eB8372153_9ad9_474a_951a_@8ael5Selcdba

online RW

2 entries were displayed.

O™ MX|0f| M 7| & A== Astra TridentE Z12|0| =2 mf fI0f|AM dETHHE S &S TEH|XJELICH
20| =517 Hof| Mot =5 22 HE AFA S 2ESH | fId 282 37|1E =HdoF LICL olE &0, 2GiB
PVC7t @l 22 snapshotReserve=50 11 A1, M7| 7155t 271 1GIBE MS5t= 2&0| EMHUSLICE 0|2
£0{, 252 3GiBZ Z=H3sIH o Z2|#|0|M0j| 6GIB =52 M7| 7t5 Z7t0| 3GIBE HEA|EL|CH

A2 4ol of

)14
ot
rr
oN

@ TridentZt /= NetApp ONTAPO|A Amazon FSxE At 2 IP =24 M LIFO| CH$t DNS

0|2 XIFst= Zo| ESLICH.

Ol= %4 dHAlE AMO| O|QL|CH clientCertificate, clientPrivateKey, ¥ trustedCACertificate
(MEE = A= CAE A8tz 2 ME Aleh)= o MRATLICH backend. json 22|10 2f2F S2I0|YUE QIB M,
el 7| A= =~ A= CARJAB M| baseb4Z AT E S AHEELICE.
{

"version": 1,

"backendName": "DefaultNASBackend",

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",

"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRl1c2NyaX",

"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",

"storagePrefix": "myPrefix "

ontap-nas At& L{ELH7| FHO| Ql= =E10[H
Of 0|0l M= Astra Trident?t S& AALE FYHMI AESI0 HAARE YIS NHFO= Mot 2E|SH=F X[ASt=

S 2o ELICE 0] 7|52 o CHHM = S| 2SELICH ontap-nas-economy ¥ ontap-nas-
flexgroup E2I0|H.
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1la",
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

ontap-nas-flexgroup S2t0|H

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"labels": {"k8scluster": "test-cluster-east-1Db",
ontap-cluster"},

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

ontap-nas IPV6E AM&5H= E2H0[H

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "nas ipv6 backend",

"backend": "testl-

"backend": "testl-

"managementLIF": "[5c5d:5edf:8f:7657:bef8:1090:1b41:d491]",
"labels": {"k8scluster": "test-cluster-east-la", "backend": "testl-ontap-

ipve"},
"svm": "nas ipv6 svm",
"username": "vsadmin",
"password": "netappl23"
}
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ontap-nas-economy =2H0[H

"version": 1,

"storageDriverName":
"managementLIF":
"datalLIF":
"svm": "svm nfs",
"username":

"password": "secret"

7t 2EE2[X| E9| WAL o

"ontap-nas-economy",

"10.0.0.1",
"10.0.0.2",

"vsadmin",

Of2i EA|E! MZ o= Mol MM o Z2 BE AEZ|X| E0f gt EX 7|=2Z40| M™EIL|C} spaceReserve
(o)

S, spaceAllocation HAY E2

HolELILt.

% encryption AXNY mf. 7td AEE|X| E2 AEZ|X| MMHof

Ol o= YR AEE|X| EO0| AIHAMOE MHEILICI spaceReserve, spaceAllocation, ™ encryption 2k
AN LR F0| 2o dH™E 7|22 FolSL|Ch

ontap-nas E2t0|H

{
"version": 1,

"storageDriverName":

"ontap-nas",

"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",
"password": "secret",
"nfsMountOptions": "nfsvers=4",

"defaults": {

"spaceReserve":
"false",
"standard"

"encryption":
"gosPolicy":

by

"labels":{"store":"nas store",

"region":
"storage": [

{

"labels": {"app":"msoffice",

"none" ,

"k8scluster": "prod-cluster-1"},

"us east 1",

"cost":"100"},

"zone":"us east la",

"defaults":

{
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"spaceReserve": "volume",

"encryption": "true",
"unixPermissions": "0755",
"adaptiveQosPolicy": "adaptive-premium"

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"app":"wordpress", "cost":"50"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels": {"app":"mysqgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

ontap-nas-flexgroup =2t0|H

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
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"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"flexgroup store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [
{
"labels":{"protection":"gold", "creditpoints":"50000"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"protection":"gold", "creditpoints":"30000"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels":{"protection":"bronze", "creditpoints":"10000"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",

"encryption": "false",

"unixPermissions": "0775"



ontap-nas-economy =20[H

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance",
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"creditpoints":"6000"},

"labels":{"department":"legal", "creditpoints":"5000"},

"zone":"us east 1b",
"defaults": {

"spaceReserve": '"none",
"encryption": "true",
"unixPermissions": "0755"
}
by
{
"labels":{"department":"engineering", "creditpoints":"3000"},
"zone":"us east 1lc",
"defaults": {
"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"
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"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

—

BHollE £ StorageClassesO| DHZ BfL|C}

LIS StorageClass B2|= {2 7t AEZ|X| 22 HEYLICL E ABYLICH parameters.selector HEOA
Z} StorageClass= 2852 @ARSH= Ol AFBY = /U= 71 22 = =LICL MEIDH 7t Z0| 280] ™ol=o

ALt

* X Hmf StorageClass®LICt (protection-gold)= & A MW & Huj 7HA AE2|X| Z0f| Oj T E/L|CH
ontap-nas-flexgroup HAEQ} O X HUY| 7t AER|X| E ontap-san A=, SEH ES J|52
H3sts RYet S|LICH

* &= M StorageClass®LICt (protection-not-gold)= HIA Al HIY, 1| HIY 7hAF AE2|X| Z0f
OHEEILICE ontap-nas-flexgroup HA = BHAE B M| HIY 7 AEE|X| Z20] JYELICH ontap-san
e, F 0|29 Hz &2 H3dh= et S/LICL

* M| ™ StorageClass®!LICt (app-mysqgldb)e Of|A U HIY 7tA AEE|X| E0| OfZ ELICE ontap-nas Of|A
SHAl= 5l M| I 7t AEE|X| E ontap-san-economy WA= mysqldb F& ol CHSE AEE|X| & AMS
N3ot= Yt ESLLICH

* 4| 1™ StorageClass®LICt (protection-silver-creditpoints-20k)e 2 Ml HIY 7tA AE2|X| Z0f
O ELICE ontap-nas-flexgroup 2 HAIE 5! = HI| JtA AEZ|X| Z ontap-san HAI=. 20000 2R
ZRIENN SE 2E HE3 7|5E MSdh= et SYLICL

* CHA M StorageClass®ILICt (creditpoints-5k)= 2 & HY 7t AE2|X| Z0f| 0 ELICH ontap-
nas-economy O[A] BHAIE S M| XY 7tA AE2|X| F ontap-san HAE, 5000 F2|X EQIE U= FLT
= MH|AQIL|CH

Astra TridentZ} MEdSH J7HAF AER[X| 22 ZHStD AER|X| 7 AFEE S| FLICL
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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NetApp ONTAPE Amazon FSx2} &7 Astra TridentS
AMESIAAL

"NetApp ONTAPZ Amazon FSx"= NetApp2l ONTAP AEZ|X| & H|H|7} HZ26H= IHY A|AEIS AsHst 0
AalTh £ QU= HHSHA| 22| 2= AWS AH|AQIL|CH NetApp ONTAPR Amazon FSxE AtE5tH 253t
NetApp 7|5, s U 2| 7|52 &8st= SAl0, AWSO| HI0|HE XMESH= 7HHd, TIFd, Hot Mg a8e
+ UASLICEH FSX= ONTAPL| ChFot It A|AR! 7| st 22| APIE XA RL(CH

ol A|AEI2 Amazon FSx2| =2 2|AAO0|H, O|= ALl ONTAP S22{AE{QF SAFEIL|CEH ZH SVM LHO|| A T

A AEIOf ThUat ZEGE XZESH= O|0|E ZAE|0|LAQ! StLt O| &2l EE2 AT & USLICE NetApp ONTAPE

Amazon FSxE AtEstH 222 =0|M Data ONTAPZL 22 ﬂf%! *lﬁ%'QE MSELICH M2 T A|AH
{HE * NetApp ONTAP * 2t BHL|LCt,

NetApp ONTAP-& Amazon FSx2 Astra TridentE AF23SHH Amazon EKS(Elastic Kubernetes Service)d|A{
A== Kubernetes 2 AE{7} ONTAPOIM X|2ldt= 8 X I 4 2ES T2H[NIY & JUSLICL

ONTAP I} A|AEI2 Amazon FSx A

Xt uido] &=l Amazon FSx It AI*E“OH MMEl 222 TridentO| A AHF|E 4 i&L|CH
PVCE 4H|5I2{H ONTAP KXol CHet PV 2 FSxE &2 2 AfH|3H{0F 2L|Ct.

O] EXIE YXIotaH:

* Quick createS ALR310] ONTAP TH A|AEIS FSxS MASHT| DHIAIL. W2 44
AIZZ0|ME A5 HS AR £ 200 A4 HE M2 HTHHK AL

* BE MY S AE0ts 22 XS MY S HIZYSHALICE XS MRS HIZHSHSHH Trident=
FIMEQl =35 VY gl0| 252 43HE ANE = ‘ﬂﬁ'—lﬁf

O

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
O Disabled

Astra TridentOl| CH3H XtAM|S] LOHE &AL

Astra TridentE XS A3tz 22 Ot2liofl MSE B3 E AL85H0] SXISHYAIL.
* "FAQ £ EZSHIAIR"
* "Astra TridentE AHE5t7| 2/t A"
* "Astra Trident #&"

* "NetApp ONTAP& ONTAP, Cloud Volumes ONTAP %! Amazon FSxE 7Mst= 2 Al

* "Astra Trident £&"
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* "ONTAP SAN #oll= 24
* "ONTAP NAS #oll= 24

E2f0[H 7|50f| CHall XA[S| ZOtEHA|L "0{7]".

NetApp ONTAPE Amazon FSxO|A AF2EILICt "FabricPool" AEE|X| A|ZS 2t2|EtL|Ct. 0] 7|52 AI2SHH
CIO|E{2| HM|A HIE OfFof w2} C|o|EE AIB0l MEE = AL

Astra Tridente ot CHZ AMlE ZHOZ O ASILICH vsadmin SVM AFEXL L= ST Het2 71Xl CHE 0| &9
A2 Xt NetApp ONTAPE Amazon FSx0ll= 7t U&LICH fsxadmin ONTAP°| MgtE WA AR XHULICH admin
S AE AEXt E AF26HK| Qe 0| £EELIC fsxadmin Trident?t Y= AF2XF vsadmin SVM AFEXE O B2
Astra Trident 7| S0f| M A S 5~ JESLICE.

cajo|t]

CtS E2t0|HE ARSI Astra TridentS NetApp ONTAPE Amazon FSx2t E8tet 4= QI&LICEH

* ontap-san: Zt PV Z2H|X'd2 198t Amazon FSx for NetApp ONTAP 25 LH0j| U= LUNYILICE

. ontap san-economy:Zt PV ZZH|X'd2 NetApp ONTAP = &0 CHSH Amazon FSx& 74 7Hs$H LUN
£ 71EI LUNQILICE.

* ontap-nas: 2 PV Z2H|X Y2 NetApp ONTAP 50| CHet MH| Amazon FSxQLICE.

. ontap nas-economy:Zf PV ZZ2H|X'H 2 gtree0|H, NetApp ONTAP =2&& Amazon FSx& 74 7tsot
Qtree =7t AUELICE

ontap-nas-flexgroup: 24 PV ZZH|X Y2 NetApp ONTAP FlexGroup =&01 CHet HA| Amazon
FSxL|CE.

Astra Trident= 5 7HX| 915 R EE H[SEL|CH

M 714 Astra Trident= SVMOI| 2X|El QIS ME AHE5H0] FSx Tt A|AES| SVMF S4I8L|C.

|t 2 AFRE 4= JELICt fsxadmin IFY A|AH EE= O] AFRXIRILICH vsadmin SVME 26l

@ £ M83t= A0| Z&UICt vsadmin A AFEXIJLICE fsxadmin HAEES FLEYLICE Astra
Trident= O] AFEX} 0| St A= E AFESH0] FSx IH A| AR} SAIBL|CY,

XA SE 7|2 Aa S A 7|8k S 2Hol| 0| S5H7| 2l 7| E MAMEES ACI0|EY = AFLICH 2Lt o Hojl
StLtol Q15 WP X|MEL|CE THE 915 YHo = Tetdt2{H MWl H0l|M 7|E LS ®H8HOF SfLlct.
@ XA SBo AISM * & ZF MSota 1 5t 74 o] = 0]l 21F L0l MSEh= L7t
LHsto] Mol g0l Amgti|ct

2150l chet Xt

* "ONTAP NASZ X|glgtL|C}
« "ONTAP SAN"
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21 APpl OfNTAPR Amazon FSxZ A0 EKSO| A Astra TridentE 31538111
MSH|C
mQst A

|Z Amazon EKS 22{AF L& XHH| 22| Kubernetes 22{AE] kubect1 AX|E|0f QUELICE

(s

°
d

* 2HAEQ| AKX L EO|M HEE 4 U= NetApp ONTAP It A|ARIE 7|= Amazon FSx X SVM(AEE|X]|
=]
* Of CHoll =H|El ZHX} = EQIL|CH "NFS B/ = iSCSI".

@ Amazon Linux & Ubuntudl| 2 23t L= ZFH| ttA|E [M2t0ofF L|Ct "Amazon Machine
Images(0t0rE Al 0|O|X])" (AMI) EKS AMI 80| 2t CHS LT,

CH2 Astra Trident 27 AFStE 2 XX SHAA| "07]".

THA|
1. & SILIZ AF23}0] Astra TridentS HYZESHL|CF " & B,
2. Ct2 1t 20| Astra TridentE RAISHL|C}.

a. SVMQ| &t2| LIF DNS O|E2 +HELIC}. o|E S0, AWS CLIE A5t E &&LICH DNsName O &1
Endpoints — Management ChHS HHES Aast

AlBHS -
-T--
aws fsx describe-storage-virtual-machines --region <file system

region>

3. 1B 2 I QABME S0 MX|BLICEH E M= B ontap-san WAE, FHZE "07|". E MESt= R
ontap-nas WA= EZ "0{7|"

Th AIARIO| HZE 4 Yl BE X0 SSHE ALRS10] THY AJAE(0]: Q1A AX|)oi
2 AISHLIC fxadnin S, I AIARS MAS 0f 248 1S

0| 22| DNS O|& aws fsx describe-file-systems.

4. ofzf oflofl FEAIE! CHE QIS Mt 22| LIFS| DNS 0| &8 AFE5H0] Molle md g MM StL|C}

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "customBackendName",

"managementLIF": "svm-XXXXXXXXXXXXXXXXX.Ls-XXXXXXXXXXXXXXKXXX.fsx.us—
east-2.aws.internal",

"svm": "svmO1l",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",

"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",

"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
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