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"id" .

id>/providers/Microsoft.Authorization/roleDefinitions/<role-

"/subscriptions/<subscription-

definition-id>",
"properties": {
"roleName":

"description":

"custom-role-with-limited-perms",

"custom role providing limited permissions",

"assignableScopes": [

1,

"/subscriptions/<subscription-id>"

"permissions": [

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"
’

"Microsoft

e"’

"Microsoft
te" ,

"Microsoft
d"’

"Microsoft
te" ,

"Microsoft

{

"actions": [

.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele

.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea

.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri

.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del
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ete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get

Metadata/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r

ead",

"Microsoft.

/read",

"Microsoft.

/write",

"Microsoft.

/delete",

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

Features/featureProviders/subscriptionFeatureRegistrations

Features/featureProviders/subscriptionFeatureRegistrations

Features/featureProviders/subscriptionFeatureRegistrations
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",

"Microsoft.Features/providers/features/read",

Features/providers/features/register/action",

.Features/providers/features/unregister/action",

Features/subscriptionFeatureRegistrations/read"
I
"notActions": [],
"dataActions": [],

"notDataActions": []
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kubectl create secret generic smbcreds --from-literal username=user

--from-literal password='pw'
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EREHRENBIGAER o FALLAAR « Astra TridentEEREN U EIREREFMTENetAppIR A ~ REEEA
ZRAGANFEYFAEES ~ WFBIEAS TR EMAE R P —EEEM FHEE L o A7 nasType B8 nfs ARG
Ef ~ Bin G ANFSHIREETERLE °

EEHIFRBERANFILL ER S EINEER « EREEREIEREE « BBR LERER R ERHIRER
HERIMRIEEE] o

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721ladd45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eebo6ct",
"clientID": "dd043f63-bf8e-fake-8076-8de9le5713aa",
"clientSecret": "SECRET",

"location": "eastus"



\)

#h2 : ERREEEHESRNSERBERAEE

1B iR4RRE BT HE Volume B it Azure eastus B Ultra REERM . Astra Trident@ BEIERZ MBS
IKEGANFRYFRA FAERE ~ W PEISE b — (@R & I E R & o

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de9%91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"serviceLevel": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"



AE—PRERE R ELE R EE—FFER « LEKE D Volume B RECETARE °

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721ladd45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eeb6cft",
"clientID": "dd043f63-bf8e-fake-8076-8de91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"serviceLevel": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"

"virtualNetwork": "my-virtual-network",
"subnet": "my-subnet",
"networkFeatures": "Standard",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "500Gi",
"defaults": {
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"snapshotDir": "true",
"size": "200G4i",

"unixPermissions": "0777"



#h4 - ERHEEF AR

IR IRBREFEE—EETEESEHGTER - ELASEREEEZERNEMNREELR « MEAREE
7EKubernetes I AR ELEE RV GEFLERIEF « EREA °



"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%9le5713aa",
"clientSecret": "SECRET",
"location": "eastus",
"resourceGroups": ["application-group-1"],
"networkFeatures": "Basic",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"labels": {
"cloud": "azure"
by
"location": "eastus",
"storage": [
{
"labels": {
"performance": "gold"
by
"serviceLevel": "Ultra",
"capacityPools": ["ultra-1", "ultra-2"],
"networkFeatures": "Standard"
by
{
"labels": {
"performance": "silver"
b
"servicelLevel": "Premium",
"capacityPools": ["premium-1"]
b
{
"labels": {
"performance": "bronze"
by
"serviceLevel": "Standard",
"capacityPools": ["standard-1", "standard-2"]
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HEEER

BTFAA storageClass E&FmASh LitfEFEEIRM

EFRMEEHIE R parameter.selector e v

M parameter.selector ERAIUBEEREIEE storageClass ARNEHEIRERNEREER - ZHRE
SHEFFENE RN ERSEREE -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMBHHR & HYE EEEH

R nasType * node-stage-secret—-name M ‘node-stage-secret-namespace REI 3EESMB

W& ~ WiRHFrERActive DirectorysBs5 &} o



A1 © FERan R ERBE AR

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

52 : SEmHERERTRKE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

43 | BEHREERTENEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

12



@ nasType: "smb" ZIESMBHAIREEREETESS © nasType: "nfs"' X nasType:
"null" NFSEE&EAIEREESS o

FEAVEEI
BiURIREBEZR - SFRITTIEa< -

tridentctl create backend -f <backend-file>

INRBIHEII KR ~ RMBIHERARE o EEILIIT T < RIgMRECER ~ LUHIETREA :
tridentctl logs

A MAEEAARRIENEEZ % ~ ERIUBR#ITcreatedn < ©

HEGCPEIHRELECVS

BECloud Volumes Service FRUN{EI{ERFriR HERIERFIAERS ~ AF5E R Google Cloud
Platform (GCP) HINetAppIhfE (CVS) =RTEZAAstra TridentZEERIE IR o

BEfZAstra Trident¥iCVS for GCPHIZ &

Astra Tridentz 1ET8:8 CVSIRFF BT AonMIELIERE "GCP" o HimCVSARFZIER! A sFHVR/IMEAA « Astra Trident
AR HEEFN100 GIBRICVSHEIREE o FIE ~ iR ERAVHEERE &/ N ]R/NVA/N ~ Trident® BE13217100 GiBRARE

CEENER
WESERAER "HEAR Google Cloud Cloud Volumes Service" i « (MEETFIEE :

* {EFNetApp CVSERERIGoogle CloudiRF
* Google Cloudik & FYZE Z4R5%

* Google CloudfRFEIRE netappcloudvolumes.admin A
* CVSHERFEIR P APIEIRIE

BimAHRCEEIE

UMNEBIRAHREEEIE « (2R TR -

2 SIElE TEER
version KIEA1
storageDriverName HEEENIE BB TGCP-CVS]
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

2% s ER R
backendName TR R IR GG [ + APISIRH—
i)

storageClass FEFHEE | EEEE nardware  (
MHERIEIE) 2 software (CVS
ARF5EAEY)

projectNumber Google CloudiR P BEZ4RR o LA
B]7E£Google Cloud A DAL E B
El -

apiRegion CVSIRE &I o 5 BB IRl B AR
ERYES o

apiKey #Google CloudBRF$1IR A APIE %

netappcloudvolumes.admin A
& : HEREEGoogle Cloud iRk
FHEEZRIERE (BFERIEIR
4EREHE) AYJSON-RIAE o

proxyURL Proxy URL (MIRFERIEREAREEA
BEEAZZECVSIRE) o ProxyfalfRss
BILLEHTTP ProxyZ{HTTPS
Proxy ° ¥*HTTPS Proxy * & Bki&
BEREREE « LA EFEProxyfRARZS
FREREZENESE - TZIECHK

FEEERIProxy{aARES ©
nfsMountOptions FEAMIZEHINF ST &y 8818 © "nfsves=3"
limitVolumeSize MR EREEE A/ NS LEE - " (FERRAFRHIBIT)
=Pl
serviceLevel MGIEECVSIRFEERR - BLEE  "IEE"
BiE TE2#E) ~ Tk M TR
1o
network AR CVSHiEREAIGCPAERE [¥85% 1
debugTraceFlags SRR EFRNEEEZ o & null

Bl : \{"api":false,
"method":true} ° BRIEMIETEHE
1TREEE R R B S ARV BR 1A

EN ~ T[RISE/MERILLINEE ©

NEFERHZMVPCHEE - MEEE projectNumber ] hostProjectNumber #AJBISE © IFEEB N T
projectNumber EARFEEZE + LUK hostProjectNumber 2 EHHZE o

o apiRegion fXZFAstra TridentZZIICVSHiEEMGCPEL - B EEEKubernetes#E &R « 7T EIICVS
H4HEE apiRegion AIAREZEGCPEIFIMEIE FHIEN TIEEH - HER - BEIAREGESLTEINLZ
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s FERAEEIREFE  f89StorageClassE&EBAMN allowedTopologies MBABEZFIEE
15 o B0 -

- key: topology.kubernetes.io/region

values:
@ - us-eastl
- europe-westl

* storageClass 2 ¥ ~ AJARENMEN2H "CVSARFEIEEL" o IR UAREMCVSHR
TRARRVhIETTIESE (storageClass=software) SHCVSIISEARTEFETEY
(storageClass=hardware) * i&se IridentfEsRERBIINGE o SATRAMEE apiRegion i
HEBEMCVS storageClass ERIRERT ©

@ Astra Tridentf3Google Cloud t NEMCVSIRFFIEEE S « 8— B RAIERINEE « FEARIEXE
X TEEE o Trident SE2 18 CVSHAEARFSEEER! ~ MKRTERA(ER o

BERIHEEEE—Google Cloud@FPREMIFE - HEETHMENRIUMIFE « ErIUERH B o

TR AT RSB RS IR @ B RS TE T7ERIE « LUERITAR A S EVolume 25 I o 552 R THIHERREER) o

2% s AA He%

exportRule FHAE &I E L FRR r0.00.0.0/0
snapshotDir 7FHY . snapshot B#f "fR"
snapshotReserve FEARBAHEE T DL " (3 CVSTEREA0)
size FTRERRE R AN r100Gi

o exportRule BABEUERDMRAVEE « LICIDRERRESHEAARIPVAIIL S IPvA FAEER4EE ©
HETECVS Google Cloudf&im HEIFIFTAHREE - TridentZEEEE R LA EREER

@ BB RFHIRE - FFEESIUERSERTFERMNIRR - URHEFERNFEINMRE
HiR& D4 - ERREBERRERTRUEN—ERBIRE - AEERDHIRERISGE

A1 RITHERS
EREHRENRIFARS o

—_

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
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https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
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https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
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https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US

"private key id": "1234567890123456789012345678901234567890",
"private key": "----- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507)Y9m\nznHczZsrrtHisIsAbOguSa
PIKeyAZNChRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGZz1zZE4JK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kw
s8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGzZ
1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX50jY9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507YIm\nznHczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4jK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3b1l/gp8B4Kws8zX503YImM\nXsYgbgyxydzq701lwWgLwGa==\n-—---~- END PRIVATE
KEY-—-—- N
"client email": "cloudvolumes-admin-salmy-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}

orm

g2 . EFECVSARFSIERIAERS

IEEE AR EREARCVSIRFFER I RIRES « ILARFREERN
UKEDERRE -

RRAEHNTIFaH - RIHEE/PEMEE
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"storageClass": "software",
"apiRegion": "us-east4",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "--—--- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHezZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jJK3bl/gqp8B4Kws8zX50jYOm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGzZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/gqp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50
jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/qp8B4Kws82zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
YAZNChRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4]

K3bl/gp8B4Kws8zX50]YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY-—-—- \n"
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}
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A3 | B—ARFSERAERS

IEEEHIEE B IRIEZE « Ol ERIBEEAZEGoogle Cloud us-west2&1g,FFf7A HAstra TridentZZ 7 AIETFRME ©
IEEEHIt ZEERAIFAR proxyURL TERBIRAHRERES o

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "--—--- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX50)Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3b1l/qp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3b1l/qp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/ap8B4Kws8zX507Y9m\nznHczZsrrtHisTIsAbOguSaPIKeyAZNChRAGz1zZE4JK3b1l /qp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3b1l/gp8B4Kws8zX507Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX50)YIm\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNChRAGz1zZE43K3bl/qp8B4Kws82zX50jY9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3bl/qp8B4
Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/gqp8B4Kws82zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4]

K3bl/gp8B4Kws8zX50)YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY----—- \n",
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",
"client id": "123456789012345678901",
"auth uri": "https://accounts.google.com/o/ocauth2/auth",
"token uri": "https://oauth2.googleapis.com/token",
"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",
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"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

by

"proxyURL": "http://proxy-server-hostname/",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "10T4i",
"serviceLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "5",
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"size": "5Ti"

g4 | ERHETF AR
I EE BT R R T B SR EM R IR E BIER storageClasses HEIBSE o

£ FEFImREMNRIFERET « EHEMARENFEFERNRERENTERIE snapshotReserve 5%

exportRule £0.00.0/0 - [ERFFEEETETESR storage @ ° EULEAIF - SEERINVREERNES

B1TsRE “serviceLevel fIHELEE R T B R TERME °

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "----- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE437K3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1z
ZE45K3b1l/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s8zX5073Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
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ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/gqp8B4
Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/gqp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4jK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3bl/gp8B4Kws8zX50])YIm\nXsYgogyxy4dzg701lwWgLwGa==\n--—-- END PRIVATE
KEY--—-- \n"
"client email": "cloudvolumes-admin-salmy-gcp-

project.iam.gserviceaccount.com",
"client id": "123456789012345678901",
"auth uri": "https://accounts.google.com/o/ocauth2/auth",
"token uri": "https://oauth2.googleapis.com/token",
"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",
"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"
b
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",

"defaults": {

"snapshotReserve": "5",
"exportRule": "0.0.0.0/0"
}o
"labels": {

"Cloud" 3 "gcp"
by

"region": "us-west2",
"storage": [
{
"labels": {
"performance": "extreme",
"protection": "extra"
by
"serviceLevel": "extreme",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10",
"exportRule": "10.0.0.0/24"



"labels": {

"performance": "extreme",
"protection": "standard"
by
"serviceLevel": "extreme"
by
{
"labels": {
"performance": "premium",
"protection": "extra"
by
"servicelLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10"
}
by
{
"labels": {
"performance": "premium",
"protection": "standard"
by
"servicelLevel": "premium"
by
{
"labels": {
"performance": "standard"
by
"servicelevel": "standard"

T%StorageClassE & A5 LiEFEIREAM o {F parameters.selector HIF  EAIUAE
{EStorageClasstsE AR & & Volume I E#RIERE - 2 E G EFIENE RPN EESERERT

% —{EStorageClass (cvs-extreme-extra-protection) HEEFE—EERFEFE R o EEH—I2HiK
BBE ~ REBFREERB10%NERM o RE—(EStorageClass (cvs-extra-protection) EEHIZHIRER
B10% R ERIEFEIRM o Astra Trident REZEUAME E T » WHERTTSIRIBREBENK o

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:

name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-premium
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass



metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

2 NRIE ?
BiURImEREZR - FRIT T Ya< -

tridentctl create backend -f <backend-file>

MRBIHBILRM « RTRIFERARE o ERILBIT T e < RigfMRsch: « UHEIRE :

tridentctl logs
RIS IEAHREAERIRRE 2 8 ~ R LAB R TTcreateds < ©

K ENetApp HCI — B~ R EIN5eEYSolidFire &1
RN (I TE L8 Astra TridentBF 2L REBTTERIE o
CRBNES

* TENFEERS - oJHITElementEEE o

* 124 NetApp HCI / SolidFire2 £ EIR Bl A EAE RIS - UEIEHIEE o

* IXFRAERIKuUbernetes T{EENBLEREX LB ERISCSIT A (A2 "T{EEBLEEHEE" o

TEENEREN

° solidfire-san EFRBIHIERNZEMEVolumetET | FEZREMEIR o BN Filesystem HIRE
B ~ Astra TridentZ B R BRI ER R o IERARIEE HStorageClassisRE °

EEEhiEy EEimE Volumet&z SHENEFEIRELR TIRRIERAR
solidfire-san iISCSI &1 rwo » ROX ~ rwx HBIEZERL o RIAE
REEE o
solidfire-san iISCSI &% rwo » ROX ~ rwx HEIEZERLT - RIBE
IREEE o
solidfire-san iSCSI IEERG Rwo ~ ROX xfs > ext3 ™ extd
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BEE
iSCSI

solidfire-san

Volumet#z{ SHENEFERELR SIERINERARR
CEEN Rwo » ROX xfs ™ ext3 ™ extd

Astra TridentfE B 1L a3 W csiE B BIZ P EHECHAP « IR IFAMNIECHAP E2 T

®

csi) HITAR(E)

FACHAP o B[RS "55iEE" o

O

%:,EU AccessGroups Ej?, UseCHAP Egilri N

BATYHEP—IERA

* MNREFERMAE trident EAEIFEEHA ~ FRFEEE o
* MNERFKERFIFEEEZE - HKuberneteshkd<%1.75( E#hk4s « BIEEACHAP o

BimrHRGEEIR

T RIRERER « F2RTR !

W

#

version
storageDriverName

backendName

Endpoint

SVIP

labels

TenantName

InitiatorIFace
UseCHAP
AccessGroups
Types

limitVolumeSize

debugTraceFlags
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SALEIL)
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AIERECE R

SRHHHRIFEERNEEEE o &
;@J : {"API": B~ THZEL :true

BIRRBE—DERE - BRIARTE UseCHAP A BHERERACIECsi Tridentfs

VolumefZEXE+4H{E€= Astra TridentPV{E47IEcsiZRABS2 15 o EAstra TridentsZ2EALL lcsiy EE
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(D #7ER debugrraceFlags BIHEEARBHHRIL BEHRIEIHAED o

HIRFrBZIHERE - Astra Trident@fEfEF SRt _ERIPRARERACER « | EIHEAMH
@ FLUN - fFFEES A UERSEREFEERMNRE « TRFEFERhPRINFAEHIREED
#H - EERBRBRIFERPREN—ETBIRE - AEEDHIRRSGE

ZH1 : B9BIRAERE solidfire-san = TBHIEE AR MVERENFE D

BB RERCHAPER BRI RIRIESRE « R ABIEQoSHFREN =T Volume ARUEEY o [RAIAEE EFHiH
7R ~ UMEERARERELELRR tors #EFHERZ2H -

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"labels": {"k8scluster": "devl", "backend": "devl-element-cluster"},
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 10000} }]
}

P2 1 WRIREETFLERAERE solidfire-san BRBIENERERFFE R

IR ERERHEERIRENBRESER « MRS BEHIStorageClass °

£ FEFTRERAIEIRERIER - FHEMARENHEERNREHENTRRE type #R - BRHFEESR
EFRES storage BRR o TEILEAIT  ALHEERNERTECHEE  FLERHISER DRRENE

RiE °
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}1},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 100001}}7,

"type": "Silver",
"labels":{"store":"solidfire", "k8scluster": "dev-l-cluster"},
"region": "us-east-1",
"storage": [
{
"labels":{"performance":"gold", "cost":"4"},
"zone" :"us-east-1a",

A type" . "Gold"

"labels":{"performance":"silver", "cost":"3"},
"zone" :"us-east-1b",

"type":"Silver"

"labels":{"performance":"bronze", "cost":"2"},
"zone" :"us-east-1c",

"type":"Bronze"

"labels":{"performance":"silver", "cost":"1"},

"zone" :"us-east-14d"

% StorageClassE &R Ll B FEFE RN o fF/ parameters.selector I - FEStorageClassE
I 0L IR L B FR B R A AT AR AR AL S Volume » IR @S S EFMENERE FAPEERSEER °

% —{EStorageClass (solidfire-gold-four) RHHEEF—(ERERFEEFERN - EEM—IREEERMGEN
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BHIFEAM volume Type Qos &4k ° &RE—fEStorageClass (solidfire-silver) BEHEMIRHIERIIBEDN
BIFEIRM o Astra Tridenti$ R EZERHME E#HEFEIRM - LRERSHERNK

27



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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Astra Tridenti2 (i TEEEONTAP EIhAEZRERE ST IR AV IR

A
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@ NRCESRRR M TR MR - RIRELR TR  MAEHERREPRMUSERRS X -

5 Rt k)

Astra TridentEEESVMEBE/HEHETIEEMTEER « ZFEEONTAP & InETET - BEREATELAEEN
ZEAME ~ HII0 adnin 3 vsadmin © & O FE{REIRIRONTAP M IBRR A RIFEIEES « BB KRR Astra
TridenthR A FISE R AIHAEAPI o AR B INZ 2B AAE ~ M ElAstra TridentiBECER ~ BFREZRE

}Eﬁ o

& imE ZE A0 TFR -

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "secret",

ALt BIRE RS — L,(%@Y—?—ﬁﬁ—m nﬁEI’JT_LE B RiRZ % - FHERE/EIET L Baseb4iRhE  LiETF
AKubernetest®: o I /EH&InE BHEREENNTSER - Bt ~ E2—B4IEIEESIRF -
HKubernetes /{F#EFEIEEMIT ©

BB B ER
WRFIRA R IR AIAER R « WEONTAP ZE RSN - BinEREE =1

W

2o

* AR Im/&E | BPin/&:EHIBaseb44RiE(E ©
* ARIRFAE £ | B Z £i81Base644RIGE ©

* {S1EBYCACertifate : Z{S1ECAREHIBasec44RiSEE o MNRERSERICA ~ BIABIRHILBE - IR KRER
{S1EHICA ~ B ZBZHERIRE -

HANTERIZEE TR

1. %Eﬁﬁﬁﬁﬁ'ﬁnﬁ*ﬂ%f\ ELEEF ~ 8% Common Name (CN) (—f%%#E (CN) ) REAONTAP B85

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. BISERCAREFTIEONTAP ER(EH£E - ErIscCHHEAFERSRIE - MRKREMEENCA ~ HRBL
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP ZiE#E FZRAFIRERNERE (PW1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FEABONTAP IEMAZRBARE cert BT o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. EAEENREHIFERE - LLONTAP Management LIF IPFISVM&TEE X <SfManagement LIF>F<vserver

name> °

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"

6. fEFBase644RIE/R:E « IMAEENCARSSE -

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. fER E—PEUSHERIIER o
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

et fom e e
R e +F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R e ettt fessssssssssssesessososssssssssss o=
fmm===== fememema=a +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

femmmmmmmma== R e R
L e X

EHERE S AR AR

TR UAEFIRB R - UERARNEERRE S SRS EHDERE R o EMiER AT | EAERERE/EN
A RIRFE ERTAGER/REE ; (ER/REN RN EMAEAE QB - EEEEM - KU ABRIRANESR
7~ REBIMIGEREE /0% o AAMBEAENbackend. jsontEZ ~ HPEZERITHMNESRH tridentctl
backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

STIEETER « REEESNALENONTAP FAENEN (fIifBIOS) - FERRIRE
@ o EBIREER - RS ERENIEEERE - ARENRImUCLAMBVESE « 28H
REONTAP ZEEMIFREREE ©

EHRIEATTEH BRI HEENER « AT E 2 BRI MWHEEELR o IR IREHREETAstra
Tridenta] LLEAONTAP &Z & im@:N « W ARIER KA VolumefEE o

}5Eigroup

Astra Trident{FBigroup I EFrB ERVEEIEE (LUN) 1FEX - R EIEBEIEE B ImMigrouphs A miEsEiE

* Astra Tridentr] HE1E I K EIEEERImBigroup ° MR igroupName KREZFERIGERT * Astra Trident
BRI AMigroup trident-<backend-UUID> fESVM.E o Wt AIEREER IHER S ZEMigroup ~ I
ERIEKubernetesEiELIQNAY B ENETIL/MIBREE o

© ®E ~ WAIUERIHEZEPIRETESEIL Migroup o ERIMUERRTEMIEIEE i groupName 4ARES
# o Astra TridentZ§KubernetesEi%hIQNFHT1E/MIbx EFE S EERMigroup ©

W

FRAMNBEENEIE igroupName & igroupName BJLAERMIPE tridentctl backend update fEFAstra
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TridentB & B2 igroup ° EAEHETHEMINE L& &2 HIRERITFEY o RIRAVEAR A E I Migroup
Astra Trident?REZIE o

HEBEBFAYAstra TridentBl TERSFE EigroupRB S Kubernetes BEIEEMHFEEENRE
BIEMUE o Tesi Tridenty 7] BENFIIE A2 BRigroupIEEEIZEIQN ~ KIERSEEEIE o

@ 7EKubernetesIBIEEAERIAISVM (LU KkAstra TridentZ24E) B -~ FREBMigroupa] FER
¥tKubernetess= MMMV EE A G 2 H H =S ERMIgroup © LM ~ A BRE{RKubernetes
HEDHSESELERAE M —RIIQN o W _EFRIt « Astra Trident® B S1ERIEIQNBYFTIL EAFLER - AR
fEAEHEIQNT SE R SR EHFIEERA ~ WIEEFEERLUNMARIER ©

MR G Astra TridentsZ EAER TcsiBIRECETETN. ~ BKubernetesEiEEIQNE B ENHTIE Eigroup It H 72
bR o EENEEFTIE EKubernetes#= RS « trident-csi MEsEZPEPOd (trident-csi-xxxxx) TEHTIERIETES
L+~ BEReIMIINEIR @B ENRS o ERREIQNT @ FE E & IRRVigroup ° BRI « BRI KubernetesfliiB
BF ~ SEUEY—4B P BRI BREEMIBRIQN ©

R Astra Tridentili KA csiERACETE LA NMIT ~ BIZEFEEHigroup ~ B ZFKubernetesgz e E{E T
{EEIEEAYISCSI IQN © 1A Kubernetesz 28I EIRAIQNAZEHTIE Figroup © EHRM ~ EKubernetesE £ PRAVER
AhIQN 4B igroupFE Bk o

fFFAEMCHAPEREEAR

Astra Tridentr] LA {5 B € mICHAPESFEISCSI TIEMSEL ontap-san #l ontap-san-economy FRHIIET | EFE
B useCHAP ¥EIH o sRE AR "true’Astra Tridenti§ SVMHTER B BIZR Z 2 MR TE AL MCHAP « M REBIRIER
REERAELBIEE o NetAppZHEAERCHAPREREELR - FF2 R T5AHRREA

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

@ ° useCHAP B EMMEIE « FFERTE—X - ARERAR - BHEKAtrueZ® ~ EMEBEBHE
=1 ]
AR o

tEAM useCHAP=true » chapInitiatorSecret > chapTargetInitiatorSecret *
chapTargetUsername Fl ' chapUsername B{IAACBHERETEET - PTRUBHERZ % MRS
2B tridentctl update ©
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AR
BB E useCHAP BHE ~ fEFEIEEIETAstra Trident?E#7Z & In LR ECHAP © EE#E T5IIEE !

* 7FSVM_LEEZECHAP :

° IRSVMHTFERMEBIBR L2 HERAE FERRE) M MEREHRA EFERITRSFTELUN « Astra
Trident& AR L2 MHREIRA cHAp WARMER E CHAPRIEZSH B AR fER & AIBKE -

° YNERSVMEELUN -~ Astra TridentiF A Z7ESVM_EEIFHCHAP o St AR AR HIZZENSVM LB 1E1E
BILUN o

* RECHAPENEIZIA B IR ELBMRE ; B EBNATRIRARPIEE MWLEFRR) °
* BIEEPIIEAINt! igroupName FERIFHIEM o IRFKIEE ~ AIFERA trident ©

I BIKZ % ~ Astra Trident&Z I ¥ tridentbackend FCHAPHEZER EA(E & L TBETFEAKubernetesti
& o fAstra Trident{E b8 iR EZITRIPRAPV ~ ERGHAE I ANFLCHAP L ©

TEdEERE B R E A RIS

SR A BT RICHAP2 2R E#TCHAPESEE backend. json 183 | EHREEHMCHAPHK RN FH
tridentctl update SRLUARBISLEEE o

()  EHEIHCHAPHEE  OUHER cridencor] TR © H/DISACLIONTAP UIEHf
[ETFiEE LOVIDEREE) « EBAstra Tridentiik B L o
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e
f——— R +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- e it +

RAEMNEGTIERETE ; MRSVM_LHAstra TridentE 058 ~ EFSEERERARE - IEERERE
WEEEEER « MIRAERNFRSERTFIARS - FETEPVAVERI E/ER « REERERNEEER

SANZRREETEEAEEHIONTAP

BEARUN{AI 3B ONTAP Astra TridentZ22E 2R 12 17 K {5 FH 2 $ENetAppBISANERENFZ I o AEFIR 1B IRARRREEH] ~ L
TN {alig & s ¥4 FE 2= Storage ClassHIEEARE K o

2 =R EH FERR
version KIEA1
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W

#

storageDriverName

backendName

managementLIF

datalLlIF

useCHAP

chapInitiatorSecret

labels

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

igroupName

storagePrefix

limitAggregateUsage

=RER
HIFEEHIE N BB

ERIESEEIAE EZE

EEMIPAIHEHSVMEIBELIFEEIR
#2MetroCluster Y] « 4785
ESVMEIELIF o

FERELIFAYIPALLL o IPVEER
RO o SREBR AT

{EFCHAPER:5iISCSILUHEONTAP
AT EMSANERENIZ R ER[fR
{E]

CHAPRYENZZZHE o HERM
useCHAP=true

ERFIHR&AERISON-BIE
REE

CHAPE1ZENENZI 4 ZE o MBIEH

useCHAP=true

BAERERME - WERM

useCHAP=true

BIEERERTE - BEIFM

useCHAP=true

A A &ENBase644REE - AR

SEE 232% Ao A
REREUEREE

R P imthE & iR HIBaseb4ARIE(E
2 )Nk

Z{={ECAEREHIBaseb44RIE(E o 15
B o BR/RSERERS

BRERE/ SVMNERE RN - A

NGRS b

AR ERE/ SYMVERTS A0

EEANREFERKES

E(F 7 SANFE IR & Aigroup & 18

TESVMAEC & #rii iR & R Fr e A RY
AIES - REREAEM

MRERERSRIEE DL ~ BIEE
EITERRE o *AEARAmazon
FSX for ONTAP Sfor Sfor *

=
HoxX

TONTAP-NAS] ~ TONTAP-NAS-
Ei%9 B4 ~ TONTAP-NAS-
flexgroupl -~ TONTAP-SAN

1 ~ TONTAP-sanf&#E! |

EEEniZ\ a8+ T_J + dataLIF
r10.0.0.11 ~ T[2001:1234:abcd:::

fefo]l

PRIEZAHA « TRIASVMITE

i

MRZBSVMEITTE
managementLIF BT

Mrident -<#&i%-UUID>]
[Trident

1 (FERAFEFINIT)
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2% =R EH BER
limitvVolumeSize MR EREEE A/ NS LEE - M1 (FERAEHIEIT)
RIERACE R o
lunsPerFlexvol SFlexVol ELUNBYER ALUNEZ - 1001
EEWZBTE[50 ~ 200]
debugTraceFlags SREFPHRRS E(FERAEIEEIZ - &8 null
1@]  {"API" B~ THZEL true
USeREST {EFIONTAP Isrest APIEY A FAS iz
27 o RN #EMetroCluster 1778
5 o

<code>useREST</code>f=EIF

* useREST MUEMTFEE M N ieft « BEAMARIRE - MIEAREXEELEEH - RE

2B true  Astra Tndent#l%ﬁmONTAP EFIEAPIEBIGZETTIBE o LEINREFREONTAP {4

@ EHARZASAIARZ o LESPONTAP ~ FREAMNEABBNBEHITFE ontap EARER | E2F
HEZHEM vsadmin M cluster-admin A ©

* useREST A% iEMetroCluster {FA%LIE o

mif

EZBONTAP IEREEN « CIEZREEESH - EAERREEANRERRIERE BB/

WNREEAAmazon FSX for NetApp ONTAP Sendbackend ~ :57036%E
@ limitAggregateUsage 88 o o fsxadmln # vsadmin Amazon FSX for NetApp ONTAP
NAGBIE SHEENAggregate [ & KiE B Astra Trident LA PR HIFF BRI TZEVHERR o

(D) #7188 debugTracerlags MIFEIEEMHHRIL TR SARAIATIRIAED o

AR ontap-san ERENTET - TERAFASVMBIFIEERILIF IP ~ W fEAISCSIZERK o AaYi5EdataLIF
BIIPHIE ontap-san EEBNIE X FoahltPIE AL ERK ~ MR FEAEEAIE o

(D BB UREF « sACEE —2 datalIF Ml storagePrefix EEATENBIBN - EEFHELER
¥~ MEERIMVEL o

igroupName AJEREAONTAP BiE#EE FE I Migroup o MR KISTE « Astra Trident& BB & Trident
Aigroup -<&IFUUID > o YNRIZHTFELEZEMigroupName ~ BIIIRBHFIRIE Z BHHASVM ~ NetAppiEs&fE A
SH{EKubernetes#E&EMigroup © 35 2Astra Trident E B4 EIQNFTIE/MIFRAI L BARE o

Bimth A LITER L B F#frigroup -

* AT E#rigroupName ~ LUIE[AEAstra Trident A SMYISVM L 37 K BRI FRigroup ©
* AL & B&igroupName o TELEZEBI ~ Astra Trident® BB K BEIE Trident -<backend-UUUUID> igroup ©

EEmEERT ~ HeTEEFE\Volumelit o RRAIVolumelfi i 2 A E#TMigroup © LA G FERE & iR
HARR &Y EY

oI AIEE TR %8 (FQDN) managementLIF #EIH o
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‘managementLIF" ¥HFTBONTAP BIRRZS ~ AT B KR ASRE S

Ipvefillt o sFEFEMNERZE Trident
FIENARIPve it o

‘—-use-ipv6' HERE o MIEFEIEFEER “managementLIF®

fEAIPVOIILEF BTSN ESY management LIF fl dataLIF (MRESERIFEEET) BES
(D FEIMAES  FIEN[28e8 : dofb : a825 : b7bf : 69a8 : d02f : 9e7b : 3555] o YR dataLIF KiE
£ ~ Astra TridentZ{ESVMHEBEEXIPVE E il lifs ©

EEEONTAP-SANEEENFZ T {EACHAP ~ 3538 E useCHAP 2ZE true TEIFEESET o A% Astra Trident& %
EMfEFE R CHAP A& IRFTIE ESVMIITERREREE © s "Bt UM EEES -

AR ontap-san-economy BBFFEIL 1imitVolumeSize EIBHEIRHIHEIREMgtreeMLUNFLREE A/ £

PR o

Astra Trident@EE BB RIFFEHIEER) TComments)

(G RUPREERLCERE

ontap-san EEENTET | SHEFTEIIEEVolume ~ FlexVol B8 EERNEFEGFEE R HH

(D B TComments]

(G BUPEAFMERE - HEFEESFUERSERFERMIRE -

Wi EFERNPRZINPMAHIRE D - ERRERIFECPRUN—ETBIRE « FER

DHIR&ERIFIE ©

BB RECEMIRE N RIRHERRER

TRAIIEARHNFERRS « EREEERREH AR ESEVolumel AR - MNFEHA  FSETHIHERRSE

Bl

2¥
spacelAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

splitOnClone

=R EH
LUNBYZER 2B

TREREELR ; M (1Bf)
g MVolumels (%)

E({FEFRISnapshot/RE

ERIKAAFTR L R E FI QoS R A
B4 - EESEAMTER/BIRIVE
F—{ElqosPolicy
Z{adaptiveQosPolicy

EiRIKAAPTE I I E AR
MQoS/FAIEHH - BEIESERTFE
& /& iR E P —1EqosPolicy

8¢ adaptiveQosPolicy

REMRIR 101 NHERERDLE

BIERE ~ RERXEEDEELR
BIIEAR « (EERXERDEEE

A%
1NN

R snapshotPolicy 7 [
= B[RS T

R

MRl
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W

#

encryption

luksEncryption

securityStyle

tieringPolicy

55 AA 6

TEEThERE & FERAANetApp Volume T
Encryption (NVE) ; F8:&%7%

false o WATEERE LIV EL

FANVE ~ A BEFAILETS o INR1E
BiIREYFANAE ~ BlAstra Trident® B

B RMEIHAIEEEBE R FAANAE © U
LB ~ 552/ "Astra

TridentI{A EANVEFINAEIRECE(E

"o

EXYFALUKSHNZR © :5288 "EHLinux "
H—ai8RE (LUKS) "o

HRENZEERR TUNIX
DRERAILER M#E) ONTAP 9.5Z FifYSVM-DR#R A

7 THEIRER |

f&fcAstra TridentfEFAQoS/RAIB AR EONTAP ERERMARAHIARZS - BZERIFHARIQOSIR
@ AIEHAE ~ WHERRRIBHE S ERERESEHEMEE - HENQoSRRIEHESRFIFIE TIFaH

HIAERRIEE ER o

UTREEERRRENEA :

{

"version":

"storageDriverName":

"ontap-san",

"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "trident svm",
"username": "admin",
"password": "password",
"labels": {"k8scluster": "dev2", "backend": "dev2-sanbackend"},
"storagePrefix": "alternate-trident",
"igroupName": "custom",
"debugTraceFlags": {"api":false, "method":true},
"defaults":
"spaceReserve": "volume",
"gosPolicy": "standard",
"spaceAllocation”: "false",
"snapshotPolicy": "default",
"snapshotReserve": "10"
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https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)

HEFERERIIAIFIE Volume ontap-san EEENFETNAstra TridentfEFlexVol THELUNFEE RIEYE
F2H ~ ZESMENN10%MAE o LUNIIECE K/NEMEREEPVCHERNA/NTEEAEE © Astra

(D) TridentiEFlexvol E{EIBRFIEM10%AEE (BRONTAP EBE LAAIRY)  ERERIE
B ESFRERMN AR E o BB aIfhIELUNZAMSE - BRIEFBETRE DA « EFE
FONTAP-san&&E B o

AN EZMELE snapshotReserve ~ Astra Trident& kBB 55 5t & Volumek/)y :

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1;2885M0%HBYAstra Tridentfl AFlexVol EltheZIELUNAAEERIAYINAEE o BRI snapshotReserve = 5% »
MPVCERK= 5GiB - HIR&42K/\%&5.79GiB ~ A FHR/\A5.5GIB ° © volume show &5 < EREREELULTEEH!
HIAER

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514

online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB

_pvc_eB372153_9ad9_474a_951a_0B8aelS5elclba
online RW 1GB 511.8MB

3 entries were displayed.

BAl - REREA/N ~ AR ERRIREAR Volume o
RIEAERREEH
THSEABRTERER « BABISHFREERE - ERERRIHEREENTTE

@ WNRITTENetApp ONTAP Sz#EAstra TridentfINetApp L fEEFHAmazon FSX - R EIEEIifsHIDNS
$a%8 ~ MIEIPALE o

ontap-san AF &R EFNESHER
B/ \WEIHAERESEB o clientCertificate ™ clientPrivateKey # “trustedCACertificate

(G ~ REMRSEMCA) FIEA backend. json WA FIEUSAP IHARE « WEERBKREECARENE
FE6ARES(E ©
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"version": 1,

"storageDriverName": "ontap-san",
"backendName": "DefaultSANBackend",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm" :
"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",

"svm iscsi",

"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

"igroupName": "trident",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

ontap-san AR CHAPHEREIFET,

B/ \NERIRERRED o ILEAHRREE ontap-san #&lf useCHAP REA true ©

—

"version": 1,

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"labels": {"k8scluster": "test-cluster-1", "backend": "testclusterl-
sanbackend"},

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

ontap-san-economy SEBIFET
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"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

ERFETFE RN R IR

ETEPFImHEAIRIEERIERT - FHEMEREERNRERENTERE « fIU spaceReserve & »
spaceAllocation B~ #0 encryption I8 o ERHMEFE RN EHEERTESR °

TEUEEEHIP ~ BLEEFERMEBITRE spaceReserve » spaceAllocation ' “encryption {B ~ 5
EEgER LR ENTERE ©

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"w.

"svm "svm iscsi",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”: "false",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store": "san store", "kubernetes-cluster": "prod-cluster-

1"},
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"region": "us east 1",
"storage": [

{

"labels":{"protection":"gold", "creditpoints":"40000"},

"zone":"us east la",
"defaults": ({

"spaceAllocation”": "true",
"encryption": "true",
"adaptiveQosPolicy": "adaptive-extreme"
}
by
{
"labels":{"protection":"silver", "creditpoints"

"zone":"us east 1b",
"defaults": {

"spaceAllocation”": "false",
"encryption": "true",
"gosPolicy": "premium"

"labels":{"protection":"bronze", "creditpoints"
"zone":"us east 1c",
"defaults": {

"spaceAllocation": "true",

"encryption": "false"

LU 2MISCSIE A ontap-san-economy SRBIFET :

44

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

:"20000™"},

:"5000"},



"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false"
by
"labels":{"store":"san economy store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"oracledb", "cost":"30"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",

"encryption": "true"

"labels":{"app":"postgresdb", "cost":"20"},
"zone":"us east 1b",
"defaults": {

"spaceAllocation": "false",

"encryption": "true"

"labels":{"app":"mysgldb", "cost":"10"},
"zone":"us east 1c",
"defaults": {
"spaceAllocation": "true",
"encryption": "false"

18 1% i ¥ fE = StorageClass

% StorageClassE &R Ll ERFEFE RN o F/ parameters.selector M - FEStorageClassE
I OL IR LE B ER B R A AT AR AL 8L S Volume » IR @S S EFMENERE FAPEERSEER °

* 55—{EStorageClass (protection-gold) HFHEEFIIFE—E « F _EERHFERAM ontap-nas-
flexgroup BIFEAPMNE—EERMEFERMN ontap-san &if | SEM—IRHERFRENE R o

g —

* 35 _{ElStorageClass (protection-not-gold) FFHEEFNE= « FIEERFHFEIRM ontap-nas-
flexgroup PR IHME _@E - F=EERFEFERM ontap-san B | EEM—IRESHRLUIMRERE
AREVERA ©
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* EB=1{@EStorageClass (app-mysqgldb) fFEHEEHRIENERERFHFEIRMN ontap-nas PR IHFZE =18

ER#EEFERAM ontap-san-economy & : E%%D’E—TxaﬁﬁmysqIdb#ﬁ@ﬁﬁﬁﬁﬁﬁﬁ%ﬁiﬁ%ﬂ%E’\J%@ °

* FU{EStorageClass (protection-silver-creditpoints-20k) FFHEEHNE =EERFEEEIREAN

ontap-nas-flexgroup FHEIHENE ZEERHFEIRMN ontap-san &if | BLEEIFRMEHE—HE
I 200001E(E AL BRI S AR IRENE IR ©

* A {EStorageClass (creditpoints-5k) FEEEFRE ZEERFHFEIFEM ontap-nas-economy

&I 3 = EERFF SR ontap-san %R | BLEEME—IRMS5000EEBRBNERMER °

Astra Tridenti RTEZEIIME ER#FE R « TREAFTSHEFENKX
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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HEONTAP —{EFFRENASE iR
A B RUNEEEFI ONTAP IhSEMEFNIHAEENASEEENTZE TSR E THAEE Y E I © ONTAP Cloud Volumes ONTAP

* "AERGEAEEH"

E R BER ontap-nas EEHFEDE R (RE - KEMEMITEHNEXEELIEESH © Astra
Control & fEFE I VIR E e AR (ReE « SCEHMIEFTITENNY ontap-nas BEEIFET © ©

@ ontap-nas-economy REETEIAMIEEFRAETLEONTAP S ENBTESHFZHNARERR
s ~ A EEREHSHER - MEFTEETERNERFRE « KBMERBEM (TEKubernetesFHEE
2 ERBENIEE) TR o

ERERER
Astra TridentZELLONTAP M R#IT - BEEUZENARNHIT adnin BEFHED vsadmin SVMIE
FE - EEHERABZAELBIERSE - BitAmazon FSX for NetApp ONTAP SZiEMINetAppIhAE - Astra

TridentTBEAE LIONTAP FEREEMNEREIT « URITZIEHASVMEEEMNE 7 fsxadmin FAET vsadmin
SVMERE - HEFHERACZARABIFERE o o fsxadnin FHECEEEEFEHRENARENR

MREFH 1imitAggregateUsage B | EEXEEIERIR - EfFAAmazon FSX for
@ NetApp ONTAP BF - #&fcAstra Trident 1imitAggregateUsage S EEBELFER vsadmin
M fsxadmin FHEERE | IRTISTU28 ~ HEEEZZ R -

EEZAR] ATEONTAP A& AR I B ERASRIA & « B TridentBRENTZTUAESNER ~ BRMITEZRITIEEM o Trident
RS BETRASER EITUZESMNVAPI ~ TIELEAPIABRAZ B ~ AR ESHEESZ M

ZEBEFIONTAP R NASHERBITE TN RELE RIS

EEARAN (A 2 EFAONTAP R ENetAppIsERINASERENTE T AR R EINAETT Z VB IR - ONTAPHFRFRBONTAP fY
AL IBIHREL ~ Astra TridentE /D EEISk—EE S FE4SVM o

HINFTBONTAP AL IBIREL « Astra TridentE /D EES R—EE S EE4SVM o

sasCE ~ AT ZEARSER LIS —ENZEREIZXHETZLER] o HId ~ eI U EER
HIGold$85!] ontap-nas BEEIFZNMEAAR « £ ontap-nas-economy — »

TP MIKubernetes TEERREEB A AL AL EERNINFST A - FF2H "FiEi2" UBSEZHHEEN -

Astra TridentietTEERONTAP EINAE R ERE T IRAI B IS ©

A

* S0sE % | ONTAP ¥t BEFIFREMRNERELBNEE - BRERAAEENZEEAAE A8 admin
vsadmin UFEREIONTAP BEHIRANRAERM

* /BFEE | Astra Tridentth SEONTAP fE I LR IRAY/RE L EREETEN © HILE - BIFERUAES
RRmE&SE - TWRIEENCARE (ERfER) AIBaseb4iRiEE o

TRIUEMRAENR « WEEDRRENEERRE S EZEBE - M - —RAXZE—ERRHE - EEVMER
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https://docs.netapp.com/zh-tw/trident-2210/trident-use/worker-node-prep.html
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p

[ERVEREE 7505 ~ MR RIREREPRIRIRAEE -

G

@ NRICERIRR T HEETE - RIREIRF RN « BWEEREPIRUESEERSE -

A RsReR R B

Astra TridentFEESVME E/ZEHE TIEERREER - THEEONTAP ZBinETEH « EBRFERTALEEN
THEME ~ B admin B vsadmin © SR ERERRONTAP M IBHRAFIFAIIEIER ~ EAFRKHAstra
TridenthRZS AT SEZEFATHAEAPI o AL B INZ2EAAE « M Astra TridentiBECER ~ BREZRE

}Eﬁ o

BIRE R TR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

HaolE » BinEERH — AN FHERENNAE c BIURIKRZE - FRABELE/ZBIET I Basec4dRiE « M #F
AKubernetest%® o 1 /EHEIneH—EBMETEERNNTER - it - E2—IEMATIESRE
HKubernetes ({#ZEIEE#IT ©

5 RS Rt R
HEVAIRA R ] AER/EE « TEIONTAP 2 BiRE o 1

oY

E
il
i
W
It
)
W
@

* AR m&E | AR IR/&ENBaseb44RE(E ©
* AR ImfAEEIR | B £ i8MIBase644RIE(E o
* {S1EBYCACertifate : Z{S1ECAREHIBasec44RiSE(E o NREREENICA ~ BIABIRHIEBE - TR KRER
{S1EHICA ~ BRI ZBZHERIRE -
HMANTERIZEGIE TP o

1. EX AP IR/ERENEE o B4R » 55i¥Common Name (CN) (—#t%#8 (CN) ) HREAONTAP EES
5o

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=vsadmin"
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2. BISERICAREITIZONTAP ER(EEE - ErIscEHHEAFEERERIE - MRKREREENCA ~ BB

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7EONTAP X E#EE FZERARIREENEE (1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FESIONTAP LB FRRRBASE cert BIEBAE o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -—-application http

—authentication-method cert -vserver <vserver-name>

S. EAEEMRTAIFERE - LLONTAP Management LIF IPFISVM&BEN X <SfManagement LIF>FI<vserver
name> ° A ERB(RLIFRIBRISIRAIGE S default-data-management °©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

viiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {EFABaseb44RiE/R:% « £IRFSEMICARES

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERR L —TEISHER B o
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214

online | 9 |

o f——————_ Rt et L P
o t———————— +

EEREE 7 AR A

TR ERRAN R  UEAAERNERE T ANEEHDEE R - EmiEn A#n1T | ERERERTEEE
Ry IRP] BRI EE ; ERRENRIE BMAERELE/ZE - S2EEM - U ABIRRANRET

75~ RBIMIEEREE A o AR EREHMbackend.jsontEE - HFEZEHITHHNESH tridentctl
backend update °
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el%b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

SRR « AFESEEWATEMONTAP FAENE (IXBIOS) - FEZRIRE

EE®
(D o EIRIR/ERER « AR S E/REMIEEMERE - ARBMRIRUERMBER « Z&H
REONTAP ZEEMIFREREE ©

EHRIEATTEH BRI HEENER « AT E 2 BRI MWHEEELR o IR IREHREETAstra
Tridenta] LLEAONTAP &Z & im@:N « W ARIER KA VolumefEE o

EIENFSEELRA]
Astra Trident{# FANFSEE /5 Bl 2R 4Z 5 EFrfic & 2 FARR & AY7FEY ©

{EFALE HFEEIEF ~ Astra Tridenti2{EiEEETS

* Astra TridentA] BIREEIRELH/RRIAS ; FILEEENT « FEEESSHEEARTZERIPUILANCIDRENR
/BE o Astra Trident® BENFE L ERNBIEIRLIPHIEEEL/RA] - 30E ~ MIRAKISECIDR ~ RIS RER L
BN A EEEE BRI ERXIPHIEEELRR -

c FHEEESNUEVELRER - WFESHFNEHRA o PRIEFELARETIEE A RIMEL R - THAstra
TridentZ EATERVELRA o
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A EIRE L RA

Fcsi Trident) FY20.04hRIZMHENEEIREHIHRARISESIONTAP ~ LIFIEIRER - ErlE#FEES R TIFEH
REIPISTE SLSTRYMAULZER ~ MIFFENE RBIFERRR - ER AEMCELRRER ; (EELRRAFABEEREM
FERELDETFINA © I - EEPRBREEENEFIIREITEIEEBERE IPHILEEHR: - UIERBHE
BEMENEE -

(D) 9% lesiTridenty A AEBIAERELIRR] o HHARERTEHERRENATed o

gyl
WIRERAMEAARSEIE c LT ERIHE R

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"autoExportCIDRs": ["192.168.0.0/24"],
"autoExportPolicy": true

(ERILTHAERS « M BR(RSVMAR IR SIS Es A TAs R HIE L EE] « 1184 A E2:CIDRE
() # (PHnFERERERR) HEHIRR - BHELGENeAppRENRERTHHCE - BAstra Trident
ERESVM ©

LUT =R Lt s AR ThAE VB 5 10

* autoExportPolicy 8&%4y true ° &7 nAstra Tridentif AR BEHRE svm1 M55 2 5 IR HT I FO M PR AR
BIfYYEE autoExportCIDRs & o i «~ UUIDZ403b5326-8482-40dB/96d0-d83fb3f4daeckg
Iifi autoExportPolicy A true B LAEHRER] trident-403b5326-8482-40db-96d0-
d83fb3f4daec TESVMLE ©

* autoExportCIDRs BEF{ltERABEE o LA AZERRAL -~ TEEZ%A 10.00.0.0/00 ~ T:/01 WRKE
# * Astra Trident@¥MEE L& IR LI EIRIPRA 215 S0 [ B8 B EX (Ut o

TEUEEEHIR 192.168.0.0/24 IRMHANLZER]  BERT ~ BRILMIIEEE R KubernetesEi 2L IPH il EAstra
TridentFrZ I AYEE KRR o EAstra TridentZ 2 H B THORNSLRT « SHAENENZARVIPAIAL « W H R HIRHAMIE
RGBS Ll autoExportCIDRs © EhEIPZ % ~ Astra Trident& ST FriFE =B B i PER 17 FE R AR
Bl ~ M EE PR B S E R B L —EFRA o

B LAEHT autoExportPolicy M autoExportCIDRs I BikEiR o e UABSE R MIFRIZECIDR
BB IHMIINFTRYCIDR o MIBRCIDREFBTFAEIR ~ UBFRAEHENIREELR o St LUEEER
autoExportPolicy AR « AREEIFEEILMERIERL] c EEERTE exportPolicy B8 o

TEAstra TridentZ2I S EHBIH 2% ~ o LUERBERIE tridentct]l SEEMN tridentbackend R E
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XB:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

EENEIE EKubernetes#E Il Al Astra TridentiEHIZSsE 825 - FEFIRERHNELRA (FiREBEMAMME
FIEEMININLESEAN) autoExportCIDRs (f8lf) o

TEPRENELET « Astra TridentE 1R EFAA R LR IR « LUBEREIRIAITFEURA! o Astra Tridenti§ LLERZSIPIESEE R
ImAYEE R AR ASER « RIBn LRSS « FRIEEEPREIRAER A LLIP -

HNERIRBENRIRE « sAEREHEIR tridentetl update backend 1 E{RAstra TridentB &1 S IEEH R
Bl o EEEURIFUUIDESZBFELRE) « MEE EEEE EEE S S ERFEINELRL) -

@ fErEABEERELRINERE - REMRESBEIMNELRE - MREBMBILRLK - BIEHE
HAIR AR « WEBGEIMAIELREA o

UNRENEFENEERIIPAINE BB 5 ~ A EEFEENETEE_EAYAStra Trident Pod ° Astra TridentiZE @B EEIEN
BIEELER « LU IEIPEE o

HIZENASAHARIEIF LT 5|ONTAP

BRARUN{ABE1BONTAP Astra TridentZ28E 3R I3 K (E A NetApp NASEEENTET, o ANENIRHE ImARRREEH « LA Banfa
15 1% lin ¥ FE = Storage ClassHIsFARE K o
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W

#

version

storageDriverName

backendName

managementLIF

dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

igroupName

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

=R EH

EFEREE T\

B BB TR

BEEMNIPAHEESSVMEIELIFEEIE
#aMetroCluster i « {&4A7BS
ESVMEIELIF o

FEIFELIFAYIPALYE - IPVveERT
BN o RREBREEAEMN

R ESELRRIBEIIAEHE M §

{E]

REERF B EFEKubernetes B EIP
HICIDRIBEE autoExportPolicy
2R

ER MR ERERISON-ETE
REE

FA R im/Rs8HIBase644RiH{E © AR

VS TCREL i)

AP imthE T iR HIBaseb4ARIE(E
22 )N E R

S{E{FCARERIBaseb4ARIG(E o 5
A o BRN/EERERR

HIRERE/ SVMIERESTE - A

MEREE B AR SR

ERERE/ SVMBIERS o AR

EEANRFERKS

EFH Z SANEIE&EMigroup &8

ESVMAREC B ThR & R PR R A RY
AIEHS - REREAEM

MRFERERSRIEE 2L ~ AUES
EITERRE o *AEARAmazon
FSX for ONTAP Sfor Sfor *

MR ERIRRE X/ NS FIEE
A RACE R ©

SFlexVol fALUNEIR ALUNELE
BEEWMZBTE[50 ~ 200]

an
HpX
.

KBS

TONTAP-NAS] - TONTAP-NAS-
Ei%9 Bl ~ TONTAP-NAS-
flexgroupl -~ TONTAP-SAN

1 ~ TONTAP-san&&zE8Y

EEEhiZNf@+ [ 1 + datallF
r10.0.0.17 ~ [[2001:1234:abcd:::
fefo]

BRIES AR « BRIASVMAETE

[ 70.00.0/05 ~ T:/0J]

MREBSVMAIFTE
managementLIF B3&E

Mrident -<#&i%-UUID>]
[Trident

M1 (FERASREIIT)

1 (FERAFREINIT)

1001
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2 SllE TE%
debugTraceFlags SRR R AN EREEZ & null
'FJ © {"API" D R~ TAEL true
nfsMountOptions LUESR 2 FREINFSHI & EIR B E M
gtreesPerFlexvol FFlexVol [E:ZHIER Aqtree®k ~ 478 12001
7EEEA[50 ~ 300]
USEREST {EFIONTAP Isrest APIFIfE#A S #

%i( A iEMetroCluster 1778

o

<code>useREST</code> = FEI1A

* useREST MU'BETFEE "I ViRl « BEZAMNARIRIE - MIFAREREELEEH - BT

A% true - Astra TrldentH—:ﬁFHONTAP FFIEAPISIBIGZEITIB o LEIIREFREONTAP 4

(D EHARZASAVARZ o LESPONTAP ~ FREAME A B BNBIEHITFE ontap FEARER | E2TF
HEZEM vsadmin M cluster-admin A ©

* useREST F3z1EMetroCluster EFAZIE o
L EBIONTAP LEREBH ~ CEZIRAREZ Y - ErERLXEEAN LR EENERE LB/
AR & E A Amazon FSX for NetApp ONTAP Sendbackend * s570i6 %

@ limitAggregateUsage 88 o o fsxadmln # vsadmin Amazon FSX for NetApp ONTAP
NAGBIE SHEENAggregate [ & K iEiBAstra Trident LA PR HIFF BRI 7ZEVHERR o

(D) #7068 debugTraceFlags BIFEEARIH R B EHARIVGTERED o

@ BRI BIREF nﬁuEE dataLIF fll storagePrefix HATERIBEN - EEFMEL2H ~ &
RERIUMNERG

(EEILABISTESE A2 (FQDN) managementLIF 3818 o H1B]M{AIEEFQDN dataLIr BEIA « I
BSFQDNHSFHNFSHMEER o MIb—3K « SR IIIEIEDNS « S EER SR ERARTE -

‘managementLIF" ¥AFTBONTAP HIRRZS ~ o] LGSR A BRR AR ES
I1Pvefidlt o sEFAERZEAstra Trident "--use-ipv6" HEAE o MWIEEIEESR
‘managementLIF" FAIEIMAMIIPvefiit o

fEFBIPVOLET ~ BFFNESY managementLIF ]l datalIF (MIRESEREEERT) =EH
@ FEINAES - fIHN[28e8 : d9fb : a825 : b7bf : 69a8 : d02f : 9e7b : 3555] ° Y1 dataLIF KiE
f#t + Astra Trident&ESVMIRERIPV6 E#llifs o

fEF autoExportPolicy # autoExportCIDRs #IH . [csi Trident)] AIEHHEIRELRE - FTAIONTAP-
NAS-*ERENTZ VI IR L INGE ©

R ontap-nas-economy BEEIFET 1imitVolumeSize FEIEM FIRHIHEBIEM gtreefILUN B BV &R ARERE
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& K/)\ gtreesPerFlexvol #IER] B5]EFlexVol {E3z1R&IECREMIE LR ©

° nfsMountOptions 2¥AIARIEEHEIEE o KubernetesFrBHIR @AV SEIRR B GRS
E ~ BNREEFER P RIS EE SR  BAstra Trident& Bl fEF R iRARSIERIEE AUBNEEETE o IR
FLER SARREIE P RIEE BN EUEIR ~ AllAstra Trident R @ TEABRARVIHAENARR & b 58 FE (I HAEEETE o

Astra Trident@ TEEREILHFAEMIEER Commentsy (GEfR) BAIPREERICEZE
(ontap-nas #M(ontap-nas-flexgroup ° RIFFAEAIEEEIFEL - ER GRETEFlexVol E1E

@ IHBE L (ontap-nas) FlexGroup B¢ (ontap-nas-flexgroup) © Astra TridentE1EHEEFEER
MECER « RFEEFES RN LA REENIFFHIRE - @EFEEETTUERSERERE RN
HEE ~ LiHEEFEERANTPREINFAEEIEE 54 - SERRERIRARPIEEN—ETETE
8]~ FEEDHMIEENAE °

ANE R EMIRERNBIRERRIETR

%‘"}EJLXE,%H%EI’\J%E@EQEP « R LEERERIEFITRR AL B S EVolume A X - UNFREEHI « F2R T54AREE

28 s Fa®

spaceAllocation LUNRYZEE 58 =L

spaceReserve TREFREER ; M (BfE) M |
g% MVolumel (52%8)

snapshotPolicy E{FEABISnapshot/EEHI M)

gosPolicy BRRAGFTEE IL HAFREAIQoSIRE! M

B o EESARGEE/BIRIE
rh—{EqosPolicy
Z{adaptiveQosPolicy

adaptiveQosPolicy ERIRAAPT R R E BRI M
HQoSIRAIBHE - FEIEBERESE
& /& imBE R —{EqosPolicy
Z{adaptiveQosPolicy ©
FONTAP-NAS-#&HE 7 18 ©

snapshotReserve REBMAIRER T0) HEE R ¥R snapshotPolicy & T
® ~BAIS T

splitOnClone BIERR - RERXEARDEIEL Ry

encryption 1T & FERFANetApp Volume TR

Encryption (NVE) ; TB:%%
false o WBTEERE LIV EL
FANVE ~ A SEfFFEILEEETE o UNR7E
BIREYFANAE ~ BlAstra Trident® B
B RMEIHAIEEEBE R FEANAE © U
EHME ~ 5520 ¢ "Astra
TridentdN{ATEANVEFINAEISECIE(E

o

securityStyle i RENZEE2ERR FTUNIX)
tieringPolicy DEBERALER &) ONTAP 9.5 Bi#ISVM-DRAERE

7 THEIRER |

57


https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html
https://docs.netapp.com/zh-tw/trident-2210/trident-reco/security-reco.html

W

# =RER

unixtER R @ RYAE T

snapshotDir BT RE | snapshot B
BE LR EEFARE LR

Z2 MR R ENZ 2R

6

r7771
MR
[¥85% 1

TUNIX]

5E2Astra TridentfEFQoS FAIBHAREONTAP (2 ERRAHINZ o 3BT ANQoSE
(D) Biee - wRGENEHASERERESEAMEE - £ZHQSRAIBHAKRSIFTA TFal

HIAEERIEE FR o

UTREEERERERNEHD

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "customBackendName",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},

"svm": "trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",

"nfsMountOptions": "nfsvers=4",

"debugTraceFlags": {"api":false, "method":true},

"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

R ontap-nas # ontap-nas-flexgroups Astra TridentIRTEFERIBETESZE ~ BfRFlexvol
FFsnapshotReserve B EEMIPVCcIEHERAER T - EFERABERFEHAPVCsE » Astra Trident
Brlexvol FRAMIGESR « BIIRKHNESESTHNEER o Lt EBEREREEKAEREIEFE
BARIEKRNAEAZM - BEEARESNREAERNZER © Ev21.07281 ~ BFEREEREMArve (FlUs56iB
)~ RERREEER 50K ~ IR AEERF2 . 5ciBMAI R AR c ERAAFEAEERNEEM@volumedl
*snapshotReserve {hLIEELH o EFETrident 21.076F ~ EAAEERIE B AZER ~ MAstra TridentiE® 1
snapshotReserve MFRREM@VolumeIE 2'LE °« EAREAN ontap-nas-economy ° s52RH 55| LB

FRILINAEMVBE AT ¢
AEARUWT :
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Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)

HitsnapshotReserve = 50% ~ MPVcEK= 5GiB ~ iR E4EK/]\%2/0.5 = 10GiB ~ AJFHK/)N\A5GIB ~ E2fF
BEEPVCERAPERMA/N o o volume show SpLEEETIALUATEFIAVLER !

Vserver Volume tat Size Available Used%

online AW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

EH#RAstra Trident| ~ SoRIZEEHIR AR InH IR _ LMGRAREEWEE « HREARZAIEIEIEE - &
FEZ AR ELRARE & A/ ~ LUBEREREE o 640 ~ $F#FRY2GiB PVC snapshotReserve=50 ScHIEERHEEEIR
H1GIBIYAI B AZR] o FIH0 - iSHEEE A/\BEEA3GIB « AI:EEATE7E6 GBIt E LHEA3GBHNAIEAZE
fi o

RIXAERSEE
TIHGIETERERE  BAS D SHREERE - EREERRRREENSIE -

@ AMRIETENetApp ONTAP Z1ETridentiINetAppz3& _EFFIAmazon FSX ~ & GG IifsRFIDNS
£%8 ~ mIEIPALLE ©

ontap-nas A EFHIEENEREER

EER/IWEBIRAHRESEEM| o clientCertificate ™ clientPrivateKey Ml “trustedCACertificate
(M ~ WRFEAEENCA) ZEA backend. json WA RIESHERESE - AERIBRETCARENE
HEe44RIB(E -

"version": 1,

"backendName": "DefaultNASBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRl1c2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
"storagePrefix": "myPrefix "

ontap-nas 25 BEELFERREEER
AEBHIFREAUNAIHE R Astra Trident{SE FAENREEE /R AIZR B ENE 1L KR BIRE R  EHRVE(EATAERE ontap-
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nas—economy*ﬂontap—nas—flexgroupEEQHEEE:

"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1a",
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",
"password": "secret",
"nfsMountOptions": "nfsvers=4",

ontap-nas-flexgroup EEEpiz =t

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"labels": {"k8scluster": "test-cluster-east-1b",
ontap-cluster"},

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

ontap-nas fEIPV6AIEEENTZ T
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"backend":

"backend":

"testl-

"testl-



{

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nas ipv6 backend",
"managementLIF": "[5c5d:5edf:8f:7657:bef8:1090:1b41:d491]",

"backend":

"labels": {"k8scluster":

ipve"},

"svm": "nas ipv6 svm",
"username": "vsadmin",
"password": "netappl23"

}

ontap-nas-economy SEBIFET

"storageDriverName": "ontap-nas-economy",

"version": 1,
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "secret"

ERFETFE RN R IR

"test-cluster-east-1a",

"testl-ontap-

T TEFrRIEARIFEERERT - SHEMAREFERIRERENTERE » fIM spaceReserve

spaceAllocation {& » M encryption if o [ERAFE RN EEREFEERPESE °

FUEEHIF « BLEFEEFERMEBRITERE spaceReserve » spaceAllocation M “encryption B - 25

EEEBR LMRENTERE

ontap-nas SBENFET

{

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",
"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",
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"defaults": {

"spaceReserve": "none",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store":"nas store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [

{

"labels":{"app":"msoffice", "cost":"100"},

"zone":"us east la",

"defaults": {
"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755",
"adaptiveQosPolicy": "adaptive-premium"

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": '"none",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"app":"wordpress", "cost":"50"},
"zone":"us east 1lc",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"



ontap-nas-flexgroup EEEhiE0

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"

by

"labels":{"store":"flexgroup store", "k8scluster": "prod-cluster-1"},

"region": "us east 1",
"storage": [

{

"labels":{"protection":"gold", "creditpoints":"50000"},

"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"protection":"gold", "creditpoints":"30000"},

"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"
}
by
{
"labels":{"protection":"silver", "creditpoints"
"zone":"us east 1c",
"defaults": {
"spaceReserve": "none",
"encryption": "true",

:"20000"},
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"unixPermissions": "0775"

"labels":{"protection":"bronze",
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

ontap-nas—-economy %@@j*%ﬁ

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance",
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"creditpoints":"10000"},

"creditpoints":"6000"},

"labels":{"department":"legal", "creditpoints":"5000"},

"zone":"us east 1b",
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"defaults": {
"spaceReserve": "none",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"department":"engineering", "creditpoints":"3000"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"

"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

1% i ¥$ fE = StorageClass

% StorageClassE & A Ll EHHFE R o £ parameters.selector A » EfEStorageClass®
IO IR L FE R B Rt o] FR AR 25 & Volume o BEFE B B TEFFEN ERE RNPEESERET °

* $5—{ElStorageClass (protection-gold) FFHEEFNE—E « F _EERHFEFEM ontap-nas-
flexgroup BiHMPNE—EERHAFEIRM ontap-san &Bif | EEE—IRHEHRFRENE IR

* 55 _{EStorageClass (protectlon not-gold) BHEEFNF= « FOERERHEFEEZFEMN ontap-nas-
flexgroup PR IHME @ - E=EERFEFERM ontap-san Bl . S —IRESKLIMRER
REVERA ©

* BB =1{@StorageClass (app-mysqgldb) fFHEEHREINEERFHFEIRMN ontap-nas PR IRFE =18
ERFEEFERM ontap-san-economy & : ELEM—IEHmysqldofE R FEARR X EFMARNEE o

* FIY{EStorageClass (protection-silver-creditpoints-20k) H%i‘jﬁéiqﬂﬂ’]”’_@@ﬁ{n%fﬁ,ﬂm
ontap-nas- flexgroup ‘:F'E']@lﬁﬁﬂkk_ﬂﬁllﬁﬁﬁ%ﬁﬁl i ontap-san &if | ELEERNEHE—
LA200001815 AR EUIR S RIRENZ R ©

* % f{EStorageClass (creditpoints-5k) FHEEHRIE ZEERHFEIRM ontap-nas-economy A
R im0 = EERETFEIRM ontap-san &l | ELEM—IRH50001EE AN ERMESR ©
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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£ Astra Trident&ECAmazon FSX for NetApp ONTAP f#A
s S

"Amazon FSX for NetApp ONTAP Ef"@—ER 2T EMWAWSHRTS - tl:EE P EE# RE1TIRFANetApp ONTAP
H—ERFIEERRBEZRE R4 - Amazon FSX for NetApp ONTAP INSE AT BT E A K HINetAppIhEE ~ RBE
MEIBINEE ~ Ao BIERFAWSERINEZ 1Y « BUEE - Z2MMIETM - FSXZIEONTAPHHFZER A
RINBEFEIEAPI ©

BERMEAMazon FSXWEEER « FH{LIONTAP IRASEBN—ERE - TEESVMA ~ e LEEII—1ESK
ZEAMIRE « ELEHFeBHEATEZAMPIEZNERKRNE LA LS - B 7 Amazon FSX for NetApp ONTAP By
Ih#E ~ Data ONTAP BNRITE EiR A FEENER R M UIRMZIE o MAMEZERFRLERTES* NetApp ONTAP
Sing*

{#EHAstra Trident&EZAmazon FSX for NetApp ONTAP fﬁFENetAppH# & e LU RE{RTEAmazon Elastic
Kubernetes Service (EKS) AR#iI1THIKubernetesZ=Ee « RESFCE @IRFMIEZRUONTAP IERFHEMIEE o

##37Amazon FSX for ONTAP Sffit {2 A4 EH
?‘E&FH BEH{DAYAmazon FSXTER R4 2 BHEEE « EIAATridentflfs o EEMIBRPVCs ~
IR EFERIPRPVHIFSXfor ONTAP the Sesfvolume ©
HERRILRE
FHER TMRIEREI) REILFSX for ONTAP the SuselEZ R4t o RERET TERIZA HEY
1%19} s (BRI HER IS o

* fER MRE L_LJ & ~ s51EF B EED o (SR BEHED I TridentB IRMIBREERE « MER
E—TFHN

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
0 Disabled

BEf#Astra Trident
INRIEGZAstra TridentBVFTF ~ 5AER TTEARABLHVIRIE

- "2 RREEE"
* “{FEFAstra TridentByE K"
* "Z8Z Astra Trident"

s "RAEBFHEMOE - FIRREONTAP #EAR Cloud Volumes ONTAP NetApp ONTAP BYIHEE ~ E3EINEE ~ ThEE
Amazon FSX"
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"version": 1,

"storageDriverName": "ontap-san",

"backendName": "customBackendName",

"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs5-XXXXXXXXXXXXXKXXXX.fsx.us—
east-2.aws.internal",

"svm": "svmO1l",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",

"clientPrivateKey": "vciwKIyAgZG...OcnksIGR1lc2NyaX",

"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
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